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ABOUT THIS BOOK

This user’s manual describes the stand-alone SPA OPC Server and the central concepts
related to it. You will find instructions on how to install the SPA OPC Server and how to
take it into use. The basic operation procedures are also discussed.

Information in this user’s manual is intended for application engineers who install and
configure the SPA OPC Server.

As a prerequisite, you should have some previous knowledge of SPA devices.
This user’s manual is divided into following sections:
Section 1 - Introduction

This section gives an overview of the SPA OPC Server and states the system
requirements that need to be met when using the server.

Section 2 - Installation

This section provides you with instructions on how to install the SPA OPC Server
software and other required software and hardware components.

Section 3 - Features
This section gives an overview of the features of the SPA OPC Server.
Section 4 - Engineering

In this section you will find an overview of engineering. You are given instructions
on how to configure the SPA OPC Server related objects.

Use of warning, caution, information, and tip icons

This publication includes warning, caution, and information icons that point out safety
related conditions or other important information. It also includes tip icons to point out
useful information to the reader. The corresponding icons should be interpreted as
follows:

An electrical warning icon indicates the presence of a hazard which could
result in electrical shock.
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f A warning icon indicates the presence of a hazard which could result in

personal injury.

@ A caution icon indicates important information or warning related to the
LJ

concept discussed in the text. It might indicate the presence of a hazard which
could result in corruption of software or damage to equipment/property.

ﬂ An information icon alerts the reader to pertinent facts and conditions.

Q A tip icon indicates advice on, for example, how to design your project or how

to use a certain function.

Note: Although warning hazards are related to personal injury, and caution hazards are
associated with equipment or property damage, it should be understood that operation of
damaged equipment could, under certain operational conditions, result in degraded
process performance leading to personal injury or death. Therefore, comply fully with all
warning and caution notices.

Document conventions

The following conventions are used for the presentation of material:

The words in names of screen elements (for example, the title in the title bar of a
window, the label for a field of a dialog box) are initially capitalized.

Capital letters are used for the name of a keyboard key if it is labeled on the
keyboard. For example, press the ENTER key.

Lowercase letters are used for the name of a keyboard key that is not labeled on the
keyboard. For example, the space bar, comma key, and so on.

Press CTRLA+C indicates that you must hold down the CTRL key while pressing the
C key (to copy a selected object in this case).

Press ESC E C indicates that you press and release each key in sequence (to copy a
selected object in this case).

The names of push and toggle buttons are boldfaced. For example, click OK.
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* The names of menus and menu items are boldfaced. For example, the File menu.

— The following convention is used for menu operations: MenuName > Menultem
> CascadedMenultem. For example: select File > New > Type.

— The Start menu name always refers to the Start menu on the Windows Task Bar.

* System prompts/messages and user responses/input are shown in the Courier font.
For example, if you enter a value out of range, the following message is displayed:

Entered value is not wvalid. The value must be
0 to 30.

You may be told to enter the string MIF349 in a field. The string is shown as follows
in the procedure:

MIF349
* Variables are shown using lowercase letters:
sequence name

* All the figures in this document have been taken using Windows XP.

Terminology

The following is a list of terms associated with the SPA OPC Server that you should be
familiar with. The list contains terms that are unique to ABB or have a usage or definition
that is different from the standard industry usage.

Term Description

Data Access; DA An OPC service for providing information about process data
to OPC clients.

Device A physical device that behaves as its own communication node
in the network, e.g. protection relay.

OPC item Representation of connections to data sources, i.e. object
properties. An OPC item is identified by a string. Associated
with each OPC item are Value, Quality and Time Stamp.
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Term Description

SPA ABB proprietary communication protocol used in substation
automation.
SPA device Protection and/ or Control Product supporting the SPA protocol

version 2.5 or earlier.

Abbreviations

The following is a list of abbreviations associated with the SPA OPC Server that you
should be familiar with.

AE Alarms and Events

DA Data Access

DCOM Distributed Component Object Model

OPC Series of standards specifications aiming at open connectivity
in industrial automation and the enterprise systems that
support industry

Related documentation

The following is a listing of documentation related to the SPA OPC Server.

Category Title Document number
Technical SPA-Bus, Communication Protocol 1MRS750076-MTD
description V2.5
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Product overview Section 1 Introduction

Section1 Introduction

1.1 Product overview

The SPA OPC Server provides methods for OPC Clients to exchange data with devices
connected to the SPA bus. OPC Clients can access process data, alarms and events from
SPA devices, such as protection and control relays that support the SPA protocol

v. 2.5 or earlier.

|‘Z~1§" PC with:
= [ Windows 2000 or

y’-.;j Windows XP

Sy, SPA OPC Server
= RS-232 port
=
- ;':_,.hq P " .—"— i w_ - w Protection and control
5 o i |||||_ :E' devices communicating
A, 4 a b AR ST aua L through the SPA protocol

REF+REX tif

Figure 1-1: The SPA OPC Server system overview

The SPA OPC Server supports the OPC Data Access v.1.0/2.0 and OPC Alarm and Event
interfaces. It can be run on the same computer with an OPC Client, see Figure 1-1, or on
a separate communication server computer. If the SPA OPC server is running on a
separate computer, the communication between the client and the server is based on
Distributed Component Object Model (DCOM), see DCOM configuration on page 59.
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Section 1 Introduction Safety information

1.2 Safety information

The purpose of safety information is to provide information on prevention of hazards.

1.3 Backup

All the project specific data is stored into the configuration file opcs_net.ini. Therefore it
is usually enough to create a backup only for this file. Reinstalling the SPA OPC Server
software will restore the rest of the required files.

There are some commercial software packages available for creating a complete image
backup for the system, but none of these is delivered with the SPA OPC Server software.
The backup image will then contain both the system and application specific files.

1.4 Fatal errors

A fatal error is an error that causes a breakdown or a locked situation in the program.

1.4.1 Handling

In case of a fatal error:
1. Write down the possible SPA OPC Server error messages.

2. If necessary, shut down the SPA OPC Server program in the Windows™! Task
Manager.

3. The data kept in the main memory at the moment of a fatal error is placed in the
drwtsn32.log file. It is placed in a system folder, for example Winnt. Analyze and
copy the data in this file.

Report the program breakdown together with the possible error messages and the
information in the drwtsn32.log file to the SPA OPC Server supplier.

1. Windows is a trademark of Microsoft Corporation.

14 1MRS755221



System requirements Section 2 Installation

Section 2 Installation

This chapter provides information on the system requirements for the SPA OPC Server. It
also describes the installation procedure of the SPA OPC Server.

2.1 System requirements

The SPA OPC Server runs on the Windows 2000 and Windows XP Operating System. A
PC capable of running one of these operating systems and applications is usually
sufficient also for the SPA OPC Server.

Other system requirements can be seen below.

* 20 MB free hard disk space, if Microsoft NET Framework 1.1, which is required for
running the SPA OPC Server Configuration Tool, has been installed already.

e 100 MB free hard disk space, includes installation of Microsoft NET Framework
1.1. It is installed automatically, if it is not found.

The following issues affect the performance of the system, and should also be considered
when choosing the hardware:

* The number of connected devices

e The number of signals per device

* The frequency of signal changes

*  The number of OPC Clients connected to the server

*  Whether the OPC Client is run on the same computer or on a separate one

1MRS755221

15



Section 2 Installation Installation of the SPA OPC Server

2.2 Installation of the SPA OPC Server

To install the SPA OPC Server:

1. Start the installation program. The Setup dialog box is displayed. Click Next to
continue the installation, or choose Cancel if you do not want to install, see
Figure 2-1.

iw SPA OPC Server Setup 1.0.0

B0 TR

SPA OPC Server Installation
Program.

[t iz gtrongly recommended that yow exit all »Windows programs
before running this zetup progran.

Click Cancel to guit the setup program, then cloze any
programs you have running. Chick Mest to continue the
inztallation.

Wi BMIMG: This program iz protected by coporight law and
international treaties.

[Unauthorized reproduction ar digtribution of thiz program, ar
arw portion of it, may result in zevere civil and criminal
penaltiez, and will be prozecuted to the maximum extent
pozzible under |law,

¢ Back E_ﬂe:-:t} ] [ Cancel

Figure 2-1: Setup dialog box
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Installation of the SPA OPC Server

Section 2 Installation

2. The License Agreement dialog box appears on the screen. Read the License
Agreement and choose the “I accept the license agreement” radio button to accept the
terms of it, and click Next to continue, see Figure 2-2.

i SPA OPC Server Setup 1.0.0: License Agreement

HI0 TR

[ ]

License Agreement

(IMPORTANT! READ CAREFUN 1Y BEFORE USING

Thiz Licenze &greement iz a legal agreement betvween you,
the uset, and ABB Oy for this software product including
zoftveare, electronic documentation and printed materials.

The software product iz protected by copyright laves and

HE T e HE e RN R T PN B0 S U NCE SRR | | R TR I Y RTERr - e H

(£

(%)l accept the license agreement
()] do not accept the license agreement

[

Reset ] [ < Back ]L_ﬂext} J [ LCancel

Figure 2-2: License Agreement dialog box

1MRS755221
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Section 2 Installation Installation of the SPA OPC Server

3. The Wise Installation Wizard dialog box appears on the screen. The files for the SPA
OPC Server are automatically installed in a certain folder. Click Next to continue the
installation. If you want to install the files in a different folder, choose Browse, see
Figure 2-3.

i SPA OPC Server Setup 1.0.0

HI0 TR

Select a folder where the application will be installed.

The "Wizse Installation wizard will install the files far SPA OPC
Server in the following folder.

Toinztall into a different folder, click the Browsze button, and
zelect another folder.

“'ou can chooze not toingtall SPA OFC Server by clicking
Cancel to exit the YWize Installation ‘Wizard,

Browse

C:MProgram FileshSPa OPC Server,

[ ¢ Back ]E_ﬂext} i [ Cancel

Figure 2-3: Wise Installation Wizard dialog box

license_agreement.tif
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Installation of the SPA OPC Server Section 2 Installation

4. The application is now ready to start installing the SPA OPC Server. Click Next to
continue or Back to reenter the installation information, see Figure 2-4.

ie SPA OPC Server Setup 1.0.0

Ready to Install the Application

Click Mext to begin installation.

Click. the Back buttan to reenter the installation information o
click Cancel bo exit the wizard.

[ < Back ]E_ﬂext} d [ Cancel

Inssd

Figure 2-4: Starting the installation
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Section 2 Installation Installation of the SPA OPC Server

5. You can now follow the progress of the installation. You can also cancel the
installation at this point by selecting Cancel, see Figure 2-5.

i SPA OPC Server Setup 1.0.0 Progress B

The features vou selected are currently being installed.

Time remaining: 1 zeconds

Inets

Figure 2-5: Progress of the installation
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Installation of the SPA OPC Server Section 2 Installation

6. The License Installation dialog box is now displayed. The “Install a Demo license for
SPA OPC Server” check box is selected automatically. Click Install to install a Demo
license, see Figure 2-6.

SPA OPC Server License Installation |

License Installation E

System 1D

Autharization key

Cugtomer

v |nztall a Dema licensze for SPA OPC Server.

Click Inztall ta install 2 Demo licenze.

o InstallTH Aot

inats

Figure 2-6: License Installation dialog box
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Section 2 Installation Installation of the SPA OPC Server

7. The installation of the SPA OPC Server is now complete. Click OK to exit, see
Figure 2-7.

SPA OPC Server License Installation Inf... [ =

- | ) The zpecified icenze haz now been installed.
Click OF. to Exit.

................

.................................

ralr

Figure 2-7: Installation complete dialog box
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Installation of the SPA OPC Server

Section 2

Installation

8. The SPA OPC Server has been successfully installed. Click Finish to exit the
installation, see Figure 2-8.

i SPA OPC Server Setup 1.0.0

SPA OPC Server has been
successfully installed.

Click. the Finizh button ta exit thiz installation.

“Back [ Finish

LCancel

Ingtd

Figure 2-8: Finishing the installation

1MRS755221
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Section 3 Features

Section 3 Features

The purpose of this section is to describe the basic features of the SPA OPC Server. This
chapter also describes concepts like OPC Data Access Namespace, Attributes and OPC
Alarms and Events Area Space.

The software component structure of the SPA OPC Server is shown in Figure 3-1.

OPC Data Access Server OPC Alarm and Event Server Configuration Tool

Common services: Configuration Handler, —

SPA to OPC data conversion and routing « )
Configuration

SPA Protocol Stack L— INIfile ~

~

Figure 3-1: Software component structure of the SPA OPC Server

The SPA OPC Server supports the following features:

L]

OPC Data Access v. 1.0/2.0 and OPC Alarms and Events specifications
System supervision:

— SPA line communication

— SPA device communication

SPA communication

— The SPA protocol v. 2.5 or earlier supports max. eight lines per server and max.
30 devices/modules per line.

Supported SPA data types and functions:

— Event based single and double indications, initial values requested when the
server starts up

1MRS755221
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Section 3 Features OPC Data Access Namespace

— Cyclically updated measurements
— Direct and secure commands

— Transparent SPA support for sending and receiving SPA messages directly from
an OPC client

— Time synchronization

— Dial-up support for SPA devices connected through public telephone network

3.1 OPC Data Access Namespace

An example of the OPC Data Access Namespace is shown in Figure 3-2.
Table 3-1 describes all the components shown in Figure 3-2. Indentation is used to
indicate the parent-child relationship between the nodes.

26 1MRS755221



OPC Data Access Namespace Section 3 Features

- SPA OPC DA Server Instance [1]

tnbutes
#-[= Dialup
I =] Diagnostic counters
48 Object statusg
L Inuse

-[=] REF 543 Eay
7-[E] REF 543 Bay2
#-[E FEF 543 Bay3
-[®] REF 543 Bayd
#-[E] REF 543 Bay
= EI Line

F__E_.ﬁ.ttnl:uutes SPA Rack

<& [F-[=] SPAC 310C Bayk

—TH-[=] SPCJ4D2 SPA Modules
-] Atributes
ay Local/Remote

" .® CB_Cancel

----- & CB_CloseSelect

/ ----- & CB_Execute
\

ZPA Communication Line

SP& Communication Line Attributes

P& Devices

H

Signals

----- & CB_indication

----- & CEB_OpenSelect

\\\\ ----- CB_Truck_indication
E arth-zwitch_indication

#-[=] SPAC 31

#-[= SPAC 310C Bayd

+-[=] SPAC 30CEayd

#-[= SPaC 310C Bayl0
F-[=] Attributes Wemespace

Figure 3-2: OPC Data Access Namespace
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Section 3 Features

Afttributes

Table 3-1: Namespace legend

SPA OPC Server

An object representing the SPA OPC Server.

SPA Line

An object representing a physical communication line (=serial port). You can
define up to 8 lines per OPC server.

SPA Device

An object representing a physical device. You should not have more than 30
devices/modules per line or more than 200 devices/modules per server.

SPA Rack

Collection of SPA Modules in one physical rack.

SPA Module

A SPA Device placed in a relay rack, for example, SPACOM modules. You
should not have more than 30 modules/devices per line or more than 200
modules/devices per server.

SPA Signals

An OPC item tag/node representing a signal, usually a command or an
indication. There are seven types of signals, see Adding SPA Signal objects
on page 44. Signals describe the actual information that a device or module
provides. To view the icons of all the signals, see Table 4-1.

Attributes

A predefined node that contains item tags for controlling or retrieving status
information for the parent node. The parent node can be the server, a line or
device.

3.2 Attributes

In addition to item tags for process data (indications and commands), the SPA OPC
Server also provides some item tags for controlling the devices and retrieving status
information from them. These item tags are called attributes.

There are three categories of attributes: server attributes, line attributes and device
attributes. These attributes are described in sections 3.2.1, 3.2.2 and 3.2.3.

28
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Attributes Section 3 Features

3.2.1 Server attributes

Server attributes display information on the protocol stack. The end user does not
necessarily need any of these attributes.

Table 3-2: Server attributes

Description

Protocol stack version Version information of the SPA protocol stack
software.

3.2.2 Line attributes

The line attribute section contains the following information:

Table 3-3: Line attributes

Dial-up Description

Mode Integer
O=direct connection (default), 1=dial-up
connection

Dial String

A phone number to dial, writing the number
string activates the dialing. Writing an empty
string closes the connection (hang up).

Dial-up connection status Integer

O=Idle

1=Connected

2=Busy

3=Not in dial-up mode
4=Configuration

Connection time limited Integer
0=No time limit
1=Time limit used

Connection time limit Integer
The maximum connection time in seconds

1MRS755221
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Section 3 Features

Afttributes

Modem command

String

Sends a string to the modem, e.g. AT
command.

Diagnostic counters

Description

Transmitted messages

Incremented every time a message is
transmitted to the SPA line by the SPA OPC
Server.

Failed transmissions

Incremented every time a message
transmission to the SPA line fails for some
reason.

Timeout errors

Incremented every time a transaction based
transmission does not receive a response
within a configured timeout.

Received event messages

Incremented every time an event message is
received to the SPA OPC server from the SPA
line.

Received data messages

Incremented every time a data message is
received to the SPA OPC server from the SPA
line.

Received messages

Incremented every time a message is received
to the SPA OPC Server from the SPA line.

Parity errors

Incremented every time a parity error is
detected in a message received from the SPA
line.

Overrun errors

Incremented every time an overrun error is
detected in a message received from the SPA
line.

Redundancy errors

Incremented every time a redundancy error is
detected in a message received from the SPA
line.

Framing errors

Incremented every time a framing error is
detected in a message received from the SPA
line.

30
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Section 3 Features

Object status Integer
Communication status of the line, see Status
Codes on page 57 for status codes values and
explanations.

In use Integer

Controls whether the SPA OPC Server tries to
communicate with the SPA devices configured
to the line. When the SPA line is taken into use
(In use set to value 1), the SPA OPC Server
tries to establish communication with the
devices configured to the line. When the SPA
line is taken out of use (In use set to value 0),
the SPA OPC Server suspends all
communication on that line.

3.2.3 Device attributes

The device attribute section contains the following information:

Table 3-4: Device attributes

Diagnostic counters

Description

Process data messages received

Incremented every time a message containing
process data is received from the device.

Event messages received

Incremented every time a message containing
an event is received from the device.

Suspensions

Incremented every time the communication with
the SPA device is broken and the device is
considered suspended.

Reply timeouts

This counter is Incremented every time a
command to the device is not responded within
a configured time.

Event to data discrepancies

Incremented every time a discrepancy is
detected between the process data received
with data poll and the data received with an
event. This can be due to a configuration error
or an event overflow situation.

1MRS755221
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Section 3 Features

OPC Alarms and Events Area Space

Object status Integer
Communication status of the device, see Status
Codes on page 57 for status code values and
explanation.

In use Integer

Controls whether the SPA OPC Server tries to
communicate with the device. When the SPA
device is taken into use (In use set to value 1),
the SPA OPC Server tries to establish
communication with the device. When a SPA
device is taken out of use (In use set to value
0), the SPA OPC Server does not communicate
with the device anymore.

Device connection status

Boolean

The communication connection status of the
device. If the device is communicating properly,
the value is true. If the communication with the
device is broken, the value is false.

Transparent SPA

String

To write and read SPA parameters using
transparent SPA messages. Transparent SPA
enables a direct communication with the device
using the SPA messages. The SPA command is
written to “Transparent SPA” OPC item, and
when the answer is received, it can be read
from the same item.

3.3 OPC Alarms and Events Area Space

The area space resembles the OPC Data Access Namespace, but instead of signals there
are alarm and event sources. The signals that generate events are event sources in the area
space. Signals that do not generate events are not included in the area space.

32
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OPC Alarms and Events Area Space Section 3 Features

The generated event type for a signal is always a condition event. The event categories
used by the SPA OPC Server are listed in Table 3-5. They are described more precisely in
sections 3.3.1 and 3.3.2.

Table 3-5: Event categories and event types

Event category Event type
System Message simple
Discrete condition

The event definitions for the Discrete event categories must be defined in the
configuration so that they can be used. The other event types do not need any
configuration.

In each condition event notification the vendor specific attribute CV (current value) is
included. This attribute holds the current value of the signal that generated the event.

3.3.1 System message events

The SPA OPC Server generates system message events for some notifications from the
devices or lines. The notifications may be device started,device suspended,
etc.

The source of such an event is the node name of the device or line from which the
notification originates. The message is "Operation failed (status code number)". For
information on status codes, see Status Codes on page 57.

System message events may also be generated to inform about internal problems in the
SPA OPC Server, e.g. communication queues filling up.

3.3.2 Discrete (Indication) events

Discrete events describe a state change in a signal that can be a single or double
indication, for example a signal that represents the position of a breaker. Discrete events
have multiple sub-conditions depending on the signal type. Events for single indications
have two sub-conditions, and events for double indications have four sub-conditions, see
Adding event definitions on page 54.
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Section 4 Engineering

4.1 About this section

This section guides you to the engineering tasks that are required before you can start
using the SPA OPC Server.

To start the SPA OPC Server configuration tool, select Start > Programs > SPA OPC
Server > SPA OPC Server Configuration Tool. The Figure 4-1 shows how the
configuration tool looks like at this point.

1MRS755221 35



Section 4 Engineering Overview of the engineering

OPC Server configuration tool |:”E”X|
File Edii wWindow Help

| |m% | x|

Single Indication | Analog Input Digitallnputl Command | Pulze Eounterl Analog Setpointl

Figure 4-1: SPA OPC Server configuration tool

4.2 Overview of the engineering

Before you can start using the SPA OPC Server, you need to create and configure an
object tree in the SPA OPC Server configuration tool to define the system structure. The
possible objects are SPA OPC Server, Line, Device, Rack, Module and Signal, see Table
4-1.

The toolbar is placed on top of the screen. The icons for the selectable objects in the
toolbar are colored, and the icons that cannot be selected remain grey.
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On the right side of the screen you can view the configurable properties of a chosen
object. When you choose a device or module object, a table representing the configured
signals appears at the bottom of the screen.

The Figure 4-2 shows an example view of the SPA OPC Server configuration tool
including the following parts:

1.
2.
3.
4.

Object tree

Toolbar

Property grid window displaying the object properties
Signal table

To view the SPA OPC Server User’s Manual as a .pdf file, choose Help > Manual. To
view the version of the SPA OPC Server Configuration Tool, choose Help > About.

1MRS755221
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OPC Server configuration tool

File Edit Window Help

[EN:EET
Communication Ad: 1
E|---2;§ SP4 OPC Server UnitType Relay Unit

~RE Ewent Definitions SimulationMode  Simulation mode off
i} =1

DB Doubled1
JBL ginglelt
AL Anslog
BT Digital31
B0 Commandd1
o PE Pulges1
A0 ApalogSPET
[=-0E Rack

Communication Address

% Moduls2
M 0c|u|e3 The unique communication address of the
oaule device uged in the communication with SPA
[=1-[E Rack 1 |

Double Indication | Single Indicationl Analog Inputl Diigital Inputl Eommandl Pulze Eounterl Analog Setpointl

Item name |AE Ewent defi | Channel | Categary | [rata number | SPA event co| SPA event co| SPA event c:0| SPA event co
Doubled i | 1 i a a a

Figure 4-2: Example view of the SPA OPC Server configuration tool

When you start configuring, choose File > New or File > Open. By selecting File > New
you can start with a clean slate. Choose File > Open to open an existing configuration in
the Tool folder. By selecting File > Open you can also find an example configuration file
opcs_example.ini, which is delivered with this installation package. It is also possible to
open several configurations at the same time and copy SPA OPC Server objects from an
existing configuration file to another configuration file.

Note that when you open the configuration tool for the first time, there is no existing
active configuration. This means that the OPCS_SPA 1 folder is empty at this point, see
Figure 4-4.
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The engineering work can be divided into three separate tasks:
1. creating an object tree,

2. configuring object properties, and

3. saving configuration data.

First, you need to create an object tree. This is done by adding objects to the object tree,
see Creating an object tree on page 43. The Figure 4-3 shows an example of how the
object tree may look like after the tree has been built. In the example tree you can see the
SPA OPC Server object and its child objects like lines, devices, racks, modules and
signals. Indentation is used to indicate the parent-child relationship between the objects.

Table 4-1 describes the objects shown in the example object tree (Figure 4-3).
Table 4-1: SPA OPC Server related objects

SPA OPC An object representing the SPA OPC Server.
Server s
SPA Line An object representing a physical communication line (=serial port).

iy | You can define up to 8 lines per OPC server.

SPA Device An object representing a physical device. You should not have more
5" than 30 devices/modules per line or more than 200 devices/modules
per server.
SPA Rack Collection of SPA Modules in one physical rack.
il
SPA Module A SPA Device placed in a relay rack, for example, SPACOM

modules. You should not have more than 30 modules/devices per
line or more than 200 modules/devices per server.

L |
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SPA Signals An OPC item tag/node representing a signal, usually a command or
I.-"lllﬂ an indication. There are seven types of signals, see Adding SPA
Signal objects on page 44. Signals describe the actual information
that a device or module provides. The signals and their icons are the
following:

Double Indication

B | A signal consisting of two bits (double binary). Bit values are
presented as an integer value 00=0, 01=1, 10=2 and 11=3.

Single Indication
BI | A signal presenting one bit information, values: 0 or 1.

Analog Input
AT | A signal presenting floating point value information.

Digital Input
oI A signal presenting integer value information.

Command
BO Signal for controlling binary outputs.

Pulse Counter
FC | A signal presenting long integer value information.

Analog Setpoint
AQ A signal for controlling analog setpoints/outputs.

After you have added the required objects to the SPA OPC Server Configuration Tool,
you need to configure them, see Configuring objects on page 46.
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C:\Program Files\SPA OPC ServerT... [= |[B]fX]

SE-ed S P4 OFPC Server
--AE Ewvent Definitions
EH SingleEventd
EH DoubleE ventl
—-dd Linel
—-%  Devicel
LE Double0l
Bl Singleld
AL Analog2l
DI Digital?
B0 Commandd?
FC Pulze5
AD AnalogSPET
=0 Rack
- % Module3
BO Commandi
CE Doublell
Bl SingleZd
F& Pulzedl
—-dd Line2
= Deviced
=0 Rack
S5 Moduleh
—-ddh Linel
—-% Deviceh
LE Double0l ObyTrea Exampia
<) >

Figure 4-3: Example of an object tree
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Finally, you must save the configuration data by selecting File > Save as active
configuration or File > Save as.

The configuration that has been saved as active in the OPC Server refers to the
opcs_net.ini file saved in the OPCS_SPA 1 folder, see Figure 4-4 and Figure 4-5. When
the SPA OPC Server is launched, it reads the configuration data and establishes
communication with the SPA devices.

Selecting File > Save as saves the configuration in the Tool folder, see Figure 4-4. The
files in the Tool folder can be named however, and any number of files can be saved in
there.

= ) SPA OPC Server
= ) bin
Y OPCS SPa 1
I doc
= ) Tool
= 1) =ml
1) SPa e

]
"]
A

Figure 4-4: OPCS _SPA_1 folder

e

. opos_nek.ini
- iZonfiguration Setkings
1 kE

Figure 4-5: opcs_net.ini file

To open an active configuration, choose File > Open active configuration. This action
opens the opes_net.ini file in the OPCS_SPA_1 folder.
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4.3 Creating an object tree

The object tree is built in the SPA OPC Server Configuration Tool (see Figure 4-3). It is
built by adding objects in a logical order to the SPA OPC Server Configuration Tool
starting from the SPA OPC Server object.

There are basicly four ways to add an object to the object tree:

L]

L]

You can right-click the object to which you want to add a child object.
You can choose the appropriate icon in the toolbar.

You can select Edit > Add> Object name.

You can copy the object from an existing file.

With signals, it is also possible to add an object in a signal table which appears below
the object tree.

Add the objects in the following order. Note that the SPA OPC Server object exists

already.

1. SPA Line object

2. SPA Device or SPA Rack objects

3. SPA Module objects (with relay object only)

4. SPA Signal objects (For all the possible signal types, see Table 4-1.)

4.3.1 SPA OPC Server object

To start creating the object tree

1.

Select File > New in the SPA OPC Server Configuration Tool. The SPA OPC Server
object is created automatically.

4.3.2 Adding SPA Line objects
To add a SPA Line object

1.
2.

Select a SPA OPC Server object.

There are four ways to add a SPA Line object to the object tree. You can either right-
click the SPA OPC Server object and select Add Line, or you can choose the
appropriate icon in the toolbar. You can also select Edit > Add> Line or copy an
existing object.
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3.

Rename the Line object. Note that the names of the lines have to be unique.

4.3.3 Adding SPA Device or SPA Rack objects
To add a SPA Device or SPA Rack object

1.
2.

L]

Select a Line object.

There are four ways to add a SPA Device or SPA Rack object to the object tree:
You can right-click the Line object and select Add Device or Add Rack.

You can choose the appropriate icon in the toolbar.

You can select Edit > Add> Device/Rack

You can copy an existing object.

Rename the Device or Rack object. Note that the names of the devices and racks
within a line have to be unique.

4.3.4 Adding SPA Module objects
To add a SPA Module object

1.
2.

Select a Rack object.

There are four ways to add a SPA Module object to the object tree:
You can right-click the Rack object and select Add Module.

You can choose the appropriate icon in the toolbar.

You can select Edit > Add> Module.

You can copy an existing object.

Rename the Module object. Note that the names of the modules within a rack have to
be unique.

4.3.5 Adding SPA Signal objects
To add a SPA Signal object

1.
2.

Select a Device or Module object.

There are five ways to add a SPA Signal object to the object tree:

44
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* You can right-click the Device or Module object and select the Signal object you
want to add, e.g. Add Double Indication.

*  You can choose the appropriate icon in the toolbar.
*  You can also select Edit > Add> Signal object.
* You can copy an existing object.

*  You can add a Signal object in a signal table which appears below the object tree. You
can click the Item name field on the right side of the star sign, see Figure 4-6.

Diouble Indication lSingIe Indication] Analog Input] Digital Input] Command | Pulse Countel] Analog Setpoint]

Itern narme AE Event defi | Channel | Category | Data number | SPA event code for walue 0 | SPA event code for value 1 | SPA event c:odej
Doubleg1 1] | 1 1] a ]
b Doubledl 1] | 1 1] a ]

Figure 4-6: Signal table

3. Rename the Signal object. Note that the names of the signals within a device or
module have to be unique.

4.3.6 Deleting and copying objects

To delete objects from the object tree, right-click the object you want to delete and
choose Delete, or choose the appropriate icon in the toolbar. You can also select the
object and click Edit > Delete.

To copy objects, right-click the object you want to copy and select Copy, then right-click
the object you want to paste it to and select Paste. You can also copy objects by selecting
Edit > Copy and Edit > Paste. It is also possible to drag and drop objects. Copying of
objects is possible both within a file and from one file to another.
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4.4 Configuring objects

After the objects have been added, you need to configure the object properties. Nearly
every object has configurable properties. In addition to the property grid window, signal
properties can be modified also in the signal table, see Figure 4-6.

The Figure 4-7 shows an example of the line object properties in the OPC Server
configuration tool. See SPA4 Line properties on page 48 for further information on the line

object properties.
=
Communication Port COM1 j
BitRate 9600 Bits f =
Polling D elay 1]
Time Synchronization Mode Time synchronization used
Connection Type Fixed channel, dial-up modem iz not connected

Communication Port
The communication port of the SPA Channel

LinaCaniE xampla

Figure 4-7: An example line configuration
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441 SPA OPC Server properties
Table 4-2 lists the configurable SPA OPC Server properties, defaults, and descriptions.

Table 4-2: SPA OPC Server properties

2.0 Optimizations

Name Default Description

Use Reversed False Specifies whether the ON and OFF

Double Positions values are reversed in double position
indications or not. When this option is
True OFF=2 and ON=1.

Enable OPC version | True Enables faster and less memory

consuming connections for the OPC v2
clients. NOTE! The OPC v1 clients are
not fully supported when this option is
enabled.
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4.4.2 SPA Line properties
Table 4-3 lists the default values for the SPA Line properties that you can define.

Table 4-3: SPA Line properties

Name

Default values

Description

Basic attributes

Communication Port | COM1...COM32 The communication port of the SPA Line

Default:COM1
Bit Rate 300 bits/s Transmission rate used on the line

600 bits/s

1200 bits/s

2400 bits/s

4800 bits/s

9600 bits/s

19200 bits/s

Default: 9600 bits/s
Polling Delay 20 ms Defines the delay between polling

telegrams in milliseconds, range 0-500.

Time Time synchronization used Synchronization mode for the line
Synchronization Time synchronization not used
Mode

Default: Time synchronization
used

Connection Type

Dial-up modem is connected
Fixed channel, dial-up modem is
not connected

Default: Fixed channel, dial-up
modem is not connected

States whether a dial-up modem is
connected to the line or not. The dial-up
modem must use the AT (Hayes)
command set.
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4.4.3 SPA Device and SPA Module properties

Table 4-4 lists the default values for the SPA Device and SPA Module properties that you

can define.

Table 4-4: SPA Device/ Module properties

Name Default values

Description

Basic

Communication 1
Address

The unique communication address of the
device used in the communication with
SPA OPC Server. The broadcast
telegrams always use the address 900
and need not to be specified by this
property, range 0-899.

Unit Type Alarm Unit
Relay Unit
Default: Relay Unit

Defines the type of the connected device.

Simulation Mode | Simulation mode on
Simulation mode off
Default: Simulation mode off

Specifies whether the device is in
simulation mode or not. It is possible to
configure a device into simulation mode.
This means that no data is exchanged
with a real device via SPA, but all the
process data is locally simulated and
stored by the OPC Server. Commands
(OPC item writes) will not be passed to
the SPA Network.

4.4.4 SPA Signal properties

The following tables list the default values for the SPA Signal properties that you can

define.

4.4.41 Double Indication
Table 4-5: Double Indication properties

Name Default values

Description

Basic
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Channel 0 SPA Channel Number for indication,
range 0-999.
Category | = Input data SPA Data Category for indication.
O = Output data
S = Setting
V = Variable
Default: |
Data number |1 SPA Data Number for indication, range
0-999.
SPA event 0 Event code for intermediate (00)
code for value position event, range 0-999.
0
SPA event 0 Event code for Off/Open position event,
code for value range 0-999.
1
SPA event 0 Event code for On/Close position event,
code for value range 0-999.
2
SPA event 0 Event code for invalid (11) position

code for value
3

event, range 0-999.

OPC Event
AE Event Default: None Name of the event definition to be used
definition with this object.

4.4.4.2 Single Indication

Table 4-6: Single Indication properties

Name Default values Description
Basic
Channel 0 SPA Channel Number for indication,

range 0-999.
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Category

| = Input data

O = Output data
S = Setting

V = Variable
Default: |

SPA Data Category for indication.

Data number

1

SPA Data Number for indication, range 0-
999.

SPA event code 0 SPA Off Event Code, range 0-999.

for value 0

SPA event code 0 SPA On Event Code, range 0-999.

for value 1

OPC Event

AE Event Default: None Name of the event definition to be used
definition with this object.

4.4.4.3 Analog Input

Table 4-7: Analog Input properties

Name Default values Description
Basic
Channel 0 SPA Channel Number for indication,
range 0-999.
Category | = Input data SPA Data Category for indication.
O = Output data
S = Setting
V = Variable
Default: |

Data number

1

SPA Data Number for indication, range 0-
999.
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4.4.4.4 Digital Input

Table 4-8: Digital Input properties

Name Default values Description
Basic
Channel 0 SPA Channel Number for indication,
range 0-999.
Category | = Input data SPA Data Category for indication.
O = Output data
S = Setting
V = Variable
Default: |

Data number

1

SPA Data Number for indication, range 0-
999.

4445 Command

Table 4-9: Command properties

Name Default values Description
Basic
Channel 0 SPA Channel Number for command,
range 0-999.
Category | = Input data SPA Data Category for command.
O = Output data
S = Setting
V = Variable
Default: |

Data number

1

SPA Data Number for command, range 0-
999.
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4.4.4.6 Pulse Counter
Table 4-10: Pulse Counter properties

Name Default values Description
Basic
Channel 0 SPA Channel Number for pulse counter,
range 0-999.
Category | = Input data SPA Data Category for pulse counter.
O = Output data
S = Setting
V = Variable
Default: |
Data number 1 SPA Data Number for pulse counter,
range 0-999.

4.4.4.7 Analog Setpoint
Table 4-11: Analog Setpoint properties

Name Default values Description
Basic
Channel 0 SPA Channel Number for command,
range 0-999.
Category | = Input data SPA Data Category for command.
O = Output data
S = Setting
V = Variable
Default: |
Data number 1 SPA Data Number for command, range 0-
999.
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4.5 Adding event definitions

It is possible to define events for single and double indications. They are added under AE
Event Definitions in the same way as the other objects, see Creating an object tree on
page 43. If you want to take a look at an example object tree, see Example of an object

tree on page 41.

So that the OPC Alarm and Event Server can be used, events need to be defined, see
Features on page 25. The OPC Alarm and Event Server is normally used for alarm and
event lists, where the signal changes are displayed in text format.

1. Create a definition (e.g. breaker position) under AE Event Definitions. Once this has
been done, several signals may share the same definition. (Continue creating other
definitions in the same way.)

2. Attach the definition you created to a particular signal. This is done under the signal
object by giving the name of the AE Event Definition object (e.g. breaker position) as

a value of an AE Event Definition property.

In the tables below you can view examples of both single and double indications.

Table 4-12: Event definition properties for single indications

Name

Value or Value range/

Default

Description

Event for value
0

0. Description

Value changed to 0

Description text of the event.

0. Severity 1 Severity of the event, range 0-999.
0. Sub Condition | Value 0 Sub condition name of the event.

0. Acknowledge True Determines whether a user

Request False acknowledgement is required for the

Default: False

event or not.

Event for value
1

1. Description

Value changed to 1

Description text of the event.

1. Severity

2

Severity of the event, range 0-999.
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Name

Value or Value range/
Default

Description

1. Sub Condition | Value 1 Sub condition name of the event.
1. Acknowledge True Determines whether a user
Request False acknowledgement is required for the

Default: False

event or not.

Table 4-13: Event definition properties for double indications

Name

Value or Value range/
Default

Description

Event for value
0

0. Description

Value changed to 0

Description text of the event.

0. Severity 1 Severity of the event, range 0-999.
0. Sub Condition |Value 0 Sub condition name of the event.

0. Acknowledge True Determines whether a user

Request False acknowledgement is required for the

Default: False

event or not.

Event for value
1

1. Description

Value changed to 1

Description text of the event.

1. Severity 2 Severity of the event, range 0-999.
1. Sub Condition | Value 1 Sub condition name of the event.

1. Acknowledge True Determines whether a user

Request False acknowledgement is required for the

Default: False

event or not.

Event for value
2

2. Description

Value changed to 2

Description text of the event.
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Name Value or Value range/ Description
Default
2. Severity 3 Severity of the event, range 0-999.
2. Sub Condition | Value 2 Sub condition name of the event.
2. Acknowledge True Determines whether a user
Request False acknowledgement is required for the

Default: False

event or not.

Event for value
3

3. Description

Value changed to 3

Description text of the event.

3. Severity 4 Severity of the event, range 0-999.
3. Sub Condition | Value 3 Sub condition name of the event.

3. Acknowledge True Determines whether a user

Request False acknowledgement is required for the

Default: False

event or not.
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Appendix A Status Codes

13201 Data overflow error

13202 Received reply length exceeds the allowed maximum length
13212 Unexpected response

13223 Unexpected value type

13225 Only write allowed

13226 No acknowledge reply

13227 Data discrepancy detected between data and event poll
13228 No transparent SPA reply available

13229 Out of buffers error

13251 Device suspended

13252 Device taken out of use

13253 Device taken into use

13254 Out of memory error

13255 Timeout while waiting response

13258 General interrogation finished

17201 Timeout while waiting CTS signal

17202 CTS signal inactivated during transmission
17203 Redundancy error in response

17204 Timeout while waiting response

17205 CTS signal continuously inactive

17206 Dial-up connection inactive

17207 Dial-up connection hang-up

1MRS755221
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Appendix B  DCOM configuration

By default, the OPC Server is installed and used as a local server, i.e. both the server and
the client run on the same computer. The server can also be run as a remote server on
another computer than the client. The remote server is accessed in the same way as the
local server (except that the computer where the server runs must be selected in the OPC
client; how this is done is client-specific), but some DCOM configuration must be
performed before accessing the remote server. The DCOM configuration must be done
on both the server and the client computer.

The server must be installed and registered on the server computer. It must also be
registered on the client computer unless the client uses the OPC Server Browser
(OPCENUM.EXE) provided by the OPC Foundation, or unless the client can browse the
registry on the server computer. The registration is done automatically during the
installation. Therefore it may be easiest to install the server also on the client computer, if
the client requires local registry entries for the server.

DCOM uses security settings to protect the client and server from unauthorized access.
The actual settings that are used depend on the security requirements, but the settings
below should work in most cases. The settings can be changed with the program
dcomenfg. Administrator rights are required in order to use it.

You can launch the dcomenfg program by choosing Start > Run. When prompted for the
name of a program, type “dcomenfg and click OK, see Figure 4-8.

Run @EJ

Type the name of a program, Folder, document, or
Inkernet resource, and Windows will open it for wou,

Open: | deamcnfg w

[ o4 ][ Cancel ” Browse. ..

Figure 4-8: Launching the dcomcenfg
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To find the OPC Server in the tree, choose the SPA OPC DA Server Instance [1] object,
see Figure 4-9.

File
=

Action

m| @

View  Window  Help

[_1 Consale Roat
= @ Component Services

= D Computers

= Q My Computer
+-[_1] COM+ Applications
—-[L1 DCom Config

AccStore Class
Adobe Acrabat Dacument

Automatic Updates

Background Inteligent Transfer Service
EBlocked Drivers

COMA Event System

ZomEvents, ComServiceEvents
ComEvents . ComSyskemAppEventData
Zommand line Trigger Consumer
CustReg Class

Defrag FAT engine
Defrag MTFS engine
Event Object Change
Ewent Object Change 2
Setuplogservices Class

=

- F-F-FH-F- 5 -E-E-E-E-E-E-E - E- - E -

|l

P

iz

Console Root\Component Services\Computers\Wy ComputerADCOM ConfighSPA OPC DA Server Instance [1]

SPA OPC DA Server Instance [1] 0 objeck(s)

=]

ServerLoc

Figure 4-9: OPC Server location in the tree

Right-click the SPA OPC DA Server Instance [1] object and choose properties to find the
DCOM properties of the OPC Server, see Figure 4-10.
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sPA OPC DA Server Instance [1] Properties

General | Location | Security Endpn:uint$| |'2|Ef'ltit.'r'|

Which uzer account do pou want to uge to run thiz application?

{7 The interactive user.

(" The launching user.

{*+ This user.
User: User Browse. .. |
Paszwaord: e
Confirm pazsward: =

~

[ ak. H Cancel H Apply ]

DO Mprap

Figure 4-10: Example of DCOM properties

More information on DCOM is available in Microsoft Developer Network (MSDN).
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Server computer

Default properties for the server computer are listed below:

* Make sure that DCOM is enabled

*  Set default authentication level to "None"

* Set default impersonation level to "Impersonate"

Make sure that the Default Configuration Permissions include SYSTEM.

Specify custom security for OPCEnum (needed if remote OPC Server browsing is used
in the OPC Client).

* Set custom access to NETWORK, SYSTEM, Everyone

*  Set custom launch permissions to INTERACTIVE, SYSTEM, NETWORK,
Everyone

Specify custom security for the OPC Server.
* Set custom access to NETWORK, SYSTEM, Everyone

*  Set custom launch permissions to INTERACTIVE, SYSTEM, NETWORK,
Everyone

Set the identification for the OPC Server to "Interactive User" or configure it to run on a
specific user account (see Local DCOM configuration).

Client computer

Default properties for the client computer are listed below.
*  Make sure that DCOM is enabled

»  Set default authentication level to "None"

* Set default impersonation level to "Impersonate"

Before starting a remote SPA OPC Server, be sure that the SPA OPC Server computer
and the OPC Client computer can access each other in the network. The "Remote
Procedure Call" service should be started on the SPA OPC Server computer.
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Local DCOM configuration

Sometimes it is necessary to configure DCOM even when the server and client run on the
same computer. This is the case when two clients that are running in different user
accounts must both access the same server. For example, an alarm and event client
running as a service and an interactive data access client.

If the server is configured to run as the "Launching User", only the client that connects
first will succeed to get a connection. This is due to how COM works. The solution is to
configure the server to run either as the "Interactive User" or in a specific user account
("This user:").

If the server is configured to run in a specific user account, its user interface will not be
visible when it is activated by the COM runtime. This is because it is not started in the
interactive desktop. The only place where it is visible is the Task Manager.

The server should not be started manually, if it is configured in this way. In that
case, the clients that are running in other user accounts will not be able to
access it although it is correctly configured.

If the server is configured to run as the "Interactive User", it will be terminated when the
interactive user logs off. This is not desirable, for example, if the client is an alarm
service that is always running.
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