


be created by the suppliers according to 
strict rules ensuring interoperability.

The standard defines certain response 
times for various data exchange 
scenarios, but not the complete system 
performance. Users are therefore 
recommended to outline the system 
performance in the specification by 
defining the maximum response times 
for transmission of commands and 
receipt of process data. Especially for 
bigger systems, acceptable transmission 
times during a defined avalanche 
condition should be included as well. 
The design of the suitable system 
architecture is strongly influenced by 
the user’s availability requirements. 
These should be specified either directly 
in figures or, perhaps more conveniently, 
by defining failure scenarios with 
accepted and non-accepted losses. 

When it comes to refurbishment 
projects, not only the strategy needs to 
be specified, i.e. retrofit in one step with 
interruption of service or step-by-step 
supporting migration with almost no 
service interruption. It is also important 
to outline the needs for adaptation 
resp. interfacing to parts of existing 
equipment, which are retained. In an 
optimal solution, all these factors have 
to be considered.

With one of its main goals being 
interoperability between IEDs and tools 
independent of the vendors, IEC 61850 
has enabled a multi-vendor environment 
and brought about a new role, namely 
that of a system integrator. When a SA 
system is to be built from IEDs and/or 
subsystems from various suppliers, one 
party has to assume the responsibility 
for ensuring that it all comes together 
in a properly integrated system. Apart 
from warranting, that the customer 
gets the ordered system as specified, 
the integrator shall also supply one 
common SCD (Substation Configuration 
Description) file based on SCL according 
to IEC 61850. The SCD file describes the 
entire SA system as built, belongs to the 
system documentation and is the basis 
for any future maintenance, update and 
extension. 

You also asked which issues arise out 
of non-deployment of IEC 61850. The 
wide acceptance of IEC 61850 caused 
practically all suppliers to implement 
the standard in their portfolios 
and abandon further development 
of equipment using proprietary 
protocols. Since these do neither offer 
interoperability and free functional 

allocation nor use standardised data 
models, communication mechanisms 
and configuration descriptions like 
the SCL central data exchange format 
provided by IEC 61850, they restrict the 
user’s flexibility in many ways. For any 
user wanting to freely choose the system 
architecture and equipment, have a truly 
interoperable system that is also future-
proof and open for hardware as well as 
functional extensions, there is no way 
around IEC 61850. Since the standard is 
being extended to other domains such 
as power generation, communication 
between substations and to network 
control centers, it will eventually enable 
truly enterprise-wide data integration for 
efficient power system management, i.e. 
the “smart grid”. Who would truly want 
his or her organisation to be excluded 
from all these current and future 
perspectives and benefits?

 What are the migration paths for IEC 
61850?
The path for new installations is 
outlined in the answer to the previous 
question. It makes sense to look at the 
challenges posed by the conversion of 
existing substations to IEC 61850.

Refurbishment projects may be 
very complex because of the variety 
of scenarios and goals. These are 
characterised by the need for parallel 
operation of existing and new 
components even if only for a limited 
period of time. Apart from full system 
integration capabilities, they need future-
proof migration scenarios considering all 
the benefits of IEC 61850.

Retrofit means that an existing 
conventional or numerical SA system is 
replaced by a new one. The switchgear 
will normally be kept, defining some 
boundary conditions. Maybe the old 
SA equipment shall also partially be 
retained and needs to be considered. If 
the complete retrofit is done in one step 
with a substation out of operation, the 

retrofit is very similar to a new project. 
If the retrofit is done stepwise we talk 
about migration.

Migration is a retrofit where the old 
equipment – which might also include 
the switchgear – is replaced step-
by-step. The main reason for such a 
procedure is to keep the substation in 
operation with the exception of the bay 
being retrofitted. For the SA system, this 
means the parallel operation of old and 
new equipment whereby a subsystem 
with IEC 61850 has to communicate 
with a legacy or hardwired one. Since 
for such a migration the boundary 
between the subsystems is moving with 
each retrofit step and the substation 
is in operation, migration is a big 
challenge both for the system integrator 
and the project manager. 

Especially in developed countries 
with many stations being in their forties, 
fifties and even sixties, retrofit becomes 
increasingly important and also more 
economically viable owing to advances 
in technology such as hybrid switchgear 
and IEC 61850 substation automation 
and protection. ABB has comprehensive 
experience in performing retrofits in live 
substations with minimal interruptions. 
One example, the Laufenburg 380kV 
substation has already been mentioned.

Whenever existing devices are 
retained, they have to be integrated 
into the IEC 61850 SA system using 
external converters or gateways. This 
conversion not only involves a change 
of the coding of telegrams running over 
the wire or fiber, but also the mapping 
of legacy data to the object-oriented 
data model of IEC 61850. In addition, 
even the best conversion from a slower 
legacy protocol to the 100 Mbit/s of IEC 
61850 has some performance limits by 
definition, e.g. for fast GOOSE (Generic 
Object Oriented Substation Event) 
messages. 

These GOOSE messages can replace 
all wires and contacts between IEDs and 

IEC 61850 in brief
Communication systems and networks in substations essentially defines 
standardised data models and sets, communication mechanisms as well as the 
system configuration language SCL, and facilitates e.g. the 
• Interoperability of system components and software tools
• Free allocation of functions as well as choice of different system architectures
• Reuse of system configuration data
• Understandability of the system description and functionality 
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offer a high potential for the realisation 
of any kind of distributed functions. 
Thus they are worth considering, even 
in stepwise retrofit projects, where 
ensuring proper performance of station-
wide functions such as interlocking is 
a critical issue. An example for such a 
migration is the 380kV substation Sils, 
a challenging project ABB is realising 
for the Swiss utility KHR (Kraftwerke 
Hinterrhein AG). For station interlocking 
using GOOSE messages, the auxiliary 
contacts of all disconnectors and 
breakers are being connected to the new 
control IEDs in parallel to the existing 
electromechanical relays. The latter will 
be taken out of operation at the end of 
the migration.

Any tools enabling the integration of 
IEC 61850 SA systems shall, of course, 
also facilitate the proper handling 
of migration projects. Whilst the 
system integration tools must support 
incremental engineering to allow 
selective refurbishment of components, 
a second important category of tools is 
required to perform system testing and 
commissioning, simulating the parts not 
yet refurbished or available.

Thus, powerful tools using the 
strongly formal Substation Configuration 
description Language (SCL) as per IEC 
61850 are an important issue for the 

system integrator. Tool development or, 
at least the skilled use of such powerful 
tools is an absolute prerequisite for 
proper system integration. Owing to its 
excellent tools environment, ABB can 
handle large systems and demanding 
refurbishment projects, seamlessly 
integrate compliant third party IEDs and 
build a homogeneous system.

 What type of skills sets will be required 
to develop IEC 61850 compliant power 
systems?
As mentioned earlier, utilities need 
to have a reasonable know-how of 
the standard and an understanding of 
its object-oriented data model. Also 
certain knowledge of the application 
of switched Ethernet technology is 
required to understand the various 
SA architectures with their respective 
implications, e.g. in terms of 
availability.

A system integrator, in turn, needs to 
have long experience with SA systems 
and applications, comprehensive 
expertise in IEC 61850 and solid system 
integration capabilities. Furthermore, 
skilled resources are needed to develop 
IEC 61850-compliant devices and tools 
as well as innovative applications 
such as GOOSE-based and distributed 
functions. These kinds of functions gain 

increasing acceptance and are not only 
needed on the transmission level but 
also on the distribution level.

The use of third party devices e.g. 
for main 2 protection in projects 
necessitates the know-how, skills and 
tools to integrate multi-vendor systems. 
Independent of the manufacturer of 
the IED to be used, i.e. ABB or a third 
party supplier, it always has a product 
configuration tool and – according to 
the standard – an ICD (IED capability 
description) file. The grammar of all 
entries in these description files is 
defined by the standard. As said before, 
there are mandatory and optional data 
as well as extensions. Therefore, also 
compliant devices differ from supplier 
to supplier both in the functions that 
are not standardised by IEC 61850 
and in the provision of data. System 
integration tools must therefore not 
only integrate all information from the 
IEDs and define the data flow between 
them, but must also compensate for 
these differences. A professional 
system integrator will be able to 
provide one common SCD (Substation 
Configuration Description) file based 
on SCL according to IEC 61850 also 
for a multi-vendor system. This file 
describes the entire SA system as built, 
belongs to the system documentation 
and is the basis for any future 
maintenance, update and extension. 

Last, but not least a system integrator 
needs to bridge the gap between 
compliant and certified products and 
full systems. For this reason, ABB 
has installed a system verification 
center (SVC) which tests all IED types 
under consideration in a real system 
environment. The SVC is also qualified 
by UCA International since 2006 to 
officially verify the compliance of IEDs 
to IEC 61850.

 What are the basic advantages of using 
IEC 61850? How should we calculate the 
Return on Investment (RoI)?
The domain-specific data model of 
IEC 61850 provides information for 
various parties within the utility and is 
continuously being updated according 
to the users’ needs. Through the 
client-server structure, all data may 
be made available to every interested 
party within the organisation, i.e. 
to operators, protection as well as 
maintenance engineers and even to the 
asset management. The mainstream 
communication technology used 

Typical functions which can be realised by GOOSE instead of hardwiring 
are listed below. The typical signal transmitted by the GOOSE message is 
given in italic:

• 1 out of N blocking for switchgear control (operation of one switch only) 
- attribute “selected”
• Interlocking - all or only relevant switchgear positions
• Reverse blocking for selective tripping in radial networks – “start” 
indications
• Fault direction agreement for simple busbar protection schemes – “start/
direction” indications
• Breaker failure protection (BFP) – trip of trip release to the neighboring 
breaker(s)
• Fault arc protection – “arc detected” and the related trip
• Triggering of disturbance recording - transmission of events like “start” 
indication from a protection function
• Decentralised voltage and frequency load shedding – trip signals
• Automatic restoration after load shedding – close commands
• Automatic adjustment of protection setting group according to system 
state e.g. according to the switched control of capacitor banks – signal for 
setting group change or the number of the setting group to be switched to
• Voltage regulation of parallel transformers by the master-follower 
principle – tap change

interview
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