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LITE PANEL PRO - FIRMWARE UPDATE GUIDELINES

1. Firmware update description

These guidelines describe the steps necessary to update the operating system
and all the firmware modules of Lite Panel Pro. It is essential to keep all
components up to date with the latest available versions to ensure the proper
functioning of the device.

There are two different update packages:

e One to update the operating system.

e One to update the firmware stack.
It is always better to update the Operating system first.

NOTE
All firmware updates are encrypted and digitally signed. Prior to installation, Lite
Panel Pro will verify the authenticity and integrity of the update.

IMPORTANT
Before starting an update, it is strongly recommended to enable maintenance
access on at least one of the two Ethernet ports of Lite Panel Pro. See picture

below.
ABB | Lite Panel Pro (5] 2025-10-17, 13:51:11 [ Documentation ¢ Settings & Administrator =
@ Settings System  Connectivity  Users  Devices  Devicemodels  Features
Services Ethernet 1 (Local) Ethernet 2 (Internet) Wi-Fi COM1 CoM2
Service Status
Maintenance access - Ethernet 1 (Local) @ «—
Maintenance access - Ethernet 2 (Internet) O «—

Web (HTTP) - Ethernet 1 (Local)
Web (HTTP) - Ethernet 2 (Internet)
Modbus - Ethernet 1 (Local)
Modbus - Ethernet 2 (Internet)

Secure Web (HTTPS) - Ethernet 1 (Local)

ssap8Bs

Secure Web (HTTPS) - Ethernet 2 (Internet)
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LITE PANEL PRO - FIRMWARE UPDATE GUIDELINES

1.1. Operating System

e On Lite Panel Pro go to Settings > System > Firmware Version.

e Check the version installed of the Operating system on your device.

AnRn

ABRB | Lite Panel Pro () 2025-10-16, 13:26:40

@ Settings System Connectivity Users Devices Device models Features

Main settings Date and time settings Firmware Version Firmware Update HTTPS

Firmware version : XY.Z [ Operating system version : W.XY.Z

1] Documentation £} Settings @ Administrator ~

Module Version Libraries Module Version Libraries
mongo ab.c Operating System M
mosquitto ab.c Device Manager ab.c m
redis ab.c
cloud_module ab.c M
hmi_be_module ab.c m
hmi_fe_module ab.c m
modbus_module ab.c M
storage_module ab.c M
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e Check and download the latest available update package by clicking here.
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https://library.abb.com/d/9AKK108469A5898

1.2.

LITE PANEL PRO - FIRMWARE UPDATE GUIDELINES

Firmware stack

e On Lite Panel Pro go to Settings > System > Firmware Version.

e Check Firmware version installed on your device.

ABB | Lite Panel Pro (] 2025-10-16, 13:26:40 ([ Documentation & Settings @ Administrator ~
@ Settings System Connectivity Users Devices Device models Features
Main settings Date and time settings Firmware Version Firmware Update HTTPS
[ Firmware version : XY.Z Operating system version : W.XY.Z
Module Version Libraries Module Version Libraries
mongo a.b.c Operating System [I]
mosquitto ab.c Device Manager ab.c m
redis ab.c
cloud_module ab.c m
hmi_be_module ab.c m
hmi_fe_module ab.c m
modbus_module ab.c m
storage_module ab.c A

Changelog
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e Check and download the latest available update package by clicking here.

STATUS
Approved

SECURITY LEVEL DOCUMENT ID. REV. LANG. PAGE
Public 9AKK108469A524 E en 4/6

© Copyright 2025 ABB. All rights reserved.



https://library.abb.com/d/9AKK108469A5755

LITE PANEL PRO - FIRMWARE UPDATE GUIDELINES

2. Lite Panel Pro Firmware update

e After downloading the update package, access Lite Panel Pro web server
from your PC.

¢ Navigate to Settings > System > Firmware Update.

e Use your file explorer to select the firmware update package and click on Up-
load firmware package to initiate the upload.

ADS | Lite Panel Pro ) 202510-16, 13:28:20 [T Documentation £ Settings @ Administrator +
@ Settings System Connectivity Users Devices Device models Features
Main settings Date and time settings Firmware Version Firmware Update HTTPS

Firmware Update
Upload firmware package

Choose File  LitePanelPro_FW_1.1.0img

upload firmware package

Allowed format is img.
Maximurn size of firmware update package is 1GB.

Check for updates

Scan the QR code to access the firmware update guidelines and check if there are new firmware updates available

© 2025 ABB. All rights reserved, - SN: EFBO004834200000 - [P;182168.21 - ¢ Disconnected from ABB Ability™ Energy Manager

e Once uploaded, click on Start firmware update and Lite Panel Pro will restart.
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3. Revisions

LITE PANEL PRO - FIRMWARE UPDATE GUIDELINES

Rev. Page (P) Description Date Dept./Init.
Chapt. (C)
All First version of the document. 30/05/2024
B All Update tables with new firmware version. 31/07/2024
All - Remove tables. 09/04/2025
- Update images.
- Update link to document page.
D Cl1 Added a note stating that updates are encrypted, 09/07/2025
signed, and verified.
E All Update images with general versions and suggest 16/10/2025
maintenance access before an update
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