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— 
1.	 Important safety instructions 
   

BEFORE READING THE OPERATING MANUAL, PLEASE CAREFULLY READ THIS CHAPTER ON 
IMPORTANT SAFETY INSTRUCTIONS

—
1.1 Save these instructions
This manual contains important instructions for ABB Network Card that should be followed during instal- lation. It also 
provides guidelines to check delivery and is intended for people who plan the use of the product.

READ ALL SAFETY AND OPERATING INSTRUCTIONS BEFORE USE THE ABB NETWORK CARD. 
OBSERVE TO ALL WARNINGS IN THIS MANUAL

NOTE

WARRANTY REQUIREMENTS ARE INCLUDED IN THE TERMS AND CONDITIONS OF SALE INCLUDED 
WITH THE PRODUCT ORDER.
ANY CHANGES MADE TO THE PRODUCT OR TO THE INSTALLATION CONDITIONS THAT HASN’T 
BEEN APPROVED BY ABB WILL VOID THE WARRANTY.

NOTE

ALL PICTURES AND ILLUSTRATIONS SHOWN IN THIS MANUAL ARE INDICATIVES AND MUST BE 
INTENDED AS SUPPORT FOR INSTALLATION INSTRUCTION ONLY. ACTUAL PRODUCT MAY VARY DUE 
TO PRODUCT ENHANCEMENT. SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

NOTE

BY NOT FULFILLING THIS OBLIGATION, THE PRODUCT MAY LOSE ITS WARRANTY

WARNING

INSTALLATION SHALL BE IN COMPLIANCE WITH ALL APPLICABLE NATIONAL, STATE, AND LOCAL 
CODES
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—
1.2 Safety rules
THE MANUFACTURER WILL NOT BE HELD RESPONSIBLE FOR DAMAGES CAUSED THROUGH INCORRECT MANIPULATION 
OF THE ABB NETWORK CARD.

WARNING

READ THE INFORMATION, IN ORDER TO AVIOD DAMAGING THE EQUIPMENT.

DANGER

IT IS PROHIBITED TO REMOVE ANY PARTS FROM THE ABB CONNECTIVITY CARD.
THE PRODUCT MAY NOT WORK ANYMORE, AND IT LOSE ITS WARRANTY!

The user must follow the precautions and only perform the operations described. Also, in these measures the operator 
of the ABB Network Card must observe the instructions in this manual. Any deviations fromthe instructions could cause 
accidental malfunction of the ABB Network Card.
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—
2.	 Installing the Network Management Module

— 
2.1 Overview

The UPS Network Module enables you to monitor, manage, and control power environments for multiple devices over the 
network connection.

The UPS Network Module can send email notifications to configured recipients and alert traps to specified SNMP 
management programs or used as a stand-alone management system.

—
2.2 Features

Winpower SNMP G2 card provides the following features:

	• Use of DHCP or manual configuration for the TCP/IP network settings

	• SNMP agent V1, v2c, v3

	• SNMP traps and E-mail notification upon UPS event

	• Web interface

	• UPS status / alarms / readings, event logging over different interfaces

	• MODBUS TCP

	• Data logging

	• Remote syslog

	• Port-Based Network Access Control IEEE 802.1x

	• Centralized authentication: Radius, LDAP

—
2.3 Unpacking the Network module

The Network Management Card G2 for UPS will include the following accessories: 

	• Installation instructions

NOTE

PACKING MATERIALS MUST BE DISPOSED OF IN COMPLIANCE WITH ALL LOCAL REGULATIONS 
CONCERNING WASTE. RECYCLING SYMBOLS ARE PRINTED ON THE PACKING MATERIALS TO 
FACILITATE SORTING.
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2.5.1.2   Accessing the web interface

WARNING

IT IS HIGHLY RECOMMENDED THAT BROWSER ACCESS TO THE NETWORK MODULE IS ISOLATED 
FROM OUTSIDE ACCESS USING A FIREWALL OR ISOLATED NETWORK.

Step 1: Connect the Network Management Card to your computer using anEthernet cable. Now network card is 
automatically assigned to IP address 192.168.1.2.

Step 2: Configure your computer with a static IP address, for example:

• IP address: 192.168.1.10

• Subnet mask: 255.255.255.0

• Default gateway: 192.168.1.1

Step 3: Launch a supported web browser. Enter https://192.168.1.2 in the address bar to access the network card’s web 
interface.

Step 4: Enter the default username admin and the default password admin to log in.

Step 5: At the first login, you must change the default password.

Step 6: (Optional – Static IP configuration)

If you want to assign a static IP address to the network card, navigate to: Settings > TCP/IP > IPv4, select Manual (Static 
IP), and enter the required network parameters.

Step 7: Complete your network card settings and save changes.

—
2.5.2  Finding and setting the IP address

2.5.2.1   Your network is equipped with a BOOTP/DHCP server (default)

2.5.2.1.1   Read from the device LCD

NOTE

NOTE: SOME DEVICE MAY NOT BE ABLE TO DISPLAY THE IP ADDRESS EVEN IF THEY HAVE AN LCD.

If your device has an LCD, from the LCD’s menu, navigate to Identification>>>"COM card IPv4".

	• Note the IP address of the card.

	• Go to the section: Accessing the web interface through Network.

2.5.2.1.2   Read from the Utility tool

Download the Utility tool from the website and then install to the computer. The Utility tool could list the Network Modules 
within a network after scan.

	• Note the IP address of the card by corresponding MAC address on the Network Module‘s front panel.

	• Go to the section: Accessing the web interface through Network.

2.5.2.1.3   With web browser through the configuration port

For example, if your device does not have an LCD, the IP address can be discovered by accessing the web interface through 
RNDIS and browsing to Settings>>>TCP/IP.
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To access the web interface through RNDIS, see the Accessing the web interface through RNDIS section.

	• Navigate to Contextual help>>>Settings>>>TCP/IP>>>IPV4.

	• Read the IPv4 settings.

2.5.2.2   Your network is not equipped with a BOOTP/DHCP server

2.5.2.2.1   Define from the configuration port

The IP address can be defined by accessing the web interface through RNDIS.

To access web interface through RNDIS, see the Accessing the web interface through RNDIS section. 

Define the IP settings:

	• Navigate to Contextual help>>>Settings>>>TCP/IP>>>IPV4. 

	• Select Manual (Static IP).

	• Input the following information: Address, Subnet Mask, Default Gateway 

	• Save the changes.

—
2.5.3  Accessing the card through serial terminal emulation
This connection is used to access and configure the Network Module network settings locally through Serial (Serial over 
USB interface).

2.5.3.1   Connecting the configuration cable

STEP 1 – Connect the Micro-B to USB cable to a USB connector on the host computer. 

     (USB cable is not included. Please prepare it separately.)

STEP 2 – Connect the cable to the Settings connector on the Network Module.

2.5.3.2   Manual configuration of the serial connection

NOTE

SERIAL DRIVER IS USED TO EMULATE A SERIAL CONNECTION FROM USB.
AFTER THE CARD IS CONNECTED TO THE PC, MANUAL CONFIGURATION OF THE DRIVER IS NEEDED 
FOR WINDOWS® OS TO DISCOVER THE SERIAL CONNECTION.

STEP 1 – On the host computer, download Serial driver available from Microsoft®.

STEP 2 – Plug the USB cable and go to Windows® Device Manager.

STEP 3 – Check the CDC Serial in the list, if it is with a yellow exclamation mark implying that driver has not been installed 
follow the steps 4-5-6-7 otherwise configuration is OK.
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2.5.3.3   Accessing the card through Serial

It is intended mainly for automated configuration of the network and time settings of the network card. It can also be used 
for troubleshooting and remote reboot/reset of the network interface in case the web user interface is not accessible.

CLI can be accessed through:

	• SSH

	• Serial terminal emulation.

WARNING

CHANGING NETWORK PARAMETERS MAY CAUSE THE CARD TO BECOME UNAVAILABLE REMOTELY. 
IF THIS HAPPENS IT CAN ONLY BE RECONFIGURED LOCALLY THROUGH USB.

NOTE

YOU CAN SEE THIS LIST OF AVAILABLE COMMANDS BY TYPING IN THE CLI: ?
YOU CAN SEE THE HELP BY TYPING IN THE CLI: HELP

For more details, refer to Information>>>CLI section

—
2.5.4  Modifying the Proxy exception list
To connect to the Network Module via a USB cable and your system uses a Proxy server to connect to the internet, the 
proxy settings can reject the IP address 169.254.0.1.

The 169.254. * Sequence is used to set up communication with devices via a physical connection. To activate this connection, 
exceptions will have to be made in the proxy settings.

	• Open Internet Explorer

	• Navigate to settings, Internet options;

Accessing the Network Module

	• Select the Connections tab 
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—
2.6 Configuring the Network Module settings
Use the web interface to configure the Network Module. The main web interface menus are described below:

—
2.6.1  Menu structure

Extend menu display.

Home: Overview and status of the Device (Active alarms, Outlet status, ...).

Meters: Power quality meters and logs.

Controls: Device and outlets control.

Protection: Agents list, Agents shutdown sequencing, Shutdown on power outage.

Environment: Commissioning/Status, Alarm configuration, Information.

Settings: Network Module settings.

UPS settings: General information, Settings.

Maintenance: Firmware, Services, Resources, System logs.

FW Display Network module firmware version.

Time Display Network Module local time (not the UTC time).
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—
3.	 Contextual help of the web interface

—
3.1 Login page

The page language is set to English by default but can be switched to browser language when it is managed. After 
navigating to the assigned IP address, accept the untrusted certificate on the browser.

—
3.1.1  Logging in for the first time

3.1.1.1   Enter default password

As you are logging into the Network Module for the first time you must enter the factory set default username and 
password.

	• Username = admin

	•  Password = admin

3.1.1.2   Change default password

Changing the default password is mandatory and requested in a dedicated window. 

Enter your current password first, and then enter the new password twice.

Follow the password format recommendations on the tooltip in order to define a secure password.
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—
3.2 Home
The Home screen provides status information for the device including key measures and active alarms.

—
3.2.1  Header structure

Name Displays the Network module name.

Device name
Displays by default the Device model or the system name if filled in the section Contextual
help>>>Maintenance>>>System information .

Device status Displays if the Device is Online, On bypass, On battery...

99%

Battery 05:53
Displays the battery level (in %) and the remaining backup time.

34%

Output
Output load level

Help: Opens full documentation in a separate browser page.

Profile: Displays user profile, password change, account information, logout and legal information.

Alarms: Open alarm page and displays the number of active alarms.
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—
3.2.2  Menu structure

Extend menu display.

Home: Overview and status of the Device (Active alarms, Outlet status, ...).

Meters: Power quality meters and logs.

Controls: Device and outlets control.

Protection: Agents list, Agents shutdown sequencing, Shutdown on power outage.

Environment: Commissioning/Status, Alarm configuration, Information.

Settings: Network Module settings.

UPS settings: General information, Settings.

Maintenance: Firmware, Services, Resources, System logs.

FW Display Network module firmware version.

Time Display Network Module local time (not the UTC time).
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—
3.3 Meters

—
3.3.1  Measures

NOTE

GAUGE COLOR CODE:
•	 GREEN: VALUE INSIDE THRESHOLDS. 
•	 ORANGE/RED: VALUE OUTSIDE THRESHOLDS.
•	 BLUE: NO THRESHOLDS PROVIDED BY THE DEVICE.

Main utility input

While network management card communicates with different types of UPS, the main utility of meters might appear 
differently.

Displays the product main utility measures.

	• Current (A)

	• Voltage (V)

	• Frequency (Hz)

3.3.1.1   Second utility input (if available)

If presents, displays the product second utility measures.

	• Current (A) 

	• Voltage (V)

	• Frequency (Hz)
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3.3.1.2   Output

While network management card communicates with different types of UPS, the meters output might appear differently.

	• Voltage (V)

	• Power (W) 

	• Current (A)

	• Frequency (Hz)

—
3.3.2  Battery

3.3.2.1   Battery status

With different types of UPS, the battery status can be one of below.
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3.3.2.2   Battery health

Battery health section provides status of the battery and allow to launch a battery test.

The status reflects the last completed battery test result, as well as its critical status (color) and completion time.

	• Pass

	• Warning 

	• Fail

	• Unknown

3.3.2.2.1   Commands
Launch test button is disabled if a battery test is already in progress or scheduled.

The Abort test button is enabled only when a test is in progress or scheduled.

3.3.2.2.2   Pending action
The pending action reflects the battery test status.

	• None

	• Scheduled 

	• In progress 

	• Aborted

	• Done

—
3.3.3  Device logs

3.3.3.1   Logs
This web page allows to set configuration and browse measures log of the device measures only.

NOTE

THE SENSORS MEASURES LOGS ARE ACCESSIBLE IN ENVIRONMENT MENU.

3.3.3.1.1   Log browse
	• Browse logs in time range by setting start time and end time 

	• Go to next page

	• Go to previous page

	• Go to first page

	• Go to last page

	• Page jump: Input page number and click Go to jump to specified page.

	• Item per page: Set how many logs displayed per page, valid value is 10/25/50/100
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—
3.3.5  Save and Restore

SRR section Settings Possible values

Logs measure periodicity [time in seconds]

3.3.5.1   Additional information

NOTE

FOR DETAILS ON SAVE AND RESTORE, SEE THE SAVE AND RESTORE SECTION.

—
3.4 Controls

—
3.4.1  Group

3.4.1.1   Entire UPS

Controls are displayed for the entire UPS, and not for specific outlet options.

The table in this section displays UPS status, the associated commands (on/off), and the pending action.

3.4.1.1.1   Status

REFLECTS THE CURRENT MODE OF THE UPS. THE FOLLOWING IS A LIST OF POTENTIAL TABLE VALUES THAT ARE DISPLAYED 
BASED ON THE UPS TOPOLOGY.

	• On — Protected/Not protected

	• Off — Not powered/Not protected

3.4.1.1.2   Commands

A set of commands are available and activated when one of the following buttons is pressed. A confirmation window 
appears.
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3.4.1.2.3   Pending action

Displays the delay before shutdown and delay before startup.

3.4.1.3   Access rights per profiles

Administrator Operator Viewer

Protection/Scheduled
shutdowns

3.4.1.3.1   For other access rights

NOTE

 FOR OTHER ACCESS RIGHTS, SEE THE INFORMATION>>>ACCESS RIGHTS PER PROFILES SECTION.

3.4.1.4   Troubleshooting

ACTION NOT ALLOWED IN CONTROL/SCHEDULE/POWER OUTAGE POLICY

SYMPTOM

Below message is displayed when you access the Control, Schedule or Power outage policy page.

This action is not allowed by the UPS.

To enable it, please refer to the user manual of the UPS and its instructions on how to configure the UPS settings 
and allow remote commands.

POSSIBLE CAUSES

1.	 Remote commands are not allowed due to the UPS configuration (see the action below)

2.	 The UPS does not support remote commands.

ACTION

Refer to the UPS user manual and its instruction on how to configure the UPS settings and allow remote commands. 
Example: UPS menu Settings>>>ON/OFF settings>>>Remote command>>>Enable.

3.4.1.4.1   For other issues

NOTE

FOR DETAILS ON OTHER ISSUES, SEE THE TROUBLESHOOTING SECTION.

—
3.4.2  Schedule
Use Scheduled shutdowns to turn off either the UPS or individual load segments at a specific day and time.

This feature is used for saving energy by turning off equipment outside of office hours or to enhance cybersecurity by 
powering down network equipment.

If server shutdown scenarios are defined for any of the connected servers or appliances, they will be triggered before the 
corresponding outlets are turned off as configured in shutdown settings.
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—
3.4.3  Battery schedule
Use Battery schedule to initiate battery test at a specific day and time.

3.4.3.1   Battery schedule table

There are three types of test you can schedule:

1. Quick Test: Performs a rapid check.

2. Timed Test: Runs the test for a specified duration. User can configure the duration based on their requirement.

3. Test until battery low: This test continues until the battery reaches a low charge level.

NOTE

BATTERY TEST TYPES MIGHT APPEAR DIFFERENTLY BASED ON DIFFERENT TYPES OF UPS.

User can schedule these tests to recur at different intervals:

	• Once: The test will run a single time at the scheduled date and time.

	• Every Week: The test will run weekly on the specified day and time.

	• Every Month: The test will run monthly on the specified date and time.

By scheduling regular tests, user can periodically monitor the health of UPS battery and ensure it is ready to provide 
backup power when needed.

3.4.3.2   Actions

3.4.3.2.1   New

Press the New button to create a scheduled battery test.

3.4.3.2.2   Delete

Select a schedule shutdown and press the Delete button to delete the scheduled battery test.

3.4.3.2.3   Edit

Press the pen icon to edit scheduled battery test and to access the settings: 

3.4.3.3   Access rights per profile - Battery schedule

Administrator Operator Viewer

Battery schedule

3.4.3.3.1   For other access rights

NOTE

FOR OTHER ACCESS RIGHTS, SEE THE INFORMATION>>>ACCESS RIGHTS PER PROFILES SECTION.
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During the selected timeframe, new agent connections to the Network Module are automatically trusted and accepted.

After automatic acceptance, make sure that all listed agents belong to your infrastructure. If not, access may be revoked 
using the Delete button.

For maximum security,Our company recommend following one of the two methods on the certificate settings page:

	• Import client certificates manually.

	• Generate trusted certificate for both clients and Network Module using your own PKI.

3.5.1.1.1   Actions

a.	Start

Starts the pairing window for the selected timeframe or until it is stopped. Time countdown is displayed.

b.	Stop

Stops the pairing window.

3.5.1.2   Agents list table

The table displays the SPS G2/Winpower G2 agent list that is connected to the Network Module and includes the following 
details:

	• Name

	• Address

	• Version of the Agent

	• Power source (Powering strategy)

	• Delay (in seconds)

	• OS shutdown duration (in seconds) 

	• Status

	– In service | Protected

	– In service | Not protected 

	– Stopping | Protected

	– Stopped | Protected 

	• Communication

	– Connected | yyyy/mm/dd hh:mm:ss

	– Lost | yyyy/mm/dd hh:mm:ss

3.5.1.3   Actions

3.5.1.3.1   Delete

DANGER

WHEN THE AGENT IS CONNECTED, THE DELETE FUNCTION MAY NOT WORK CORRECTLY BECAUSE 
THE AGENT WILL KEEP ON TRYING TO RE-CONNECT.
SO CONNECT TO THE SOFTWARE, REMOVE THE NETWORK MODULE FROM THE SOFTWARE NODES 
LIST (IN THE NODES LIST, RIGHT CLICK ON THE NETWORK MODULE AND CLICK REMOVE NODES).
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NOTE

THE TRIGGER IN THE DIAGRAM IS THE MOMENT WHEN THE SHUTDOWN SEQUENCE STARTS, AND IT 
IS DEFINED IN THE CONTEXTUAL HELP>>>PROTECTION>>>SCHEDULED SHUTDOWN OR THE 
CONTEXTUAL HELP>>>PROTECTION>>>SHUTDOWN ON POWER OUTAGE SECTIONS FOR EACH 
POWER SOURCE.

3.5.2.4   Access rights per profiles

Administrator Operator Viewer

Protection/Agent settings

3.5.2.4.1   For other access rights

NOTE

FOR OTHER ACCESS RIGHTS, SEE THE INFORMATION>>>ACCESS RIGHTS PER PROFILES SECTION.

—
3.5.3  Shutdown on power outage
These setting are in conjunction with the shutdown agents and control how the network module directs the shutdown 
of protected servers and appliances. It gives the possibility to prioritize and schedule shutdown actions so that the IT 
system is powered down in the correct order. For example, applications first, database servers next, and storage last. 
It is also possible to turn off some outlets to reduce power consumption and get longer battery runtime for the most 
important devices.

NOTE

FOR EXAMPLES ON POWERING DOWN APPLICATIONS SEE THE SERVICING THE NETWORK 
MANAGEMENT MODULE>>>POWERING  DOWN/UP APPLICATIONS EXAMPLES SECTION.

3.5.3.1   Shutdown on power outage criteria

Shutdown criteria are set per power source (outlet groups) if they are present in the UPS.

NOTE

BY DEFAULT, SHUTDOWN CRITERIAS ARE SET TO MAXIMIZE AVAILABILITY.
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Example 2: Immediate OFF
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Example 3: Custom

Settings #1
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ACTION #1-2

1.	 Check the EMPs connection and cables.

Refer to the sections Servicing the EMP>>>Installing the EMP>>>Cabling the first EMP to the device and Servicing 
the EMP>>>Installing the EMP>>>Daisy chaining 3 EMPs.

2.	 Disconnect and reconnect the USB to RS485 cable.

3.	 Launch the discovery, if it is still not ok, go to Action #1-3.

ACTION #1-3

1.	 Reboot the Network module.

2.	 Launch the discovery.

SYMPTOM #2

The EMPs orange RJ45 LEDs are not blinking.

POSSIBLE CAUSES

C#1: the EMP address switches are all set to 0.

C#2: the EMPs are daisy chained, the Modbus address is the same on the missing EMPs.

ACTION #2-1

1.	 Change the address of the EMPs to have different address and avoid all switches to 0.

Refer to the section Servicing the EMP>>>Defining EMPs address and termination>>>Manual addressing.

2.	 Disconnect and reconnect the USB to RS485 cable. The address change is only taken into account after an EMP 
power-up.

3.	 Launch the discovery, if it is still not ok, go to Action #2-2.

ACTION #2-2

1.	 Reboot the Network module.

Refer to the section Contextual help>>>Maintenance>>>Services>>>Reboot.

2.	 Launch the discovery.

3.6.1.4.1   For other issues

NOTE

FOR DETAILS ON OTHER ISSUES, SEE THE TROUBLESHOOTING SECTION.

—
3.6.2  Alarm configuration

NOTE

HUMIDITY, TEMPERATURES OR DRY CONTACTS DEACTIVATED DURING COMMISSIONING ARE NOT 
DISPLAYED. GAUGE COLOR CODE:
•	 GREEN: VALUE INSIDE THRESHOLDS. 
•	 ORANGE/RED: VALUE OUTSIDE THRESHOLDS. 
•	 GREY: NO THRESHOLDS PROVIDED BY THE DEVICE.
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	• Physical name

	• Vendor

	• Part number

	• Firmware version

	• UUID

	• Serial number

	• Location

3.6.3.1   Access rights per profiles

Administrator Operator Viewer

Environment/Information

3.6.3.1.1   For other access rights

NOTE

FOR OTHER ACCESS RIGHTS, SEE THE INFORMATION>>>ACCESS RIGHTS PER PROFILES SECTION.

—
3.6.4  Sensor Logs
This web page allows to set configuration and browse measures log of the sensors measures only.

3.6.4.1   Logs browse

	• Browse logs in time range by setting start time and end time 

	• Go to next page

	• Go to previous page

	• Go to first page

	• Go to last page

	• Page jump: Input page number and click go to jump to specified page.

	• Item per page: Set how many logs displayed per page, valid value is 10/25/50/100

3.6.4.2   Download

Press the Download button to download the sensors log file: 

If available, possible measures are listed below:

	• Temperature of <sensor_1> (in K, 1 decimal digit) 

	• Humidity of <sensor_1> (in %, 1 decimal digit)

	• Temperature of <sensor_2>> (in K, 1 decimal digit)

	• Humidity of <sensor_2> (in %, 1 decimal digit)

	• Temperature of <sensor_3> (in K, 1 decimal digit) 

	• Humidity of <sensor_3> (in %RH, 1 decimal digit)
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—
3.7 Settings

—
3.7.1  General

3.7.1.1   System details

3.7.1.1.1   Location
Text field that is used to provide the card location information. 

Card system information is updated to show the defined location.

3.7.1.1.2   Contact
Text field that is used to provide the contact name information. 

Card system information is updated to show the contact name.

3.7.1.1.3   System name

Text field that is used to provide the system name information. 

Card system information is updated to show the system name.
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3.7.1.2   Date & Time

The current date and time appears at the top of the screen. 

You can set the time either manually or automatically.

3.7.1.2.1   Manual mode: Manually entering the date and time

1. Select the time zone for your geographic area.

2. Select the date and time.

3. Save the changes.
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3.7.1.3   Email notification settings

NOTE

FOR EXAMPLES ON EMAIL SENDING CONFIGURATION SEE THE SERVICING THE NETWORK 
MANAGEMENT MODULE>>>SUBSCRIBING TO A SET OF ALARMS FOR EMAIL NOTIFICATION 
SECTION.

3.7.1.3.1   Email sending configuration table

The table shows all the email sending configuration and includes the following details:

	• Configuration name 

	• Email address

	• Notification updates – Displays Events notification/Periodic report icons when active. 

	• Status – Active/Inactive/In delegation

3.7.1.3.2   Actions

a.	Add

Press the New button to create a new email sending configuration.

b.	Remove

Select an email sending configuration and press the Delete button to remove it.

c.	Edit

Press the pen icon to edit email sending configuration:

You will get access to the following settings:

	• Custom name 
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3.7.2.10.1   Additional information

NOTE

FOR DETAILS ON SAVE AND RESTORE, SEE THE SAVE AND RESTORE SECTION.

—
3.7.3  TCP/IP

3.7.3.1   Hostname

Text field to Enter the Network Module Hostname.

3.7.3.2   IPV4

NOTE

ANY MODIFICATIONS ARE APPLIED AFTER THE NETWORK MODULE REBOOTS.

The table shows includes the following details:

	• Interface name

	• Status

	• Mode

	• Address 

	• Netmask

	• Gateway

3.7.3.2.1   IPV4 configuration

After a mouse over on the table, click the edit icon  to access settings and configure the network settings for a 
dedicated interface.
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3.7.3.8.1   Additional information

NOTE

FOR DETAILS ON SAVE AND RESTORE, SEE THE SAVE AND RESTORE SECTION.

—
3.7.4  Firewall
This page allows to set the firewall settings to filter incoming network packets by defining a set of rules based on network, 
IP addresses and ports combinations.

Below settings can be done for each protocol:

	• Communication through ETH0, ETH1 can be activated or not.

	• Port can be set for ETH0 and ETH1.

	• An IP whitelists can be defined for ETH0 and ETH1.

NOTE

BY DEFAULT THE FIREWALL COMES WITH A PREDEFINED SET OF NETWORK SERVICES
•	 WEB UI (SERVICE ALWAYS ENABLED AT FIRST BOOT, OTHERWISE NO CONFIGURATION OF THE 

FIREWALL IS POSSIBLE BY THE USER)
•	 SSH 
•	 SNMP 
•	 MQTT
•	 PING CAPABILITIES 
•	 MODBUS
ALL OTHER NETWORK SERVICES ARE DISABLED BY DEFAULT FOR REMOTE ACCESS AND CAN BE 
CONFIGURED AFTERWARDS.

3.7.4.1   HTTP redirect to HTTPS

3.7.4.2   Secure web (HTTPS)
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—
3.7.5  Protocols

3.7.5.1   Syslog

3.7.5.1.1   Settings

This screen allows an administrator to configure up to two syslog servers. 

To configure the syslog server settings:

1- Enable syslog.

Press Save after modifications.

2- Configure the syslog server:

	• Click the edit icon to access settings. 

	• Enter or change the server name.

	• Select Yes in the Active drop-down list to activate the server.

	• Enter the Hostname and Port.

	• Select the Protocol – UDP/TCP.



























ABB Winpower SNMP G2 user manual98

—
3.7.8  Certificate

3.7.8.1   Pairing with clients

NOTE

FOR DETAILS ON PAIRING INSTRUCTIONS, FOLLOW THE LINK PAIRING INSTRUCTIONS IN THE TILE 
OR SEE THE SERVICING THE NETWORK MANAGEMENT MODULE>>>PAIRING AGENT TO THE 
NETWORK MODULE SECTION.

During the selected timeframe, new connections to the Network Module are automatically trusted and accepted.

After automatic acceptance, make sure that all listed clients belong to your infrastructure. If not, access may be revoked 
using the Delete button.

The use of this automatic acceptance should be restricted to a secured and trusted network.

For maximum security, we recommend following one of the two methods on the certificate settings page:

	• Import agent's certificates manually.

	• Generate trusted certificate for both agents and Network Module using your own PKI.

3.7.8.1.1   Actions

a.	Start

Starts the pairing window during the selected timeframe or until it is stopped. 

Time countdown is displayed.

b.	Stop

Stops the pairing window.

3.7.8.2   Local certificates

Manage local certificates by :

	• Generating CSR and import certificates signed by the CA.

	• Generating new self-signed certificates.

3.7.8.2.1   Local certificates table

The table shows the following information for each local certificate.

	• Used for 

	• Issued by

	• CSR pending

	• Valid from

	• Expiration

	• Status — valid, expires soon, or expired
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—
3.7.9  Ports

3.7.9.1   Ethernet port and interface settings

3.7.9.1.1   Edit port

Allows to edit the link configuration of the selected port through The different options are listed below.

	• Auto negotiation

	• 10 Mbps - Half duplex 

	• 10 Mbps - Full duplex

	• 100Mbps - Half duplex

	• 100Mbps - Full duplex

	• 1.0Gbps - Full duplex

3.7.9.2   802.1x

802.1X Port Access Entity (EAP) ensures only authorized devices can access your network, blocking unauthorized users 
and potential threats at the port level. 

Network card supports two EAP types: EAP-TLS ( certification based) or EAP-PEAP(user and password based), to meet 
specific security needs.

EAP-TLS (default)

1. Export Client Certificate: Navigate to CERTIFICATE > LOCAL CERTIFICATES to export the Eth-802.1X client certificate 
from the network card.

2. Import Certificate to Authenticator: Import the exported certificate to your authenticator (e.g., RADIUS server)

3. Configure Supplicant Identity: Specify the identity of the EAP Supplicant to send to the server 

4. Optional Server Certificate Verification: for enhanced security, import the server’s certificate into CERTIFICATE > 
TRUSTED REMOTE CERTIFICATES to enable mutual TLS authentication.

Alternative method: Instead of steps 1-2, you may generate a Certificate Signing Request (CSR) on the card and import an 
Eth-802.1X certificate signed by a trusted CA. See CERTIFICATE chapter for details.
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—
3.7.11  Remote users

3.7.11.1   LDAP

The table shows all the supported severs and includes the following details:

	• Name

	• Address 

	• Port

	• Security

	• Certificate

	• Status – Status could take following values – Unreachable/Active

3.7.11.1.1   Actions

a.	Configure
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LOGOUT

DESCRIPTION

Logout the current user.

HELP

logout

<cr> logout the user

WHOAMI

DESCRIPTION

whoami displays current user information:

	• Username 

	• Profile 

	• Realm

3.7.11.5.1   For other CLI commands

NOTE

SEE THE CLI COMMANDS IN THE INFORMATION>>>CLI SECTION.

3.7.11.6   Troubleshooting

HOW DO I LOG IN IF I FORGOT MY PASSWORD?

ACTION

	• Ask your administrator for password initialization.

	• If you are the main administrator, your password can be reset manually by following steps described in the 
Servicing the Network Management Module>>>Recovering main administrator password.

LDAP CONFIGURATION/COMMISSIONING IS NOT WORKING

Refer to the section Servicing the Network Management Module>>>Commissioning/Testing LDAP.

3.7.11.6.1   For other issues

NOTE

FOR DETAILS ON OTHER ISSUES, SEE THE TROUBLESHOOTING SECTION.
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3.7.12.2.4   Delete device

Check the checkbox and click the Delete button in the upper left corner to permanently delete this device from the list.

3.7.12.2.5   Device Test

Click the Test button in the upper right corner to immediately send a network wake-up command to the devices in the list. 
This feature is used to verify that the MAC address is configured correctly.

—
3.8 Device details

—
3.8.1  General
On this tab, you can see a list of the device characteristics.

DANGER

SOME UPS MAY SUPPORT THE DOWNLOAD OF THEIR SYSTEM LOGS. THIS MAY PROVE USEFUL IN 
CASE THE SUPPORT TEAM NEEDS IT FOR DEBUGGING PURPOSES.
ITS CONTENT IS FOR SERVICE USE ONLY AND NOT INTENDED TO BE EXPORTED INTO THE UI OR 
THE PDF

—
3.8.2  Settings - UPS
UPS settings might appear differently based on different types of UPS.
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—
3.9 Maintenance

—
3.9.1  Firmware

3.9.1.1   Update Network Card Firmware

	• Monitors the information for the two-embedded firmware. 

	• Upgrade the Network Module firmware.

3.9.1.1.1   Card Firmware information

a.	Status

	• Uploading

	• Invalid

	• Valid

	• Pending reboot 

	• Active

b.	Version/Sha

Displays the associated firmware version and associated Sha.

c.	Generated on

Displays the release date of the firmware.

For better performance, security, and optimized features,

Our company recommends to upgrade the Network Module regularly.

d.	Installation on

Displays when the firmware was installed in the Network Module.

e.	Activated on

Displays when the firmware was activated in the Network Module.

3.9.1.1.2   Upgrade the Network Module firmware

During the upgrade process, the Network Module does not monitor the Device status. 
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2. Click on Upload & Activate button.

3. Select a file and pick the firmware package by navigating to the folder where you saved the downloaded firmware.

4. Click Upload. The upload can take up to 5 minutes.

The firmware that was inactive will be erased by this operation.

When an upgrade is in progress, the upload button is disabled, and the progress elements appear below the table with 
the following steps:

Erasing Memory > Programming in progress > Restarting to application mode

A confirmation message displays when the firmware upload is successful.

Upgrade statuses

Status Description

Aborted the upgrade was aborted in some way. It should not happen in normal circumstances

Package Integrity Error
the file provided for the firmware does not exist, is not syntactically compliant, has a 
wrong signature or a binary block inside has a wrong hash

Invalid Signature package was signed but verification of the signature failed

Device not Ready for Upgrade the device could not be put to upgrade mode

Flashing Error an error has occurred during the flashing

Device Boot Error the device could not be rebooted to normal mode

Incompatible Device the firmware provided is incompatible with the device

Communication Lost
communication between the communication module and the device was lost during the 
upgrade

3.9.1.3   Access rights per profiles

Administrator Operator Viewer

Card firmware upgrade

Device firmware upgrade

3.9.1.3.1   For other access rights

NOTE

FOR OTHER ACCESS RIGHTS, SEE THE INFORMATION>>>ACCESS RIGHTS PER PROFILES SECTION.

3.9.1.4   CLI commands

GET RELEASE INFO

DESCRIPTION

	• Displays certain basic information related to the firmware release.
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3.9.1.5.1   For other issues

NOTE

FOR DETAILS ON OTHER ISSUES, SEE THE TROUBLESHOOTING SECTION.

—
3.9.2  Services

—
3.9.2.1   Service options

3.9.2.1.1   Sanitization

Sanitization removes all the data; the Network Module will come back to factory default settings.

NOTE

FOR DETAILS ON DEFAULT SETTINGS, SEE THE INFORMATION>>>DEFAULT SETTINGS PARAMETERS 
SECTION.

To sanitize the Network Module:

1. Click Sanitize.

A confirmation message displays, click Sanitize to confirm.

WARNING

DEPENDING ON YOUR NETWORK CONFIGURATION, THE NETWORK MODULE MAY RESTART WITH A 
DIFFERENT IP ADDRESS. ONLY MAIN  ADMINISTRATOR USER WILL REMAIN WITH DEFAULT LOGIN 
AND PASSWORD.
REFRESH THE BROWSER AFTER THE NETWORK MODULE REBOOT TIME TO GET ACCESS TO THE 
LOGIN PAGE.

3.9.2.1.2   Reboot

Reboot means restarting the network module operating system. 

To reboot the Network Module:

Click Reboot.

A confirmation message displays, click Reboot to confirm, the reboot time will take approximately less than 2min.
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3.9.2.3.1   For other CLI commands

NOTE

SEE THE CLI COMMANDS IN THE INFORMATION>>>CLI SECTION.

—
3.9.3  Resources
Card resources is an overview of the Network Module processor, memory and storage information. The COPY TO 
CLIPBOARD button will copy the information to your clipboard so that it can be past. For example, you can copy and paste 
information into an email.

3.9.3.1   Processor

	• Used in %

	• Up since date

3.9.3.2   Memory

	• Total size in MB

	• Available size in MB

	• Application size in MB

	• Temporary files size in MB
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- total: MB

- free: MB

- used: MB

HELP

3.9.3.5.1   For other CLI commands

NOTE

SEE THE CLI COMMANDS IN THE INFORMATION>>>CLI SECTION.

—
3.9.4  System logs

3.9.4.1   System logs

There are 5 types of logs available:

	• Update

	• Account

	• Session

	• System

	• Configuration

Select the log files to download and press the download icon:

NOTE

FOR THE LIST OF SYSTEM LOGS, SEE THE INFORMATION>>>SYSTEM LOGS CODES SECTION.
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3.9.4.2   Access rights per profiles

Administrator Operator Viewer

System logs

3.9.4.2.1   For other access rights

NOTE

FOR OTHER ACCESS RIGHTS, SEE THE INFORMATION>>>ACCESS RIGHTS PER PROFILES SECTION.

—
3.9.5  System information
System information is an overview of the main Network Module information. 

The COPY TO CLIPBOARD button will copy the information to the clipboard.

3.9.5.1   System Info

	• Name ( By default the card product name can be configured in system details )

	• Location ( As set in system details )

	• Contact ( As set in system details )

3.9.5.2   Card Info

	• UUID (Unique identifier)

	• Product

	• Vendor

	• Model number

	• Part number

	• Serial number

	• Hardware version

	• Firmware version

	• Firmware type

	• Bootloader version

	• MAC address

3.9.5.3   Device Info

	• UUID (Unique identifier) 

	• Product

	• Vendor

	• Part number

	• Serial number

	• Firmware version

3.9.5.4   Access rights per profiles

Administrator Operator Viewer

System information
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3.9.5.4.1   For other access rights

NOTE

 FOR OTHER ACCESS RIGHTS, SEE THE INFORMATION>>>ACCESS RIGHTS PER PROFILES SECTION.

—
3.9.6  Sessions

3.9.6.1   Sessions

	• Monitors the information for the connected sessions

	• End any session as an admin with a re-authentication

3.9.6.1.1   Session information

a.	Username

This can be either a default profile name or a custom name

b.	Profile

Displays if the session belongs to an administrator, operator or viewer profile

c.	Service

Displays on which service the session is going on (Web, SSH, Serial , etc...)

d.	IP Address

Displays the IP address of the active session.

e.	Interface

Displays the type of connection (Web, LAN, etc...)

f.	Connected since

Displays the last opened session time

3.9.6.2   Access rights per profiles

Administrator Operator Viewer

Firmware

3.9.6.2.1   For other access rights

NOTE

 FOR OTHER ACCESS RIGHTS, SEE THE INFORMATION>>>ACCESS RIGHTS PER PROFILES SECTION.
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—
3.10 Alarms

—
3.10.1  Alarm sorting
Alarms can be sorted by selecting:

	• All

	• Active only

—
3.10.2  Active alarm counter

NOTE

ALARMS WITH A SEVERITY SET AS GOOD ARE NOT TAKEN INTO ACCOUNT INTO THE COUNTER OF 
ACTIVE ALARMS.

—
3.10.3  Alarm details
All alarms are displayed and sorted by date, with alert level, time, description, and status.

Info/Warning/Critical logo Alarm description text

Active In color In bold with "Active" label

Opened In color

Closed Greyed
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—
3.10.4  Alarm paging
The number of alarms per page can be changed (10-15-25-50-100).

When the number of alarms is above the number of alarms per page, the buttons First, Previous and Next appears to allow 
navigation in the Alarm list.

—
3.10.5  Export
Press the Export button to download the file.

—
3.10.6  Clear

Press the Clear button to clear alarms that are older than a specified date and up to a defined severity.

3.10.6.1   Alarms list with codes

To get access to the Alarm log codes or the System log codes for email subscription, see sections below:

3.10.6.1.1   Access rights per profiles

Administrator Operator Viewer

Alarm list

Export

Clear
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3.10.6.1.2   For other access rights

NOTE

FOR OTHER ACCESS RIGHTS, SEE THE INFORMATION>>>ACCESS RIGHTS PER PROFILES SECTION.

—
3.10.7  Troubleshooting

THE ALARM LIST HAS BEEN CLEARED AFTER AN UPGRADE

SYMPTOM

After a FW upgrade, the alarm list has been cleared and is now empty.

ACTION

The alarm list has been saved on a csv file and can be retrieved using Rest API calls.

AUTHENTICATE:

curl --location --request POST ‘https://{{domain}}/rest/mbdetnrs/1.0/oauth2/token’ \

--header ‘Content-Type: application/json’ \

--data-raw ‘{ “username”:”admin”, “password”:”supersecretpassword”, “grant_type”:”password”, “scope”:”GUIAccess” 
}’

GET ALARM LOG BACKUP:

curl --location --request GET ‘https://{{domain}}/rest/mbdetnrs/1.0/alarmService/actions/ downloadBackup’ \

--header ‘Authorization: Bearer {{access_token}}’

3.10.7.1   For other issues

NOTE

 FOR DETAILS ON OTHER ISSUES, SEE THE TROUBLESHOOTING SECTION.
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—
3.11 User profile

—
3.11.1  Access to the user profile
Press the icon on the top right side of the page to access the user profile window: 

NOTE

THIS PAGE IS IN READ-ONLY MODE WHEN CONNECTED THROUGH LDAP AND IT DISPLAYS THE 
PREFERENCES APPLIED TO ALL LDAP USERS AS CONFIGURED IN THE CONTEXTUAL 
HELP>>>SETTINGS>>>REMOTE USERS>>>LDAP SECTION.

—
3.11.2  User profile

This page displays the current username with its realm (local, remote) and allows to Change passwords, Edit account and 
Log out.

3.11.2.1   Account settings
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If you have the administrator's rights, you can click on Edit account to edit user profile and update the following information: 

Account details

	• Full name 

	• Email

	• Phone

	• Organization 

Preferences

	• Language

	• Date format

	•  Time format 

	• Temperature

3.11.2.2   Change password

Click on Change password to change the password.

NOTE

IN SOME CASES, IT IS NOT POSSIBLE TO CHANGE THE PASSWORD IF IT HAS ALREADY BEEN 
CHANGED WITHIN A DAY PERIOD. REFER TO THE TROUBLESHOOTING SECTION.

3.11.2.3   Log out

Click Log out to close the session.

—
3.11.3  Legal information
This Network Module includes software components that are either licensed under various open source license, or under 
a proprietary license.
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—
3.11.8  Access rights per profiles

Administrator Operator Viewer

User profile

Legal information

3.11.8.1   For other access rights

NOTE

FOR OTHER ACCESS RIGHTS, SEE THE INFORMATION>>>ACCESS RIGHTS PER PROFILES SECTION.

—
3.11.9  CLI commands

LOGOUT

DESCRIPTION

Logout the current user.

HELP

logout

<cr> logout the user

WHOAMI

DESCRIPTION

whoami displays current user information:

	• Username 

	• Profile 

	• Realm

3.11.9.1   For other CLI commands

NOTE

 SEE THE CLI COMMANDS IN THE INFORMATION>>>CLI SECTION.
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—
3.11.10  Troubleshooting

PASSWORD CHANGE IN MY PROFILE IS NOT WORKING

SYMPTOMS

The password change shows “Invalid credentials” when I try to change my password in My profile menu: 

POSSIBLE CAUSE

The password has already been changed once within a day period.

ACTION

Let one day between your last password change and retry.

3.11.10.1   For other issues

NOTE

FOR DETAILS ON OTHER ISSUES, SEE THE TROUBLESHOOTING SECTION.

—
3.11.11  Save and Restore

SRR section Settings Possible values

Account details vCard

fullName
String: refer to default settings an possible parameters 
for constraints.

email
String: refer to default settings an possible parameters 
for constraints.

phone
String: refer to default settings an possible parameters 
for constraints.

organization
String: refer to default settings an possible parameters 
for constraints.
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—
4.	 Servicing the Network Management Module

—
4.1 Configuring/Commissioning/Testing 

—
4.1.1  Commissioning
Refer to the section Contextual help>>>Settings>>>Remote users>>>LDAP to get help on the configuration.

4.1.1.1   Configuring connection to LDAP database

This step configures the LDAP client of the network module to request data from an LDAP base.

1. Activate LDAP.

2. Define security parameters according to LDAP servers’ requirements.

3. Configure primary server (and optionally a secondary one).

4. If security configuration needs server certificate verification, import your LDAP server certificate.

Refer to the section to get help on certificate import.

a. In case LDAP server certificate is self-signed, import the self-signed certificate in the Trusted remote certificate 
list for LDAP service.

b. in case LDAP server certificate has been signed by a CA, import the corresponding CA in the Certificate authorities

(CA) list for LDAP service.

5. Configure credentials to bind with the LDAP server or select anonymous if no credentials are required.

6. Configure the Search base DN.

7. Configure the request parameters (see examples below).

4.1.1.1.1   Typical request parameters

Parameter OpenLDAP
Active Directory™ with POSIX account 
activated

Active Directory™

User base DN
ou=users, dc=example, 
dc=com

ou=users, dc=example, dc=com
ou=users, dc=example, 
dc=com

User name 
attribute

uid uid sAMAccountName

Group base DN
ou=groups, dc=example, 
dc=com

ou=groups, dc=example, dc=com
ou=groups, dc=example, 
dc=com

Group name 
attribute

gid gid sAMAccountName
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4.1.1.2   Map remote users to profile

NOTE

THIS STEP IS MANDATORY AND CONFIGURES THE NETWORK MODULE TO GIVE PERMISSIONS TO 
THE LDAP USERS.
USERS NOT BELONGING TO A GROUP MAPPED ON A PROFILE WILL BE REJECTED.

Configure the rules to mapped LDAP users to profile:

1. Enter LDAP group name.

2. Select the profile to assigned.

You can define up to 20 mapping rules.

All LDAP users belonging to the configured LDAP group will have permissions granted by the associated profile. 

NOTE

IF A USER BELONGS TO MULTIPLE LDAP GROUPS MAPPED TO DIFFERENT PROFILES, THE BEHAVIOR 
IS UNDEFINED.

4.1.1.3   Define LDAP user’s preferences

This step configures the user's preferences to apply to all LDAP users.

—
4.1.2  Testing LDAP connection

1. Click on Test icon right to Status column

2. Enter the User credentials then click on Test.

3. This test will verify all the parameters from the connection to the Database to the user credentials.

4. In case of error, the test displays where the issue is located.

—
4.1.3  Limitations

	• If the same username exists in both local and LDAP databases, the behavior is undefined.

	• If a user belongs to multiple LDAP groups mapped to different profiles, the behavior is undefined.

	• No client certificate provided. It is not possible for the server to verify the client authenticity.

	• It is not possible to configure LDAP to work with 2 different search bases. 

	• LDAP user's preferences are common to all LDAP users.

	• LDAP users cannot change their password through the Network Module.

	• The remote groupname entered in profile mapping settings must be composed only of alphanumerics, underscore 
and hyphen characters (but this last one can't be at the beginning).

—
4.2 Pairing agent to the Network Module
Authentication and encryption of connections between the UPS network module and shutdown agents is based on 
matching certificates.
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—
4.3.2  Powering down non-priority equipment first

4.3.2.1   Target

Powering down non-priority equipment first (immediately) and keep battery power for critical equipment. Powering down 
critical equipment 3min before the end of backup time.

4.3.2.2   Step 1: Installation setup

4.3.2.2.1   Objective

Use load segmentation provided by the UPS to independently control the power supply of each IT equipment categories 
(Applications, Database servers, Storage).

Load segmentation also allows IT equipment to restart sequentially on utility recovery (Restart sequentially the IT

equipment on utility recovery).
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3. Set Group 2 to: Immediate off.

Non-priority equipment immediately shuts down when on battery for 10s to keep battery power for critical equipment.

—
4.3.3  Restart sequentially the IT equipment on utility recovery

4.3.3.1   Target

Restart the storage first (right after utility recovery), database servers next (2min after utility recovery) and applications last 
(3min after utility recovery).
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2. Enable the “Keep shutdown sequence running until the end and then restart (forced reboot)”.

3. Enable the “Automatically restart the UPS when battery capacity exceeds” and set it to 0%.

The storage will restart first, right after utility recovery without waiting the battery capacity to exceed a % limit.

4. Set Then Group 1 after to 120s.

THE DATABASE SERVERS WILL RESTART 120S AFTER THE UTILITY RECOVERY.

5. Set Then Group 2 after to 60s.

THE DATABASE SERVERS WILL RESTART 180S AFTER THE UTILITY RECOVERY.

—
4.4 Checking the current firmware version of the Network 
Module
Current firmware of the Network Module can be accessed in :

	• The Top bar: Firmware version: x.xx.x

	• The Card menu : Contextual help>>>Maintenance>>>System information>>>Firmware information: Version x.xx.x 

	• The Card menu : Contextual help>>>Maintenance>>>Firmware: Active FW version x.xx.x

—
4.5 Upgrading the card firmware (Web interface / shell 
script)

NOTE

FOR INSTRUCTIONS ON ACCESSING TO THE LATEST FIRMWARE AND SCRIPT, REFER TO: ACCESSING 
TO THE LATEST
FIRMWARE AND SCRIPT

—
4.5.1  Web interface
To upgrade the Network module through the Web interface, refer to the section: Firmware upgrade through the Web

interface.

—
4.5.2  Shell script

4.5.2.1   Prerequisite

Shell script uses the following tools: sshpass, scp.

To get it installed on your Linux host, use the following commands.
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DEBIAN/UBUNTU

$ sudo apt-get install openssh-client sshpass

REDHAT/FEDORA/CENTOS

$ sudo dnf install openssh-clients sshpass

Make shell script executable:

$ chmod 700 install_updatePackage.sh

4.5.2.2   Procedure

To upgrade the Network module using:

1. Open a shell terminal on your computer (Linux or cygwin; meaning real or emulated Linux operating system).

2. Use the shell script install_updatePackage.sh

Usage: 'install_updatePackage.sh' [options] Upgrade tool

Mandatory arguments are -f, -i, -u and -p

-h : show help

-f <path> : path of the upgrade file

-u <username> : admin username

-p <password> : admin password

-i <ipaddress> : IP address of the Network card to be upgraded

-r : reboot the card after the upgrade

-b : reboot the card before the upgrade

-s : sanitize the card after the upgrade (card will reboot)

-k : allow connection to host with unknown public key (UNSAFE)

—
4.5.3  Example:

$ ./install_updatePackage.sh -u admin -p <mypassword> -f FW_Update.tar -i <cardIpAddress> -r

STransfer by scp (FW_Update.tar) to [X.X.X.X]

Warning: Permanently added 'X.X.X.X' (ECDSA) to the list of known hosts. Transfer done.

Check running upgrade status ... Check firmware binary signature

Uncompress and flash upgrade - inProgress(%):11 

Uncompress and flash upgrade - inProgress(%):28 

Uncompress and flash upgrade - inProgress(%):44 

Uncompress and flash upgrade - inProgress(%):61 

Uncompress and flash upgrade - inProgress(%):78 

Uncompress and flash upgrade - inProgress(%):92 

Uncompress and flash upgrade - inProgress(%):100 

Uncompress and flash upgrade - inProgress(%):100 

Uncompress and flash upgrade
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Executing post post_upgrade.sh script upgrade Upgrade done

Warning: Permanently added 'X.X.X.X' (ECDSA) to the list of known hosts. Rebooting...

res: Y Update: OK

—
4.6 Changing the RTC battery cell

1. Access the Network Module, and then disconnect the Network cable, if needed.

2. Unscrew the Network Module and remove it from the slot.

3. Locate the RTC battery cell located on the back of the Network Module.

4. Get a new battery cell (CR1220 type).

5. Replace the battery cell, the positive mark (+) should be visible when inserting it.

6. Replace the Network Module and secure the screw, reconnect the Network cable if it was unplugged during the 
operation.

7. Connect the Network Module and set the date and time. For more information, see the Date & Time#NTP section.
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—
4.7 Updating the time of the Network Module precisely and 
permanently (ntp server)
For an accurate and quick update of the RTC for the Network Module, we recommend implementing a NTP server as time 
source for the Network Module.

LANs have an internal NTP server (Domain Controller, mail servers, Outlook servers are generally time servers too) but you 
can use a public ntp server like pool.ntp.org (after addition of the related rules to your firewall system).

For more information, see the Contextual help>>>Settings>>>General>>>System details>>>Time & date settings section.

—
4.8 Synchronizing the time of the Network Module and the 
UPS

WARNING

THIS SECTION IS VALID ONLY WHEN THE UPS CAN MANAGE DATE AND TIME (REFER TO THE UPS 
USER MANUAL FOR CONFIRMATION).

NOTE

THE NETWORK MODULE USE UTC TIME AND MANAGE THE TIME ZONE AND THE DST. THE UPS 
MANAGE ONLY THE LOCAL TIME.

—
4.8.1  Automatic time synchronization

4.8.1.1   Every day at 5 a.m. (UTC time)

The UPS time (local time) is synchronized with the Network Module.

4.8.1.2   If the Network Module time is lost

The Network Module and the UPS time is synchronized with the oldest time between the last know Network Module time 
and the UPS time.

—
4.8.2  Manual time synchronization

4.8.2.1   From the Network Module

On the Network Module, navigate to Contextual help>>>Settings>>>General>>>System details>>>Time & date settings 
section and update the time.

The UPS time (local time) is directly synchronized with the Network Module.
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4.8.2.2   From the UPS

NOTE

WHEN THE TIME IS UPDATED ON THE UPS, IT IS NOT SYNCHRONIZED ON THE NETWORK MODULE.

—
4.9 Changing the language of the web pages
Update the language of the web page in the Settings menu.

1. Navigate to Contextual help>>>User profile>>>Edit account.

2. Select the language, and then press the Save button.

NOTE

THE LANGUAGE OF THE LOGIN PAGE IS ENGLISH BY DEFAULT OR BROWSER LANGUAGE WHEN IT IS 
SUPPORTED.

—
4.10 Resetting username and password

—
4.10.1  As an admin for other users
Navigate to Contextual help>>>Settings>>>Local users.

1. Press the pen icon to edit user information:

2. Change username and save the changes.

3. Select Reset password and choose from the following options :

	• Generate randomly

	• Enter manually

	• Force password to be changed on next login

4. Enter your own password to confirm the changes.

5. Save the changes.

—
4.10.2  Resetting its own password

1. Navigate to Contextual help>>>User profile.

2. Press Change password

3. Enter your current password, the new password twice.

4. Press Submit to save the changes.
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—
4.14 Saving/Restoring/Duplicating Network module 
configuration settings

—
4.14.1  Modifying the JSON configuration settings file

4.14.1.1   JSON file structure

The JSON file is structured into 3 blocks:

4.14.1.1.1   File block

File block cannot be modified, this is the mandatory structure of the JSON file.

4.14.1.1.2   Feature block

Feature block contains the full definition of a feature.

If it is removed from the JSON file, this feature settings will not be updated/restored in the card.
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"ldap": {

"data": { "version": "x.x",

"certificateData": [], "dmeData": {

"enabled": true, "baseAccess": {

"security": {"ssl": 1,"verifyTlsCert": false},

"primary": {"name": "Primary","hostname": "xxxxxxxxx","port": xxxx},

"secondary": {"name": "xxxxxx","hostname": "xxxxxx","port": xxxx}, "credentials": {

"anonymousSearchBind": false, "searchUserDN":

"CN=xxxx,OU=xxxx,OU=xxxx,OU=xxxx,DC=xxxx,DC=xxxx", "password": {"plaintext": null}},

"searchBase": {"searchBaseDN": "DC=xxx,DC=xxx,DC=xxx"}

},

"requestParameters": {

"userBaseDN": "OU=xxxx,DC=xxxx", "userNameAttribute": "xxxx",

"uidAttribute":"objectSid:x-x-x-xx-xxxxxxxxxx-xxxxxxxxxx-xxxxxxxxxx", "groupBaseDN": "OU=xxxx,DC=xxxx",

"groupNameAttribute": "xx",

"gidAttribute":"objectSid:x-x-x-xx-xxxxxxxxxx-xxxxxxxxxx-xxxxxxxxxx"

},

"profileMapping": [

{ "remoteGroup": "xxxxxxxxxxxxxx","profile": 1},

{ "remoteGroup": "xxxxxxxxxxxxxx","profile": 2},

{ "remoteGroup": "","profile": 0},

{ "remoteGroup": "","profile": 0},

{ "remoteGroup": "","profile": 0}

]

}

}

},

},

"firmwareVersion": "x.x.x"

}

4.14.2  Saving/Restoring/Duplicating settings through the CLI
Navigate to Information>>>CLI>>>save_configuration | restore_configuration section to get example on how to save and 
restore settings through the CLI.

4.14.3  Saving/Restoring/Duplicating settings through the Web interface
Navigate to Contextual help>>>Maintenance>>>Services section to get information on how to save and restore settings 
through the Web interface.
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—
5.	 Securing the Network Management Module

—
5.1 Security considerations overview
The UPS Network Module implements strict security for the following reasons:

	• The UPS Network Module manages devices that have the potential to perform operations that are sensitive and 
destructive.

	• The UPS Network Module has browser accessibility.

To better ensure the security of the UPS Network Module and the devices it manages, consider the following topics in 
accordance with your organization's security policies and the environment in which the UPS Network Module operates.

	• Remote access to the UPS Network Module requires a user account. Logging in requires the use of a user name 
and password, which should be kept properly secured.

	• Each account can be given different access levels, providing different capabilities. Ensure that the appropriate 
access level is granted to users.

	• Browsing to the UPS Network Module can be done using SSL, which encrypts the data between the browser and 
UPS Network Module. The UPS Network Module is supported by a 128-bit encryption level. SSL also provides 
authentication of the UPS Network Module by means of its digital certificate. Securely importing this certificate 
must be done to ensure the identification of the UPS Network Module.

—
5.2 Cybersecurity considerations for electrical distribution 
systems

—
5.2.1  Purpose
The purpose of this section is to provide high-level guidance to help customers across industries and applications 
apply our company solutions for power management of electrical systems in accordance with current cybersecurity 
standards.

This document is intended to provide an overview of key security features and practices to consider in order to meet 
industry recommended standards and best practices.

—
5.2.2  Introduction
Every day, cyber-attacks against government and commercial computer networks number in the millions. According 
to U.S. Cyber Command, Pentagon systems are probed 250,000 times per hour. Similar attacks are becoming more 
prevalent on other kinds of information-based smart networks as well, such as those that operate buildings and utility 
systems. Whether the objective is to steal intellectual property or halt operations, the tools and the techniques used for 
unauthorized network access are increasingly sophisticated.
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—
5.2.3  Connectivity—why do we need to address cybersecurity for industrial 
control systems (ICS)?

There is increasing concern regarding cybersecurity across industries where companies are steadily integrating field 
devices into enterprise-wide information systems. This occurs in discrete manufacturing and process industrial 
environments, a wide range of general and specific purpose commercial buildings, and even utility networks. Traditionally, 
electrical systems were controlled through serial devices connected to computers via dedicated transceivers with 
proprietary protocols. In contrast, today’s control systems are increasingly connected to larger enterprise networks, 
which can expose these systems to similar vulnerabilities that are typically found in computer systems. The differences 
between information technology (IT) and ICS networks can be summarized as follows:

	• The main focus of the IT network is to ensure the confidentiality and the integrity of the data using rigorous 
access control and data encryption

	• The main focus of the ICS network is safety, availability, and integrity of data

	• Enterprise security protects the servers’ data from attack

	• Control system security protects the facility’s ability to safely and securely operate, regardless of what may befall 
the rest of the network

—
5.2.4  Cybersecurity threat vectors
Cybersecurity threat vectors are paths or tools that an entity can use to gain access to a device or a control network in 
order to deliver a malicious attack. Figure below shows examples of attack vectors on a network that might otherwise 
seem secure.

5.2.4.1   Paths to the control network
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The paths in above figure include:

	• External users accessing the network through the Internet 

	• Misconfigured firewalls

	• Unsecure wireless routers and wired modems

	• Infected laptops located elsewhere that can access the network behind the firewall

	• Infected USB keys and PLC logic programs

	• Unsecure RS-232 serial links

The most common malicious attacks come in the following forms:

	• Virus—a software program that spreads from one device to another, affecting operation

	• Trojan horse—a malicious device program that hides inside other programs and provides access to that device

	• Worm—a device program that spreads without user interaction and affects the stability and performance of the 
ICS network

	• Spyware—a device program that changes the configuration of a device

—
5.2.5  Defense in depth
While there are differences between traditional IT systems and ICS, the fundamental concept of “defense in depth” 
is applicable to both. Defense in depth is a strategy of integrating technology, people, and operations capabilities to 
establish variable barriers

across multiple layers of an organization. These barriers include electronic countermeasures such as firewalls, intrusion 
detection software/components, and antivirus software, coupled with physical protection policies and training. 
Fundamentally, the barriers are intended to reduce the probability of attacks on the network and provide mechanisms to 
detect “intruders.”

—
5.2.6  Designing for the threat vectors

5.2.6.1   Firewalls

Firewalls provide the capability to add stringent and multifaceted rules for communication between various network 
segments and zones in an ICS network. They can be configured to block data from certain segments, while allowing the 
relevant and necessary data through. A thorough understanding of the devices, applications, and services that are in a 
network will guide the appropriate deployment and configuration of firewalls in a network. Typical types of firewalls that 
can be deployed in a network include:

	• Packet filter or boundary firewalls that work on the network layer

These firewalls mainly operate at the network layer, using pre-established rules based on port numbers and protocols 
to analyze the packets going into or out of a separated network.

These firewalls either permit or deny passage based on these rules.

	• Host firewalls

These firewalls are software firewall solutions that protect ports and services on devices. Host firewalls can apply 
rules that track, allow, or deny incoming and outgoing traffic on the device and are mainly found on mobile devices, 
laptops, and desktops that can be easily connected to an ICS.

	• Application-level proxy firewalls

These firewalls are highly secure firewall protection methods that hide and protect individual devices and computers 
in a control network. These firewalls communicate at the application layer and can provide better inspection 
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	• Control access to zones

	• Resist denial of services (DOS) attacks or the transfer of malware

	• Shield other network systems

	• Protect the integrity and the confidentiality of network traffic

Beyond network segmentation, access control (both physical and logical) should be defined and implemented.

The key consideration when designing access control is defining the required interactions both within a given zone 
and between zones. These interactions should be mapped out clearly and prioritized based on need. It is important to 
realize that every hole poked in a firewall and each non-essential functionality that provides access or creates additional 
connectivity increases potential exposure to attacks. A system then becomes only as secure as the devices connecting to 
it.

If mapped correctly, the potential adverse impact to control system reliability and functionality should be negligible. 
However, this element introduces additional costs (in terms of firewall and other network infrastructure) and complexity 
to the environment.

5.2.6.3   Intrusion detection and prevention systems (IDPS)

These are systems that are primarily focused on identifying possible incidents in an ICS network, logging the information 
about them, attempting to stop them, and reporting them to ICS security administrators.

Because these systems are critical in an ICS network, they are regular targets for attacks and securing them is extremely 
important. The type of IDPS technology deployed will vary with the type of events that need to be monitored.

There are four classes of IDPS technology:

	• Network-based IDPS monitors network traffic for particular ICS network segments or devices and analyzes the 
network and application protocol activity to identify suspicious activity

	• Wireless IDPS monitors and analyzes wireless network traffic to identify suspicious activity involving the ICS 
wireless network protocol

	• Network behavior analysis IDPS examines ICS network traffic to identify threats that generate unusual traffic 
flows such as DOS attacks

	• Host-based IDPS monitors the characteristics and the events occurring within a single ICS network host for 
suspicious activity

—
5.2.7  Policies, procedures, standards, and guidelines
For the defense in depth strategy to succeed, there must be well-documented and continuously reviewed policies, 
procedures, standards, and guidelines.

	• Policies provide procedures or actions that must be carried out to meet objectives and to address the who, what, 
and why 

	• Procedures provide detailed steps to follow for operations and to address the how, where, and when

	• Standards typically refer to specific hardware and software, and specify uniform use and implementation of 
specific technologies or parameters

	• Guidelines provide recommendations on a method to implement the policies, procedures, and standards

5.2.7.1   Understanding an ICS network

Creating an inventory of all the devices, applications, and services that are hosted in a network can establish an initial 
baseline for what to monitor. Once those components are identified and understood, control, ownership, and operational 
consideration can be developed.
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—
5.2.8  Conclusion
To protect important assets, all organizations must take cybersecurity threats seriously and meet them proactively with 
a system- wide defensive approach specific to organizational needs.

There is no protection method that is completely secure. A defense mechanism that is effective today may not be effective 
tomorrow– the ways and means of cyber-attacks constantly change. It is critical ICS administrators remain aware of 
changes in cybersecurity and continue to work to prevent any potential vulnerabilities in the systems they manage.

—
5.2.9  Terms and definitions

DMZ
A demilitarized zone is a logical or physical sub network that interfaces an organization’s external 
services to a larger, untrusted network and providing an additional layer of security.

Encryp tion
The process of transforming plain or clear text using an algorithm to make it unreadable to anyone 
except those possessing special knowledge.

ICS
A device or set of device that manage, command, direct, or regulate the behavior of other devices or 
systems.

Protoc ol
A set of standard rules for data representation, signaling, authentication, and error detection 
required to send information over a communications channel

—
5.2.10  Acronyms

COTS Commercially Off-the-Shelf

DMZ Demilitarized Zone

DOS Denial of Service

FTP File Transfer Protocol

HMI Human Machine Interface

ICS Industrial Control Systems

ICS-CERT Industrial Control Systems - Cyber Emergency Response Team

IDPS Intrusion Detection and Prevention Systems

IDS Intrusion Detection Systems

IPS Intrusion Prevention Systems

IT Information Technology

NVD National Vulnerability Database

OSI Open System Interconnection

PLC Programmable Logic Controller

SCADA Supervisory Control and Data Acquisition

SNMP Simple Network Management Protocol

SSH Secure Shell



ABB Winpower SNMP G2 user manual186

SIEM Security Information and Event Management

USB Universal Serial Bus

—
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—
5.3 Cybersecurity recommended secure hardening 
guidelines

	• Introduction

	• Secure configuration guidelines

	– Asset Management

	– Defense in Depth 

	– Risk Assessment 

	– Physical Security

	– Account management

	– Time Synchronization

	– Deactivate unused features

	– Network Security

	– Remote access

	– Logging and Event Management

	– Malware defenses

	– Secure Maintenance

	– Business Continuity / Cybersecurity Disaster Recovery

	– Sensitive Information Disclosure

	– Decommissioning or Zeroization

	• References
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—
5.3.1  Introduction
This Network module has been designed with cybersecurity as an important consideration. Number of features are 
offered in the product to address cybersecurity risks. These Cybersecurity Recommendations provide information to 
help users to deploy and maintain the product in a manner that minimizes the cybersecurity risks. These Cybersecurity 
Recommendations are not intended to provide a comprehensive guide to cybersecurity, but rather to complement 
customers’ existing cybersecurity programs.

Our company is committed to minimizing the cybersecurity risk in its products and deploying cybersecurity best practices 
in its products and solutions, making them more secure, reliable and competitive for customers.

—
5.3.2  Secure configuration guidelines

5.3.2.1   Asset Management

Keeping track of software and hardware assets in your environment is a pre-requisite for effectively managing cybersecurity. 
Our company recommends that you maintain an asset inventory that uniquely identifies each important component.

To facilitate this, Network module supports the following identifying information:

5.3.2.1.1   Network Module identification and its firmware information

It can be retrieved by navigating to Card>>>System information or Maintenance>>>System information. 

	• Identification

	– System name

	– Product

	– Physical name

	– Vendor

	– UUID

	– Part number

	– Serial number

	– Hardware version

	– Location

	– Contact 

	• Firmware information

	– Firmware version

	– Firmware SHA

	– Firmware date

	– Firmware installation date

	– Firmware activation date

	– Bootloader version
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	• Embedded Flash Memory on Boards and Devices

	• Our company recommends the following methods for disposing of motherboards, peripheral cards such as 
network adapters, or any other adapter containing non-volatile flash memory.

	• Clear: If supported by the device, reset the state to original factory settings.

	• Navigate to Securing the Network Management Module>>>Decommissioning the Network Management module.

	• Purge: If the flash memory can be easily identified and removed from the board, the flash memory may be 
destroyed independently of the board that contained the flash memory. Otherwise, the whole board should be 
destroyed.

	• For the Network module the whole board should be destroyed.

	• Destroy: Shred, disintegrate, pulverize, or Incinerate by burning the device in a licensed incinerator.

5.3.2.16   Utility tool application

The Utility Tool is designed to assist with network card commissioning, configuration, maintenance, and firmware 
management in a local network environment.  For detailed information about the Utility Tool, refer to the Utility Tool User 
Manual.

—
5.3.3  References
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—
5.4 Configuring user permissions through profiles
The user profile can be defined when creating a new user or changed when modifying an existing one. 

Refer to the setting->Users->Local users setting.

Unable to render include or excerpt-include. Could not retrieve page.
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—
5.5 Decommissioning the Network Management module
With the increased frequency of reported data breaches, it’s becoming more and more necessary for companies to 
implement effective and reliable decommissioning policies and procedures.

In order to protect the data stored on retired IT equipment from falling into the wrong hands, or a data breach, we 
recommend to follow below decommissioning steps:

1. Sanitize the Network Module

Sanitization erases all the data (user name and password, certificates, keys, settings, logs...).

To sanitize the Network Module refer to the Contextual help>>>Maintenance>>>Services>>>Sanitization section.

2. Unmount the Network Module from the device.

Unscrew the Network Module and remove it from the slot.
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—
6.	 Servicing the EMP

—
6.1 Description and features
The optional Environmental Monitoring Probe enables you to collect temperature and humidity readings and monitor the 
environmental data remotely.

You can also collect and retrieve the status of one or two dry contact devices (not included). Up to 3 Environmental 
Monitoring Probe can be daisy chained on one device.

You can monitor readings remotely using SNMP or a standard Web browser through the Network module. This provides 
greater power management control and flexible monitoring options.

The EMP device is delivered with a screw and screw anchor, nylon fasteners, tie wraps, and magnets. You can install the 
device anywhere on the rack or on the wall near the rack.

NOTE

FOR MORE INFORMATION, REFER TO THE DEVICE MANUAL.

The EMP has the following features:

	• The hot-swap feature simplifies installation by enabling you to install the probe safely without turning off power 
to the device or to the loads that are connected to it.

	• The EMP monitors temperature and humidity information to help you protect critical equipment. 

	• The EMP measures temperatures from 0°C to 70°C with an accuracy of ±2°C.

	• The EMP measures relative humidity from 10% to 90% with an accuracy of ±5%.

	• The EMP can be located some distance away from the device with a CAT5 network cable up to 50m (165 ft) long. 

	• The EMP monitors the status of the two user-provided contact devices.

	• Temperature, humidity, and contact closure status can be displayed through a Web browser through the Network 
module or LCD interface (if available)

	• A Temperature and Humidity Offset can be set.

—
6.2 Unpacking the EMP
The sensor will include the following:

	• Dry contact terminal block

	• Installation instructions

	• USB to RS485 converter

	• RJ45 female to female connector

	• Wall mounting screw and anchor

	• Rack mounting screw nut and washer

	• Tie wraps (x2)

	• Nylon fastener
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—
6.3.2  Mounting the EMP
The EMP includes magnets, cable ties slots and keyholes to enable multiple ways of mounting it on your installation.

Bottom mounting capabilities:
•	 magnets 
•	 keyholes 
•	 tie wraps
•	 nylon fastener

Side mounting:
•	 magnets 
•	 tie wraps

6.3.2.1   Rack mounting with keyhole example

To mount the EMP on the rack, use the supplied screw, washer and nut. Then, mount 
the EMP on the
screw and tighten it.

6.3.2.2   Rack mounting with tie wraps example

To mount the EMP on the door of the rack, use the supplied cable ties.

Bottom mounting Side mounting
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6.3.2.3   Wall mounting with screws example

To mount the EMP on the wall close to the rack, use the supplied screw and screw anchor. 
Then, mount the EMP on the screw and tighten it.

6.3.2.4   Wall mounting with nylon fastener example

To mount the EMP within the enclosure environment, attach one nylon fastener to the EMP and the other nylon fastener to 
an enclosure rail post. Then, press the two nylon strips together to secure the EMP to the rail post.

NOTE

CUT NYLON FASTENER AND STICK IT ON THE EMP BOTTOM ON THE LOCATION HIGHLIGHTED 
BELOW,THIS WILL PREVENT TO INTERFERE WITH THE EMP DATA ACQUISITION PARTS. 

—
6.3.3  Cabling the first EMP to the device

6.3.3.1   Available Devices

6.3.3.1.1   Network module

EMP port
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—
6.5 Commissioning the EMP

—
6.5.1  On the Network Module device
STEP 1 – Connect to the Network Module

	• On a network computer, launch a supported web browser. The browser window appears.

	• In the Address/Location field, enter the IP address of the Network Module.

	• Enter username, password and click on Login.

STEP 2 – Navigate to Environment menu: 

STEP 3 – Proceed to the commissioning, refer to the contextual help for details.

	• Click Discover. The EMP connected to the Network module appears in the table.

	• Press the pen logo to edit EMP information and access its settings.

	• Click Define offsets to define temperature or humidity offsets if needed.

STEP 4 – DEFINE ALARM CONFIGURATION, REFER TO THE CONTEXTUAL HELP FOR DETAILS.

	• Select the Alarm configuration page.

	• Enable or disable alarms.

	• Define thresholds, hysteresis and severity of temperature, humidity and dry contacts alarms.

































ABB Winpower SNMP G2 user manual 223

—
7.5.2  Contextual help
You can see this help anytime by typing in the CLI:

—
7.5.3  get releasse info

7.5.3.1   Description

Displays certain basic information related to the firmware release.
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7.5.3.2   Help

7.5.3.3   Access rights per profiles

Administrator Operator Viewer

get release info

—
7.5.4  History

7.5.4.1   Description

Displays recent commands executed on the card.

Help

7.5.4.2   Access rights per profiles

Administrator Operator Viewer

history

—
7.5.5  logout

7.5.5.1   Description

Logout the current user.

Help

7.5.5.2   Access rights per profiles

Administrator Operator Viewer

logout
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—
7.5.7  netconf

7.5.7.1   Description

Tools to display or change the network configuration of the card.

7.5.7.2   Help

For Viewer and Operator profiles:

For Administrator profile:
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7.5.7.3   Examples of usage

7.5.7.4   Access rights per profiles

Administrator Operator Viewer

netconf (read-only)  (read-only)

—
7.5.8  ping and ping6

7.5.8.1   Description

Ping and ping6 utilities are used to test network connection.

7.5.8.2   Help
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rest list ?

This command print the help for the command.

7.5.10.2   Options

-d <number> : number of levels to show in the response if no number provided, the default value is 1

7.5.10.3   Example

Command :

rest list /managers/1/networkService/networkInterfaces/eth0/ipv4 

Result :

/managers/1/networkService/networkInterfaces/eth0/ipv4/status

/managers/1/networkService/networkInterfaces/eth0/ipv4/address

/managers/1/networkService/networkInterfaces/eth0/ipv4/subnetMask

/managers/1/networkService/networkInterfaces/eth0/ipv4/gateway

/managers/1/networkService/networkInterfaces/eth0/ipv4/settings

—
7.5.11  rest get

7.5.11.1   Usage

rest get <option> <path>

This command returns the payload starting from <path>

If no path provided, the command returns the payload starting from "/" with a depth of 1

rest get ?

This command print the help for the command.

7.5.11.2   Options

-d <number> : number of levels to show in the response if no number provided, the default value is 1

7.5.11.3   Example

rest get /managers/1/networkService/networkInterfaces/eth1/ipv4/address

=> 10.130.33.195

—
7.5.12  rest set

7.5.12.1   Usage

rest set <path> <payload>

This command sets the resource identified by <path> with the given <payload>

rest aset ?

This command print the help for the command.
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—
7.5.16  Time

7.5.16.1   Description

Command used to display or change time and date.

7.5.16.2   Help

For Viewer and Operator profiles:

For Administrator profile:

7.5.16.3   Examples of usage

7.5.16.4   Access rights per profiles

Administrator Operator Viewer

time  (read-only)  (read-only)
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7.5.19.2   Help

7.5.19.3   Access rights per profiles

Administrator Operator Viewer

email-test

—
7.5.20  systeminfo_statistics

7.5.20.1   Description

Displays the following system information usage:

	• CPU

a. usage : %

b. upSince : date since the system started

	• upSince : date since the system started

a. total: MB

b. free: MB

c. used: MB

d. tmpfs: temporary files usage (MB)

	• Flash

a. user data

i. total: MB

ii. free: MB

iii. used: MB

7.5.20.2   Help
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7.5.21.4   Access rights per profiles

Administrator Operator Viewer

certificates

—
7.6 Acronyms and abbreviations
AC: Alternating current. bps: bit per second

BOM: In Syslog, placing an encoded Byte Order Mark at the start of a text stream can indicates that the text is Unicode and 
identify the encoding scheme used.

CA: Certificate Authority

CLI: Command Line Interface.

Aim is to interact with the Network Module by using commands in the form of successive lines of text (command lines). 
CSR: Certificate Signing Request

DC: Direct current.

DN: Distinguished Name (LDAP).

DHCPv6: The Dynamic Host Configuration Protocol version 6 is a network protocol for configuring Internet Protocol 
version 6 (IPv6) hosts with IP addresses, IP prefixes and other configuration data required to operate in an IPv6 network.

It is the IPv6 equivalent of the Dynamic Host Configuration Protocol for IPv4.

DNS: The Domain Name System is a hierarchical decentralized naming system for computers, services, or other resources 
connected to the Internet or a private network.

DST: The daylight saving time.

GID: Group Identifier is a numeric value used to represent a specific group (LDAP).

HTTPS: HTTPS consists of communication over Hypertext Transfer Protocol (HTTP) within a connection encrypted by 
Transport Layer Security (TLS).

IPv4: Internet Protocol version 4 is the fourth version of the Internet Protocol (IP).

IPv6: Internet Protocol version 6 is the most recent version of the Internet Protocol (IP).

JSON: JavaScript Object Notation is an open-standard file format that uses human-readable text to transmit data objects 
consisting of attribute–value pairs and array data types.

LAN: A LAN is a local area network, a computer network covering a small local area, such as a home or office.

LDAP: The Lightweight Directory Access Protocol is an industry standard application protocol for accessing and 
maintaining distributed directory information services over an Internet Protocol.

MAC: A media access control address of a computer is a unique identifier assigned to network interfaces for communications 
at the data link layer of a network segment.

MIB: A management information base is a database used for managing the entities in a communication network. Most 
often associated with the Simple Network Management Protocol (SNMP).

NTP: Network Time Protocol is a networking protocol for clock synchronization between computer systems. P/N: Part 
number.

RTC: Real time clock.

S/N: Serial number.

SMTP: Simple Mail Transfer Protocol is an Internet standard for electronic mail (email) transmission.
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—
8.	 Troubleshooting

—
8.1 Action not allowed in Control/Schedule/Power outage 
policy

—
8.1.1  Symptom
Below message is displayed when you access the Control, Schedule or Power outage policy page.

This action is not allowed by the UPS.

To enable it, please refer to the user manual of the UPS and its instructions on how to configure the UPS settings and allow 
remote commands.

—
8.1.2  Possible Cause

1. Remote commands are not allowed due to the UPS configuration (see the action below)

2. The UPS does not support remote commands.

—
8.1.3  Action
Refer to the UPS user manual and its instruction on how to configure the UPS settings and allow remote commands. 
Example: UPS menu Settings>>>ON/OFF settings>>>Remote command>>>Enable.

—
8.2 Client server is not restarting

—
8.2.1  Symptom
Utility power has been restored, the UPS and its load segments are powered on, but the Client server does not restart.

—
8.2.2  Possible Cause
The “Automatic Power ON” server setup setting might be disabled.
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—
8.2.3  Action
In the server system BIOS, change the setting for Automatic Power ON to "Enabled".

—
8.3 EMP detection fails at discovery stage
In the Network Module, in Contextual help>>>Environment>>>Commissioning/Status, EMPs are missing in the Sensor 
commissioning table.

—
8.3.1  Symptom #1
The EMPs green RJ45 LED (FROM DEVICE) is not ON.

8.3.1.1   Possible causes

The EMPs are not powered by the Network module.

8.3.1.2   Action #1-1

Launch again the discovery, if it is still not ok, go to Action #1-2.

8.3.1.3   Action #1-2

1. Check the EMPs connection and cables.

Refer to the sections Servicing the EMP>>>Installing the EMP>>>Cabling the first EMP to the device and Servicing the 
EMP>>>Installing the EMP>>>Daisy chaining 3 EMPs.

2. Disconnect and reconnect the USB to RS485 cable.

3. Launch the discovery, if it is still not ok, go to Action #1-3.

8.3.1.4   Action #1-3

1. Reboot the Network module.

2. Launch the discovery.

—
8.3.2  Symptom #2
The EMPs orange RJ45 LEDs are not blinking.

8.3.2.1   Possible causes

C#1: the EMP address switches are all set to 0.

C#2: the EMPs are daisy chained, the Modbus address is the same on the missing EMPs.
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8.3.2.2   Action #2-1

1. Change the address of the EMPs to have different address and avoid all switches to 0.

Refer to the section Servicing the EMP>>>Defining EMPs address and termination>>>Manual addressing.

2. Disconnect and reconnect the USB to RS485 cable. The address change is only taken into account after an EMP 
power-up.

3. Launch the discovery, if it is still not ok, go to Action #2-2.

8.3.2.3   Action #2-2

1. Reboot the Network module.

Refer to the section Contextual help>>>Maintenance>>>Services>>>Reboot.

2. Launch the discovery.

—
8.4 How do I log in if I forgot my password?

—
8.4.1  Action

	• Ask your administrator for password initialization.

•	 If you are the main administrator, your password can be reset manually by following steps described in the 
Servicing the Network Management Module>>>Recovering main administrator password.

—
8.5 LDAP configuration/commissioning is not working
Refer to the section Servicing the Network Management Module>>>Commissioning/Testing LDAP.

—
8.6 Modbus communication doesn’t work

—
8.6.1  Symptoms

	• Communication doesn't work

NOTE

REFER TO THE SECTION SERVICING THE NETWORK MANAGEMENT MODULE>>>CONFIGURING 
MODBUS TO GET CONFIGURATION AND TESTING INFORMATION.
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—
8.6.2  Possible cause

	• Incorrect communication parameters.

Verify that the communication parameters are set to the desired settings. 

Contextual help>>>Settings>>>Industrial protocols>>>Modbus TCP

For Modbus TCP configuration refer to the section .

—
8.7 Password change in My profile is not working

—
8.7.1  Symptoms
The password change shows "Invalid credentials" when I try to change my password in My profile menu: 

—
8.7.2  Possible cause
The password has already been changed once within a day period.

—
8.7.3  Action
Let one day between your last password change and retry.

—
8.8 The alarm list has been cleared after an upgrade

—
8.8.1  Symptom
After a FW upgrade, the alarm list has been cleared and is now empty.

—
8.8.2  Action
The alarm list has been saved on a csv file and can be retrieved using Rest API calls.
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8.8.2.1   Authenticate:

8.8.2.2   Get Alarm Log Backup:

—
8.9 The Network Module fails to boot after upgrading the 
firmwarev

—
8.9.1  Possible Cause

1. The IP address has changed.

2. The Network module LED shows solid red after the upgrade.

3. The first boot after the upgrade takes a longer time.
Note: If the application is corrupt, due to an interruption while flashing the firmware for example, the boot will be 
done on previous firmware.

—
8.9.2  Action

1. Recover the IP address and connect to the card.

2. Reset the Network module by using the Restart button on the front panel.

3. Wait until the Network module LED shows flashing green.

Refer to Installing the Network Management Module>>>Accessing the Network Module>>>Finding and setting the IP

address section.
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—
8.10 Web user interface is not up to date after a FW upgrade

—
8.10.1  Symptom
After an upgrade:

	• The Web interface is not up to date

	• New features of the new FW are not displayed 

	• An infinite spinner is displayed on a tile

8.10.1.1   Possible causes

The browser is displaying the Web interface through the cache that contains previous FW data.

8.10.1.2   Action

Empty the cache of your browser using F5 or CTRL+F5.

—
8.11 Software is not able to communicate with the Network 
module

—
8.11.1  Symptoms

	• In the Network Module, in Contextual help>>>Protection>>>Agent list>>>Agent list table, agent is showing "Lost" 
as a status.

	• In the Network Module, in Contextual help>>>Settings>>>Certificate>>>Trusted remote certificates, the status 
of the Protected applications (MQTT) is showing "Not valid yet".

	• SPS G2/Winpower G2 shows "System time setting error" or "Add failed devices".

—
8.11.2  Possible cause
The SPS G2/Winpower G2 certificate is not yet valid for the Network Module.

Certificates of SPS G2/Winpower G2 and the Network Module are not matching so that authentication and encryption of 
connections between the Network Module and the shutdown agents is not working.

—
8.11.3  Setup
SPS G2/Winpower G2 is started.

Network module is connected to the UPS and to the network.
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— 
9.	 Third party software packages

The ABB Network Card run on a Linux operating system and use third party software packages. Portion of said operating 
system and software packages may be subject to the GNU General Public License or to the GNU Lesser General Public 
License or even to other specific licenses. 

The individual license for various third-party software packages that are bundled with this product are available contacting 
the online support service. Also, the source code files for packages that been pro-vided under one or more open-source 
licenses are available contacting the online support service. The source code provided by the online support service is 
complete to the best of ABB knowledge. If you be-lieve any additional source code files should be provided under the 
applicable open-source license, please contact ABB, and provide in detail the product or code module in question. 

ABB is committed to meet the requirements of the open-source licenses including the GNU General Public License (GPL) 
and will make required source code available.



ABB Winpower SNMP G2 user manual246

—
10.	Cyber security Guidelines

—
10.1 Legal disclaimer
This product is designed to be connected to and to communicate information and data via a network interface. It is 

customer’s sole responsibility to provide and continuously ensure a secure connection between the product and your 

network or any other network (as the case may be) and to establish and maintain any appropriate measures (such as 

but not limited to the installation of firewalls, application of authentication measures, encryption of data, installation of 

anti-virus programs, etc.) to protect the product, the network, its system and the interface against any kind of security 

breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or information.  

ABB and its affiliates are not liable for damages and/or losses related to such security breaches, unauthorized access, 

interference, intrusion, leakage and/or theft of data or information. 

Although ABB provides functionality testing on the products and updates that we release, you should institute your own 

testing program for any product updates or other major system updates (to include but not limited to code changes, 

configuration file changes, third party software updates or patches, hardware change out, etc.) to ensure that the security 

measures that you have implemented have not been compromised and system functionality in your environment is as 

expected. 

—
10.2 Vulnerability management

Use the ABB Cyber Security Portal to find information related to vulnerability management, including reporting of

vulnerability or incident, security advisories for ABB products, and ABB’s vulnerability handling policy.

Website: https://www.abb.com/cybersecurity

Recommendation: Sign‑up for security notification emails on the Cyber security alerts and notifications — ABB Group.
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