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— 
LOYA LT Y O FF ER  |  E NER GY INDUST R IES CA NA DA   

ABB Care Contract Loyalty Offer 
Cyber Shield, Cyber Armour and Cyber Fortress 

Addressing cybersecurity risk is a journey, and the goal is to improve the risk posture of a system, 

year over year. Remediating risks can be costly and span over the course of several years. The 

results of an assessment help customers strike a balance between addressing the highest risk 

gaps, while being mindful of the resources available.   

ABB is pleased to offer three options for cyber security gap assessments, tailored to your specific 

needs. 

 

Level 1: Cyber Shield  
Cyber Shield is a foundational Cyber Security assessment service 

designed to help plant operators and managers uncover, rate, and 

prioritize control system cyber security gaps. Performed in accordance 

with ISA/IEC 62443 standards and best practices, Cyber Shield provides a 

detailed, in-depth view of your control system's security posture. This is a 

proactive defense strategy that helps your organization understand and 

strengthen your cybersecurity posture against today's evolving threats. 

The deliverable is a high-level report that identifies and prioritizes risks 

across your control systems, paired with actionable remediation steps 

tailored to your organization's needs. This report equips you with a clear 

risk mitigation strategy, enabling you to make informed decisions about where to focus your 

cybersecurity investments and remediation efforts. 

 

Level 2: Cyber Armour  

Cyber Armour is a comprehensive Cyber Security Assessment 

designed to provide detailed insights into your Operational 

Technology (OT) system's security posture. Through a non-invasive 

approach, ABB evaluates your control systems across five key areas: 

Security Patch Management, Malware Protection Management, User 

and Access Management, Backup and Recovery Management, and 

Network Security Management. Our assessment combines onsite 

data collection, including interviews, documentation review, data 

collection tools, and visual audits of cyber assets, with expert analysis 

to identify strengths and weaknesses in defending against cyber-

attacks. 

The deliverable is a detailed report that exposes cybersecurity threats within your control system 

infrastructure and provides targeted recommendations for each of the five assessment areas. The 

report helps you understand your vulnerabilities, develop a focused and sustainable security 

strategy, and comply with corporate requirements and industry standards. You'll also receive a 

final presentation of findings via a remote meeting, and ABB can assist you in implementing the 

recommended solutions.  
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Level 3: Cyber Fortress  

Cyber Fortress is a comprehensive Cyber Security Risk 

Assessment aligned with IEC 62443 that evaluates the gap 

between your current state and desired security posture. 

The assessment is a structured, collaborative process 

involving your risk assessment team and ABB's Cyber 

Security Experts. It begins with pre-workshop preparation, 

including asset inventory collection, system scoping, and 

risk scale alignment, followed by a virtual workshop where 

ABB leads a criticality assessment and high-level 

cybersecurity risk evaluation. This workshop examines potential vulnerabilities in your systems, the 

likelihood of exploitation, and the potential impact of cyber-attacks on your business. 

You'll receive a detailed Cyber Security Risk Assessment Report that identifies gaps and 

vulnerabilities across your systems, highlighting areas that are adequately protected and those 

requiring remedial action. The report provides specific findings for each identified risk, including 

threat scenarios, consequence ratings, likelihood assessments, and prioritized recommendations 

for cybersecurity controls. Additionally, ABB assigns a dedicated Service Project Manager as your 

main point of contact to support implementation of the assessment recommendations and 

ensure successful project delivery. 
 

Benefits 

• Deep OT Expertise: Utilize ABB Cyber Security experts to consult with your cyber-security-

responsible team, leverage ABB’s deep operational technology (OT) domain expertise with 

advanced digital security.  Unlike generic IT security providers, ABB experts understand the 

unique vulnerabilities of industrial control systems, such as Distributed Control Systems (DCS). 

• Reduced Risk and Improved Availability: By identifying and mitigating vulnerabilities in OT 

environments, ABB’s expert will help you increase system reliability and reduce the risk of 

cyberattacks, preventing costly downtime and unplanned shutdowns 

• Non-Intrusive Security Assessment: This portfolio of services includes non-invasive risk 

assessments of existing systems without disrupting production. We will align your assessment 

with the latest version of international regulations, i.e., ISA IEC 62443 or any Regional OT 

Cybersecurity regulations and requirements.  

• Tailored Security Strategies: ABB provides actionable reports to help prioritize security efforts 

and investments, enabling a cost-effective, phased approach to reducing cyber risks. 

Understand how to prioritize your security efforts in line with your budget and resources. Plan 

how to leverage data in your effective decision-making, and how to be proactive in 

demonstrating your commitment to world-class cyber security principles at your site. 
 

Pricing 

Cyber Shield $ 17,900.00 

Cyber Armour $ 59,100.00 

Cyber Fortress $ 78,500.00 

Notes: 
• Pricing does not include any Travel time or T&L Expenses that may be incurred. 

• This loyalty offer applies to networks with up to 15 computer assets. For networks exceeding 15 assets, a 

separate quote will be provided 
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Scope of Work 
 

An ABB Cyber Security Expert will complete service and, depending on which level of service is selected, 

will complete the following: 

 

Shield Armour 

(Includes Shield) 

Fortress 

(Includes Armour) 

Cybersecurity Assessment Report with existing gaps and vulnerabilities identified in the OT network after 

review 

High-level recommendations 

 Full Gap analysis of existing plant network design and complete asset inventory 

(Hardware & Software) 

 Identification and classification of Industrial Automation and Control Systems 

(IACS) assets 

 Establishing base design documentation for approval 

 Network segmentation and zoning (IEC 62443-3-3) 

 Mapping of security controls as per (SL 1-4) (provided by End User) 

 Zoning recommendations and deployment procedure. 

 In-Office detailed drawings and reports (MS Visio, AutoCAD, Excel & Word) 

  Risk Assessment 

  Risk profile, criticality matrix for Assets 

with potential consequences 

  Threat identification and mitigation 

  Determining SL-T's 

  Mapping security levels (SL 1-4) against 

threat actors 

  Assess the feasibility of achieving SL-T 

in legacy and new systems  

  Regularly reassess SL-A vs SL-T based 

on emerging threats and business 

changes  

  In-office data analyses, drawings, and 

report generation 

Why Shield? Why Armour? Why Fortress? 

You need cost efficiency and 

are early in cybersecurity 

planning.  You want to 

supplement the discovery 

stage and understand at a 

high level what to prioritize. 

You want to know about current 

cybersecurity gaps based on 

IEC62443 and industry best practices. 

Desire a detailed before-and-after 

analysis with comprehensive details 

on how to deploy security controls. 

You want to evaluate the risk profile of 

your OT assets and understand the 

consequences upon failure or when 

compromised. Every risk/vulnerability 

and specific recommended actions to 

mitigate threats. 
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Customer Requirements: 
• Identify a team with the following expertise: 

o A cyber security expert and/or manager: 

o A technical expert of the System(s) under Assessment 

• Agree on dates and times for the workshop 

• Provide the components of the System under Assessment (SuA) to ABB 

o Infrastructure drawings including topology, system, and network diagrams 

o Asset Inventory 

o Configuration files  

o Results of previous cybersecurity assessments (if available) 

o Rating scales, including consequences and likelihood, and a corporate risk matrix  

• Agree on systems and assets to be covered 

o Typical assets include but are not limited to:  

• Business servers  

• Personal computers 

• Engineering workstations 

• Operator consoles for HMIs 

• Distributed control system (DCS) 

• PLC 

• SIS controller 

 

 

Offer valid until September 30, 2026, in Canada only. 

Please contact your local Account Manager or Service Centre Manager to discuss this loyalty offer further 

and see how ABB can meet your needs. The ABB team is here to support you. 


