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1.1

1.2

1.3

AC500 V3 AND OPC UA

Introduction

Scope of the document

New generation of AC500 PLC’s (V3) support OPC UA as a new Communication Opportunity.
This document describes how to configure the AC500 to enable this protocol an also to work
with UaExpert as an OPC UA Client.

Compatibility

The application example explained in this document have been used with the below engineer-
ing system versions. They should also work with other versions, nevertheless some small ad-
aptations may be necessary, for future versions.

e AC500V3PLC

e Automation Builder 2.2.0 or newer

Overview

HMI
OPCUA Client

AC500 V3 with OPC UA Server
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2 General

2.1 AC500 OPC UA Features

OPC UA server can be added as an Object below the Ethernet Interfaces ETH1 or ETH2. Then
you can access the variable interface of the controller via a client. At the same time, communi-
cation can be protected by means of encryption.

The CODESYS OPC UA server supports the following features:
e Browsing of data types and variables
e Standard read/write services
¢ Notification for value changes: subscription and monitored item services
e Encrypted communication according to "OPC UA standard (profile: Basic256SHA256)"

¢ Imaging of the IEC application according to "OPC UA Information Model for IEC
61131-3"

e Supported profile: Micro Embedded Device Server Profile

e Sending of Events according to the OPC UA standard

2.2 Key Figures for OPC UA Server

PM5032 | PM5052 | PM5072 | PM5630 | PM5650 | PM567x
No of Tags 125 250 1000 1000 5000 30000
No of Clients 5 5 10 10 20 50
Min. Sample Rate (ms) 1000 1000 1000 500 100 50
Queue Size 50 50 50 50 50 50

This figures always must be used in the context of the Application
e CPU/PLC Load
e Task Cycle Times

e Publishing Interval
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2.3

2.3.1

AC500 V3 AND OPC UA

Operation Modes

Different Modes are possible with OPC UA

Polling
e With a defined interval, the objects will be continuously updated
e Create higher load then Subscription

e Recommended only for a few Symbols

Subscription
e Updated objects depending on the Publishing Interval and Filters

e Method to reduce Load
e Different Intervals

e Filter possible

Pub/Sub not yet supported

Further Descriptions are referencing to Subscriptions

Subscription

Client defines a group of Symbols with

Publishing Intervall Interval, in which server publish Data to Client

Sampling Intervall Interval for sampling (and storing) Data at Server and send in each
Publishing Interval

Queue Size Array of Data to save Data if sampling Interval is faster than Publish-
ing Interval

Data Change Filter Can be used to reduce traffic from Server to Client. Criteria are
Change of Data, Change of Status, Change of Time Stamp. (AC500 is
fix configured for Change of Data and Change of Status)
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2.4

Vanable ™~
\ Value

Sampling

Intervals Monitored ltem queues

\

-_N Data Changes

ates
Varnable 4
Value
/
Object Events v
Event [ —M
MNatifier

subscription

c MNotifications

T

Publish
Interval

Recommendations for Using OPC UA

Define only Variables you need as Symbols

Do not configure Publishing Intervals to small (increase load)

Use different Subscriptions with different Publishing Intervals in order to decrease load

Do not use Sampling intervals faster than Publishing Interval as long as AC500 OPC UA
Server don ‘t support Queue Size different from 1

Be careful: Setting ,,0“at Sampling Interval at Client will be interpreted in Server as ,as
fast as possible “, (see table in chapter 2.2) at AC500 and create a high load.

3ADR010661, 1, en_US



AC500 V3 AND OPC UA

3 Basic Communication
3.1 Preparing AC500 Project

e Create a new project in Automation Builder 2.1 or newer. Choose AC500 V3 PLC (PM5630,
PM5650, PM5670 or PM5675)

e Add OPC UA Server to the Ethernet Port you want to use

-3
File Edit View Project Build Online Tools Window Help BACMet [EC61850
S= =R #4 &) O | 8% | 0F =
Devices S m =N 1
=9 PMssA0 LA_ABET Add object below : ETH1 [
= [T PLC_ACS00_V3 (RM5670-2ETH - TB5620-2ETH)
=B pLC Logic F& Object path: T
=i} Application PLC_ACS500_V3iInterfaces'\EthernefiETH1 ge
2 D!\agnns\s Object name Mer
m Library Manager
PLC_PRG (PRG)
B8 Symhol Configuration Categories e |3%c—.- ch object L
= [T )
Igsk Cenfiguration ' Eth.en?at protocols Mame Short Description  Version Onde
5 Task i+ Seripting .
8] pLc_PRG . Uncategarized K5 BACnet IP dataiinic 1510
S 5| FTP Server 31300
& VIS0 Tk 7 IEC 60870-5-104 Controlstation 3300
) veuklems. v prg i IEC 608705104 Substation 3300
= Visualization Manager 5| [EC 61850 Server 4054
&8 webvisu [ Kmx 4000
@ Visualization 2| Modbus TCP/IP Server 33.00
10_Bus [ netCorfig 3300
Mg Interfaces 2] OFC UA Server 3300
= com_1(com 1) L[ Serpt
HIT) CAA_SerialCom (CAA SerislCom) 4 SNTP Server 3300
- 2l Web Server 33.00
£ CAN(<Empty>)
= a Ethernet
=@ ETH1 QP Settings)
m MetConfig (NetConfig) < >
= EmH2 (P settings) Close this dialog after each transaction [ Display all versions
m MetConfig_1 (MetConfig)
g Protocols (Client Frotocols) Reset filter Close
= ‘j Extension_Bus
K siot 1 (<Empty>)
L Slot2 (<Empty>)

e Declare some variables of different types in the PLC_PRG program.
e Add a “Symbol configuration” object below the application.
e Activate the option “Support OPC UA Features” in the dialog “Add symbol configuration”.

[z Settings 'l Tools ~

1 Support OPC UA features
[<1> Incude Comments in XML
‘ Incdude Node Flags in XML

| Configure comments and attributes...

Configure synchronisation with IEC tasks... (
Optimized Layout ¥

Use empty namespaces by default (V2 compatibility)

Enable direct 1/O Access

Indude call info

Enable Symbol Sets

e Open the symbol configuration in the editor.
e Click “Build”.

e Thevariables are displayed in a tree structure.
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3.2

e Activate the variables that you want to change with an OPC UA client. Specify the access

rights.

Fil Edit View Project Build  Online

A& PM36T0_UA_AB23.project - Automation Builder 2.3 - Premium

Debug Teols Window Help BACMet IEC61830
QEE & oo (# O | & | o8 @
Devices > 3 X i Library Manager

=3 AMSET_UA_AB23
= (@] PLC_ACS00_v3 (PMS670-2ETH - TB5620-2ETH)
=Bl PLC Logic
= 1} Application
# I Diagrosis
(i) Library Manager
PLC_PRG (PRG)
™8 symbol Configuration
= [# Task Configuration
= Task
) pLc_PRG
= g visu_TasK
) visuElems.Visu_Prg
=) visualization Manager
8 webvisu
@] visualization
10_Bus
=B Interfaces
=61 coM_1(com 1)
M CAA_SerialCom (CAA SerialCom)
K CAN (<Empty>)
= & Ethernet
= ETH1 (P Settings)
[ netCanfig (NetConfig)
i OPC_UA_Server (OPC UA Server)
= ETH2 (P Settings)
() NetConfig_1 (NetConfig)
@ Protocols (Client Pratocols)
=B Extension_Bus
£ Slot 1 (<Empty>)
£ Slot 2 (<Empty>)

B8 Symbol Configuration X PLC_PRG
|| [ view ~ | #¥ Build |2 Settings - Tools +

Changed symbol configuration will be transferred with the next download or online change

Symbols

+ [7[2] constants

* D IoConfig_Globals
[£] PLC_PRG

# bTest3

# rTest2

# wTestl

e Download the project to the controller.

Assign PLC Name

Access Rights

L

Maximal  Attribute Type Members Comment
» BOOL
» REAL
» WORD

Depending on the application it could be necessary, that the PLC get a dedicated name in-

stead of the default name

e Double Click to the OPC UA server

ABB PM5E70_UA_ABZ3.project” - Automation Builder 2.3 - Premium

File Edit View Project Build Online

PLC_PRG

i OPC_UA_Server x

Debug Tools Window Help BACNet IECE1250
e d & & %) l ik | L2
Devices > I X i) Lbrary Manager W2 Symbol Configuration
=0 Py LA AB23 T} || parameter Type Value
=-[T) PLC_AC500_V3 (PMS670-2ETH - TB5620-2ETH)
= [ PLC Boot parameters
=& pLc Logic
. o % Use node name BOOL FALSE
=1L} Application

*+{) Diagnosis
) Lbrary Manager
PLC_PRG (PRG)
"2 Symbal Configuration
= (& Task Configuration
=& Task
& rLc_prG
=-g vIsU_TasK
& visuElems. Visu_Prg
= il Visuzlization Manager
& webvisu
& visualization
{3 10_8us
= B Interfaces
= com_1(com 1)
M caa_serialcom (CAA SerislCom)
K CAN (<Empty>)
=-£% Ethernet
= EMHL (P settngs)
[ MetConfig (NetConfig)
2 OPC_UA_Server (OPC UA Server)
= e™H2 P settings)
(@ NetConfig_1 (NetConfig)

@ Protocols (Client Protocols)

Set this parameter to True

3ADRO010661, 1, en_US
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3.3

AC500 V3 AND OPC UA

BACNet IECE1AS0 v

W Acrms |3 s Bonfgeaton | 7] MEACS0OVE X =

PR AB
= (0 wec_scsm vz puss = - TasE D )
= B9 Acooc

- O applecation

- [@ Demarl) [ 0 warmingis) [@ 0 messageis) | %

o 6050 ok @ ]

e Choose “Rename Active Device”

Change Device Name X
Device name
Current PM5670
New (= v
Concel

e Define new Name and OK

e Name will be transferred to PLC

Configure OPC UA Test client UaExpert

The OPC UA client "UaExpert" is freely accessible software that you can download from the
Internet. Using this client, you can connect to the AC500 OPC UA server. The following de-
scription refers to this pro- gram. Other OPC UA clients work in the same way.

e Start UaExpert

u Unified Automatien UaExpert - The OPC Unified Architecture Client - NewProject

File  View Server Document Settings  Help

DN PEE =0 x4l RO

Project B X Data Access View

v [1 Project # Server
A servers
v~ [1 Documents
[0 Data Access View

e Add server

3ADRO010661, 1, en_US 9



10

' Add Server

Configuration Mame

Discovery Advanced

Endpoint Filter: | Mo Filter

. Local
~v 9 Local Network
& Microsoft Terminal Services
& Microsoft Windows Netwark
&2 Web Client Netwgrk
~ &% Reverse Discovery T/\\»
4 < Double click to Add Reverse Discovery... >
~ ¥ Custom Discovery
4 < Double click to Add Server... >
() Recently Used

Authentication Settings

@ Anonymous

Username

Password

Certificate

Private Key

Connect Automatically

OK

Cancel

e Add server

B Enter URL

? x

Enter the URL of a computer with discovery service running:

e Fillin the TCP/IP Address of AC500 and Port 4840 (Default Port)

3ADRO010661, 1, en_US



AC500 V3 AND OPC UA

B Add Server 7 x B 2dd Server ? X

Configuration Name |pM5670

[of Name |PM5670 ‘

Discovery  Advanced Discovery  Advanced

Endpoint Filter: | No Filter - s Informati
erver Information

2. Local

o 8 Local Nebwork Endpoint Url
ocal o

> & Microsoft Terminal Services Reverse Connect

» & Microsoft Windows Netwark seauity Setings

> & Web Client Network
v % Reverse Discovery Security Policy None -

4 < Double click te Add Reverse Discovery... >
~ ¥ Custom Discovery
4 < Double click to Add Server... »
> @ opeitep://192.168.0.70:4840 @ anonymous
(-) Recently Used

Message Security Mode | None -

Authentication Settings

Username: Store

Password

Certificate

Private ey

Session Settings

Authentication Settings

(@ Anonymous

Username Store
Password
Certificate
Private Key
Connect Automatically Connect Automatically
Cancel Cancel
e Take care also to the Advanced Tab
e OK
e Server will be automatically connected
- Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®
D@ © + Xed B
Project & X Dats Access View
v [ Project # Server MNode Id Display Name Value Datatype ou
v [ Servers
2y PMsETD

v [1 Documents
[3 Data Access View

N

Address Space 0 X
# | No Highlight -
I3 Root
viD Objects

> & DeviceSet

> & Server
> [ Types
> 12 Views

3ADRO010661, 1, en_US 11



12

e Open the Project tree in Address Space Window

Address Space

£ |No Highlight

) Root L

v [ Objects
~ % DeviceSet

e

v % AC500 PM5Gcc-2ETH
~ & Resources
v @ Application
¥ DeviceManual
¥ DeviceRevision
&% GlobalVars
¥ HardwareRevizion
¥ Manufacturer

¥ Model
v & Programs
v & PLC_PRG
@ bTest3
A rTest?
0 wTestl

¥ RevisionCounter
¥ SerialMumber

..

~

e Drag and drop the need Symbols to “Data Access View”

[ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®

File View Server Document Settings Help
W= 1 — & ~
DePEOQ =0 X%8 B ED
Project & X| Data Access View
v [ Project 2 Server Node Id Display Name Value Dstatype jource Timestamy Server Timestamp  Ststuscode
v [ Severs 1 PMsET0 NSd|String|[varl... bTestd true Boolean 01:41:27.075 01:41:27.075 Good
2y PMS6TD 2 PM3670 NS4[String|jvarl.. rTest2 501508 Float 01:41:59.952 01:41:59.952 Good
3 PM3670 NS4[Stringlvarl... wTest] 54224 Ulnt16 01:42:00.277 01:42:00.277 Good
~ [1 Documents
[3 DfyAccess View
Address Space 8 X
3 No Highlight -
(32 Root ~
~ I Objects

v &% DeviceSet
v & AC500 PM56x-2ETH
v & Resources
v @& Application
@ DeviceManual
# DeviceRevision
& GlobalVars
@ HardwareRevision
¥ Manufacturer
@ Model
~ & Programs
~ & PLC_PRG
> @ blest3

# RevisionCounter
@ SerialNumber

3ADRO010661, 1, en_US



AC500 V3 AND OPC UA

3.4 Change Subscription or Sampling Rate

Publishing and Sampling Intervals configured in UAexpert

Right Mouse Click on an Item in “Data Access View”
5& Remove selected nodes
Add custom node...

Subscription Settings...
Set Publishing Mode...

Set Monitoring Mode...

. Subscription Settings &Ig1
Publishing Interval: 1000 E
Life Time Count: 2400 =
Max Keep Alive Count: 10 =
Max Motifications Per Publish: 0 =
Priority: 0 =
@ Show count values () Show counts as ms
[ Ok ] [ Cancel
L = = -

Life Time Count:

Number of Publishing Intervals in which Client must send Publish requests to the
Server. After this period without request from Client, subscription in Server will be de-
leted

Max Keep Alive Count:

If there are no new data to send, Server can skip an Publish Interval. After the Alive
Count, Server must send, even if there are no new data.

- -
. Monitored Item Settings m

]| M

Queue Size: 1

Discard Qldest:
[ Data Change Filter
Data Change Trigger: | StatusfValue -
Deadband Type: Mone -
Deadband Value: 0,00 v

Ok ] [ Cancel
. ]

3ADRO010661, 1, en_US
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4.1

14

Certificate based Communication with
anonymous Account

Create certificate at AC500

Prerequisite: Battery is inserted, and Clock is set to actual Time

To work with encrypted communication with certificates the first step is to create a certifi-
cate for OPCUA Server.

sk PASGus OPCUS Use 364 Toba project - Automation Buder

Be Et Yew foect Bad Qrine Qg [ods fndow e

=8 3 L - RS

erces -1 x_l ®; SwibolConfigassen (7] FLCACSO0VI X

Double Click to Security Screen Button

¢ Struct 2 PLC_ACS00_V3

User f:)

L
Project —J
Devices

PLC_FRG ¢ Struct_1 ¢ Struct 3

B8 gymbol Configuration e Security Screen X

Information

= [ rLc_acsoo_vs

Own Certificates
Trusted Certificates
Unstrusted Certificates
Quarantined Certificates

S

If the Information Windows are empty push Refresh Button

Go to Devices

Select PLC_AC500_V3

Information
[ opcua Server |
. IoDrvFTPServer (not available)
+ CmpMQTTClient (not available)
» Encrypted Application {not available)

. Web Server (not available)
« Encrypted Communication {not available)

o]

Go to the Right Window and select “OPC UA server (not available)” and push the upper
Button (Create a new certificate on this device)

3ADR010661, 1, en_US



AC500 V3 AND OPC UA

P2 Stuct2 g PLCACS00V3 5] PLCPRG % Stuctl | P¢ Stuct3 ™3  Symbol Configuraton R Security Screen x
User Information @ Information Issued for Issued by 1
ﬁi = m PLC_ACS500_V3 » .| OPC UA Server (not available)
Project
1 EF Own Certificates E » loDryFTPServer (not available)
Devices Trusted Certificates » CmpMQTTClient (not available)
£ Unstrusted Certificates « Encrypted Application (not available)
— 5 qQuarantined Certificates « Web Server (not available)
T B » Encrypted Communication {not available)
Certificate Settings X
Key length (bit)
Validity period (days)
e Choose 4096 as Key Length and push OK
e Creation lasts about 2-3 Minutes
- X
> BACNet IEC61850 Wl
> @ O
|| Bz sz | mcacsaws PCPRG [P swci [Py swuces 2 Symbol Configuration ) ) Security Screen X |
User @ | Information 3| information Issued for Issued by Valid from Velid until
# | = @ rcacsoovs IX ) opc uA server oPCU M OPCL 26TH 24112020 15:28:18 24112021152
Project
5 Own Certficates 4 ToDrvFTPServer (not available)
Devices B# Trusted Certificates Iﬁ » CmpMQTTClient (not available)
F# Unstrusted Certificates , Encrypted Application (not availzble)
E5 Quarantined Certifcates . Web Server (not available)
+ Enaypted Communication (not avaiable)
¢ Logout
e Cycle Power
e Login
18 PIASES0_ U prject - Automation Bslder 2.3 - remium - 8 x
e Edt Vien Projet Buld Onine Debug Took Window Help BACNer ECEIISD v
N W e RN I L R e
e TR % s 5 mcaomy ) Moms g sme  [9p s (93 SwedCdosewn Q) SecurmyScreen X .
= Iusa @ [ information 13| intomation suedfor sued by Valid from ol unt Thumbgeint
o | - FAcaeRn X % crcunsene POUSrVer SMISTS T CPOMSenerOPMISS T MIL200 152038 MILNZ 15308 EFIHERAND:
Pt O Carthcntes 7 YDeTPSerer (ot svaisie)
T P
£8 unanated Corsianes © Eno ot Ackcaton (ot avalib)
¥ Qurantred Certicates FEETeE—
+ By Commncation (ot wvsieie)
= 8B Tk Contipmatin
=T
e Certificate is created on the Controller
@ Security Screen  [[E] PLCPRG (™2 Symbol Configuration [l OPC_UAServer  |fj PLC_ACSOOV3 | J
User Information || mformation Issued for Issued by Valid from Valid until
%= @ rcacsoovs &5 ope uaserver OPCUAServer@PMSS70  OPCUAServer@PMSS70  03.08.2018 10:07:16  31.07.2028 10:07:16
Froject E5] Own Certficates .+ ToDrvFTPServer (not avaiable)
Devices B8] Trusted Certificates  Encrypted Application (not available)
8 Unstrusted Certificates . Web Server (not available)

B3l Quarantined Certificates

Upload the Certificate to your PC

3ADRO

+ Encrypted Communication (not available)

10661, 1, en_US
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4.2

16

Create certificate at UaExpert and download to

AC500

A new Server Configuration is necessary

r' Add Server

=

Configuration Name

Discovery Advanced

Endpoint Filter: [N Filter

2, Local
4 % Local Network
> &9 Micrasoft Terminal Services
o E’ Microsoft Windows Metwork
> & Web Client Network
4 @ Custom Discovery
|+ < Double click to Add Server... »
=) Recently Used

Authentication Settings

@ Anonymous

_ Username
" Password Store
_ Certificate
" Private Key
Connect Automatically
[ oK ] [ Cancel

b

Add server

B Enter URL ? *®

Enter the URL of a computer with discovery service running:
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' Add Server ?

Configuration Name |PM5&70

Discovery Advanced

Endpeint Filter: | No Filter

1. Local
hd @ Local Metwork
> ## Microsoft Terminal Services
> &2 Microsoft Windows Network
> ## Web Client Network
v &% Reverse Discovery
4 < Double click to Add Reverse Discovery... »
v &% Custom Discovery
“ < Double click to Add Server... >
> O, opctep://192.168.0.70:4240
(=) Recently Used

Authentication Settings

@ Anonymous

Username Store

Password

Certificate

Private Key

Connect Automatically

Cancel

Switch to Advanced

3ADRO010661, 1, en_US
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B server Settings - PMS670 ? *

Configuration

Configuration Mame | PM5&70 |

Server Information

Endpoint Url |opc. tep://192. 168.0. 70:4840 |
Rewverse Connect |:|

Security Setlings

Security Policy |Basic2565ha256 \d

Message Security Mode |Sign & Encrypt - |

Authentication Settings

(®) Anonymous

Username Store

Password

Certificate

Private Key

Session Settings

Session Mame

Cancel

UAexpert Setting
Manage Certificates

3ADRO010661, 1, en_US




AC500 V3 AND OPC UA

Bl Unified Automation UsExpert - The OPC

= S E=stey )
Fle View Server Document Help. -
DePDBE 4% "o E -
P "‘\?’E'WW
4 8 Projat : Manage Cesticates.. Dpley Nome

© awbutes ax
Value Dstatype  iource Timestamy server Timestamy  Statuscode 9P @ °
B Serven: Attribute Value
0 pmsero
B Documens
B Dots Acces
rddemson 8%
Reterences &x
o Forward + [+]
Reference Trges Diplaylame
Log &%
%8
|nm¢.mp Source Server Message -
20180803707 Uskapernt Loaded UsEspent's cenicate.
21808007, ServerNode  PMSEN ‘Could net connect to server: BadCemmunicationtrrer

e Create a Certificate in UAexpert

Certificate Revocation Lists
Numbzl Valid From Mext Update Organization OrganizationUnit
< | m d 3
(copy Appication Certificate To...| [Create new Application Certificate... | [Open Certificate Location|
OK

3ADRO010661, 1, en_US
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20

[
- Mew Application Instance Certificate

i

Subject:

Common Mame:  UaExpert@ACP3| W
Organization: ABE Automation Products GmbH L4
Organization Unit: €3
Locality: Heidelberg L
State: Baden L2
Country: DE L
(Two letter code, e.g. DE, US, ...)

OPC UA Information
Application URI: |urn:DE-L-0235700:UnifiedAutomation:UaExpert L 4
Domain Names: DE-) 0755708

L
IP Addresses:

8

=

Certificate Settings

RSA Key Strength: 4096 bits ~ | Signature Algorithm: Certificate Validity:

[] Password protect private key

Password:

Password (repeat):

- Manage Certificates

A=)

Trusted | Issuers | TLS Issuers

Certificates

Status MNarme Valid From Valid To Organization
@ Trusted MatrikonOPC UA ... 12,08.201515:... 12.08.2025 ...

i Trusted Matrikon Industri... 17.03.2016 17:... 15.03.2026 ...

. Own Certificate UaExpert@ACP3 03.08.2018 08:... 02.08.2023 ... ABB Automatio)
4 1 r

Certificate Revocation Lists

Numb*er Valid From Mext Update Organization OrganizaticnUnit
4 1n | 3

I-Copy Application Certificate To...I [Create new Application Cerh’ﬁ&:te...l [Dpen Certificate Lo&:h’onl

o

Copy this Certificate to your PC

3ADRO010661, 1, en_US



AC500 V3 AND OPC UA

e Uploadto AC500

@ Sccurity Scrcen x (5] PLCPRG ™8 SymbolConfigwaion | (4 OPC_UA Server PLCACSI0 V3 [t COMA Online Awess |
User Information 150 || nformation  lssued for Issued by Valid from Valid until Thumbprint
= [@ pLc_acsoo vz = UsEXpert@ACP3  UsEvpert@ACP3  03.08.201809:45:42  02.08.202308:45:42  FECFEE16C37E33DAICA8C 53595 TE46F SAF
R Onn Cer tificates.
Devices [FE Trusted certtcates
[ Unstrusted Certficates

[ Quarantined Certificates

e Connect

La ™
. Certificate Validation m

validating the certificate of server 'OPCUAServer@PM5670 returned an error:

6 BadCertificateChainIncomplete

Certificate Chain

Mame Trust Status
€3 OPCUAServer@PMSET0 Trusted

Certificate Details

unable to get local issuer certificate [BadCertificateChainIncomplete]
unable to get certificate CRL [Bad CertificateRevocationUnknown]
unable to verify the first certificate [BadCertificateChainlncomplete]

Common Mame OPCUAServer@PM5670
Organization

OrganizationUnit

Locality

State

Country

DomainComponent

Commeon Mame OPCUAServer@PM5670
Organization
OrganizationUnit

m

Lecality

State

Country

DemainComponent

Valid From Fr3. Aug 10:07:16 2018

Valid To Mo 31, Jul 10:07:16 2028

Trust Server Certificate

Accept the server certificate tempararily for this session [ Continue ] [ Cancel

]

e Accept and Continue

i ™
. Connect Error g

L& Tgnore to suppress the error and continue connecting.

a Error 'BadCertificateHostMamelnvalid' was returned during CreateSession, press

[ Ignore ][ Abort

3ADRO010661, 1, en_US

21



22

e PushlIgnore

e Checkin UAexpert

e Settings

e Manage Certificates

u Manage Certificates

2. - |

Trusted | Issuers I TLS Issuers |

4 | 1

Certificates
Status Marme Valid From VYalid To Organiz
w" Trusted MatrikenOPC UA Wrapper for COM ... 12.08.201515:... 12.08.2025...
" Trusted Matrikon Industrial UA Gateway for M., 17.03.201617:... 15.03.2026 ...
" Trusted OPCUAServer@PMS5670 03.08.2018 10:... 31.07.2028 ...
. Own ... UaExpert@ACP3 03.08.2018 09:... 02.08.2023.. ABB Au

Certificate Revocation Lists

Number Valid From Mext Update

Organization

€| i

OrganizationUnit

k

[Copy Application Certificate To.. J [Create new Application Certificate.. ] [Open Certificate Locah'on]

C o]

User-management-based communication

User Management gives the opportunity to have different rights for different user groups,

e.g. a user group Operator is able to see all Values in a HMI system and give some commands
to the process behind. Another user group Maintenance have the same rights but in addition
the group has the Right to change Parameter which have influence to the function of the pro-

cess or machine.

To avoid reading of username and password from the Network it is recommended to use en-

crypted communication when inserting username and password.
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AC500 V3 AND OPC UA

PLC online OPC UA Visualization FTP server

User g user access user access
b

Management security mode settings and settings and

for AB PLC security mode security mode
symbol rights for integrated
settings visu, WEB visu

and Remote

Target visu (RTV)

Project

PLC online OPC UA Visualization FTP server

access handling access handling access handling acces handling

Working with AC500 V3 and Automation Builder V2 enables a couple of opportunities:

Automation Builder
® Encryption of a project

® Working with User Groups and Users within one Project

AC500 PLC
e General User management for one PLC (mostly Login)
e Encrypted Communication for Login
o OPCUA Server (different symbol sets for different User Groups, different rights on
symbols for different Groups)
e Encrypted Communication between OPCUA Client and Server

5.1 Certificates

See also Chapter 4
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5.2

File Edit View Project Build Onlne Debug
G=E=E & # )
~
Devices -~ O X
=5 AMEEx OPCLIA_ User =]
- £[ZJ PLC_AC500_V3 (PM5670-2ETH - TB5620-
=2l PLC Logic
=1} Application
m Library Manager
PLC_PRG (PRG)
- Symbol Configuration
= @ Task Configuration
= @ Task
] pLC_PRG
10_Bus
= H Interfaces
=3 comM_1(coM 1)
M CAA_SerialCom (CAA Serial
K CAN (<Empty=)
a Ethernet
S e o
e Push the refresh Button
e You will be asked for a Username and Password
e Insert “Administrator” for Username and Password
e Then you will be asked for a new Password
[ ]
[ ]

Tools  Window Help

% om
=
Communication Settings
PLC Settings
Version information
Statistics
Files
Log

PLC Shell

Symbol Configuration

PLC_PRG
4

Users and Groups

Arress Rinhts

Create and configure User Management at AC500

PLC_ACS00_V3 X

Device user: Anonymous

To get started, either connect to a device to upload it

After doing this you get a Default user management System

Be aware, that with a activated User Management always User Name and Password is

needed to connect to PLC.

5.2.1 Create User Groups and User
] Device user: Administrator J
Synchronized mode: All changes areimmediately downloaded to the device.
Users
+- 8  Administrator & Add..
# Edit..
le & Delete
Groups
+ @2 Administrator & Add..
oo
+- 83 service 4 Edit..
8 watch & Delete
Push “Add” in Groups Area
24 3ADR010661, 1, en_US



Add Group

MName: OPCUA_1

Group members;

[] Group Administrator

GroupDeveloper

[] Group Everyane

=1 = e w a

Push “Add..” in Users Area

Add User

Name: User_1|

Default group:

[opcua_1

Password:
Confirm password:

Password strength:

ISR () Hicepassword
Password can be changed by user
[] Password must be changed at first login

Cancel

Fill in User Name and Password

AC500 V3 AND OPC UA

Devices * B X 2 symbal Configuration | Ubrary Manager PLCPRG '] PLC_ACS00_V3 x| OPC_UA Server
= 5] AMSEI: OFCUA_Usser_add Tab -
= [ PLC_ACS00_V3 [connected] (PMS670-25TH) Communication Settings [ pevieuser: Administrator
=B pLc Logic Synchronized mode: All changes areimmediately downloaded to the device.
= £} Application PLC Settings

il Library Manager
PLC_PRG {PRG)
®:3 Symbol Configuration
= [ Task Configuration
=8 Task
@] PLC_PRG
10_Bus (Ij0-Bus)
= Mg Interfaces (Interfaces)
=B COM_1(COM 1)
M) CAA_SerialCom (CAA SerialCom)
L ocan
=g% Ethemet (Ethernet)
= § ETHL 0P Settings)
[ nMetconfig (NetConfig)
15| OPC_UA_Server (OPC UA Server]
=@ ETH2 (P Settings)
[ MetConfig_1 (NetConfig)
@ Protocols (Client Protocols)
= BZ Extension_Bus (Extension Bus)
K siot_1
K Siot 2

Version information

Statistics

Files

Log

PLC Shell

Users

#-8  Administrator
H 8 Usert
-8 User_2

Users and Groups

Access Rights

Symbol Rights

PM5670-2ETH Hardware

PM5670-2ETH Parameters

Task Deployment

Applications

Backup and Restore

Groups

*-83 Administrator

# @3 Developer

+ -8 Everyone

%88 oPCUA_1

* 8 Service
81 watch

Be sure that the Refresh Button is activated, because all the User, User Groups and Access
Rights will be transferred directly to PLC and will be saved only directly in PLC.

Actual PLC User can be seen in the Headline of the Dialog.

As long as no Power Cycle is made at PLC and Automation Builder was not closed and reo-
pened you can connect without inserting Username and Password (same User).

To change User please use Menu Online

3ADRO010661, 1, en_US
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Datei  Maschine Anzeige Eingabe

Gerdte

Hilfe

AEE PMB56io OPCUA_User.project - Automation Builder

File Edit View

Project Build | Online | Debug Tools Window Help

S H & 4 Login [PLC_AC500_v3] Alt+F8
@8 Logout [PLC_ACS500_v3) Ctrl+Fa
Devices Create boot application [PLC_AC500_¥3]
=5 AMSExx_OPCLIA_Lkser Logoff current device user
= [ PLC_ACS00_v3 (PM5670-2 Donrload
=Bl PLE Logic

=1} Application
m Library Manag
PLC_PRG (PRE 3
- Symbaol Config
= @ Task Configurz

= @ Task

& pLC_p

10_Bus

- -

Orline Change

Source download to connected device
Download Manager. ..
Reset warm [PLC_ACS500_V
Reset cold [PLC_ACS500_V3]
Reset origin [PLC_ACS500_V3]

Virtual Mode

Next time you want Login, you will asked for User Name and Password

Create different “Symbol Sets”

PLC_PRG X

Devices - 0 X

=-E PMSEe OPCLIA_User
= PLC_ACS00_Y3 (PM5670-2ETH - TB5620-2ET]
== PLC Logic
=-1C} Application
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
=58 Task
& pLC_PRG
10_Bus
= ﬂ Interfaces
=8 com_1(com 1)
M CAA_SerialCom (CAA SerialCon
L CAN (<Empty=)
= a Ethernet
=-ff] ETH1({P Settings)
m NetConfig (NetConfig)
4 OPC_UA_Server (OPC UA 5¢
=-F EHz2 (1P Settings)
ﬁ NetConfig_1 (NetConfig)
ﬂ Protocols (Client Protocols)
= ‘ﬂ Extension_Bus
L slot_1(<Empty=)
L Slot_2 (<Empty>)

(=T )

R I R S

T N

o G R

1 m

(=T

B R

PROGRAM FLC_FRG

WAR
Testcounter_1:WORD;
Testcounter_2:WORD;
Testcounter_3:WORD;
Testcounter 4:WORD:
Testcounter 5:WORD:
Testcounter_6:WORD:
Testcounter_7:WORD:
Testcounter_8:WORD;
Testcounter_ 9:WORD;
Testcounter 10:WORD;

Testcounter_11:WORD;
Testcounter 12:WORD;
Testcounter_ 13:WORD;
Testcounter_14:WORD;
Testcounter_15:WORD;
Testcounter_16:WORD;
Testcounter_ 17:WORD;
Testcounter 18:WORD;
Testcounter 19:WORD;
Testcounter_20:WORD;
END VAR
Testcounter_1 :=Testcounter_1+1;
Testcounter_2 :=Teatcounter 2+2;

Testcounter_3 :=Testcounter_ 3+3;

Tastrrnntar A -—Tastrrntar AdLl-

Add Symbol Configuration to Application

Push ,,Build“ Button

Enable Symbol Sets
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AC500 V3 AND OPC UA

HEE PMSG:oc OPCUA_User.project” - Automation Builder

File Edit Wiew Project Buld Orline Debug Tooks Window Help

el S| . Rl =R I
Devices -~ 1 X PLC_PRG 2 Symbol Configuration X

=-15) PMSEXK_ OPCUA_User

- View
=-[@ PLC_ACS00_y3 (PMS670-2ETH - TBS620-26T]

Build ettings - | Tools -

— B0 PLC Loge default |4]| support OPC LA features Configure Symbol Rights ...
=€} Application Changed symbol configy <7 Indude Comments in X1
[] Indude Node Flags in XML
Symbols embers  Comment
PLC_FRG (RG] - [F] Constants Configure comments and attributes. .
Symbel Configurati
7 @J W:(v :" = ®-[F IoConfig_Gl Configure synchronisation with IEC tasks...
Task Configuration # 7 [§] PLe_PRG ) -
- Tosk Optimized Layout
@ & i PRG [[]  Enable direct 1/O Access
10_Bus
= l;herfaces Indude call information in XML
=)
= [ coM_1(comM 1) Enable Symbol Sets
M caA_SerialCom (CAA SerialCon

K CAN (<Empty>)
=-E% Ethernet
=@ ETH1 (P Settings)
[ netConfig (NetCanfig)
(2| OPC_UA_Server (OPC UA 5t
=@ ETH2 (P Settings)
(7 wetConfig_t (NetConfig)
@ Protocols (Client Protocals)
= HZ Extension_Bus
E  Slot_1 (<Empty>)
K Slot_2 (<Empty>)

Rename Symbol Set “Default” to “User_1" by pushing Button and fill in Name

default | (o | [
Changed symbol configuration will be transferred with the next download or online change

by Configure Symbol Rights ...

Symbols Access Rights Maximal  Attribute  Type Members Comment
+ |:| Canstants

- IoConfig_Globals
+-[F [E] PLc_PrG

Cancel
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Select symbols for Symbol Set “User_1"

Devices > B X | "3 Symbol Cc fion X ([fffl Library Manager PLC_PRG (i ]
=8 gﬁﬁf;ﬁ]ﬁﬂjﬁm , = View + | {3 Buld | £=2 settings ~ Todls ~
=B PLC Logic [DseLl ,] E
= 1 Application Changed symbol configuration will be transferred with the next download or online change.
1) orary vanager Symbols AccessRights  Maximal  Attribute  Type
% Constants
®% symbal Configuration 0
8 rok Contipration # (] [E] ToConfig_Globds
T = PLC_PRG
A @as PLCPRG # Testcounter_1 5 Kl WORD
0. goae # Testcounter_10 » » WORD
= o, [;tzrfaces (Interfaces) [ # Testcounter_11 K’ ViORD
F’g com_1tcom 1 [7] ¢ Testcounter_12 % WORD
- Testcounter_13 WoRD
M can_seralcom (caa serislcom) Oe - )
£ can [l # Testcounter_14 £ WORD
S et Ethernet) 7] # Testcounter_15 » WORD
S8 Emigesetings) [ # Testcounter_16 £ WORD
@ netConfig ;Emnﬁg) 7] # Testcounter_17 4 WORD
Testcounter_18 woRD
i OPC_uA_Server (OPC UA Server Oe - &)
S oo setngs) [7] # Testcounter_19 £ WORD
3 retconto gi Netconta) # Testcounter_2 Y "y WoRD
- Testcounter_20 WORD
@ Protocols (Client Protocols) o :m‘mmr’s y 2 wORD
=T Extension_Bus (Extension Bus) »
K sot1 @ Testcounter 4. Y Y WORD
€ stz # Testcounter_s kS » worD
3
= ¢ Testcounter_6 " % WORD
# Testcounter_7 % Kl WORD
# Testcounter 8 5 Kl WORD
# Testcounter 9 » » WORD

Add 2. Symbol Set “User_2” by pushing Button “+” and fill in Name

Select Symbols for Symbol Set “User_2”
View Build | [z Settings ~ Tools ~
User_2 L RN AR Al Configure Symbol Rights ...

Changed symbol configuration will be transferred with the next downlead or online change

Symbols AccessRights  Maximal  Attribute  Type Members  Comment
* D Constants

+-[][5] 10Config_Globals

PLC_PRG

[[] # Testcounter_1 " WORD
[[] # Testcounter_10 " WORD
# Testcounter_11 iy U WORD
# Testcounter_12 ™ " WORD
# Testcounter_13 "y " WORD
# Testcounter_14 iy 4 WORD
# Testcounter_15 " " WORD
# Testcounter_16 ™ " WORD
# Testcounter_17 K £ WORD
# Testcounter_18 ™ " WORD
# Testcounter_19 £ " WORD
# Testcounter_2 U WORD
* " “p VIORD
# Testcounter_3 £ WORD
# Testcounter_4 4 WORD
# Testcounter_5 " WORD
# Testcounter_6 " WORD
# Testcounter_7 £ WORD
# Testcounter_8 " WORD
# Testcounter_9 " WORD

5.4 Match Symbol Sets with User

* Select Symbol Rights
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5.5

Devices -~ 0 X
=15 ArSto OPCUA_User_add >
= &[] PLC_ACS00_Y3 [connecty
= B0 PLC Logic

= L} Application [run]

il Library Manage:

PLC_PRG (PRG),

"4 Symbol Configur
+-[8 Task Configurat]

[ 10_8us (1/0-Bus)
+ Mz Interfaces (Interfa
# @I Extension_Bus (Ex

@ Security Sereen
Communication Settings
PLC Seftings

Version information
Statistics

Files

Log

PLC Shell

Users and Groups
Access Rights

Symbel Rights
PMS670-26TH Hardiare
PMS670-26TH Parameters
Task Deployment
Applications

Backup and Restore
Status

Watch 1

AC500 V3 AND OPC UA

B2 symbol Configuration (@ PLc_Acs00 V3 x
D = Device user: Administrator
To get started, either connectto a device to upload its configuration orload a configuration from disc.
Symbol Sets Rights:
Groups Access

Push Refresh Button

Give Access Rights for the different Symbol Sets to the User Groups

G’ Security Screen

Version information
Statistics

Files

Log

PLC Shell

Users and Groups
Access Rights

Symbal Rights

™2 Symbol Configuration

[Z] PLC ACS00 V3 x

Do the same for User_2

=4 Application

User_2

Connect with UaExpert

Configuration of UaExpert is the same as with Anonymous Account

OPC UA Client can now connect with different Users

3ADRO010661, 1, en_US

Groups
Administrator
Developer
Everyone
OPCUA_1
OPCUA_2
Service
Watch

Access

[ I B CIN B |
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- Unified Automation UaExpert - The OPC Unified Architecture Client - User_1

File View Server Document Settings Help
DePBE =0 XKE8 0K «
Project @ X | Data Access View
4 [ Project = Server Nodeld Display Name Value Datatype rource Timestamp erver Timestamp
4 [ Servers 1 NS4|[String|[var]... Testcounter_10 MNull
2 MS4|String]lvarl... Testcounter 11 Mull
3 Testcounter_12 MNull
4 [3 Documents 4 Testcounter_13 Null
[ Data Access View 5 Testcounter_14 Null
[ MNS4|String]|var|... Testcounter 15 MNull
7 NS4 |String]|var]... MNull
... Testcounter 17 Mull
] Testcounter_18 MNull
10 Testcounter_19 MNull
11 NS4 |String||vi Testcounter_20 MNull

Address Space

A window appears

[EN==)

Please enter the user credentials for the connection
to the server ™

. Enter user credentials

Username: User_1

Password:  w

”
. Connect Error

A Error 'BadCertificateHostMamelnvalid' was returned during CreateSession, press
LE ‘Ignore to suppress the error and continue connecting.

[ Ignore ][

Abort |

Push Ignore

File View Server Document

lePEB + =

Project a

X

Settings  Help

oxyaleE|e

—

4 [3 Project
4 [ Servers

4 [1 Documents
@ Data Access View

x

Address Space &

Rz [Nc Highlight

& Root
4 [ Objects
4 & DeviceSet
4 S ACS00 PMS6:c-2ETH
4 & Application
@ DeviceManual
@ DeviceRevision
- & GlobalVars
% HardwareRevision
@ Manufacturer
@ Model
4 &% Programs
4 & PLCPRG
b estcounter 1
i |8 Testcounter 10

i

I [#3) Testcounter @

Data Access View

# Server Node Id Display Name
1 NS4String Testcounter 10
2 N34[String Testcounter_L

3 NS4String Testcounter 10
1 NS4[String Testcounter.

5 NS4[String Testcounter 3
6 NS4[String Testcounter.

7 NS4 [String Testcounter 5
8 NS4String Testcounter 6
9 NS4String teounter 7
10 NS4[String Testcounter 8
1 NS4[Stringvarl... Testcounter S

3ADRO010661, 1,
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Datatype
Ulntl6
Ulntl6
Ulntl
Ulntl6
Ulntl6
Ulntl6
Ulntl6
Ulntlé
Ulntl6
Ulntl6
Ulntl6

Statuscode

jource Timestamg Server Timestamg

2018-11-07T07:...

2018-11-07T07:...
2018-11-07T07:
2018-11-07T07:
2018-11-07T07:
2018-11-07T07:
2018-11-07T07:
2018-11-07T07:
2018-11-07T07:
2018-11-07T07:
2018-11-07T07:
2018-11-07T07:...

2018-11-07T07:...



AC500 V3 AND OPC UA

6 Events with OPC UA

6.1 Create/program events at AC500

The CODESYS OPC UA server provides the capability of sending standard OPC UA events

* Create a new project with a PM56xx controller
* Add an “Alarm configuration” object below the application

* Add an “A/arm class”object below the “Alarm configuration”. Specify a name, for ex-
ample Event

eamz -

3 (PMSGT0-2ETH - TESE20-2ETH)

Disply Otons for Alrm TableAlarm Banner
State Font Background Color Bitmap Tunspwent  Trarsparest Colot
rarma
active

* Select the acknowledgement method “REP”

* Add an “Alarm group”object below the “Alarm configuration”. Specify a name, for
example
= ApplicationEvent.

Totist & 4pplictonvert v Andiving | {ffneee) +| Deadivation

] Obsenvation Type Details Deactration Class Message Min.Pend. Tme  LetchVar1 Latch Var2

@] Waming
B sevisstorbrent
B mamsirage
] opictorbent
] oy erager ¢ y

8l A s )

. The new alarm group opens in the editor

* Add Events and change the following parameters:

vent
g;;;;;“m“ Details Deactivation Min. Pend. Time  Latch var 1 Latch
DN Mermstorage
PLC_PRG.sigeE v
ing FLC_PRG.ampevr.
FLC_PRG.smoseye

* Add an “Visualization” object below the “Application”
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* Add a “Symbol configuration”object below the application

b ofie e view
BEE& v

Symbols Access Rights Maximal  Attribute  Type Members
= E Constants
# CompilerVersion ) " VERSION
# RuntimeVersion " ) VERSION
- IoConfig_Globals
= FLC_PRG
] # Alarmi i BOOL
[ % Alarm2 " BOOL
7| # Counterl "y " WORD
# Eventbool " ) BOOL
# TBool " BOOL
# myMapping ‘0 customMapping
# simpleEvents iy SimpleEvent
# xChangeMapping 4y BOOL

Devices.

Comment

the compiler version as defined in the build options (not OEM Customized Version!

the runtime version number as defined by the device description.

* Addthelibrary CmpOPCUAProviderAlarmConfiguration to the library manager

» When the library is added, it connects automatically as a client to the alarm con-
figuration and sends the events to the OPC UA server

+ Define FB SimpleEvent with the different Trigger Methods

Project  Build  Online Debug Tools Window Help BACNet |EC61850

[ oo ®

~ 3 X MapPriority il Liorary Manzger

L slot_2 (<Empty>) /A 1
= {7 PLC_ACS0D_V3_1 (PMS670-2ETH - TBS620-2ETH) N
=-E1 pLC Logic n

VAR_INPUT
END_VAR
= > Application | Ve ouTROT
5| END VAR
=2 Alarm_Configuration o wr
4 Error 5 =0 var
£ Event 2 -
& 1o
4 warning 1
N ApplicationEvent
@Y Alarmstorage
{9 ApolicationEvent
+ 1) Diagnosis
i) Library Manager
=-[E] customMapping (F&)
5 MapPriority

METHOD TriggerError
VAR_INPUT

error:STRING;
END_VAR

=
message = error;

A Event Y nt oy nt

FUNCTION_BLOCK CustomMapping IMPLEMENTS CmpOPCUAProviderAlarmConfiguration.ICustomilarmToOl ng

i) Lirary Manager P

Rlarmmanager.AlarmGlobals.g AlarmHandler.RaiseEvent(Alm AlarmConfiguration Alarmgroup_IDs.ID ApplicationEvent, Alm ApplicationEvent Alarm IDs.ID_3):

METHOD TriggerError
VAR_INPUT

srror:STRING;
END_VAR

e
message i= £ITOL;

Alarmmanager.ilarmGlobals.g_AlarmHandler.RaiseEvent(Alm AlarmConfiguration Zlarmgroup_IDs.ID ApplicationEvent, Alm ApplicationEvent_Alarm IDs.ID 3):

PLC_PRG simpleEvent simpleEvent. TriggerError SimpleEvent. TriggerInfo
METHOD TriggerWarning
VER_INPUT
warning : STRING;
END_VAR
= =
message := warning;

SimpleEvent.TriggerWarning X |3  CustomMapping.MapPriority

il ub

2larmmanager.AlarmGlobals.g AlarmHandler.RaiseEvent (Alm AlarmConfiguration Alarmgroup_IDs.ID ApplicationEvent, Alm ApplicationEvent Zlarm IDs.ID 2);

+ Define FB CustomMapping with Method
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AC500 V3 AND OPC UA

IFila Edit View Project Build Online Debug Tools Window Help BACNet [EC61850
B[S o ca (@M AR5 ) a> @0

MapPricrity (@) oraryManager [ Event (/N 7Y i) LbraryManager | -
K slot_2 (<Empty=) " 1| FUNCTION BLOCK CustomMapping IMPLEMENTS CHpOPCUREroviderAlarmConfiguration.ICustomAlarml -

= [ PLc_ACS00_v3_1 (PMS670-2ETH - TBS620-26TH) ; ;’:;,gam
B PLE Logic )
= [} Application : ‘E’:}ﬂm
= Alarm_configuraton d s
4 Error 5 =0 var
4 Event 3| -
B 1nfo =
4 warning N

- applicationEvent
@8 Alarmstorage
D ApplicationEvent
#-I) Diagnosis
- (fi] Library Manager
=-[E] customMapping (F&)
5 MapPriority

m SimpleEvent I=M SimpleEvent. TriggerError m  SimpleEvent.TriggerInfo H

1 METHOD MapPriority : UDINT

2 VAR _INPUT

3 Severityhlarm : OSINT;
4 END VAR

N —

1 MapPriority := Severityllarm;
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* Inthe Program (for example, POU PLC PRG), add a program call for triggering the
eventalarm

PLC_PRG X SimpleEvent |fa  SimpleEvent.TriggerError |y SmpleEvent. TriggerInfo Fa ¢
1 PROGRAM FLC FRG

2 VAR

3 simpleEvents : SimpleEwvent:

myMapping : customMapping;
xChangeMapping : BOOL;

o

7 Eventlkocl :BOOL;
3 TBool:BOOL;

5 Counterl: WORD;
Ld Xlzrml: BOOL;
L1 Alarm2: BOOL;
L2 END VAR

1 IF xChangeMapping THEN
2 CrpOPCUAProviderRlarmConfiguration. SetCustomMapping (myMapping)
3 xChangeMapping := FALSE;
END IF
simpleEvents();
IF Counterl>1000 THEN
7 simpleEvents.TriggerInfo('Hallo Welt');
Counterl i
end if

o

L1 IF Llarml THEN

L2 simpleEvents.TriggerWarning('5010");
L3 Alarml :=FRL3E;

END_IF

r
o

IF Alarm2 THEN
L simpleEvents.TriggerError ("5020");

L8 Rlarm2 :=FALIE;

L5 END IF

il Counterl r=Counterl+l;
12 Eventkool :=TBool;

* Send the project to the controller and start it

6.2 Monitoring of events with the OPC UA client
"UaExpert"

* Start the "UaExpert" Program

* Click “Server Add”
o The “Add server”dialog opens.
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B Server Settings - PMS670 7 x

Configuration

Configuration Mame |PM56?D |

Server Information

Endpoaint Url |opc.t:p:.|’f192‘ 168.0.70:4340 |
Reverse Connect |:|

Security Settings

Security Policy Mone -
Mezssage Security Mode | Mone -
Authentication Settings

@ Anonymous

Username Store

Password

Certificate

Private Key

Session Settings

Session Name

* Click “Server Connect”
+ Anobject tree is shown in the “Address Space”view

* Click “Documents Add”

Project B X Data Access Vi
v [1 Project # Ser
v [1 Servers 1 PMSETD
3 PMSETOD 2 PM5670
~ [ Documents
[:! Add Document ? *
Document Type:
|Ever1t‘u"|ew -
Description:

This document type can be used to subscribe to events and alarms
of the UA server. It supports the selection of event fields and can
acknowledge and confirm alarms. It also supports reading of
historical event data for a given time period.

License Type: Runtime License

There are no functional limitations.

Address 5p|

« The “Add documents” dialog opens

* Select the "Document Type" “Event View”

« The events are displayed

3ADRO010661, 1, en_US
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Expandtheobject“Objects DeviceSet PM5670”inthe “Address Space”view
Select the object PM5670in “Address Space” and drag it to the “Event View”
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Bl Unified Automation UaExpert - The OPC Unified Architecture Client - Events_2*

File View Server Document Settings

B : = ™ |
D@I\E Q@ ##=0XWS BRDO
Project = & X Dats Access View  EventView
v @
8 projec
v [ Servers
2y PMSETD Server/Object
~ [3 Documents ~ PMS670 f PM5670-2ETH
3 Data Access View > [@ f SimpleEvents
[ Event View O € ConditionType
[ 4 AuditEventType
Events Alarms Event History
RO 3
A € Time Severity Server/Object  SourceName  Message EventType Active
04:28:59.835 602 | PMS670/ PMS6... Application Hallo Welt BaseEventType
04:29:37.035 5960 PMS6E7D / PMS6... Application 5010 BaseEventType
|Address Space & x
Mo Highlight -
I3 Root o
~ [ Objects
~ & DeviceSet

~ s PMS670-2ETH
> [ Application
~ & Resources
~ & Application
@ DeviceManual
@ DeviceRevision
& GlobalVars
@ HardwareRevision
@ Manufacturer
@ Model
~ & Programs
v & PLC PRG
> @ Counterl
> @@ Eventbool
@ Ravicionlonntar

Name Value

The described example for the Events is available from Technical Support.
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