COMG600 Station Automation Series
COM610 3.2

Operator's Guide







1MRS756122

Issued: 16.10.2004
Version: C/17.06.2008

COM®600 Station Automation Series COM610 3.2

Operator's Guide

Contents:

1. ADOUL thiS MANUAI ... e e e ren s ren s ren s rennren s rennrnnn 5
1.1, CoPYNGNES o 5
o 2 I =T (<Y1 o F= 1 TR 5
I T € 7=Y o 1Y = | TR 5
1.4. Document CONVENTIONS . ...einie e 5
1.5, Use Of SYMDOIS ....oeiiiiiiiiee e 6
1.6, TerminolOQY .....ccueiiiiiiiiiiie e 7
A Y o] o | =AY/ = 1A [o) o E- TP 8
1.8. Related dOCUMENTS ....conieieeeeee s 8
1.9, DOCUMENT MEVISIONS ...ceniee et 9

2N 10} 4o Yo 11 T3 1 [ Y o R 10
2.1, ProduCt OVEIVIEBW ......coeeiieiie et 10

3. Operation of the COMGB10 ..........ooeiimmcciiri e 11
3.1. Opening a project in CET ... 11
3.2.  Gateway management ..........ooooiuviiiiiiiiiiii e 11
3.3.  License handling .......ccccuueiiiiiiiiiiii e 11

SN 0 1T T 4T o =3 oSS 13
4.1. General about diagnostiCs .........ccccceiiiiiiiii 13
4.2. Data object diagnostiCs .........ccoeviviiiiiiiiiicc 14
4.3. Diagnostic services of OPC servers and clients .......................... 15
4.4. Signal diagnostiCs .......coooeiiiiiiiii s 16
4.5. Diagnostic Web SErver .......coocooooiiiiiiiiias 17

8 o 1= 19






1MRS756122

COM®600 Station Automation Series COM610 3.2

Operator's Guide

1.1.

1.2.

1.3.

1.4.

About this manual

Copyrights

Theinformation in this document is subject to change without notice and should not be
construed as a commitment by ABB Oy. ABB Oy assumes no responsibility for any
errors that may appear in this document.

In no event shall ABB Oy beliablefor direct, indirect, special, incidental or consequential
damages of any nature or kind arising from the use of this document, nor shall ABB Oy
be liable for incidental or consequential damages arising from use of any software or
hardware described in this document.

This document and parts thereof must not be reproduced or copied without written per-
mission from ABB Oy, and the contents thereof must not be imparted to athird party
nor used for any unauthorized purpose.

The software or hardware described in this document is furnished under alicense and
may be used, copied, or disclosed only in accordance with the terms of such license.

© Copyright 2006 ABB. All rights reserved.

Trademarks

ABB isaregistered trademark of ABB Group. All other brand or product names men-
tioned in this document may be trademarks or registered trademarks of their respective
holders.

General

This manual provides thorough information on the Communication Gateway COM610
and the central concepts related to it. For more information on each topic related to a
specific protocol, refer to the list of related documentsin 1.8, Related documents.

Information in this operator's guide is intended for operators who perform every-day
operations.

Document conventions

The following conventions are used for the presentation of material:
« Thewordsin names of screen elements (for example, thetitle in thetitle bar of a
window, the label for afield of adialog box) areinitially capitalized.
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«  Capitd lettersare used for the name of akeyboard key if it islabeled on the keyboard.
For example, pressthe ENTER key.

« Lowercaseletters are used for the name of akeyboard key that is not labeled on the
keyboard. For example, the space bar, comma key, and so on.

¢ Press CTRL+C indicates that you must hold down the CTRL key while pressing
the C key (to copy a selected object in this case).

« PressESC E Cindicates that you press and release each key in sequence (to copy
a selected object in this case).

«  Thenames of push and toggle buttons are boldfaced. For example, click OK.

e The names of menus and menu items are boldfaced. For example, the File menu.
«  Thefollowing convention is used for menu operations. MenuName > M enu-

Item > CascadedM enultem. For example: select File> New > Type.

¢ The Start menu name alwaysrefersto the Start menu on the Windows taskbar.

e System prompts/messages and user responses/input are shown in the Courier font.
For example, if you enter a value out of range, the following message is displayed:

Entered value is not valid. The value must be 0 to 30.

*  Youmay betold to enter the string MIF349in afield. The string is shown asfollows

in the procedure:
MIF349
»  Variables are shown using lowercase | etters:
sequence hame
1.5. Use of symbols

This publication includes warning, caution, and information icons that point out safety
related conditions or other important information. It aso includes tip icons to point out
useful information to the reader. The corresponding icons should beinterpreted asfollows.

/_\ The electrical warning icon indicatesthe presence of ahazard
which could result in electrical shock.

ﬁ The warning icon indicates the presence of a hazard which
could result in personal injury.

The caution icon indicates important information or warning
related to the concept discussed in the text. It might indicate

the presence of a hazard which could result in corruption of
software or damage to equipment or property.
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@ The information icon aerts the reader to relevant facts and
conditions.
Thetip icon indicates advice on, for example, how to design
Q your project or how to use a certain function.
1.6. Terminology

Thefollowing isalist of terms associated with the Communication Gateway COM610
that you should be familiar with. Thelist contains terms that are unique to ABB or have
ausage or definition that is different from standard industry usage.

Term

Description

Alarm

An abnormal state of a condition.

Alarms and Events; AE

An OPC service for providing information about alarms and
events to OPC clients.

Data Object; DO

Part of a logical node object representing specific information,
e.g., status or measurement. From an object-oriented point of
view a data object is an instance of a class data object. DOs are
normally used as transaction objects; i.e., they are data struc-
tures.

Device A physical device that behaves as its own communication node
in the network, e.g. protection relay.
Event Change of process data or an OPC internal value. Normally, an

event consists of value, quality and timestamp.

Intelligent Electronic Device

A physical IEC 61850 device that behaves as its own commu-
nication node in the IEC 61850 protocol.

LON

A communication protocol developed by Echelon.

LON Application Guideline for
substation automation; LAG

A proprietary method of ABB on top of the standard LON pro-
tocol.

OPC

Series of standards specifications aiming at open connectivity
in industrial automation and the enterprise systems that support
industry.

Property

Named data item.

SPA

ABB proprietary communication protocol used in substation
automation.
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1.7. Abbreviations
Thefollowing isalist of abbreviations associated with the Communication Gateway
COM610 that you should be familiar with. See also 1.6, Terminology.
Abbreviation Description
AE Alarms and Events
CET Communication Engineering Tool
DO Data Object
GW Gateway, component connecting two communication networks together
HMI Human Machine Interface
IEC International Electrotechnical Commission
IED Intelligent Electronic Device
LAG LON Application Guideline for substation automation
LAN Local Area Network
NCC Network Control Center
SLD Single Line Diagram
1.8. Related documents

Name of the manual MRS number
COMB600 User’s Guide 1MRS756125
DNP LAN/WAN Master (OPC) 1MRS756566
DNP Serial Master (OPC) 1MRS756567
DNP LAN/WAN Slave (OPC) 1MRS755496
DNP Serial Slave (OPC) 1MRS755495
External OPC Client Access 1MRS755564
IEC 60870-5-101 Slave (OPC) 1MRS755382
IEC 60870-5-103 Master (OPC) 1MRS752278
IEC 60870-5-104 Slave (OPC) 1MRS755384
IEC 61850 Master (OPC) 1MRS755321
LON-LAG Master (OPC) 1MRS755284
Modbus Serial Master (OPC) 1MRS756126
Modbus TCP Master (OPC) 1MRS756445
SPA Master (OPC) 1MRS752275
SPA Router (OPC) 1MRS755497
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1.9. Document revisions

Document version/date

Product revision

History

A/16.10.2006 3.0 Document created
B/21.12.2007 3.1 Document revised
C/17.06.2008 3.2 Document revised
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2. Introduction

2.1. Product overview

10

Communication Gateway COM 610 acts as an embedded communication gateway between
substation automation protection and control devices and Network Control Centers
(NCC).

COM610 usesan embedded operating system and runsin adedicated industrial computer
without moving parts.

The products are configured using a separate engineering PC that is connected via the
local area network (LAN). For more information, refer to COM600 User's Guide.

Gateway Functionality

The gateway functionality provides aframework that enables the use of OPC server and
client components, such as OPC Client for IEC 60870-5-101 and OPC Server for LON
LAG 1.4. For more information, refer to COM600 User's Guide.
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3.1.

3.2.

3.3.

Operation of the COM610

Opening a project in CET
To open aproject in CET:

1. Sdect File> Open/Manage Project....

2. Inthe Open/Manage Project dialog, select the required location for the project:

»  Projects on my computer

»  Projects on network

Expand the projectslist, by clicking on the + symboal, to select the required project.
4. Click Open Project

w

Gateway management

The Gateway Management tool enables you to transfer the configurations of the objects
to the COM®600 compuiter.

To be able to use the Gateway Management Tool, the engineering computer must be
connected to the COM600 computer. The | P address of the used ethernet port in the
COM®B600 computer must be entered to the corresponding Gateway object property. For
more information, see COM600 User's guide.

To open the Gateway Management tool, right-click the Gateway object in Communication
Engineering Tool (CET) and select M anagement.

»  Tocopy the configurations of all serversand clients to the Gateway computer, click
Update configuration.

+ Torestart al serversand clientswith the latest configurations, click Reload config-
uration.

+ Totransfer only the changed configurations and to restart only the changed server
or client with new configurations, click Update & reload configuration.

License handling

The Gateway Management tool displays the license information for COM 600 under
License Information. The license and the protocols it supports have been predefined
before the COM600 computer has been handed over by ABB.

The following information is shown in the window:
+ owner of the license

e product revision

«  protocols supported by the license.

«  number of servers supported by the license.

11
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«  number of clients supported by the license.
« if WebHMI is enabled.

To update the license with a new set of protocols, order a new license from ABB and
update it to COM 600 with Communication Engineering Tool.

To update the license:

1. Open the Gateway Management tool.

2. Click UpdateLicense.

3. Browsefor the new license file and click Open.

The license is COM 600 specific and the COM600 computer verifies the compatibility
of the license. Also the servers and clients verify the license.
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4. Diagnostics

4.1. General about diagnostics

Communication Engineering Tool (CET) provides comprehensive functionsfor diagnos-
ing the operation of the Gateway. Thisincludes communication diagnostics with monit-
oring the communication channel, diagnostic counters and |ED specific communication
status and diagnostic counters. It isalso possible to monitor and control process dataand
follow the data flow on the Gateway using diagnostic functions of CET. Figure 4.1-1
displays a sample view of a diagnostic counter dialog. An example of an event log file
isdisplayed in Figure 4.1-2

BrLoop 1 - Ontine dizgnostics. (2 )[EX)

File  Edit  ‘iew  Tools  Window  Help

Online attributes
Skate

v Inuse

Diagnostic counters

Transmitted messages: 16776
Failed transmissions: 0
Timeouk errars: 0
Received event messages: 12955
Received data messages: 3236
Received messages: 16191
Parity errors: ]

OVErTUN errors:
Redundancy errors:
Framing errors:

o o o

Reset counkers | Refresh

Tool connection

v Eollow selected

SPAChnIDiag.jpg

Figure 4.1-1 An example of a SPA channel diagnostic counter dialog

13
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Iinfo
Info
Info
info
info
info
Info
Info
Info
Info
info
info
Info
info
Info
info
info
Info
info
info
Info
info
info
infao
info
Info
Info
Info
info
info
info
info

2004 -06-07
2004 -06-07
2004 -06-07
2004-06-07
2004-06-07
2004-06-08
2004 =06=-08
2004-06-08
2004-06-08
2004-06-08
2004-06-08
2004 -06-08
2004 =-06-02
2004 -06-0%
2004 -06-09
2004-06-0%
2004-06-0%
2004-06-02
2004-06-0%
2004 -06-0%
2004-06-10
2004 -06-10
2004-06-10
2004-06-13
2004-06-13
2004 -06-14
2004 -06-14
2004-06-14
2004-06-14
2004-06-14
2004-06-14
2004-06-14

B OPCS_SPA_1_Eventlog. ixt - Notepad
Fi= Edit Format Yiew Help

EventlLog: *%¥

Configuration:

Eventlog:
EventLog: %%
EventLog: %%%
EventLog: %%
EventLog: ¥%¥
EvantLog: www
EventLog: %

Configuration:

EventLog: %%«
EventLog: %
EventLog: *%%
EventlLog: *%¥

Configuration:

EventlLog: %%
EventLog: %
EventLog: %%%
EventLog: %%
EventlLog: *%¥

configuration:

Eventlog: %«
EventlLog: ¥
EventlLog: %%
EventLog: %wi
EventLog: ¥%¥

cConfiguration:

Eventlog: Www
EventLog: %«
EventLog: %%
EventLog: *%%
EventLog: ¥%¥

OPCS_SPa 1.0.107
shutting down.
OPCS_SPa 1.0.107

OPCS_SPa 1.0,107
OPCS_SPA 1.0.107
OPCS_SPaA 1.0.107
OPCE_SPA 1.0.107
OPCS_SPA 1.0.107

OPC5_SPa 1. 0.107
shutting down,
OPCS_SPA 1.0.107
opCs_sPa 1.0,107
OPCS_SPA 1.0.107
oPCs_SPa 1.0.107
shutting down.
OPC5_SPA 1, 0.107
OPCS_5PA 1.0.107
OPCS_sPA 1.0.107
OPCS_SPA 1.0.107
oPCs_SPa 1.0.107
shutting down.
OPC5_SPa 1. 0,107
OpCS_SPA 1.0,107
OPCS_SPA 1.0.107
oPCs_sPa 1.0.107
OPCS_SPA 1.0.107
shutting down.
OPCS_SPA T 1.0.107
OPCS_SPA 1.0.107
OPCS_SPA 1.0.107
oPCs_sPa 1.0.107
OPCS_SPA 1.0.107

[2004-05-19

2004-05-19
2004-05-19
2004-05-19
2004-05-19
2004=05-19
2004-05-19
2004-05-19

2004-05-19
2004-05-1%
2004=-05-19
2004-05-19

2004-05-19
2004-05-192
2004-05-19
2004-05-19
2004-05-19

2004-05-19
2004-05-1%9
2004-05-19
2004-05-1%
2004=05-19

2004-05-19
2004-05-19
2004-05-19
2004-03-19
2004-05-19

06:

06
06:

061
06

started

started
started
started
started
started
startad
started

started
started
started
started

started
started
started
started
started

started
started
started
started
started

started
started
started
started
started

W

T
Bt
e
e
L
o
LR

T
A
b
s

e
B
P
e
LR

MW
LE R
o
A
b

B
T
B
e
v

Figure 4.1-2 An example of a SPA event log file

Data object diagnostics

You can monitor and control the data objects under the Gateway’s object tree with Data

object diagnostics.

To monitor and control the data objects:

1
2.

3.

or

=

Right-click the Gateway.
Select Data object diagnostics from the shortcut menu, see Figure 4.2-1. The Data

object diagnostic dialog opens.
Drag and drop data objects from the object tree to the Data object diagnostics.

Select a specific data object from the object tree.
Select Tools > Online diagnostics.

EventDial.jpg
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43.

FET Gateway - Data object diagnostics

Ble Edt Yew ook  Window  Help
Name Walue Cuaity Timestarp Wik vl
Channel 3{HI01_REF S43_SOWLDLYCSWILPosistyal 1 00D (0xe0) 2004106/28 17:35:20,493 n
Channel 3HI0L_REF S43_SOUDLICSWILPosisualal O BAD () L
Charnel 3{HI01_REF 543_SOLD1ACSWI P osisubID BAD (D)
Chanmel 31HI0L_REF 543_SOWLDNACSWILPoshs o 0 G000 ([Txa) 200406/28 17134 Befresh |
Charmel 31H001_REF 543 _S00L0A 5P oshsubEna False: GROD (0wl 1601001101 0200 |
Channel 3\HI01_REF S43_SOUDLNCSWILPosistSeld  Fake S00D (D) 2004{06/28 17:35:20.519 Exdudad items
Channel 2HI0L_REF S43_SOUDLCSWILIPosctiSedoff 1 GOOD [0l 2004006/ 28 17135117, 266
Channel J{HI01_REF S43_S0ULD1ACSWITPosictiselon 0 GOOD (Dec) 1601f01 /01 02:00:00,000
Channel 3{HI01_REF 543_SOWDLWCSWILPoshctioperOFf 1 GO0D (D) 2004106/ 17135
Channel 3HI01_REF 543_SOWLDACEWIPoshctioperDn O GOOD (Dwc) 1601001107 02:00:00,000
Channel 3\HI01_REF S43_SOUDLCSWINPoietiCan O G000 (O} 1601401 /01 02:00:00,000
DataObjDiagnos.jpg

Figure 4.2-1 Data object diagnostics

To change the value of a data abject attribute:

1. Select aspecific attribute.

2.  Writeanew value to the text box under the Write value button.
3. Click Write value to change the value.

To filter the displayed data object:

1. Click Excluded items.

2. Notepad opens. Write to Notepad the data object types you want to exclude from
the Data object diagnostics view.

3. Savethe Notepad file by selecting File > Save.

Diagnostic services of OPC servers and clients

You can control and monitor the server and client channel and device communication
in the communication structure of the Project Explorer. You can take channels/subnet-
works and devicesinto use or out of use viathe respective diagnostics function. You
can also monitor the channel/subnetwork and device communication with the help of
various diagnostic counters, and check the device status information, see Figure 4.3-1.

15
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EET|LON Clock Master - Online diagnostics

File  Edit  View  Tools  Window  Help

Dnline atkribukes
Skate

W Inuse

[ Diagnostic events enabled

Skatus information
Connection status: 8] 4
Detailed status: Dexvice communication Ok

Diagniostic counkers
Reply kmeouts: 0

Reset counters Refresh

Address infarmation
Subnet number
Mode number: 35

Clock skakus

External clock connection: Connecked

External clock status: Synchronized
Davlight saving status: Summetr kime
Davlight saving update: Mak within next hour
Leap second correction: Mok within next hour
Time accuracy: Ok

Tool connection

v Fallow selected

LONClockMaster.jpg

Figure 4.3-1 An example of LON Clock Master online diagnostics

For more detailed information and instructions on controlling and monitoring channel
and device communication, refer to the respective user’s guide for the client or server
(see 1.8, Related documents).

Signal diagnostics

OPC clients have a diagnostic function which makes it possible to monitor the flow of
process data changes and commands. Activate the function by marking the Diagnostic
Events Enabled check box, located in the Online diagnostics function of the
IEC101/IEC104 Device. When the diagnostic function is activated, the IEC101 OPC
Client Alarm & Event server generates events with information about data changes and
commands.
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FET |FC101, Slave OPC Client Diagnostic AF clicni
Ae Edt  Yew Tock  Mindow  Help

Ervent count: 2z

Tim= Type Scurce M. abom  Cushity Caxs Address | ASDU COT | Qualfer A Esfresh
- Ircicstion  LON Channs!|LOH 2Ex 10 Logicsl Deraze LN imeg &0 GO00 (Ioddy  Spontarecus 22001 M_ME_hA_L El
-Irdisin LOW ChannelON REX JED U GOCD (el Spomtarecus 22001 MF_ME_MG_L E] Sethinegs
Commnared LN Channel|LCN REX 20 Leckesl Devize LLNG 2 1000 ©_PC_MA_! 5 SiE=l QU=
~Comma,.. LOM Channel OH REE 1000 <_Pe_Ma_t 7 =
~Comman]  LOH Channll-ON REX T2 2 o oo b seoas 2|
-ioemma,. LD ChannslLOH RER IE 1000 DT ML 7
- Comma,. LON Channsl ON 2ER 1 1000 _DC_NA_1 1
-Ircicson L0 Channel DN RER 180 Lockes Devize | LNTWMVmen 13 GOO0 (el Spontanecus 220001 M_ME_Ma_L 3
Troication  LON Channal 0N 2FK 800 Logical Desice|LLNTIDPC stia FOGI00 [ Spontanenis 14000 M_pe TR L k] ¥ drtive
-Trcication LOW Channsl|LOH RES Ll Derdls | LMD nan B GO0 (D0l Spontarecis 22001 M_ME_HWA_L 3 = I
-Incicstion LOM Channsl CH 2ER 50 Logica Dervze lLLHOWMYimeg 14 GO0 (e} Sponterecus 22001 M_ME_HA_L 3 e Al S

S 1D0LIL N0 DM - Incicstion LN Channsll O 2% JE0Logicsl Devize LN OiMYimag 1 GO0 [(el) Sponterecus 22001 MWL AL ]

AOL:ZT.EE? O -opphca... 1ECIOL Eslancsd Channe' IEC101 [ED 0 C_IC_Ma_l & QOi=20
7

I01:ET.EE? DM - Comma,.. TECIOL Balwrosd Channe. IECI01 TED 0 C_IC_NA_
40525 130115, 141 O™ -Trdication  LON Channal| DN RER 82 L00S [eiza | LIPS 2 GO0 0=} Refrashed 14000 M_DP_HA_1 20
405 25 130017250 O™ - Incication LN Channsl| 0N 2ER 120 Logics Derice \LLRDimeg w06 GI00 [0mcdl Fefreshed 22001 M_ME_HA_L 20
200405 25 1I0LE2E U DF - Comma, . JECIOL Beleresd Channs IEC101 ED 0 S0 NAL 0
200405 25 1301:26,735 D - Indiestton LM ChannellLON REX JECLeckesl Deize (LLNOWMWImes I GOCD [eol) Spomtanecus 22001 M_ME MG L 3
200405 75 130135843 0% - Tncieation LM Channedl) 0N REX 10 Loghcal Desdze |LLNTMWimag 05 GOOD (M) Spontanerus  ZE001 M_ME_HA_| 3
2004 0525 130500095 O - Trckcation  LON Channa!|LON RER TEX Logical Derdon LN e I G300 [Tecd)  Spontanecus 2001 M_ME_HA_| 3 W

< »

IEC101AEClient.jpg

Figure 4.4-1 |IEC101 Save OPC Client Diagnostic AE client

4.5. Diagnostic Web Server

The Diagnostic Web Server of the Gateway provides an overal view of the communic-
ation status of the Gateway and the possibility to monitor the diagnostic counters of the
communication channel s/subnetworks and IED communication. Figure 4.5-1 displays
the gateway objectsin atree view.

A red cross over the Gateway icon in the object tree indicates that thereis afault in the
communication structure. Expand the tree to view the hierarchy deeper and to identify
the device with a missing configuration or causing the error. The properties of a certain
object in the communication structure can be seen on the right when clicking on the
object in the tree view.

17
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Forories  Tooks  Help

Qw0 NAG Pom drrem @ 3-5 - UH S

Al' 2006-10-04, B8:40:30

FECCOM-SDD > IECELESD OFC Sarver = [ECH1850 Subnatwark = RECATO 92

18

o HIPVC-COM-200
8 0N LaH Slave OPC Chant Communeation Status
§ | STy T ™S
= ¥ DhP Slave LAN JED ¢ " aE o
E o Eceis opc server S
g = FRIECSH1BED Subrmtwork Dataled status FCh: Peadng data set (07)
0 1ED_oo0z
I PECETO_DD [+]
= - agnastic Counters
i o EECE?0_91 ) .
] {RECETO %2 e ]
RECETO_93 Sanil CONNAC oM Ml ]
FFFECATO_04 Received connection nphes ok ]
B EEFS43_50
WREFE4 51 RuCand CONNGCLRON MRl Srmor -]
REFEA 52 Sanit connection conchades a5
N PEFE43_53 Recenwd connectin conchades a
- :::‘:—:; Senit requests Fo
L -3
REF EAT_5 Racared reples ok 28330
B PEFE43_E0 Recened replies ermor ]
W REF 543_62 Senil vanable read requesis =7
W PEF B4 A
- Racered read replie: 7
== Ll vanable 5 ok o=
R EEF L4 61 Racared vanabhs resd reples smor a
B EEFSAS B4 Senit varisble write requests 21
WRPEFEAS_SE Rocereed vanable write neplies ok 3421
B FEMSA3_57 e o et &
W EEME4T 56 L vana o neplies ermor
W REMSA3_66 Rucared mfomation Mpoets 285
B FEMEAT_ET7 Recened status request 111
B FModbus Serial ORC ST
2 gHEPa OPC Server
S RESPA Charesl
R PEFE43_B1
B REFS43_B5
B FEMEAT_BI
B RETS43_82
W FETE43_B4
W StatieyRemots
(] 5 8y tocal niranet

Webserver_a.jpg

Figure 4.5-1 An example of a web page from the Gateway diagnostic web server
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