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1 Introduction

CEM-DAS (Continuous Emission Monitoring Data Acquisition System) is a qualified program-
ming system for acquisition and management of continuous emission data. CEM-DAS is de-
signed for application as an intranet application and includes the data acquisition system
DAA (Data Acquisition Application) as well as the software component CEM-DAS running on
a common PC or two separate PCs.

CEM-DAS consists of a data server, a web server and a database.

CEM-DAS acquires the data from the qualified DAA acquisition systems.

CEM-DAS transmits the emission data of the measuring points selected by the operator to the
appropriate authorities via remote emissions monitoring.

CEM-DAS stores the data in a relational database. Therefore, the data are accessible to the
operator for the purpose of developing their own applications.

CEM-DAS displays the data released for the authorities as well as the operational data in a web
browser with graphics and reports.

CEM-DAS protects data access by allocation of user profiles. Prior to application, users must
log in with their user name and password.

CEM-DAS is based on standard developer tools and includes interfaces to standard Windows
applications (e.g. Office).

CEM-DAS acquires measured values, short terms values, running slow averages and last
slow averages as well as status messages from the qualified acquisition system DAA.

CEM-DAS also includes bar charts and line charts to display short term values and running
slow averages.

CEM-DAS represents messages in the form of lists. Users can limit the display of messages
based on various criteria.

CEM-DAS can be administered by remote maintenance.

6 TD/CEM-DAS-EN Rev. A | CEM-DAS System manual



2 System overview

2.1 Functions overview
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Figure 1: CEM-DAS and its environment

The interfaces of CEM-DAS are summarized in the context diagram depicted above.

CEM-DAS acquires the data from one or more DAA acquisition systems via a network.

CEM-DAS synchronizes the time of all connected DAA systems with the official time via a

DCF77 interface.

CEM-DAS can be used at the operator and provides the data of the measuring points released
by the operator to the authorities via switch lines. Transmission is effected pursuant to one of
the following interfaces for remote emissions monitoring (see /3/):

e Federal Guideline for Remote Emissions Monitoring EFU 95

e Federal Guideline for Remote Emissions Monitoring EFU 2005
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CEM-DAS provides the data in a relational database to one or more users.

CEM-DAS displays the data to the user via tables and graphics. For documentation purposes,
the data can be printed as reports.

2.2 System configuration

CEM-DAS runs on PCs with the operating systems Windows 7 or Windows 8, Windows Server
2008 R2 or Windows Server 2012 R2.

DAA

A

CEM-DAS Telephone Authority
network

Figure 2: System configuration 1

In Figure 2, DAA is connected to a PC with CEM-DAS installed. The PC is also used as a
work station. In addition, the authorities can be connected via telephone network and remote
emissions monitoring.

[ | s ~ Work station

DAA CEM-DAS

Figure 3: System configuration 2

In Figure 3, several DAA are connected to the CEM-DAS PC, which assumes the central data
processing.

In addition, the authorities can be connected via telephone network and remote emissions
monitoring. Other PCs in the network serve as work stations.
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Figure 4: System configuration with replication 1

In Figure 4, several DAA are connected to a local CEM-DAS and additionally equipped with a
central CEM-DAS and integrated in a network.

The data are stored on the local as well as on the central PC. Other PCs integrated in the
network are used as work stations with access to the local CEM-DAS systems as well as to
the central CEM-DAS.

Parameterization is effected on the central CEM-DAS and is replicated to the local CEM-DAS
systems.

I N
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Figure 5: System configuration with replication 2
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In Figure 5, several DAA are connected to two CEM-DAS systems. The data are stored on
both systems. Other PCs integrated in the network are used as work stations with access to
both CEM-DAS systems.

Parameterization is effected on the central CEM-DAS (master) and is replicated to the back-
up CEM-DAS.
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3 Functional model

3.1 CEM-DAS - Data server

3.1.1 Overview
The functions of the CEM-DAS data server are realized by the programs depicted in Figure 6.
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Figure 6: CEM-DAS — Data server programs

3.1.2 dasDaa - Communication with DAA

In normal operation, the program transmits the measured values, short term values, running
slow averages, last slow averages and messages from DAA and stores them in the data base
EMISSION.

At the same time, the DAA settings are checked and changes are automatically reported.
Also, the time is synchronized between DAA and CEM-DAS.

The program communicates with DAA via a network connection (TCP/IP).

3.1.3 dasEfue — Communication with the authorities

The program transmits the data released by the operator to a system of the authorities. The
mode of data transmission can be selected pursuant to the various standards for remote emis-
sions monitoring (see 2.1).
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3.1.4 dasSystem — Monitoring

This program starts the other programs. In addition, it monitors the system time and the
started programs. In case of a functional error, it can trigger a restart of the operating system,
if necessary.

3.1.5 dasuUtility — Classification, messages

The program calculates the daily, monthly and annual values and classifies the last slow av-
erages and the daily values. In addition, it generates messages.

3.1.6 dasBackup — Database storage

The program stores the EMISSION database in the file EMISSION.DMP in an adjustable in-
terval. The number of copies to be managed by the program can be adjusted.

For this purpose, the program generates, for every copy, a subdirectory named SNAPnnnn
(nnnn = number of the copy) in the main directory assigned for data storage.

This main directory must be located on a local hard drive of the PC. Direct storage on an ex-
ternal hard drive (USB, NAS, file server) is not possible; it is however possible to transmit the
backup as a compressed (ZIP) file to an external storage device.

Storage of the EMISSION database is conducted in a circulative manner, which means that
after the predefined number of copies is reached, the SNAP0O0OO1 copy will be overwritten.

The copies can be copied to external storage devices by using the operating system’s tools.
If the hard drive becomes defective, the EMISSION database can be restored from the copy.

3.1.7 dasSpecial
This program (not depicted in Figure 6) executes customer-specific applications.

3.2 CEM-DAS — Web server

3.2.1 Overview

User < >y Printer
>
CEM-DAS > E-mail
Web server
A
\ 4
Data base
EMISSION
A
vy
CEM-DAS

Data server

Figure 7: CEM-DAS — Web Server
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CEM-DAS displays the user interface as websites via a web server. The web server used is
“Tomcat” of the “Apache Software Foundation”.

Only TCP port 80 is necessary for communication between CEM-DAS and the work stations.

Required database accesses only happen on the server PC.

3.2.2 Visualization
CEM-DAS provides the following displays:

e Lists of measured values, short term values and daily values incl. status

o Lists of frequency distributions (classifications)

o Lists of messages of limit value violations etc.

e Curve chart with short term values, last slow averages and daily values for quick detec-
tion of limit value violations and to identify trends

e Bar charts for current short terms values, running slow averages and daily averages

e DAA status messages in the system messages

In addition, the following operating functions are available:

¢ Manual status input of last slow averages and system operation over freely selectable
time frames
e Input of messages, i.e. comments and reports, for transmission to the authorities

Displays and inputs are based on selections, in which the user defines groups of measuring
points that shall be displayed together.

All displays can be printed.

3.2.3 Parameterization

Parameterization of CEM-DAS is realized via the user’s web browser. Operation and parameter-
ization is described in /1/.

3.3 CEM-DAS - DAA

Parameterization of DAA is integrated in CEM-DAS and can be performed via the web browser
(see /1/).

The hardware used by DAA is described in the DAA System manual (see /2/).
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4 Data storage

4.1 Current data

The data currently captured and transmitted from DAA to CEM-DAS are stored in an Oracle
database. Reading access for remote applications is possible via a standardized interface. Oth-
er unauthorized access to the database is securely locked. Access to the database for Oracle
system administrators is prohibited.

The online storage depth is adjustable for all data and fulfils, in delivery condition, the legal
requirements (at least 5 years for last slow averages, daily, monthly and annual values as
well as protocols).

Online storage of the 5s values is generally limited to a few weeks. They are, however, per-
manently stored in the raw value files.

4.2 File storage

All automatically generated daily protocols are stored in the server’s hard drive in fixed direc-
tories in the backup drive’ under ,file storage®. This structure is depicted in the following illus-
tration. The illustration shows descriptions of the individual directories as well as, on the right
side, examples of the files included in the directories.

Each directory contains a file 0.<SystemName>. The file name contains the name of the af-
fected system in clear text.

The daily protocols are stored as pdf and txt files and can be directly read out and printed.

The remote emissions monitoring files *.ML, *.MW und DMOD.nnn are solely text files that
can be directly read out and printed.

The raw value files jjjjmmtt. RAW* or ,jjjjmmtt.DB7“ in the \Tnnnn directories contain, in bina-
ry form, all data transmitted from DAA to CEM-DAS in the course of one day. There are special
tools outside the user interface of CEM-DAS to access the content of these files, in particular
the permanently stored 5s measured values. The service of ABB will be glad to assist if it be-
comes necessary to access the raw data.

File storage is generally not accessible on CEM-DAS work stations (clients), unless there is a
remote desktop connection or a shared network connection to the server.

! Drive D: if CEM-DAS is set up in its standard file structure.
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B @ Volume (D:)

. Backup Backup directory, generally on volume D:
[=1 | Dateiablage Storage of protocols, EFU data models, parameters
= . 2015 Yearly directory
. 04 <« Monthly directory
05 Storage of the daily, monthly and yearly protocols *.PDF, *. TXT
.06 [ Storage of the binary DAA 5s values *.db7 || O.Linie 1
. 07 Output by means of the CEM-DAS user interface is || 20151001.db7
™ not possible. Please ask the supplier for assistance. | | 20151002.db7
.09 | 20151002,db7-journal
B 10 <« Monthly directory
' || 0.ABB_17, BImSchy
61001 Storage of the daily, monthly and yearly protocols s ;5 o
P1008 Files are available in text as well as pdf format. — 015
P1009 || 2015.kxt
-
P1010 = 201510.pdf
P1011 I__2|:]151|:].t>(':
P1012 20151001, pdf
P1013 | 20151001.kxt
P1014 EFU B-system directory with associated EFU G-system directories
. P1015 Directory of an associated EFU G-system » | | 0.LABOR
P1016 Here the transmitted EFU transfer files YYYYMMTT.ML or * MW
and the consecutively numbered data model file DMOD.nnn L] 20151001105509_20150930.ML
T1000 are stored. Prefix is the date of transmission YYYYMMTThhmmss. | | 20151001105509 20150930, MW
T1003 The files are available in text format. - -
. || 20151002105539_20151001,ML
T1004
|| 20151002105539_20151001. MW
T1017
20151002105539_DMOD.001
=l | CEMDASParameter - Storage or the CEM-DAS parameter files *.dmp = -
[ |, EMISSION .| PARAMETER.DMP
= . DaaP. t
aaParamel er“\ @ PARAMETER.LOG [ 0.Linie 1
. T1000
. Li PARAMETER ZIP || 6_parameter.db7
. T1003
T1004 Storage of the DAA parameters 6_parameter.db7.hash
T1017 DAA parameters for System 1000 ——————»|_| 8_parameter.db7
= | EfueDatenmodelle < Directory of the EFU data models &_parameter.db7.hash
= . B1O01 Data model of B-system 1001 (multiple G-systems if applicable) — » | 0.L480R
61003 Directory for the data models of B-system 1001 to G-system 1008 DMOD.001

Figure 8: Content and structure of the file storage
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5 System requirements

5.1 General

The following two points have to be observed for application of CEM-DAS / DAA and selection

of hardware:

¢ The evaluation systems may only be used for the purpose of emission monitoring and
remote emission data transmission..

e The CEM-DAS / DAA license permits installation and execution only on physical hardware
with a maximum of 2 processor sockets. An application in a virtual environment is not cov-
ered with the included license.

5.2 Server

Characteristic

Configuration

Processor

At least Intel Pentium G3420 or comparable CPU

Operating system

Windows 7 Professional (64 Bit)
Windows 8 Professional (64 Bit)
Windows 10 Professional (64 Bit)
Windows Server 2008 R2 (64 Bit)
Windows Server 2012 R2 (64 Bit)

RAM At least 4 GB
System reaction time can be increased with a larger central memory
and faster processors.

Hard drive Two individual hard drives (C: and D: partitions) with at least 250 GB

each

Two RAID1 systems (C: and D: partitions) with at least 250 GB each
One RAID5 system (C: partition) with at least 500 GB

One RAID1 system (C: partition) with at least 500 GB

The required hard drive capacity may be higher depending on the
number of connected DAA and/or measuring points.

Data and parameters must be stored for 5 years.

Network interface

Yes. If DAA is executed on the CEM-DAS PC, a second network in-
terface is required to connect the TALAS/7-10 modules.

USB interfaces

Yes. The evaluation system must include an interface to connect an
external printer.

Serial interface

1 per DAA (for each serially connected DAA)

1 per modem (for every serial modem)

Extension is possible with additional interface cards or Ethernet
COM servers.

Modem

Analog modem (serial/USB) for remote emission data transmission
to the authorities.

Analog or IDSN modem for remote maintenance, if VPN access via
internet is not possible.

Radio-controlled
clock

DCF77 card by Meinberg (PCI Express slot)
The evaluation system must include a DCF77 receiver.

Acrobat Reader

Version 9 or higher (for automatic readout of protocols)
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5.3 Work stations

Characteristic Configuration

Processor at least Intel Pentium G3420 or comparable CPU

Operating system Windows 7 or Windows 8

RAM at least 2 GB

Hard drive at least 80 GB

Network interface Yes

Internet Explorer Version 9 or higher

Java for graphics Java Runtime (JRE) of Oracle Version 7 or higher
If a 64 Bit Internet Explorer is used the 64 Bit version of JRE must
be installed.

Acrobat Reader Version 9 or higher

5.4 Networks
CEM-DAS is currently qualified for application in networks with the TCP/IP protocol.

The network topology is represented via corresponding network cards. CEM-DAS can thus
be used in all topologies, as long as a network card with drivers for the used operating sys-

tem is available.
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6 Maintenance

6.1 System messages

CEM-DAS records errors and faults as system messages. You should therefore regularly
check these system messages in order to ensure that your CEM-DAS operates as intended.

6.1.1 Various programs

Program start version {0}
{0}: Version number of the program?
This system message is displayed upon startup of every program.

Program start finished
Program start initializing phase was successfully completed.

Program stop
This system message is display upon (normal) program end.

System with ID {0} does not exist
{0}: System ID
There is no parameterized system (DAA, remote emission monitoring) with this ID.

Invalid System type {0}
{0}: System type
The given system (DAA, remote emission monitoring) is of the wrong type, for example
if dasDaa is started with the ID of the B-System.

6.1.2 dasDaa

Processing DAA with ID {0}
{0}: DAA name or identifier
This system message is displayed after the connection parameters are read out.

Wrong DAA ID {0}
{0}: DAA name or identifier
The program is not connected to the parameterized DAA.

No DAA with version {0} connected
{0}: DAA version
The connected DAA is not in the version required for CEM-DAS.

Time difference {0} min too large
{0}: Time difference in minutes
The time difference between PC and DAA is more than 90 minutes. There is no more
synchronization of DAA anymore.

Time lag normal again
The time difference between PC and DAA is within the correct range again. Synchroni-
zation of DAA is resumed.

2 Certified installations of CEM-DAS (see 8) display a version number like 7.2.4. Non-certified
installations display a build date like 2017.02 (year.month).
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New parameter change of DAA as at: {0}
{0}: Status of the DAA parameters
New parameters were detected on DAA.

No connection to DAA
Connection to DAA is interrupted for a “longer” period. Short connection interruptions
are not reported.

Connection to DAA available again
Connection to DAA over a “longer” period is resumed.

Status DAA: {0}
{0}: no communication, parameter monitoring or data service with parameter monitoring
The parameterized communication status is displayed.

DAA {0} requires at least the version {1} of CEM-DAS
{0}: DAA identification
{1}: Minimum version of CEM-DAS
The connected DAA requires at least the indicated CEM-DAS version. It does not cor-
rectly work with “older” versions of CEM-DAS.

CEM-DAS version is sufficient for the DAA {0}
{0}: DAA identification
The version of CEM-DAS is sufficient to ensure correct functionality of the connected
DAA.

CEM-DAS requires at least the version {1} of DAA {0}
{0}: DAA identification
{1}: Minimum version of DAA
The version of the connected DAA is not sufficient for correct operation with CEM-DAS.

DAA {0} version sufficient for CEM-DAS
{0}: DAA identification
The version of the connected DAA is sufficient for CEM-DAS.

DAA {0} synchronization is starting now
{0}: DAA identification
If the program runs on a backup system (replication), it does generally not set the time
of the connected DAA. However, in case the master system fails, the backup server
takes over synchronization of DAA.

DAA {0} is no longer synchronized
{0}: DAA identification
The master system resumes synchronization of DAA and the backup system ends its
synchronization of DAA.

No valid time of radio controlled clock received from DAA

CEM-DAS shall synchronize itself to the radio-controlled clock installed in DAA, but not
radio-controlled time is transmitted from DAA to CEM-DAS.
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No valid time of radio controlled clock available from DAA
Radio-controlled time of DAA is invalid and cannot be used for synchronization of CEM-
DAS.

Time lag to radio controlled clock in DAA too large {0} min
{0}: Time difference in minutes
The radio-controlled time transmitted by DAA differs by more than 90 minutes from the
system time of CEM-DAS.

Time of radio controlled clock from DAA under control of emitter
The radio-controlled clock of DAA receives the DCF77 signal and is set by the signal.

Time of radio controlled clock from DAA under quartz control
The radio-controlled clock of DAA does not receive a DCF77 signal and runs with its
installed quartz.

Failure by writing to raw file
An error occurred during writing of the DAA values into the raw values file.

Failure by writing to raw file
No error occurred during writing of the DAA values into the raw values file. After the er-
ror condition this message is generated.

6.1.3 dasEfue

Modem ready (DSR signal available)
The DSR signal of the modem is available and the modem can be used.

Modem not ready (DSR signal not available)
No DSR signal of the modem is available (modem defective, cable interrupted, modem
not available or incorrectly set).

Error while establishing connection with modem: [0} >> {1}
No DSR signal of the modem is available (modem defective, cable interrupted, modem
not available or incorrectly set).

Error {0} during data transfer to G-System {1}
{0}: Error number from Remote Emissions Monitoring (see Annex D)
An error occurred during transmission of a transfer file via ZMODEM.

Error during creation of the transfer file: DM {0} of B-System {1}
{0}: Data model number
{1} Identifier of the B-System (operator)
An error occurred during creation of the data model file on CEM-DAS.

Error during creation of the transfer file: AD {0} of B-System {1}
{0}: Date of the archive file
{1} Identifier of the B-System (operator)
An error occurred during creation of the archive file on CEM-DAS.
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B-System identification <{0}> refused by G-System <{1}>
{0}: Identifier of the B-System (operator)
{1}: Identifier of the G-System (authorities)
The identifier of the B-System is unknown to the authorities.

G-System identification <{0}> refused by B-System <{1}>
{0}: Identifier of the G-System (authorities)
{1}: Identifier of the B-System (operator)
The identifier of the G-System is not known on the B-System.

Incoming call but no connection established
A call was received by the modem, but the connection for remote emissions monitoring
was not established.

Incoming call from unknown system {0} (wrong ID)
{0}: Identifier of the G-System (authorities)
An unknown G-System called.

Request from G-System {0} not authorized
No requirements for the G-System are possible because no requirements were allowed
(parameterized) by the operator from this G-System.

Request from G-System {0} currently not possible ( token)
No token is currently available, the B-System must first request and receive a new to-
ken from the G-System. New requests are only possible after that.

Request for data model {0} from G-System {1} ( not found )
{0}: Number of the requested data model
{1} Identifier of the G-System (authorities)
The requested data model does not exist.

Request for data model {0} from G-System {1}
{0}: Number of the requested data model
{1} Identifier of the G-System (authorities)
A data model was requested from the G-System.

Request for archive data {0} - {1} from G-System {2} ( wrong period )
{0}: Start date
{1}: End date
{2}: Identifier of the G-System (authorities)
The requested time frame is not permitted.

Request for archive data {0} - {1} from G-System (2)
{0}: Start date
{1}: End date
{2}: Identifier of the G-System (authorities)
Archive data for a time frame were requested from the G-System.
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Cyclic data {0} - {1} to G-System {2} not available
{0}: Start date
{1}: End date
{2}: Identifier of the G-System (authorities)
No data are available for the total time frame.

Cyclical data {0} - {1} sent to G-System {2}
{0}: Start date
{1}: End date
{2}: Identifier of the G-System (authorities)
The available data for the time frame were successfully transmitted to the G-System.

Cyclical data transfer {0} - {1} to G-System {2} not possible
{0}: Start date
{1}: End date
{2}: Identifier of the G-System (authorities)
The available data for the time frame could not be sent to the G-System (connection er-
ror, rejection from the G-System, ...)

Alarm data of day {0} to G-System {1} not available
{0}: Date
{1}: Identifier of the G-System (authorities)
Alarm data shall be sent to the G-System, but no alarm data are available.

Alarm data for day {0} sent to G-System {1}
{0}: Date
{1}: Identifier of the G-System (authorities)
The daily alarm data were successfully transmitted to the G-System.

Alarm data transfer for day {0} to G-System {1} not possible
{0}: Date
{1} Identifier of the G-System (authorities)
The daily alarm data could not be sent to the G-System (connection error, rejection
from the G-System, ...)

Data model {0} to G-System {1} not available
{0}: Number of the data model
{1} Identifier of the G-System (authorities)
The requested data model does not exist.

Data model {0} sent to G-System {1}
{0}: Number of the data model
{1}: Identifier of the G-System (authorities)
The requested data model was successfully sent to the G-System.

Request deleted for data model {0} to G-System {1}
{0}: Number of the data model
{1}: Identifier of the G-System (authorities)
The requested data model could not be sent to the G-System.

22 TD/CEM-DAS-EN Rev. A | CEM-DAS System manual



Data model {0} sent to G-System {1} ( archive data)
{0}: Number of the data model
{1}: Identifier of the G-System (authorities)
The data model with the archive files was automatically and successfully sent to the G-
System.

Archive data{0} - {1} to G-System {2} not available
{0}: Start date
{1}: End date
{2}: Identifier of the G-System (authorities)
No data are available for the total requested time frame.

Archive data {0} - {1} sent to G-System {2}
{0}: Start date
{1}: End date
{2}: Identifier of the G-System (authorities)
All available data for the requested time frame were successfully sent to the G-System.

Request deleted for archive data {0} - {1} to G-System {2}
{0}: Start date
{1}: End date
{2}: Identifier of the G-System (authorities)
The available data for the requested time frame could not be sent to the G-System
(connection error, rejection from the G-System, ...).

Initial registration on G-System {0} requested
{0}: Identifier of the G-System (authorities)
Initial registration with the G-System was successfully requested.

Initial registration on G-System {0} not possible
{0}: Identifier of the G-System (authorities)
Initial registration with the G-System could not be requested (connection error, rejection
from the G-System, ...).

Initial registration on G-System requested after invalid token
After the G-System has rejected the token of the B-System, the B-System automatical-
ly requests a new token.

Initial registration acknowledged by G-System {0}
{0}: Identifier of the G-System (authorities)
The requested initial registration was confirmed by the return call of the G-System.

New time slot received from G-System {0}
{0}: Identifier of the G-System (authorities)
A new time window was determined by the G-System for cyclical transmission.

Token refused by G-System {0}
{0}: Identifier of the G-system (authorities)
The token sent by the B-System was rejected by the G-System. The B-System auto-
matically requests a new token.
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No change of current data model {0} for owner {1} needed
{0}: Number of the data model
{1}: Operator identification
The new revision of the CEM-DAS parameters has no influence on the data model for
the authorities / G-System. No parameters were changed that are applied to the data
model. The previous data model is still valid.

New data model {0} created for operator {1}
{0}: Number of the data model
{1}: Operator identification
The new revision of the CEM-DAS parameters has an influence on the data model for
the authorities / G-System. Parameters were changed that are applied to the data
model. The new data model for the authorities was generated.

6.1.4 dasBackup

Backup finished
Data backup was successfully completed.

Backup with errors {0}
{0}: Error number from operating system (see Annex D)
An error occurred during data backup.

Data export with errors: {0}
{0}: Error number from database (see Annex D) or
,not found* Program for export was not found
time out’ Program for export does not stop
Jlog file* See LOG-file of the export program
An error occurred during data export from database.

ZIP file successfully copied
The ZIP file that contains the backup was successfully stored on an external drive.

Error {0} while creating the ZIP file
{0}: Error number of the ZIP program (see Annex D)
An error occurred during creating the ZIP file.

Error {0} while copying the ZIP file
{0}: Error number from operating system (see Annex D)
An error occurred during copying of the ZIP file that contains the backup to an external
drive.

Check of tables finished without errors
Check of database tables was successfully completed.

Error {0} while checking table {1}
{0}: Error number from database (see Annex D)
{1}: Table name
An error occurred during check of database tables.
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Folder {0} to {1} archived
{0}: Directory name
{1}: Archive name
Changed files in the directory were copied to the external drive.

Folder {0} cannot be archived to {1} (Error {2})
{0}: Directory name
{1}: Archive name
{2}: Error number from operating system (see Annex D)
Changed files in the directory could not be copied to the external drive.

Error while deleting data in table {0}
{0}: Table name
An error occurred during deletion of data in a database table.

Deleting data in table {0} successful
{0}: Table name
The data in the database table were successfully deleted.

Folder {0} deleted
{0}: Directory name
The given directory was deleted in the file storage.

Folder {0} cannot be deleted (Error {1})
{0}: Directory name
{1}: Error number from operating system (see Annex D)
The given directory could not be deleted in the file storage.

File {0} could not be archived
{0}: File name
The given file could not be copied from the file storage to the archive.

Current partition for table {0}: {1}
{0}: File name
The given file could not be copied from the file storage to the archive.

Partitions for table {0} renewed
{0}: Name of database table
The storage depth for measured values or short term values was changed and the par-
titioning of the table also had to be adapted.

System {0} insert no more import data
{0}: System identifier
No more data are entered in the database table DATA_IMPORT by the given system.

System {0} insert import data again

{0}: System identifier
Data are again entered in the database table DATA_IMPORT by the given system.
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6.1.5 dasSpecial (Replication)

System {0}: Error on access to database
{0}: Name of backup system
An error occurred during access to the database of the backup system.

System {0}: The table CONFIGURATION is missing
{0}: Name of backup system
This table is missing in the backup system.

System {0}: The CEM-DAS versions are different
{0}: Name of backup system
The CEM-DAS version on the master differs from that on the backup system.

System {0}: Configuration failure (local, backup, standby)
{0}: Name of backup system
The backup system was not correctly configured, the parameterized type in the master
system does not correspond to the type of the backup system.

System {0}: Name/alias are not consistent
{0}: Name of backup system
The parameterized name of the backup system in the master system does not corre-
spond to the name of the backup system.

System {0}: The response times are too long
{0}: Name of backup system
The response times of the backup system (via network) are too long, replication cannot
be conducted.

System {0}: The time difference is too large
{0}: Name of backup system
Time difference between master and backup system is too large. The backup system
will always synchronize to the master. No external synchronization may be conducted
there (NTP, ...).

System {0}: The table structures are not consistent
{0}: Name of backup system
The table structures in the database of master and backup system do not match.

System {0}: Adjustment of parameter/data failed
{0}: Name of backup system
An error occurred during replication.

System {0}: Adjustment was successful
{0}: Name of backup system
Replication was (again) conducted successfully.

6.1.6 dasSystem

No connection to computer {0}
{0}: Computer name
CEM-DAS synchronizes to the given computer, but has no connection to it.
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Successfully reconnected to computer {0}
{0}: Computer name
CEM-DAS synchronizes to the given computer and is again connected to it.

Time corrected by {0} h /old {1} new {2}
{0}: Time correction
{1}: System time before correction
{2}: System time after correction
The system time of CEM-DAS (PC) was corrected.

Error {0} when setting the system time {1}
{0}: Error number from operating system (see Annex D)
{1}: New system time
An error occurred during setting of the system time of CEM-DAS (PC).

Time difference {0} too large / old {1} new {2}
{0}: Time correction
{1}: System time before correction
{2}. System time after correction
The system time of CEM-DAS (PC) will not be set, because the time difference is more
than 90 minutes.

Automatic adjustment of system time is active again
The system time was reset after an error.

The master system is not available
The backup system (replication) is no longer connected (time synchronization) to its
master system.

The master system is available again
The backup system (replication) is again connected (time synchronization) to its master
system.

6.1.7 Client / Web server

Program start version {0}
{0}: Version number of the client / web server
The web server was started.

Parameter of revision {0} for operator {1} released
{0}: Revision number
{1}: Operator identification
A new revision was released for the operator.

Email successfully forwarded: {0} / {1}
{0}: Subject line of E-Mail
{1}: Internal ID of E-Mail
The E-Mail was successfully sent from CEM-DAS to the SMTP server.
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Email failed: {0} / {1} / {2}
{0}: Subject line of E-Mail
{1}: Internal ID of E-Mail
{2}: Error number from operating system (see Annex D)
An error occurred during transmission of the E-Mail from CEM-DAS to the SMTP server.

Email canceled: {0} / {1}
{0}: Subject line of E-Mail
{1}: Internal ID of E-Mail
The E-Mail could not be sent to the SMTP server after several attempts. No more at-
tempts will be made.

Special program {0} start up
{0}: Name of special program
The given special program was started by the web server.

Special program {0} stopped
{0}: Name of special program
The given special program was ended by the web server.

6.2 Connection of an additional DAA

An additional DAA that shall be connected must be registered in CEM-DAS. If required, a
new operator profile and a new plant can be created. Also, the measuring points (entities)
must be created.

6.3 Change of DAA parameters
CEM-DAS monitors parameterization of the connected DAA systems and records a system
message in case of changes (see 6.1). You should consider if and when you should perform
any changes in the parameterization of CEM-DAS. You must perform changes in CEM-DAS if
one of the following conditions is fulfilled:
e A new measuring point was generated that must be transmitted to the authorities.
¢ A new measuring point was generated that shall be displayed in CEM-DAS.
¢ One of the following parameters was changed in DAA:

e The physical unit

e The lower or the upper physical plausibility

o The uncertainty (validation)

In case you want to perform changes on the existing measuring points in CEM-DAS, please

observe the following:

e You have to create a new revision of the operator that the measuring point belongs to. Af-
ter completion of the changes you also have to validate (release) the new revision.

6.4 Connection of an additional EFU-G-System

CEM-DAS can emulate several EFU-B-Systems (operator systems) and transmit data to
several EFU-G-Systems (authorities systems). The following has to be observed:

e Each EFU-B-System must have its own modem.

e Several EFU-G-Systems can be allocated to one EFU-B-System.

e Only measuring points from exactly one operator can be allocated to one EFU-B-System.
e Several EFU-B-Systems can be allocated to one operator.
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6.5 Archiving and deletion of data

Pursuant to BEP the last slow averages and classifications must be directly accessible to the
authorities in the current database for 2 years.

6.6 Updating of CEM-DAS
When loading updated versions of CEM-DAS, please observe the following:

Compare the versions on the old and the new storage device.

Only install the storage devices with a newer version.

Perform the installation according to the corresponding steps in section 7.

For site-specific variations you should perform the installation in the same way as the pre-
vious installation. Use your old copies of the installation steps!

Document all steps in a copy of section 8.

Important: If you received a new system manual with your storage device, please observe

the chapter “Installation” in the new system manual.
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7 Installation

7.1 Introduction

This chapter describes initial installation of the CEM-DAS system. For an update of the sys-
tem, only steps 7.5 and 7.11 have to be performed.

7.2 Preparation

If two independent hard drives or two RAID1 systems are used, then these have to be con-
figured as partition C: and D:. This way, every hard drive or RAID1 only contains one parti-
tion. If a single RAIDS or RAID1 is used, then this is configured as partition C:.

7.3 Windows

After the configuration of the hard drives the operating system is installed on partition C:.
Then a user profile “CEM-DAS” is created. All following installations (Oracle, CEM-DAS, ...)
have to be performed with this user profile. The password is marked as “always valid”. The
user is allocated to the group of administrators.

7.3.1 Installation instructions for MCERTS

For an installation according to MCERTS, the points B10.2 to B10.4 from /4/ must be ob-
served:

e Anti-virus protection
e Protection of open interfaces (USB, ...)
e Precautionary measures if the system is connected to the Internet

7.3.2 Firewall

In order to allow access to the web server, a rule has to be parameterized in the Windows
firewall. If external programs shall receive access to the Oracle database, the rule has to be
extended. Please refer to Annex B for configuration of the firewall.

7.4 Oracle
CEM-DAS is using a database. The following databases are supported:

e Oracle 12.1 Standard Edition (SE2)
e Oracle 11.2 Standard Edition (SE1)
e Oracle 11.2 Express Edition®

The installation is performed under Windows. Please keep in mind to only use the Oracle
version suitable for the operating system.

The databases listed above can be used for Windows 7 Professional (64 Bit), Windows 8
Professional (64 Bit), Windows Server 2008 R2 (64 Bit) and Windows Server 2012 R2 (64
Bit).

Oracle 12.1 Standard Edition can be used for Windows 10 Professional (64 Bit).

The detailed installation is described in Annex A.

® Oracle 11.2 Express Edition makes use of up to 1GB of memory and can administrate up to
11 GB data.

30 TD/CEM-DAS-EN Rev. A | CEM-DAS System manual



7.5 CEM-DAS
CEM-DAS comes in an installation file with its version included in the file name.

For example, the installation file for version 1.2.4 is named “CEM-DAS 1.2.4.exe”.

This file needs to be executed to start the installation. A running CEM-DAS system must be
stopped.

Please, shutdown the CEM-DAS System before continuing the installation of the
new Version,

Do not forget to startup CEM-DAS after installation.

Use the corresponding icons from the CEM-DAS desktop folder,

s

|_ QK | [ Cancel ]

Figure 9: Dialog window for installation

Click OK if CEM-DAS is stopped.

The following message will appear to install CEM-DAS.

% ractor - L -03.exe I
To unzip &l files in CemDas-1.2.4-03 exe ta the .
specified folder press the Unzip button. Unij
Unzip to folder:

SCEM-DAS] Browse.. Close
Owverwrite files without prompting
When done unzipping apen:

“setup.cmd

Figure 10: Installation of CEM-DAS

The files must be installed to “C:\CEM-DAS”. This directory should be set by default.
Installation starts by clicking UNZIP. The two options “Overwrite files without prompting” and
“When done unzipping ...” must not be disabled, since otherwise the installation cannot be

correctly executed.

Further steps will be executed after installation. These are displayed in messages, which re-
quire keyboard entries at certain points.

During installation, a folder “CEM-DAS” is created on the desktop with several icons.
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» CEM-DAS » - Search CEM-DAS

Organize » Include in library = Share with + New folder =+ [ l@l
I ] @ as B ) s @
 m o > 5 h Y &
Programs CEM-DAS CEM-DAS CEM-DAS  configaml DAA DAA DAA Viewer  DataServer  listener.ora
Log Shutdown Startup Shutdown Startup Shutdown
= | i (gl
@ | 2 &
Leg startup.ini  tnsnames.o  WebServer  WebServer
ra Shutdown Startup

Figure 11: Folder CEM-DAS on desktop

The CEM-DAS programs can be started as Windows services upon system start, or as pro-
grams after user registration.

During the installation the two required Windows services (CEM-DAS and CEM-WEB) are al-
ready registered, but not yet automatically started during system startup (set to “manual”). If
CEM-DAS shall be started as a Windows service, the start type must be set to “automatic”.

File Action VYiew Help
e BElHciEm > mnw

£ Services (Local) . Services (Local)

-

CEM-DAS 2017.02 Mame Description Status Startup Type Log On As
. =3 CEM-DAS 2017.02 CEM-DAS Version 201702 Manual Local System
plaib iBesevics ¢, CEM-WEE 86 Tomeat 8.5.9 JDK 8u121 Manual Local System
5 Certificate Propagation Copies user certificates a..  Started Manual Local System
Description: 5 CNG Key Isolation The CNG key isolation se... Manual Local System
CEM-DAS Version 2017.02 ;. COM+ Event System Supports System Event...  Started Automatic Local Service
% COM+ Systemn Application Manages the configurati... Manual Local System
S Computer Browser Maintains an updated lis... Manual Local System

% Credential Manager Provides secure storage ... Manual Local System

\ Extended /(Standard

Figure 12: Installed service for CEM-DAS

If CEM-DAS shall be executed as a program under the user profile “CEM-DAS”, then this user
must be automatically registered upon system start. Furthermore, the “Start CEM-DAS” icon
must be copied into their autostart folder. User account control must be switched off, since
CEM-DAS programs require administrator rights.

After the start of CEM-DAS the computer will automatically be locked, so that no access to the
computer is possible in case of an automatic system restart.
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7.5.1 Database
A database is automatically generated during installation of CEM-DAS. The database is ini-

tialized according to QAL1 / BEP or MCERTS / IED depending on the location of the com-
puter. The current location from Windows is used.

“' Region and Language 5'

"Formats  Losation | Feyboards and Languagesl Adminiztrative |

Sore software, including Windows, may provide you with additional content
for a particular location, Some services provide local information such as news
and weather,

Current location:

See also

Default location

,TI Cancel | Apply |

Figure 13: Location for CEM-DAS

The database is initialized according to QAL1 / BEP for the location “Germany”. The data-
base is initialized according to MCERTS/IED for the location “United Kingdom”. The data-
base is initialized according to IED for all other locations. It is not possible to change the da-
tabase from BEP to IED and vice versa without initialization.

7.5.2 Supported languages

CEM-DAS supports the following languages in the web browser:
e Deutsch / German

e Englisch / English

e Franzosisch / French

e Russisch / Russian

e Rumanisch / Romanian

e Bosnisch / Bosnian

The language preference of the web browser defines the language used to display the web-
sites. The presentation is in English if not supported languages preferences are selected.

7.6 Parameterization

After the installation is successfully completed the parameterization of CEM-DAS can start,
see /1/.
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7.7 Graphic files

The optional graphics for EFU transmission must be available in PCX format with a size of
400x280 pixels.

7.8 Modems

The initializing string in the menu “Operator System” is used for setup of the modem. This will
cyclically initialize the modem.

The data are generally transmitted to the authorities with 8 bits/character, no parity and 1
stop bit. Deviations from this have to be coordinated with the authorities.

7.9 Radio-controlled clock

The radio-controlled cards used are from manufacturers Meinberg and Hopf. These require
one PC slot.

A suitable driver must be installed on Windows. This driver will then synchronize the CEM-
DAS PC with the radio-controlled clock.

7.10 Serial interfaces

DigiBoard cards can be used to increase the number of serial interfaces. Alternatively, USB-
to-serial converters or COM servers can be used.

7.11 DAA
Please refer to the DAA system manual for installation of DAA on the CEM-DAS PC (see /2/).

It is important to install DAA only after Oracle and CEM-DAS have been installed, so that
DAA can detect whether it is running on the CEM-DAS PC or on its own external PC.
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8 Licensing

A license file is required for using CEM-DAS. The following parts of CEM-DAS are subject to
license:

¢ Number of parameterized active users

¢ Number of parameterized DAA systems

¢ Number of parameterized devices ,Digital interface”
e Module upgrading

e Certificate QAL1, MCERTS or no certificate

¢ Number of used database interfaces

After installation the system is not licensed and not certified. The system is useable for two
users and one DAA system in the time limit of 30 days. Beyond this time limit it is not possi-
ble to release a new revision.

The license of CEM-DAS is hardware-related. The license file is compiled after installation of
CEM-DAS.

The required users, systems and modules are registered in the license request file. The ob-
tained valid license file must be activated in CEM-DAS. The system is now licensed and if
necessary certified.

8.1 SmallEdition
There is a SmallEdition beside the full version of CEM-DAS.

The following restrictions apply:

e Maximum one DAA system

e Maximum 12 AIN (analog inputs)

e No EFU transmission

e No replication

o No module upgrading

¢ No database interface

e Only database Oracle 11.2 Express is supported
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9 Related documents

No. |Document No. Title

/11 |OI/CEM-DAS-EN CEM-DAS User’s manual

/2] | TD/DAA-EN DAA System manual

13/ Emissionsfernibertragung (EFU) Schnittstellendefinition i. d .F.
des Beschlusses des LAl vom 28.09.2005 (korrigierte Fassung
vom 15. November 2006)

14/ Quality and Performance Standards for Environmental Data
Management Software, Environment Agency, November 2015
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10 Annex A: Installation of Oracle

10.1 Installation of Oracle 11.2 Standard Edition

The following message appears after the “Setup.exe” file is started:
£ pracle Database 11g Release 2 Installer - Installing database - Step 1 of 11 - |I:||z|

Configure Security Updates ORACLE’ 11g
y DATABASE

B Provide your email address to be informed of security issues, install the product
! Configure Security Updates and intiste configuration manager . Wiew details.

)T\ Dovvnload Software Updates Email | |

Easier for you if you use your My Cracle Support email address/username.

i
-

| wish to receive security updates via My Oracle Support.

i

S

|
I
I
I
P
I
I
I
I

My Cracle Support Password:

i

AT

| Helpy | | Mext = J Cancel

Uncheck “l wish to receive security updates via ...” and click NEXT.

After that, the following message appears.

My Oracle Support Username /Email Address Nok Specified il

o You have not provided an email address.

Do you wish to remain uninfarmed of critical security issues in your configuration?

| xes |[ no |

Confirm this message with YES.
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Dracle Database 11g Release 2 Installer - Installing database - Step 2 of 11 o |EI|1|

Download Software Updates ORACLE" 11g
! DATABASE

CemtiEune Samt Uskics Dovvnload software updates for this installation. Software updates consist of recommended updates to the installer
Lonfigure securly UpHates

system requirement checks, PatchSet Updates (PSUs), and other recommended patches .

! Download Software Updates

Select f the followi ions:
T Aol Software Undstes elect one of the following options:

-::Z' Usze My Oracle Support credentials for download

Fa s

AT
F

I
I
I
A
I
I
I

.

() Uze pre-downloaded software Upcdates

Skip software updates

| Help | < Back || Mext = J Cancel
Select “Skip software updates” and click NEXT.

Dracle Database 11g Release 2 Installer - Installing database - Step 3 of 10

=lolx|
ORACLE" 11 g

DATABASE

Select Installation Option

Select any of the followving install options.

A Dovvnload Software Updates Mote: If you want to upgrade an existing Oracle Database 119 Release 2 instance select "Upgrade an existing

i database” option.
J), Installation Option abase” option

)TI'K Grid Installation Cptions reate and configure a database

/]\

stall databaze software only

Fa s

) Upgrade an existing database

I
I
I
I

| Help | | < Back " Mext = J Cancel

Select “Install database software only” and click NEXT.
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Dracle Database 11g Release 2 Installer - Installing database - Step 4 of 10 o |EI|1|

Grid Installation Options ORACLE’ 11g
p D ATABASE
Select the type of database installation you want to perfarm.
/l\ (El Single instance database installation
Installation Option () Oracle Real Application Clusters database installation
I Grid Installation Options — . X
| () Oracle RAC One MNode database installation
)T\ Install Type
B ]\
| Help | | = Back " Mext = Cancel

Select “Single instance database installation” and click NEXT.

=lolx|
ORACLE" 11 g

DATABASE

Dracle Database 11g Release 2 Installer - Installing database - Step 5 of 11

Select Product Languages

Select the languages in which your product swill run.

Available Languages: Selected Languages:
Arabic “ English
Eerngsl
Grid Installation Options: Brazilian Portuguese

.
s

-,
/

Product Languages Eulgarian
Canadian French

Catalan
Croatian
Czech
Danizh .
Cutch

Ecyyptian

Englizh (United Kingcorm)
Estonian

Database Edition

8]+ ¥]v

e

Finnizh
French
German
Greek
Heloren:
Hungarian

1]

| Help | | < Back " Mext = | | Cancel |

Choose your desired product languages. As a minimum, German and English should be se-

lected. Click NEXT.

CEM-DAS System manual | TD/CEM-DAS-EN Rev. A 39



Dracle Database 11g Release 2 Installer - Installing database - Step 6 of 11

=olx]
Select Database Edition ORACLE 11g
D ATABASE
‘Which database edition do you want to install?
/l\ () Erterprise Edition (3.5GE)
/I\ Oracle Database 119 Enterprize Edition iz a self-managing database that has the scalahbility, performance, high

availability, and security features required ta run the most demanding, mission-critical applications.
AT

© Product Lanuases Standard Edition (3.7GE)
7 Productiencuades

Database Edition Oracle Database 119 Standard Edition is & full-festured data management solution ideally suted to the needs of
M

i medium-sized businesses. |t includes Oracle Real Application Clusters for enterprise-class availability and
T Inztallation Location cotmes complete with ts own Oracle Clusterware and storage management capabilities .

| Standard Edition One (3.7GE)

Oracle Database 119 Standard Edition One is a full-featured data management solution ideally suited to the
] needs of small and medium-sized businesses.

Personal Edition (3.7 GE)

Supports single-user development and deployment that requires full compatibility with Cracle Enterprize Edition
11g and Oracle Standard Edition 11g.

| Help | | = Back || Mext = | Cancel |
Select “Standard Edition One (3,7GB)” and click NEXT. CEM-DAS only includes a license for

this edition, which allows you to install Oracle on a system with a maximum of two processor
sockets.

Dracle Database 11g Release 2 Installer - Installing database - Step 7 of 11

~=lolx]

sarxsnse 11

Specify Installation Location

Specify a path to place all Oracle zoftware and configuration-related files installed by thiz installation owner. This
I location is the Cracle base directory for the installation owner.
/I\
/l\ Oracle Base@ |C:\Oracle |v | | Browese...

-,
Py

Specify a location for storing Oracle databaze softweare files separate from databaze configuration files in the
Oracle base directory. This software directory is the Oracle database home directory.
Databaze Edition

Installation Location Software Location: |C:\0racle\pr0dud'\11.2.D\dbh0me_1 |V| | Browese...

Prerequisite Checks

| tew |

| = Back " Mext = | Cancel |

Change “Oracle Base” to C:\Oracle and click NEXT. The “Software Location” input should
then automatically be updated.
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£ Dracle Database 11g Release 2 Installer - Installing database - Step 8 of 11 o |EI|1|

Perform Prerequisite Checks ORACLE’ 11g
| DATABASE

“erifying that the target environment meets minimum installation and configuration requirements for products you
] have selected. This can take time. Please wait.

AT

| 3%
/I\

/l\
I
l

Checking Swap Size ...

Fa s

! Prerequisite Checks

[
[
I
I

| Help | | Cancel |

Oracle now checks the requirements, so that the installation can be performed.

4 pracle Database 11g Release 2 Installer - Installing database - Step 9 of 11 - |EI|5|

Summary ORACLE 11 g
p DATABASE

[=--Oracle Database 11g Release 2 Installer
] - obal settings
AT
I izk space: required 3.7 GEB available 30.45 GB
/l\ ource location: E:v11.2.x - UmofTinstall. \stageproducts xml
/]\ stabaze edition: Standard Edition One (Install database softveare only)

racle baze: ChOracle

=,
/

oftware location: C:Wracle'product' 1.2 Mdbbome_1
] - OrabdTS Port Mumber: 49152

] é---lnuentory information
T Prerequizite Checks :
!

o Imvertory location: C:iProgram Files\Oraclelinventory
| Summary

|
I

Save Responze File...

| Hew | | «Back | | pstal || cemcel |

The requirements check was successful and installation can commence. All important infor-

mation is summarized again. The directory from which the installation is performed is dis-
played under “Source Location”.

If the information displayed is correct the installation can be started by clicking INSTALL.
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£ Oracle Database 1 1g Release 2 Installer - Installing database - Step 10 of 11 = IEllil
Install Product ORACLE 1 1
i D ATABASE
Progress
/I\ 10% |
/l\ Processing Cracle Core Recuired Support Files 11.2.0.4.0
/I\
] Status
/l\ e Oracle Database installation In Progress
w"  « Prepare Succeeded
l « Copy files Pending
] « Setup files Pending
T Install Product
| Dstails |
s g —
. =
moeme 2 PPl e
DATABASE _— ‘3’ SoE e, 4 Control
- e |+ - 2 N
O R, & XML
| Help | Cancel
Display during installation.
4 Oracle Database 1 1g Release 2 Installer - Installing database - Step 11 of 11 - |EI|1|
- ORACLE 11 g
i D ATABASE
The installation of Oracle Databaze was successful.
/I\
/I\
/I\
/I\
e/ Finish
| Help | | Close |

The installation was successfully completed and can be confirmed by clicking CLOSE.

The following Oracle services must be stopped and set to DEACTIVATED after installation:

e OracleMTSRecoveryService
¢ OracleOraDb11g_home1CIrAgent
e OracleRemExecService

The ,OracleRemExecService* will be disappear from services.
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10.2 Installation of Oracle 11.2 Express Edition

The following message appears after the “Setup.exe” file is started:

Oracle Database 11qg Express Edition - InstallShield Wizard

Preparing to Install...

Oracle Databaze 119 Expreszs Edition Setup iz preparing the
InztallShield wizard, which will guide pou through the program
setup process. Pleaze wait,

Exstracting: Oracle Database 11g Express Edition. msi

|

Cancel

Oracle Database 11g Express Edition - Install Wizard

Welcome to the InstallShield Wizard for Oracle
Database 11g Express Edition

The InstallS hield® Wizard will install Oracle Databaze 11g
Express Edition on your computer. To continue, click
Mext.

ORACLE’

DATABASE
EXPRESS EDITION

Back Mext I Cancel

Click NEXT.

License Agreement
o ORACLE
Pleaze read the following license agreement carefully. CATABAGE
CxpRiSs (T

Oracle Technology Network Developer License Terms f’
for Oracle Database Express Edition

Export Controls

Export lawws and requlations ofthe United States and any other relevant local
export laws and regulations apply to the programs. You agree that such

export control laws govern your use ofthe Program {including technical data)

and any services deliverables provided under this agreerment, and you agree Ll

Prrint |

% | accept the terms in the license agreement

| da nat accept the terms in the license agreement

IrstallShield

Back | Mext I

Cancel |

Select | accept ....“ and click NEXT.
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Oracle Database 11g Express Edition - Install Wizard

Choose Destination Location
ORACLE
Select folder where setup will install files, &

CATABAS
ARPRIRE BT

Setup will install Oracle Database 11g Exprezs Edition in the fallowing folder.

Ta inztall ta this folder, click Mest. Ta install to a different folder, click Browse and select
anather folder.

Drestination Folder
(C:\oraclexe\ ‘
Space Requirad on C: E3124 K
Space Avalable on C: 440269648 K.
Irstall5ield

Back Mexst | Cancel |

Accept default ,C:\oraclexe” and click NEXT.

Oracle Database 11g Express Edition - Install Wizard

Specify Database Passwords

ORACLE

CATABASE
ARPRIRE BT

Enter ahd confirn pazswards for the databaze. This pazsword will be uzed far bath the SYS and
the SYSTEM databaze accounts.

Enter Paszword I |

Confirm Password I

Irstall5ield

Back it [=5s I Cancel

Enter password ,dummy*“ and click NEXT.

Oracle Database 11g Express Edition - Install Wizard
Summary |
ORACLE

Fieview settings before proceeding with the installation. EATABASE

ARPRIRE BT

Current |nstallation Settings:

Destination Folder: C:horaclexeh ;I
Oracle Home: C:horaclexetapphoraclebproductil1.2. Dheerver',

Oracle Base:C:horaclexe'.

Part for ‘Oracle D atabasze Listener’: 1521

Pant for ‘Oracle Services for Microsoft Transaction Server: 2030

Part for ‘Oracle HT TP Listener' 8080

i o

Irstall5ield

Back | Install I Cancel |

Click INSTALL.
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Oracle Database 11g Express Edition - Install Wizard
Setup Status

ORACLE
CATABASE
PRI LT
The InztallShield ‘Wizard is instaling Oracle Databaze 119 Express Edition
IrstallShield
Installation is performed.
Oracle Database 11g Express Edition - Install Wizard

InstallShield Wizard Complete

Setup has finizhed installing Oracle Databasze 11g Express
E dition on vour computer.

ORACLE’

DATABASE
EXPRESS EDITION

Back | Finish LCance|

Complete with FINISH.

With installation of Oracle 11.2 Express Edition a database is created. CEM-DAS deletes this
default database and generates its own database. Only one Oracle database is licensed.

The services “OracleMTSRecoveryService” and “OracleXECIrAgent” must be stopped and
set to DEACTIVATED. The services ,OracleServiceORCL" and ,,OracleXETNSListener” are

set to ,,Automatic”.
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10.3 Installation of Oracle 12.1 Standard Edition

The following message appears after the “Setup.exe” file is started:

Dracle Database 12c Release 1 Installer - Step 1 of 10

Configure Security Updates

: =[]
ORACLE 12

DATABASE

5 Pravide vour email address to be informed of security izsues, install the product
&l Configure Security Updates and inttiste configuration manager. Yiewy details,

)TK Inztallation Option -
Ernail:

Easier for wou if you use your My Oracle Support email addressiusername.

-,
/

Fa s

|:| | weizh to receive security updates via My Oracle Support.

|
I
I
I
I
I
I
I

| Help | | Mext = J Cancel

Uncheck ,| wish to receive security updates ...“ and click NEXT.
After that, the following warning message appears.

My Dracle Support Username/Email Address Not Specified ﬂ

o You have not provided an email address.

Do you wish to remain uninformed of critical security issues in your configuration?

Les [ |

Confirm this message with YES.
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B oracle Database 12c Release 1 Installer - Step 2 of 10 I ] [E59]

Select Installation Option

ORACLE’ 1 2(;
- DATABA.BE

¥ Configure Security pdates
1

el Installation Option
|

)TK Grid Installation Cptions

/l\

I
I
I
I
I

T

Select any of the following install options.

Creste and configure a database
@ (%) Install database software only

() Upgrade an existing databaze

| = Back ” Mext = i Cancel

Select ,Install database software only® and click NEXT.

Grid Installation Options

Oracle Database 12c Release 1 Installer - Step 3 of 10

=10l ]

ORACLE 1 zc
- DﬁTABABE

Configure Security Lindates
Installation Cption

T

b Grid Installation Options

|
)TK Install Tvpe

l

l
l
l
l

| ek |

Select the type of databasze installation you want to perfarm.

_3 Single inztance database installation
() Oracle Real Application Clusters detabase installation

-.’_::- Oracle RAC Ong Mode databasze installation

| = Back " MextE | Cancel

Select ,Single instance database installation® and click NEXT.
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acle Database 12c Release 1 Installer - Step 4 of 11 o =] S
ORACLE
Select Product Languages ] c
’ DﬁTﬁBﬁSE
T Confiqure Security Updates Select the lanouages in which your procuct will run.
;r Inztallation Option Available Anouages: Selected lBnguages:
; - 3
A GridInstalation Options Arabic = English
i Eerngsl
'l Product Languages Brazilian Portuguese
| N
Database Edition Bulgarian
T Canadian French
I Catalan
Croatian
] Czech >
[ Danish L e
] Dutch |2|
Egyyptian 4
] Englizh (United Kingcorm) | <« |
- Estonian —
Finnizh
French
German
Greek
Hebreswn:
Hungar.ian =
| Help | | = Back " It = | | Cancel |

Choose your desired product languages. As a minimum, German and English should be se-
lected. Click NEXT.

acle Database 12c Release 1 Installer - Step 5 of 11 o =] S
- ORACLE’
Select Database Edition ] ¢
- DﬁTﬁBﬁSE
T Configure Security Uptates Which databasze edition do you weant to install?
;r Inztallation Option
)T\ Gridd Installstion Options
¥ Product Languanes
1 L
© Database Edition Standard Edition Two (5.5GE6)
| sl Home Lser Selection Cracle Database 12c Standard Edition Two iz a ful-festured data management solution ideally suited to the
T - needs of medium-sized businesses. i includes Oracle Real Application Clusters for enterprise-class availahility
] and comes complete with its own Oracle Clustersware and storage management capabilties.
| Help | | = Back " Mext = Cancel

Select ,Standard Edition Two (5,5GB)“ and click NEXT.
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IOl
ORACLE
Specify Oracle Home User ] - - == c

DATABASE

CemtiEune Samt Uskics COracle recommends that you specify & standard Windows User &ccount (not an Administrator account) to install
Lonfigure securly UpHates

and configure the Oracle Home for enhanced security. This accourt is used for running the Windows Services for
the Cracle Home. Do not log in using this account to perform administrative tasks.

Gridd Installation Cptions () Use Existing Windows User

Inztallation Option

Product Languanes
Database Edition
! Oracle Home User Selection

Installation Locstion () Create Mew Windows User

(—(—(—(—€—HE——e—F—F—=

) Uze Windows Buitt-in Account

| e |

| = Back " Mext = ] Cancel

Select ,Use Windows Built-in Account and click NEXT.
After that, the following message appears.

Oracle Database 12c Release 1 Installer x|

1 [INS-35810] You have selected to use Built-in Account for installation and
- configuration of Cracle Home. Oracle recommends that you specify a Windows
User Account with limited privilege to install and configure & secure Oracle Home.

Are you sure you want to continue 7

| wes || mwo || Deteis

Confirm this message with YES.
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Oracle Database 12c Release 1 Installer - Step 7 of 11 I ] [E59]
- " ] C)R’ACI_E
Specify Installation Location c

DATABI\BE

Configure Security Upcates Specify a path to place all Oracle software and configuration-relsted files installed by this installation owner. This
X i location is the Cracle hase directory for the installation owner.
nztallation Cption

Grid Installation Cptions Oracle base@ |C:\Orac:le |V| | Erowse...

Product Languages

Databaze Edition Specify & locstion for storing Oracle detabase software files separate from databese configuration files in the

Oracle base directary. This software directory is the Cracle database home directory.
Cracle Home User Selection

Installation Location Software location:  [CWOraclelproducty] 2.1 Ddbhome_1 |v| |Elr0ﬂse...

Prerequisite Checks

(O —— T —<

| Help | | = Back || Mest = | Cancel |

Change “Oracle Base” to C:\Oracle and click NEXT. The “Software Directory” input should
then automatically be updated.

nstallationsprogramm yon Oracle Database 12c Release 1 - Schritt 3 von 11 (O] =|

C)R’ACI_E 2
Voraussetzungsprifungen ausfilhren 1 c
" DATABASE

Es wrird geprift, oh die Zielumgebung die Mindestanforderungen an Installation und Konfiguration fir die gevwahiten
Produkte erfilt. Dies kann etwas Enger davern. Bitte haben Sie einen Moment Geduld.

33%

Swrap-Groie wird geprift. .

Woraussetzungen priifen

| Hife | | abbrechen |

Oracle now checks the requirements, so that the installation can be performed.
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B oracle Database 12c Release 1 Installer - Step 9 of 11

=10l
- - ORACLE 1 2(;

DATABI\BE

Confiqure Security Updates = Qracle Datab 12¢ Rel 1 Install

nstallstion Cption & Global settings

- Disk space: required 5.5 GB available 52 .46 GB [Edit]

- Oracle Home User Selection: NT AUTHORITYVASYSTEM

- Source location: EvDracle1 2.1 SE2install. \stageyproducts xml

- Database edition: Standsrd Edition Two (Install database software only) [Edit]
- Oracle baze: CWOracle [Edit]

Grid Installation Options
Product Languages
Databaze Edition

Cracle Home User Selection

Il Lt - Software location: ChCracle\productil 2.1 Ddbhome_1 [Edit]

- OratdTS Port Mumber: 49152
Prereguisite Checks

Summany

(€€ €€ € FF—¢

| Save Responsze File... |

[ Hew | | <Bsck | | mnstan || cancer |

The requirements check was successful and installation can commence. All important infor-

mation is summarized again. The directory from which the installation is performed is dis-
played under “Source Location”.

If the information displayed is correct the installation can be started by clicking INSTALL.

Dracle Database 12c Release 1 Installer - Step 10 of 11

C)R’ACI_E
Install Product ] C
v DATABI\SE
Progress

/] A 9% |

/l\ Processing Oracle Configuration Manager 103811

I Status

l e Oracle Databasze installstion In Progress

l W . Prepare Succeeded

+ Copy files Pending

I » Setup Pending

T Setup Oracle Base Pending

I

el Install Product

I

| Detais |
DATABASE 1 2

| Helpy | | Cancel

Display during installation.
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RI=TE
. ORACLE’
Finish J —_—
- DATABASE
The installation of Oracle Databaze was successiul.
/l\
/l\
[
|
|
|
[
|
[
e/ Finigh
| Help | | Close |

The installation was successfully completed and can be confirmed by clicking CLOSE.

The Oracle service “OracleRemExecServiceV2” must be stopped and set to DEACTIVATED.
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11 Annex B: Setup of the firewall

File Action View Help

L
e H :
E23 Inbound Rules = X . » | linbound Rules =
Outhound Rules MName Group Profile Enabled Action = .l\ ul ul
2-!5 Connection Security Rules .Create a System Repair Disc Domain Mo Allow W3 MewRule..
b lé_‘ Monitoring @Create a System Repair Disc Public Yes Allow =l ¥ Filter by Profile »
.Create a System Repair Disc Domain  MNe Allow .
@ Create a System Repair Disc Public Yes Allow L OGRS i’
(@ Java(TM) Platform SE binary Private.. Yes Allow ST Filter by Group 4
@Java(TM) Platform SE binary Private.. Yes Allow View »
@ Refresh
(@ Teamviewer Remote Contral Application Public  Ves Allow iz ExportList..
@Teamwewer Remote Control Application Public Yes Allow ] Help
@Teamwewer Remote Control Service Public Yes Allow
@Teamwewer Remote Control Service Public Yes Allow palectedliams -
.BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All Mo Allow # Disable Rule
.BranchCacheHosted Cache Server (HTT... BranchCache - Hosted Cach... All Mo Allow *’ G
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All Mo Allow =
.Cnnnecttn a Metwork Projector (TCP-In)  Connect to a Network Proje.. Domain - Ne Allow 2 oy
.Cnnnecttn a Metwork Projector (TCP-In)  Connect to a Network Proje..  Private..  Neo Allow x Delete
.Cnnnecttn a Metwork Projector (WSD Ev... Connect to a Network Proje.. Domain - Ne Allow Help
.Cnnnecttn a Metwork Projector (WSD Ev...  Connect to a Network Proje... Private..  No Allow
.Cnnnecttn a Metwork Projector (WSD Ev...  Connect to a Network Proje..  Domain - Ne Allow
.Cnnnecttn a Metwork Projector (WSD Ev...  Connect to a Network Proje... Private..  No Allow
.Cnnnecttn a Metwork Projector (WSD-In)  Connect to a Network Proje.. All Mo Allow
@Cnre Metworking - Destination Unreacha... Core Networking All Yes Allow
@Cure Metworking - Destination Unreacha... Core Networking All Yes Allow
@Cure Metworking - Dynamic Hest Config.. Core Networking All Yes Allow
@CDreNEtwurking-Dynamic Host Config... Core Networking All Yes Allow
@Cure Metworking - Internet Group Mana... Core Networking All Yes Allow
@ Core Metworking - IPHTTPS (TCP-In) Core Networking All Yes Allow
@ Core Networkina - IPvG (TPvG-In) |CUrE Metworking All Yes Allow =
] m K] m 3

Create an incoming rule via “Actions / Inbound Rules / New Rule ...”, so that access to the
web server and the database are not blocked by the firewall.

An assistant will then guide the user through the required information.
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* New Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

@ Protocol and Partz
@ Action
@ Profile
@ Mame

Select rule type PORT and click NEXT>

* New Inbound Rule Wizard
Protocol and Ports

Specify the protocols and ports bo which this rule applies.

@ Rule Type
@ Action

@ Profile
@ Mame

80,1521

Select TCP and enter ports 80 and 1521 as specific local ports. NEXT>
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* New Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

H

@ Rule Type

@ Protocol and Portz

@ Profile

@ Mame

Select “ALLOW CONNECTION”. NEXT>

* New Inbound Rule Wizard
Profile

Specify the profiles for which this rule applies.

_

@ Rule Type

@ Protocol and Ports

@ Action

@ Mame

Check all three items and NEXT>
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@& New Inbound Rule Wizard

- - — | —
Name
Specify the name and description of this nle.
Steps:
@ Rule Type
@ Protocol and Ports
@ Action
@ Profile =
TCP Port 80,1521
@ Name
Description (optional):
Port for Tomeat and Oracle
[ <Back J[ Fnsh |[ Concd |

CEM-DAS Server TCP Por

Protocols and Ports I Scope I

General | Programs and Services [

Advanced I Users |
Computers

General

fay  Name:
%‘ CEM-DAS Server TCF Port 80, 1521|

Description:
Port for TOMCAT and ORACLE -

Enablsd

Action
~54 @ Alow the connection

LY 1 Allow the connection it is secure

() Block the connection

Leam more about these settings

Apply

—_— = =

=)

Enter name and description and complete the rule by clicking FINISH.

CEM-DAS Server TCP Por

| General I Programs and Services | Computers
Protocols and Ports | Scope I Advanced | Users
Protocols and ports
we Frotocoltype [Tcp -
Protocol number: e
Local port: [Spedﬁc Ports ']
80, 1521
Example: 80, 443, 5000-5010
Remote port: [NI Ports ']
fl Example: 80. 443, 5000-5010
W Intemet Control Message Protocal Customize.
b {ICMP) settings:
fl
fl
" |  Leam more about protocol and ports

e =

It is important that the rule is “enabled” and the connection is allowed. Name and description

are for information only.

It is important that port 80 (1521) and protocol TCP are entered. Also, all remote ports (= us-

ers) must be allowed.
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12 Annex C: Output of raw value files

The DAA communication program will create a daily raw value file *.raw. In this file, the 5s
raw values as well as other data (last slow averages, digital inputs and outputs etc.) are
saved. CEM-DAS provides an instrument to put out some contents of these files. This in-
strument is the command:

Umofadmin scan-record-file <FileName> [BIN|MV|PIM|LSA] fromTime toTime Idl Id2 .. Idn [options]

which is started in the \UmweltOffice directory. By default, the 5s raw values are stored in
these files in the directory:

[Laufwerk, z.B. D:]\Dateiablage\ [Jahr]\[Monat]\T[nnnn]

where T[nnnn] corresponds to the DAA device ID. The following data must be known in order
to put out the raw value files of a DAA:

What is necessary? Where to get it?

DAA device ID CEM-DAS / Parameterization / Systems / DAA

DAA measuring points ID DAA parameters list, reference list DAA ID: Id1, 1d2, ...

Data type MV: 5s raw values (other data types see command Help)

Time frame Any time frame of a day, see file name of the raw value file:
20110329.RAW = Year 2011, Month 03, Day 29

Raw value file \ File Storage \ [Year] \ [Month] \ T[nnnn] \ *.raw

Output occurs in a Windows command shell. Start a shell (‘DOS window”) with CMD and en-
ter the command according to the following illustration. The complete syntax is then read out,
and after that the command can be repeated with the required parameters (see table above).

For more extensive readouts it is recommended to write the command in a batch file:

& -|o] x|
Microsoft Windows XP [Uersion 5.1.26601
¢G> Copyright 1985-2801 Microsoft Corp.

d:“UmweltOf f ice2B@5 >umof admin scan—record-file -7
15:22:25_.758: Uersion 5.5.7.32 Date 28.84.2811 15:22:25%

Syntax : scan—record-file <FileName»> [{BINIMUIPIMILSA} fromTime toTime Idi Id2
we. IdM] [opts]

Function: scan file for records

Options =

Spim show PIM records

sall show PIM ans MU records

Enter date as thimi:s can bhe missing?:

d.mo.yThimiz:s or ymo—dTh:mi:s
"domo.y himizs" or “"y—mno—d h:imi:s

d - “Umwe 1t Of f ice20085 >

or ddmoyyyyhhmiss

Figure 14: Command for interactive raw value data readout
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By default the readout comes in the window. It can be redirected to any text file using the last
parameter ([opts]), e.g. with “> filename.txt”. The following Figure 15 shows a batch file with
an example, and afterwards the ensuing readout into a text file:

B
e —
REM 28.04.2011  ————m——me—ee e~ FILE-—-——— T¥PE ——-FROM TIME—— -——- TO TIME--— —- TALAS ID —— -- OUT-TO-— ——————- out file-—-——
umofadmin scan-record-file D: \RUhdateanste\Kumde\ZOllOle raw My 11022011000000 11022011000300 7 164 165 166 > Raw_My_20110211. txt
pause
Figure 15: Batch file for raw value readout
TALAS-ID, 7, 7, 164, 164, 165, 165, 166, 166,
Bezeichnung, Stromwert,CO TO3701 10 , Stromwert,DUST IN1931 , Stromwert,NOx IN1931 , Stromwert,NOx IN1951
Einheit, mA, mg/m*3 , mA, mg/m”3 , mA, mg/m3 , mA, mg/m3

11.02.2011 00:00:05, 0, -62.5, 4.03748, 0.175687, 5.99192, 124.495, 0, -250,

11.02.2011 00:00:10, 0, -62.5, 4.04645, 0.217744, 5.9979, 124.869, 0, -250,

11.02.2011 00:00:15, 0, -62.5, 4.04795, 0.224753, 5.98145, 123.841, 0, -250,

11.02.2011 00:00:20, 0, -62.5, 4.04346, 0.203725, 5.97547, 123.467, 0.00149536, -249.907,

11.02.2011 00:00:25, 0, -62.5, 4.05243, 0.245782, 5.96799, 123, 0, -250,

11.02.2011 00:00:30, 0, -62.5, 4.04496, 0.210734, 5.95154, 121.972, 0, -250,

11.02.2011 00:00:35, 0, -62.5, 4.05243, 0.245782, 5.95304, 122.065, 0.00149536, -249.907,

11.02.2011 00:00:40, 0, -62.5, 4.05094, 0.238772, 5.95154, 121.972, 0, -250,

11.02.2011 00:00:45, 0, -62.5, 4.03748, 0.175687, 5.94556, 121.598, 0, -250,

11.02.2011 00:00:50, 0, -62.5, 4.05243, 0.245782, 5.95454, 122.158, 0, -250,

11.02.2011 00:00:55, 0 -62.5, 4.04795, 0.224753, 5.95902, 122.439, 0 -250,11.02.2011 00:01:00, 0, -62.5,

4.05094, 0.238772, 5.96799, 123, 0, -250,

11.02.2011 00:01:05, 0, -62.5, 4.04496, 0.210734, 5.98145, 123.841, 0.00149536, -249.907,

11.02.2011 00:01:10, 0, -62.5, 4.05243, 0.245782, 5.99042, 124.401, 0, -250,

Figure 16: Text file with raw values list
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13 Annex D: Error numbers

The programs of CEM-DAS record errors and faults as system messages. The relevant error
numbers of operating system, database and other applications are summarized in the follow-

ing table.

Error number

Explanation / Measures

2

A directory or a file could not be found.
The path for backup or storage is not available.

5

The program has no permissions to access to the path or the file.

53

The network path could not be found.

The UNC (\Server\release\...) path for backup or archiving does not exist.
IP address cannot be used for server. The name must be entered in ,host' if
the name cannot be resolved.

112

There is not enough free space.

CEM-DAS System manual | TD/CEM-DAS-EN Rev. A 59



Contact

ABB Limited

Industrial Automation
Howard Road, St. Neots
Cambridgeshire, PE19 8EU
United Kingdom

Phone: +44 870 600 6122
Fax: +44 1480 213 339

ABB Pte. Ltd.

Industrial Automation

2 Ayer Rajah Crescent
139935 Singapore, Singapore
Phone: +65 6773 5961

Fax: +65 6778 0222

ABB Engineering Ltd.

Industrial Automation

10 Jiuxiangiao Lu

100015 Beijing, China

Phone: +86 10 84566688 Ext. 6217
Fax: +86 10 84567650

ABB Inc.
Industrial Automation

3700 W Sam Houston Parkway South,

Suite 600, Houston, TX 77042, USA
Phone: +1 713 587 8000

www.abb.com/analytical

ABB Australia Pty Limited
Industrial Automation
Bapaume Road

2170 Moorebank

New South Wales, Australia
Phone: +61 2 9821 0968
Fax: +61 2 9400 7050

ABB Ltd.

Industrial Automation

14 Mathura Road

1210083 Faridabad, Haryana, India
Phone: +91 129 2279627

Fax: +91 129 2279692

ABB Automation GmbH

Industrial Automation
Stierstaedter Strasse 5

60488 Frankfurt am Main, Germany
Fax: +49 69 7930-4566

E-mail: cga@de.abb.com

Note

We reserve the right to make technical changes or
modify the contents of this document without prior
notice. With regard to purchase orders, the agreed
particulars shall prevail. ABB does not accept any
responsibility whatsoever for potential errors or
possible lack of information in this document.

We reserve all rights in this document and in the
subject matter and illustrations contained therein.
Any reproduction, disclosure to third parties or
utilization of its contents — in whole or in parts — is
forbidden without prior written consent of ABB.

Copyright © 2017 ABB
All rights reserved

Sty
G
Sales Service

TD/CEM-DAS-EN Rev. A 06.2017



	1 Introduction
	2 System overview
	2.1 Functions overview
	2.2 System configuration

	3 Functional model
	3.1 CEM-DAS – Data server
	3.1.1 Overview
	3.1.2 dasDaa – Communication with DAA
	3.1.3 dasEfue – Communication with the authorities
	3.1.4 dasSystem – Monitoring
	3.1.5 dasUtility – Classification, messages
	3.1.6 dasBackup – Database storage
	3.1.7 dasSpecial

	3.2 CEM-DAS – Web server
	3.2.1 Overview
	3.2.2 Visualization
	3.2.3 Parameterization

	3.3 CEM-DAS – DAA

	4 Data storage
	4.1 Current data
	4.2 File storage

	5 System requirements
	5.1 General
	5.2 Server
	5.3 Work stations
	5.4 Networks

	6 Maintenance
	6.1 System messages
	6.1.1 Various programs
	6.1.2 dasDaa
	6.1.3 dasEfue
	6.1.4 dasBackup
	6.1.5 dasSpecial (Replication)
	6.1.6 dasSystem
	6.1.7 Client / Web server

	6.2 Connection of an additional DAA
	6.3 Change of DAA parameters
	6.4 Connection of an additional EFÜ-G-System
	6.5 Archiving and deletion of data
	6.6 Updating of CEM-DAS

	7 Installation
	7.1 Introduction
	7.2 Preparation
	7.3 Windows
	7.3.1 Installation instructions for MCERTS
	7.3.2 Firewall

	7.4 Oracle
	7.5 CEM-DAS
	7.5.1 Database
	7.5.2 Supported languages

	7.6 Parameterization
	7.7 Graphic files
	7.8 Modems
	7.9 Radio-controlled clock
	7.10 Serial interfaces
	7.11 DAA

	8 Licensing
	8.1 SmallEdition

	9 Related documents
	10 Annex A: Installation of Oracle
	10.1 Installation of Oracle 11.2 Standard Edition
	10.2 Installation of Oracle 11.2 Express Edition
	10.3 Installation of Oracle 12.1 Standard Edition

	11 Annex B: Setup of the firewall
	12 Annex C: Output of raw value files
	13 Annex D: Error numbers


<<

  /ASCII85EncodePages false

  /AllowTransparency true

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (None)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.7

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType true

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize false

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness false

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages false

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 240

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages false

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 240

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages false

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects true

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly true

  /PDFXNoTrimBoxError false

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier (FOGRA27)

  /PDFXOutputCondition ()

  /PDFXRegistryName (http://www.color.org)

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<

    /ENU (Use these settings to create optimised Adobe PDF documents that are to printed by Xerox for ABB. )

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /BleedOffset [

        0

        0

        0

        0

      ]

      /ConvertColors /NoConversion

      /DestinationProfileName ()

      /DestinationProfileSelector /NA

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /HighResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles true

      /MarksOffset 6

      /MarksWeight 0.250000

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PageMarksFile /RomanDefault

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

    <<

      /AllowImageBreaks true

      /AllowTableBreaks true

      /ExpandPage false

      /HonorBaseURL true

      /HonorRolloverEffect false

      /IgnoreHTMLPageBreaks false

      /IncludeHeaderFooter false

      /MarginOffset [

        0

        0

        0

        0

      ]

      /MetadataAuthor ()

      /MetadataKeywords ()

      /MetadataSubject ()

      /MetadataTitle ()

      /MetricPageSize [

        0

        0

      ]

      /MetricUnit /inch

      /MobileCompatible 0

      /Namespace [

        (Adobe)

        (GoLive)

        (8.0)

      ]

      /OpenZoomToHTMLFontSize false

      /PageOrientation /Portrait

      /RemoveBackground false

      /ShrinkContent true

      /TreatColorsAs /MainMonitorColors

      /UseEmbeddedProfiles false

      /UseHTMLTitleAsMetadata true

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [595.276 841.890]

>> setpagedevice



