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Liability Disclaimer:

This document serves the sole purpose of providing additional, technical information and possible
application and use cases for the contained products and solutions. It does not replace the neces-
sary technical documentation required for planning, installation and commissioning of the prod-
uct. Technical details are subject to change without notice.

Despite checking that the contents of this document are consistent with the current versions of
the related hard and software of the products mentioned within, deviations cannot be completely
excluded. We therefore assume no liability for correctness. Necessary corrections will be intro-
duced as and when new versions of the document are generated.



Introduction

The IP Router Secure communicates on the Backbone Medium (IP) using encrypted telegrams in “Se-
cure mode.” This is intended to prevent third parties from reading the data.

These step-by-step instructions show ways to verify secure communication on the Router live and
to decrypt the telegrams via Wireshark for diagnostic purposes.

Objectives of the document

- Thesystemintegrator is to be shown a method for verifying secure communication between
the IP Router Secure devices.

- Thesystemintegrator is to be shown a method for decrypting the IP Secure telegrams in the
Wireshark network tool for diagnostic purposes.

Content

1. Howis it checked in ETS whether secure communication is activated?

For this purpose, select all IPR/S 3.5.1 devices contained in the topology in the project and
check “Secure Commissioning” under the Properties.

Secure Commissioning

. Activated e
Fig. 1: ETS parameters for “Secure Commissioning”
Secure communication can be checked under the topology properties in Figs. 2 and 3. Com-

munication is regarded as secure when the blue shield + “IP” are visible under “Backbone
Medium.” If the blue shield is not visible, the backbone is unencrypted.
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Fig. 2: ETS view Fig. 3: ETS properties
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2. What do encrypted IP telegrams look like, and how can | verify encryption on an IP telegram
recording?

KNXnet/IP telegrams can be recorded using a network tool, such as Wireshark. If the tele-
grams are encrypted, all relevant information about them, such as the physical address,
group address and values, is shown in encrypted form.

See Fig. 4 for this purpose.

In this example, the telegrams are multicast routing telegrams (224.0.23.12).

37 71.096224 169.254.57.73 224.0.23.12 KNXnet/IP 97 SecureWrapper $8000@9AFD72F.00027BC48550.0051
38 76.090925 169.254.57.73 224.0.23.12 KNXnet/IP 97 SecureWrapper $@000@9AFEABL.00027BC48550.0052
39 76.15e889 169.254.57.73 224.0.23.12 KNXnet/IP 97 SecureWrapper $@@@@@9AFEAED.@0027BC4B550.0053
49 81.075559 169.254.57.73 224.0.23.12 KNXnet/IP 97 SecureWrapper $@@@@@IAFFE2A.080027BC4B550.0054
41 85.139406 169.254.57.73 224.0.23.12 KNXnet/IP 9 =2 ghlcgpper < 2grQ@a BC4Rssa 00

Fig. 2: Wireshark telegram recording

3. How can encrypted KNX telegrams be decoded in Wireshark for diagnostic purposes?

The Backbone Key is required for decoding!

Caution: A Backbone Key will be generated only if all Routers in the topology are set to “Se-
cure.” See item 1in this document to check this.

The Backbone Key is provided in ETS via the Reports function under the “Project Security”
category.
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Fig. 3: ETS report
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Project Security IP Secure Videoanleitung

This report includes security relevant information. Please keep it protected.

Backbone

Key
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Copy [}g‘
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Address Name S Authentication Code
— Strikethrough Text
P 330 IPR/S3.5.1 IP Router Secur DAZ2353E3D66B794AF  ssKPPe(;

Add Note to Repl Text
b 33.2 KNXnet/TP tunneling interface ote fo Beplace fex
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s 334 KNXnet/IP tunneling interface 9x5u 20Q
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b 3.3.6 KNXnet/IP tunneling interface *N/1-1,D
; 340 IPR/S3.5.1 IP Router Secure B3192D8534CEA6703F5452ADDA0B08AY d.TT=g43

ol 3.4.2 KNXnet/TP tunneling interface
b 34.3 KNXnet/IP tunneling interface
s 344 KNXnet/IP tunneling interface
cls 34,5 KNXnet/IP tunneling interface
w346 KNXnet/IP tunneling interface

Fig. 4: Copying Backbone Key

This key is added in Wireshark to decode the telegrams. It is a good idea to save the report as a
PDF file, because the keys can be copied here.

To do this, right-click an encrypted telegram and select “Key file...” under the protocol settings
(Fig. 7).

No. Time Source Destination . Protocol Length Info
617 132.812487  169.254.57.73 224.0.23.12 KNXnet.. 97 Securelirapper $0099287DA9FF.00027BCAB550.01D4
500 123814562 ____160.254.57.73 224.0.23.12 RNXnet... -
597 114.825088  169.254.57.73 224.0.23.12 Mark/Unmark Packet Ctri+M 7D63BC.00027BC4B550. 6102
575 105.837715  169.254.57.73 224.0.23.12 Ignore/Unignore Packet Ctr+D 7DABAG. 00027BCAB550 . 91D1
558 96.849106 169.254.57.73 224.0.23.12 Set/Unset Time Reference  Ctrl+T 7D1D84.00027BC4B550 . 0100
532 89.843035 169.254.57.73 224.0.23.12 B — CtrisShiftsT [D0226.00027BCAB550. 01CF
526 87.840983 169.254.57.73 224.8.23.12 7CFASA.80027BCAB550 .01CE
Packet Comment... Ctri+Alt+C
519 85.929339 169.254.57.73 224.0.23.12 PCF2DC.@0027BC4B550.01CD
500 80.934486 169.254.57.73 224.0.23.12 Edit Resolved Name 7CDFS9.00027BC4B550 .91CC
490 78.842649 169.254.57.73 224.0.23.12 e , FCD72D.80027BC4B550.61CB
480 75.940280 169.254.57.73 224.0.23.12 e A , FCCBD7.00027BC4B550.01CA
459 70.945734 169.254.57.73 224.8.23.12 e 7CB8SA.00027BCAB550.01C9
448 69.854838 169.254.57.73 224.0.23.12 e — " FCB411.000278C4B550.01C8
423 65.951165 169.254.57.73 224.0.23.12 Calenize CamEr=aiay " FCAAD2.000278C4B550.01C7
392 60.966318 169.254.57.73 224.0.23.12 ScTP * pC9159.00027BC4B550.01C6
390 60.856242 169.254.57.73 224.0.23.12 Follow * [PCOGEB.00027BC4B550.01C5
343 55.971956 169.254.57.73 224.8.23.12 copy , FC7DD6.000278C4B550.01CA
313 51.858244 169.254.57.73 224.0.23.12 CANCS_AAADZRCARSSA A1C
311 51.4087773 169.254.57.73 224.0.23.12 Protocol Preferences i Open KNX/IP preferences...
307 50.967349 169.254.57.73 224.0.23.12 Decode As... e —
293 47.784458 169.254.57.73 224.0.23.12 Show Packet in New Window T ———
237 38.806147 169.254.57.73 224.8.23.12 TRNXReE. 97 SecureWrapper 00002 ) )
186 29.807882 169.254.57.73 224.0.23.12 KNXnet... 97 Securelirapper $0@002 L) D i e
143 20.809653 169.254.57.73 224.0.23.12 KNXnet.. 97 Securelirapper $86002 1 key: .
59 11.811403 169.254.57.73 224.0.23.12 KNXnet.. 97 Securelirapper $00002 2. key: ..
> Frame 609: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface @ j :z
> Ethernet IT, Src: AbbStotz 88:80:be (08:0c:de:88:80:be), Dst: IPvdmcast 17:0c (01:00:5e:00:17:0c)
> Internet Protocol Version 4, Src: 169.254.57.73, Dst: 224.0.23.12 e
> User Datagram Protocol, Src Port: 3671, Dst Port: 3671 & (= =
> KNX/IP Secure Wrapper, Seq Nr: $0000287D86D9, Ser Nr: $08027BC4B550, Tag: $01D3 7. key: ..
8. key: ...
9. key: ... |
@1 00 5e 00 17 @c 00 Oc de 88 80 be 08 0@ 45 00 B E 10. key: .. |
00 53 ef f4 40 00 10 11 a0 51 a9 fe 39 49 €@ 00 S 91 ;
17 @c Be 57 @e 57 @0 3f fa f7 @6 10 89 50 00 37 w@w 2 ° P-7 EEER IR
00 00 06 00 28 7d 86 d9 00 62 7b c4 b5 50 01 d3 ¢) {-p
d1 a7 36 23 59 44 7a 9b d9 9c 75 2e ec 35 bc 70 6#YDz- --u.-5-p
a@ 97 bb b9 @9 5c 23 2f 03 d2 ¢7 73 58 d5 75 88 \#/ - -sX-u
Fig. 5: Decoding telegrams in Wireshark
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Now, copy the key and paste it into the “1.key” field.

No. Time Source Destination Protocol Length Info
617 132.812487 169.254.57.73 224.0.23.12 KNXnet... 97 Securelirapper $0000287DAIFF.80027BCAB550.081D4
609 123.814562 169.254.57.73 224.6.23.12 KNXnet.. 97 Securellrapper $0000287D86D9.080027BCAB550.081D3
597 114.825986 169.254.57.73 224.0.23.12 KNXnet.. 97 Securelirapper $0000287D63BC.020027BC4AB550.081D2
575 105.837715 169.254.57.73 224.0.23.12 KNXnet.. 97 Securelirapper $0000287D40A0.080627BCAB550.081D1
558 96.849106 169.254.57.73 224.0.23.12 KNXnet.. 97 Securelirapper $0000287D1D84.080027BC4B550.01D8
533 89.843@35 169.254.57.73 224.0.23.12 KhXne 9 e elirappe Q1CE
526 87.848983 169.254.57.73 224.0.23.1] g Wireshark - Preferences I A A A [
519 85.929339 169.254.57.73 224.0.23.12 - — I -
500 80.934486 169.254.57.73 224.0.23.12 oM - KNX/ TP 2
49@ 78.842649 169.254.57.73 224.0.23.12 VA Key file
480 75.940280 169.254.57.73 224.0.23.12 Tuup
459 70.945734 169.254.57.73 224.0.23.12 IXIATRAILER
448 69854838 169.254.57.73 224.0.23.13 Jmirror Key file password
423 65.951105 169.254.57.73 224.0.23.12 JSON .
392 60966318  169.254.57.73 224.8.23.13 Juniper E/ID IR
390 60.856242 169.254.57.73 224.0.23.12 IXTA =
343 55.971956 169.254.57.73 224.0.23.12 K12x0¢ \j i
313 51.858244 169.254.57.73 224.0.23.12 Kafka KIX decryption keys
311 51.407773 169.254.57.73 224.0.23.12 KDP (KNX/IP multicast/group keys, KNX/IP unicast session keys, KNX data-security tool keys
307 50.967349 169.254.57.73 224.0.23.12 KDSP and link-table keys)
293 47.784458 169.254.57.73 224.0.23.12 Kingfisher (format: 16 bytes as hex; example: AD Al A2 A3 A4 AS AG A7 AB A9 AA AB AC AD AE
237 38.806147 169.254.57.73 224.0.23.12 KINK
186 29.807882 169.254.57.73 224.9.23.12 Kismet [1. key 35B9474E14BB4FFOFSBAN2AZ19AADBSF l L
143 20.809653 169.254.57.73 224.6.23.12 KNET 2. key
59 11.811403 169.254.57.73 224.6.23.12 KNX/IP
> Frame 6@89: 97 bytes on wire (776 bits), 97 bytes capl| Kpasswd S5
> Ethernet TI, Src: AbbStotz 88:80:be (00:0c:de:88:80:[) KRB4 4. key
> Internet Protocol Version 4, Src: 169.254.57.73, Dst| KRBS5 = - I gy B
> User Datagram Protocel, Src Port: 3671, Dst Port: 36|
> KNX/IP Secure Wrapper, Seq Nr: $@0@@287D86D9, Ser Nr. ok || cancel |[ hep
Fig. 6: Wireshark — pasting the key
All KNX telegrams encoded using this key will now be decrypted.
e e g o et et o e e o
DHCP = 1 “l
KNXnet/IP SecurelWrapper $000009B1AB6C.00027BC4B55@.0076 RoutingInd L _Data.ind 3.3.1->1/1/100 GroupValueWrite 5011
KNXnet/IP SecureWrapper $000009B81B3B6.000278C4B550.2077 RoutingInd L_Data.ind 3.3.1->1/1/200@ GroupValueWrite $00
KNXnet/IP SecurelWrapper $0@00@9B1BEEF.00027B(4B550.0078 RoutingInd L_Data.ind 3.3.1->1/1/100 GroupValueWrite $@1
KNXnet/IP SecureWrapper $0000@981D278.00027BC4B55@.0079 RoutingInd L _Data.ind 3.3.1->1/1/10@ GroupValueWrite $01
KNXnet/IP SecurelWrapper $00000981D6D2.000278C4B550.007A RoutingInd L_Data.ind 3.3.1->1/1/200 GroupValuelirite $%J
DHCP -
VAV nd ITR SAAAANNDACLNAD AAAATIDF ADELCA AATID NaidlaaTad | Aaéda 2ad 3 3 2 a2 /2AA Fanoaura

Fig. 7 Decrypted telegrams in Wireshark

All relevant information about the KNXnet/IP telegram will now be visible (Fig. 9).
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