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Introduction 

The IP Router Secure communicates on the Backbone Medium (IP) using encrypted telegrams in “Se-

cure mode.” This is intended to prevent third parties from reading the data. 

These step-by-step instructions show ways to verify secure communication on the Router live and 

to decrypt the telegrams via Wireshark for diagnostic purposes. 

 

Objectives of the document 

− The system integrator is to be shown a method for verifying secure communication between 

the IP Router Secure devices. 

− The system integrator is to be shown a method for decrypting the IP Secure telegrams in the 

Wireshark network tool for diagnostic purposes. 

 

 Content 

1. How is it checked in ETS whether secure communication is activated? 

 

For this purpose, select all IPR/S 3.5.1 devices contained in the topology in the project and 

check “Secure Commissioning” under the Properties. 

 

 

Fig. 1: ETS parameters for “Secure Commissioning” 

Secure communication can be checked under the topology properties in Figs. 2 and 3. Com-

munication is regarded as secure when the blue shield + “IP” are visible under “Backbone 

Medium.” If the blue shield is not visible, the backbone is unencrypted. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Fig. 3: ETS properties Fig. 2: ETS view 
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2. What do encrypted IP telegrams look like, and how can I verify encryption on an IP telegram 

recording? 

 

KNXnet/IP telegrams can be recorded using a network tool, such as Wireshark. If the tele-

grams are encrypted, all relevant information about them, such as the physical address, 

group address and values, is shown in encrypted form.  

See Fig. 4 for this purpose. 

 

In this example, the telegrams are multicast routing telegrams (224.0.23.12). 

 

 

Fig. 2: Wireshark telegram recording 

 

3. How can encrypted KNX telegrams be decoded in Wireshark for diagnostic purposes? 

The Backbone Key is required for decoding! 

Caution: A Backbone Key will be generated only if all Routers in the topology are set to “Se-

cure.” See item 1 in this document to check this. 

  

The Backbone Key is provided in ETS via the Reports function under the “Project Security” 

category. 

 

Fig. 3: ETS report  
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Fig. 4: Copying Backbone Key 

This key is added in Wireshark to decode the telegrams. It is a good idea to save the report as a 

PDF file, because the keys can be copied here. 

To do this, right-click an encrypted telegram and select “Key file…” under the protocol settings 

(Fig. 7).  

 

Fig. 5: Decoding telegrams in Wireshark  
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Now, copy the key and paste it into the “1.key” field. 

 

Fig. 6: Wireshark – pasting the key 

All KNX telegrams encoded using this key will now be decrypted. 

 

Fig. 7 Decrypted telegrams in Wireshark 

All relevant information about the KNXnet/IP telegram will now be visible (Fig. 9). 

 

References to other documents 

− FAQ Home and Building Automation 

− Engineering Guide Database 

 

http://new.abb.com/low-voltage/products/building-automation/support/faq
http://new.abb.com/low-voltage/products/building-automation/support/engineering-guide-database

