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Your safety is important to us
Please be aware of these emergency procedures

 In the event of an emergency please dial ext. 55555

from any house phone. Do not dial 9-1-1.

 In the event of an alarm, please proceed carefully to the

nearest exit. Emergency exits are clearly marked 

throughout the hotel and convention center.

 Use the stairwells to evacuate the building and do not

attempt to use the elevators.

 Hotel associates will be located throughout the public

space to assist in directing guests toward the closest exit.

 Any guest requiring assistance during an evacuation

should dial “0” from any house phone and notify the 

operator of their location.

 Do not re-enter the building until advised by hotel

personnel or an “all clear” announcement is made.
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Your safety is important to us
Convention Center exits in case of an emergency

Know your surroundings:

 Identify the meeting room your workshop is being held in

 Locate the nearest exit
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Demand & drivers for cyber 
security
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What is Cyber Security?

The goals of Cyber Security are
 Availability – avoid denial of service 

 Integrity – avoid unauthorized modification

 Confidentiality – avoid disclosure

 Authentication – avoid spoofing / forgery

 Authorization – avoid unauthorized usage

 Auditability – avoid hiding of attacks

 Non-repudiation – avoid denial of responsibility

Cyber Security has

 functional aspects (e.g. user authentication, firewall, anti-virus) 

 quality aspects (e.g. defense in depth, testing)
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Why is cyber security 
relevant to control 
systems?
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Cyber Security for industrial control systems
Actual incidents

CIA: Hackers demanding cash disrupted power
Electrical utilities in multiple overseas cities affected
By Ted Bridis

The Associated Press
updated 6:06 p.m. ET, Fri., Jan. 18, 2008

WASHINGTON - Hackers literally turned out the lights in multiple cities after breaking into electrical 

utilities and demanding extortion payments before disrupting the power, a senior CIA analyst told 

utility engineers at a trade conference.
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Cyber Security for Power Systems
US government

"But we do say -- even if an award scored 'A' grades on all aspects but doesn't address 

cyber -- we reserve right to not go forward with that grant."

Hank Kenchington, Energy Department's Office of Electric Delivery and Energy Reliability

May 29, 2009

REMARKS BY THE PRESIDENT

ON SECURING OUR NATION'S CYBER INFRASTRUCTURE

“ … In short, America's economic prosperity in the 21st century will depend on cybersecurity.

And this is also a matter of public safety and national security. We count on computer networks 

to deliver our oil and gas, our power and our water. We rely on them for public 

transportation and air traffic control. Yet we know that cyber intruders have probed our 

electrical grid and that in other countries cyber attacks have plunged entire cities into 

darkness. …”
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Modern automation, protection and control systems:

 Leverage standard IT components (e.g. MS Windows, Internet Explorer)

 Use IP based communication protocols (“Internet technology”)

 Are connected to external networks

 Use mobile devices and storage media

Why has Cyber Security become an issue?

Isolated

devices

Point to point

interfaces

Proprietary

networks

Standard

Ethernet/IP-

based networks

Inter-

connected

systems

Distributed

systems

Modern control systems are specialized IT Systems
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Drivers for Cyber Security
The global picture

USA – biggest security demand, mainly driven by regulation and Smart Grid initiatives

Canada – similar to USA

Europe – less security demand, main drivers Netherlands, Germany, Sweden, UK

Middle East – security demand still low to medium but increasing



Drivers for Cyber Security
By industry and applications

Customers

Vendors
Standards & 

Regulations

2 Process Automation (Oil & Gas, Chemical)

4 Substation Automation

3 Power Generation DCS

2

1 Network Management (EMS, SCADA)

1

3

4

High demand

Low demand
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Drivers for Cyber Security
What about smart grid?
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Customers

Vendors
Standards & 

Regulations

2

1

3

4

NIST CSCTG

Customer projects

using Stimulus funding

Vendors pushing

technology

IEEE, AMI SEC, NERC CIP



Drivers for Cyber Security
Standards, regulations, best practices, …

…. and many, many more!

Technical vs. non-technical

Generic vs. application specific

End user vs. vendor centric
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Status

NIST SGIP-CSWG
Smart Grid Interoperability Panel – Cyber Security 

Working Group
On-going

NERC CIP
Cyber Security regulation for North American Power 

Utilities
Released, 

On-going

IEC 62351 Data and Communications Security 
Partly released, 

On-going

IEEE PSRC H13
Cyber Security Requirements for Substation 

Automation, Protection and Control Systems
On-going

IEEE 1686
IEEE Standard for Substation Intelligent Electronic 

Devices (IEDs) Cyber Security Capabilities
Finalized

ISA S99 Industrial Automation and Control System Security
Partly released, 

On-going

ICSJWG Industrial Control System Joint Working Group On-going

Drivers for Cyber Security
The most relevant efforts



What is really driving Cyber Security?
What is driving the drivers?

Currently many initiatives and activities driven by 

technology, solutions and FUD*

however

Control System security should be based on an 

understanding of risk

So, how big is the risk?
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*FUD = Fear Uncertainty and Doubt
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Risk



Who are the attackers?

Accidents / mistakes

Rogue insider

Malware 

Thieves / extortionists

Enemies / terrorists

Bottom line is

 Likelihood is unknown

 Consequences are potentially huge

Likelihood
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How big is the risk?

Cyber incidents are real and cyber security for 

industrial control systems must be taken seriously 

but it is a challenge that can be met

Stephen Cummings, director of the British 

government's Centre for the Protection of 

National Infrastructure,

“Cyberterrorism is a myth”

Denial Panic 

Reality
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Challenges
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Enterprise IT vs. Control systems
A different set of challenges

Enterprise IT Control systems

Primary object 

under protection
Information Physical process

Primary risk 

impact
Information disclosure, 

financial

Safety, health, environment, 

financial

Main security 

objective
Confidentiality Availability

Security focus Central Servers
(fast CPU, lots of memory, …)

Distributed System
(possibly limited resources)

Availability 

requirements
95 – 99% 
(accept. downtime/year: 18.25 - 3.65 days)

99.9 – 99.999%
(accept. downtime/year: 8.76 hrs – 5.25 

minutes)

Problem response
Reboot, patching/upgrade, 

isolation
Fault tolerance, online repair
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Cyber Security vs. Safety
Similar but different

Cyber Security = Safety
 Both require(d) a culture change

 Both are all about processes

 Both require training

 Both require top management support

Cyber Security ≠ Safety
 Safety is static and predictable (threats don’t change)

 Cyber Security is constantly changing (threats change)

 For Cyber Security the attacker evolves

 Safety solutions can be certified
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WHY to protect WHAT from WHOM and HOW

Assessment of existing systems

Making cyber security part of risk management process

Definition of security requirements for vendors & system 

integrators

Operation and management of security architecture

Continuous monitoring of the infrastructure

Regular analysis of log files

Regular reevaluation of security architecture 

Continuous threat modeling & risk management

Development of IT-security policies and processes

Training of employees

Evaluation and planning of “new” costs

Main challenges for end users



Main challenges for end users
Addressing risk

Answer the what ifs

 What if I cannot operate this device

 What if someone else can operate this device

 What if this information gets disclosed

 What if someone opens this breaker

 What if it does not open when it should
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Don’t fall for myths

Cyber security is only an issue for  TCP/IP based systems

 Serial links are just as vulnerable

 Even isolated systems have entry points 
(e.g. portable media, see the Stuxnet case)

Cyber attacks will not come from within the physical perimeter because a physical 
attack would be easier

 Cyber attack can be much more sophisticated

 Attack could be used as entry point into other systems

 Cyber attack can be “accidental”

Security of “isolated” systems

 Most systems are NOT really isolated

 Virtual connections always exists (e.g. portable media, laptops)
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Solution approaches



Accept responsibility

Security is about processes

Ignore compliance - at least at first

There is no such thing as 100% security

Security does not come for free

Use a pragmatic approach based on common best 

practices
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Back to the basics
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Effectively use what is available

Access Control & Least-privileges

Make use of the possibility to have personal accounts

Make use of the ability to change passwords

Make use of (role based) access control to limit access privileges

System hardening

Servers and Workstations

 Removal of unused software

 Disabling unused services

 Removal unused accounts

 Change of default passwords

Network and other Devices

 Disabling unused services

 Removal unused accounts

 Change of default passwords
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Cyber Security challenges in the system lifecycle

time
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Developer security  

training 

Security  

testing 

Secure code 
Secure  

design 

Plant  

security  

assessment 

Plant  

security  

architecture 

Secure  

configuration 

Security  

policy  

Security  

testing 

Security architecture 

maintenance 

Incident handling 

Monitoring & audits 

Threat modeling 

Platform patch 

management 

Customer 

Security 

training 

Development Installation / migration Operations 
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Trends & Conclusions
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Trends

Today Trend

Regulation & 

Government 

initiatives

NERC CIP regulation for 

securing Bulk Electric System 

Additional security regulations expected 

for Smart Grid and will cover all voltage 

level 

Government organizations increase 

attention to securing critical infrastructure

Application 

focus

DCS, EMS, SCADA Focus on end-to-end security

Business 

aspects

Smart Grid stimulus funding 

tied to sound security 

approach

Avoiding fines associated with 

non-compliance (end-users)

Reduction of risk (for both end-users and 

vendors) 



© ABB Group 
April 21, 2011 | Slide 35

© ABB Group 

April 21, 2011 | Slide 35

Conclusions

Security is not just a matter of technology, it is primarily about 
people, relationships, organizations and processes working in 
tandem to prevent an attack 

Effective security solutions require a joint effort by vendors, 
integrators, operating system providers and end users.

There is no single solution that is effective for all organizations and 
applications.

Security is a continuous process, not a product or a one-time 
investment 

Security must be addressed with multiple barriers and requires 
both protection and detection mechanisms

Security is about risk management - perfect security is neither 
existent nor economically feasible
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Reminders
Automation & Power World 2011

 Please be sure to complete the workshop evaluation

 Professional Development Hours (PDHs) and

Continuing Education Credits (CEUs):

 You will receive a link via e-mail to print

certificates for all the workshops you have attended 

during Automation & Power World 2011.

 BE SURE YOU HAVE YOUR BADGE SCANNED

for each workshop you attend. If you do not have

your badge scanned you will not be able to obtain

PDHs or CEUs.
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