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Purpose and basic description

This document lists all supported AF contactors that can be used in conjunction with the SFM1 smart function modules. How
the SFM1 module can be used together with AF contactors is documented in related documents [1] at the end of this manual.
The primary source for the technical data of the AF contactors is the associated catalog. In case of discrepancies, the catalog
should be used as the source.

List of supported AF contactors

Note: Use the pull-in power data to select the right 24 V DC power supply out of the ABB CP-C.1 series of power supplies.

Product ID Extended product Size Poles Connection Range Pull-in Holding
type power power

1SBL136001R2101 AF09Z-30-01-21 1 3N.O Screw Standard 16w 17w
1SBL136001R2110 AF09Z-30-10-21 1 3N.O Screw Standard 16w 17w
1SBL136001R2122 AF09Z-30-22-21 1 3N.O Screw Standard 16w 17w
1SBL136001R3001 AF09Z-30-01-30 1 3N.O Screw Standard 6W 17w
1SBL136001R3010 AF09Z-30-10-30 1 3N.O Screw Standard 6w 17w
1SBL136001R3022 AF09Z-30-22-30 1 3N.O Screw Standard 6w 17w
1SBL136005R2101 AF09Z-30-01K-21 1 3N.O Push-In Spring | Standard 16w 1.7wW
1SBL136005R2110 AF09Z-30-10K-21 1 3N.O Push-In Spring | Standard lew 17w
1SBL136005R2132 AF09Z-30-32K-21 1 3N.O Push-In Spring | Standard 16w 17w
1SBL136005R3001 AF09Z-30-01K-30 1 3N.O Push-In Spring | Standard 6w 1.7wW
1SBL136005R3010 AF09Z-30-10K-30 1 3N.O Push-In Spring | Standard 6w 17w
1SBL136005R3032 AF09Z-30-32K-30 1 3N.O Push-In Spring | Standard 6w 17w
1SBL136201R2100 AF09Z-40-00-21 1 4N.O Screw Standard 16w 17w
1SBL136201R3000 AF09Z-40-00-30 1 4N.O Screw Standard 6W 17w
1SBL136501R2100 AF09Z-22-00-21 1 2N.O+2N.C Screw Standard 16w 17w
1SBL136501R3000 AF09Z-22-00-30 1 2N.O+2N.C Screw Standard 6w 17w
1SBL137001R1101 AF09-30-01-11 1 3N.O Screw Standard 50w 2w
1SBL137001R1110 AF09-30-10-11 1 3N.O Screw Standard 50w 2w
1SBL137001R1122 AF09-30-22-11 1 3N.O Screw Standard 50w 2w
1SBL137005R1101 AF09-30-01K-11 1 3N.O Push-In Spring | Standard 50w 2w
1SBL137005R1110 AF09-30-10K-11 1 3N.O Push-In Spring | Standard 50w 2w
1SBL137005R1132 AF09-30-32K-11 1 3N.O Push-In Spring | Standard 50w 2w
1SBL137201R1100 AF09-40-00-11 1 4N.O Screw Standard 50w 2W
1SBL137501R1100 AF09-22-00-11 1 2N.O+2N.C Screw Standard 50w 2w
1SBL156001R2101 AF12Z-30-01-21 1 3N.O Screw Standard 16w 17w
1SBL156001R2110 AF12Z7-30-10-21 1 3N.O Screw Standard 16w 17w
1SBL156001R2122 AF12Z-30-22-21 1 3N.O Screw Standard 16w 17w
1SBL156001R3001 AF12Z-30-01-30 1 3N.O Screw Standard 6w 17w
1SBL156001R3010 AF12Z-30-10-30 1 3N.O Screw Standard 6w 17w
1SBL156001R3022 AF12Z-30-22-30 1 3N.O Screw Standard 6w 17w
1SBL156005R2101 AF12Z-30-01K-21 1 3N.O Push-In Spring | Standard 16w 17w
1SBL156005R2110 AF12Z-30-10K-21 1 3N.O Push-In Spring | Standard 16w 17w
1SBL156005R2132 AF12Z7-30-32K-21 1 3N.O Push-In Spring | Standard 16w 17w
1SBL156005R3001 AF12Z7-30-01K-30 1 3N.O Push-In Spring | Standard 6w 17w
1SBL156005R3010 AF12Z-30-10K-30 1 3N.O Push-In Spring | Standard 6w 17w
1SBL156005R3032 AF12Z7-30-32K-30 1 3N.O Push-In Spring | Standard 6w 17w
1SBL157001R1101 AF12-30-01-11 1 3N.O Screw Standard 50w 2w
1SBL157001R1110 AF12-30-10-11 1 3N.O Screw Standard 50w 2W
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Product ID Extended product Size Poles Connection Range Pull-in Holding
type power power

1SBL157001R1122 AF12-30-22-11 1 3N.O Screw Standard 50w 2W
1SBL157005R1101 AF12-30-01K-11 1 3N.O Push-In Spring | Standard 50w 2w
1SBL157005R1110 AF12-30-10K-11 1 3N.O Push-In Spring | Standard 50w 2w
1SBL157005R1132 AF12-30-32K-11 1 3N.O Push-In Spring | Standard 50w 2W
1SBL176001R2101 AF16Z-30-01-21 1 3N.O Screw Standard 16 W 1.7W
1SBL176001R2110 AF16Z-30-10-21 1 3N.O Screw Standard 16w 17w
1SBL176001R2122 AF16Z-30-22-21 1 3N.O Screw Standard 16 W 17w
1SBL176001R3001 AF16Z-30-01-30 1 3N.O Screw Standard 6W 1.7wW
1SBL176001R3010 AF16Z-30-10-30 1 3N.O Screw Standard 6W 17w
1SBL176001R3022 AF16Z-30-22-30 1 3N.O Screw Standard 6W 17w
1SBL176005R2101 AF16Z-30-01K-21 1 3N.O Push-In Spring | Standard 16 W 1.7wW
1SBL176005R2110 AF16Z-30-10K-21 1 3N.O Push-In Spring | Standard 16w 17w
1SBL176005R2132 AF16Z-30-32K-21 1 3N.O Push-In Spring | Standard 16w 17w
1SBL176005R3001 AF16Z-30-01K-30 1 3N.O Push-In Spring | Standard 6W 1.7wW
1SBL176005R3010 AF16Z-30-10K-30 1 3N.O Push-In Spring | Standard 6W 1.7wW
1SBL176005R3032 AF16Z-30-32K-30 1 3N.O Push-In Spring | Standard 6w 17w
1SBL176201R2100 AF16Z-40-00-21 1 4N.O Screw Standard 16 W 17w
1SBL176201R3000 AF16Z-40-00-30 1 4N.O Screw Standard 6W 1.7W
1SBL176501R2100 AF16Z-22-00-21 1 2N.O+2N.C Screw Standard 16w 17w
1SBL176501R3000 AF16Z-22-00-30 1 2N.O+2N.C Screw Standard 6W 17w
1SBL177001R1101 AF16-30-01-11 1 3N.O Screw Standard 50 W 2w
1SBL177001R1110 AF16-30-10-11 1 3N.O Screw Standard 50w 2w
1SBL177001R1122 AF16-30-22-11 1 3N.O Screw Standard 50w 2w
1SBL177005R1101 AF16-30-01K-11 1 3N.O Push-In Spring | Standard 50w 2w
1SBL177005R1110 AF16-30-10K-11 1 3N.O Push-In Spring | Standard 50w 2w
1SBL177005R1132 AF16-30-32K-11 1 3N.O Push-In Spring | Standard 50w 2w
1SBL177201R1100 AF16-40-00-11 1 4N.O Screw Standard 50w 2w
1SBL177501R1100 AF16-22-00-11 1 2N.O+2N.C Screw Standard 50 W 2W
1SBL236001R2100 AF26Z-30-00-21 2 3N.O Screw Standard 16w 17w
1SBL236001R2111 AF26Z-30-11-21 2 3N.O Screw Standard 16 W 17w
1SBL236001R2122 AF26Z-30-22-21 2 3N.O Screw Standard 16 W 1.7W
1SBL236001R3000 AF26Z-30-00-30 2 3N.O Screw Standard 6W 17w
1SBL236001R3011 AF26Z-30-11-30 2 3N.O Screw Standard 6W 17w
1SBL236001R3022 AF26Z-30-22-30 2 3N.O Screw Standard 6w 17w
1SBL236005R2100 AF26Z-30-00K-21 2 3N.O Push-In Spring | Standard 16w 17w
1SBL236005R2122 AF26Z-30-22K-21 2 3N.O Push-In Spring | Standard 16 W 1.7W
1SBL236005R3000 AF26Z-30-00K-30 2 3N.O Push-In Spring | Standard 6W 1.7wW
1SBL236005R3022 AF26Z-30-22K-30 2 3N.O Push-In Spring | Standard 6W 1.7wW
1SBL236201R2100 AF26Z-40-00-21 2 4N.O Screw Standard 16w 17w
1SBL236201R3000 AF26Z-40-00-30 2 4N.O Screw Standard 6W 1.7wW
1SBL236501R2100 AF26Z-22-00-21 2 2N.O+2N.C Screw Standard 16 W 1.7W
1SBL236501R3000 AF26Z-22-00-30 2 2N.O+2N.C Screw Standard 6W 17w
1SBL237001R1100 AF26-30-00-11 2 3N.O Screw Standard 50w 2W
1SBL237001R1111 AF26-30-11-11 2 3N.O Screw Standard 50w 2W
1SBL237001R1122 AF26-30-22-11 2 3N.O Screw Standard 50w 2w
1SBL237005R1100 AF26-30-00K-11 2 3N.O Push-In Spring | Standard 50w 2w
1SBL237005R1122 AF26-30-22K-11 2 3N.O Push-In Spring | Standard 50w 2W
1SBL237201R1100 AF26-40-00-11 2 4N.O Screw Standard 50w 2w
1SBL237501R1100 AF26-22-00-11 2 2N.O+2N.C Screw Standard 50w 2w
1SBL276001R2100 AF30Z-30-00-21 2 3N.O Screw Standard 16 W 1.7wW
1SBL276001R2111 AF30Z-30-11-21 2 3N.O Screw Standard 16 W 1.7wW
1SBL276001R2122 AF30Z-30-22-21 2 3N.O Screw Standard 16w 17w
1SBL276001R3000 AF30Z-30-00-30 2 3N.O Screw Standard 6W 17w
1SBL276001R3011 AF30Z-30-11-30 2 3N.O Screw Standard 6W 1.7wW
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Product ID Extended product Size Poles Connection Range Pull-in Holding
type power power

1SBL276001R3022 AF30Z-30-22-30 2 3N.O Screw Standard 6w 17w
1SBL276005R2100 AF30Z-30-00K-21 2 3N.O Push-In Spring | Standard 16w 17w
1SBL276005R2122 AF30Z-30-22K-21 2 3N.O Push-In Spring = Standard 16 W 17w
1SBL276005R3000 AF30Z-30-00K-30 2 3N.O Push-In Spring = Standard 6w 1.7w
1SBL276005R3022 AF30Z-30-22K-30 2 3N.O Push-In Spring | Standard 6w 17w
1SBL277001R1100 AF30-30-00-11 2 3N.O Screw Standard 50w 2w
1SBL277001R1111 AF30-30-11-11 2 3N.O Screw Standard 50w 2w
1SBL277001R1122 AF30-30-22-11 2 3N.O Screw Standard 50w 2w
1SBL277005R1100 AF30-30-00K-11 2 3N.O Push-In Spring | Standard 50w 2w
1SBL277005R1122 AF30-30-22K-11 2 3N.O Push-In Spring = Standard 50w 2w
1SBL296001R2100 AF38Z-30-00-21 2 3N.O Screw Standard 16w 17w
1SBL296001R2111 AF38Z-30-11-21 2 3N.O Screw Standard 16w 17w
1SBL296001R2122 AF38Z-30-22-21 2 3N.O Screw Standard 16 W 17w
1SBL296001R3000 AF382-30-00-30 2 3N.O Screw Standard 6w 1.7w
1SBL296001R3011 AF38Z-30-11-30 2 3N.O Screw Standard 6W 17w
1SBL296001R3022 AF38Z-30-22-30 2 3N.O Screw Standard 6w 17w
1SBL296005R2100 AF38Z-30-00K-21 2 3N.O Push-In Spring = Standard 16 W 17w
1SBL296005R2122 AF38Z-30-22K-21 2 3N.O Push-In Spring | Standard 16w 1.7wW
1SBL296005R3000 AF38Z-30-00K-30 2 3N.O Push-In Spring = Standard 6w 17w
1SBL296005R3022 AF382-30-22K-30 2 3N.O Push-In Spring = Standard 6w 17w
1SBL296201R2100 AF38Z-40-00-21 2 4N.O Screw Standard 16w 17w
1SBL296201R3000 AF38Z-40-00-30 2 4N.O Screw Standard 6W 17w
1SBL296501R2100 AF38Z-22-00-21 2 2N.O+2N.C Screw Standard 16 W 17w
1SBL296501R3000 AF38Z-22-00-30 2 2N.O+2N.C Screw Standard 6w 17w
1SBL297001R1100 AF38-30-00-11 2 3N.O Screw Standard 50w 2w
1SBL297001R1111 AF38-30-11-11 2 3N.O Screw Standard 50w 2w
1SBL297001R1122 AF38-30-22-11 2 3N.O Screw Standard 50w 2w
1SBL297005R1100 AF38-30-00K-11 2 3N.O Push-In Spring | Standard 50w 2w
1SBL297005R1122 AF38-30-22K-11 2 3N.O Push-In Spring = Standard 50w 2w
1SBL297201R1100 AF38-40-00-11 2 4 N.O Screw Standard 50w 2w
1SBL297501R1100 AF38-22-00-11 2 2N.O+2N.C Screw Standard 50w 2w
1SBL347001R1100 AF40-30-00-11 3 3N.O Screw Standard 25w 2w
1SBL347001R1111 AF40-30-11-11 3 3N.O Screw Standard 25w 2w
1SBL347001R1122 AF40-30-22-11 3 3N.O Screw Standard 25w 2w
1SBL347201R1100 AF40-40-00-11 3 4N.O Screw Standard 25W 2w
1SBL347501R1100 AF40-22-00-11 3 2N.O+2N.C Screw Standard 25w 2w
1SBL367001R1100 AF52-30-00-11 3 3N.O Screw Standard 25w 2w
1SBL367001R1111 AF52-30-11-11 3 3N.O Screw Standard 25W 2w
1SBL367001R1122 AF52-30-22-11 3 3N.O Screw Standard 25w 2w
1SBL367201R1100 AF52-40-00-11 3 4 N.O Screw Standard 25w 2w
1SBL387001R1100 AF65-30-00-11 3 3N.O Screw Standard 25w 2w
1SBL387001R1111 AF65-30-11-11 3 3N.O Screw Standard 25w 2w
1SBL387001R1122 AF65-30-22-11 3 3N.O Screw Standard 25w 2w
1SBL397001R1100 AF80-30-00-11 3.5 3N.O Screw Standard 40W 2w
1SBL397001R1111 AF80-30-11-11 3.5 3N.O Screw Standard 40 W 2w
1SBL397001R1122 AF80-30-22-11 3.5 3N.O Screw Standard 40W 2w
1SBL397201R1100 AF80-40-00-11 3.5 4 N.O Screw Standard 40W 2w
1SBL397201R1111 AF80-40-11-11 3.5 4N.O Screw Standard 40 W 2w
1SBL397501R1100 AF80-22-00-11 3.5 2N.O+2N.C Screw Standard 40W 2w
1SBL407001R1100 AF96-30-00-11 3.5 3N.O Screw Standard 40W 2w
1SBL407001R1111 AF96-30-11-11 3.5 3N.O Screw Standard 40 W 2w
1SBL407001R1122 AF96-30-22-11 3.5 3N.O Screw Standard 40W 2w
1SBL136001N2101 AFO9NO00Z-30-01-21 1 3N.O Screw NEMA 16 W 17w
1SBL136001N2110 AFO9NO00Z-30-10-21 1 3N.O Screw NEMA 16w 1.7W
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Product ID Extended product Size Poles Connection Range Pull-in Holding

type power power
1SBL137001N1101 AFO9NO00-30-01-11 1 3N.O Screw NEMA 50w 2W
1SBL137001N1110 AFO9NO00-30-10-11 1 3N.O Screw NEMA 50w 2w
1SBL156001N2101 AF12N0Z-30-01-21 1 3N.O Screw NEMA 16 W 1.7W
1SBL156001N2110 AF12N0Z-30-10-21 1 3N.O Screw NEMA 16 W 1.7wW
1SBL157001N1101 AF12N0-30-01-11 1 3N.O Screw NEMA 50w 2W
1SBL157001N1110 AF12N0-30-10-11 1 3N.O Screw NEMA 50w 2w
1SBL236001N2100 AF26N1Z-30-00-21 2 3N.O Screw NEMA 16 W 17w
1SBL237001N1100 AF26N1-30-00-11 2 3N.O Screw NEMA 50 W 2W
1SBL237001N1111 AF26N1-30-11-11 2 3N.O Screw NEMA 50w 2w
1SBL347001N1100 AF40N2-30-00-11 3 3N.O Screw NEMA 25W 2w
1SBL347001N1111 AF40N2-30-11-11 3 3N.O Screw NEMA 25W 2W
1SBL397001N1100 AF80N3-30-00-11 3.5 3N.O Screw NEMA 40W 2w
1SBL397001N1111 AF80N3-30-11-11 3.5 3N.O Screw NEMA 40W 2w
1SBL347287R1100 AF40-40-00-11LU 3 4N.O Screw Lighting 25W 2W
1SBL367287R1100 AF52-40-00-11LU 3 4N.O Screw Lighting 25W 2W
—
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1. Important notice

Target group

This description is intended for use by trained specialists in electrical installation and control
and automation engineering, who are familiar with the applicable national standards.

Safety requirements

The responsible staff must ensure that the application or use of the products described sat-
isfy all the requirements for safety, including all the relevant laws, regulations, guidelines and
standards.

Symbols used in this application note:

Symbol that indicated a potentially dangerous situation that can cause personal
injury

@ Symbol to indicate important information and conditions

Important notice

Diagrams shown here are indicative examples. Relevant installation, design and

® safety calculations need to be completed specifically for each system implementa-
tion according to machinery safety standards (EN IEC 62061, EN 1SO 13849-1, EN ISO
13850, EN IEC 61800-5-2, and EN IEC 60204-1) and local laws and regulations. ABB
does not take any responsibility for the accuracy of the data used in this document
and reserves the right to make changes without further notice. For detailed safety
function implementation, please contact your local ABB representative.

2. Purpose and basic description

This document presents details on how an emergency stop, stop category 0, safety function
can be designed and implemented using the Novolink devices together with AF contactors
and an ABB safety relay. The safety function design is done according to EN ISO 13849-1.

Necessary SIL/PL calculations are presented using ABB'’s functional safety design tool.

Safety functions are used in applications that require risk reduction from e.g. unexpected and
hazardous movement. The aim is to design machines that are safe to use. This safety func-
tion example is presented for the new Novolink and safety relay SSR10.

® Note: It is expected that the reader is familiar with the used devices. Please read
the related documentation if this is not the case before you go on reading.
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3.1.

NOVOLINK MODULES FOR AF CONTACTORS

Effective and reliable safe torque off for
Novolink applications

Overview of the safety function

The STO function is the most common and basic safety function integrated. When STO is ac-
tivated, the motor is no longer supplied with rotation or movement causing energy.

Requirements according to EN IEC 60204-1 and EN 1SO 13850:
Safe torque off

« Safe Torque Off (STO) removes power to the electrical motor, preventing a torque of
force to be generated.

« Leaving the STO state must not lead to an uncontrolled start of the electrical motor.

« The emergency stop function is a complementary protective measure and shall not be
applied as a substitute for safeguarding measures and other functions or safety func-
tions.

Stop category O

« Stopping by immediate removal of power to the machine actuators.
« Mechanical disconnection between the hazardous elements and their machine actua-
tors

Safe torque off, stop category O (figure 1), is used to immediately remove the power to the
motor, causing the motor to coast to a stop (the motor stops due to inertia). Additional
breaking can be necessary. The function can be used with applications where it is acceptable
to allow movement to coast to a stop after the removal of the motor torque and/or the mo-
tor stops quickly due to heavy load.

AN
speed

safety function requested

N
d
time
Figure 1: Typical motor speed with stop category O stop.
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3.2.

NOVOLINK MODULES FOR AF CONTACTORS

Design of the safety function for a single motor

The design of the safe torque off function, stop category O, consists of an emergency stop
button as an emergency power off switch, a safety relay as a logic unit and two contactors.
The presented solution can be used up to PL e, category 4 according to EN ISO 13849-1.

Operation of the safety function

When the emergency stop button is pressed, the safety relay detects the signal from the but-
ton and opens its contacts to activate the STO safety function. After STO is activated, it de-
energizes both contactors KS1 and K1. While contactor K1 is used for the regular operation of
the motor, KS1is only de-energized in case the safe function was activated.

The safety relay switches off the 24 V supply of the Novolink modules. In this case, a fault sig-
nal is sent to the PLC that the module is no longer operational.

To continue the motor operation after an emergency stop, the emergency stop button is dis-
engaged (pulled up), which causes the contacts of the relay to close. This deactivates the STO
safety function. When a new switch-on command is received from the PLC, the contactor K1
is released again.

A reset of the safety function is only possible when both contactors are in the off position.
This detects if a contactor has welded and/or is stuck in its activated position. A reset button
and a start command prevent unwanted starts. If there is a problem with a contactor and it is
detected, a reset cannot be performed. SCV10 which is also in the mains path has no electri-
cal connection to the motor wires and can be ignored in the safety evaluation.

Please note the following points:

Note 1: The number of operations of K1 must be on a level that MTTFd is achieved
according to safety requirements in the application.

Note 2: The MTTFd will decrease if the number of annual “on-off” of K1 is high. The
contactor must also be oversized according to well-proven safety principles.

Note 3: Some contactors have built-in mirror contacts. In this case CA401 is not
needed and the contactor provided mirror contacts can be used.

See the circuit diagram (figure 2) for connection details.
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3.3. Ensuring the required safety performance

In this design, two contactors are used in the actuator part of the safety function. KSlis a
contactor that is only broken when an emergency stop is initiated. K1 is a contactor that per-
forms regular operations but is also used when an emergency stop is initiated.

The safety function must fulfil the required safety performance determined by a risk assess-
ment. ABB’s Functional Safety Design Tool (FSDT-01) is used to account for the desired safety
function. This is carried out according to the following steps:

1. Evaluate the risks often according to ISO 12100 and ISO/TR 14121-2 to establish the
target safety performance (SIL/PL level) level for the safety function.

2. Design the safety function circuit and verify the achieved performance level accord-
ing to EN ISO 13849-1, or safety integrity level according to EN IEC 62061.

3. Generate a report for the machine documentation. The report should contain all the
calculation results as well as all assumptions made during the application design.

Energecy s buon .

PL-e PFHo: 9.06E-10 1/h PL:e PFHo: 9.06E-10 1/h

EStrongZ m K$1 contactor AF§116-30-12-11
E MTTFa: 1250000 years ™~ SSR10 MTTFo: 1141667 years
DC: 99 % L P DC: 99 %
EStrongZ PFHp: 4.9E-9 1/h K1 contactor standard
y MTTFo: 1250000 years DCavg - % MTTFp: 10416.67 years
DC: 99 % 1.2.0.0- Logic DC: 99 %
DCavg: 99 % DCavg: 99 %
1.1.0.0 - Sensor # 1.3.0.0 - Actuator
Target PL e
Achieved PL e
ID Subsystem name PL PFHp Cat MTTFo DCavg Contr. to PFHp | Lifetime CCF
1.1.0.0 Emergency stop button e 9.06E-10 1/h 4 2500 years 99 % 13.5% 20 years 70
1.2.0.0 SSR10 e 4.9E-9 1/h 4 - - 73 % 20 years
1.3.0.0 Contactors e 9.06E-10 1/h 4 2500 years 99 % 13.5% 20 years 70

Figure 3: Safety logical diagram and calculation results for a single motor feeder.
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3.4.

NOVOLINK MODULES FOR AF CONTACTORS

Design of the safety function for a group of motors

The design of the safe torque off function, stop category 0, consists of an emergency stop
button as an emergency power off switch, a safety relay as a logic unit and two contactors.
The presented solution can be used up to PL d, category 4 according to EN ISO 13849-1. In
contrast to the example in the previous section, a group of motors can be stopped with a sin-
gle safety relay. All motor relays must be in the OFF position before the safety function can be
reset after an emergency power off.

Operation of the safety function

When the emergency stop button is pressed, the safety relay detects the signal from the but-
ton and opens its contacts to activate the STO safety function. After STO is activated, it de-
energizes both contactors KS1 and KS2.

The contactors related to normal motor operation (e.g. K1) can be in any position.

To continue the motor operation after an emergency stop, the emergency stop button must
be disengaged (pulled up), the reset button pressed and the condition of KS1 and KS2 being
in their off state confirmed first. This deactivates the STO safety function by switching on
the two contactors KS1 and KS2. New start commands will have now an effect again.

A reset of the safety function is only possible when all contactors (safety ones and opera-
tional ones) are in the off position. This prevents unwanted motor restarts. This is realized by
adding auxiliary signals (CA401) into the reset path of the SSR10 relay. Having the work-con-
tactor K1 within the reset signal chain is optional.

See the circuit diagram (figure 3) for connection details.

Please note that the Novolink devices do not play any role in the safety function and
must not be considered in the safety design tool.
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Figure 3: Circuit diagram for a group of motors with safety function.
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3.5. Ensuring the required safety performance

In this example of an emergency stop function, two contactors are used in the actuator part
of the safety function to switch off a group of motors.

The safety function must fulfil the required safety performance determined by a risk assess-

ment. A

BB’s Functional Safety Design Tool (FSDT-01) is used to account for the desired safety

function. This is carried out according to the following steps:

1. Evaluate the risks often according to ISO 12100 and ISO/TR 14121-2 to establish the
target safety performance (SIL/PL level) level for the safety function.
2. Design the safety function circuit and verify the achieved performance level accord-
ing to EN ISO 13849-1, or safety integrity level according to EN IEC 62061.
3. Generate a report for the machine documentation. The report should contain all the
calculation results as well as all assumptions made during the application design.
PL.e PFHg 9.06E-10 1/h PL-e PFHp: 9.06E-10 1/h
EStrongZ K$1 contactor AF$116-30-12-11
E_? MTTFo: 1250000 years ~. SSR10 MTTFo: 1141667 years
DC: 99 % < PLe DC: 99 %
EStrongZ PFHo 49E-9 1/h KS2 contactor AF5116-30-12-11
E}? MTTFo: 1250000 years DCavg: - % MTTFo. 1141667 years
DC: 99 % 2.2.0.0- Logic DC:99 %
DCavg. 99 % DCavg: 99 %
2.1.0.0 - Sensor y 2.3.0.0 - Actuator
Target PL e
Achieved PL e
ID Subsystem name PL PFHp Cat MTTFp DCavg Contr. to PFHp | Lifetime CCF
2.1.0.0 [Emergency stop button e 9.06E-10 1/h 4 2500 years 99 % 13.5% 20 years 70
2.2.00 SSR10 e 4.9E-9 1/h 4 - - 73% 20 years
2.3.00 Contactors e 9.06E-10 1/h 4 2500 years 99 % 13.5% 20 years 70

Figure 4: Safety logical diagram and calculation results for a group of motors.

3.6. General considerations

Achieving machinery safety requires a systematic approach beyond the physical implementa-
tion of a safety function. The overall machinery safety generally covers the following areas:

Planning for and managing functional safety during the lifecycle of the machine

Assuring compliance to local laws and requirements (such as the machinery directive
and CE-marking in the European Union)

Assessing machine risks (analysis and evaluation)

Planning the risk reduction and establishing safety requirements
Designing the safety functions

Implementing and verifying the safety functions

Validating the safety functions

Documenting the implemented functions and results of risk assessment, verification
and validation
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4. Additional information

For more information concerning functional safety and the Functional safety design tool, see:

https://new.abb.com/low-voltage/products/safety-products

and ABB’s technical guide no. 10.

4.1. Abbreviations

Term References Description

DCavg ENISO 13849-1 Diagnostic coverage

MTTFq4 EN ISO 13849-1 Mean time to dangerous failure

PFHq EN/IEC 62061 Probability of dangerous fail-
ures per hour

PL EN ISO 13849-1 Performance level: corre-
sponds to SIL, Levels a-e

SIL EN/IEC 62061 Safety integrity

level

4.2. Related documents

Ref # Document Kind, Title

Document No.

1 Novolink — smart function and sensor modules

for AF contactors

Sentry safety relays

Functional Safety Design Tool, version 1.2.0.1

2CDC100017M0201

2TLC010002M0201

5. Revisions

Rev. Page (P) Description

Date Dept./Init.

Chapt. (C)
A - Initial version 19.03.2021
STATUS SECURITY LEVEL DOCUMENT ID. REV. LANG. PAGE
Approved Internal 1SAC200123wW0001 A en 11/11
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1. Purpose and basic description

This section describes the basic steps to set up the ABB Novolink modules with the Siemens PLC via Smart Gateway using
OPC UA.

1.1. Whatis Novolink?

The ABB Novolink™ devices help digitalize motor starting solutions and gain insights into the connected loads. They‘re easy
to design into existing wiring plans and connect to standard AF contactors. Installation is fast and simple, thanks to reduced
wiring and fewer components, so engineering efforts are minimized. The Novolink devices enables predictive maintenance
to reduce downtime, as well as increasing efficiencies and boosting cost savings. It’s fully integrated into the B&R automa-
tion system. And the possibilities open up even more as full remote access to your data creates new maintenance service and
revenue opportunities.

2. Important disclaimers & recommendations

2.1. Cyber security legal disclaimer

The Smart Gateway and Novolink modules are designed to be connected in the ABB and 3 party products and communicate
information data via network interface. It is the user’s sole responsibility to provide and continuously ensure a secure connec-
tion between the product and the user’s network or any other. The user shall establish and maintain any appropriate measures
(such as but not limited to the installation of firewalls, application of authentication measures, encryption of data, installation
of anti-virus programs, etc.) to protect the product, the network, its system, and the interface against any kind of security
breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or information. ABB and its affiliates are
not liable for damages and/or losses related to such security breaches, any unauthorized access, interference, intrusion, leak-
age and/or theft of data or information. The data, examples and diagrams in this manual are included solely for the concept or
product description and are not to be deemed as a statement of guaranteed properties. All people responsible for applying the
equipment addressed in this manual must satisfy themselves that each intended application is suitable and acceptable, includ-
ing that any applicable safety or other operational requirements are complied with. Any risks in applications where a system
failure and/or product failure would create a risk for harm to property or persons (including but not limited to personal injuries
or death) shall be the sole responsibility of the person or entity applying the equipment, and those so responsible are hereby
requested to ensure that all measures are taken to exclude or mitigate such risks. This document has been carefully checked by
ABB, but deviations cannot be completely ruled out. In case any errors are detected, the reader is kindly requested to notify the
manufacturer. Other than under explicit contractual commitments, in no event shall ABB be responsible or liable for any loss or
damage resulting from the use of this manual or the application of the equipment.

2.2. UaExpert

UaExpert is software, provided by Unified Automation. We suggest using this software for monitoring the data as described
in chapter “UaExpert”.
Important: This software does not belong to ABB, and we do not take any responsibility on its functionality.

2.3. Making your networks more secure

Following points are strongly recommended to make networks more secure:

« Isolate your network — separate the OT network (Operation Technology) from the IT network (Information Technology).
This helps prevent any attack reaching the IT network from spreading to the OT network.

« Use firewalls — Implement firewalls to prevent unauthorized access to the OT network.

« Use access control — Implement access controls to restrict the human and device access to the OT/IT network and de-
vices.

- Keep software up to date — Make sure all software/firmware of the devices are up to date to have the latest security up-
dates installed.

« Reduce attack surface on devices — Disable device functions, services and ports not needed.

« Replace default passwords — Replace all default passwords of the devices to prevent attacker from getting access using
default credentials.

« Monitor network activity — Monitor the OT network for any malicious activities that could be a sign of an attack. Example
of network monitoring tool is intrusion detection system (IDS).

« Train employees — Train operators and service people on IT and OT security best practices.
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3. Basic setup

This section describes basic steps required to set up the Smart Gateway SGWX20-OUA with Smart Function Module (SFM)
and Smart Current/Voltage modules (SCM /SVM) connected to Siemens PLC over OPC UA.

The setup can be done as shown in the figure below:

(5

(6

Smart Gateway
SGWX20-OUA

AL

Siemens PLC

OPCUA

Ethernet
switch

X2X

contactors

AFO09...AF96

Smart function
module

Smart

current/voltage
sensor module

The figure shows the main components and how they can be combined for complete motor starting solutions:
« Smart Gateway SGWX20-OUA (1) is connected to Siemens PLC (5) via ethernet switch (6).

« Smart Function Module SFM (3) should be mounted on AF contactors (2).
« SFMare connected to Smart Current/Voltage sensor module SCV (4) over X2X cable.
« Allthe SFMs are connected to Smart Gateway SGWX20-OUA (1) over X2X cable.

Note: Smart Gateway SGWX20-OUA can be an OPC UA server.

3.1. Hardware used

Following hardware are used.

Device Description Part number Quantity

Siemens PLC Siemens S7 1500 with 1511-1PN - 6ES7 511-1AK02-0ABO 1
firmware v2.6 or higher with firmware V2.9

Novolink SFM-CAB-RJTB.1-500 Connection cable RJ45 - X20 1SVM823000R0500 2
Terminal block of X20BT9400

Novolink SFM-CAB-S.1-50 Connection cable SFM to 1SVM811000R0050 2
sensor 0.5 m

Novolink SCV10-40.1 Smart current/voltage sensor | 1SVM320010R0000 1

Novolink SFM1-A11.1 Advanced function module 1SVM120012R0000 2
with X2X

Contactor AF09 Contactors 1SBL137001R1101 2

AF09-30-01-11

X2X OPC UA Gateway | X2X OPC UA Gateway B&R controller X20BTO8T 1

X2X OPC UA Gateway  Power supply for the bus coupler B&R controller X20PS9400 1

X2X OPC UA Gateway Power supply and interface of the X2X bus ' B&R controller X20BT9400 1

X2X OPC UA Gateway @ Backplane module B&R controller X20BB80OX 1
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3.2. Architecture used

This section describes basic steps required to set up the Smart Gateway, Novolink modules with Siemens PLC.
The setup can be done as shown in the picture below:

Ethernet switch

Smart Gateway
SGWX20-OUA

AF contactors

SIMATIC
$7-1600

Siemens PLC as
OPC UA Client

Novolink
Smart function
module (SFM)

Novolink Smart
current/voltage
sensor module (SCV)

Network cable
to TIA portal

Number Description
Smart Gateway SGWX20-OUA
AF contactors

Novolink Smart function module (SFM)

Novolink Smart current/voltage sensor module (SCV)
Siemens PLC as OPC UA Client

Network cable to TIA Portal (install on a PC)

Ethernet switch

N o ulbdhw -

3.2.1. Wiring and power up
Refer to the architecture used, please ensure that all wiring is done, and devices are powered up using the schematic shown
below.
220V AC
SEEEPEICE *—e Ethernet switch 2avbe
CPU 1511-1 PN wi —— Ethernet

&—— x2x
Smart Gateway SGWX20-OUA with Novolink

OPC UA Bus coupler PS for Bus coupler X2X interface SFM1 SCcv
X20BTO8T Eth port X20PS9400 X20BT9400 X1:24V DC 10-40.1
24VDC
Power supply
220V AC

Power source

24V DC 24VDC is connected to the Smart Gateway, Novolink modules and PLCs
220V AC 220V AC is required for power supply. 220 VAC can also be used for power up contactors
OPC UA For OPC UA: Connect the Smart Gateway and Siemens PLC to the ethernet switch

XaXx Connect Smart Gateway to SFM with cable “SFM-CAB-RJTB.1-500”
Connect SFM to Sensors with cable “SFM-CAB-S.1-50"

3.2.2. Software configuration

Configuration of Siemens PLC Following software are used to configure the Siemens PLC:
« Siemens TIA Portal V17 or higher
« Siemens OPC-UAlicense

Configuration of B&R Gateway UaExpert
Reading/writing data from Novolink via B&R controller UaExpert
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4. Siemens client

4.1. Preparation and supplies

This section describes what you need to make the configuration in TIA V17.
« Novolink setup:
see manual “SGWX20-OUA Smart Gateway X20 to OPC UA Connecting Novolink devices with OPC UA clients.”
« Siemens S7 1500 with firmware v2.6 or higher (example: 1511-1PN - 6ES7 511-1AK02-0ABO with firmware V2.9)
- Siemens TIA Portal V17 or higher
- Siemens OPC-UA license
« The modules are wired to each other.
« IP-address of the server (example: 192.168.2.11)

This example will use the CPU 1511 with Firmware V2.9.

4.2. The properties of the CPU

Sample_Siemens_Client » PLC_1 [CPU 1511-1 PN]

0
Rail_0

< i ]

J General ‘
Checksums
~ PROFINETinterface [x1]
General Interface networked with
Ethernet addresses
Operating mode — Subnet: |Not networked

b Adanced optons

Web serveraccess

10 tags || System constants || Texts ‘

Ethemet addresses

Startup
Cycle
Communication load

Internet protocol version 4 (IPv4)

(®) Set 1P address in the project
System and clock memory

SIMATIC Memory Card IPaddress: | 192 . 168 .2 .10
~ System diagnostics Subnetmask:
General Bl

PLC alarms

¥ Web server

» Display () 1P address from DHCP server
Multilingual support Mode: ‘U:e MAC address as clientID
Time of day

= Protection & Security
Protection of the PLC c
Access

Client D can

anged during runtime

() IP address is set directly at the device

Figure 1: CPU_IP Address

« Make sure that the IP-address of the server and the client are in the same network


https://search.abb.com/library/Download.aspx?DocumentID=1SAC200230M0001&LanguageCode=en&DocumentPartId=&Action=Launch
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fing [PLC_1 [cPU 151141 PR

Rail_0
< i
General 10 tags System constants Texts
Security event
o GETl »  General
General
» Server
* Client
G ral E
» Systern power supply

Figure 2: CPU_OPCUA_Client

« Enable the checkbox “Activate OPC UA Client”
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Novolink_SiemensClient_NoSec » PLC_1 [CPU 1511-1 PN]

fig [PLC_1 [cPU 1511-1 PN [=

Rail_0

<] i ]

J General

 Protection & Security
Protection of the PLC c...

10 tags " System constants " Texts

OPC UA

Access level Runtime licenses
Connection mechanisms

-

Certificate manager Type of required license: | SIMATIC OPC UA 57-1500 small
Security event
- OPC UA

Type of purchased license: | No license

General

b Server
w Client -
General

T T

-

System power supply

-

Advanced configuration
Connection resources

Overview of addresses

« Runtime licenses
Runtime licenses
FroDiag
— Type of required license: | SIMATIC OPC UAS7-1500 small
Figure 3: CPU_License_NO & CPU License

Type of purchased license: [E[NNI{efe] ol VLN 500 small

« Select the license, Siemens will inform what license you require

The license type is determined by the PLC that is used.

Licensing

An OPC UA Server or OPC UA Client is available on the target systems (CPUs) and is activated using runtime licenses.
Runtime licenses are offered in three levels for different target systems:

Target system OPC UA 57- OPC UA 57- OPC UA 57- OPC DA 57-
1200 Basic 1500 Small 1500 1500 Large
Medium
S7-1200 CPUs Yes Mo Mo Mo
ET 2005P CPU 15105Pf15125P/115155P Mo Yes es es

(Cpen Controller)
S7-1500 CPU 151111513
CPU 15040 Drive Controller

ET 200pro CPU 1516pro Mo Mo Yes Yes
S7-1500 CPU 1515/1516
PLC 15075 software

57-1500 CPU 1517/1513/15085 Mo Mo Mo es
CPU 15070 Drive Controller

The runtime license includes the cerificate for CPC UA {Server and Client) and can be run on the respective target
systems including F. C and T/TF as from firmware V2.0 (Client V2.6).

“You can find more information on the Seftware Update Service, license types, Online Software Delivery and handling your
SW licenses with the Automation License Manager under this link.

https://mall.industry.siemens.com/mall/en/WW/Catalog/Products/10315991


https://mall.industry.siemens.com/mall/en/WW/Catalog/Products/10315991
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4.3. Theclientinterface

Devices
Consistency check | B [# importinterface | B= =5
= N?VU;:k-S‘E;"E"SCM?"(-ND’H E OPC UA client interface Data access OPC UA server interface
Al
Wifaddneiv dsies ~ [ Data access Display Name Node type Access | Display Name Node type Access level |Node ID
iy Devices & networks frae
e v 4 Read lists 1 rite. L|
=L PG IR 1T PN B Add new read i "
[If pevice configuration ST 4 H
%/ Online & disgnostics = T L 0
R s - il d l
g ko ”“WE'E:I""; B Add new write H
gh Program blocks B virite I 1
:‘::“’"”[:;:]‘“k ~ [ Method lists
B Add new met..
@ Clientinterface_1_Da.. = z
¥ I System blocks [ <] ] {<] i > (<] Il ] >
=
3 Technology objects = 3 . "
= gvedl [G Properties |1} Info i) | %] Diagnostics |
» [} External source files
» [ PLC tags General Configuration |
» g PLC dats types. Connection paramete (.} .
» 55 watch and force tables Security (]
» [ig Online backups Languages (] Connection parameter
» [Z Traces
~ [ OPC UA communication Client Sorver
Sere kiR fices Session name: |QPC UA Connection_1 ]
=TI Clientinteraces
T e Device: [PLC_1 [CPU1511-1 PN] ] [Unspecified device |
Clientinterface_1
PPN ?
» [l Device proxydata [v] ]
[<] il
~ [Details view U Address: | ] [192.168.2.11 |
i Port: | ] [2840 |
B Path (optional): | I ]
[ I 1
e Serveraddress: | ] !Dp[([p:]ﬂQZJSB,Z 11:4840 ! |
Session timeout: |30 5|
time: |5 5|

Figure 4: ClientIinterface_ConnectParameter

« Add anew client interface
« Fillin the IP address of the server

iemensClient_NoSec » PLC_1 [CPU 151 PC UA communication » nt interfaces » Client interface 1
=)} Consistency check | B= [ import interface | B= =]
Source: [Imported interface - ;
i J{NovolnS e menstien NG OPC UA client interface Data access OPC UA server interface
B Add new device -
= [% Data access. Display Name Node type Accessl... Display Name Hode type Access level  Node ID
iy Devices & networks ey
R E - [ Read lists 1 Ple. rite L|
nl]'( . B Add new read ‘
B DE\‘{.\EE (udn guration B Read list 1 L i
:, Dnﬁl:e &diagnostics ~ 3 write lists i b
£ At E’E;"“; B Add new wite... A
= P'?gsd’" ”‘hl‘ c = Wite list_1
I 26 s il Method lists
AbRina1] K Add new met..
@ Clientinterface_1_Da Snri e
» [g system blocks <[ il ] <[ Il > {<] 1l ] >
» [5 Technology objects . 5 4 g
Slilec oAy ohes [ Properties |} Info )| %) Diagnostics |
» External source files
» [@ PLCtags General Confi i |
» [ PLC data types Connection parsmeter (] S
» (5 Watch and force tables @ Secwiy E
» L& online backups Languages ] Parameter for secure connection
b [Z Traces
= (i OPC UA communication | The global security settings for the certificate manager are not enabled
SR Server interiaces = Onlylimited functionality is availzble.
~ [Ji Clientinterfaces
" 8 ndd i The security settings of the certificate manager can be enabled in the properties ofthe device.
i Add new clentin o) (Protection & Security » Certificate manager). /A
» [@ web applications. (o
» [, Device proxy data
[<] ]
Securitymode: | No security [~]
Details view B i
i« Security policy: | No security [+]
d Certificates
Name
Client certi |
[¥ Automatically accept server certificates during runtime.
4, Trusted parmer cenificates 2%
User authentication
User ication: | User name and password g2l
Username: |admin |
Password: [~ =

Figure 5: ClientInterface_Security

« Make sure “No security” is selected and that “automatically accept server certificates during runtime” is checked
« Fillin the username and the password of the server
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OPC UA client interface Data access
v [ Data access Display Name Node type Access level  MNod...
= [ Read lists 1 Plea adlwrite]
B Add new read list
[5 Read list_1

~ [ wite lists
B/ Add new write list
[E write list_1

~ 5 Methed lists
B’ Add new methad
5§ Method list_1

Figure 6: ClientIinterface_OnlineAcces

On the topside of the client interface screen.
« Select “Online []” behind source
« Click the “Online Access” button

Connect to OPCUA server

Access to the OPC UA server

CATION GUIDE

Access level  Node ID

Description

OPC UA server addressl | opc.tcp:li192.168.2.11

Session name: | urn:DESKTOP-82ACVLE:Siemens :TIA-Fortal@MAAT:Client interface_1

Select OPC UA server end point:

Application name [ Security policy

Find selected server

~ B xzoBcoosT
] i‘ Ne security

ﬂ Basic2565ha256 - Sign & encrypt

@ Basic2565ha256 -Sign

B} Aes256_5ha256_RsaPss -Sign & encrypt
B} Aes256_5ha256_RsaPss -Sign

ﬂ Basic256 - Sign & encrypt

TIA Portal certificate

Certificate location: | MNone |'|

Certificate {client): | T |

Online status information:

= Connection established to the OPC UA server with address opc.tep:i1192.168.2
0 scan completed. Number of OPC UA server applications found: 1.

Figure 7: PopUp Online Access

The access pop-up popped up.
« Fillin the IP-address of the server
« Click the “Find Selected Server” button

Server with the security protocols will be shown

- Select “No Security”

- Selectin User authorisation “User name and Password”
« Fillin the User name of the server

« Fillin the password of the server

« Click the button “Connect”

User authentication

User authentication: | User name and password

User name: | adrnin|

=

Password: | R

i i

[ Display only error messages

=]

Connect

Cancel

11
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Certificate validation (4850:000116) %

: I Do you want to trust the certificate of
I = the "X20BCO08T' server?

Certificate details

Yes !| Mo

Figure 8: ClientInterface_ServerTrust

When asked if you trust the server certificate and you trust it.
« Click “yes”

On the right side of the screen, you will get the available objects of the server.
4.4. The Read list

4.4.1. Program read list

g} Consistency check  E= ®F Importinterface | B =
Source: [Online [opctep:i192.168.2.11] | v|
OPC UA client interface Read list_1 OPC UA server interface
~ [% Data access Display Name Node type Accesslevel | Node D Display Mame MNode type Accesslevel | Node ID
- [ Read lists i [ @Modueck  |eooL RD hitpeil_.. | |1 ~ & Objects Object http:ilopcfo...
¢ Add new read list = <@ RunningForngfiN BOOL RD httpeil... | |2 = b & Server Object http:ilopefo...
INIE <@ ContactorvoltaheLow BOOL RD http:il... | |3 = v § DeviceSet Object http:ilopcfo...
4 @@ OverloadTrip BOOL RD httpuil... | |4 s @ DeviceFeatures Object http:ilopcfo...
B Add new write list 5 <@ SensorModulefissing BOOL RD http:il... | |& = v § X208C008T Object httpilbrau..
= Write list_1 6 <@ CurrentTime LDT RD httpeil... | |6 = b+ § Configuration Object - httprilbr-au...
~ 3 Method lists 7 <&@ 0SPValid BOOL RDMR httpeil... | |7 = 4@ DeviceManual String RD http:ilbrau...
B Add new method .. 8 k Inserta new elfment here 8 = <@ DeviceRevision String RD http:ilbrau...
5§ Method list_1 9 = » § FirmwareUpdate Object === http:iibrau...
10 = < HardwareRevision String RD httpeilbr-au..
1 = b & identification Object - http:iibr-au_..
12 = 4@ Menufacturer LocalizedText  RD http:ilbr-au...
w13 = <@ Model LocalizedText  RD httpilbrau._..
l T 5 b @ ProcessData Object httpilbr-au...
L N5 = < RevisionCounter Int32 RD http:ilbr-au..
" H1s = @ SerialNumber String RD http:ilbrau...
Il 17 = @ SoftwareRevision 5tring RD http:ilbrau...
18 s b § Status Object --- hitp:libr-au...
19 B v $ X2XIF1 Object - hitp:fibrau...
20 = b § Configuration Object --- http:iibr-au...
21 . ¢ status Object --- httpeilbrau...
22 =~ @ SubDevices Object - http:iibr-au...
23 = » @ SupportedTypes Object --- http:fibr-au...
24 = ) @ ST001|X20P59402 Object httpuilbr-au...
25 = ) § 5T002 | X208T9400 Object http:ilbr-au...
26 = v § ST003|SFMI-A11_1 Object http:ilbrau...
27 = b § Configuration Object - http:fibrau...
28 = > § ProcessData Object --- http:fibr-au...
29 1 4 @ ModuleOk Boolean RD httpuilbr-au...
30 = 40 SerizlMumber Uint32 RD httpilbrau...
3 = g0 ModulelD Uint1e RD http:ilbrau...
_l=2 = 40 HardwareVariant Uint16 RD hetpiilbrau... |

Figure 9: Read_list

« Addanew read-list.
« Select the variables you want to read and drag and drop the variables those you want to the left side into the read-list.
« Compile the software.

Note:
It is possible to add multiple read lists. For each read list you can use different reading intervals.

In this example we will use the next variables:
« ProcessData >> ModuleOk

« ProcessData >> RunningForward

« ProcessData >> ContactorVoltageLow

« ProcessData >> OverloadTrip

« ProcessData >> SensorModuleMissing

« ProcessData >> OSPValid
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- C) Network 1: Call read list
3

“DB6
"OPC_UA_Read
List_C_DB_1"

OPC_UA_ReadList_C

EN ENO
false —REQ Done
Maintain
Session

ServerEndpoint
Url Status

Busy

Errar

Session
Connectinfo

Mamespace
Uris

Mamespace
Indexes

NodelDs
ModeHdls

N

13

| 4] LOMparator cperations
[£] Math functions

E Move operations

%5 Conversion operations
R Program control operati...
[ wiord logic operations
&5 Shiftand rotate

@ Legacy

v v Yy vy wvowo

<] [ o

w

Extended instructions

» |Technology

w | Communication

Name
» [ ] 57 communication
» [ ] Open user communication
[ oPCUA
= [7] OPC UA client
Compact instructions

Variable =

Figure 10: OB1_Readlist

. Draganddrop the OPC_UA_ReadList_Cin OB1

= €3 Network 1: Call read list
»

%B6

"OPC_UA_Read
List_C_DB_1"

EN

REQ
Maintain
Session

“Client interface_
1_Configuration®.

Connection.  |senverEndpoint
serverEndpointUr] ||y

“Client interface_
1_Configuration®.
Connection.

Session
Connectinfo Connectinfa
“Client interface_
1_Configuration®.
Mamespaces.  namespace
MamespaceCount UrisCount

OPC_UA_ReadList_C

B

ENOD
Done
Busy

Error

Status

® W OFC_UA_ReadList_C
2 OPC_UA WiteList_C
4 OPC_UA_MethodCall_C
Establish session

4l NPr 114 Cannert

| & Properties

General Configuration |

||"i.'. Info i ||ﬂ Diagnostics |

Client interface
Data access 8
Block parameters (%]

» Connection configuration

Figure 11: OB1_Readlist_Clientinterface

Client interface

Select client interface for the OPC UA connection

« Click on the toolbox icon in the upper right corner of the OPC_UA_ReadList_C block
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The configuration of the OPC_UA_ReadList_C block will be shown below.
« Select the client interface that was made before.

*  Network 1: Call read list | J|

YDB6
"OPC_UA_Read
List_C_DB_1"

OPC_UA_ReadList_C

EMN ENO

REQ Deone

. Main_tain Busy

false —Seszion

Errar

“Client interface_ Status
1_Configuration®.
Connection.

: ServerEndpoint
serverEndpaintUrl ||y

“Client interface_
1_Configuration®.

Connecticn. =i
Connectinfo Connectinfo
“Client interface_
1_Configuration®.
MNamespaces. Namespace
MamespaceCount UrisCaunt

[100%

|§, Properties ""_1.', Info i "ﬂ Diagnostics |

General Configuration |

Client interface &
o Data access

Data access

Block parameters (/] Select a read list of the corresponding client interface
» Connection configuration

, reac izt [ -

Figure 12: OB1_Readlist_DataAcces

« Select the read-list that was made before
« Therest of the parameters will be set automatically by Siemens
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TXPNOR I Cal read list

%DB3
*"OPC_UA_Read
List_C_DB"

OPC_UA_ReadList_C

EM ENQ —
%M10.0 WMO.7 Done —ifa
"Read_autc” "Clock_0.5Hz" Busy — @
| | {/1 REQ Error —ifalze
U101 Status
102 "Connect_  Maintain
“Read"” Readlist® — Session
1 1

“Clientinterface_
1_Configuration®.

Connection. ServerEndpoint
ServerEndpaintUrl __ |y

“Clientinterface_
1_Configuration®.
Connection. Sesgion

Connectinfo Connectinfo

"Client interface_
1_Configuration®.

Mamespaces. Namespace
MamespaceCount UrisCount
"Clientinterface_
1_Configuration®.
ReadLists."Read
list_1".ModeCount NodelDCount

“Clientinterface_
1_Configuration®.

Mamespaces. Namespace
MamespaceURls Uriz

Figure 13: OB1_Readlist_Merkers

« Add atag to the Request input (REQ). On every positive edge it will make connection with the server and the variables
will read from the server

- Add atag to the Maintain session

. Compile the project with a rebuild all for hardware and software

« Download “hardware configuration”

« Download “Software all”

Note:

The maintain session keeps the connection between server and client. It is not necessary to put this on true, but it will take
less time to reconnect every time there is a positive edge on the REQ

When an error occurs it’s up to the user to disable the maintain and re-enable it to reconnect to the server.
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4.4.2.Check read list
For reading the data from the server:

WEs LEAEDSt e HE C6aEET Gk ad &M S| = 2 6 B = 7 keepsctusiuslues Go Snapshot 5 Copysnspshots tostantvalues g (@ Losdstarvalues asactuslvalues Wy By 4
Main Client interface_Data
Name vstaype Defsutvalue comment Name Ustagpe  srslue | Honitorvalue Netwin  Accessbler. s, Visblein... sepoimt 5.
i~ input B @~ s
2@ - resdlat struct =] 8
B [ nd il 3@ = v Verisble “Clientinte. @
~  Network1: Collrcad it S ] Veduleok Rl e Faise
R s la funningforward  Bool ke FALSE
s la Contactorvottagetow  Bool FALSE
=z a OverloadTrip Bool FaLSE
Llsia Senzorbodulehizzing  Bool FaLSE
-, s @ CurrentTime Lot 5’ LDT¥202312-20-11:01:31.475.
oPC_UA_fead
Clne: oa id Bool Fause
GPC_UA ResdliciC na ElOte] B
= 2la sursyfo.6] B8
b
eno——
@ v el struct
an Fase = b £ o 8 a8
Resdsuto' “Clock 05t Done|-flse 15la = » verible clenti-.[3] ]
i | 1ol sy
— % ease - L] -
Byl 7
FALSE sla Struct
et w10 FALSE = =
“Read o, | E _eice 9@ = b Methoostatuslit Ayl0.0] =]
. @ = u Ay )
bt b Rezdlist -— session F— = vio ol =
Status— 15 000 2
‘ope.tcp:i192.16. 22
et incersce.
Confgurat
Senerendpointl — o
et intersce_
Confiuration”
Connection.  |session
Connectinio | copmertinte
2 |
“Centintersce_ v

Figure 14: Online_setup_Reading

« Open “OB1” and “Client_Interface_Data” and put the screens next to each other

« Open the menu Readlist_1 >> Variable
- Monitor both screens

‘opecpinvL e,
“Clientinterface_

ServerEndpoint
url

Connectinfo

z
“Clientinterface_

Figure 15: Online_Connect_Reading

El

G L EBE CEAET s ad &[G =] =
Main
Nome Datype Defaultvalue | Comment Nome Dotatype [Storvolue [ Moniorvalue Rewin | Accessbler... Wia...|Visblein . |setpoint 5.
1 4@~ Input B @~ satc
i T
o @ o BT v 8 B @
~  Network1: Gallreadlis a ModuleOk Bool false TRUE
R a runmingForward ool Fause
@ ContactonoltageLow  Bool Fatse
a overoadmp sool rause
- Sensommduisitzeingl[see] e
o a Currentime o7 01 LDTP2023:12:20:41:32:51.144,
reuA fes osPyeld sool U
ST REE = b NodeStstustist Array{0.6]. B
S - & - Astayfo.ol. 0
e Tala = - witelist1 Struct @] @]
il = > veriable cienti..[&] @
e 164@ = » NodeStatuslist Armay{0.3]... (=]
iwla = Struct (=] (=]
9@ = b Methodstatustist Arayf0.0]. o]
vl 0@ s b MethodResultiist Arreyf0.0] 0

« Connect to the server by set the tag “Connect_Readlist (Maintain Session)” on TRUE o
« Check the status variable in OB1. The status should be return 16#3870_0400 e

« Readthevalues by setting the tag “Read”or “Read_auto” on TRUE. On Every positive edge of the REQ-signal the data will

be reading from the server

« Thevariables on the “Client_Interface_Data” screen have now been read from the server
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4.5. The write list

4.5.1. Program write list

2} consistency check | &= [# importinterface | B
Source: [Online [opetep:fi192.1682.11] [+
OPC UA client interface Wirite list_1 OPC UA server interface
~ [ Data access Display Name Node type Access level Display Name Mode type Access level
- [ Read lists 1 @ BOOL RDMIR 37 = § status Object e
B Add new read list 2 <@ ResetErrors BOOL RDMVIR 38 = v § X2XIF1 Object
& Read list_1 3 <@l ResetCounter(bntactorA BOOL RDMWR 39 = » @ Configuration Object .-
~ [ Write lists - <@ OsPvalid BOOL RDMR 40 = @ Status Object e
I° Add new write list 5 % Insert a new efement M =~  SubDevices Object -
a2 = » § SupportedTypes Object -
Wethod lists 43 s ) @ ST001 | X20P59402 Object
I Add new method ... 44 = » @ 5T002 | X208T9400 Object
54 Method list_1 45 s > @ ST003 | SFMI-AT1_1 Object
46 s » § Configuration Object -
47 = ~ { ProcessData Object .-
48 = @ ModuleOk Eoolean RD
49 = @ SerialNumber uint32 RD
50 = @ ModulelD uint16 RD
51 = @ HardwareVariant uint16 RD
52 = @ FirmwareVersion uint16 RD
53 = <@ Digitalinputx3 Boolean RD
54 = @ RunningForward Eoolean RD
55 = @ SumStatusDataReady Boolean RD
56 = @ SumFault Boolean RD
L |57 = .0 ContactorVoltageLow Boolean RD
N [|ss = @ ParametsrOutOfRange Boolean RD
i S = @ SmartFunctioduleHWFault Boclean RD
Ll [ 60 = @ ContacterOutputShertCircuit Boolean RD
61 = <@ SensorioduleReady Boolean RD
62 = @ SensorModuleMissing Eoolean RD
63 = @ CurrentimbalanceTrip Eoolean RD
64 = @ CumrentPhaselossTrip Boolean RD
65 = @ OverloadTrip Eoolean RD
66 = <@ CoolingTimeRunning Eoolean RD
67 = @ StartupTimeRunning Boolean RD
68 = @ PhaseSequenceCurrent Eoolean RD
69 = @ PhaseSequenceVoltage Boolean RD
70 = @ CumrentPhaselossTripLl Boolean RD
71 = @ CurrentPhaselossTripL2 Eoolean RD
72 = 4 CumrentPhaselossTripl3 Boolean RD
73 = @ SensorModuleHWFault Boolean RD
74 = @ LinefrequencyNotDetected Eoolean RD
75 = @ NoVoltageMeasurementSupported Boolean RD
@ @ RunForward Boolean RDIVIR
77 = g ResetErrors Eoolean RDIVIR
78 L] <@ ResetCounterContactorA Boolean RDIWR
79 = @ ResetMotorRunHours Eoolean RDIVIR

Figure 16: Write_list

- Addanew write-list
« Select the variables you want to write and drag and drop the variables those you want to the left side into the write-list
« Compile the software

Note: It is possible to add multiple write lists.

In this example we will use the next variables:
- ProcessData >> RunForward

« ProcessData >> ResetErrors

- ProcessData >> ResetCounterContactorA
« ProcessData >> OSPValid



18 NOVOLINK WITH SIEMENS PLC APPLICATION GUIDE

* 23 Network 2:  Call write list

-

WDBE
“OPC_UA_Write
List ¢ pA_1°

EN

REQ

Maintain

e —j5ess5ion
ServerEndpoint
url

Session
Connectinfo

MNamespace
Uris

Mamespace
Indexes

NodelDs
NodeHdls
Variable

OPC_UA_WriteList C

ENO
Done

Busy

Error

Status

[ ]

ey mmmgem mpm
[@] Timer operations

[+1] Counter operations

['¢] Comparator operations
[£] Math functions

[~ Move operations

5 Conversion operations
5 Program control operati...
55 Word logic operations

&5 shiftand rotate

m Legacy

- v wr wrowwwvwrswrew

<] i ]

> -Extended instructions

> Tec hnology

~ | Communication

hame

» [ 7] 57 communication

]

+ [7] Open user communication
~ [] OPCUA
~ [ ] OPC UAclient
Compact instructions
& OPC_UA_ReadList_C
@& OPC_UA_WriteList_C

100% -

Figure 17: OB1_writelist

. Draganddrop the OPC_UA_WriteList_Cin OB1

= 63 Network 2:  Call write list

-

YDB6
"OPC_UA_Write
List_C_DB_1"

EM
false == REQ

Mainta
false ==iSessio

“Client interface_
1_Configuration®.

Connection.
serverEndpointUrl ||

“Clientinterface_
1_Configuration®.

Connectinfo

"Client interface_
1_Configuration®.

Mamespaces.
MamespaceCount

OPC_UA_WiteList_C

ENC

Daone
- Busy
n

Error
Status

ServerEndpoint

Connection. Secsion
Connectinfo

Mamespace
UrisCount

4 OPC_UA_MethodCall_C
Establish session

[ ]

[100%

W v

|§. Properties

||"1J. Info i "ﬂ Diagnostics |

General Configuration

Data access

» Cennection configuration

Client interface o . o
Q Client interface

Block parameters (%]

T <7

Figure 18: OB1_writelist_Clientinterface

« Click on the toolbox icon in the upper right corner of the OPC_UA_WriteList_C block

Select client interface for the OPC UA connection

cientincerace: | R

The configuration of the OPC_UA_WriteList_C block will be shown below.

« Select the client interface that was made before
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- Network 2:  Call write list

Y%DB6
"OPC_UA_Write
List C_DB_1"
OPC_UA_WiiteList_C E
EN ENO
REQ Done [—ifalse
I'\-'.am_tam Busy L false
alze —Session £
Error[—i falze
"Client interface_ status
1_Configuration®.
Connection.  |ceperEndpaint
ServerEndpointUrl url
“Client interface_
1_Configuration”.
Connection. Tt
Connectinfo el n
“Clientinterface_
1_Configuration®.
Mamespaces.  |namespace
NamespaceCount UrisCount
[100%
|§ Properties ||E.', Info i || A Diagnostics
General Configuration |
Client interface (] 1
Data access
Data access 0
Block parameters (/] Select a write list of the corresponding client interface

¥ Connection configuration

Figure 19: OB1_Writelist_DataAcces

« Select the write-list that was made before.
« Therest of the parameters will be set automatically by Siemens.

e iz

19
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Figure 20: OB1_writelist_Merkers

« Add atag to the Request input (REQ). On every positive edge it will make connection with the server and the variables

will write to the server

Add a tag to the Maintain session.

“Client interface_
1_Configuration®.
Connection.
serverEndpaointUrl

“Client interface_
1_Configuration®.
Connection.
Connectinfo

“Client interface_
1_Configuration®.

MNamespaces.
MamespaceCount

“Client interface_

1_Configuration®.

WriteLists "Write
list_1".ModeCount

“Client interface_
1_Configuration®.
MNamespaces.

*  Network 2: Call write list
3
“DB4
"OPC_UA_Write
List_C_DB"
OPC_UA_WiteList C

EM ENO

IM11.0 MO 7 Done

“Write_Auto® "Clock_0.5Hz" Busy

: : : : REQ Error

U111 Status
113 "Connect_ Maintain
“Write" writelist® — Session

ServerEndpoint
Url

Session
Connectinfo

Mamespace
UrisCount

NodelDCount

Mamespace

« Compile the project with a rebuild all for hardware and software
« Download “hardware configuration”

. Download “Software all”

Note:

The maintain session keep the connection between server and client. It is not necessary to put this on true, but it will take

less time to reconnect every time there is a positive edge on the REQ

When an error occurs it’s up to the user to disable the maintain and re-enable it to reconnect to the server.
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4.5.2. Check write list
For writing the data in the server:

‘opecpii192.16...
“Client interface_
Configuration”

Connection | serverendpoint
ServerEndpointUrl |y

“Client interface_
Configuration”
Connection

Session
Connectinfo Connectinfo
2
“Client interface_
Configuration”
Nemespaces.  |Namespace

NamespaceCount — yriscount

Figure 21: Online_setup_Writing

16#3870_0000

Status — 000

Wk D b, =0 =D E: G (SR GRS T =
Main
Name Data type Default value Comment
=4
T
HF HiF —0— 7 = &
%DB4
*OPC_UA_Wite
List_C_DB"
OPC_UA_WiteList_C
EN ENO[———
W10 W07 FALSE
“Wirite_Auto” “Clock_0.5Hz" Done —=zl:2
1 1L
i 1} Q FALSE
Busy~-172l5e
FALSE

%113 W11 FALSE
*Write’ “Connect.  |paa Error-=islse

— e Writelist” --|Session

e B =

Client interface_Data

| Keepactual values [gg

Snapshot 8 fm ¥

Name Dstatype  Startvalue Ionitor value
1 @~ static
2 @@= b Readlist_1 Struct
3 @@= v wite list_1
4 4@ = v varisble
5 @ = RunForward
& @ . ResetErrors
7 @ = ResetCounterContacto.. Bool FALSE
8 @ = osPvalid Bool alse FALSE
S 4@ = » NodeStstuslist Amayl0.3]
10 = Add news
1140 = ~ Method list_1 Struct
124 = » MethodStatusList Amray{0.0]...
1340 = b MethodResultlist Armay(0.0].
14 . Add ne:
5] = Add newe

« Open “OB1” and “Client_Interface_Data” and put the screens next to each other

« Open the menu Writelist_1 >> Variable
- Monitor both screens.

‘opetep:l192.16...
“Client interface_
Configuration®

connection. | serverEndpoint
serverEndpointUrl | )

“Client interface_
Configuration”
Connection

Session
Connectinfa

Connectinfo

2
*Client interface_
Configuration”.
Namespaces

Namespace
NamespaceCount |

UrisCount

Figure 22: Online_Connect_Writing

il e, Clo@@F galats Gd H'E |2 & 8, B = 7 keepactualvalues g Snapshot T 1% =
Main Client interface_Data
Name Data type Default value Comment Name Datatype  Startvalue Monitor value Re...
B @~ s
T 2 @@= » Readlist1 struct |
el il — '~ - 3 @s v wiite list_1 Struct [
4 @ = ~ variable *Client inte. o
S 5 a = RunForward Bool TRUE
“OPC_UA_Wiite 6 |a = ResetErrors Baol FALSE
List C_DB" | = ResetCounterContacto.. ool FALSE
OPC_UA_WiteList_C s |a = OsPvalid Bool FALSE
& 8 4@ = » Nodestatuslist Amay{0.3] o
ENO[——— 10 . Add new
WM11.0 w07 FALSE 114 = ~ Method list_1 Struct
“Wirite_Auto” “Clock_0.5Hz" Done ~—1alse 12 <@ = » MethodStatusList Array[0.0]...
1 i Q FALSE 1340 = » MethodResultlist Array(0.0]
Busy[-falze 14 c 3
TRUE
W13 w111 FALSE 15 b
“Write* e-@mm_ b Error == 2lce
—ml——————— Writelist” —session 16#3870_0400
Status — /¢

« Checkif “OSPValid” is True in the read variable else put the “OSPValid” variable on TRUE in the write list o
« Connect to the server by set the tag “Connect_Writelist (Maintain Session)” on TRUE e

« Check the status variable in OB1. The status should be return 16#3870_0400 e

« Change avalue in the “Client_Interface_Data” screen, for example “RunForward” on TRUE e

« Write the values by setting the tag “Write”or “Write_auto” on TRUE. On Every positive edge of the REQ-signal the data will

be written to the server e
« Check if the contactor makes a click sound

21
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4.6. The method list

4.6.1. Program method list

Source: |Online [opc.tcpu192.168.2.11] | 7] o
OPC UA client interface Method list_1 OPC UA server interface
~ [§ Data access Display Name Nede type Access level  Node D Display Name Node type Accesslevel  NodelD Description
~ [ Read lists 1 =6 Applychanges Niethod httpflbrau_.| |4 = @ pevicereatures Object http:llopcioundati...
¥ Add new read list 2 K Inzerta new el ; here. 5 = v @ x208C008T Object == http:iibrautoratio_
5 Read list_1 6 = b & Configuration Gbject http:llbrautomatio... o
~ [ virite lists 7 = <@ DeviceManual string RD httpiibr-automatio_. Address (pathname in the file system _
I Add new write list 8 = 4@ DeviceRevision String RD http:/ibr-automatic... Overall revision level of the device
2 wiite list_1 s = b @ FirmwareUpdate Object http:llbrautomatio...
~ 53 Method lists 10 = g0 HardwareRevicion string RD httpuiibrautomatio_.. Revision level ofthe hardware ofthe d.
I Add new method.. 1 = » @ Identification Object http:ibr-automatio...
5§ Method list_1 12 = @ Menufacturer LocalizedText  RD http:/iby . Name ofthe company manufactu
13 = @ bodel LocalizedText  RD. http:llbrautomatio... Madel name of the device =
1 = b @ ProcessData Object http:llbr-automatio...
15 = @ RevisionCounter Int32 D httpullbrautomatio... Anincremental counter indicating the..
16 = <@ SerialNumber Stiing RD http:llbrautomatio.. Identifier that uniquely identifies, with.
i [z = 4@ SoftwareRevision string RD http:iibr-automatio_. Revision level ofthe softwarelfirmware.
1 [|18 = )} @ Status Object - http:iibr-automatio...
i bl 1o " v @ oxaxF Object http:llbr-automatio...
I 20 = v @ Configuration Object htp:ilbr-autematio... ]
21 =~ & Contol Object htp:llbrautomatio...
b2 = b =¢ Addstation wethod http:librautomatio...
23 = b =4 AddStationByName Method hitp:/lbrautomatio...
@ -0 Fppichanges Method - http:/ibr-automatio_.
25 = b =g ChangeStationtumber Method httpullbrautematio...
26 = wethod http:llbr-automatio...
57 = tiethod hetnlibr-autamatio

Figure 23: Method_list

« Addanew Method-list
« Select ApplyChanges and drag and drop the variable to the left side into the Method-list
« Compile the software

~ IS ionc
'E:;Net\m)rk 3: call method list- ApplyChanges ] » |@] Timer operations
4 B Counter operations
bt 4 E Comparator operations
» [£] Math functions
un » 3| Move operations
B6 . . .
“OPC_UA_Methed b % Conversion operations
call_C_DB_1" » R Program control operati...
OPC._UA_MethodCall_C » L=l word logic operations
» &5 shiftand rotate
En END » [t Legacy
REQ Done
Maintain Busy & | u | E
Session » |Extended instructions
= Error
ServerEndpoint -
url Status &70_0000 > |Technology
Session ~ | Communication
Connectinfo ya
Mamespace N flsme
277> —{Uris » [7] 57 communication
Mamespace » [ 7] Open user communication
Indexes ~ [ oPcuA
ObjectNodelDs e .
| 7] OPC UAclient
MethodModel
Ds Compact instructions
MethodHdls - 3 OPC_UA_ReadList_C
4 OPC_UA_WriteList_C =
i @ & OPC_UA_MethodCall_C

Figure 24: OB1_Methodlist

- Draganddrop the OPC_UA_MethodCall_Cin OB1
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w .3 Network 3:  Call method list - ApplyChanges

-

WB6
"OPC_UA_Method
Call_C DB_1"

OPC_UA_MethodCall_C

=)

EM ENO
false =—lREQ Done
Maintain Busy

falze —|Session

Error

“Clientinterface_ Status
1_Configuration®.
Connection.

: serverEndpoint
ServerEndpointUrl |

“Client interface_
1_Configuration®.
Connection.
Connectlnfo

Session
Connectlnfo

“Clientinterface_
1_Configuration®.

MNamespaces. Mamespace
MamesoaceCount I et P sk

[100% [+]

TR ARTRIRETT)

|_@, Properties ||"_x.'. Info i "ﬂ Diagnostics |

General Configuration

Client interface o
Client interface
Data access 8
Block parameters (%] Select client interface for the OPC UA connection

» Connection configuration

Figure 25: OB1_Methodlist_Clientinterface

« Click on the toolbox icon in the upper right corner of the OPC_UA_MethodCall_C block

The configuration of the OPC_UA_MethodCall_C block will be shown below.
« Select the client interface that was made before

23
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Network 3: Call method list- ApplyChanges

UDB6
*OPC_UA_Method
CallC_DB_1"

OPC_UA_MethodCall_C

=

EN ENO
false —lREQ Done
Maintain Busy
false —lSession
Error
“Client interface_ Status
1_Configuration”.
Connection.  |gerverEndpoint
ServerEndpeintUrl url

“Client interface_
1_Configuration®.
Connection.
Connectinfo

Session
Connectinfo

“Client interface_
1_Configuration®.

Mamespaces. Namespace
MamespaceCount I i o i e

[100%

[ ]

|§. Properties ||"1.'. Info i ||ﬂ Diagnostics |

4

General Configuration |

Clientinterface a i
Data access o ata access
Block parameters (/] P n S S S

Connection configuration

Method list: |5 Method list_1 [+

Select a method from the chosen method list

T~ | <

vetnos. E ARG

Figure 26: OB1_Methodelist_DataAcces_AC

Select the Method-list that was made before
Select the method “ApplyChanges”
The rest of the parameters will be set automatically by Siemens
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*  Network 3: Call methed list- ApplyChanges

%WDB5
"OPC_UA_Method
Call_C_DBE"

OPC_UA_Methodcall_c

EN
WM12.0
"ApplyChanges” — REQ
Maintain
£ = Session
“Client interface_
1_Configuration®.
Connection.  gererEndpaint
ServerEndpeintUrl g
"Clientinterface_
1_Configuration®.
Connection. Geesir

Connectinfo Connectinfo

“Client interface_
1_Configuration®.

MNamespaces. Namespace
MNamespaceCount . |hcCount

“Client interface_
1_Configuration®.
MethodLists.”

Method list_1". MethodHdl
MethodCount Caiait

“Client interface_
1_Configuration®.
MethodLists.*
Method list_1".
MethodHdls[1] MethodHdl

“Client interface_
1_Configuration®.

Figure 27: OB1_Methodlist_Merkers_AC

« Add atag to the Request input (REQ). Every positive edge it will make connection with the server and apply the changes
to the server

« Compile the project with a rebuild all for hardware and software

« Download “hardware configuration”

. Download “Software all”
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4.7. Set parameters

To adjust the parameter value you must use the method-list.

Source: | Online [opc.tcp:/192.1682.11] | ~|
OPC UA client interface Write list_1 OPC UA server interface
~ [ Data access Display Name Node type Access level |Node D Display Name: Node type
~ [ Read lists 1 <@ RunForward BOOL RDMR http:librau... | [64 <@l DisplaylmaStartup SFM1-AT1_1_D...
¥ Add new read list Z gl ResetErrors BOOL RDIMR http:iibrau... | 65 @l DisplaylmaStartupabs SFM1-AT1_1_D._.
5 Read list_1 3 <@ ResetCounterContactorA BOOL RDMR http:iibrau...| [ 66 <@ DisplaylatLastTrip SFM1-AT1_1_D_..
~ [ Write lists 4 <@ DisplayhechswitchCounta | DINT RDMR hetp:iibrau... | [67 <@ DisplaylatlastTripabs SFMT-AT1_1_D...
I Add new write list 5 -l 05Pvalid BOOL RDIMR http:iibrau... | 68 @l Displaylimbalance SFM1-AT1_1_D...
5  Ins element htre 69 @l DisplayMotorStartupTime  SFAMI-ATT_1_D.
~ 2§ Method lists 70 <@ DisplayurmsUG12 SFMT-AT1_1_D...
¥ Add new method . 71 @l DisplayUrmsUG23 SFM1-AT1_1_D._.
5§ Method list_1 72 @ DisplayUrmsUG31 SFM1-AT1_1_D_..
73 <@ DisplayurmsL1 SFMT-AT1_1_D...
74 <@ DisplayUrmsL2 SFM1-AT1_1_D__.
75 @ DisplayUrmsL3 SFM1-AT1_1_D...
76 @ DisplayUimbalance SFM1-A11_1_D...
L kel <@l DisplayPF_L1 SFM1-AT1_1_D.
W 78 @ DisplayFF_L2 SFM1-AT1_1_D...
b b 79 @ DisplayPF_L3 SFM1-A11_1_D...
L [|80 <@l DisplayActivePowerL1 SEM1-AT1_1_D_.
81 <l DisplayActivePowerl 2 SFM1-AT1_1_D...
82 @ DisplayActive Powerl3 SFM1-A11_1_D...
83 <@l DisplayApparentPowerll  SFM1-AT1_1_D..
84 <l DisplayApparentFowerl 2
85 <@ DizplayApparentPowerl3  SFMI-ATT_1D...
86 <@l DisplayCurrentTHD SFM1-AT1_1_D...
87 @l DisplayvoltageTHD SFM1-AT1_1_D...
88 <@ DisplayFreqheas SFEM1-AT1_1_D.
89 <@l DisplayThermalLoad SFMT-AT1_1_D...
%0 @l DisplayTimeToTrip SFM1-AT1_1_D__.
91 <@l DisplayTimeToCool SEM1-AT1_1_D_..
92 <@ DisplayEarthFaultCurrent  SFMI-ATT_1_D...
@ @ DisplayhechSwitchCounts | SFMIA11_1_D-..
94 4@l DisplayMotorOperationHours SFA-ATT_1_D..
95 <@ DisplayMotorstandstillHours SFM1-AT1_

Figure 28:Online_Set_Parameter_Writelist

- Dragand drop the parameter in the write list
« Compile the software

In this example we want to know how many time the contactor switched.

To be able to do this, we have to perform the following steps:
- Set the parameter “DisplayMechSwitchCountA” to TRUE

« Write the parameter to the server

« Use the Method “Apply Changes”

- Read thevariable in the readlist

- ParameterSet >> DisplayMechSwitchCountA

Access level
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIMR
RDIVR

. RDIMR

RDIWMR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR
RDIVR

. RDIVR

Nede ID
http://br-automatio...
http-/ibr-automatio.
hetp:ilbr-automatio.
http:iibr-automatio...
http-/ibr-automatia.
http://br-automatio.
http:/ibr-automatio...
http-/ibr-automatio.
http://br-automatio.
http:iibr-automatio...
http-/ibr-automatia.
http-/ibr-automatio.
http://br-automatio...
http-/ibr-automatia.
http-/ibr-automatio.
http:/ibr-automatio...
http://br-automatio..
http-/ibr-automatio.
http://br-automatio...
http://br-automatio...
http-/ibr-automati.
http://br-automatio...
http://br-automatio...
http-/ibr-automati.
hetp:iibr-automatio..
http:iibr-automatio...
http-/ibr-automatio.
hetp:ilbr-automatio..
http:i/br-automatio...
http-/ibr-automatio.
http:ilbr-automatic.
http:/ibr-automatio...
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EFEEETET

F @R =l A’

B = Keepactualvalues [y Snapshot %

Client interface_Data

‘opc.tcp:li192.16...
“Clientinteriace_
Configuration”
Connection. | semerEndpoint
ServerEndpointUrl | g

*Client interface_
Configuration”
Connection.  |session
Connectinfo Connectinfo

2
*Client interface_
Configuration®
Namespaces.  |namespace
NamespaceCount | yriscount

Figure 29: Online_Set_Parameter_Set

Status— _0000

Data type Default value Comment Name Data type start value
B @~ static
TP
s 2 @@= ~ Readlist_1 Struct
el e 3 @ = b Variable “Client inte...
+  Network 2: Call write list 4 /@ = » MNodeStatusList Array[0.7]...
X 5 @ = » Timestamps Arrayl0..7]...
6 » Addnews
7 @@= ~ Wit list1 Struct
6 <@ = v Variable “Client inte...
e POEA s |la = Runforward Bool
OPC_UA_Wiite
LisE C DB" 10 |am L) ResetErrors Bool
TG 11 | = ResetCounterContactorA Bool
12 |a = OSPvalid Bool
e 13 @ = DisplayMechSwitchCounta | Dint
14 = b NodeStatusList Aray(0.4]...
U110 W07 FALSE = : ol
*Write_Auto” “Clock_0.5Hz" Dane|-—false i = o
16|40 = ~ Wethod list_1 Struct
i 11 REQ FALSE a e -
Busyl-felze 1740 = » MethodStatusList Amay(0.0]...
FALSE 18<@ = » MethodResultlist Aray(0.0]...
%113 w111 HASE . n e
“Write® “Connect_  |Kmntan Error-—fs e
|| e wiitelist” -~ Session b

16#3870_0000
6#3870,

« Open “OB1” and “Client_Interface_Data” and put the screens next to each other

« Open the menu Writelist_1 >> Variable

- Monitor both screens

- Set “DisplayMechSwitchCountA” op 1 o
- Activate the write tag

- Deactivate the write tag e

*  Network 3: Method list- ApplyChanges

UDB5
*OPC_UA_Method
Call_C_DB"

P Every positive edge on the REQ will safe the changes that are made in the parameterlist...

OPC_UA_MethodCall_C

EMN ENO

o e FALSE

WM12.0 Dane
“ApplyChanges” -=|REQ

Busy
FALSE
121
"Connect_Method  |pMaintain Error
Call_AC" —— 5ession
Status

‘opc.tcp:i192.16...
“Clientinterface_
1_Configuration®.

Connection.  |senserEndpoint
ServerEndpaintUrl —|

“Clientinterface_
1_Cenfiguration”.
Connection.
Connectinfo

Session
Connectlnfo

2
“Client interface_
1_Configuration®.

Figure 30: Online_Set_Parameter_ApplyChanges

« Activate the ApplyChanges (REQ) o
. Deactivate the Applychanges (REQ) e

FALSE
—-—tfalse
FALSE

-=false
FALSE
——false

16&#3870_0000

— 16%3870_0000

Menitor value

[}

27



28 NOVOLINK WITH SIEMENS PLC APPLICATION GUIDE

After disconnecting and connect the server again, the variable should be available in the processData of the client interface.

[EL consistency check | B2 ® importinterface ; B =
Source: [ Online [opc.tcp:1192.168.2.11]
OPC UA client interface Read list_1 OPC UA server interface
~ [ Data access Display Name Node type Access level Display Name Node type Access level | Node 1D
~ [ Read lists 1 <@ ModuleCk BOOL RD 45 = ¥ § ST003 | SFMI-AT1_1 Object - http:iibr-au [
B Add newread list 2 <@ RunningFarward BOOL RD 46 = » § Configuration Object - hetp:iibrau...
|5 Read list_1 3 <@ ContactorVoltageLow BOOL RD 47 = ¥ § FProcessData Object - http:iibrau...
[ write lists 4 <@ overloadTrip BOOL RD 48 = @ Moduleok Boolean RD http:librau...
‘LAdd new write list 5 < SensordModuleMissing BOOL RD 49 L] -l SerialNumber Ulnt32 RD http:fibrau...
E’ Write list_1 6 <@ CurrentTime Lot RD 50 L] <@ ModulelD Uint1e RD http:fibr-au...
s E‘ Method lists. 7 -4 O5PValid BOOL RDMWR 51 - <@l HardwareVariant Uint1é RD http:fibrau...
ﬁAdd new method. 8 <@ MechSwitchCountA DINT RD 52 L] <@ FirmwareVersion Uint1e RD http:fibr-au...
5§ Method list_1 2 53 = <@ Digitalinputx3 Boolean RD htp:/ibr-au.
54 = g RunningForward Boolean RD http:/ibrau...
55 = @ SumStatusDataReady Boolean RD http:iibr-au...
56 = 4@ SumFault Boolean "D http:fibrau...
57 = @ ContactorVoltageLow Boolean RD http:libr-au...
58 = <@ ParameterOutOfRange Boolean RD http:iibrau...
59 L <@ SmartFunctModuleHWFault Boolean RD http:iibrau
60 L] <@ ContactorOutputshortCircuit Boolean RD htep:librau...
61 = 4@ SensorkoduleReady Boolean RD http:fibrau...
62 = @ SensorModuleMissing Boolean RD http:libr-au...
63 = <@ CumentimbalanceTrip Boolean RD http:iibrau...
|| 84 = @ CurrentPhaselossTrip Boolean RD http:libr-au...
8 4| 65 = @ OverloadTrip Boolean RD htp:/ibr-au..
Al [|ss = g CoolingTimeRunning Boolean RD http:fibr-au__
] ¥ 67 = @ startupTimeRunning Boolean RD http:librau...
d [l 68 = @ FhaseSequenceCurrent Boolean ) httpelibrau
69 = @ PhaseSequenceVoltage Boolean RD http:libr-au...
70 = @ CumentPhaseLossTripL Boolean RD http:iibrau...
7 = g CurrentPhaselossTripl2 Boolean RD http:iibrau...
72 = . CurrentPhazeLossTripL3 Boolean RD http:libr-au...
73 = 4@ SensorkoduleHViFault Boolean "D http:fibrau...
74 = @ LineFrequencyNotDetected Boolean RD http:librau...
75 = <@ NoVoltageMeasurementSupported Boolean RD http:iibr-au...
76 L] <@ RunForward Boclean RDIVR http:fibrau...
77 = <@ ResetErrors Boolean RDIVIR http:fibrau...
78 L <@l ResetCounterContactorA Boclean RDIVWR http:iibrau...
79 L] <@l ResethiotorRunHours Boolean RDIVR htep:libr-au...
80 = 4@ ResethotorStandStillHours Boolean RDIVIR http:fibrau...
81 = @ ResethoOfThermalTrips Boolean RDIVIR http:libr-au...
82 = <@ ResetNoOfAlTrips Boolean RDIVIR http:iibrau...
83 = 4 TestPosition Boolean RDIVWR http:fibrau...
84 - <@ OsPvalid Boolean RDIVR http:librau...
@ MechSwitchCountA Int32 RD http:fibrau...
86 = » $ Configthannels Object - http:libr-au...

Figure 31: Online_Set_Parameter_Result

Example:
« ProcessData >> MechSwitchCountA
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5. Configuring Novolink with Smart Gateway

Please use following documents to configure Novolink with Smart Gateway

Document type Document number Link
SFM1 Manual 2CDC100017M0201 link
User manual for Novolink 1SAC200230M0001 link
I

6. Troubleshooting

6.1. No OPC UA Sever application Found

Connect to OPCUA server X

Access to the OPC UA server

OPC UA server address: | opc.tep:192.168.2.11 |

Session name: | urn:DES KTOP-82ACVLK Siemens TIA-Porta | @MAAT:Client interface_1 |

? i Find selected server |

Select OPC UA server end point:

Application name [ Security policy

TIA Portal certificate User authentication
Certificate location: | None =] User authentication: | User name and password [+]
Certificate (client): | - User name: | |
Password: | |
Online status information: D Display only error messages

7 Attempting to connect to the OPC UA server with address opc.tcp:/i192.168.2.11
0 Scan completed. No OPC UA server application found.

<P D]

Connect | | Cancel |

Figure 32: PopUp No_Online Access

« Verify TIA Portal is able to reach the smart-gateway
« Check the IP-address of the server

« Check the IP-address of your Client (TIA Portal)

« Check that you can reach the server using ping

- Reboot the server


https://search.abb.com/library/Download.aspx?DocumentID=1SAC200230M0001&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=1SAC200230M0001&LanguageCode=en&DocumentPartId=&Action=Launch
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6.2. Status 16#3870_0600

Activate the connection and the status is 3870_0600 check the next part:

|| Devices |
E] =F 2 B, @ B %7 keepacwalvalues g Snapshot ¥ ® . Copysnapshotstostartvalues @@ (. Load startvalues asactualvalues By @y
ent interface_1_Configuration
~ | Novolink_SiemensClient_NoSec [~] Name Datatype Start value Retain Accessiblef... Writa... |Visiblein ... |Setpoint  Supenvision Comment
[/ Add new device [ @~ sadi
iy Devices & networks 2 @ = ¥ Connection Struct O B
~ [ PLC_1 [CPU 1511-1 PN] 3 4 = v Connectinfo OPC_UA_SessionCo. =]
Y Device configuration 4 . SessionName  Wstring[64] WSTRING'OPC UA Connection_1*
'] Online & diagnestics 5 |la L) Applicationta.. Wstring[64] WSTRING# "
» [5R Software units ] . SecurityMsgMo... UDInt 1
= [ -5 Program blocks 7 @ . SecuriyPelicy  UDInt 1
I ~dd new block s @ . ServerUri string[254] [fopc.tcpinoz 168211 4840°
2 Main [0B1] s @ s Checkservercer. Bool Falze
@ Clientinterface_1_Data [D. =lola . Transportrofile  UDInt 1 ENUN
v [ System blocks 1 . UseridentiyTo... UDInt 1 ER
v g Program resources 12 @ Ll UserTokenPara... Wstring[64] WSTRING# ‘admin*
n“ OPC_UA_ReadlList_. 13 @ Ll UserTokenPara... WString[64] WSTRING# 'admin2023"
2 OPC_UA_Write 4 |la = CentificateID upint o
5@ s SessionTimeout Time T#308
1s @ s MonitorConne.. Time TEss
@ OPC_UA_Wite 17l = b LocaleiDs Amray{0.4] of Strin._.
+ [ Technology objects 184 =  ConnectionHdl DWord 620 o]
» i External source files ]2 @ =  ServerEndpointUd  String[254] ‘ope.tcp:/1192.168.2.11:4840" (m]
» L@ PLctags 20 40 = » Namespaces Struct ] a
» [ PLC data types 21 4@ s » ReadLists Struct B a
Watch and force tables 2@ b witelists Struct = =]
S pue

Figure 33: ClientInterface_Configuration

« Open the Client interface configuration data block

« Check if the ServerEndpointUrl” and “ServerUri” start values are the same
- If thisis not?
Copy the “ServerEndpointUrl” to “ServerUri”

« Compile the project with a rebuild all for hardware and software

« Download “hardware configuration”

« Download “Software all”
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7. List of related documents/links

Document type Document number Link
SFM1 Manual 2CDC100017M0201 link
User manual for Novolink 1SAC200230M0001 link
Siemens Licenses link

Siemens PLCs link



https://search.abb.com/library/Download.aspx?DocumentID=2CDC100017M0201&LanguageCode=en&DocumentPartId=PDF&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=1SAC200230M0001&LanguageCode=en&DocumentPartId=&Action=Launch
https://mall.industry.siemens.com/mall/en/WW/Catalog/Products/10315991
https://mall.industry.siemens.com/mall/nl/nl/Catalog/Product/6ES7511-1AK02-0AB0

ABB STOTZ-KONTAKT GmbH

Eppelheimer Strasse 82
69123 Heidelberg, Germany

You can find the address of your local
sales organization on the ABB homepage

abb.com/lowvoltage

Additional information
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We reserve all rights in this document and
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1. Purpose and basic description

This section describes the basic steps to set up the ABB Novolink modules with the AC500 PLC via Smart Gateway using OPC
UA.

1.1. Whatis Novolink?

The all-new ABB Novolink™ devices help digitalize motor starting solutions and gain insights into the connected loads.
They're easy to design into existing wiring plans and connect to standard AF contactors. Installation is fast and simple,
thanks to reduced wiring and fewer components, so engineering efforts are minimized. The Novolink devices enables
predic-tive maintenance to reduce downtime, as well as increasing efficiencies and boosting cost savings. It’s fully
integrated into the AC500 and B&R automation system. And the possibilities open up even more as full remote access to your
data creates new maintenance service and revenue opportunities.

2. Important disclaimers & recommendations

2.1. Cyber security legal disclaimer

The Smart Gateway and Novolink modules are designed to be connected in the ABB and 3rd party products and communicate
information data via network interface. It is the user’s sole responsibility to provide and continuously ensure a secure connec-
tion between the product and the user’s network or any other. The user shall establish and maintain any appropriate measures
(such as but not limited to the installation of firewalls, application of authentication measures, encryption of data, installation
of anti-virus programs, etc.) to protect the product, the network, its system, and the interface against any kind of security
breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or information. ABB and its affiliates are
not liable for damages and/or losses related to such security breaches, any unauthorized access, interference, intrusion, leak-
age and/or theft of data or information. The data, examples and diagrams in this manual are included solely for the concept or
product description and are not to be deemed as a statement of guaranteed properties. All people responsible for applying the
equipment addressed in this manual must satisfy themselves that each intended application is suitable and acceptable, includ-
ing that any applicable safety or other operational requirements are complied with. Any risks in applications where a system
failure and/or product failure would create a risk for harm to property or persons (including but not limited to personal injuries
or death) shall be the sole responsibility of the person or entity applying the equipment, and those so responsible are hereby
requested to ensure that all measures are taken to exclude or mitigate such risks. This document has been carefully checked by
ABB, but deviations cannot be completely ruled out. In case any errors are detected, the reader is kindly requested to notify the
manufacturer. Other than under explicit contractual commitments, in no event shall ABB be responsible or liable for any loss or
damage resulting from the use of this manual or the application of the equipment.

2.2. UaExpert

UaExpert is software, provided by Unified Automation. We suggest using this software for monitoring the data as described
in chapter “UaExpert”.
Important: This software does not belong to ABB, and we done take any responsibility on its functionality.

2.3. Making your networks more secure

Following points are strongly recommended to make networks more secure:

« Isolate your network — separate the OT network (Operation Technology) from the IT network (Information Technology).
This helps prevent any attack reaching the IT network from spreading to the OT network.

« Use firewalls — Implement firewalls to prevent unauthorized access to the OT network.

« Use access control — Implement access controls to restrict the human and device access to the OT/IT network and de-
vices.

- Keep software up to date — Make sure all software/firmware of the devices are up to date to have the latest security up-
dates installed.

« Reduce attack surface on devices — Disable device functions, services and ports not needed.

« Replace default passwords — Replace all default passwords of the devices to prevent attacker from getting access using
default credentials.

« Monitor network activity — Monitor the OT network for any malicious activities that could be a sign of an attack. Example
of network monitoring tool is intrusion detection system (IDS).

« Train employees - Train operators and service people on IT and OT security best practices.
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3. Basic setup

This section describes basic steps required to set up the Smart Gateway SGWX20-OUA with Smart function module (SFM)

and Smart current/Voltage modules (SCM/SVM) connected to AC500 PLC over OPC UA.

The setup can be done as shown in the figure below:

Ethernet
e switch

AC500

OPC UA

X2X

AF09...AF96
contactors

module

Smart function

Smart Gateway
SGWX20-OUA

The figure shows that:

« Smart Gateway SGWX20-OUA (1) is connected to AC500 PLC(5) via ethernet switch (6).

« SFM (3) should be inserted on AF contactors (3).
« SFM are connected to SCV (4) over X2X cable.
« Allthe SFMs are connected to Smart Gateway SGWX20-OUA (1) over X2X cable.

Smart
current/voltage
sensor module

Note: Smart Gateway SGWX20-OUA can be a OPC UA server.

The figure below shows the main components and how they can be combined for complete motor starting solutions.

3.1. Hardware used

Following hardware are used.

Device Description Part number Quantity
OPC UA Client PM5670-2ETH 2 x Ethernet with configurable protocol 1SAP151000R0278 1

or PM5650-2ETH Ethernet/IP (2), 1 x serial, 1x CAN interface or 1SAP141000R0278

TA521 Lithium battery 1SAP180300R0001 1
Novolink SFM-CAB-RJTB.1-500 Connection cable RJ45 - X20 1SVM823000R0500 1

Terminal block of X20BT9400, 5 m
Novolink SFM-CAB-S.1-50 Connection cable SFM to sensor 0.5 m 1SVM811000R0050 1
Novolink SCV10-40.1 Current/Voltage sensor 1SVM320010R0000 1
Novolink SFM1-All.1 Advanced function module with X2X 1SVM120012R0000 2
Contactor AF09 Contactors 1SBL137001R1101 2
AF09-30-01-11

X2X OPC UA Gateway | X2X OPC UA Gateway B&R controller X20BTO8T 1
X2X OPC UA Gateway = OPC UA bus coupler B&R controller X20BTO8T 1
X2X OPC UA Gateway  Power supply for the bus coupler B&R controller X20PS9400 1
X2X OPC UA Gateway  Power supply and interface of the X2X bus ' B&R controller X20BT9400 1
X2X OPC UA Gateway Backplane module B&R controller X20BB80OX 1

Important: JSON files are provided as examples on how data can be retrieved from the devices.
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3.2. Software used

Following software are used.
« Automation Builder version 2.7 or newer (download link: https://new.abb.com/plc/automationbuilder/platform/software)
« SGWX20-OUA FW V2.00 or newer

3.3. Architecture used

This section describes basic steps required to set up the Smart Gateway, Novolink modules with ABB AC500 PLC. .
The setup can be done as shown in the picture below:
Novolink

Smart gateway
AC500PLC as

OPC UA Client

Novolink Smart
function module
(SFM)

Ethernet switch Novolink Smart

current/voltage

module (SCV)
Novolink cable

to Automation
Builder
Number Description

AC500 PLC as OPC UA Client

Ethernet Switch

Novolink Smart gateway

Novolink Smart function module (SFM)
Novolink Smart current voltage module (SCV)
Network cable to Automation Builder

o v bhlwn

3.3.1. Wiring and power up
Refer to the architecture used, please ensure that all wiring is done, and devices are powered up using the schematic shown
below.

220V AC
&—— 24V DC

AC500 i
*—e Ethernet switch @®—— Ethernet
&—— x2x
B&R OPC UA Gateway with Novolink
OPC UA Bus coupler PS for Bus coupler X2X interface SFM SCcv
X20BTO8T Eth port X20PS9400 X20BT9400 X1:24V DC 10-40.1
24V DC

Power supply

220V AC
Power source

24V DC 24VDC is connected to the Smart Gateway, Novolink modules and PLCs.
220V AC 220 VAC is required for power supply. 220 VAC can also be used for power up contactors
OPC UA For OPC UA: Connect the Smart Gateway and AC500 PLC to the ethernet switch.

X2X Connect Smart Gateway to SFM with cable “SFM-CAB-RJTB.1-500".
Use cable “SFM-CAB-S.1-50 “ to connect Sensors to the SFM

3.3.2. Software configuration

Configuration of AC500 PLC Following software are used to configure the AC500 PLC:
Automation builder V2.7 or newer

Configuration of Smart Gateway UaExpert

Reading /writing data from Novolink via Smart Gateway = UaExpert
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4. Basic configuration of the OPCUA Server Novolink

The bus controller is delivered with the factory settings. This means that neither device settings nor security settings are
configured.

In the following example , the OPC UA “UaExpert” client software is used for configuration. Other similar tools can also be used.
The following minimum version should be used:

- UaExpert version 1.6 or later

Download here: https://www.unified-automation.com

This document assumes that you already have a basic knowledge of OPC UA in general and the X20BTO8T bus coupler in particular.
Note: Please visit the data sheet of X20BC0OO08T for the detailed steps.

4.1.

A DHCP server is not required for this method. The static IP address (in this example ‘192.168.1.1’) is suggested to be estab-
lished for the connection.

Setting the network address

The following’Endpoint URL'can be used in UaExpert/AC500 to establish the connection
Opc.tcp://192.168.1.1:4840
Or opc.tcp://<Product ID>-<MAC address>:4840

4.2. Creating user accounts

Creating the first user, setting the password and assignment to role SecurityAdmin.

ol s e
1 ZEPE #=2 X%2 BEKD
- i i a Fa
Progect B X Dats hccess Vew
v [ Project All o« Server Hode ld Display Name Valuse Datstype  source Timestamy Server Timestamp  Statusc
w 1 Servers 1 H20BCO0ET S fanngiUser... Rales (‘Confiqueead... Siring 1R300.A8 e 33:00.688 Good
£ Q0BC00RT L L. 14 iRnng|User .. erivame adrun imng &30 B30 o
L i R20aC0ceT 1 itnngiLh Uier 7 ad S 183301062 183301762 Goed
~ [ Documents : s
19 Dats Azeess View > B et Valus . x
Ackdress Space # 4
3 Lk MName  Value F
€ W Hgraght - w String farmlZ] 4
ntanwationPosn A [0] Confiqueeidrmin
ength 111 Securitytdmin
@ MinSupporediampisate
L3 MedelingRules
L) Operatson imits
oy Ruleder
@ Serveroliednay
¢ SoftaareCertificates
~ oy Useret
o AddUser
¥ Femovelher
~ o admin
W AddSehiny
@ DisabiePazsword
# HasPassward
% Remnevelshkey
@ FPoles
W SePaiiward
@ SahKeys
@ Usertlame
=
', ol o rh
BB E ‘%“D}X ] R X
Pragect X Data Accrss View
» [0 Project ] . Server Hede Id Duplay Name Value Datatyme sowrce Timestamg Server Temestamp Satw
~ [ Serven 1 H20BCO0ST M1 StringlUser. Roles {'Configuredd... String 1 § Good
2y x208c008T X2ORCO08T M5 [Steing|User . Usarblame adrun Strin. | Geed
~ 1 Dieirnats 31 X208C00ET NED{Numenc]l.. Identities Deouble chek ta . ExtensianObiect |
13 Data Acoess View Bl o v P -
fkdress Soace LES s
o [has = Mame Value
v IdentityMappingRuleType Amayl1]
~ Role5 - 24
ot Roleses v ol IdentityMappingfialeType
CriterisType 1 (Userblsme)
Criteia  admin
a
& Engineer
o Observer
o Operated /

@ Remavedinie
v o Securityhdmi

% AddEndpeint
¥ Addidentity

¥ Rermevedppbcation
% RerneweEndpoint

% Rarncveldentity

Note: A user must be created, otherwise, no further configuration can be performed.
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4.3. Time Synchronization

Information about the current time is required in order for the bus controller to operate. This is mainly needed to process
digital certificates correctly and to correctly set the timestamps of OPC UA vales.

The following description shows how to configure ,WallClock” to enable synchronization over the Network Time Protocol
(NTP). We are using ABB AC500 PLC as NTP server in this example (e.g. TimeServer01: ‘192.168.1.10’).

. Uniied Automation Uabxpert - The OFC Undied Architecture Chent - NewProgect”™
Fle View Sever Document Settings Help

D PBE #=° X428 B XD

roject 5 K| Data Access View
v [@ Project X T Server Mode Id Display Name Value Datatype rource Timestamg Server Timestamp Status
v [ Servers 1 X208C008T N51|String]User_.. Roles {Confiquredd.. String 18:33:00.686 18:33:00.686 Good
2y X20BC008T 2 X20BC008T MN51[5tringlUser.... UserMame admin String 18:33:01.762 18:33:01.762 Good
as 3 XI0BCO0ET NENumeric| .. Identities Double ¢lickto.. ExtensionObject 18:33:51.363 18:33:51.363 Goed
B Documents 4 XOBCOET N54[Stnng|Hre... IP-Address 19216811 String 18:34:32.687 3432 687 Good
[3 Data Access View vids  xecwer NSd[StrngiHre... TimeSenedl 192168110 String 183437137 337037 Goad
P————— —%k NS4|String|BiDe... EnableDHCP false Boolean 18:34:43 023 18:34:43 023 Gowd
Address Space & X,
| Ho Highlight r
v i DeviceSet J
& DeviceFeatures J|' |
v & X20BCODET |

w L] Configuration f

& Brdge | h

» o Control f

a
-
a
@ 1P Address |
@ Metmack |
& Primany NS |
> 4@ SecondaryDNS |
~ 0 TimeSynchronization
~ I WallClock

~ & NTP v
» @ TimeServed!
» @ TimeServerd:

4.4. Updating the self-signed certificate using UaExpert

The bus controller has a method in the information model that can be used to easily generate a new self-signed certificate
that contains necessary application-specific information. However, UaExpert contains tools(GDS Push View) that make it

easier to update certificates.

GDS Push View
— ' Mew Application Instance Certificate X =
X20BCO0BT
DefaL.iItApp.liGﬁonGroup | Subject: 3
I o v -
Organization: |B&R Industrial Automation GmbH | v
Organization Unit: |ABB | L4 3 ]
gned certificate for download to Eocaity |ACP3 | &
ite signing request from the serw State: |Baden | &
te to server: Country: |DE | w
(Two letter code, e.g. DE, US, ...)
: Key OPC UA Information
Application URI: |http:f,.’br—automation.comecha,DCZDBCDUSTfFGZQDlGBB19,.’ | W
Domain Names: JOhEONAL N0605387BECN * -
Jers %)
[— ]
MName Valid From IP Addresses: ftoc ] %+ | URI
w
[—]

Certificate Settings | S

vocation Lists RSA Key Strength: 4096 bit= | Sidnature Algorithm: |sha2ss = | Certificate Validity: 1 Year '.f

Valid From Mext Up

Cancel | [~
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Calling method ApplyChanges disconnects all connected clients. A new connection is only possible when the new certificate
is trusted.

After that, please accept the new Server certificate in UaExpert and save the certificate file on your PC.

Dietendt Certificate Store GDS Server 1

Default certfcate store wath eeif-sgned certificate

Trusted  [eouers  TLS Issuers

Certificates
Seatus Mame Vahd Fram Vahd To [ [ tanLint Locality State Country AppUIRI Damambame I
el | ceriB f... 160472024 1= 15/0472020.. ABBDE PLC ACP3 Baden DE urnHMIEE0... CPES0T0pcUaSer... 1
' Tiusted X208C008T 16/0472024 175, 16/04/2025 ... BBR Industrial A, ABB ACP3 Baden DE https/fbrea.., *20bc00Bt-006065... 1
‘ Chein ... Unbxped@QUVALNP...  T242024 22 11/04/2029 ... ABB PLL ALPY Haden DE wurnOVAEX.., OVAEXPWINID
e Certificate 4
General  Detals  Certification Path
! Show: | cAll> v L
Certificate Revocation Lists
Faekd Ve Y.
Number Vahd From ey | sgnatre hach algorithm shalsé Btate Country Filename
. Lasuer X20BC006T . ASt, Bh Industr...
» Tuesday, 16 Apnl 2024 =r
wnkd to Wednssday, 16 Aprd 2025 17:...
[Subject ND0BCOOET, ABS, BAA. Indhusly ..
o |putske key RSA (4005 Bis) Btion Certificate To...| |Create new Appication Certificate...  Open Certificate Location
Publc key parameters 0500

T Matbmr e nm—ant “Fanmeatad with |infad L b

Tuesday, b6 Aprl 2024 17:29:52

nrt Ohrganizationkinit Locality State

Country

Copy to Fle...

5. AC500 OPC UA Client

The standard installation of Automation Builder not only includes an OPC UA server but also for OPC UA Client. You can
use it to access the variable interface of the AC500 PLC via a client. The OPC UA server communicates with connected OPC
UA clients over a separate TCP connection. The AC500 OPC UA Client can be used to connect to any OPC UA servers and
exchange data with them, in which the connection can be established via a data source OPC UA Client of AC500.

5.1. Preparation and supplies

In this section will describe what you need to make the configuration in Automation Builder.

a. An OPC UA Server Novolink is available,please see the above chapter 4 . For the description of the Novolink setup which is
included in the manual “SGWX20-OUA Smart Gateway X20 to OPC UA Connecting Novolink devices with OPC UA clients.”
AC500 PLC - PM5670-2ETH or PM5650-2ETH.

Automation builder V2.7 or newer

PS5616-UACIi - AC500 V3 OPC UA Client Runtime License

Battery TA521 is installed.

The modules are wired to each other.

IP-address of the OPC UA server (example: 192.168.1.1)

Q@ "0 oo0CT

This example uses AC500 CPU PM5650-2ETH as OPCUA Client to communicate with an OPC UA Server Novolink.
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5.2. Installation Automation Builder

Install Automation builder V2.7 or newer version, you can download the installation package from website
https://new.abb.com/plc/automationbuilder/platform/software.

Automation Builder software
download

tandard and Premium editio

ns meet

many and large prajects for OEM

- After installation, on the first start-up of Automation Builder you

nse— unlocking standard and premium features

Are you looking for support or
purchase infermation?

» Purchased standard or premium ficense

ol
| 3 w = I~_
! e— 7 2
. po -7 4
G e DT M e

Automation Builder

Version 2.7.0.242
= s

Profile Automation Builder 2.7
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5.3. Protocol Configuration in Automation Builder

5.3.1. Create new project
Select the ‘New project...’ from the Menu> Files in Automation Builder. At the New Project dialog, select the ‘AC500 project
‘and name your project file. e.g. Novolink_202405

] New Project x
Categories Templates
{3 Libraries - =
{3 Projects 131 =
Lleead C152x-MOD... Empty project Motion
Configurati... Soluti...
< >

A project containing one AC500 PLC ]

Name  [Novolink_202405 ]
Location  [:rs\DEU219619\OneDrive - ABB\OPC UADA\2024\Customer Project\B8R_SGWX20 | ..

[ o ][ come

MNew project P

Object path:
C.\Users\DEU215615\OneDrive - ABB\OPC UADA 2024 \Customer Project\BR_SGWX20\Nov...

Object name:  |PLC_AC500_V3

.Cdeg:lim ~ | [Jeo--;l‘- object name 4
- PLC - ACS00 V2 Name Short Description
[#- PLC - AC500 V3

] PM5012RETH  AC500 CPU 1MB, Ethemet, 6DI/4DO-R
F) PM5012-T-ETH  AC500 CPU 1MB, Ethemet, 6D1/4DO-T
E) PM5032-R-ETH  AC500 CPU 2MB, Ethemet, 12D1/6D0-|
) PM5032-T-ETH  AC500 CPU 2MB, Ethemet, 12D1/8D0-]
) PM5052R-ETH  AC500 CPU 4MB, Ethemet, 12D1/6D0-
E' PM5052-T-ETH ACS500 CPU 4MB, Ethemet, 12D1/8D0-
E) PM5072.T-2ETH  AC500 CPU BMB, Ethemet, 12D1/8DO-
) PM5082-T-2ETH AC500 CPU 8MB. Fthemet. 12D1/8D0-
fEJPMS630-2ETH  AC500 CPU BMB, Ethemet

AC500 CPU 80MB, Ethemet
[EJPMS670-2ETH  AC500 CPU 160MB, Ethemet
{TJPMS675-2ETH  AC500 CPU 160MB, Ethemet

< >

[] Close this dialog after each transactic [ ] Display all versions

Reset fiter | AdPLC Close

Click OK to continue and choose the AC500 CPU according to your equipment and click ‘Add PLC’ to proceed.



12 NOVOLINK WITH ABB AC500 PLC APPLICATION GUIDE

5.3.2. Scan Network for Devices
AC500 PLC must be given a fix IP address,the CPU must have different IP address ranges on ETH1 and ETH2 (different subnet
configured on ETH1 and ETH2) e.g.: OPCUA Client AC500 PLC : ETH1-192.168.1.10, ETH2-192.168.22.10

With the ‘IP-Configuration’ from the menu ‘Tools’ in Automation Builder, Users can set the IP address of each ETH ports as
below. e.g.:

IP-Configuration X -
Scan
(MAC) address Device Pert Serial nu... DeviceID 1P Address Config. IP Add... Inferm... can 1 YoRow
[ 488 Met config protocal  (F
= 00-24-59-00-88-08 PMISE50-2ETH-XC ETH2 00000013 Oxc00 192.168.22.10 192.168.22.10 PLCW3

[ Prefinet Dynamic Cenfiguraton Protecel (DCP)

—_—
00-24-55-00-88... PMSES0-2ETH-NC |ETHL 00000013 OO 192.158.1.10 192.168.1. 10 PCV3
= [ ethercar
IP sattings
mE- -
Selected device  PMSE50-2ETH-AC ETH1
SN=00000013
1D=0x00
IP address [ w2z . 8 H . w
Subnet mask 85 . %5 . B’ . 0
Std, gateway [0 e e .0
Uik mock Auto
Send settngs

In the above picture setting, connections are made in the following combination:
« ETH1 port of PLC PM5650-2ETH is used for connecting OPC UA Server Smart Gateway SGWX20-OUA
(IP address:192.168.1.1).

« ETH2 port of PLC PM5650-2ETH is used for Automation builder, PC connection(PC IP address:192.168.22.80 for example).

A Note: Make sure that the IP-address of the OPC UA server and the OPC UA client are in the same network.

5.3.3. Online to the PLC
Right-click on the “PLC_AC500_V3” and select ‘Communication Settings’.
Devices v o0 X
= Movolnk_202405 w
= :_:I PLC_ACS00_V3 (PMS650-2ETH - TB5620-2ETH)
=& pLg—-
@ 0
= In

tg |P Address 192 . 168 . 22 . 10 || =

£ [[] Use advanced settings

ETH

@ OK Cancel
£

——————r—r

—
) Protocols (Client Protocols)
= B Extension_Bus
K slot_1 (<Empty>)

The IP address for ETH2 is “192.168.22.10”. Click “Ok” button to continue.

If your PLC have different IP Address, click the ‘..." button beside the IP address to launch the network scanning tool to search
the CPU IP address.

You now ready to go online with the PLC by choosing ‘Login’ from the ‘Online’ menu. After downloading completed,
go offline and reboot the PLC.
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ey, ~ 8 x| @ xxec0sT1 () PLC_ACSO0VE x
= {3 Mevolt_02e08 -
= () PCACS00.VS PMsss0ETH - TRSE Ty | Communication Settings R
8 pLc Loge )
+ ) Application [run] PLC Settings Current PLC Date and teme: 20340513 01: 13:08
@ 10 Wersian information L] Show PLE e n UTE
= Ti g Interfaces Show
£ com(<Ematy>) Satist
£ Can (<Empty>) Ovarview resourcs usage
= R Ethernet Files

2 (IP Settngs Log
Gl Protocss (Clent Protocots)

= M Extension_fus PLC Shell

K Sit_1 (<Empty>)
K Sot_2(<Emoty>)

5.3.4. NTP Server

Users and Groups

Atxess ghts

Symbol Rights:

Undated after Generate code: 2024-05-13 01:12:49

User program code and data

Total maximum downhoadable appication size

I

SetPLC 10 PC Time

Warnming: The displayed valoes are for information only and cannot be fulfilled altcgether, the avadable rescurces are bmited

See previous chapter 4.4, Time Synchronization will be executed by NTP server from AC500 PLC.

The prerequisite is that battery is inserted, and clock is set to actual time.

4+5

Login the PLC and push the ‘Set PLC to PC Time ‘button from option Statistics to set time with PC time.

Add protocol NTP Server on ETH1 port and input the OPC UA server IP address in Access Control settings.

=3 Novoink_202405 -
= [ PLC_ACS00_V3 (PM5650-2ETH - TBS620-26TH
= &) PLC Logic
= & Application
L) Diagnosis
ﬂ Library Manager
[E] Pc_pre (PrO)
= (@ Task Configuration
= g8 Task
&) Pc_PRG
i 10_Bus
= o Interfaces
L COM (<Empty>)
K Can (<Empty>)
= & ethemet
= Em1(P settings)
[ netconfig (uetConfig)

4 |NTP_Server (NTP Server)

IP-Configuration P Ethernet T PLC_ACS00 V3

Access Control

@ Enatie
0 Metwork adcress
@ subnetmask

© Enable local server

1§ NTP_Server X

13
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5.3.5. Install OPC UA Client Runtime license
The use of OPC UA Client require the V3 CPU to have a Runtime license. Otherwise, the CPU cannot go to Run mode
with below notification when you try to login the CPU.

Automation Builder 2.1 - Premium

Motification from target:
"PLC License missing”

x|

Details... |

oK |

Automation Builder 2.1 - Premium ||
_AAPP_A ——
Details of the target component that sent this notification:
[CmpMame =IoDrvLicense, Cmpld=0x10202012,
JFB TMIT ... ClassID=0x00010004, ErrorID=0x00000001,
FA.FB_INIT ... InfolD =0x00000267]

ning(s), 204 message(s) ‘@ Watch 1 |@ Breakpoir

Program loaded

| Lastbuld: € 0 % 25  Precompile: .

To activate OPC UA Client runtime license on a PC with internet connection. Following steps are necessary:

1. LoginthePLC

Devices. -8 x P-Confguraton &3 Ethernet ] MLC_ACS00 VI x
= L) Novedek_ 20005 =
(2] PLE_ACH00_V) (PHSES0-2ETH - TESE20-26TH) Communication Settings ik | Gabewsy - | Oewce
’qul* 5 1. Settings ) § am
29 Diagross Version information 1 ?I =
M) coeary Manager | 2
1] PLC_PRG FRGE) Sisties L= e o
= @ Task Configwraton L ]
= Cogl Tesk Files
i’m_m 5 %8 A0 s
/il 10 Log
= Interfaces
€ OM (<Empty>) 34
K CA {<Emptys)
= G Bt Users and Growps
= G EML0P Setings)
& @ ks v Bacess Rights
4§ ma e Symbal ighas
@) Protocos (Chent Protocols)
= CMJ Edtenson pus PMELED-2ETH Mardware
€ siob_1 (<Empty)
€ siot 2 (<Emptys) CPU Faramaters
2. Right-click on the PLC node and select ‘PLC runtime licensing ‘from the ‘Runtime Licensing ‘menu, the a wizard is started,

o

This wizard will guide you through the runtime licensing process.

PLC Runtime Licensing

| S ,,I

%
| :

8k Y 7 7
[N

This wizard will guide you through the runtime licensing process for:

PLC_AC500_V3

Nexb
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3. Enter the license activation key and click ‘Next’ to finish the licensing procedure.

| PLC Runtime Licensing

| (®) Enterlicense activation key
| 4FCYW-GENSFERSILODMWK-ESRMN |

(O Create a demo license

O Import an activation response file to continue an offline activation

Net> | | Cancd |

4. The License is validated by the ABB license server and afterwards activated on the PLC device.

PLC Runtime Licensing n

5. Finish the activation successfully.

PLC Runtime Licensing
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The license status of PLC can be displayed by license information.

Devices

i)

IP-Configuration

= [ Novalnk_ 202405

= B P Logic
= 2 Application [run]
L) Diagnosis
“ Library Manager
[E) Pc_prG (PRO)
= (B Task Configuration
=38 Task
@) ric_PrG
[ 10_Bus
= ) ¢ Interfaces
L COM (<Empty>)
K CAN (<Emoty>)
= E Etherrust
=@ Em™H10P settings)
+ { NetConfig (etConfig)
¥ @ ET
<3 Protocols (Cient Protocols)
= ;ﬁ Extension_Bus
K Siot_1 (<Empty>)
£ Sot_2 (<Empty>=)

sattings)

5.3.6. Add OPC UA Client

- [T PLC_ACS00_Y3 (PMS650-26TH - TBS620-2ETH)

-
Communication Sattings

PLC Settings

Version information
Statistics

Files

Log

PLC Shell

Users and Groups
Access Rights

Symbol Rights
PM5650-2ETH Hardware

CPU Parameters

E Ethernet

7] PLC_ACS00_V3 %

Required licenses:

Since a user is created on the OPC UA server, a login with username and password is required for a connection from the client
to the OPC UA server. In the case that the communication is established via a data source, see the Username setting below
Authentication in the data source editor.

Following steps are necessary:

1. Adda Data Sources Manager object to the application.

Devices.

* B x

IP-Configuration

=3 Novoink 202405
= [ PLC_ACS00_v3 (PMS650-26TH - TBS620-26TH)
= [ PucLoge
= £} Application
L) Diagnosis
i) Library Manager
[E] PLC_PRG (PRG)
= [H Task Configuraton
=B Task
& pLc_prG
@ r0_Bus
= g Interfaces
K com (<Empty>)
K CAN(<Empty>)
= & Ethemnet
=@ e psettngs)
(@ netconfig (NetConfig)
4| NTP_Server (NTP Server)
#-f emzqr:
@ Protocols {Chent Protocols)
= W] Estension_Bus
K Slot_1 (<Empty>)
K Siot_2 (<Empty>)

Add object below : Application

Obgect path:
PLC_ACS00_V3\Plc Logic\Application
Object name:

DatasourcesManager

Categonas

E Ethernat "@ PLC_ACS00V3 g NTP_Ses

x

Generic objects
IECE1131-3
Other

Senpling
Visualzation

| i Gicbal Variabie List fasklocal)

| £ image Pocl

i*"l‘idm

| @ Network Variable List (Receiver)
| @ Network Variable List (Sender)

| T Persistent Variables

| @pou

| B1POU for kmpict Checks

| €

O Close this dialog after each transaction

Reset fiter

[ Display all versions
Add object
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2. Add a Data Source OPC UA Server to the Data Sources manager, The Datasource dialog opens.

Add Data Source .

ET: The data source object can be used to attach another
data source to the current PLC.

Name
X20BC008T_1

Select data source type
'OPC UA Server v

[ o

3. Inthe Initialize Data Source dialog, configure the data source for communication in the following.

Ea Initialize Data Source Wizard - Provider settings a *

Initialize the Data Source
Set thecommunication parameters Ei

Where to find the server layout
(®) Browse Live Server

(O From Information Model httpz//opcfoundation.org/UA/, 5/1/2018 {opcfoundatior -

[ Read Connection Settings from IEC Variable

Connection Settings
Server URI  |opctcp://192.168.1.1:4840 v
Show All Endpoints
Security
Message Security Mode | Sign &t Encrypt ~
Security Policy Basic2565hal’56 M

Client Certificate ‘2) | browser.opcua.datasource.codesys.com|36F31CT2FEADFTTE v

Authentification

() Anonymous

® Username

Create Authentication Provider
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The settings from this dialog are reflected accordingly on the Communication tab of the data source manager:

For Where to find the server layout, define how the information about the existing variables and types should be de-
tected. When you select the Browse Live Server option, the OPC UA Client connects to the OPC UA Server for this purpose
and reads the information there. When you select From Information Model, the client reads the same information from an
installed information model and does not require a running OPC UA Server to do this.

For Server URL, specify the URL of the started OPC UA Server.
Click the Show All Endpoints button to open the Available Endpoints dialog.

Select an endpoint which defines an Encrypt & Sign message security mode and a corresponding security strategy. After
the dialog is closed, these settings are transferred to the Security section of the Initialize Data Source dialog.

Choose a suitable Client certificate to access the server for browsing purposes. If a certificate is not available for selec-

tion yet, then you can have one generated immediately. To do this, click the ‘oﬁl button to open the Generate self-signed

certificate dialog. Define a password for your private key and a file name for the certificate. When you click OK, the certifi-

cate is generated and automatically entered into the certificate store. The *.cer and *.pfx certificate files are stored with

the project file. As a result, you can ,give“ the certificate with the public key (*.cer) to the server so that it ,knows“ the cer-
ificate. You can also share the private key (*.pfx) to make the project usable on another machine (for browsing).

Note: This certificate can be used only for browsing the server for variables and data types. An additional certifi-
cateis required for data exchange in online mode. Its creation is described below.

4. Click Next. Now the client scans the OPC UA Server to find the variables and types of the OPC UA Server. The OPC UA
Server must be in online mode to do this.

This operation may take some time...

Reading components of ‘Engineer’

e

g

5. Now select one or more variables. These variables can be exchanged later via encrypted communication between the
OPC UA Client and the OPC UA Server. For the variables, components are created in the Automation Builder devices view,
in the DataSources_Obijects folder. The variables can be used in the application.
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& Initialize Data Source Wizard - Browse data items

Initialize the Data Source
Choosethe dataitems

Variables Access right

[] # ProductCode
] # RevisionCounter
[ # SerialNumber
[] # SoftwareRevision
#.[ 5] Status
=@ [§ xaxUF1
=-[71[8] Configuration
[[] # Cycle_time_s_
[ # Maximum_number_of stations
[] # Total cable_length_m_
=@ [£] SubDevices
# [T [E] ST001_X20PS9402
[ [E] ST002_X208T9400
= [l [E) ST003_SFM1_A11_1
+-[71 [E] Configuration
\E] ProcessData
[¥] # ModuleOk
[ # SerialNumber
| # ModulelD
# HardwareVariant
# FirmwareVersion
# DigitallnputX3
# RunningForward
# SumStatusDataReady

ODEOO0OE

<

b

Maximal acces ®

Insert the items structured

Cancel < Back

Finish

Note: In this example we will use the next variables:
« ProcessData >> ModuleOk

» ProcessData >> RunningForward

« ProcessData >> ContactorVoltageLow

« ProcessData >> OverloadTrip

« ProcessData >> SensorModuleMissing

e ProcessData >> OSPValid

« ProcessData >> RunForward

« ProcessData >> ResetErrors

« ProcessData >> ResetCounterContactorA

Click View - Security Screen, then switch to the Devices tab.
In the view on the left, select the controller.

In the right view, all services of the controller are displayed which require a certificate.
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In the next steps, you create a certificate for the encrypted communication from the OPC UA Client to the OPC UA Server.


https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_cyber_screen.html
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9. Select the service CmpOPCUACIient.

@ || Information 1: Information Issued for
- (@ rLc_acsoo_vz % . ToDrvFTPServer (not avaiable)
[& Own Certificates !j » CmpMQTTClient (not avaiable)
[® Trusted Certificates . « Encrypted Application (not avaiable)
E¥ Untrusted Certificates (e} . Web Server (not available)
£¥ Quarantined Certificates . . Encrypted Communication (not avaiable)
' \ CmpOPCUAClent (not available)

10. Create a new certificate for the device. To do this, click the @ icon. The data required for the certificate are entered in
the following dialog box.

':J Information Information

] | = @ Pic_acs00_v3 x . ToDryFTPServer (not available)
| (& Own Certificates — . CmpMQTTClient (not available)
Certificate Seftings X |« Enaypted Application (not available)
« Web Server (not available)
Key length (bit) 4096 v + Encypted Communication (not available)

validity period (days) l 3650 . CmpOPCUACIlient (not available)

& 0 one

11. Define the certificate parameters and click OK to close the dialog.

The certificate is created on the controller.

| Information 12 || nformation Issued for Issued by Valid from Valid until
8 - @ rc_acsoovs > + ToDrvFTPSarver (no...

¥ Own Cartificates ¥ + CrpMQTTChent (...

T8 Trusted Certficates « Encrypted Apghcatio...

U untrusted Certficates | « Web Server (notav...

T8 Quarantned Certificates + Encrypted Communi...

Py cmpoPouACRent CODESYS Datasourc..,  CODESYS Datasource Op... 513720249 12:57:90 AM SIU034 12:57:40 AM (> | year]

12. Click the Eﬁ button and save the certificate to the local file directory of the OPC UA Server, in the certs folder.

Now when you restart the OPC UA Server, it will recognize the client certificate. The server sends its certificate to the client.

D Library Manages il PLc_Acs0 V3 [§]  %20BCODOBT 1 irwhiskzer 25 Etherrat [§] A PRe A NP Server &S x208C008T 1 @ Security Screen %
[ User 2 || Informaticn 55 | informaticn  Issued for  hssued by Valid from Valied umtil Thurnbprint
Lx) | = @ rc_acsoo_va * LS XNECOOST  XBCOONT 4152024 %39:52PM  GNI6/3005 S:30:53 PM (300 days) ASCDIEEBRIDAESS 188
[ 2hussi ¥ Own Certhcates
¥ Trusted Certifcates )
Devices
¥ Unirusted Certificates =
TH Quarsntined Cartifeates o

In the following steps, this certificate will be made ,trusted” to the client.

13. To do this, in the Security Screen view, on the Devices tab, click the Certificates in Quarantine folder in the left area.
The certificate is displayed in the right area.

14. Drag this certificate to the Trusted Certificates folder.

B Livary Manager [E)_PLc_Ac500.¥3 []  x208C00ST 1 initakzer 2% Ethemet (8] REPRS § NP _Server B X20BCO0AT 1 @ Security Screen X
I user & | information | [ rtomation  msuedtor  tsvedty  vaiidirom Valie until Thumbprint
| 8| = @ rcacso v
% Own Certificates
¢ Trusted Certfcates
P Untrusted Certificates
F¥ Quarantned Certfkates

" X2OCOOHT  X2OOCOONT  4{16/2024 5:23:52PM  A/IGf025 552 PM (38 dovs) | ABCDISEBEIDAESS L0
Project

Drevices

o W .
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Now the server certificate is ,trusted” by the client.
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15. Now when you connect to the controller and the application starts, the data source variables of the OPC UA Client can be
exchanged with the OPC UA Server via the encrypted connection.

| Devices

v~ 0 X ) toayManage | [T] PLCACSOONV3 | [B)
== mrmt_avms 4 o PLC_ACS500_V3.Application.X20BC008T 1
- EI PLC_ACS00_V3 {PMSE50-2ETH - TB5620-2ETH) e
= B P Loae = @ DeviceSet
= O SR = & x08C008T
= B Data Sour
' i o= Peager = @ XRIF1

B x208c008T 1
== r;'l DataSources_Objects

7% DevicaSet (STRUCT)
»*% Processbata_2 (STRUCT)
&7¢ STO03_SEM1_A11_1 (STRLICT)
.p.a: SubDevices (STRUCT)
#3 X208C008T (STRUCT)
&% x2x_F1 (sTRUCT)
o ¥208C008T 1
el x205C008T_iConstants

I Diagnosis

] Liorary Manager

[E pLc_pra (R

[E) x20BCO08T_1_Initializer (PRG)

= \ﬂ Task Configuration
= 3¢5 patasourcesTask
@ Datasources Datasources PRG
&) PLC_PRG
i 10_Bus
7= Interfaces
K com(<Empty>)

& SubDevices

= @ STDO3_SFMI_A11_1
= @ ProcessData

# ModuleOk

# RunningForward

# ContactorVoltage ow

@ SensorModuleMissing

@ OwverloadTrip

# 0sPvalid

# MotorOperationHours

# Motorstand=tillHous

L]

RunForward

X208CO08T_1_Initializer

Type

Value

Finally, these variables can be used in the application according to the logic requirement.
Some key functions are descripted in the following chapters which you often need.

5.4. TheRead list
For reading the data from the server:

@) mc_acsoo_v3 1P-Configuration
Variables  Type Mappings Communication  General and Diagnosis

& x20BC008T_1 x

|ER3 Ethes

Frepar...

Adc

» Update variables
E: Choose Variables O
Variables Accessright  Maximal access right  Type
= @l [£] SubDevices
+ [7][5) stoo1_x2opsss02
[ ST003 SFM1_A111
+ |7 [g] Configuration
| = |l =] ProcessData 1
¥ # ModuleDk “» BOOL
[ # SerialNumber i UDINT
"] # ModulelD UINT
[ # HardwareVariant "4 UINT
[ # FirmwareVersion UINT
[ # DigitalinpudQ BOOL
¥/ # RunningForward "® BOOL
[ # SumStatusDataReady BOOL
[ # SumFault BOOL
[7] # ContactorVoltagelow " BOOL
|| # ParameterOul}Range BOOL
dl " % SmartFunctModuleHWFault BOOL
1l " # ContactorOulputShortCircuit BOOL
M [ # SensorModuleReady 4 BOOL
1. ¥ # SensorMaoduleMissing "¢ BOOL
| [ # CurrentimbalanceTrip s BOOL
] "] # CurrentPhaselossTrip BOOL
7] # OverloadTrip “» BOOL

[Z] Inget the teme structured
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The variables on the “X20BC008T_1" screen have now been read from the server.

@ PLC_ACSD0_V3 @ X20BCOOBT_1 X
PLC_ACSDO_V3.Application X20BC0081_1
Expression Type
@ DeviceSet X20BCO08T 32X _IF1_SubDevices_ST003_SFM1_A11_1 ProcessData_ModuleOk BOOL
ﬁ DeviceSet_X20BC008T_X2X_IF1_SubDevices_STO03_SFM1_A11_1_ProcessData_RunningForward BOOL
@ DeviceSet_X20BC008T_X2X_IF1_SubDevices_STO03_SFM1_A11_1_ProcessData_ContactorvoltageLlow BOOL
‘ DeviceSet_X20BCO0ST_M2X_IF1_SubDevices_STO03_SFM1_A1l_1_ProcessData_SensorModuleMissing BOOL
@ DeviceSet X20BCO08T_¥2X_IF1_SubDevices_STO03_SFM1_A11_1_PracessData_OverdoadTrip BOOL
' Eeuicegt_ﬂﬁgzﬁﬁa _ﬁ!_!?l_‘}:bDevit:s_STUD3_ﬁ1_n11_1_?mces5Dala_RunFomurd BOOL

@ DeviceSet_X20BCO08T XX _IF1_SubDevices_STO03_SFM1_A11 1 ProcessData_ResetErrors BOOL
@ DeviceSet_X208C008T_X2x_IF1_SubDevices_ST003_SFM1_All_1_ProcessData_ResetCounterContactorA BOOL
DCVICeﬁcR_HUBCGUETﬂ}LIH SubDevices_STO03_SFM1_AL1_1_ProcessData_OSPvalid BOOL

ﬂ Devl‘:eSet XZDBCGOBT X2_IF1 SubDevloes STO03_SFM1_A11_1 ProcessData_MotorStandStillHours UDINT 1703

Note: In this example we will use the next variables:
» ProcessData >> ModuleOk

» ProcessData >> RunningForward

« ProcessData >> ContactorVoltageLow

« ProcessData >> OverloadTrip

« ProcessData >> SensorModuleMissing

« ProcessData >> OSPValid

5.5. The write list

For writing the data in the server:

{m] mcAcsoov3: | IP-Configuration & x20BC008T_1 x
Variables  Type Mappings Communication  General and Diagnosis
9 Update vanables
E: Choose Variables =
. Variables Accessright  Maximal access right  Type
= @l [£] SubDevices

+ [7][5) stoo1_x2opsss02

5§

%) ST003 SFM1 ATl |
+ j] Configuration

1 - | ProcessData 1

# ModuleOk 9 BOOL

C # SerialNumber UDINT

"] # ModulelD UINT

"] # HardwareVanant UINT

# FirmwareVersion "# UINT

[ # DigitalinpudQ BOOL

¥ # RunningForward i§] BOOL

"] # SumStatusDataReady BOOL

# SumFault "4 BOOL

# ContactorVoltageLow " § BOOL

|| # ParameterOul}Range "® BOOL

dl [ # SmartFunctModuleHWFault BOOL
1l | # ContactorOulputShortCircuit BOOL
M # SensorModuleReady "» BOOL
1. # SensorModuleMissing "» BOOL
| # CurrentimbalanceTrip BOOL
U "1 # CurrentPhaselossTrip "4 BOOL
[7] # OverloadTrip “» "» BOOL

[Z] Inget the teme structured
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The variables on the “X20BC0O08T_1" screen have now been written to the server.

| @) PcACSIO V3 g X20BCOOBT_1 X

PLC_ACSDO_V3.Application X20BC0081_1

Expression

@ DeviceSet X20BC008T_X2X_IF1_SubDevices_STO03_SFM1_A11_1 ProcessData_ModuleOk

ﬁ DeviceSet_X20BC008T_X2X_IF1_SubDevices_STO03_SFM1_A11_1_ProcessData_RunningForward

@ DeviceSet_X20BC008T_X2X_IF1_SubDevices_STO03_SFM1_A11_1_ProcessData_ContactorvoltageLow

“ DeviceSet_X20BCO0ST_M2X_IF1_SubDevices_STO03_SFM1_A1l_1_ProcessData_SensorModuleMissing
DevicaSet_X20BC008T_X2X_IF1_SubDevices_STO03_SFM1_A11_1_ProcessData_OverdoadTrp
DeviceSet_X20BC008T_X2X_IF1_SubDevices_ST0O03_SFM1_A11_1_ProcessData_RunForward

@ DeviceSet X208C008T 32X _IF1_SubDevices STO03 SFM1 A1l 1 ProcessData ResetErrors

@ DeviceSet_X208C008T_X2X_IF1_SubDevices_STO03_SFM1_A11_1_ProcessData_ResetCounterContactorA

) DeviceSet_X20BC008T_X2X_IF1_SubDevices_ST003_SFM1_A11_1_ProcessData_0SPvalid

DeviceSat_X20BC008T_X2)_IF1_SubDevices_STO03_SFM1_A11_1_ProcessData_MotorOperationHours UDINT

ﬂ DeviceSet_X20BC008T_M2¥_IF1_SubDevices_STO03_SFM1_A1l_1 ProcessData_MotorStandStillHous UDINT 1703

BEBB|EREEEY

Note: In this example we will use the next variables:
« ProcessData >> OSPValid

« ProcessData >> RunForward

« ProcessData >> ResetErrors

« ProcessData >> ResetCounterContactorA

« Checkif “OSPValid” is True in the read variable else put the “OSPValid” variable on TRUE in the write list.
« Change variable “RunForward” on TRUE.
« Check if the contactor makes a click sound.

Devces. = 9Kl | mcacsovs @ X20BCO0ST_1 %
= e -
= E PLE_ACS00V3 (ases0-26TH Tese-2 T C Tpe  Value  Prepar.
!!l] BC s [rml ' DeviceSet_Q08CO08T_x_IF1_SubDevices_STO03_SFMI_A1l_I_ProcessData_ModuleOk BOOL
= 5 ats Sources i DeviceSet_XR0BCO0AT_Y2X_IF1_SubDevices_ST003_SFM1_&11_1_ProcessData_RunningFarward BOOL
:g SRCOT ’ DreviceSet_Y20BC008T_3_IF1_SubDevices_ST003_5FM1_A11_1_PFrocessData_Contactorvioltagelow BOOL
= o) DstaSources 0;1«& ’ DoavicaSat_JQ0BCO08T_X_IF1_SubDavices _STO0Z_SFMI_A11_1_ProcessData_SensorModulsMissing BOOL
@ 'tmﬂﬁ:ﬂ 3 ' DoeviceSet_X208CO08T_)N_IF1_Subbevices_STO03_SFMI_ALL_ 1 ProcessData_OvericadTrip [
"’ S m'::mmi @ DeviceSet X0BCO0BT_XX_IF1_SubDevices_ST003_SFM1_A11_1_ProcessData_RusForward BOOL
53 » = ﬂ DeviceSet_20BCO08T_X2%_IF1_SubDevices _ST003_SFM1_A11_1_ProcessData_ResetEmors BOOL
) Do 10 Bus @ DeviceSet_X208C008T_X2X_IF1_SubDavices_ST003_SFMI_211_1_ProcessData_ResetCounterContactora BOOL
ﬂ Disg_VAPLC ‘ DreviceSet_MQ08C000T_X2¥_IF1_SubDevices_STO0Z_SFMI_ALL 1 PrecessData_0SFvalid BOOL
. ey i @ DeviceSet_X20BCO0BT_XZX_IF1_SubDevices_ST003_SFMI_&11_1_ProcessData_MotorOperationHous UDINT o
H PLC_PRG (PRG) @ DeviceSet_X20BC00BT_ND_IFL_SubDevices_ST003_SFM1_A11_1_ProcessData_MotorStandStillHous UDINT %

5.6. The parameters list

In this example we want to know how many time the contactor switched.

[l PLc_acs00_v3 B® x208C008T_1 @ x208C008T_1 x

-

PLC_ACS00_V3.Application.X208C008T 1

Expression
“ DeviceSet_X20BC008T_X2X_IF1_SubDevices_ST003_SFM1_A11 1 ProcessData_ModuleOk
“ DeviceSet_M20BCO08T_M2%_IF1_SubDevices_ST003_SFM1_A11_1_ProcessData_RunningForward
ﬂ DeviceSet 208C008T_¥2%_IF1_SubDevices_ST003_SFM1_A11_1_ProcessDate_ContactorVoltagelow
@ DeviceSet X208C008T_¥2X_IF1_SubDevices_STO03_SFM1_A11_1_ProcessData_SensorModuleMissing
“ DeviceSet_X20BC008T_¥2X_IF1_SubDevices_ST003_SFM1_A11_1 ProcessData_OverloadTrip
“ DeviceSet_M208C008T_¥2¥_IF1_SubDevices_ST003_SFM1_A11_1_ ProcessData_RunForward
‘ DeviceSet_X208C008T_X2X_IF1_SubDevices_ST003_SFM1_A11_1_ProcessData_ResetErrors
“ DeviceSet_X20BC008T_x2%_IF1_SubDevices_ST003_SFM1_A11_1_ProcessData_ResetCounterContactorA
“ DeviceSet_X208C008T_x2x_IF1_SubDevices_ST003_SFM1_A11_1 ProcessData_OSPValid
‘ DeviceSet_X20BC008T_x2X_IF1_SubDevices_ST003_SFM1_A11_1 ProcessData_MotorOperationHouws
“ DeviceSet_¥20BC008T_X2%_IF1_SubDevices_STO03_SFM1_A11_1_ProcessData_MotorStandStillHours

—
Ii' DeviceSet_X208C008T_¥2x_IF1_SubDevices_ST003_SFM1_A11_1_ProcessData_MechSwitchCounta

Note: In this example we will use the next variable:
» ProcessData >> MechSwitchCountA

Prepar...

iBERRRRREEERY
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6. Configuring Novolink with Smart Gateway

Please use following documents to configure Novolink with Smart Gateway

Document type Document number Link
SFM1 Manual 2CDC100017M0201 link
User manual for Novolink 1SAC200230M0001 link
I

7. Troubleshooting

7.1. No OPC UA Sever application Found

« Verify Automation Builder is able to reach the smart gateway.
« Check the IP-address of the OPC UA server.

« Check the IP-address of your Client (IP configuration Tool)

« Check that you can reach the server using ping.

- Reboot the server.

8. List of related documents/links

Document type Document number Link
SFM1 Manual 2CDC100017M0201 link
User manual for Novolink 1SAC200230M0001 link
Automation Builder 2.7.0 3ADR010583 link

AC500PLC 3ADR020077C0204 link



https://search.abb.com/library/Download.aspx?DocumentID=1SAC200230M0001&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=1SAC200230M0001&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=2CDC100017M0201&LanguageCode=en&DocumentPartId=PDF&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=1SAC200230M0001&LanguageCode=en&DocumentPartId=&Action=Launch
https://help.plc.abb.com/?sidebar=true&topic=9795d9937d9048181d72b509e2461c57_1_en_us
https://new.abb.com/plc/programmable-logic-controllers-plcs/ac500

ABB STOTZ-KONTAKT GmbH
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69123 Heidelberg, Germany

You can find the address of your local
sales organization on the ABB homepage

abb.com/lowvoltage

Additional information
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particulars shall prevail. ABB AG does not
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