ABB Ability™” Cyber Security
Workplace

Security simplified.



Today’s advanced OT and ICS threats
require a modern approach to
industrial cyber security. Companies
need advanced cyber security
solutions designed for industrial
users, solutions that protect systems
without compromising reliability.

Staying ahead of cyber criminals
and keeping your production secure
requires a new, simplified approach

to managing security, one that reduces

complexity and improves visibility.

ABB ABILITY™ CYBER SECURITY WORKPLACE

ABB Ability™ Cyber Security Workplace

ABB Ability™ Cyber Security Workplace automates security
insights and defense. It gives security teams complete visibility
of their security controls by providing a consolidated view of all
security controls in a simple and intuitive user interface.

ABB Ability™ Cyber Security Workplace collects security-relevant data from OT systems and
third-party cyber security solutions, consolidating critical information and enabling users to maintain
a healthy and secure environment at any level of the organization. At the system level, personnel
seamlessly monitor the status of their systems and take action to maintain security posture and
increase resilience. Site level personnel focus on incident avoidance and compliance requirements,
taking responsibility for one or multiple systems and ensuring that they are appropriately maintained.
While at a fleet level of operation, corporate users can receive holistic insights which help in managing
security related risks and optimizing cyber budgets across the organization.
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ABB Ability™ Cyber Security Workplace helps reduce

the risk of cyber security threats by up to 80-90%.
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Solve your top security challenges
Simplify your security. Consolidate your
security tools. Automate risk detection.

Integrated Risk Intelligence
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Reduce expertise required to
maintain controls with integrated
risk intelligence KPIs that make it

easy to understand both if an issue
is present, and its severity.
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Enhanced Decision-Making
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Make faster, better-informed decisions
by monitoring security status and
performing maintenance tasks from
a single, integrated application.
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KPI Overview
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ABB Ability™ Cyber Security Workplace
Security simplified.

Simple and intuitive user interface Flexible & customizable design
built for any and everyone you fine-tune to fit your workflow

My Control System — Cyber Security Workplace
A.' m)’ Y y y P! l ‘ o

MCS SE » Default Site > Control System (SID141796)

@ »|  System Overview Node Overview Security kPis @ Security Updates /8 Malware Protection @  Backup v Maintenance System Tools @ Designed to scale with your
security program so you benefit

| from advanced controls without

SECURITY KPIS Security SECURITY UPDATES Sequrity MALWARE PROTECTION security BACKUP Sequrity the Iengthy Iearning curve
e ®

Findings Modes with issues Nodes with issues Nodes with issues . . .

Stoplight-like KPIs provide early

@ Last collection: 22 hours ago Service status: @ Running Service status: @ Running Service status: @ Running L detection of increased risk

Previous collection: 1 day ago Last service status update: 21.08.2024 15:16 Last service status update: 21.08.2024 15:16 Last service status update: 21.08.2024 15:16

Affected areas Status Status Backup

| Policy Settings 16 Client KPI 1 Client KP1I 3

v Learn more
Software H

Mo areas requiring your attention

KPI  expand all KPIMODE © STATUS RESULT
~  System Utilities - Security Updates (9) 100% done (9 out of 9) | &= |
CONNECTION BETWEEN NODE AND MICROSOFT WSUS e
»  Client KPI (5) 100% done (5 out of 5) | |
Connection between node and Microsoft WSUS F Automated + Done I Error ERROR N & Chepiiea: | el
Node member of a WSUS group & automated v Done I Passed Description
Chacks i the comgutars ranaged by the WEUS server (WELS chents) ars chacking i with the WELS server avery day
Security Update Status Falled installation & Automated v Done | Passed Note if custom profies ane used for any o &8 evices for EhS KB1, 1t Could e TABT TtS Shown on This Sage & not fully Accurati. This 1 BEchUSe thess are based on the 'ABE Dataut Profiy.
curity Update Status Updates mi s v r Nar
Security Update Status Updates missing # Automated Done Warning Aenki iR
Security Update Status Updates pending a reboot A Automated v Done I Passed DEVRE i RS SN OISO ONTE st btiokinido ¥
. g I UpaatesRVAWSUS Error 2024-08-25T0645:ILET 2024-C8-BTIH2EITTTISNET Allerw ¢ for WSUS connection Enabied
*  Service Provider KPI (4) 100% done (4 out of 4) I 0
el I VEdatesRY-¢P0 Pasied 2024-08-30TOM0S:0T.52 Allow mane time for WSUS connection Erabled
E I MesDams Passed 2024-08-30 1223 Allow mone time for WSUS con Enabled
X [ " .
BackuoServer Pasied Allcrw for WSUS connection Enabled
Allowy more Tima fior WSUS conngs Enabled
& Pasied Al g for WSUS o Erabled
I SOOUAWSILL-OW2 Passed Allowy more Time for WSUS connection Enabisd
Jscomsensiom Passed 2004-08-30T00:13:40.587Z Allow mare time for WSUS connection Enabled
l BODuAVEL11-Gend Fassed T15:21:14.482 Allow mone time for WSUS connection Enabled
I BOTAVELLL-Ganl Paszed Ao mong time for WSUS connection Enabied
tems per pege: | 10 - Fagesots »
ADUITIONAL INFORMATION ~
Fietin
The node 55 Mot connested 1o the Microsoft Windows Server Update Senvice (WSUIS), has never connected. of has not checkad in 1o the WSUS servr n the required Dme
Impact

KPI Details
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How ABB Ability™ Cyber Security Workplace

protects people, assets and processes

Security Controls Status Dashboard

At the core of ABB Ability™ Cyber Security Workplace is a single dashboard that monitors your
security controls, notifies you of increased risks, and guides you to steps required to protect
your people, assets and processes.

Security update
management

Monitors the status of
your security patches so
that you install patches to
known exploits as quickly
as they become available.

Malware protection
management

Gain insights into actions
or applications being
blocked in the environment
and efficiently update
anti-malware blocklist to
help ensure a more secure
system.

—

—
Backup & recovery
management

Monitors the status
of backups from one
console to ensure
that you always have
adequate backups to
quickly restore to a
known good state.

A
0

Hardening/KPlIs

Level 1 KPIs offer
early detection of
increased risk so that
you quickly identify
and address changes
in configuration.

SECURITY SIMPLIFIED

Enhance visibility throughout your organization

ABB Ability™ Cyber Security Workplace provides a
holistic view of your system security status

and foundational security controls across your
entire fleet through the use of its Fleet View
functionality. By capturing trends about cyber
maintenance and system security posture, you are
better able to allocate resources and investments to
prevent unplanned downtime and regulatory fines.

Cyber Security Workplace enables essential,
up-to-date information to be synchronized across
Cyber Security Workplace instances residing at
various network levels, providing users with the
information they need when developing cyber
security action plans, confirming system cyber
hygiene, or collecting information necessary for
cyber-related reporting.

The power to customize results to your unique needs

Using a combination of system-agnostic and 3rd
party tools, ABB Ability™ Cyber Security Workplace
gives your organization the power to customize

the solution to fit your unique needs. Using the

KPI Manager feature, your team can more-accurately
benchmark systems against your company’s
security standards and create customized

baseline profiles that cater to each unique system
configuration.

This helps your team members identify system
status information in scenarios where customized
corporate policies are enforced, support for non-ICS
nodes is required, or where the Cyber Security
Workplace application manages 3rd party

DCS environments.
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How ABB Ability™ Cyber Security Workplace

ABB ABILITY™ CYBER SECURITY WORKPLACE

further simplifies security management

Alarms & reporting

Features security notifications that alert you immediately when your
systems are exposed to known vulnerabilities. User-configurable reports
help you track security status automatically.

Network isolation

Gives you the power to isolate your OT and IT environments. You protect your
OT networks from IT network intrusions and external actors trying to perform
actions from outside your network. You identify critical systems and assets
to isolate so that they cannot harm assets, people, or the environment.

Remote access management

Reduces the risks associated with remote access by managing user accounts
and authentication, notifying you immediately when someone remotely
accesses your systems, letting you activate and terminate remote sessions at
will, and auditing your history of remote maintenance tasks performed.

Cyber asset inventory

Collect asset information from devices in your environment and build a
complete asset inventory that is automatically updated as new information
is collected. Expand your capabilities even further by integrating a passive
network monitoring solution as an additional source of data.

Contact ABB

Help is just a few clicks away with Contact ABB, the built-in, streamlined
support process that reduces the number of steps and time required to get
the support you need.

SECURITY SIMPLIFIED 11

Why ABB

ABB pioneered the development of electrical
and automation technologies and has years of
experience helping customers protect control
systems and other automation assets.

ABB’s control systems are present globally across
many industries. We know the type of cyber threats
our customers face and what needs to be done to
mitigate risks. We stay ahead of threats by investing
heavily in research and development to continuously
improve our security offerings.

ABB can support our customers throughout the
lifecycle of their assets through our products,
services and expert operations by making technology
relevant to customers in industrial sector.
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ABB
Operating in more than 100 countries

solutions.abb/cyber-security-workplace

© Copyright 2024 ABB. All rights reserved. Specifications subject to change without notice.
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