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Notice 

 

This document contains information about one or more ABB products and may include a description of 

or a reference to one or more standards that may be generally relevant to the ABB products. The presence 

of any such description of a standard or reference to a standard is not a representation that all the ABB 

products referenced in this document support all the features of the described or referenced standard. 

To determine the specific features supported by a particular ABB product, the reader should consult the 

product specifications for the ABB product. 

 

ABB may have one or more patents or pending patent applications protecting the intellectual property in 

the ABB products described in this document. 

 

The information in this document is subject to change without notice and should not be construed as a 

commitment by ABB. ABB assumes no responsibility for any errors that may appear in this document. 

 

In no event shall ABB be liable for direct, indirect, special, incidental or consequential damages of any 

nature or kind arising from the use of this document, nor shall ABB be liable for incidental or 

consequential damages arising from use of any software or hardware described in this document. 

 

This document and parts thereof must not be reproduced or copied without written permission from 

ABB, and the contents thereof must not be imparted to a third party nor used for any unauthorized 

purpose. 

 

This product is designed to be connected to and to communicate information and data via a network 

interface. It is the reader’s sole responsibility to provide and continuously ensure a secure connection 

between the product and the reader’s network or any other network (as the case may be). The reader 

shall establish and maintain any appropriate measures (such as but not limited to the installation of 

firewalls, application of authentication measures, encryption of data, installation of anti-virus programs, 

etc.) to protect the product, the network, its system and the interface against any kind of security 

breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or information. 

 

ABB is not liable for damages and/or losses related to such security breaches, any unauthorized access, 

interference, intrusion, leakage and/or theft of data or information. 

 

The software or hardware described in this document is furnished under a license and may be used, 

copied, or disclosed only in accordance with the terms of such license.  

 

— 
Trademarks 

 

All rights to copyrights, registered trademarks, and trademarks reside with their respective owners. 

 

Copyright © 2026 ABB. All Rights Reserved. 

 

Release:     May 2026 

Document number:  3CCA2026-003435    
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Section 1 General 

Introduction 

ABB AbilityTM SCADAvantage version 6.0.2 is now available. This release includes new features 

and functionality, supported operating systems, security enhancements, known issues, and 

recommended workarounds. It also provides additional notes for customers and service 

personnel using the product. If you are upgrading from version 5.6.5 or earlier, review these 

6.0.2 release notes first. This document replaces all previous release notes and is included 

with the product media. 

The security measures described in this document, including user access controls, password 

protection, network security, firewalls, and virus protection, are examples of safeguards that 

users of a SCADAvantage System may consider based on the risk assessment for their 

specific application and installation. Users are responsible for conducting that risk 

assessment and for properly implementing, configuring, installing, operating, administering, 

and maintaining all relevant security equipment, software, and procedures. 

 

Supported Technology 

The following technologies are supported in this version of SCADAvantage 

• Microsoft Windows 10 Enterprise LTSC 2019 - Operations & Engineering computers 

• Microsoft Windows 11 Enterprise LTSC 2024 - Operations & Engineering computers 

• Microsoft Windows Server 2019 LTSC (version 1809) - RTRDB and Disaster Recovery 

Servers 

• Microsoft Windows Server 2022 LTSC - RTRDB and Disaster Recovery Servers 

• Microsoft Visual Studio 2022 - professional or enterprise, version 17.13.6 or later 

• Microsoft Visual Studio 2019 - professional or enterprise, version 16.11.45 or later 

• Microsoft Office 2016 - 32-bit and 64-bit 

• Microsoft .NET Framework 4.7.2 or 4.8 for HMI and two Legacy Services 

• Microsoft .NET 8 for Services 

• Open SSL v3.5.3 

• ABB Licensing 6.1.01100.529 

• Microsoft Edge 143.0.3650.75 or later 
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The following technologies supported in 5.6.5 and earlier releases are no longer supported 

• Windows Server 2012 R2 and 2016 

• Visual Studio 2015 and 2017 

• Microsoft SQL-Server is no longer required 

• Microsoft Internet Explorer 11 is no longer required. 

 

The following features that were supported in 5.6.x and earlier are no longer supported 

• APPRDB/PDH using SQL-Server 

• SCADAvantage Explorer and HMI connecting to SQL-Server 

• Visual Basic Power Pack
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Section 2 Installation and Upgrading 

Before Installing or Upgrading 

 
Operating systems must have the latest Microsoft security patches installed before 

proceeding to install or upgrade SCADAvantage servers. 

If you are using Visual Basic Power Pack for drawing lines, rectangles or ovals in your existing 

HMI, these are automatically converted when your HMI is migrated to Windows Performance 

Foundation (WPF). 

You must have 5.6.5 June 2022, or newer server patch applied before upgrading to 6.0.2.  

Otherwise, the database will fail to start after upgrading. 

Instructions for installing a new APPRDB have been removed.  All existing functionality is now 

available on SCADAvantage Server applications.  However, the instructions for upgrading or 

migrating an existing APPRDB are still included in the installation manual. 

As a reminder, Windows Automatic Maintenance can interfere and cause installation or 

upgrades to fail or take a long time to complete.  Make sure Windows Automatic Maintenance 

(located under Control Panel, Security and Maintenance, Maintenance) is not running and is 

run prior to installing SCADAvantage. 

 

 

Installing and Upgrading 

The SCADAvantage Product help includes a product installation, upgrade, and migration 

guide.  A printable PDF copy of the installation guide is located on the root of the DVD.  The 

product help requires Microsoft OneNote.  The product help guides in OneNote format are in 

the Update\Release\Media\Documentation\ABBSVHelp folder on the DVD or ISO image.  

This folder can be copied to your personal computer where OneNote is installed for easier 

reading, searching, and printing. 

This version of the product has not been tested on operating systems with newer service 

packs, security patches or versions of malware protection than those listed above and in the 

Cyber Security Guide at the time of release.  ABB may require you to use a newer version of 

the SCADAvantage or install specific product updates to work-around these types of 

problems. 
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Future Compatibility 

Support for ODBC in HMI clients will be removed. 

SCADAvantage Business Object Templates (BOT) Expressions use Perl syntax for defining an 

expression.  This syntax will be replaced by a new Regular Expression syntax in a future 

release. 

Launching Explorer add-ins via HMI command buttons will no longer be supported. 

The ability to print screen via an HMI command button action will no longer be supported. 

SCADAvantage Explorer (SVEX) is being phased out. 6.0.2 includes the 6.0.1 version of SVEX.  

New features can be configured using the new Engineering and Configuration web interface.
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Section 3 New Functionality and Resolved Issues 

New Functionality 

This section contains descriptions of the major new features present in this version of 

SCADAvantage. 

Disaster Recovery Enhancement – SVService Delayed Start Configuration 

To ensure smooth Disaster Recovery (DR) operations, the SVService startup type has been 

configured as Automatic (Delayed Start). 

HMI Development Support Using Visual Studio 2022 

HMI development is now fully supported in Visual Studio 2022, enabling developers to 

leverage the latest IDE features for building and maintaining operator HMI applications. 

IEC 60870-6 ICCP / TASE.2 Protocol Server/Gateway 

Protocol gateways expose SCADAvantage communications and/or telemetry as a specific 

protocol. Currently ICCP TASE.2 protocols are supported in the system. 

Improved Logging and Diagnostics in all SCADAvantage Services 

The diagnostic logging system has been enhanced for better visibility and analysis. Key 

improvements include: 

• Unified Logging: SV logs and database logs are now consolidated into a single log file, 

viewable in Windows Event Viewer and accessible via SV Service Manager. 

• Detailed Insights: Comprehensive log details are available in the Log Diagnostics 

Dashboard within the Configuration Portal. 

• Source Identification: In Windows Event Viewer, each log entry now displays its 

originating data source, enabling faster and more accurate troubleshooting. 

Moved Database Folder for Security Reasons 

For enhanced security, the database folder has been relocated to the 

%SVDATA%\Database folder.  

MQTT Client Protocol Support  

We have added support for the MQTT (Message Queuing Telemetry Transport) protocol to 

enhance connectivity and integration within industrial automation environments. 

Replication Protocol Automatic Identification of Framing Layer 

SCADAvantage now automatically detects older SCADAvantage versions (5.6.5 and 6.0.1) and 

disables the framing layer when communicating with these versions to maintain backward 

compatibility. 
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Replication Protocol Framing Layer (data encapsulation) 

The replication protocol has been enhanced to improve security and reliability: 

• Framing Layer Added: Ensures clear message boundaries and strengthens data integrity. 

• Improved Error Detection: Validates message boundaries to quickly identify incomplete 

or corrupt packet transmissions. 

Security Improvements 

Added "What's New" section in the Cyber Security Guide. 

Services and OPC Servers are no longer run with Administrator Privileges 

To improve security, the service accounts are no longer running with administrative 

privileges. Instead, they're using the minimum privileges needed to function.  

Stability and Workflow Improvement 

Improvements have been made to enhance the stability and workflow of the Disaster 

Recovery and Replication Server features. 

Web-based Configuration Portal 

The configuration tool includes a curated subset of the SCADAvantage Explorer (SVEX) tree 

to streamline data configuration and enhance system diagnostics.  

 

  



11     SCADAvantage Product Release version 6.0.2 

 

 

Resolved Issues 

This section details fixes delivered as patches to the previous release of SCADAvantage that 

are now integrated into this version. The ID number used by ABB to track the issue is 

included. 

 Server Issues 

 

Server Issues 

WID Release Note 

9140, 79699  Issue: executeSurrogateSqlAsUser was no longer working after April 
patch.  
 
Fix: resolved divide by zero error causing executeSurrogateSqlAsUser to 
fail.  

9892, 79222, 
79927 

Issue: After a crash on the active server, the comm schedule was no 
longer able to collect daily data.  It requires the user to manually 
request for data and after which the meter will work again using 
comm schedule. 
 
Fixed the issue that Comm schedule stops working on 
applicationdatalandingqueue.  

9745, 78516  Fixed the issue that the dataType of TrendValue in Analog point was 
assigned incorrectly.  

8965  Implemented FisherRoc device OpCode 203 (File Transfer) for WHM 
Truck Ticketing.  

10198  Fixed no data is presented on late login in CommunicationSummary, 
DataGrid, DynoPlotList, ReportInstanceList, ReportList and 
ZoneManagement controls.  

10610, 82242  Fixed the issue that the Realtime Meter Datetime insertion was 
inconsistent.  

10242  Fixed memory leaks in Expressions and few internal classes. Provided 
fixes helps with releasing memory and increases the stability.  

10890, 10300  Added realtime meters into Regulatory Daily Gas History Report (and 
it's criteria view).  

11040, 9629  Fixed the issue that the SVCalcEngine is getting in to loop if SP has 
expression more than 5 statements and not calculating other tags  

10368  Fixed the issue that the SVOpcUaServer throws exception when those 
attributes under analog points' Value were accessed from OPC UA 
Client.  

11085  Fixed EFM Menu Crash.  
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Server Issues 

WID Release Note 

11122, 5650 Server upgrade to support Automatic Well Tests.  Refer to Well 
Test for updated documentation.  

11177, 11176  Removed misleading placeholder '<Unknown>' rows on some EFM 
reports.  

11073, 81153, 
9037  

Fixed issue in RTS not storing data correctly in EFM when partial 
occurs.  

11244  Cleaned unwanted placeholder labels on some EFM reports, which 
could appear when there is no data for given column.   

11517  Fixed 'Subject' variables support in Email Report Destination.  

11564, 80999, 
10389  

Issue: When using the reporting engine to send an e-mail as its 
destination, the target SMTP e-mail server (outlook) requires SSL 
encryption and reports error: 5.7.3 STARTTLS is required to send mail.  
 

Fix: Enable SSL encryption by default. If send fails then try again 

with encryption disabled. 

 

Enforces use of newest SSL and TLS security protocols while sending e-
mail as some of the SMTP e-mail servers might reject sending emails 
using old security protocols.  

10601  Fixed an argument exception in DataGrid after logging out when 
pivoting data (when the PivotResults property is set to true).  

11855,11856  Fixed opening EFM Reports screens for non-system users, due to 
insufficient privileges error.  

11569  Fixed SVReportSched logging an error message on success instead of 
failure, during emailing of any Report.  

11955  Error in Host Orifice & Turbine Metering is fixed now.  

Updated Ngenpoints with new configurations for Host and Turbine 

metering.  

12030  Fixed OPC DANSrvAE.exe Server Crash on disconnect.  

10860, 11193, 
11198  

Fixed Gas Quality Send Out Null Exception issue.  

8155,13246 Fixed host-calculated meter values for Orifice and Turbine meters. 
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 Client Issues 

Client Issues 

WID Release Note 

3843, 6833  Fully working AdvancedFloodBar control according to 5.6.5 version 
of Symbol control with SymbolMode property set to "Flood".  
AdvancedFloodBar  
Fixed sv:PointSource.IsTimeZoneEnabled attached property for all 
point controls.  
Documented possible values 
of sv:PointSource.TimeZone attached property.  
See column "Name of Time Zone" for valid values  

9038  Fixed crash on opening Upload Cards dialog from DynoPlot control.  

9141  Fixed Visibility property of columns in the DataGrid control. Do not 
change the visibility of DataGrid columns set by the user when 
showing or hiding an error.  
How to bind the visibility (or the header or  

9324  Fixed User Message Distribution List dialog layout which got 
stretched when Title was too long.  

9460  Added ColumnHeaderFontWeight property to EventSummary and 
AlarmSummary.  
EventSummary : ColumnHeaderFontWeight  
AlarmSummary: ColumnHeaderFontWeight  

9614  Handled crashing when sorting manually defined columns.  

9644  Fixed thrown exception during filtering on dropdowns for Realtime 
Tags in DynoPlot Rod Pump Controller properties dialog when at 
least one of the Analog point exist on the server with no associated 
devices.  

9655  Title of Template is used in TemplateView host. Do not display 
"WpfHost" when Title is not set.  

10242 Fixed Control Point, Expressions, Quality Indicator, Template View, 
Time, Trend, ViewUnloadedCommand memory leaks. Fixed several 
memory leaks in internal classes. Provided fixes helps with 
releasing memory and increase the performance and stability of 
long running HMI. 

10243  Fixed possible crash of HMI while Trend Commands (e.g. 
TrendPenAttach, DisplayTrendGroup) interacts with already closed 
Trend control.  

10328  Fixed commands which targets User Control (for example 
TrendPenAttach). They have been failing to find Control with case-
insensitive search if they are not part of Visual Tree (e.g. Control is 
on another Tab).  
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Client Issues 

WID Release Note 

10329  TrendPenAttach command (and other commands) displays 
informational message when an exception is thrown.  

10343  Fixed opening Point Menu when switching tabs in Tab Control.  

10588  Fixed the issue that the TCP/IP Port shows 0 when its value is 
greater than 32767.  

9038 Converted Upload Cards side panel in DynoPlot control into the 
own popup dialog to keep consistency with Download Cards dialog 
and for better readability. 

9039  Added default values for intervals when creating new Scheduled 
Task to show format and enable immediate use of up and down 
arrows to change value.  

9141 Fixed Visibility property of columns in the DataGrid control. 

9142  Fixed possible HMI crash caused by GisMap control when multiple 
deactivation is called.  

9260  Fixed no data is presented on late login 
in CommunicationSummary, DataGrid, DynoPlotList, 
ReportInstanceList, ReportList and ZoneManagement controls.  

9323  Created missing new User Message Distribution List dialog which is 
accessible from User Message dialog and it is used for grouping an 
Users into User Message Distribution List.  

9461  Fixed Trend control which caused crash of HMI when Trend control 
was placed inside of TabControl.  

9469, 9478  Added new properties to directly support EFM Pens without needs 
of full XMLSpec definition in TrendPenAttach and TrendPenDetach 
commands in order to allow using Variables.  

9544, 80103  Packaged HMI created by Visual Studio extension is now created 
with original filename set to the same name as final HMI to prevent 
getting quarantine by antivirus due to previous used generic name 
"bundle.exe".  

9624  Fixed Minimum and Maximum properties of the Gauge control.  

9633  Fixed Trend control which broke Visual Studio Properties window 
when Trend control was not visible in design time or Trend was not 
wide enough.  

9643  Added Variable support for DynoPlot UWI parameter.  

9653  Corrected the name of the SVBaseView Variables property from 
IsLiterial to IsLiteral.  
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Client Issues 

WID Release Note 

9729  Fixed DynoPlot control which broke Visual Studio Properties 
window when DynoPlot control was not visible in design time or 
DynoPlot was not width enough.  

10146  Issue: executeSurrogateSqlAsUser was no longer working after 

April patch. 

 

Fix: resolved divide by zero error 

causing executeSurrogateSqlAsUser to fail.  

10187  Implemented FisherRoc device OpCode 203 (File Transfer) for 
WHM Truck Ticketing.  

10639 Changed the default value of sv:PointSource.IsTimeZoneEnabled 
attached property from false to true 

10698, 10882  Fixed Time control in design time.  

10822  Fixed opening the criteria view after selecting a report in EFM Main 
Menu.  

10890 Added realtime meters into Regulatory Daily Gas History Report 
(and it's criteria view). 

11122 Upgraded client to support Automatic Well Tests.  Refer to Well 
Test for updated documentation. 

6571  Modified Visual Studio Extension to support Visual Studio 2022. 
Due to breaking changes in Visual Studio 2022, this required to 
have unique extension package for each Visual Studio. 
ABB.Scada.VisualStudio19.vsix which supports Visual Studio 2019 
and ABB.Scada.VisualStudio22.vsix which supports Visual Studio 
2022.  

10750  Fixed all controls in design time while using Visual Studio 2022.  

11177 Removed misleading placeholder '<Unknown>' rows on some EFM 
reports. 

10775  Fixed the bug where refocusing a window using 
any ShowForm commands might have caused the window location 
to change even when the window was fully within the bounds of 
monitor.  

10816  Fixed Point Controls background which temporarily flash to black 
on view loading.  

11244, 11229  Cleaned unwanted placeholder labels on some EFM reports, which 
could appear when there is no data for given column. 
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Client Issues 

WID Release Note 

11257, 8142  Fixed an issue where the unsupported text characters [;], ['], and ["] 
could be entered in the Change Password dialog. These characters 
cannot be used in passwords and are no longer accepted in the 
Change Password dialog.  

11486  Fixed an issue where double-clicking command button which clears 
and attach pens to Trend control might end up with incorrect 
state.  

11517 Fixed 'Subject' variables support in Email Report Destination. 

10601 Fixed an argument exception in DataGrid after logging out when 
pivoting data (when the PivotResults property is set to true). 

10639, 11095  Made timestamp not dependent on 
sv:PointSource.IsTimeZoneEnabled attached property to have the 
same behavior as in 5.6.5. Reverted back the default value of 
sv:PointSource.IsTimeZoneEnabled attached property from true to 
false.  
IsTimeZoneEnabled  

11569 Fixed SVReportSched logging an error message on success instead 
of failure, during emailing of any Report. 

11855,11856 Fixed opening EFM Reports screens for non-system users, due to 
insufficient privileges error. 

11912  Fixed crash of HMI caused by Realtime Trend opened from Point 
Menu.  

6467, 11277 Fixed the missing field items issue in the Gas Meter History 
Properties pop-up. 

12616 Added option to select installation path for packaged HMIs. Refer 
to HMI Packaging - Windows Installer for documentation. 

12719 Updated default Point Menu template in documentation. Refer to  
Replacing the point menu for all point controls for documentation. 

12144  Fixed UseTimeZoneDST property of PointSource if TimeZone 
property is not explicitly set.  

12512  Added new SVOpcUaAddressLink tool. Essential tool designed to 
simplify the process of configuring the Datum Address of 
SCADAvantage Point Telemetries with OPC Telemetry NodeIds. 
Refer to SCADAvantage OPC UA AddressLink for documentation.   

10965  Metering: Fixed an issue in SVExplorer after a Grape City License 
Violation error would appear when using Save As on a Connector 
or Real-Time meter.  
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Section 4 Known Issues 
 

Features and Applications 

Alarm Suppression 

Multi group membership for a point (a member of more than one group that may be suppressed by 

more than one first out) is not working.  As a result, cascading suppression (one group suppresses 

another group) is also not working. This issue will be corrected in a future patch. 

Calculation System Process 

Repeated loading and unloading a large number of points containing software expressions can cause 

the Calculation Engine to consume CPU for a few minutes before calculations resume.  

Configuration Portal access only with secure port 

Currently when using the http protocol, application slowness occurs during tab duplication.  

Therefore, it is recommended to configure a secure port by installing the certificate.  Follow the 

instructions to enable a secure port - Enabling SSL for Configuration Server  

Control Sequence Engine 

Sequences are not run in parallel, which can limit performance if many sequences are triggered at 

once.  If control sequences that are triggered every minute take more than 1 minute to complete, the 

control sequence engine may appear to leak memory.  It’s recommended to allow more time to 

process the commands before new ones are triggered.  This issue will be corrected in a future patch or 

release. 

Database Business Logic 

The product does not support adding custom business logic to the real-time database. 

Database Upgrade - System Account 

During the RTRDB database upgrade, renaming the system account isn't working.  For now, enter 

'system' for the account name to complete the upgrade.  After upgrade, login to SCADAvantage 

Explorer, navigate to Security and rename the system user account.  This bug will be fixed in a future 

release. 

Database Upgrade from versions older than 5.1.1. is not supported.  

Only SCADAvantage databases that are version 5.6.5 with the June 2022 or newer server patch are 

supported by the database upgrade process.  Databases that are at version 5.1.1 or newer must first 

be upgraded to 5.6.5 with the June 2022 patch or newer.  Contact support for assistance in upgrading 

databases older than 5.1.1. 

Database Upgrade fails if system password has expired 

A database cannot be upgraded if the system password has expired.  To work around, make sure a 

new password is entered before attempting the upgrade. 
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Device Scheduler 

If a device is inhibited after a request is scheduled, the request remains stuck in the scheduler until 

manually removed. 

Dynocards fails when name contains “&” character 

When a dynocard name contains “&” character, the diagram doesn't update after upload 

EFM Daily Gas History - Advanced Report Export Restrictions 

Restrict By Reason for Change is now case-sensitive. 

Filtering based on connections to upstream or downstream Plants or Batteries is not implemented. 

EFM History Editor - Daily History Displayed Date 

If the server and the client are not in the same time zone, the date displayed may not appear in the 

correct day. 

EFM History Editor - Print Orientation 

Several of the history editors provide the ability to switch print settings from portrait to landscape.  

Changes to print orientation are not working.  This issue will be fixed in a future release once the 

components have been ported to Microsoft .NET. 

EFM Meter Configuration 

Viewing the audit history for changes to individual attributes of an EFM is currently not supported.  To 

work around, use the event summary, maintenance view and filter on the meter name to see a history 

of configuration changes. 

Viewing of which objects an EFM meter references is currently not supported.  It’s currently only 

supported for real-time and connector objects. 

A deep copy version of Save As is not supported for EFM meters. 

EFM Meter History 

Hourly and Daily History Editor, right click actions that open new windows, results in duplicate 

windows each time Show Associated Events is selected.   

Hourly and Daily History editor grid doesn't always refresh.  To work-around, right click and Refresh. 

EFM Metering Application Settings 

Changes to EFM Meter Application settings can take up-to 5 minutes to be effective within the HMI or 

SCADAvantage Explorer.  Restarting the client causes the new settings to be immediately used. 

EFM Meter Parameters 

Some meter parameters that were visible in a PDH meter are not visible via EFM meter parameters 

editor.   

EFM Metering Names 

Names for any object under metering cannot contain the '/' (slash) character, or the single quote 

character as these are used internally. 

Meter name cannot contain ':' (colon), otherwise it will cause meter failed to upload. 

EFM Mercury Gas Analysis 

Attempting to view gas analysis fails with the following errors: 

Unable to correctly process configuration data. 
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Refresh of configuration information failed. 

IndexOutOfRangeException: There is no row at position -1. 

classId = EfmGasAnalysis:merc_GasAnalysis 

methodId = guiReadAll 

 This is expected and not a bug.  Not all Mercury ADT's implement commands to upload/download gas 

analysis. 

Event Summary Properties 

Accelerator keys (Alt+<key>) are not working.  Use the Mouse to select options and buttons. 

Excel / OData 

OData StoredQueries endpoints are not supported within Microsoft Excel or Visio.  

HMI applications should be restarted once every month.  

ABB recommends an HMI or Client application be restarted once per month.  

HMI performance will be degraded if the "Store User Preferences on this Server" option is utilized.  

"Store User Preferences on this Server" is an option available to System User objects in a 

SCADAvantage server. This option causes an increase in the amount of data transferred to a machine 

running a client HMI and results in a decrease in performance.  

HMI Runtime Error Popup when Application is Closed 

The HMI may briefly show a popup indicating a runtime error as the application is closing.  While 

undesirable, it is expected and does not generate a Windows System Error Report. 

HMI with a large number of Event Summary displays will use an excessive amount of CPU and sometimes 

crash.  

Each event summary pops up a dialog to pick the type of log and period. After picking 'Event Log' and 

a 1-minute period on the first several, if no period is selected on subsequent calls to the event 

summary, an error indicating too many rows will appear followed by an HMI crash.  

HMI Start when server Offline or First Login Cancelled 

If an HMI is started when the server is offline or first login is cancelled, an event summary may display 

<Error>, with the tooltip indicating "unknown column referenced: timestamp".  Selecting Filter when in 

this state causes the HMI to crash. 

HMI Slow to Exit 

After the final window closes, an HMI may take up-to an additional 10 seconds to exit.  This is more 

likely to happen when accessing features of the metering system. 

HMI Translation to non-English Languages 

HMI translation to non-English languages is not currently supported. 

HMI - Crash Closing a Form during Failover 

The HMI may crash if a form containing a SCADAvantage component is closed at the exact moment 

the real-time database is failing over. 

HMI - Crash when Configuration window Open when Server goes Offline 

For any point control on display, if the State Limit, Fleeting Limit or Properties window is open when 

the server goes offline, clicking anywhere in the window besides the Close button might result in 

crashing the HMI.  This problem happened in older releases and has not been fixed in this release. 

HMI - Command button Run Report does not support parameters. 
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The Command Button supports a Run Report command. However, this command does not support 

the ability to have any parameters passed to the report.  

HMI - Communication Summary Quality Indicators 

Support for displaying Quality indicators is missing from the .NET Communication Summary grid 

control.  This will be added in a future release. 

HMI - Event Summary configuration screen does not open on active monitor 

When opening a view that contains an event summary where the event log type has not been defined, 

SCADAvantage will display a dialog requesting which event log to display. This dialog is displayed on 

the 'primary' monitor instead of the 'Active' monitor. This issue will be corrected in the next version of 

SCADAvantage. 

HMI - GIS Map Geographic Coordinate Support 

The SCADAvantage GIS Map component only supports loading Shape Files saved using the WGS84 

Geographic coordinate system (SRID=4326) 

HMI - GIS Map Shape File Path 

The GIS Map Shape File layer requires selecting a path to .shp and .dbf files.  To avoid errors when 

deploying to an operator station, the .shp and .dbf files must be located in a folder relative to 

%svhome%\custom\bin.  It is recommended to store them in a sub-folder called GISData and use the 

same folder when designing the GIS Map Shape File layer on an engineering station. 

HMI - GIS Map Shape File Complexity 

SCADAvantage GIS Map does not spatially index the contents of a shape file.  This limits the 

complexity to a few hundred points, lines or polygons only.  Higher than this results in slow 

performance during map call-up or movement. 

HMI - GIS Map MapTilesLayer 

If MapTilesLayer is used, GIS Map will not release memory if closed. Closing and opening HMI will 

cause the memory to be released. 

HMI - GIS Map MapTilesLayer reconnecting issue 

MapTilesLayer has issue to recover from network disconnect in some cases due to .NET Framework 

limitation. Sometimes GIS Map recovers within a few minutes but most of the time restart of HMI is 

required. 

HMI - Infopad Text Formatting not preserved when printing 

When printing information from the InfoPad HMI control, text formatting is not preserved.  

HMI - 64-bit HMI Applications are not supported.  

All SCADAvantage HMI applications must be compiled as 32-bit applications. The option to compile 

HMI applications as 64-bit exists when developing .NET HMI's but is unsupported. HMI applications 

will be compiled as 32-bit by default.  

HMI - SCADAvantage configuration views do not remain on top of HMI views 

Certain HMI commands can open SVExplorer configuration views in the HMI. These views will 'fall 

behind' an HMI view if the HMI view gains focus. To bring the configuration view forward again you 

need to re-invoke the command that displays the configuration view. 

 IEC 60870-6 ICCP / TASE.2 server/gateway 

Only blocks 1, 2, and 5, including DataSets, DataSet TransferSets, and SBO Controls are supported by 

the gateway. 

MQTT client protocol 
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The protocol currently only works against Totalflow RMC with MQTT support. 

OPC DA Client Protocol 

When the SCADAvantage OPC client is connected to a remote OPC server, Windows DCOM is used.  

OPC Client Protocol DCOM Configuration provides details on configuring this scenario. 

If the network between the SCADAvantage OPC client and remote OPC server is interrupted, timeouts 

in SCADAvantage can be a lot longer than configured.   This is a limitation of Windows DCOM, not 

SCADAvantage. 

SCADAvantage route switching does not work as expected for an OPC device configured for a remote 

OPC server with multiple IP addresses.  Windows DCOM does not support protocol switching when a 

remote computer is multi-homed (has multiple IP addresses).  To work-around, use network teaming 

to present a single IP address at the remote computer.  This way, switching is done at the hardware 

level. 

Windows DCOM can be bypassed by using MatrikonOPC Tunneller™. 

OPC DA and HDA Server 

During installation, an account is associated with the SCADAvantage OPC DA server.  The identity of 

the server is not created correctly and will result in the OPC DA server failing to start.  Also, the identity 

of the SCADAvantage OPC HDA server is not set during installation.  It must be setup manually. See 

product help for more details.   

The SCADAvantage OPC Server only supports connecting to 5.6.0 or newer version of the real-time 

database.  

OPC DA and HDA Server Identity 

When OPC server is selected for installation, after setup, the identity of an OPC DA and HDA servers is 

not correct.  The service account password must be re-entered using Windows DCOMCNFG tool.  See 

Setup OPC Server for more details. 

OPC UA Client 

Output telemetry for String Points is not currently supported for OPC UA Protocol. 

Operator Log Book 

While new Information entries can be configured in Operator Log Book mode, it's not possible to view 

the operator log book from SVExplorer; only the HMI. 

Package HMI 

Selected folder and sub-folder names must be unique.  If not unique, the following error is output.   

Wix Light: … error LGHT0091: Duplicate symbol 'Directory:…' found… 

If this error occurs for a different reason, try renaming sub-folders until the error clears. 

Packaged HMI Installation on Engineering Station 

Installing a Packaged HMI on an engineering station is not supported.  When the package is 

uninstalled, some components of the engineering station are also removed resulting in a non-

functional engineering station.  The same issue occurs for administration tools on a server. The only 

way to correct is to re-install.  This will be corrected in a future version. 

PDH - Migrating Configuration and History 

Migrating PDH Configuration and/or history is only supported in 5.6.X release.   

Quick Trend Syntax 

onenote:../2%20-%20Administration/Installation.one#Setup%20OPC%20Server&section-id={92B6A00F-1FB2-454D-BBF7-97BE0B8A8919}&page-id={25188127-AE6E-4C1A-BCDA-379455F35CF2}&end&base-path=https://abb-my.sharepoint.com/personal/daniel_smith_ca_abb_com/Documents/OneNote%20Notebooks/ABBSVHelp%20Current/ABBSVHelp
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Because the Quick Trend syntax uses a '.' to separate class from point name when defining a pen, 

point names containing '.' are not supported.  It is recommended to configure trend groups instead 

and use the Display Trend Group command. 

Replication 

Long-term replication between different versions of SCADAvantage is not supported.  Different 

versions are only supported during commissioning and upgrading your SCADAvantage solution. 

When Alarm Acknowledge Replication is enabled, when an alarm for a point in manual is 

acknowledged at the replication publisher, the alarm does not acknowledge as expected at replication 

subscribers. 

Replication of EntityXXXX tables and history is not implemented.  As a result, connectors and real-time 

meters are not replicated.  Also, replication of dynocards is not implemented. Contact SCADAvantage 

support if this feature is a requirement for your project or installation. 

Reports - Email a report is not retried 

Only one attempt is currently made to email a report.  No retries are attempted.  An error is recorded 

in the event log when this happens.  This will be corrected in a future version. 

Reports – Exporting 

When logged in with domain credentials using Windows Authentication: when exporting reports it is 

recommended to export to the users Documents folder.  Attempting to export to the root of the C:\ 

drive will result in the file being saved to the %appdata%\Local\VirtualStore\ path.  The file explorer 

will display the file at the C:\ however the file does not exist at that location. 

Reports - 5.6.5 (or earlier) Reports cannot be run locally from a 6.0 HMI or SVExplorer 

When connected to an older version of the RTRDB database, reports in that database cannot be run 

locally using a 6.0.0 client. This is true for both SVExplorer and an HMI (via the 'RunReport' command). 

The database (and the reports it contains) must be upgraded to 6.0.0 before the reports can be 

executed locally. 

Reports - Upgrading from 5.6.5 (or earlier) with script does not upgrade the script. 

Any script used in 5.6.5 (or earlier) reports is not upgraded with the report upgrade tool. Any scripting 

in the report will need to be updated manually after the report upgrade tool has been run. (refer to 

product help) 

Reports - Vcone Report 

Opening a VCone report fails with an error similar to the following.    

Unable to export report to file 'VCone Report.pdf': ActiveReports PDF export DLL error  

Error 212: Couldn't export PDF using font 'Arial' because characters referencing this font could not be 

represented with the character encoding 'WinAnsiEncoding.' 

This only happens if ROCLINK800 is installed on the same computer as a SCADAvantage client such as 

an engineering station.  Removing ROCLINK800 corrupts SCADAvantage ability to generate reports. 

SCADAvantage Client Server Compatibility 

SCADAvantage client applications such as SCADAvantage Explorer or SCADAvantage HMIs cannot 

connect to a SCADAvantage Server that is older than version 5.4.0.  A warning popup appears and 

login is prevented.   

A SCADAvantage client (Explorer or HMI) cannot use Windows Authentication to connect to an older 

RTRDB server.  Polyhedra authentication is the only mechanism supported.  While it may appear to 

work, it is not supported. 
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 When connecting to a server older than 5.6.0, the CAM application, group and elements still appear in 

the navigation tree, but result in an error when selected.  CAM configuration is no longer supported. 

SCADAvantage Explorer - Hang or Crash 

The application may crash or hang on server restart, when configuring, when monitoring or when 

changing login. 

When deleting a large number (>200) of rows such as Scheduled Requests or Exceptions, the 

application will be unresponsive for several minutes.  Closing the application will abort the request in 

the server. 

These problems will be corrected in a future release when the application has been ported to 

Microsoft .NET. 

SCADAvantage Explorer - Import/Export 

For now, SCADAvantage only supports import/export configuration using the database SYSTEM 

account.  This is different than previous versions which supported any user with Administrator 

privilege in the system zone.  A future version shall restore the need for only Administrator privilege. 

The default location for importing and exporting has changed from %svhome%\database\text to 

%userprofile%\Documents\SCADAvantage\database\text. 

When importing System User configuration, accounts are Disabled by default.  This is an expected 

change in behavior.  Accounts must be enabled manually or in bulk using SQL-Editor. 

SCADAvantage Explorer 

Any Summary: Right click -> Print or File -> Print : page setup has landscape mode option, but print 

preview always shows page in portrait 

Any Summary: Right click -> Find or Edit -> Find : scroll bar moves to bring found row into view, but 

doesn't highlight/select it 

Text editing in any property’s forms: Ctrl-A doesn't select all text (although Right click -> Select All 

does work) 

Switching between opening a trend window using SCADAvantage Explorer and opening a trend 

window from a .NET HMI on the same computer causes the window to appear small in the upper left 

corner of the screen or hugely magnified.  This problem does not happen on a computer that is 

dedicated to showing a .NET HMI only. 

These problems will be corrected in a future release when the application has been ported to 

Microsoft .NET. 

SCADAvantage Explorer - Trend Importer Crash 

Make sure the instantaneous, hourly and daily archive streams are enabled, otherwise, SCADAvantage 

Explorer can crash when importing large files that result in archives being created while importing. 

SCADAvantage Installation - Disaster Recovery 

When selecting this feature during installation, only RTRDB can be selected. 

Uninstall of Disaster Recovery does not work.  Installing Disaster Recovery, then uninstalling it, the 

server still thinks disaster recovery is installed. 

SCADAvantage Installation - Folder 

During installation it's possible to Browse to an alternate folder to install the SCADAvantage software.  

Installing to the My Documents folder does not work since the folder is user specific and not visible to 

system accounts. 

SCADAvantage Installation - Uninstall Licensing 
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After uninstalling licensing, the ABB Client License Provider remains listed under Windows Services.  

This has no negative impact to re-installing the ABB licensing software again. 

SCADAvantage Servers will use excessive CPU resources if more than 300 zones and/or users exist.  

In situations in which more than 300 zones and/or users exist, log-in times can be more than 2 

seconds. 

SCADAvantage has not been tested on VMWare 

SCADAvantage has been tested using Microsoft Hyper-V for virtual environment compatibility.  VMWare 

ESXi server has not been used for testing virtual machine compatibility - please be advised that choosing 

VMWare ESXi as the hypervisor may require additional configuration and expertise that is out of scope 

for the SCADAvantage product support. 

SMS Callout Acknowledgement 

Upon acknowledgement of a SMS callout via SMS (regardless of if it is acknowledged by level 1 user or 

escalated user), ONLY level 1 users will receive an ‘Alarm Acknowledged by - <user>’ SMS message.  

Also, level 1 SMS callout user will not receive such SMS message if the alarm was acknowledged by 

non-SMS method, such as acknowledging from HMI. 

SMS Modem 

The SMS modems Multi-tech MTCDA-E1 for EDGE and MTCBA-C1 for CDMA are both obsolete and 

there are limited functional replacements, therefore, the SMS Modem feature has not been validated 

in version 6.0.1.  The user is responsible for testing the functionality, however, there will be no 

software maintenance provided for this feature. 

SMS Web Service 

A SCADAvantage text callout device is currently limited to one type of SMS Web Service account. 

TLS/SSL and Replication 

The Replication Server system process supports TLS/SSL communications between itself and the 

RTRDB.  However, the communications path between the Replication Publisher and Replication 

Subscriber IS NOT encrypted. 

Trusted Server Login 

Trusted Server login to real-time servers older than version 5.6.x is not supported.  Upgrade all servers 

to version 5.6.0 first.  After this, trusted server login is only supported for SCADAvantage accounts 

mapped to Windows Accounts.  If accounts are mapped to Windows workgroup accounts, be sure to 

use \ in front of the account name, e.g. .\wguser, otherwise, login will fail.  If accounts are mapped to 

Windows domain accounts, this work-around isn't needed. 

Web Bulk Template Loader 

When using the Web Bulk Template Loader to load BOT Collections, please note that currently a single 

instance Collection is supported. 

Web Service 

Swagger UI does not support basic authentication. Using the 'Try Me' button will result in a 404 error. 

You can start the WebService with the /apikey argument (e.g: /apikey:1245Gh) and use the key in the 

swagger page. 
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When the browser is on the same computer as the web service, using the Swagger UI and entering 

invalid parameters causes the inner error in the result to include a stack dump.  This doesn't happen 

when the browser is remote and so is not a considered a security issue. 

Well Test - Configuration Import 

When migrating well test configuration, an informational message similar to the following is reported 

by the web service in the SCADAvantage diagnostic log 

SVWebServices(Information): Unable to find property acknowledge_state for object <name>. 

The property name may be different.  These properties are now internal to integrated well testing, so 

not supported for importing.  These messages are expected and can be ignored. 
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Section 5 Work Arounds 
 

Web Services System Process fails to start after upgrade 

The location has temporarily changed. For the Target Path, change the folder from bin to bin4. After 

this, the application can be started correctly. 

Report Scheduler System Process fails to start after upgrade 

The location has temporarily changed. For the Target Path, change the folder from bin to bin4. After 

this, restarting the application works correctly.  

Insufficient privileges viewing Default DNP3 authorized user list 

When viewing the DNP3 Authorized User List, the following error may appear: 

“The configuration form for class 'DNP3 Authorized User List' is incompatible with the SCADAvantage 
database version 06.00.02.” 

Cause: This occurs due to insufficient user privileges. 

Workaround: Log in using the SYSTEM user account to bypass the error. 

Opening Configuration Portal shows an Error 

If Windows IIS is installed (or in general, any app that binds to port 80), this prevents the configuration 

server from using this port and the browser opens to a dead page or a non-SCADAvantage web 

application. 

To work around, try Enabling SSL for Configuration Server.  If that continues to fail using port, 443, use 

a different port that isn't in use. 

 

 

  

onenote:../6%20-%20Cyber%20Security%20Guide/1%20-%20Cyber%20Security%20Guide.one#Enabling%20SSL%20for%20Configuration%20Server&section-id={7BCCA0DA-1372-4043-B776-B8186117F428}&page-id={A580E518-28BB-4808-84C5-5A9E141497A2}&end&base-path=https://abb.sharepoint.com/teams/SCADAvantage/Shared%20Documents/General/SCADAvantage%20Help%20v6_0_2
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Section 6 Cyber Security 

Cyber Security Guide 

The product help includes a new Cyber Security guide which covers the following topics: 

• Authentication  

• Access Control 

• Audit Logging 

• Communication Security 

• Intrusion Detection Systems 

• Physical Security 

• Secure Patch Management 

• Secure Storage 

• Virtualization Security 

• Windows Host Hardening 

• SCADAvantage Hardening  

• Default Security Settings Reference 

 

Known Security Limitations 

The following security limitations are known to ABB.  It is ABB’s intention to address these in 

future releases. 

• By default, all System Processes are installed.  Only the most common are enabled. 

• By default, all application user accounts are enabled. 

• By default, all Protocols are installed.  Only those on the DVI command line are 

enabled. 

• .NET code is not obfuscated and can be reverse engineered  

• The password policy allows setting the minimum password length to zero. 

• The real-time database does not support separate security administration from 

configuration of field operations.  Users with System Maintenance automatically 

inherit Configuration Maintenance.  

• The real-time database does not restrict user login to specific times of the day or 

specific workstations. 

• When using SMS to Twilio web service, the port that listens for responses does not 

restrict access via authentication nor is encrypted.  Setting up a VPN connection is 

possible, but has not been tested by ABB. 

• SCADAvantage applications do not support communication via TCP/IP version 6 

(IPv6). 

• The database doesn't limit the total number of client connections or sessions 



30     SCADAvantage Product Release version 6.0.2 

 

 

 



31     SCADAvantage Product Release version 6.0.2 

 

 

— 

Section 7 Technical Support 
Contact ABB SCADAvantage technical support at SCADAvantagesupport@ca.abb.com or your 

local ABB representative for assistance in problem reporting. 

Reporting Issues 

When submitting an issue, ABB support and development places highest priority on critical 

problems such as data loss, data corruption or prolonged server downtime and high priority 

problems such as application crashes and data or alarms not being presented correctly in the 

HMI. These types of problems are candidates for a patch unless a work-around is provided. 

Patches are typically released once a month.  Patches should be tested in a QA or test 

environment first to confirm there are no side effect.  For patches immediately installed into 

a production environment that exhibit side effects, ABB reserves the right not to fix the lesser 

side effect if the original problem is corrected.  ABB also reserves the right to withhold 

patches if the customers Software Maintenance Agreement (SMA) is not in good standing.  

Finally, in some cases, ABB may require a customer to upgrade to newer 3rd party software 

such as Windows or Windows patch level, SQL-Server, or Microsoft Office in order to fix an 

issue before releasing a patch. 

Before reporting an issue, confirm that rebooting Windows does not fix the issue.  When 

reporting an issue to ABB support, please include the following common information as well 

as information specific to understanding and repeating the issue. 

SCADAvantage Version:  

SCADAvantage Feature:  

Severity:  

ID: <any ID you are using to track the issue> 

Site Name:  

Is this an ongoing issue or has it just started happening?  

How often is it happening?  

Is it specific to one tag or meter or all?  

Is it specific to one computer/server or all?  

What patches are installed?  

Is it easy to repeat? (If Yes, provide specific steps or a simple HMI that demonstrates the 

problem) 

Is this in production or testing? 

Is this running on physical hardware or a Virtual Machine?  Does it meet ABB's Hardware 
requirements? 

Is this running in a Windows workgroup or domain? 

Is the server running any customize or 3rd party extensions? (system processes, views, 

protocols, etc.) 

In some cases, a backup of your real-time database or HMI source code is needed to repeat 

an issue.  ABB understands there may be privacy issues and guarantees no copies will be 

retained after closing the issue if requested.  Otherwise, support will retain a copy for future 

support and internal future upgrade testing. 
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Issues such as unsupported devices or data processing or presentation, unexpected or 

occasional failovers or restarts of system processes, duplicate data, less than optimal 

performance under normal load or HMI window management, graphic sizing, call-up time, UI 

response or backwards compatibility are not considered high priority or candidates for 

patches.  ABB will review these for inclusion in a future release.  Customers are encouraged to 

confirm submitted issues like these are fixed by participating in the beta or release candidate 

programs for the next release. 

Customers with custom System Processes on the server must disable these processes and 

confirm the issue remains before submitting to ABB.  Customers running a server in a virtual 

machine must ensure the VM is not sharing any hardware with other VMs before submitting 

any performance related issues to ABB. 
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Section 8 How to Order 
Contact ABB Product Sales at SCADAvantage.info@abb.com or your local ABB 

representative for ordering and technical sales support. 

 

 

 

mailto:SCADAvantage.info@abb.com
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Contact us 
 

 

 
ABB 
Automation Energy Industries 
Technology and Innovation 
Calgary, Canada 
E-mail: SCADAvantage.info@abb.com 
www.abb.com/automation 

Copyright © 2026 by ABB. 
All Rights Reserved. 
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