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Abstract 

This report describes how a wide area protection 
system against large disturbances can be designed 
and implemented. Such a system can be used to 
mitigate voltage collapse, loss of synchronism, 
power oscillations, etc. The protection system is 
based on a number of protection terminals 
connected via a system wide data communication 
network and synchronized by GPS technology. The 
system is very flexible and comprises a large 
number of optional protection functions of various 
complexity and capability. 

Based on time synchronized measurements of 
voltages and currents by phasor measuring units 
(PMUs) at different locations in the network, real-
time values of angular differences in the system 
can be derived with a high accuracy and at a high 
sample rate, e.g. half the power system frequency 
(25/30 Hz). With this new type of real-time 
measurements, efficient emergency actions, such 
as PSS control, based on system wide data, load 
shedding, etc., can be used to save the system 
stability in case of evolving power oscillations. 

Based on voltage instability predictors (VIPs), at 
different locations of the power system, an 
overview of the overall system condition can be 
achieved and appropriate actions to mitigate a 
voltage collapse can be taken. Both protective 
actions, such as shunt capacitor switching or load 
shedding, and emergency control, such as AVR 
boosting and request for HVDC emergency power 
support, can be implemented. 

Introduction 

The angle between the voltage phasors in different 
parts of a power system has been known as a 
critical parameter for AC systems, since the 
introduction of large electric systems. It has, 
however, not until recently, been possible to 
measure and compare phasor angles from different 
parts of the system with sufficient accuracy for real 
time power system applications. 

The voltage stability phenomenon and appropriate 
remedial actions, have been discussed during the 
last decades. A lot of effort has been put into 
studies of suitable indicators of evolving voltage 
instability, from simple voltage measurements to 
sophisticated indices based on the minimum 
singular value of the Jacobian matrix and faster 

than real time simulations. Load shedding and 
other suitable actions to counteract the transition 
into instability, in terms of “where, when and how 
much” to shed, have also been investigated, mainly 
on the academic level. 

During the last ten years a lot of efforts have been 
put into discussions, research, and theoretical work 
in the area of system protection schemes (SPS) 
also called wide area protection. Prototype testing 
of transducers and algorithms, especially 
developed for mitigation of system wide 
disturbances, have also been performed during the 
last years. It now seems reasonable to believe that 
time has come to merge the accumulated 
knowledge concerning power system behavior 
during extreme contingencies, available actions for 
system instability mitigation and, the available 
measurement and communication technology into 
commercially available products. 

So far traditional relay manufacturers have been 
focused on equipment protection, such as line 
protection, transformer protection, etc. Equipment 
protection is designed to isolate the faulted or 
overloaded equipment and to maintain the power 
supply to the healthy part of the system. System 
protection schemes, on the other hand, address 
situations where no particular equipment is faulted 
or overloaded, but the power system is severely 
stressed and in transition towards instability, 
resulting in a wide spread blackout, if no remedial 
actions are taken.  

The fast restructuring of the entire electricity 
business puts a large pressure on the utilities to 
utilize their investments to the maximum level. 
System protection schemes will totally change the 
philosophy of power system operation. Products 
for system protection applications are emerging on 
the market. Figure 1 shows a “near future” possible 
SPS installation, comprising a number of system 
protection terminals tied together with a meshed 
(for the purpose of redundancy) high speed 
communication network for data exchange 
between the terminals. The basic idea in such a 
system is local action based on system wide data, 
i.e. data input to the decision making process 
comes from all over the system, but no transfer 
trips are used. 
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Figure 1. Future transmission applications using 

SPS. 

Based on GPS technology, with time stamping 
accuracy down to 1 µs, phasors of power system 
quantities can be measured and communicated 
over wide areas. Phasor measurement units, PMUs, 
have been available for some time, but so far they 
have mainly been used for monitoring and post 
contingency analysis in WAMS (Wide Area 
Measurement System) applications. With the latest 
technology, the world of real time applications will 
soon be entered. 

Many power companies have now the economical 
pressure to base the power system operation on the 
presence of a safety net against voltage collapse. 
The VIP-device (Voltage Instability Predictor) [1] 
can act in an interconnected protection system, as 
well as in standalone applications, to improve the 
power system capability. The VIP is basically 
designed to calculate the margin to voltage 
instability and to take proper actions, such as 
alarms and load shedding. 

Tailor-made wide area protection systems against 
large disturbances, based on standard system 
protection terminals, designed to improve power 
system reliability and to increase the transmission 
capacity, will therefore be common in the future. 
These systems will be based on reliable high speed 
communication and extremely flexible protection 
devices, where power system engineering will 
become an integrated part of the final solution. 
This type of high performance protection schemes 
will also be able to communicate with traditional 
SCADA systems to improve functions like DSM, 
DA, EMS and state estimation. 

New applications for SPS, especially concerning 
emergency control, will also likely show up in the 
near future. Based on synchronized phasor 
measurements, from different parts of the system, 
quite sophisticated damping algorithms, can be 
derived. In this way “wide area” PSS, for power 
system damping can be based, not only on local 
power measurement, but also on angular values 
from all parts of the system. 

Adaptive SPS, which can apply to the actual 
system operation conditions, will probably be one 
of the most urgent areas of SPS development that 
will take place in the near future.  

Power System Phenomena and Wide Area 
Protection Applications 

There are only a few conceptual power system 
phenomena involved in wide area disturbances, 
and wide area protection systems have to be 
designed to recognize these phenomena: 
- Transient angle instability, i.e. first swing 

angle instability, the time available for 
remedial actions is in the order of fractions of 
a second. 

- Small signal angle instability, i.e. power 
oscillations, the time available for remedial 
actions is in the order of seconds up to 
minutes. 

- Frequency instability, i.e. imbalance between 
generation and load, the time available for 
remedial actions is in the order of a few 
seconds. 

- Short-term voltage instability, i.e. there is no 
load flow equilibrium point available 
immediately after the clearance of the initial 
disturbance, remedial actions are required 
within seconds or fractions of seconds. Short-
term voltage instability is rather uncommon. 

- Long-term voltage instability, i.e. an 
equilibrium point is reached immediately after 
the clearance of the initial disturbance, but due 
to power system dynamics, the system is in 
transition towards an instability, the time scale 
for remedial actions is in the order of tens of 
seconds. 

- Cascaded line or generation tripping, certain 
disturbances may result in cascaded line or 
generation tripping, due to overload (or 
conflict with distance protection settings), the 
available time for remedial actions is usually 
in the order of a second and longer. 

Based on these phenomena, protection functions 
can be designed, using simple logic, or complex 
artificial intelligence. The outputs from these 
protection functions should thus result in remedial 
actions, such as load or generator shedding, call for 
reactive power or real power support, tap-changer 
blocking.  

SPS Design and Operation Procedure 

This section provides a very short summary of the 
basic principles of SPS design and its operation 
procedure [2]. We start with the system initial 
conditions (to the upper left in Figure 2); these are 
known and can be planned in a short time scale. 
The actual system condition can be used as inputs 
to the SPS system (the arrow to the right). Based 
on certain system conditions, an infinite number of 
events or contingencies can occur. Each event 



 

affects the power system and an SPS can be based 
either on the event itself - event based - or on the 
power system response to the event - response 
based. An event based SPS can be used for a 
limited number of very critical events, e.g. loss of a 
critical line or generator. Event based SPS are used 
when the critical event is easy to identify, the 
consequences of the event are critical for the 
system stability and remedial actions are to be 
taken very quickly. Response based SPS are slower 
than event based, because they have to wait for the 
system response, e.g. the frequency or the voltage 
to drop below a certain setting. On the other hand 
response based SPS are more general; no matter 
what the origin of the disturbance was, it reacts on 
critical power system quantities, such as voltage, 
frequency, power, etc. The response based SPS is 
also efficient for events that are not explicitly 
identified. Actions based on the time derivative of 
system quantities, such as voltage and frequency, 
may trigger immediately after a contingency, but 
are still universal, without a strong connection to a 
certain disturbance scenario. 
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Figure 2.  Block diagram showing the SPS design 
and operation procedure. 

SPS design can be derived from off-line studies 
based on the performance criteria for the power 
system and system response to events and 
contingencies. The requirements on the SPS can 
then be identified as the necessary actions to fulfil 
the system performance criteria, with respect to the 
applied contingencies or disturbances. When the 
requirements on the SPS are identified, the SPS 
design, to fulfil these requirements, can be done. 
The SPS action is then interpreted as a new event, 
in a feedback loop in the power system. The 
system response is then studied and it has to be 
checked that the system performance criteria are 
fulfilled. Of course an SPS or defence plan can 
comprise a large number of coordinated actions, 
which very often act in a cascaded manner, e.g. 
underfrequency controlled load shedding occurs in 

a number of steps at different frequency levels 
and/or with different time delays. 

The SPS operation is very similar to the design, 
except for the off-line studies, where the SPS 
design is made based on credible contingencies, 
power system response and system performance 
requirements. Based on either events or system 
response the SPS take some actions, which are 
regarded as new “remedial events”. Depending on 
the system response, we either return to an 
acceptable state of operation or further SPS actions 
have to be taken. 

Generally, a wide area protection system has to 
sense the power system conditions, make some 
decisions and take proper actions. The sensors and 
transducers, mainly current and voltage 
transformers, are widely spread in the system, and 
critical signals are sent, via the communication 
system to the locations for the actions. The 
decision for each action is taken in the same 
terminal as the action is ordered. No transfer trips 
are allowed, and all decisions are taken as close to 
the location for the action as possible, see Figure 3, 
where the system protection scheme and power 
system equipment interface is shown. Actions 
could be load shedding, generator AVR boosting, 
tap changer blocking, etc. Signals exchanged 
between the system protection terminals could be 
full measurement values, or more robust binary 
signals, such as “low voltage”, “high current”, etc. 
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Figure 3. System protection scheme and power 
system equipment interface. 

De-centralized wide area protection system 
architecture 
 
Based on de-centralized system protection 
terminals, installed in substations where 
measurements are to be taken or actions are to be 
done, tied together with a high capacity 
communication system, a very flexible and 



 

powerful wide area protection system can be 
designed, see Figure 4, where the system 
protection scheme implementation and interface is 
shown. The system protection terminal is designed 
from a protection terminal and fulfils all 
requirements concerning mechanical, thermal, 
EMC, and other environmental requirements for 
protection terminals. 
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Figure 4. Box-to-box based wide area protection 
system, design and interface. 

The system protection terminal (SPT) is shown in 
some more detail in Figure 5. 

System Protection Terminal Realization 

The terminal is connected to the substation control 
system, CTs and VTs as any other protection 
terminal. For applications that include phasors, i.e. 
phase angles for voltages or currents, a GPS 
antenna and synchronization functions are also 
required. 
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Figure 5. System protection terminal, design and 
interface. 

The system protection terminal comprises a high 
speed communication interface to communicate 
power system data between the terminal databases. 
In the data base all measurements and binary 
signals recorded in that specific substation are 
stored, and updated, together with data from the 
other terminals, used for actions in the present 

terminal. The ordinary substation control system is 
used for the input and output interface towards the 
power system process. The decision making logic 
contains all the algorithms and configured logic 
necessary to derive appropriate output control 
signals, such as circuit-breaker trip, AVR-boosting, 
and tap changer action, to be performed in that 
substation. The input data to the decision making 
logic is taken from the database, and reflects the 
overall power system conditions. 

A low speed communication interface for SCADA 
communication and operator interface should also 
be available. Via this interface phasors can be sent 
to the SCADA state estimator for improved state 
estimation. Any other value or status indicator 
from the data base could also be sent to the 
SCADA system. Actions ordered from 
SCADA/EMS functions, such as optimal power 
flow, emergency load control, etc., could be 
activated via the system protection terminal. The 
power system operator should also have access to 
the terminal, for supervision, maintenance, update, 
parameter setting, change of setting groups, 
disturbance recorder data collection, etc. 

In Figure 6, system protection terminals for phasor 
measurements and voltage stability applications are 
shown, with respect to interface and output signals. 
The proposed system protection terminal is based 
on a regular modern protection terminal, with great 
flexibility and good user experience. By using a 
well established and accepted protection terminal 
as the base for a system protection scheme, all 
requirements concerning CT-/VT-connections, 
binary inputs and outputs, etc., are immediately 
fulfilled. The development cost will also be quite 
moderate, and time to market for a full system will 
be rather short. 
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System Protection Terminal Functions 

To fulfil the performance criteria concerning 
security, dependability and flexibility, a large 
variety of especially designed system protection 
functions and emergency control algorithms has to 
be available. Building blocks for user defined 
functions and algorithms, as well as, 
programmable logic also has to be included. A 
number of protection functions, control algorithms 
and logic for different applications are listed 
below: 
• Protection algorithms against voltage collapse 
 -transient voltage collapse 
 -long term voltage collapse 
• Protection algorithms against loss of 

synchronism 
 -first swing (transient instability) 
 -small signal angular instability 
• Emergency control algorithms against 

undamped power system oscillations 
 -wide area PSS 
• Protection algorithms against undamped 

power system oscillations 
• Protection algorithms against frequency 

instability 
 -underfrequency controlled load shedding 
 -start of generation, HVDC emergency 

power, etc. 
 -overfrequency controlled generator 

shedding   
• Event based protection modules  
 -specific actions based on specific event 

and status combinations 
• User defined protection algorithms 
 -control algorithms,  
 -inverse time algorithms 
 -algebraic functions 
 -level detectors 
 -time derivative 
 -timers, etc. 
• Programmable logic modules 
 -one out of three, etc. 

Robust Realization with Redundancy - A 
Voltage Example 

Since the requirements on dependability (i.e. act 
when action is wanted) and security (i.e. not act 
when action is not wanted) for system protection 
schemes, great care has to be taken when such 
systems are designed. Figure 7 shows an example 
of a simple system to protect against voltage 
instability, based on voltage measurements. The 
system has four nodes connected in a ring by a 
high speed communication network for data 
transfer. This means that one communication link 
can be lost, without any impact on the protection 
functions. The protection functions are then 
organized in different hierarchy layers, the most 
sensitive one reacts on a fairly high voltage level 

called “low voltage” in three out of four nodes. 
This means that a missing measurement value will 
not cause a missed action. Second level acts on the 
closest nodes only, and requires the two out of 
three criteria to be fulfilled. Finally the terminals 
comprising the system can act on local criteria, if 
the voltage in the own node becomes “extremely 
low”. 
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Figure 7. Protection system against voltage 

instability. 

Realization Example on Angular Control 

Figure 8 shows a fictitious wide area angle control 
system, based on angular measurements from a 
number of PMU units, and a high speed 
communication system between the PMUs. Each 
PMU will have access to all the four voltage angles 
in the system, with the GPS time as a common 
angle reference. In each PMU box control 
algorithms, based on angle differences in the 
system, time derivatives of angle differences, can 
be derived, as well as combined quantities, based 
on phasors, active and reactive power flow, 
frequency, etc. Both phasor quantities (magnitude 
and phase angle for the 60/50 Hz AC voltages and 
currents) and system quantities (frequency, current 
and voltage RMS-values, active and reactive 
power, and their time derivatives) can be derived in 
each PMU-box, and exchanged between the boxes. 
Control signals are then derived in the box located 
in the substation, where the control action is to be 
performed. By such a design, data from all over the 
system can be made available in every node of the 
wide area control system, but all control signals are 
derived and executed at the location for the action, 
i.e. no control signals are sent via the 
communication system.  

Control actions on the generator side could be an 
AVR additional signal (wide area PSS), action on 
the turbine governor or braking resistor switching. 
In the middle of a transmission corridor, actions 
can be made on SVCs or other power flow 
controllers, such as phase shift transformers or 
HVDC terminals. In the receiving end, dynamic 
power flow control, can be achieved by SVC-
voltage control or braking resistors. In case of 



 

medium term static power flow control, even 
actions on distribution system tap changers can be 
efficient. Due to the high speed communication 
system, actions in different parts along the 
transmission system can be coordinated, and 
system response from other parts of the network 
can be taken into account in the control algorithms. 
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Figure 8. Wide area angular stability control. 

Conclusions 

This paper indicates that there is a great potential 
in wide area protection and control systems, based 
on powerful, flexible and reliable protection 
terminals, high speed, communication, and GPS 
synchronization in conjunction with careful and 
skilled engineering by power system analysts and 
protection engineers in co-operation.  

A concept for wide area protection and emergency 
control, based on protection terminals and a 
communication network, is given and a proposed 
design of the system protection terminal is 
presented.  

Finally two realization examples are given; one 
protection scheme against voltage instability and 
one wide area angular stability control system. 
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