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NOTICE
This document contains information about one or more ABB products and may include a description of or a
reference to one or more standards that may be generally relevant to the ABB products. The presence of any
such description of a standard or reference to a standard is not a representation that all of the ABB products
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specifications for the particular ABB product.

ABB may have one or more patents or pending patent applications protecting the intellectual property in the
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the contents thereof must not be imparted to a third party nor used for any unauthorized purp ose.

This product is designed to be connected to and to communicate information and data via a network interface.
It is the User’s sole responsibility to provide and continuously ensure a secure connection between the product
and the User’s network or any other network (as the case may be). The User is expected to establish and main-
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intrusion, leakage and/or theft of data or information. ABB is not liable for damages and/or losses related to
such security breaches, any unauthorized access, interference, intrusion, leakage and/or theft of data or infor-
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The software or hardware described in this document is furnished under a license and may be used, copied, or
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ABOUT THIS USER MANUAL PURPOSE AND SCOPE

1 About This User Manual

1.1 Purpose and Scope

This manual is intended to provide the users an overview of practical aspects related to Wire-
lessHART technology. It provides detailed description of factors to consider when designing
WirelessHART networks, along with features offered by the AWIN GW120 gateway to assist in
evaluating network design. Moreover, this user manual provides information on the function-
alities offered by the gateway through its web interface which can be used to configure a
WirelessHART network. Towards the end, some tips are provided to assist in network and de-
vice troubleshooting.

Note. For detailed description of the new functionalities, the fixed problems, and the known
problems in a firmware release of AWIN GW120, refer to Release Note (4JNOO000305).

1.2 Document Conventions
Microsoft Windows conventions are normally used for the standard presentation of material

when entering text, key sequences, prompts, messages, menu items, screen elements, and
so on.

1.3  Terminology

Table 1 lists terms used in this document and associated with the ABB Wireless Industrial
Network. The reader should be familiar with these terms before proceeding further in this
User Manual.

Table 1: Terminology

Term Description

ABB Ability™ AssetInsight™  Software for Condition Monitoring of Rotating Equipment

AWIN GwW120 WirelessHART Gateway

Epoch time The number of seconds that have elapsed since January 1,
1970

FIM Field Information Manager (Device Management Tool)

HART-IP Communication protocol

LED Light Emitting Diode

MAC Unique address that a manufacturer assigns to each network
device

Mesh Network Mesh networking is a type of network topology in which a de-

vice transmits its own data as well as serves as a relay for
other nodes

4IJNOOO00O308 A 9
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Term Description

ModbusTCP Communication protocol
Passphrase Used much like a password
RTU Remote Terminal Unit

Static IP Address

A fixed Internet Protocol (IP) address assigned to a computer
or device

TCP

Transmission Control Protocol

ubDP

User Datagram Protocol

WirelessHART

It is IEC 62591 specified wireless communication protocol de-
signed for HART protocol

WDM

Wimon Data Manager

XML

Extensible Markup Language

1.4 Related Documentation

Table 2 lists the documents relevant to AWIN GW120 WirelessHART Gateway.

Table 2: Related Documentation

Document ID

Title

4INOO000303 AWIN GW120 Product Datasheet
4INOO00305 AWIN GW120 Release Note

4INO000306 Quick Start Guide

4IJNOO000307 Bulk Configuration Guide

4INO000308 AWIN GW120 User Manual
3BNP103003D2 Quick Setup Guide

3BNP103003D3 AWIN GW120 - Specific Conditions of Use

1.5 Related Tools

Table 3 lists the tool relevant to AWIN GW120 WirelessHART Gateway.

Table 3: Supported Tools

Document ID

Title

3BNP102928

AWIN WirelessHART Gateways Configurator

10
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ABOUT THIS USER MANUAL WARNING, CAUTION, INFORMATION, AND TIP ICONS

1.6 Warning, Caution, Information, and Tip Icons

This document includes Warning, Caution, and Information if/where appropriate to point
out safety related or other important information. It also includes Tip to point out useful
hints to the reader. The corresponding symbols should be interpreted as follows:

Electrical warning icon indicates the presence of a hazard, which could result in
electrical shock.

Warning icon indicates the presence of a hazard, which could result in personal in-
jury.

Caution icon indicates important information or warning related to the concept
discussed in the text. It might indicate the presence of a hazard, which could re-

sultin corruption of software or damage to equipment/property.

Information icon alerts the reader to pertinent facts and conditions.

Ho BBk

L~ Tipiconindicates advice on, for example, how to design your project or how to
'@' use a certain function.

Although Warning hazards are related to personal injury, and Caution hazards are associated
with equipment or property damage, it should be understood that operation of damaged
equipment could, under certain operational conditions, result in degraded process perfor-
mance leading to personal injury or death. Therefore, comply fully with all Warning and Cau-
tion notices.

1.7 Target Audience

This user manual is primarily intended for all users.

This user manual does not contain last-minute product information and updates

m which might affect functionality and/or performance. For information on last revi-
sions, late changes and restrictions, the user shall refer to the relevant release
note.

1.8 Compatibility

To check compatibility of the revisions of the AWIN GW120 gateway, refer to the relevant sec-
tion of Release Note.
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2.2

2.3

2.4
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Technology Overview

WirelessHART Network

A WirelessHART network consists of a host; a WirelessHART gateway, network manager, and
access point; and one or more WirelessHART field devices and/or adapters. The Wire-
lessHART network is described in the HART specifications published by the FieldComm
Group.

Host

A host provides control or aggregates data in a network. It often incorporates a Human Ma-
chine Interface (HMI) between the operator and the process. In the context of WirelessHART
networks, a host usually communicates to a WirelessHART gateway using a protocol such as
ModbusTCP or similar.

WirelessHART Gateway

The WirelessHART gateway provides protocol conversion between the protocol used by the
WirelessHART network and that of the host.

The WirelessHART access point and network manager are often implemented in the same de-
vice or physical piece of hardware as the WirelessHART gateway. When this is the case, it is
common to refer to the combination of all three entities as a WirelessHART gateway or
simply a gateway. Although the term gateway only refers to the protocol-converting portion
of the device, the assumption is made that most gateways contain the network management
and access point capabilities.

WirelessHART Client

The WirelessHART client provides a connection between the wireless network and the gate-
way. Wireless devices connect to the gateway using a process called “joining.” During this
process, wireless devices detect and respond to a network advertisement, request to join the
network, authenticate to the network, and are allocated bandwidth for communication of
HART message traffic. When devices have fully joined a network access point, they are
termed “operational” and are able to communicate data via a request/response method
known as client/server; or are able to “burst” data on a pre-determined interval using a pub-
lisher/subscriber method. Although both methods allow for data to be passed to the host,
the burst method is preferred because of its efficient use of the bandwidth.

Consider the following example:
Request/response:
Message 1: Host sends request message with request for data to a field device.

Message 2: Field device sends response message with response data to host.
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2.5

2.5.1

2.5.2

Burst:

Message 1: Field device publishes pre-configured message data such as a primary variable or
loop current to the Host on a fixed interval.

From this example it is obvious that, the Burst method results in about half the network traf-
fic, freeing the network to take care of other tasks such as keeping track of device configura-
tion changes, communicating with joining devices, searching for lost devices, or gathering
statistics on the health and stability of the network. In most cases, an efficient network will
use a mixture of both communication methods.

The WirelessHART access point can send messages over the WirelessHART network using its
IEEE 802.15.4-compliant radio transceiver. WirelessHART uses the first 15 channels of the
IEEE 802.15.4 standard for communication and efficiently avoids interference and maximizes
the bandwidth in the 2.4 GHz spectrum by continuously frequency hopping between chan-
nels according to a frequency hop sequence. This should not be confused with message
hops, which refer to the paths that messages take between devices in a mesh network.

Network Manager

The WirelessHART network bandwidth is allocated by the network manager. The network
manager assigns Absolute Slot Numbers (ASN), or message slots, to field devices wishing to
publish burst messages over the network. Devices that have not been allocated bandwidth
on the network are not able to communicate with the gateway and are not able to publish
messages on the network. The network manager is responsible for the “joining” of field de-
vices, allocation of network bandwidth, managing network security, maintaining a list of net-
work devices, and providing communication paths through the mesh network.

The network manager is responsible for broadcasting the existence of the network to pro-
spective field devices and instructs devices already joined to the network to broadcast on its
behalf. Devices may discover the network via an advertisement from any other device already
on the network. This advertisement contains a network ID that can be used to provide a
unique distinction between otherwise overlapping networks. Only devices that have been
programmed to join the network will respond to advertisements of the network ID.

Once an advertisement is received, the device may request to join the network by responding
with the correct join key of the network. The join key is a 32-character, hexadecimal string
that prevents unauthorized devices from joining the network. The network manager rejects
device join attempts by any devices not providing the correct join key.

Network ID and Join Key

After the network manager validates the network ID and join key of the requesting device,
the device is allocated with a session key to use it for communicating with the network man-
ager. The session key may be a static key or it may be periodically changed or “rotated” by
the network manager as an increased security measure. Only devices which have been allo-
cated communication bandwidth and have valid session keys can communicate on the net-
work. To further increase security, each field device is given a unique session key such that
only the network manager can understand and decrypt the data from the field device.

Message Hops

The network forms around the access point, and all devices which can communicate directly
with the access point are described as being one “hop” from the access point. Other devices
may join the network as long as they can communicate with at least one other device that is
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2.6.3

2.7

2.8

2.8.1
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connected to the network. Given this logic, devices could be one or more hops from the ac-
cess point as long as they have neighbors (or their neighbors have neighbors) which can
communicate directly with the access point. Messages may be passed along from device to
device in the wireless mesh until they reach their destination, either the host or a remote
field device. In this way, the messages follow paths from the source device to the host and
vice versa.

WirelessHART Field Device

The WirelessHART field device can connect into a plant process and can send and receive
data over the mesh network. The WirelessHART field device typically consists of a sensor, a
transducer, and a transceiver.

Sensors

The sensor connects into the plant process and measures (or controls) some aspect of the
analog process, such as temperature, pressure, level, flow, position, etc. The sensor may also
provide a discrete connection to the process as is the case with remote I/0 field devices.

Transducers

The transducer converts or scales the measurement, so it may be used by a host system in
the context of the process. Proportional-Integral-Derivative scaling or conversion takes place
in the transducer portion of the field device.

Transceivers

The WirelessHART field device transmits or “hops” HART messages wirelessly to other de-
vices or directly to the access point using an IEEE 802.15.4 compliant radio transceiver.

HART Field Devices and Wired 4... 20 mA Field Devices

Traditional HART capable “smart” 4... 20 mA devices are similar to WirelessHART field de-
vices except that they use a Frequency Shift Keyed (FSK) HART modem to communicate over
a wired loop instead of communicating via a radio transceiver.

WirelessHART Adapter

In many cases, it is desirable to use existing HART field devices as part of a WirelessHART
network. This is possible through the use of a WirelessHART adapter, which bridges the con-
nection between the wired and wireless transmission mediums. WirelessHART adapters con-
tain a WirelessHART transceiver for connection to the WirelessHART network, as well as a 4...
20 mA FSK HART modem, which is used to communicate directly with a HART device via a
wired loop.

Connecting to a HART Device

A WirelessHART adapter may be used with a HART field device to collect messages received
over the HART 4... 20 mA loop and retransmit these messages via its WirelessHART trans-
ceiver. In the case of HART devices that transmit their Primary Variables (PVs) digitally, multi-
ple HART devices may be connected in the same wired loop as a single WirelessHART
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adapter, and the WirelessHART adapter may be capable of adapting or bridging the commu-
nication between the WirelessHART network and multiple wired devices.

2.9 WirelessHART Commands

The WirelessHART capable host, gateway, network manager, access point, adapters and Wire-
lessHART field devices all communicate using a set of both standard and device specific
HART commands. These commands comprise the Highway Addressable Remote Transducer
(HART), protocol and form the backbone of both HART and WirelessHART communication
standards. These commands are classified into several groups and may or may not be sup-
ported by a given network entity.

2.9.1 Universal commands

The commands must be supported by gateways, adapters, WirelessHART and wired 4... 20
mA HART devices. They are used to read the process variables and device status from the
field devices.

2.9.2 Common practice commands

These commands are strongly recommended for implementation by gateways, adapters, and
field devices as they provide additional functionality for communicating and configuring
with field devices.

2.9.3 Wireless commands

These commands are divided into several sub-categories which are required to be imple-
mented and supported by network manager and access point entities, gateways, adapters,
and WirelessHART field devices. The commands handle network formation, maintenance, and
security as well as other background functions required by the network.

2.9.4 Device-specific commands

These commands provide device-specific functionality to a field device. Additionally, device-
specific commands may also be vendor-specific such that they provide unique features or
additional capabilities to a vendor’s WirelessHART field devices.
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BASIC FEATURES OF AWIN GW120 GATEWAY

Basic Features of AWIN GW120 Gateway

The AWIN GW120 is a WirelessHART gateway. It can connect with up to 100 WirelessHART
field devices and convert the HART data to Modbus TCP data for easy integration into almost
any ModbusTCP based host system. The connection can be established via the onboard
Ethernet ports. HART to Modbus TCP mapping is available in both automatic and manual
modes. In automatic mode, the gateway automatically assigns registers to available parame-
ters. Whereas, in case of manual mode the user has to supply a custom Modbus list in the
form of an XML file.

Get Familiar with AWIN GW120

The AWIN GW120 is a DIN rail-mount wireless device with a protection rating of IP20 (see Fig-
ure 1). The gateway has R345 connectors for connection of Ethernet devices. The Wire-
lessHART antenna connector allows remote mounting of the antenna. The gateway comes
with built-in LEDs, see description in Table 4.

Table 4: LEDs Information

LEDs Information

ST Shows power and device status
MESH Reports if WirelessHART devices connected
LINK/ DATA Shows LAN status per port (not marked)
RED, PRI Reserved (Off)
ERR Reports the device error
The term WirelessHART gateway as used in this product is inclusive of three func-
m tions as defined by the HART specifications.

— Gateway (see section WirelessHART Gateway).
— Access point (see section WirelessHART Gateway).
— Network manager (see section Network Manager).

Power Connector =
+ Earth Connector

» Status LEDs

Ethernet Ports
(with Link/Data LEDs)

Reset Button

- « Antenna Connector

Figure 1: AWIN GW120 gateway and its interfaces
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3.2

3.3
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3.5

3.6

DHCP Server

The AWIN GW120 is compatible with networks that use a Dynamic Host Control Protocol
(DHCP) server for allocating IP addresses.

Webserver

The AWIN GW120 gateway comes with built-in webserver which allows the user to both con-
figure and monitor WirelessHART network. Moreover, advanced diagnostics are also available
via the webserver.

Operator Authentication for Webserver Access

Authentication mechanisms are used to authenticate an operator accessing the device and
to verify that the operator is authorized to assume the requested role and perform services
within that role.

Access to the management screens for the AWIN GW120 gateway requires that you enter an
ID and password. The factory defaults are:
— Access to configuration options
For access to configuration options, use the following log-in:
Username = admin
Password = admin
— Access to monitoring screens
For access to monitoring screens only, use the following log-in:
Username = monitor
Password = monitor

The user must change password after first login or at least before commission-
m ing the gateway.

Modbus TCP Mapping

The AWIN GW120 gateway can function as a protocol converter by mapping the HART com-
mand data from the WirelessHART network to Modbus TCP registers. This allows for easy in-
tegration of HART data into Modbus TCP host system.

Network Topology View

The AWIN GW120 gateway’s web interface provides a table with connectivity information of
WirelessHART devices. It also shows the strength of wireless mesh network in a color-coded
format.
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3.7

3.8
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Network Connectivity

AWIN GW120 has built-in four ports. Ports P1-P2 can be connected to an Ethernet switch. The
switch can be part of a host network. A typical host system on the network can be a PLC or
Automation controller using ModbusTCP protocol to communicate to the gateway.

The AWIN GW120 is compatible with networks that use a Dynamic Host Control Protocol
(DHCP) server for allocating IP addresses. AWIN GW120 supports both static and dynamic IP
address assignment.

The ethernet switch port connected to the AWIN GW120 gateway shall have Flow

m Rate limiter enabled. Overall bandwidth should be capped to 10Mbps (recom-
mended). Avoid mixing field network with other networks, such as control and cli-
ent/server network. AWIN GW120 belongs to a field network only.

AWIN GW120 is not an interfacing device. Typically, it is located between level O
(process) and level 1 (basic control) hierarchy of the automation pyramid. It shall be
installed behind switch(es) and firewall(s) from the higher levels.

Hard Reset

A hardware reset restores the default IP address of 172.16.16.10 (subnet: 255.255.255.0) and
resets the AWIN GW120 to factory default settings.

To initiate a hardware reset, use a screwdriver or something alike to press and hold the “re-
set” button, located on the front of the device.

With unit powered on and fully booted:

1. Hold Reset button for 10 seconds and release button.

2. About 10 seconds later the ST and MESH (if it was on) turn off.
3. Gateway will wait ~20 seconds before flashing LEDs.

4, ST and RED LED flash for ~30 seconds.
5

. Gateway's ST LED turns to solid GREEN and the system is ready.

ABE awiN awi20
ST MESH R

D PRI

Figure 2: Reset button location
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3.9

3.9.1

3.9.2

3.9.3

394

3.95

Declarations and Certificates

AWIN GW120 holds the following certificates which makes it suitable for installation in haz-
ardous areas. For terms and conditions, refer to the actual certificates. For other certificates
related to regional compliance and declaration of conformity visit www.abb.com.

m To comply with FCC, IC and CE RF exposure compliance requirements, the an-
tenna used for this gateway must be installed to provide a separation distance
of at least 20 cm from all persons.

m Changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.

ATEX Certificate
The gateway is ATEX certified and is approved for the following marking. A copy of the certif-
icate can be found in the document ID 4JNO0O00323, available at abb.com.

@II3G Exec nC IIC T4 Gec

IECEX Certificate

Refer to the AWIN GW120 IECEXx certificate for details.

Ordinary Locations

The gateway has been tested and approved for installation in safe areas by UL. The ORDLOC
compliance information is available in UL File E521295, Volume D14 available at ul.com.

Hazardous Locations

The gateway has been tested and approved for installation in hazardous areas in the US and
Canada. The HAZLOC compliance information is available in UL File E196811, Volume D11
available at ul.com

The gateway rating is as follows:

@

LISTED
UL, USA Class I, Division 2 Groups ABCD T4
cUL, Canada Class I, Zone 2 Group IIC T4

The US National Electrical Code (NEC) and the Canadian Electrical Code (CEC) permit the use
of marked equipment in the hazardous areas. The US UL and Canadian UL standards are
based on the NEC and CEC.

EU Declaration of Conformity

EU Declaration of conformity can be found in document ID 4JNO000322. This document can
be found at abb.com.
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FCC Compliance

This equipment has been tested and found to comply with the limits for a Class B digital de-
vice, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment gener-
ates, uses and can radiate radio frequency energy and, if not installed and used in accord-
ance with the instructions, may cause harmful interference to radio communications. How-
ever, there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be de-
termined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

w

Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

4. Consult the dealer or an experienced radio/TV technician for help.

IC Compliance

This device complies with Industry Canada license-exempt RSS standard(s). Operation is
subject to the following two conditions: (1) this device may not cause interference, and (2)
this device must accept any interference, including interference that may cause undesired
operation of the device.
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4 WirelessHART System Planning

4.1 Accessing the Site

To achieve the best radio performance possible, the installation sites have to be given careful
consideration. The primary requirements for a reliable installation include:

— Antenna placement that allows for line-of-sight or adequate signal strength
— Primary power source that provides required current
— Protection of radio equipment from exposure to weather or temperature extremes

— Suitable entrances for antenna, lightning arrestor, interface or other required cables, if us-
ing remote antennas.

These requirements can be quickly assessed in most applications. A possible exception is the
first item, verifying that a clear line-of-sight exists. A non-obstructed path is ideal; however,
minor obstructions in the signal path will not always block communication. In general, the
need for a clear path becomes greater as the transmission distance increases.

4.2 Path Quality Analysis

With the exception of short-range applications, a path loss study is generally recommended
for new installations. The exceptions include distances of less than 50 m, where no test is re-
quired in 90% of applications. If a test is to be conducted a path loss study is practical. It pre-
dicts the signal strength reliability and estimates the fade margin of a proposed radio link.
While terrain, elevation and distance are the major factors in this process, a path loss study
also considers antenna gain, coaxial cable loss, transmitter power and receiver sensitivity to
arrive at a final prediction.

Path loss studies are normally performed by a communications consultant, wireless hardware
vendor or system integrator who uses topographic maps or a software path analysis to eval-
uate a proposed path.

Although path studies provide valuable assistance in system planning, they are not perfect in
their predictions. It is difficult, for example, to consider the effects of man-made obstruc-
tions or foliage growth without performing an actual on-air test. Such tests can be done us-
ing temporarily installed equipment. ABB can provide radio survey service (AWIN Survey Ser-
vice) to assess radio environment.

4.3 Signal Strength

The strength of radio signals in a well-designed radio network must exceed the minimum
level needed to establish basic communication. The excess signal is known as the fade mar-
gin, and it compensates for variations in signal level which may occur from time to time due
to foliage growth, minor antenna misalignment or changing atmospheric losses.

While the required amount of fade margin differs from one system to another, experience
has shown that a level of 20 dB above the receiver sensitivity threshold is sufficient in most
systems. AWIN GW120 provide the means for direct measurement of received signal strength
using “RSSI (Received Signal Strength Indicator)” readings available in the gateway’s network
statistics webpage.
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Antennas and Cabling

The single most important item affecting radio performance is the antenna system. Consider
carefully this part of an installation, or the performance of the entire system will be compro-
mised. Quality high gain antennas should be used at all stations. The antennas should be
specifically designed for use at the intended frequency of operation and with matching im-
pedance (50 ohm).

Antennas are made by several manufacturers and fall into two categories —omnidirectional
and directional (see Figure 3). An omnidirectional antenna provides equal radiation and re-
sponse in all directions and is, therefore, appropriate for use at master stations which must
communicate with an array of remote stations scattered in various directions. Omni-anten-
nas should also be used where clients will be mobile.

At remote fixed stations, a directional antenna, such as a Yagj, is typically used. Directional
antennas confine the transmission and reception of signals to a relatively narrow beam
width, allowing greater communication range and reducing the chances of interference from
other users outside the pattern. It is necessary to aim these antennas in the desired direction
of communication (i.e., at the master station).

The end of the antenna (farthest from support mast) should face the associated station. Fi-
nal alignment of the antenna heading can be accomplished by orienting it for maximum re-
ceived signal strength.

Figure 3: Omnidirectional and directional antenna performance characteristics
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4.4.1 Coaxial cable considerations

The importance of using a low-loss antenna coaxial cable is often neglected during radio in-
stallation. Using the wrong cable can cause huge reductions in efficiency, and these losses
cannot be recovered with any amount of antenna gain or transmitter power.

For every 3 dB of coaxial cable loss, half the transmitter power will be lost before reaching
the antenna. The choice of coaxial cable to use depends on: 1) the length of cable required to
reach the antenna, 2) the amount of signal loss that can be tolerated, and 3) cost considera-
tions. For long-range transmission paths, where signal is likely to be weaker, a low-loss cable
type is recommended.

For a short-range system, or one that requires only a short antenna coaxial cable, a less effi-
cient cable may be acceptable and will cost far less than large diameter cable. Refer to Table
5 for values that allow judging the effectiveness of various cables at 2.4 GHz.

Table 5: Cable types and signal loss (dB)

Cable type 2.4 GHz loss (dB/100 ft.)
RG-58 25.01

RG-213 12.51

PFP-240 12.76

PFP-400 6.68

PFP-500 541

PFP-600 4.37

4.42 Antenna mounting considerations

The antenna manufacturer’s installation instructions must be strictly followed for proper op-
eration of a directional or omnidirectional antenna. Using proper mounting hardware and
bracket ensures a secure mounting arrangement with no pattern distortion or detuning of
the antenna. The following recommendations apply to all antenna installations:

— Mount the antenna in the clear, as far away as possible from obstructions such as build-
ings, metal objects, dense foliage, etc. Choose a location that provides a clear path in the
direction of the opposite antenna. If the antenna is co-located with another antenna
(other than second antenna connector on the same radio), try to get at least one foot ver-
tical (31cm) or one foot (31cm) horizontal separation between the two.

— Polarization of the antenna is important. Most systems use a vertically polarized omnidi-
rectional antenna at the master station. Therefore, the remote antennas must also be ver-
tically polarized (elements perpendicular to the horizon). Cross-polarization between sta-
tions can cause a signal loss of 20 dB or more.

— When installed indoors, the radio must be grounded through the DIN rail for DIN rail-
mount versions or using the ground lug on the wall-mount versions. A surge arrestor must
be used on the antenna for outdoor installations.
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Recommendations for Establishing a Robust
WirelessHART Network

To establish a robust WirelessHART network, follow these guidelines:

All WirelessHART devices shall be operated as mesh nodes.
- If possible, install gateway or it’s antenna in the center of the target coverage area.

— Antenna should be mounted with free clearance around it (recommendation - 30cm) and
above the ground (1.5m or above). Antenna shall be installed vertically.

— There should be at least 5 devices or 10% of the total, whichever is larger, in the one-hop
ring.

— Every device should have at least 3 good neighbors. A good neighbor is a neighbor that
has RSSI >-75dBm or has >50% path stability. If not possible, add repeaters.

— Line of sight installation shall be kept to within 200m.

Maintaining System Performance

Over time, any communications system requires a degree of preventative maintenance to en-
sure peak operating efficiency. Periodic checks of master and remote sites should be made
to identify and correct potential problems before they become threats to system operation.
The following areas should be given special attention:

Antennas and coaxial cable

Visually inspect the antenna and coaxial cable for physical damage, and make sure that the
coaxial connections are tight and properly sealed against the weather. When using direc-
tional antennas, be sure that the antenna heading has not shifted since installation.

Cable connections

All power, data, and ground connections should be secure and free of corrosion.

Power supply

The input voltage to the gateway should be measured to verify that it is within the operating
specifications for the radio. Batteries, if used, should be checked for charge level and signs
of leakage or corrosion.
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5

5.1

5.1.1

Installation

Installation, operation, and maintenance may only be carried out by qualified electricians.
Follow the installation instructions described. When installing and operating the device, the
applicable regulations and safety directives (including national safety directives), as well as
general technical regulations, must be observed. Observe the technical data in this user man-
ual and subsequent documentation (www.abb.com).

— In order to protect the modules against electrostatic discharge when working on control
cabinets (or junction boxes), the operating personnel must remove electrostatic dis-
charge before opening junction boxes or control cabinets and before touching the gate-
way.

— The AWIN GW120 is snapped onto a standard rail within a control cabinet or switch box.
Power is supplied via power plug. The control cabinet or switch box must comply with the
specifications of EN 60950-1:2001 with respect to fire enclosure. For power supply re-
quirements refer to document 3BNP103003D3 Specific Conditions Of Use.

— The device must not be opened or modified. Do not repair the device yourself; replace it
with an equivalent device. Repairs may only be carried out by ABB. The manufacturer is
not liable for damage resulting from violation.

— The IP20 degree of protection (EN 60529) of the device is intended for a clean and dry en-
vironment. Do not subject the device to any load that exceeds the prescribed limits.

The device is designed for installation in zone 2, potentially explosive areas.

Correct usage in potentially explosive areas.
— Do not use the device in atmospheres with a danger of dust explosions.

— Observe the specific conditions of use (3BNP103003D3) in potentially explosive
areas.

— The equipment shall be installed inside of a suitably certified tool-secured enclo-
sure that provides a minimum ingress protection of IP54 in accordance with EN
IEC 60079-0.

— Only passive antennas may be operated with the gateway.

The device must be stopped and immediately removed from the Ex area if it
— is damaged.

— was subject to an impermissible load.
— was stored incorrectly.

— malfunctions.

Mounting the Gateway

Mounting the AWIN GW120

Figure 4 shows a typical AWIN GW120 installation with end clamps and a DIN rail grounding
block.
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End clamp

Figure 4: Installation showing end clamps

When mounting the gateway onto a standard 35 mm DIN rail, end clamps should be mounted
on both sides of the module(s) to stop the modules from slipping on the DIN rail (see Figure
4).

Modules are installed from left to right on the mounting rail. Install modules to mounting rail
as described in the following steps.

5. Attach the AWIN GW120 to the mounting rail by positioning the keyway at the top of
the module onto the mounting rail (see Figure 5). Then rotate the module inward until
the DIN rail latch locks the module in place on the rail. Next, check that the module is
fixed securely to the rail by lightly pulling outward on the module.

Position on
DIN rail

/ Push in

T —— DiNraillatch

Figure 5: Installing AWIN GW120 on the DIN rail

4JNOO00O0308 A



INSTALLATION MAKING CONNECTIONS AND POWERING UP

6. Continue attaching any other module(s) to the mounting rail as described in Step 1.

ABB recommends the use of end clamps to prevent modules from sliding left
and right on the mounting rail.

7. When all modules are installed, place an end clamp tight up against the left side of
the left-most module on the mounting rail. Then place a second end clamp tight up
against the right side of the right-most module on the mounting rail.

8. Connect AWIN GW120's earth connection to an earth ground.

Connect the DIN rail to protective earth ground using a grounding terminal block. To re-
move AWIN GW120 follow the procedure shown in Figure 6.

L L

E.
1 o |

\\’

Open latch

Figure 6: Removing AWIN GW120 from the DIN rail

5.2 Making connections and powering up

5.2.1 Power connections

Installation notes:

m — Installation, operation and maintenance may be carried out only by qualified
electricians. Follow the specified installation instructions. The applicable
specifications and safety directives (including the national safety directives),
as well as the general technical regulations must be observed during installa-
tion and operation. The technical data should be taken from the packaging
instructions and the certificates (conformity assessment, other possible ap-
provals).

— Opening the device or making changes to it is not permitted. Do not repair
the device yourself but, replace it with an equivalent device. Repairs may be
carried out only by the manufacturer. The manufacturer is not liable for any
damage due to violation of the prescribed regulations.
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5.2.3
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— The IP20 degree of protection (EN 60529) of the device is intended for a
clean and dry environment.

— Do not subject the device to any load that exceeds the prescribed limits.
— Only passive antennas may be installed on the devices.

— The device is not designed for use in environments with danger of dust ex-
plosions.

Power supply of the device must comply with the suitable requirements:

— Class 2 circuit according to National Electrical Code, NFPA-70 and Canadian Electrical
Code, Part 1, C22.1

- Limited Power Supply (LPS) according to EN/IEC 60950-1 or EN/IEC 62368-1
— Limited-energy circuit according to EN/IEC 61010-1

Connect a regulated power source to the transceiver. The supply voltage can range from 10.8
to 30 VDC with a nominal voltage of either 12 VDC or 24 VDC is recommended. The power
supply must be able to supply 130 mA of current at 24 VDC. Figure 7 provides wiring infor-
mation for the AWIN GW120.

Power Connector

Power Connections

Frereeee

P

Power supply

P1:10.8...30 VDC

¢ P2:10.8...30 VDC
l':u #
%

Figure 7: AWIN GW120 power connections

Ethernet connections

Connect a CAT5 Ethernet cable between the port on the AWIN GW120 and the network
adapter card on your computer. Use either a crossover (C/0) or 1:1 cable as the radio has au-
tocross functionality. The cable should not exceed 100 m (329 ft.) in length. Alternatively, an
Ethernet switch can be used for connection.

Antenna connections

There is one antenna connector on the AWIN GW120 (see Figure 4). A single antenna is used
for the WirelessHART mesh network.

Observe the maximum RF power allowed in your country. Only use antennas
m and cables recommended by ABB.
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CONFIGURATION CONFIGURING A PC TO COMMUNICATE WITH AWIN
GW120 WIRELESSHART GATEWAY

6 Configuration

6.1 Configuring a PC to communicate with AWIN GW120
WirelessHART Gateway

1. Connect the AWIN GW120 to an Ethernet network using a CAT5 cable plugged into the
RJ145 socket (P1 port).

2. Go to the Network Connections dialog box, and then click Local Area Connections
button. Right-click and select Properties from the context menu.

3. Highlight Internet Protocol (TCP/IP), and then click Properties button.

4. Click Use the following IP address button, and enter a desired IP address for the PC,
for example, 172.16.16.16 in the “IP address:” field.

m IP address assigned to the PC must be different to that of the AWIN GW120
gateway.

5. Enter 255.255.255.0 in the “Subnet mask:” field, and then click OK button.

Internet Protocol Veersion 4 (TCP/1Pv4) Properties by
General
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

{®) Use the following IP address:

IP address: 172. 16 . 16 . 19|
Subnet mask: 255 .255.255. 0

Default gateway:

(@) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[Jvalidate settings upon exit Advanced. ..

o1l ome

Figure 8: Properties window to change IP address of a PC

These steps may be different depending on MS Windows version used. These
m steps are valid for Windows 10 only.
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LOG ONTO AWIN GW120 WIRELESSHART GATEWAY

CONFIGURATION

6.2 Logonto AWIN GW120 WirelessHART Gateway

1. Apply power to the gateway and run a browser program (such as, Internet Explorer or
Chrome) on your computer. Wait until the ST LED is on (not flashing), indicating the

boot-up procedure is complete and the AWIN GW120 is operational.

2. Enter the following IP address into the “Address” field of the browser:

https://172.16.16.10

If a browser prompts security warning (due to certificate) then proceed.

3. Provide the following details on the login screen and select Login.

Enter the default login credentials:
— Username: admin

- Password: admin

Username

Enter Username

Password

Enter Password

Login

Terms and Conditions: This device is for authorized use only. Any
unauthorized use of this product is prohibited.

© 2021 ABB
All rights reserved,

Figure 9: Login screen

6.3 View Gateway Information

After login, the home page shows the following basic information about the AWIN GW120

gateway.

30
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VIEW GATEWAY INFORMATION

‘ A\H'IB AWIN GW120
- Logout
-

Home

Name AWIN GW120
contact
Long Tag AWIN GW120
Message
>
= Time 00:28:17
AWIN GW120 Date 0710212021
B tiome  <m— Uptime 37 Days 09:08:07 (HH:MM: SS)
| AYWIN GYY120 Information
Device Status Normal

D) Generat
3 Configuration
2) general
3 WircleasHART
1) Gateway Protite
£) Network Configuration
2 Devices
£) instruments
1) Network Statistics
23 Network Interface
£) LANIP Confiouration
23 MopBUS
() MODBUSS Configuration
) MODBUS Mappings
3 HARTAP
£) pon Connouration
() usemsmes/Passwords
() Store Retrieve Settings
-3 Maintenance
£ tiemware vodate
) uunges
£ reboot
=3 Monitoring/Reports
) system Loo
Expand Al Collanas All

Copyright 2021 ABB

All rights reserved

Figure 10: Home screen showing AWIN GW120 data.
The fields in this window are:

Table 6: Home screen fields

Field Description

Name A user adjustable field. Information on where this de-
vice was installed or the site name is shown here. The
factory default is a blank field.

Contact The name of the individual responsible for the opera-
tion of this device.

Long Tag A user adjustable field that can be interfaced to a
HART system. It may be the same as the “Name” field.

Message A HART parameter field that can store a short message
about the device or network.

Time Time of the device’s internal clock.

Date Date of the device’s internal clock.

Uptime Shows how long the device has been operating.

Status Shows the current operating condition of the gateway.

On the left side of the window are navigation links to access various information screens. The
screens are grouped by category. To expand all the categories and see all the available screen
selections, click Expand All at the bottom of the screen. To collapse all categories, click Col-
lapse All at the bottom of the screen.

To make changes to the data shown on Home page, click on Configuration > General.
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GENERAL AWIN GW120 GATEWAY INFORMATION

AWIN GW120
12 tems
|3 AWIN GW120 Information
General
-3 Configuration
() General
' WircleasHART
) Gateway Eratie
1 Metwork Coafigucation

4 Network Intorface
E) LAN 1P Configuration

A moonus
[E) MODBUS Contiguration
) MODBUS Mappings

4 HARTIP
£) penconnowanon

() Firmware Undate
) uninties
B it

ABB AWIN GW120
g

CONFIGURATION

Logeut

General Configuration

Device Name AWIN GW120

Contact Operator

Long Tag AWIN GW120 TAG

Message CUSTOM_MESSAGE

Manual Time Configuration

New Time (hh:mm) 10 flil24

New Date (mmiddlyyyy)| 06 | (|02 |/ [2021

Automatic Timae Configuration

NTP Server 0 R
aunmit

Copyright 2021 ABB
All rights reserved

Figure 11: General Configuration screen showing configuration data.

6.4

General AWIN GW120 Gateway Information

Click Device Information > General in the left navigation column to view the current network
configuration and device version of the AWIN GW120.

AWIN GW120
B Home
23 AWIN GW120 Information
D General m—
23 Configuration
() General
3 WirelessHART
2 Gateway Profite
) Network Contiousation
5 pevices

) LANIP Confiouration
3 mMopBus
[2) MODBUS Contiguration

) MODBUS Mappings
3 MART:P
£) ponconniouration

23 Maintenance
2 pumware Undate
) utilities
J Reboot
23 Monitoring/Reports
2) System Loo
Exvand All  Collanas All

General Information
LAN IP Addross
LAN Subnet Mask
LAN Default Gateway 172.16.16.1
LAN MAC Address AB:74:1D:9E:10:89
eiavatiART AR 00:17:0D:00:00:4C:CE:76
MAC Address
Firmwaro Version
Hardware Version Rev. 02
Copyright 2021 ABB
All rights reserved

Figure 12: General AWIN GW120 Information screen
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The fields in this window are:

Table 7: Information screen fields

Field Description

LAN IP Address The logical address of the LAN port. The IP address
uniquely identifies this device on the network.

LAN Subnet Mask Bit mask used to tell how much of an IP address identi-
fies the subnetwork the host is on, and how much iden-
tifies the host. This subnet mask applies to the 10/100
Mbps LAN port.

LAN Default Gateway A node on the network that serves as an access point to
a different network for the LAN port.

LAN MAC Address (Media Access Control address, MAC address) is the ad-
dress for the network card.

WirelessHART AP MAC Address MAC address for the WirelessHART radio in the gateway.
Firmware Version Version of software loaded into the AWIN GW120.
Hardware Version Shows version and revision level of the circuit boards.

6.5 WirelessHART Profile Configuration

1. Click Configuration > WirelessHART > Gateway Profile in the left navigation column
to view and select the WirelessHART Gateway Profile.

e WirelessHART Gateway Profile Configuration
= » ]
E . 3 Standard Profile
25-node Fast Profile
Legacy Profile
o (@) Normal Profile - P1
= LLow Power Profile - P2
AWIN GW120 Submit
B Home
' AWIN GW 120 Information
) Genoral
A Configuration

2 Geoeral
(3 WisicasHART
£) Gatewny Pronie dfm—

3 Network Intarface
2] LAMIP Configuration
24 mooBUSE
) MODBUS Contiguration
) MoDBUS Mann
i HART-IP

5 pumware uedate

2 uniies

2 Bevoon

23 MonitoringReports
) svatem Lon

Expand Al Colapss All Copyrigh

Figure 13: Gateway Profile Configuration screen
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There are five profiles available as shown in Table 8.

Table 8: Gateway Profiles

Mode Description
Default Mode It creates a standard WirelessHART frame size.
25-node Fast Update It allocates additional time slots for faster updates. It is rec-

ommended for time sensitive applications.

Legacy Mode It is optimized for networks consisting of loop powered Wire-
lessHART adapters to reduce power consumption.

P1 This profile allows about 4.5 pkt/s to be injected by the gate-
way into the network.
Note: This profile option is available in firmware version 1.5-1.

P2 This profile has one-eighth of the downstream capacity. Us-
ing P2 can save all devices battery power but takes longer to
build the network and greatly reduces downstream applica-
tion bandwidth.

Note: This profile option is available in firmware version 1.5-1.

Table 9: WirelessHART gateway profile settings

WirelessHART Frame Size for Up- Frame Size for Down- |Frame Size for Adver-
Gateway Profile stream Traffic stream Traffic tising Traffic

Default Standard Standard Standard

25-Node Fast Update |128 128 128

Legacy Mode 1024 256 128

P1 1024 256 128

P2 1024 2048 128

2. Click Submit button to save the changes.

The AWIN GW120 must be rebooted for the changes to take effect.

Configuration of WirelessHART Network

Click on Configuration > WirelessHART > Network Configuration in the left navigation col-
umn to configure the WirelessHART network.
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CONFIGURATION OF WIRELESSHART NETWORK
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| Migrate Netvwork |
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Get Advertising Status | || OFF
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Stale Data Timer (hh:mm:ss): 00 202 00

Channel Blacklist:

submit all

Copyright 2021 ABB
All nights reserved.

Figure 14: Network Configuration screen

Various WirelessHART Network Parameters are as follows:

Table 10: WirelessHART Network Parameters

Field

Description

WirelessHART Network ID

Can be provided in hexadecimal or decimal format.

Accept Common Join Key

To enable the Common Join Key security mode, click the Ac-
cept Common Join Key radio button. See Security section
for details.

Common Join Key

If “Accept Common Join Key” is enabled then provide com-
mon join key in hexadecimal format with 32 characters. De-
vices that have this Common Join Key can join the network.
See Security section for details.

Require Access List Entry

Allows access via an external join list in addition to a Join
Key. See Security section for details.

MAC Address Network card address for the corresponding WirelessHART
device being configured.
Join Key A device that has this Join Key must also have the corre-

sponding MAC address to join the network.

Key Generator

This functionality automatically creates a join key.

Migrate Network

When selected, this functionality migrates the complete net-
work (AWIN GW120 gateway and connected WirelessHART)
devices to the new WirelessHART network ID or Join Key or
both. Depending on what was changed by the user on the
page. This option is related to Accept Common Join Key
functionality.
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Field Description

Get Advertising Status When active advertising is “ON,” the AWIN GW120 sends fre-
quent beacons to join the network.

Advertising Time The period of time Active Advertising is enabled. It can be
enabled by selecting Enable button to the right of the field.

Stale Data Timer Data from WirelessHART devices is cached in the gateway.
This allows the gateway to respond quickly to host requests
without having to constantly obtain fresh device data (a
much slower transfer). To ensure the validity of the data
stored in cache, each point of data is time stamped.

If the cached value has not updated within one-third of the
stale data timer value, a downstream request for the update
will be sent to the device.

If the data in cache is not updated within the stale data
timer interval, a Modbus Exception code will be generated to
the host system and the cached value will be cleared from
the gateway.

Channel Blacklist Allows specific WirelessHART channels to be blocked from
use in the channel-hopping scheme. Channels must be
blocked in pairs, so an odd number of channels is always
available.

To provide blacklist channels: Separate channel numbers
with a comma and no spaces, example: 3,5,11,12.
See section Channel Blacklist for details.

m By selecting Submit All, the parameters configured on this page are saved and
downloaded to the AWIN GW120 gateway.

Security

Two methods of security are available in a WirelessHART network created by AWIN GW120.

Accept Common Join Key

The Common Join Key security method uses a single, common key value entered in all Wire-
lessHART devices and the AWIN GW120 gateway. Each WirelessHART device sends the same
common key. If the key matches the entry in the gateway, the device is allowed to join the
network.

In the Common Join Key field, enter the common key value.

Require Access List Entry

The Access List security method allows access via an external join list in addition to a Join
Key.

To enable the Require Access List security mode, click the Require Access List Entry radio
button. In the MAC Address field, enter the MAC addresses of the WirelessHART devices in
the network.
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6.6.2

6.7

In the Join Key field, enter the key value. The key value consists of four fields of hexadecimal
characters (0-9, A-F) for a total of 32 characters. Click Submit button after entering each
MAC address.

After entering all the MAC addresses and corresponding Join Keys, reboot the gateway and
allow approximately 30 minutes to 1 hour for the network to form.

Channel Blacklist

Channel blacklisting is a way of limiting the number of channels used in a network. When
channels are blacklisted, they are not used in the network.

Although the network may operate on as few as five channels, it is recommended that the
network run on as many channels as possible for more overall available bandwidth. Note that
the number of usable channels must be an odd number.

To blacklist a channel, enter the frequency of the Channel Blacklist field. The channel must be
blacklisted in pairs. Table 11 lists the frequency of each channel.

Table 11: Frequency of each channel of Network

Channel No. Frequencies Channel No. Frequencies
1 2405 9 2445

2 2410 10 2450

3 2415 11 2455

4 2420 12 2460

5 2425 13 2465

6 2430 14 2470

7 2435 15 2475

8 2440

View Devices

Click Configuration > WirelessHART > Devices in the left navigation column to view the num-
ber of devices in the WirelessHART network.

ADBB AWIN GW120
=

Logout

2= »
S
13

-

Device Information

Color Legend

Green indicates & device i oparational and has at 1east 3 neignbors.
Orange indicates a sub-device connaected 16 a WirelessSHART adapier.
Red indicates a disconnected device.

Yellow indicates a warning for the highiighted device.

Network Rellability: 100.000000

AWIN GW120 Number of Devices Connected: 2
B Homs
3 AN GW1Z0 Intormation Battery
E) General Davice Timestamp Latency Band
Device MAC Address PV v ™v hbors
23 Configuratio D Teg Status 9 av (d';";) Nelg (hh:mm:ss) (sec) (msec/
) Gensral
i wusiessnagt
) Gateway_Profil 1 COMO_WI2 00-1B-1E-1A-9A-00-0A-B3 Connected 0.101422 0.045869 22.150000 nan 9563.000 1 00:36:13 2.031 38
j”‘{“'—M”‘—‘m—‘ 2 COMO_WI1 00-1B-1E-1A-9A-00-0A-EA Connected 22.280001 21.000000 22,280001 nan 6224.000 1 00:36:13  2.011 25|

£ Hetwork Interface

Device Configuration

- Impart: Choosa File | No fila chosen Upload

Edit Slave IDs Exgot: | Download to PC

Expand Al Colianse Al Copyright 2021 ABB
All rights reserved

Figure 15: Device Information screen
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The device information page displays data about the devices in the WirelessHART network.
The Device ID is used for addressing the device via Modbus TCP. Devices connected to Wire-
lessHART adapters appear below the adapter and do not have a MAC address.

Network reliability is a measure of the percentage of packets received by the AWIN GW120 di-
vided by the total packets on the network.

The list of devices is color coded to indicate the status of each device.

Table 12: Color code

Color

Description

Green

The WirelessHART device is operating properly, connected to the net-
work and has at least three neighbors.

Yellow

The WirelessHART device is operating properly, connected to the net-
work and has less than three neighbors.

Orange

The HART device is connected to the WirelessHART adapter shown
above it.

Red

The device is no longer communicating with the WirelessHART network.

]

The Devices information page refreshes automatically. For a better perfor-
mance, disable webpage caching in the browser you are using.

For Internet Explorer 11 it can be done as follows:

1. From the top right corner of Internet Explorer 11, click the settings icon.
2. From the menu, select Internet options.

3. Onthe General tab, locate the Browsing history section, and click Set-
tings.

4. Onthe Temporary Internet Files tab, confirm that Every time | visit the
webpage is selected.

5. On Caches and databases tab, confirm that Allow website caches and
databases is not selected.

6. Click OK.

It is recommended to use Chrome or Firefox browsers with disabled webpage
cache.

The following information is shown for each device.

38
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Table 13: Device Information

Field Description

Device ID The identification number assigned to the attached WirelessHART and
HART devices. It can be changed by using the “Edit Slave IDs” option on
the same page. See Section Edit Slave Device for details.

Device Tag Long tag of the HART device.

MAC Address Displays the network card address for the corresponding WirelessHART
device.

Status Displays whether a device is connected or disconnected.

PV Displays the Primary Value of the corresponding HART device.

SV Displays the Secondary Value of the corresponding HART device.

TV Displays the Tertiary Value of the corresponding HART device.

Qv Displays the Quaternary Value of the corresponding HART device.

Battery Life

Displays the expected remaining life of the battery powering the devices
(if “65535” is displayed, the device is line powered with a power supply or
waiting for battery life information to be provided by the device).

Neighbors The number of neighbors a WirelessHART device can communicate with.

Timestamp In (hh:mm) format, is the time when the data was most recently polled.

Latency Measure of time it takes to respond and update all the corresponding
data fields (measured in seconds).

Bandwidth In (msec/packet) format, is the available data rate to the corresponding
device.

Joins The number of times a device connected to the gateway since bootup.

Command 3 period

HART command 3 continuous burst period.

Command 3 status

HART command 3 burst status (ON/OFF).

Active Pipe

This field shows the status of pipe for a device.
Note: The Active Pipe option is available in firmware version 1.5-1.

Fast Pipe Control

Fast pipe can be enabled and disable for a device using this function.
Notes:

Only one device can have a pipe at any point in time.

The Fast Pipe Control option is available in firmware version 1.5-1.

6.7.1 Delete a Device

To remove a device from the list (i.e. WirelessHART network), right-click on the disconnected
device in Devices page and a delete option will appear. Select this option to confirm.

m Only devices that are not connected may be deleted from the device list.

To delete an active device, power down the device and wait until the status col-
umn indicates the device is disconnected and the row is red.
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Edit Slave Device

To edit a slave device, click Edit Slave IDs button and enter the new ID number in the field
next to each device. When finished, click OK button to save the changes, or click Cancel but-
ton to discard changes.

m It may take a few seconds for the new ID numbers to take effect.

Device Configuration

Export Device Configuration

The gateway provides an option, Download to PC, to export the existing configured devices
configuration in XML format.

Import Device Configuration

The gateway provides an option to import new configuration, Upload, for connected devices
in XML format. Once the import file is uploaded, the gateway downloads the new configura-
tion to the connected devices. This option simplifies and automates devices configuration.

The details of the XML format are provided in Appendix.

m ABB’s AWIN WirelessHART Gateways Configurator (3BNP102928) can be used to
import, edit and export device configuration. For further details, refer to Bulk
Configuration Guide (4JNO0O00307).

Instrument Table

Click Configuration > WirelessHART > Instruments in the left navigation column to view the
number of devices in the WirelessHART network.

This page has similar information as shown in Devices page. However, it has information
about the burst commands cached in the gateway.
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Figure 16:

6.9 Network Statistics

Click Configuration > WirelessHART >

Instruments table screen

Network Statistics in the left navigation column to

view the topology of WirelessHART network.

This page is designed to show the connection status and connectivity information of con-
nected devices, along with information about the routing structure of the network. This page
shows the topology information in a table rather than on a map. User can expand each de-
vice connectivity information to see its neighbors. The page also shows the summary of key

performance indicators.
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23 HARTIP
) Port Confiouration

) usernamesPasswords

[2) Store Retrieve Settings
23 Maintenance

£) Fitmware Undate

) utilitics

2) Reboot
23 Monitoring/Reports

D system Log
Exnand All _ Collapse All

Figure 17:
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Network Statistics screen
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IP Configuration

Click Configuration > Network Interface > IP Configuration in the left navigation column to
show the Local Area Network (LAN) configuration parameters.

FREPEP AWIN GW120
- Logout
-
P— LAN IP Configuration
2 o Link Speed and Duplex
H= LAN Link Auta ~
Ethemnet IP Configuration
Usa DHGP to get an IP address
) Specity a static IP address
P IP Addross 172),[16 | [16 | [z
265 |.[255 |.[252 [0
AWIN GW120 LAN Subnet Mask 55 |
[ Homa LAN Detault Gateway 172).[16_|[16 |1
3 AWIN GW120 Information
0 General DNS1 o o Lo Lo
=39 Contfiguration
) Genaral DNS2 o JJo o [0
3 WirslenaHART
2) Gateway Profile
— oumten o e
3 pevices
2 instruments
) Metwork Statistics
&3 Hetwork intertace

) LAMIP Configuration i

= MODBUS
3 moo

E) Syatem Log
Expand Al Collanss All Copyright 2021 ABB
All sights reserved

Figure 18: IP Configuration screen

The buttons and fields in this window are:

— Link Speed and Duplex determines the speed of the communication channel. Leave the

setting at AUTO if not sure about the link speed. If manual option is selected, then the
connected device must be set to the same speed.

— Ethernet IP Configuration selects the method your network uses to obtain IP addresses.

If using static IP addresses, enter the IP address assigned to the gateway. Each device on
the network must have a different IP address.

If a DHCP server is on the network and will assign IP addresses to the AWIN GW120, click Use
DHCP to get an IP address radio button.

m If the IP address is changed from the factory default, you will need to know this
to log back into the gateway for future configuration changes.

Enter a “LAN Default Gateway,” if desired.
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Modbus Configuration

Click Configuration > MODBUS > MODBUS Configuration in the left navigation column to
show the Modbus Configuration parameters.

‘.“\==== AWIN GW120
= Loget
-
o= MODBUS Configuration
T y
E = Mapping Configuration e
b «Auto  Manual
Import Modbus Mapping from XML file
> "
AWIN GW120 _ B
B tome BRI Maprings Submit
=3 AVWIN GW120 Information
3 Configural tion
) Genaral
= WirelsaaHART

3 Metwerk intertace
[ LANIP Configuration
3 Mopbus
) moosus Contiauration
) mooBus Mannings
S HARTAR
[ Port Confiouration
5 usemames/Passwords
() store Rewieve Settions
=4 maintonance
) Fiemware Undate
2 usitities
) Reboot
23 manuennaiRenors
() System Log
Exwand Al Collanss All Copyright 2021 ABB
All rights reserved

Figure 19: Protocol Configuration screen

The gateway offers two options for Modbus configuration.

— Auto (default option): If this option is selected, then the available gateway and devices’
parameters are automatically mapped to the holding registers.

— Manual: If this option is selected, then the user must also provide the custom Modbus
map they wish to use. The map must be uploaded using the Browse option followed by
Submit button. For details on the Modbus file structure refer to the section Modbus Im-
port File Structure.

In the Modbus TCP Port field, enter the Ethernet port number. The default is 502. Click
Submit to save changes. The device must be rebooted for the changes to take effect.

User can also export the Modbus map as-is currently configured in the gateway using the Ex-
port Mappings button on this page.

Modbus does not natively guarantee secure communication. Any node able to com-

@ municate with the AWIN GW120 via Modbus can perform unwanted changes or
misconfigurations that may disrupt the intended operation of the AWIN GW120
and the connected systems to it.

It is recommended to limit the Modbus communication within trusted networks
and to strictly control accesses to such networks.
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Modbus Map

Click Configuration > MODBUS > MODBUS Mapping in the left navigation column to show
the current Modbus map.

AWIN GW120

Modbus Mappings

Reliability: 40000
Stability: 40002

Latency: 40004
Packets Lost Up: 40006
Time: 40008
[ Data Age: 40010
Status: 40011
ol R WirelessHART Device Count: 40012
) Homs Total Device Count: 40013
3 AWIN GW120 Information T ety Ei )
) genssan
=3 Configuration
8 general Loop PV SV TV QV Device Battery Dovice Extended ... Numberof
S E——— LongTag curent PV SV TV QY g Siale Stale Stale Status Life  Yarable Statug  WVirelessHART
B » Brom Codes  Status Neighbors
) Metwors Contigura COMO_WI2 40100 40102 40104 40106 40108 40110 40111 40112 40113 40114 40115 40120 40117 40118 40119
£ pevices ComMo_wi 40130 40132 40134 40136 40138 40140 40141 40142 40143 40144 40145 40150 40147 40148 40149
5) 1ostivments
) Metworn Statistics
‘2l Network Interface
) LAMIP Configuration
‘A MODDUS
5) mopey's Connguration
£) MODBUS MARRING:  offem—
=d HARTIP
) Bort Contiouration
B usernemewr; "
) store Beuieve Settinas

=3 Maintenance

2 Firmwars Undats
£ uiilities

) revont

3 MonitonoiBenoris

) Svatem Log
Espand Al Collanss AN

Copyright 2021 ABB
Al sights reserved

Figure 20: Modbus Mapping screen
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6.13 HART-IP Configuration

Click Configuration > HART-IP > Port Configuration in the left navigation column to show
the port configuration parameters.

. Logeur

-
— Protocol Configuration
%
& w
E = - Gateway Poling Address: | o wwass
HART IP
=
= Enabled Type
AWIN GW120 Custom Port 1: ® TCP () UDP
B tome o
: @ UDP
- AVYIN GYY120 Information Custom Fort 2 L TCP uD
Custom Port 3: & TCP O UDP (5004
Custom Port 4: TCP @ UDP  |[s004

2 Metwork Statistics

3 Nework intertace
) LaNIP Configuration

3 mopbus
£) MoDsus contiguration
9 mooous Mappings

4 MARTP

1 Port Confiouration e
B usenamesPasswords

[ store Rewievs Semngs
/24 Maistanance
) Ewmware Undate

) utitities

) Bsbeet
3 Monitorina/Reports

D syatem Lo
Expand Al Collapse Al

Figure 21: HART-IP Configuration Screen

The options presented in this window are the following:
— Gateway Polling Address

The operator can provide the desired gateway polling address from 0 to 63. To confirm
the change, submit the update button.

— HART-IP Ports

The gateway allows up to four ports to be used for HART-IP communications. Each port
can be enabled and disabled using the provided checkbox.

Custom port 3 (TCP) and port 4 (UDP) are assigned to 5094 (it is the default HART-IP
port).

Custom port 1 (TCP) and port 2 (UDP) are assigned to 20004 (it is used by WDM soft-
ware).

To confirm the change, click Submit button.

communicate with the AWIN GW120 via HART-IP can perform unwanted changes
or misconfigurations that may disrupt the intended operation of the AWIN GW120
and the connected systems to it.

@ HART-IP does not natively guarantee secure communication. Any node able to

It is recommended to limit the HART-IP communication within trusted networks
and to strictly control accesses to such networks.
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Passwords

There are administrator password and monitor password. The administrator can make
changes to the configuration, whereas a monitor can only view information.

To change or set passwords, click Configuration > Username/Passwords in the left naviga-
tion column. Passwords must be 10 characters long.

FR.EPEP AWIN GW120
e Logaut
B Configuration - Usernames/Passwords
g -
3 — .
Admin Username admin
- Old Admin Password
= New Admin Password
AWIN GW120 Ratypa Now Admin Password
B Home
=3 AWIN G120 Infermation
o Change Monitor Username/Password
3 Configuration
3 general Monitor Username Monitor
- WircleaaHART
0 gatewsy Protie ‘Ol Monitor Password
D) et St New Monitor Password
) pevices

Retype New Monitor Password

Matwork intertace
0 LaN 1P Contipuration
3 MODBUS

8 mMoDBY S Confiouration

submit

0 mooays Mirnines
S HARTAP
£ Post Configuration

1 Eirme are Undate
) Utilition
1 Bsbent
5 Monitorinalzenorts
D system Lo0
Expand All  Collanss All Copyright 2021 ABB
All rights reserved

Figure 22: Configuration - Username/Password Modification screen

Store and Retrieve Settings

The Configuration > Store Retrieve Settings screen provides the following options:

— Factory Default - it can load the factory default parameters. To do so, select Set Factory
Defaults.

| In this case, IP address is not restored to factory default. It remains as-is. How-
|—'\ ever, if you want to also reset IP address, you can use hard reset option.

— Upload Configuration to device - it can upload the configuration to the gateway from a
previously saved file. User must “Choose” the Config file, add “Passphrase”, and click
“Send Configuration to Device”.

— Send Configuration to File — it can export gateway’s existing configuration to a PC’s hard
drive. A “Passphrase” is required.

— Export As-Built Configuration - it can export gateway’s existing configuration in text for-
mat. It will only export configuration of connected devices.

A 10-character passphrase is required to protect/validate the file before it can be

m saved or retrieved from a PC. It prevents unauthorized users from applying the sys-
tem configuration file to an unauthorized access point to gain access to the net-
work. Always record this passphrase when saving a configuration file. It will need
to be re-entered each time that specific configuration file is uploaded to the AWIN
GW120.
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Figure 23: Configuration - Store Retrieve Settings screen

6.16 Maintenance

6.16.1 Firmware Update

Click on Maintenance > Firmware update in the left navigation column to view the current ver-
sion of firmware and install a new version (see Figure 24).

ABB AWIN GW120
=

Logout
—— Software Updates
= o
H:' Name of File to Download
~- Enter the file name with the full path or click Browse to select the file.
| Choose File | No file chosen
=
Current Firmware Version: Version

AWIN GW120

E) Home
3 AWIN GW1Z0 Information

Update Firmware

S3mooous
9

D Port Gonfiouration
1) usermamesPasswords

'3 Menitgdino/Benorts
2 system Log

Expand Al Gollanse Al Copyright 2021 ABB
All nights reserved

Figure 24: Firmware Update screen

To install a new version of firmware, download the firmware to a local drive on the connected
computer. Enter the file path in the field or click Choose file button to locate the file. Click
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Update Firmware button to install the update. Follow the messages that appear during the
update process.

Utilities
Click Maintenance > Utilities in the left navigation column to access the “Utilities” screen
(see Figure 25).

The “Utilities” screen includes a field to enter an IP address or host name. Click Ping button
to find out if it is connected and functional.

The “Utilities” screen also includes an Auto Logout Timer field. If no activity occurs from the
user within the selected time, the web manager will logout. Click the desired radio button
and then click Submit button. The factory default setting is “Disable.”

The “Utilities” screen also includes a Reform WirelessHART Network option. The user can re-
form the WirelessHART network established by the gateway by clicking “Reform Now” but-
ton.

"“==== AWIN GW120
- Logeut
-
— Utilities
T
Ping
tH R
rira
Auto Logout Timer
& +) Disable.
10 Minutes
AWIN GW120 80 Minutes
[E) Homs Subenit
= AWIN GW120 Information Reform WirelessHART MNetwork

Retorm Now

) Metworn Staustcs
23 Matwork Interface
) LANIP Confiauration

3 HARTAR
1 Port Confiouration
mames/® "

Exuand Al Collorss Al Copyright 2021 ABB
All ights reserved

Figure 25: Maintenance- Utilities screen

Reboot

Click Maintenance > Reboot in the left navigation column to reboot the WirelessHART gate-
way (see Figure 26).
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Click the button below to restart the device.
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Figure 26: Maintenance- Reboot Screen

This allows a WirelessHART gateway to be rebooted without having to physically access the

gateway.

System Logs

Click Monitoring/Reports > System Log in the left navigation column to access the system
log screen. This screen allows viewing of the “System Log”.

o
EI.

o

AWIN GW120
B Home
3 AWIN GW120 Information
B general
23 Configuration
1) Gensral
3 WirslessHART
) Gateway Profite
) Network Contiouration
) pevices
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) Network Statistics
=]
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3 MoDBUS
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23 MART.IP
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Passwords
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23 Maintenance
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) Reboot
23 Monitoring/Reports
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‘\I‘I‘ AWIN GW120
- Logeut
-

Monitoring - System Log

Update Export

ALERT WHGS.alert.log.app.application - AWIN GW120 - 07.01.20;
Request HART COMMAND = 3

Response HART COMMAND = 3

Mote Id = 2

Slave Id = 1

MAC = 00-1B-1E-1A-9A-00-0A-B3

Burst Mode = 0

Response Code = 0

CallBackld = 102097

ALERT lert.log.app.application - AWIN GW120 - 07.01.20:
DUST Notification:

<data>

<motelc </moteld:>

<macAddr>00-18-1E-1A-9A-00-0A-EA</macAddr>
<time>1625157312015</time>
<isRequest/>

7</counter>
asn>
< sport>

<payload type='80'>5000</payload>
</data>

Copyright 2021 ABB

All rights reserved.

Figure 27: Home screen with monitoring/report options in the left navigation column

The system log may be requested to assist personnel during device troubleshooting. This
page may take a few seconds to load or alternatively click the "update" button.
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Monitoring

The AWIN GW120 gateway provides a user account for users which are interested in only read-
ing data from the gateway.

To view these pages login to the gateway using the following credentials:
— Username: monitor

— Password: monitor

m If the username or password was changed then insert those credentials on login
screen.

View Gateway Status

After login, the home page shows the following basic information about the AWIN GW120
gateway. It also shows a traffic light, with current gateway status.

— Red light means system error.

— Orange light means configuration download (or settings implementation) in progress.

— Green light means all good.

User: Monitor

‘. .l .. &~ T 00:50:48
" .. .- ime: .50:48

Last refreshed at: 00:50:17

Gateway State: [ X )

General Info

37 Days 09:30:39

Field Devices
AWIN GW120

Network Information

Gateway IP Address:

Logs

Subnet Mask:

Figure 28: Monitor user Home screen.
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VIEW DEVICES DATA AND STATUS

View Devices Data and Status

After login, select Field Devices page. It shows devices data and connectivity information.
Pages are refreshed automatically.

User: Monitor

Time: 00:51:13

ABBD

Last refreshed at: 50:58

Home

Network Information

Logs

Field Device Information

Loop Routing  Battery Conn
Device#  LongTag  Current PV sv ™v Qv status Life Mac Address Timestamp st
1 COMO_WI12 NaN 0.101 0.046 22.150 NaN Enabled 9563.000 00:1B:1E:TA9A:00:0A:83 00:51:07 Oper
2 coMo_win NaN 22.280 21.000 22.280 NaN Enabled 6224.000 00:1B:1E:1A:9A:00:0A:EA 00:51:07 Oper

7.3

Figure 29: Monitor user Field Devices screen.

View WirelessHART Network Topology

After login, select Network Information page. It shows devices topology information in a ta-

ble format.

Field Devices

Network Information

Logs

Total Statistics

Number of connected devices 2
Reliability  100.00000¢
Latency deviation 1.909000
Gateway remaining devices 246
Home
Gateway remaining bandwidth 99.720%

Devices Connectivity & Statistics

Active Path Stats

Number

Number Number of Path
Device Number of of Active Inactive  Hopsto  Latency  Bandwidth RSSI  Stability Traffic
# Long Tag Status of Joins i i ig Gateway  (sec)  (msec/packeth  (dBm) %) PKT/Links)
1 Operational 1 1 L] 1 1.562 25175 =51.000 98.180 0.051
1 1 0 1 2318 36364 55000 81450 0119
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Figure 30: Monitor user Network Information screen.
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MONITORING

Log File, Alarm & Warnings

After login, select Logs page. This page shows two things:
— Complete system logs - records of all system interactions

— Alarms and warnings - records of only major events. It includes device dropout, rejoin,
network manager reset and battery warning.

User: Monitor

"k == == Time: 00:52:48
Last refreshed at: 00:52:20

System Log m

tHome) allBackid

Field Devices

Network Information

Figure 31: Monitor user Logs screen.

System Information

After login, select System from the top drop-down menu. It shows firmware information.

User: Monitor

Al IB .5 ime: 00:50:
‘ . l Last refreshed at: 00:

System Info

Firmware version:
Hardware version: Rev. 02
Firmware updated on Tue Jan 19 14:08:17 2021

Product Type: AWIN GW120

Home
Field Devices
Network Information

Logs

Figure 32: Monitor user -System Information screen
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8 Troubleshooting

8.1 LED Indicators

Figure 33 shows the LEDs location on the front of the gateway itself. Unmarked LEDs are ex-
plicitly pointed in the figure.

*# AWIN GWi20
ST MESH B8

LINK: 1000Mbps LAN NETWORK \' Ao PR

1
LINK: 10/100Mbps LAN NETWORK et (B
DATA: TRANSMISSION/RECEPTION

Figure 33: AWIN GW120 LED locations

Table 14: Color code

LED name Description

ST (multi color) STATUS
Flashing (green) - device initializing
Flashing (red) - device rebooting or error recovery
ON (green) - power/device active

MESH (green color) DEVICE(S) CONNECTIVITY
ON - WirelessHART device(s) connected
OFF - No WirelessHART devices found/connected

ERR (red) ERROR
OFF - no errors
ON - internal error

RED OFF - not in use
PRI OFF - not in use
P1, P2 (green color) 1000Mbps LAN NETWORK (Top LED)

ON - 1000Mbps LAN connected
OFF - 1000Mbps LAN not connected 10/100Mbps LAN

NETWORK (Bottom LED)

ON -10/100Mbps LAN connected

OFF - 10/100Mbps LAN not connected

Flashing (green) - Transmission/Reception ongoing

S1, S2 (green color) OFF - not in use
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8.2

TROUBLESHOOTING

General Troubleshooting

When troubleshooting a WirelessHART network, the first step is to check the power and an-
tenna connection. Once that has been established, check that the gateway is powered on by

looking at ST LED.

Refer Table 15 to identify various problems and possible solutions.

Table 15: Troubleshooting procedures

Problem

Solution

Unable to open Webserver

1. Ensure power is applied to AWIN GW120.

2. Ensure cableis connected between PC and AWIN GW120. If so, LINK
LED is ON.

3. Verify network settings of PC match network settings of AWIN GW120.
They should be on same subnet. Confirm IP addresses of LAN inter-
face. If IP address is unknown, the AWIN GW120 can be hard to reset.
This will result in factory default configuration, and all previous config-
uration will be lost. See Section Basic Features of AWIN GW120 Gate-
way for details.

4. The LAN Link and Duplex selection in the AWIN GW120 should match
the settings of the connected wired network. Select Auto if in doubt.

5. If the device still retains the error state, then try soft or hard reset.

WirelessHART

field devices take a long
time to connect to the net-
work or WirelessHART field
devices are not communi-
cating to the AWIN GW120
gateway

1 Loginto the AWIN GW120 and verify that Active Advertising is on. By
default, Active Advertising is ON for 60 minutes. This feature can be re-
activated for adding new devices to the network more quickly.

2 Verify that the field devices are powered up and also verify the correct
Network ID and Join Key are programmed into the devices. Make sure
to use the proper decimal and hexadecimal representations of the Net-
work ID and Join Key, as they can vary between vendors.

3 Make sure that the devices are within the communication range of the
gateway or another WirelessHART device configured in the same net-
work.

4 Make sure that there is no competing WirelessHART gateway with
same Network ID and Join Key running in parallel in the target cover-
age area.

Error LED illuminates after
bootup

Log into web manager, if possible, to check the status of the AWIN
GW120. If it states on Home page: “Error Retrieving AP Mote Data From
Network Manager”, then wait for at least two minutes to let the gateway
clear the error itself. If it persists afterwards, then reboot the gateway. It
can be done through the reboot option in the maintenance menu. If it is
not possible then power cycle the gateway.

Error LED illuminates

If the gateway is subjected to excessive ethernet frames (or data/broad-
cast storm) then it can result in reduced performance and in extreme
cases may result in freeze of communication in the gateway.

In such event, normal operation can be resumed by removing the cause of
the “data/broadcast storm” and physically restarting the device by power
cycling.

54
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Problem

Solution

In exceptional cases where a reboot does not fix the problem then the de-
vice must be reset. Either Set Factory Defaults (soft reset function) or
Hard Reset options can be utilized.

Status: “Network Manager
Queue Full”

Slow down the scan rate of the host system (the network queue can store
100 messages and can be overloaded if scanning occurs too quickly).

Modbus Exception

Verify Modbus register addresses.
Verify WirelessHART field device, adapter or wired HART device supports
the command.

Trying to read data from unmapped register will result in exception.

Trying to read data from a device during handshaking state will result in
exception.

Device connects and discon-
nects

If the device does not have good radio signal, then it can have unstable
connection. This can be seen by looking into RSSI, latency, stability and
number of joins in network statistics page. If the number of joins keep go-
ing up, then add repeater nodes (if possible) to improve network reliability,
stability and availability.

RSSI of the device’s active link should be better than -75dBm.

Unable to connect new de-
vice

If it is not possible to add a new device, make sure that there is remaining
capacity left in the gateway to add new device. To check, login to the net-
work statistics page. Up to 100 devices can connect to AWIN GW120.

Connected devices number can be reduced to 8 if all devices burst 3 mes-
sages simultaneously at 1sec update period.

I/O Schedule Upload Failed

When downloading the devices configuration to a gateway where some
devices are offline will result in this error. This error is followed with a sum-
mary of device(s) which failed. For all other devices, configuration upload
is successful.

Try to bring the offline device online and import again.

Low battery lifetime

If a device shows low battery lifetime then replace its battery by following
the service manual of that device.

Radio signal is weak

Make sure there is clearance around the antenna. Look into the guidelines
for installation of antenna in the antenna used in the setup.

Weak mesh network

Login to the network statistics page and verify that each device can com-
municate to at least 3 neighbors (recommended). If so, the device row will
be color coded green.

If not, make sure that all connected devices are operating as mesh nodes
(i.e., routing enabled). You can verify this by logging into the monitor ac-
count and looking at Devices Information page. To enable/disable routing
status the user can use Devices Configuration import file.

Port is closed or device is
unresponsive.

Check that the limits are not reached:
Maximum 4 Modbus clients can connect simultaneously.

Maximum 10 HART-IP clients can connect simultaneously.
If the limit is not reached, then wait for up to 5 minutes for the service to
restart, port to open.

If the gateway remains in closed state and does not recover itself within
few minutes, then simply reset the device by power cycling.

If the device still retains the error state, then try soft or hard reset.
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TROUBLESHOOTING

Problem

Solution

Device is stuck in handshak-
ing state

Reboot the device stuck in handshaking state. If not possible, then reform
network or power cycle the gateway.

Note: Power cycling the gateway or reforming the network will force all de-
vices to drop off the network and reconnect. This will impact network
availability.

Error Retrieving AP Mote

Wait for System Recovery to automatically initiate system recovery. It is of-

Data From Network Manager|ten seen during the boot up process. If this error is persistent after 10+

minutes of boot up then a power cycle may be required.

Network Manager Has Reset

| Wait for System Recovery to automatically initiate system recovery. It is of-
ten seen during the boot up process or during network configuration. If
this error is persistent after 10+ minutes of boot up then a power cycle
may be required.

8.3 Modbus Exception Codes

The following exception codes are supported.

Table 16: Exception codes

Exception code

Meaning

0x01 ILLEGAL_FUNCTION

No request bytes present.

0x02 ILLEGAL_DATA_ADDRESS Starting address does not exist in mapping.

Ox03 ILLEGAL_DATA_VALUE

Starting register valid, but length of requests spans at least one un-
mapped register.

WirelessHART device is disconnected in simplified in mapping.

0x06 SLAVE DEVICE BUSY

Slave is engaged in processing another command. Retry later.
This can happen when:

— The data is stale. This can be either because the data is old, or be-
cause the device is responding with a non-successful response
code.

— Thereis an update to the Modbus mapping in progress.

Ox0b GATEWAY TARGET DEVI
FAILED TO RESPOND

Indicates that no response was obtained from the target device.
This can happen when:

CE Device is disconnected.

~ Sending request to WirelessHART network failed.

To avoid Modbus exception notification, read each individual device data inde-
pendently. In a case of device disconnection, if you try to read data from multi-
ple devices in one block read, it will result in complete Modbus block read error.
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GOOD TO KNOW HOW TO CREATE A GATEWAY BACKUP?

9 Good to Know

9.1 How to Create a Gateway Backup?

To create a gateway backup, follow these steps:

1.

2.
3.

Log onto the gateway as admin.
Browse to Store and Retrieve page.

Under Save Device Configuration to file, add a “passphrase” and click Save Configu-
ration to File. Follow the instructions on the screen. This will save the gateway con-
figuration but not the Modbus map.

Note: Record Passphrase for future use.
Browse to Modbus Configuration page.
Click Export Mapping and save the Modbus map file.

Note: These two files now are part of the backup.

9.2 How to Replace a Gateway by Restoring a Previous
Backup?

To replace a gateway, or restore to a previous backup, follow these steps.

1.
2.
3.

Log onto the gateway as admin.
Browse to Store and Retrieve page.

Under Upload Configuration to device, add the “passphrase” and click “Choose File”.
Follow the instructions on the screen. Select the previously saved Configuration file.

Note: The Passphrase is the same which was used to generate the Configuration file.
Browse to Modbus Configuration page.
Select Manual mode.

Click Browse and choose the previously saved Modbus map file. After successful im-
port, select Submit.

Go to Maintenance > Reboot page and reboot the gateway. After reboot the gateway
should be restored to the previous backup.

9.3 How to Replace a Malfunctioned Device?

To replace a device, follow these steps.

6.

Create a backup of the Modbus map. Browse to Modbus Configuration page and
click Export mapping.

Disconnect the device to be removed.

Once disconnected, delete device via right-click functionality in Devices webpage.
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HOW TO CHANGE DEVICE TAG NAME? GOOD TO KNOW

9.4

9.5

58

9. Once deleted, turn on new device to join network. If the device is already configured
with same device tag then simply proceed to step 5. Else, you can use either the
HART handheld, ABB FIM or AWIN WirelessHART Gateways Configurator to change
tag name. Refer to their user manual for details.

10.Afterwards, go to Modbus Configuration page, select Manual mode and import the
Modbus map saved in Stepl.

Note: The device’s Long Tag can be changed at any time via the 10 Schedule.

How to Change Device Tag Name?
The long tag of a device can be changed by using HART handheld, ABB Asset Vision Basic,
ABB FIM and AWIN WirelessHART Gateways Configurator.

Refer to the user manual of these products for detail procedure. For using AWIN Gateways
WirelessHART Configurator refer to document number 3BNP102911.

How to Use Remote Antenna?

In general, for non- hazardous area deployments, a standard 2.4GHz antenna can be used. Re-
fer to the antenna user manual for details.

As an example, see the following illustration for remote antenna connectivity with AWIN
GW120.

AWIN GW120
WirelessHART Gateway
Antenna O
o Q
T,
Barrier
- O
- Q
| ”“ q
L
cable cable

Figure 34: Example of remote antenna assembly
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GOOD TO KNOW HOW IS BATTERY LIFE CACHED IN THE GATEWAY?

9.6 How is Battery Life Cached in the Gateway?

The battery life of a device reported in the gateway webpage and on Modbus connection is
populated as follows:

— Gateway checks for response to Command 778.
— Gateway checks for device variable code 243 (“battery life”) in Command 9.
— Gateway checks for variable units code of 53 (“days”) in Command 3.

If a valid message is received, then battery life is set.

Battery life will be displayed as 65535.000 until battery life value is reported by de-
m vice in burst message. Initially, it may take some time to populate.
Battery life of 65535.000 is also displayed for loop powered devices.

9.7 What Happens When Multiple Devices Have Same Tag
Name?
If same tag name is used by multiple devices in the same WirelessHART network, then they
will still join the network but will not operate as desired on Modbus connection. Modbus map

is assigned based on Device’s tag name. Therefore, every device should have a unique tag
name, else Modbus exception will occur.

9.8 What Value is Displayed on Modbus Registers when a
Device Goes Offline?

— When a device goes offline the PVStale, SVStale, TVStale and QVStale reports zero value.

— Communication status register also shows device disconnection. However, this does not
happen immediately.

— Trying to read data from Modbus registers of a disconnected device will result in Modbus
exception.

9.9 What Value is Displayed on the Gateway Webpage
when a Device Goes Offline?

— When a device goes offline the Devices page (in admin account) marks the device as dis-
connected with a red color row entry.

— When a device goes offline the Devices page (in monitor account) marks the device as
idle.

— Thelast recorded device values are displayed on the webpages.
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HOW TO CHECK THAT WIRELESSHART NETWORK IS GOOD TO KNOW
OPERATING AS NORMAL?

9.10 How to Check that WirelessHART Network is
Operating as Normal?

Gateway’s good health status can be verified by two means:
(1) Check via LEDs status on the hardware.
(2) Check traffic light on the gateway’s webpage.
Check LEDs
— ST LED s solid green.
— MESH LED is solid green, if WirelessHART devices are connected.
— ERRLED is off.
Check Gateway’s Webpage
— Login as ‘monitor’ user.

— Check traffic LED on the ‘Home’ page. It should be green color.

9.11 How to Check that you have a Strong WirelessHART
Mesh Network?

— Login to the Gateway as admin user.
— Select Network Statistics page.
— Every device shall have 3 or more neighbors (recommended).

— Active path RSSI shall be better than -75 dBm (recommended).

9.12 What to do if you have Duplicate Tag Names?

Only unique tag names of devices shall be used with the AWIN GW120. Refer to section 9.4 for
details.

9.13 Reference Architecture - AWIN GW120 Connectivity
for Gateway Configuration

The user can access the webserver of the gateway by connecting to the gateway using ports
P1/P2 on the gateway itself. The user can connect directly to the gateway or via a local net-
work (See Figure 35). The user is automatically logged out of the webserver when the inactiv-
ity timer expires.

Login to the webserver is not required during normal operations. It is only needed
m for setup or troubleshooting.
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GOOD TO KNOW REFERENCE ARCHITECTURE - AWIN GW120

9.14

9.15

CONNECTIVITY WITH CONTROL SYSTEM

~

Ethernet cable

AWIN GW120 Gateway (=) L' X AWIN GW120 Gateway  [) Ll :

Ethernet network

configuration configuration

LR Y

(a) (b)

Figure 35: AWIN GW120 configuration via (a) direct connection, or (b) network to a PC

Reference Architecture - AWIN GW120 Connectivity
with Control System

During normal operations, AWIN GW120 will be connected to a Modbus network.

It is used for communicating wireless instruments data to the control systems (such as PLC,
DCS). See Figure 36 for illustration.

Field network - ModbusTCP

Figure 36: AWIN GW120 connectivity to control system (AC800M)

Reference Architecture - AWIN GW120 Connectivity
with FIM Software

The wireless devices connected to the AWIN GW120 gateway can be configured using ABB’s
FIM software. This software uses HART-IP protocol and connects to the AWIN GW120 gate-
way. See Figure 37 for details. A firewall is recommended to be connected between field net-
work and plant network.
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REFERENCE ARCHITECTURE - AWIN GW120 GOOD TO KNOW
CONNECTIVITY WITH ASSETINSIGHT

Plant-Network S Fim
&
l wmury Firewall
!

=
Field network, HART-IP |

[ ';I
g = & a <:IConﬁguringwirelessdevices

Figure 37: AWIN GW120 connectivity with FIM

9.16 Reference Architecture - AWIN GW120 Connectivity
with Assetinsight

Collecting data from wireless condition monitoring sensors (e.g. Smart Sensor HCHC) re-
quire HART-IP protocol. The data is then communicated to Assetinsight via WDM. See Figure

38.

7 ] Diswributed
L 5 ABE Ability Assetinsight™  CORTTOl system
- ! Assat Management
= = .
g "
= I
Vibration analyses Tool kits —

(L, § WiMon Condition Monitor ABE WiMon
| AR Analyst - Data Manager

Field network, HART-IP

s

Figure 38: AWIN GW120 connectivity to Assetinsight
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GOOD TO KNOW HOW TO DISPOSE THIS PRODUCT - END OF
LIFECYCLE?

9.17 How to Dispose this Product - End of Lifecycle?

This product is compliant with European Directive 2012/19/EU, which is concerning waste of
electrical and Electronic Equipment. For notes on disposal in Europe visit www.abb.com.
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WIRELESSHART FIELD DEVICE DATA AVAILABLE FOR MODBUS MAPPING

Appendix A. Appendix

Appendix A.1 WirelessHART Field Device Data Available for
Modbus Mapping

The following data (see, Table 17) is available from WirelessHART devices in the gateway. This
data is available for communication over ModbusTCP link.

]

Space in holding registers is reserved for device variable codes but are currently

not supported.

Table 17: WirelessHART devices data available for Modbus mapping

Status

Integer

Parameter Register Length |Data Type Description
Loop Current 5 Floating Point Loop current of a device in the network
PV 2 Floating Point |Primary variable
SV 2 Floating Point |Secondary variable
TV 2 Floating Point |Tertiary variable
Qv 2 Floating Point |Quarterly variable
This variable is set to ‘1’, meaning NEW, if the
Unsigned 8-bit |a..St recorded PV val.ue was received within‘ 3
PVStale 1 Integer times the burst period of command 3 set in
that device. If the PV value is outdated then the
value is set to ‘O’, meaning OLD data.
This variable is set to ‘1’, meaning NEW, if the
Unsigned 8-bit Ia‘lst recorded SV vaI}Je was received within‘ 3
SVStale 1 Integer times the burst period of command 3 set in
that device. If the SV value is outdated then the
value is set to ‘O’, meaning OLD data.
This variable is set to ‘1’, meaning NEW, if the
Unsigned 8-bit Ie‘lst recorded TV val.ue was received within‘ 3
TVStale 1 Integer times the burst period of command 3 set in
that device. If the TV value is outdated then the|
value is set to ‘O’, meaning OLD data.
This variable is set to ‘1’, meaning NEW, if the
Unsigned 8-bit I;‘ast recorded QV va!ue was received withir) 3
QVStale 1 Integer times the burst period of command 3 set in
that device. If the QV value is outdated then
the value is set to ‘0’, meaning OLD data.
Device Status 1 Unsigned 8-bit |As specified in HART specification.
Integer
Remaining days for battery powered devices.
Battery Life 2 Floating Point |For line powered devices it is set to 65535.000
(decimal format).
Extended Device 1 Unsigned 8-bit | Taken from Command 48 and is defined in
Status Integer HART specifications’ Common Table 17.
Communication 1 Unsigned 8-bit |Reported as 1 (device connected) &

0 (not connected)
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APPENDIX

WIRELESSHART NETWORK STATISTICS DATA AVAILABLE FOR MODBUS MAPPING

Parameter

Register Length |Data Type

Description

Number of Wire-
lessHART Neigh-
bors

Unsigned 8-bit
Integer

Number of neighbors of a device

Appendix A.2 WirelessHART Network Statistics Data
Available for Modbus Mapping

The following data (Table 18) is available from WirelessHART gateway itself related to the
overall network statistics. This data is available for communication over ModbusTCP link.

Register Description
Parameter 9 Data Type P
Length
The percentage of data packets generated
Reliability 2 Floating Point by motes (or accepted via send API) that
the manager received.
The ratio of number of acknowledged
Stability 2 Floating Point packets by the total number of packets
transmitted.
The average time required for a data
Latency 2 Unsigned 32-bit Integer | packet to travel from the originating mote
to the manager.
Packets Lost > Unsigned 32-bit Integer Total number'of lost upstrgam packets
Upstream across all devices and sessions.
Current time of the gateway. Seconds since
Time 2 Unsigned 32-bit Integer | Epoch according to system’s real-time
clock.
This value is seconds elapsed since last up-
Data Age 1 Unsigned 16-bit Integer | date of network statistics data. Statistics
are averaged over a period of 15 minutes.
Status 1 Unsigned 16-bit Integer O —Normal, 2 - WirelessHART queue or
stack is full.
. Number of native WirelessHART devices
WirelessHART . . . . :
. 1 Unsigned 8-bit Integer (excluding gateway and wired instruments
device count . -
[i.e. sub devices]).
. Number of total devices in the network (ex-
Total device . . . . . : .
1 Unsigned 8-bit Integer cluding gateway but including wired instru-
count . .
ments [i.e. sub devices]).
. . Number of live devices in the network (ex-
Live device . . . . . . :
count 1 Unsigned 8-bit Integer cluding gateway but including wired instru-

ments [i.e. sub devices]).
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Table 18: WirelessHART gateway parameters available for Modbus mapping

65




AUTOMATIC MODBUS MAPPING STRUCTURE

Appendix A.3 Automatic Modbus Mapping Structure

Mapping for Field Devices

Table 19: Mapping for Field Devices

APPENDIX

Parameter Device no 1in list Device no 2 in list
Start Register End Register Start Register End Register

Loop Current 40100 40101 40130 40131

PV 40102 40103 40132 40133

SV 40104 40105 40134 40135

TV 40106 40107 40136 40137

Qv 40108 40109 40138 40139

PVStale 40110 - 40140 -

SVStale 40111 - 40141 -

TVStale 40112 - 40142 -

QVStale 40113 - 40143 -

Device Status 40114 - 40144 -

Battery Life 40115 40116 40145 40146
Extended Device Status 40117 - 40147 -
Communication Status 40118 - 40148 -

Ezirgss;?: WirelessHART 40119 ) 40149 )

Note the following important information:
m e For every device, 30 registers are reserved. All new devices joining the network

are allocated registers in ascending order.

e Devices are assigned registers in the order they join the WirelessHART net-
work.
e Gateway supports function code 3 and holding registers only.

e Modbus ID (a.k.a Slave ID) of the gateway is fixed to 255.

Mapping for Gateway Parameters’ Itself

Table 20: Mapping for Gateway Parameters

Parameter Start Register End Register
Reliability 40000 40001
Stability 40002 40003
Latency 40004 40005
Packets Lost Upstream 40006 40007
Time 40008 40009
Data Age 40010 -
Status 40011 -
WirelessHART device count 40012 -
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APPENDIX AUTOMATIC MODBUS MAPPING STRUCTURE

Parameter Start Register End Register
Total device count 40013 -
Live device count 40014 -
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MODBUS IMPORT FILE STRUCTURE

Appendix A.4 Modbus Import File Structure

68

The following XML file structure is used for Field Devices Modbus map:

APPENDIX

<?xml version="1.0" encoding="UTF-8"?>

<ArrayOfSlaves xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema">

<Gateway>
<Reliability> 40000</Reliability>
<Stability> 40002</Stability>
<Latency>40004</Latency>
<Packets_Lost_Up>40006</Packets_Lost_Up>
<Time>40008</Time>
<Data_Age>40010</Data_Age>
<Status>40011</Status>
<WiHARTDeviceCnt>40012</WiHARTDeviceCnt>
<TotalDeviceCnt> 40013</TotalDeviceCnt>
<LiveDeviceCnt>40014</LiveDeviceCnt>

</Gateway>

<Slave>
<LongTag>Wimon470</LongTag>
<LoopCurrent>40100</LoopCurrent>
<PV>40102</PV>
<SV>40104</SV>
<TV>40106</TV>
<QV>40108</QV>
<PVStale>40110</ PVStale>
<SVStale>40111</SVStale>
<TVStale>40112</TVStale>
<QVStale>40113</QVStale>
<DevStatus>40114</DevStatus>
<BattLife>40115</BattLife>
<DevVariableCodes>40120</DevVariableCodes>
<ExtDevStatus>40117</ExtDevStatus>
<CommStatus>40118</CommStatus>
<NumWiHartNeighbors>40119</NumWiHartNeighbors>

</Slave>
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APPENDIX

Appendix A.5 Device Configuration File Structure

The following XML file structure is used for Field Devices:

<?xml version="1.0" encoding="UTF-8"?>
<lOSchedule>

<Gateway>
<LongTag>####</LongTag>
<Network_ID>####</Network_ID>
<Network_ID_Format>####</Network_ID_Format>
<Join_Key>####</Join_Key>
<IP_Address>####</IP_Address>
<IP_Address_Assignment>####</IP_Address_Assignment>
<Subnet_Mask>####</Subnet_Mask>
<Active_Advertising>####</Active_Advertising>
<Advertising_Time>####</Advertising_Time>
<Gateway_Profile>####</Gateway_Profile>
<Modbus_TCP>####</Modbus_TCP>

</Gateway>

<Slave>
<MAC_Address>####</MAC_Address>
<Current_Long_Tag>####</Current_Long_Tag>
<Network_ID_Slave>####</Network_ID_Slave>
<Network_ID_Format_Slave>####</Network_ID_Format_Slave>
<Join_Key_Slave>###i</Join_Key_Slave>
<Burst_Period>####</Burst_Period>
<Routing_Device>####</Routing_Device>

</Slave>

</10Schedule>

MAC address to be added in the format, such as, 00-1B-1E-1A-9A-00-00-91.
Network_ID_Format is either dec or hex.

Gateway profile options are: default, 25 node, legacy, P1 or P2.
Active_Advertising: enable or disable.

IP_Address_Assignment is either manual or DHCP.

Burst period to be provided as 1/32 of a millisecond.
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