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About This User Manual

General

Any security measures described in this User Manual, for example, for user

@ access, password security, network security, firewalls, virus protection, etc.,
represent possible steps that a user of an 800xA System may want to consider
based on a risk assessment for a particular application and installation. This risk
assessment, as well as the proper implementation, configuration, installation,
operation, administration, and maintenance of all relevant security related
equipment, software, and procedures, are the responsibility of the user of the
800xA System.

System 800xA is used for monitoring and controlling a process plant. This user
manual describes the configuration of an Operator Workplace.

Information in this user manual is intended for the engineers of a process plant.

User Manual Conventions

Microsoft Windows conventions are normally used for the standard presentation of
material when entering text, key sequences, prompts, messages, menu items, screen
elements, etc.

Feature Pack

The Feature Pack content (including text, tables, and figures) included in this
User Manual is distinguished from the existing content using the following
two separators:

2PAA110154-600 9



Warning, Caution, Information, and Tip Icons About This User Manual

Feature Pack Functionality

<Feature Pack Content>

Feature Pack functionality included in an existing table is indicated using a

table footnote (*) :
*Feature Pack Functionality

Feature Pack functionality in an existing figure is indicated using callouts.

Unless noted, all other information in this User Manual applies to 800xA Systems
with or without a Feature Pack installed.

Warning, Caution, Information, and Tip Icons

<EOP P

This User Manual includes Warning, Caution, and Information where appropriate to
point out safety related or other important information. It also includes Tip to point
out useful hints to the reader. The corresponding symbols should be interpreted as
follows:

Electrical warning icon indicates the presence of a hazard which could result in
electrical shock.

Warning icon indicates the presence of a hazard which could result in personal
injury.
Caution icon indicates important information or warning related to the concept

discussed in the text. It might indicate the presence of a hazard which could
result in corruption of software or damage to equipment/property.

Information icon alerts the reader to pertinent facts and conditions.

Tip icon indicates advice on, for example, how to design your project or how to
use a certain function

Although Warning hazards are related to personal injury, and Caution hazards are
associated with equipment or property damage, it should be understood that
operation of damaged equipment could, under certain operational conditions, result
in degraded process performance leading to personal injury or death. Therefore,
fully comply with all Warning and Caution notices.

10
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About This User Manual

Terminology

Terminology

A complete and comprehensive list of terms is included in System 800xA System
Guide Functional Description (3BSE038018%*). The listing includes terms and
definitions that apply to the 800xA System where the usage is different from
commonly accepted industry standard definitions and definitions given in standard
dictionaries such as Webster’s Dictionary of Computer Terms. Terms that uniquely
apply to this User Manual are listed in the following table.

Term/Acronym Description

802.11 IEEE Standard to encourage inter operability among wireless
networking equipment

802.1x IEEE Standard for an authentication framework for wireless LANs

ACL Access Control List

AP Access Point

CA Certification Authority

EAP Extensible Authentication Protocol

FW Firewall

LAN Local Area Network

MAC Media Access Control

NPS Network Policy Server

PKI Public Key Infrastructure

RADIUS Remote Authentication Dial-In User Service

SSID Service Set Identifier

SSL Secure Socket Layer

TLS Transport Level Security (equivalent to SSL)

WEP Wired Equivalent Privacy (802.11 basic encryption)

Wi-Fi Wireless Fidelity

2PAA110154-600
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Released User Manuals and Release Notes

About This User Manual

Released User Manuals and Release Notes

Term/Acronym

Description

WLAN

Wireless Local Area Network

WPA

Wireless Protected Access

A complete list of all User Manuals and Release Notes applicable to System 800xA
is provided in System 800xA Released User Manuals and Release Notes
(3BUA000263%).

System 800xA Released User Manuals and Release Notes (3BUA000263 %) is
updated each time a document is updated or a new document is released. It is in pdf
format and is provided in the following ways:

*  Included on the documentation media provided with the system and published
to ABB SolutionsBank when released as part of a major or minor release,
Service Pack, Feature Pack, or System Revision.

*  Published to ABB SolutionsBank when a User Manual or Release Note is
updated in between any of the release cycles listed in the first bullet.

E A product bulletin is published each time System S800xA Released User Manuals
and Release Notes (3BUA000263 *) is updated and published to ABB
SolutionsBank.

12
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Section 1 Introduction

Integration of mobile technology in the automation and process control environment
reduces cost, increases productivity of existing resources and improves operating
efficiency. Utilizing standard technologies such as Microsoft's Remote Desktop
Protocol (RDP), mobile devices can access the 800xA system over wireless
networks. Application of Microsoft security patches should be applied to all nodes
in the 800xA network.

It is highly recommended that ABB Qualified Security Updates are applied after
they are available. Since the Remote Desktop Session servers will be exposed to the
wireless networks, security patch updating is of higher importance.

In this guide, iPad® is used as the mobile device. This document provides a
guideline that will assist in understanding the technologies used in WIFI
deployment.

Mobile support for 800xA is not intended for remote over the internet operation

A of a production environment. It is intended for production environment mobility
where operators and production staff can view the process. Any operation of the
system without physical visual contact should be avoided. The iPad® should be
dedicated to remote operation within the production environment and not be
taken home or used in the office. There should also be no 3G/4G capabilities in
the iPad®. Regulations should be in place which dictates that no usage of phone
based hotspots is allowed in conjunction with the iPad®.

Due to the demanding requirements of industrial systems, it is highly
@ recommended that specialists in WIFI industrial deployments are consulted for
planning and implementation of the wireless solution.

2PAA110154-600 13



Architecture Section 1 Introduction

Architecture

An overview of the concepts involved in providing wireless access from a mobile
device such as an iPad® to the 800xA system is shown in Figure 1. As an iPad®
does not have a native remote desktop client, a third party application (Pocket Cloud
Pro) is required. Wireless connectivity is provided by multiple wireless access
points that also implements firewall and intrusion detection systems.

800xA
Remote Desktop
Session Host Servers

| ;'+ 800xA

Client

Server

% Network
i

Y Authorization .
Server | ’_
-CA W

- NPS (RADIUS)

Figure 1. ABB 800xA Mobile Device Architectural Overview

The technology described in this guide is part of the IEEE 802.1X standard.
Protected Extensible Authentication Protocol (PEAP), which uses certificates, is
used to establish connection between wireless devices and wireless networks. This
requires a Certificate Authority (CA) server to be present in the network. To provide
security authorization, at least one Network Policy Server (NPS) server is used.
This provides Remote Authentication Dial-In User Service (RADIUS) authorization
functionality. A separate network is used for the server side of the wireless network
to minimize exposed Windows services.

The wireless access points are connected to one or more 800xA Remote Desktop
Session Hosts (previously called Terminal Servers) which provide the login sessions
for the remote desktop connection.

Due to the limited screen size, graphic displays will need to be engineered
accordingly.

14 2PAA110154-600



Section 1 Introduction Server System Requirements

Additional security measures must also be implemented to restrict who can log into
the system, and that those users cannot operate equipment.

Server System Requirements

The expected functionality for the mobile access is that a user starts a remote
session towards a Remote Desktop Session Host server. Only the 800xA workplace
is to be presented with no desktop in the background when a remote desktop session
has been established to a Remote Desktop Session Server through an iPad®.

To achieve this, the system must be Windows Server 2012 R2 with Remote Desktop
Services and be a system with a domain controller.

The requirements:

*  Windows Server 2012 R2

*  Active Directory based system

*  Remote Desktop Session Host with Remote Desktop Services role
*  Remote Desktop Licensing

However, there are settings in the computer local user configuration which appears
to provide the definition to run an application at logon, this does not work. The user
settings must be defined in a domain.

E The Remote Desktop Session Host (formally called Terminal Services) role must
be installed before other applications could be installed. Addition and
configuration of this role is described within this user guide.

2PAA110154-600 15



Server System Requirements Section 1 Introduction
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Section 2 Concepts

This section describes the following:
*  Factory Coverage
*  Service Set Identifier

*  Security

Factory Coverage

The coverage area is a major consideration for wireless implementation. Factory
coverage is affected by structures, both moving and fixed, within the factory area.

Interference from any machine that has electrostatic discharge may require
additional routers to be located in the vicinity to provide access to strong signals.

Manufacture specifications on range should be a guidance, but not the sole

E method for determining the layout of the wireless network. However, it is
possible to place wireless routers at different locations to assess the coverage
requirements. It is highly recommended to have a professional survey done for a
comprehensive understanding of the coverage requirements. The survey should
consider the changing conditions that may interfere with the wireless coverage in
the factory. For example, when the production stock increases, during
maintenance, or additional equipment entering the factory.

Access point placement best practices

The following provides a list of basic best practices when planning the access point
coverage.

*  Consider the coverage areas required.

2PAA110154-600 17



Service Set Identifier Section 2 Concepts

e Consider the areas that should not have wireless access.
For example, beyond the walls of the building

*  Access points with overlapping signals should have different radio channels.

»  Potential overlapping region should be considered in all directions, not just the
current floor level.

*  The physical potential signal blockages.
For example, pillars, walls, steel beams, ventilation ducts, metal cabinets.

*  Consider signals that has to go diagonally through a wall will experience a
higher attenuation due to the thicker signal path.

*  How will the environment change over time. Stock build up may interfere with
signal strength.

*  What are the potential electrical sources of interference.
For example, arc welders, medical equipment, eclectic motors, wireless video
cameras

Service Set Identifier

Service Set Identifier (SSID) is used to differentiate one wireless LAN (WLAN)
from another. To enable a mobile device to connect to the same WLAN through
different wireless routers, each wireless router is set up with the same SSID. The
wireless routers are within the radio distance from each other. Each router should
have a different channel configured.

551D: PriNet
Channel:1

551D: PriNet
Channel:1

551D: PriNet
Channel:6

551D: PriNet
Channel:11

Figure 2. Wireless range and unique channel configuration example

18
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Section 2 Concepts Security

Security

The security of a wireless system is dependent on the configuration of each of the
components in the WLAN. This includes the physical configuration, the
configuration of the devices and access points, and the subsequent monitoring of the
system.

Understand the range of the wireless network. Considering that the
wireless network is a potential attack point for hackers, it is important to understand
where the wireless signals extend beyond the factory walls. These locations provide
an opportunity for hackers to attempt to break into the network.

Use highest security available. The security level should be at least WPA2 or
higher. WEP security is easier to hack. When selecting a secure key, do not use
dictionary words, and use a mixture of letters, numbers, and characters such as
"#%&". Many hacking techniques make initial attempts using a dictionary of
common passwords as an easy entry into the system.

Ensure that all default passwords are changed.
Best practices are:

* Do not suppress SSID broadcast. This information can be obtained by more
sophisticated hackers. Clients must probe for SSIDs which causes additional
risks.

* Do notuse MAC filtering. Hackers can easily modify the MAC address of their
wireless devices to match allowed addresses.

*  Use the strongest authentication possible. For example, WPA2

2PAA110154-600 19



Security

Section 2 Concepts
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Section 3 Wireless Components

This section describes the following:
*  Wireless Components

*  Wireless Configuration

Wireless Components

Implementing a wireless solution should always have a strong focus on security.
This guide describes a configuration that keeps the important nodes such as the
domain controller from being on the physical network connected to the wireless
access points. Hence, a separate server is used for the CA and NPS functionality.
However, it is possible to have a primary and a backup NPS server, the initial
support for mobile devices focuses on a single NPS server. There are many different
methods for the implementation of security. The method described in this guide is
based on a Certificate Authority and RADIUS server. These utilize existing
Windows roles which reduces the requirements for additional third party systems.

2PAA110154-600 21



Wireless Components Section 3 Wireless Components

Figure 3 presents these main components showing their communication
dependency.

__ Domain Centroller
- Remote Desktop License
Wireless
Access
Paint

800xA
[ MNodes

Authorization Server
— -CA —
- NPS

- Remote Desktop Connection Broker L
— - Remote Desktop Session Host Server 1

— - Remote Desktop Session Host Server2 ™

Figure 3. Overview of mobile network implementation

Establishing connection from the iPad® to the wireless access point is based WPA
encryption and a certificate that has been generated in the Certificate Authority, and
has previously been installed into the iPad®. Furthermore, RADIUS is used for the
authentication where the user must provide domain credentials to establish
connection. This provides a central method to remove the access to a lost iPad® by
revoking the certificate or removing a user who should no longer have access to the
system.

Multiple layers of defense should be used where possible. A separate network is
used for the connection from the access points to the Remote Desktop Session Host
servers. Both the access point and the Remote Desktop Session Host server have
firewalls active. In the case of the BAT54 access point, this requires that the internal
connection between wireless and physical network is in router mode. This intern
requires that the DHCP is active in the access point, and that routing is setup in the
Remote Desktop Session Host server.

22
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Section 3 Wireless Components Wireless Configuration

Whilst the Remote Desktop Session Host server firewall will be setup using the
800xA System Installer, the access point is setup to only allow remote desktop
protocol communication. In addition to the firewall, the BAT54 also contains an
intrusion detection system. An intrusion attempt is typically scanning ports to
determine potential vectors of attack. The intrusion detection system can be
configured to detect the port scan, block the source address, and send an alert.

To provide remote authentication, a separate server is used for running the
Certificate Authority (CA) and NPS (RADIUS - Remote Authentication Dial In
Service). Whilst these functionalities could have been added to the domain
controller, this would have exposed the domain controller to the wireless networks.
This provides the link between the mobile device and the domain controller
authentication. Having the CA and the NPS on the same server reduces complexity
in maintenance of the certificates. In the access point, the RADIUS server address is
added to enable its usage. Encryption will be set to WPA and use the Extension
Authentication Protocol (EAP) - Protected EAP (PEAP). This allows the use of
certificates and login using usernames and passwords defined in the Active
Directory on the Windows Server to authenticate the mobile device onto the
wireless network.

Wireless Configuration

To assist in understanding the configuration of the components that need to be
installed and configured, the following diagram provides an example of an
implementation that will be used for the subsequent descriptions in this user guide.

Practical implementations may see the requirement for utilizing VLANSs to perform
logical separation of network functionality.

E The use of VLANS is not described in this document.

2PAA110154-600 23



Wireless Configuration

Section 3 Wireless Components

Domain Controller
- RD License Server

RD (Remote Desktop)
- RD Connection Broker
- RD Session Host Server 1

[172.164.20 | [192.166.0.200 H

RD (Remote Desktop)
- RD Session Host Server 2

172.16.4 .40
800xA Nodes BATS54-Rail Wireless
Access Point
172.16.4.x _ Routing
- Firewall
AAA Server -1DS
_CA -DHCP
- NPS (RADIUS) —{192.1680.1 19216811 1 a*
[172.16.4.250] [192.165.0.250 |~ 192.168.1.0/24

BATS54-Rail Wireless
Access Point

- Routing

- Firewall

-IDS

-DHCP

—fi9216802 Jigo16821 | n/

{172.164.21 | [192.166.0.201

192.165.2.0/24

Figure 4. Example implementation of a mobile network

24
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Section 4 Remote Desktop Sessions

This section describes the Remote Desktop Session (RDS) Server Licensing, RDS
Server Licensing Configuration, RDS Server Role, and the RDS Server User
Configuration.

RDS Host Server Licensing

By default, Windows Server allows to two administrative remote desktop session
login. Beyond this, additional Remote Desktop CAL licenses are required. These
are added to the Remote Desktop Session licensing server. In the example in this
document, the Remote Desktop Licensing server is added to the domain controller.

Installation

Execute the following steps to add host server licensing role in the domain
controller:

1. Logon to the Domain Controller and start the Server Manager.

2PAA110154-600 25



Installation

Section 4 Remote Desktop Sessions

2. Select Roles > Add Roles and features.

ﬁ Configure this local server

CHACK START

2 [Add roles and rr_‘.dtu'r'_-'s]

3 Add other servers to manage

4 Create a server group

Figure 5. Accessing the Add Roles functionality

3. Before You Begin window appears. Click Next.

Before you begin % aci st mabioc

m This wizard helps you install roles, role services, or features. You determine which roles, role services, or
faatures to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hesting & website.
Server Selection .
To remaove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings. such as static [P addresses, are configured
* The mest current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

<prevous [l g [ el

Figure 6. Before you begin information message

4. Select Role-based or feature-based installation and click Next.

26
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Section 4 Remote Desktop Sessions Installation

B

Select installation type e

mab-dct.mob jocal

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VOH) to create a virtual machine-based
or session-based desktop deployment,

Figure 7. Selecting Installation Type

5. At the Select destination server, select the domain controller, and click Next.

Select destination server st

mob-del.mos.ocal

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type @1 Select a server from the server pool
) Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Mame 1P Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager, Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

Figure 8. Selecting domain controller as the destination server for new roles

2PAA110154-600 27



Installation Section 4 Remote Desktop Sessions

6. Select Remote Desktop Services as the additional role and click Next.

%
DESTINATION SERVER
Select server roles e ot oca
Before You Begin Select one or more roles to install on the selected server.
nstallation Type Roles Deseription
Server Selection - Remate Desktop Senvices enables
[ Application Server users to access virtuel desktops,
= [] DHCP Server session-based desktops, and
Features 7| DNS Server installed) RemoteApp programs, Use the
Remote Deskiop Services Remaote Desktop Services installation
- ) P N [ Fax Server to configure a Virtual machine-
Role services b [M] File and Storage Services (2 of 12 installed) based or a Session-based desktop
[ Hyperv deployment.

[ Metwerk Policy and Access Services
[ Print and Document Services
[] Remote Access

[ Velume Activation Services
[] Windows Server Update Services

Figure 9. Adding the Remote Desktop Services role

7. Do not change the features. Click Next.

Select features R s

Before You Begin Select one or more features to mstall on the sslected server

Installation Type Features Description
Server Selection Tl Remate Diff :al Co ion
—— b [ Background Intelligent Transfer Service (BITS) computes and transiers M"’““
] BitLocker Drive Encryption differences between two
[ @tlockar Netwark Unlock = over a pemuﬂc using minirmal
Remote Desktop Services [] BranchCache bandwidth.
Role Services [ Client for NFS
[[] Data Center Bridging
[ Direct Play
[[] Enhanced Storage
— v
<] [0 H

<Emiuus| Next > | Install | Cancel

Figure 10. Leaving the additional features unchanged
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8.  Remote Desktop Services window appears. Click Next.

DESTINATION SERVER

Remote Desktop Services mob-det matocat
Before You Begin Remaote Desktop Services provides technologies that enable users to connect to virbual deskiops,
programs, and based desktops. With Remote Deskiop Services, users can access
Installation Type remate connections from within s corporate network or from the Internet,

Server Selection
Server Roles

Features

Role Services

"E"""—'“| [ stait [W‘

Figure 11. Introduction to Remote Desktop Services

9. Select Remote Desktop Licensing role, then the Add Features at the
suggested additional features. Click Next.

Add features that are required for Remote Desktop

Select role services Licensing?
The following tools are requinsd to manage this festure, but do not

Select the role services to iMIzII":wJ have to be installed on the same server.

Before You Begin

nstzllation Type Role services 4 Remote Server Administration Tools

Server Salection 4 Role Admirsstration Took:

Server Roles ] Remote Desknop Connection 4 Remate Desitop Services Tooks

. ) L] Rermote Decktcp Gatemay [Tosis] Remote Deskiop Licensing Took:

Faatures

Femote Detktop Services L] Remoke Desktop Sesioa Hol [ Inchide management tools (if applcable)

e =

] Remate Deskiop Web Accesd

< Previous Mext > st [ I

Confirmation

Figure 12. Adding the Remote Desktop Licensing role and additional features
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10. Press Install in the Confirmation Window.

DESTINATICN SERVER
mab-dct.mab.ocal

Confirm installation selections

Tainstall the following roles, role services, o features on selected server, chick Install

Before You Bagin
netallation Type [] Restart the destination server autamatically if required

Server Salection Optianal features (such as administration tools) might be displayed on this page because they have

Server Roles hveir check & :

FeptumEs

Remuote Deskiop Services
Remate Deskiop Licensing

Remote Deskiop Services
Role Services
Remate Server Administration Tools
Fole Administration Tools

Esport conligueation settings
Specify an alternate source path

been selected automatically, If you do not want Lo instsll these optianal features, click Previous to clear

Remote Desktop Services Tools
Remote Deskiop Licenung Tools

[cBevoie] [ e -

Figure 13. Confirmation to start adding additional roles and features

11. After the successful installation, click Close and restart the domain controller.

Installation progress
View mnstalistion progress

n Festure mstallation
—

DESTIATION SEVER.
[E -

FRemole Desktop Services
Remote Desktop Licensing
Remote Server Adminsstration Tools

Export configusation settngs

instaliati mob-del.mabocal.

Remnote Desktop Services Tools
Remate Desktop Licensing Tosls

ous can close thes wezard without interrupbng running tasks. Vew task progress or open e
B fage again by cicking Notifications in the command Ear, and then Task Details.

< Previous. Mext >

-

Figure 14. Completion of addition of new roles and features
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Activating the Licensing Server and Adding Licenses
Perform the following tasks to configure the Terminal Server Licensing.
1. Activate the licensing server.
2. Add the purchased licenses.

The Remote Desktop Licensing Manager can be accessed through Control Panel >
Administrative Tools > Remote Desktop Services.

Remote Deskiop Services [= =)

- * « All Control Panel items » Administrative Tools » Remote Desktop Services v rch R te top Ser o

Favorites _

B Desktop - [ [ Remate Desktop Licensing Manager ]
® Downloads
| Recent places

M This PC

Figure 15. Accessing the Remote Desktop Licensing Manager

Activating the License Server
Execute the following steps to activate the license server:

1. Initially, the Remote Desktop Session Host Server Licensing has the status Not
activated. Right-click the server and select Activate Server.
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Action View Help

t 5 vE[E] |
Hﬁ All servers
EWE] 1i0B-DC

| License Version and Type License Program  Total Licenses  Awailable
n TS Per De... Built-in Unlimited Unlimited

Refresh
Review Configuration...

Install Licenses

[Acl'wate Server
Advanced 3
Create Report 3

Delete Reports...

Manage Licenses

Properties

Figure 16. Activating the RD license server

2. Welcome to the Activate Server Wizard window appears. Click Next.

Welcome to the Activate Server
Wizard

To securely install licenses, the Remote Deskiop license
server must first be activated with Microsoft.

Mfter license server activation has completed successfully, you
will be able to install and issue licenses.

If & RD Session Host or RD Virtualization Host server (if
applicable) cannot locate an activated license server with
appropriate licenses installed before the grace period expires,
it will stop accepting connections from unlicensed clients.

[ <Back | ] [ cancel

Figure 17. Welcome message to activate the RD licensing server
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Activating the Licensing Server and Adding Licenses

3.

Figure 18. Selecting Automatic connection (usually via internet) to activate the

The following example uses Automatic connection since internet connection

was available. Where this is not practicable, there is an option for activation

over the telephone. Click Next.

Activate Server Wizard

Connection Method
Select the most appropriate connection method.

o )

The connection method selected for license server activation will also be used to contact
the Microsoft Clearinghouse when licenses are installed.

To change the connection method after activation, go to the Connection Method tab of
the license server's Properties dialog box.

Connection method:

Description: This is the recommended method. The license server will
automatically exchange the required information with the
Microsoft Clearinghouse over the Intemet.

Requirements: The computer must be able to connect to the Intemet by
using a Secure Sockets Layer (SSL) connection.

[ <Back | Net> | [ Cancel

server

4.

Enter name, company, and country details for the administrator of the system

and click Next.

2PAA110154-600
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Activate Server Wizard -
Company Information

Provide the requested company information.

o )

Enter your name, company name, and country/region information.

This information is required to proceed.

First name: | FirstMame |
Last name: | LastMName |
Company: |C0mpany |

|

Country or Begion:

MName and company information is used only by Microsoft to help you if you need
assistance. Country/Region is required to comply with United States export restrictions.

[ <Back | Net> | [ cancel |

Figure 19. Providing identification details for the activation of the RD licensing

server
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5. Enter optional information, if required, and click Next.

Activate Server Wizard -

Company Information
Erter this optional information.

o )

Email: || |

QOrganizational unit: | |

Company address:

o | |

State/province: | |

Postal code: | |

If provided, the optional information entered on this page will only be used by
!l Microsoft support professionals to help you if you need assistance.

[ <Back | Net> | [ cancel |

Figure 20. Providing optional information for the activation of the RD licensing
server

6. Inthe Completing the Activate Server Wizard window, remove the selection
of Start Install Licenses Wizard now, and click Finish.
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Activate Server Wizard -

Completing the Activate Server
Wizard
( J *You have completed the Activate Server Wizard.
&
]

o Status:

The license server has been successfully activated.

To install licenses, click Next.

To postpone license installation, clear the Start Install
Licenses Wizard now check box, and then click Finish.

< Back I Mext > I| Cancel |

Figure 21. Completion of the activation of the RD licensing server

Reviewing Configuration
Execute the following steps:

1. After activating the licensing service, right-click the server and select Review
Configuration to review the configuration.

b RD Licensing Manager [ ==

Action View Help

e T

s 27 B[S

=34 All servers | License Version and Type License Program  Total Licenses Lvailable
GREH] MOB-DC Refresh in TS Per De... Built-in Unlimited Unlimited

[ Review Configuration... ]

Install Licenses

Activate Server
Advanced L
Create Report »
Delete Reports

Manage Licenses

Properties
LA

Figure 22. Reviewing the RD licensing server Configuration
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If there is any issue with membership of the license server, click Add to Group.

MOB-DC1 Configuration -

License Server Name: MOB-DC1

Discovery Scope: Domain Change Scope...

Database Location: C:\Windows\System32YServer),

This license server or the Network Service account is not a member of the Terminal —
Server License Servers group in Active Directory Domain Services. This license server |
will not be able to issue RDS Per User CALs to users in the domain, and you will notbe ‘————
able to track or report the usage of RDS Per User CALs on this license server.,

[0] This license server is registered as a service connection point (SCP) in Active Directory
"% Domain Services, The license server will appear in the list of known license servers in
the Remote Desktop Session Host Server Configuration tool.

[ ok | Cancel

Figure 23. Reviewing issues with the RD license server

2. Atthe request to add the computer account for the license server, click
Continue.

RD Licensing Manager -

To add the computer account for this license server to the

% Terminal Server License Servers group in Active Directory
Domain Services (AD DS), you must have Domain Admins
privileges in AD D5,

| Continue | Cancel |

Figure 24. Adding the computer account to the Terminal Server License Server
group

3. Click OK in the Confirmation window.
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RD Licensing Manager

o The computer account for license server MOB-DC1 or the Network

Service account has been added to the Terminal Server License Severs
group in Active Directory Domain Services,

Figure 25. Confirmation that the computer account is added to the Terminal Server
License Server group

4. Restart the RD Licensing Service to update the RD License Service status.
o RD Licensing Manager [- el

Action View Help

% 7 #[E

Il servers License Version and Type License Program  Total Licenses
1 Windows 2000 Server - Built-in TS Per De... Built-in
-] Windows 200
) Reports

Available
Unlimited Unlimited

Figure 26. Confirmation that the RD License Server is now healthy

Adding RDS Server License

Execute the following steps to add the Remote Desktop Session Host Server license:
1.

In the RD Licensing Manager, right-click the licensing server, and select
Install Licenses from the context menu.

38
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IAction View Help

SE oug s
o #d,

[ All servers | License Version and Type License Program ~ Total Licenses Available
ERE} MOB-DC Refresh nTSPerDe... Built-in Unlimited Unlimited

...J2) Report: Review Configuration...

[ Install Licenses

Activate Server
Advanced r
Create Report 3

Delete Reports...
Manage Licenses

(l L] | Properties | >

Figure 27. Installing licenses into the RD licensing server

2. Welcome to the Install Licenses Wizard window appears. Click Next.

Welcome to the Install Licenses
Wizard

This wizard will install licenses onto your Remote Deskiop
license server.

You will need your license purchase information for
example, retail license codes or volume license agreement
number) to complete this wizard.

License server settings
Activated for: Company
Connection method: Automatic connection (recommended)
License program: License Pack (Retail Purchase)
To change the connection method, click Cancel, and then go

to the Connection Method tab of the license server’s
Properties dialog box.

[ <Back _ ] [ cancel

Figure 28. Welcome message for the installation of RD licenses
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3. Select the appropriate license program and click Next.

Install Licenses Wizard -

License Program i
Choose the appropriate license program. -

B

Every client that is connecting to a Remote Desktop Session Host server or a virtual
desktop in a Microsoft Vitual Desktop Infrastructure must have a valid license. Select
the license program through which you purchased your licenses.

License program:

Description: This is a license purchased in preset quantities through a
retail store or other reseller. The package may be labeled
"Microsoft Windows Client License Pack™.

Format and location: The license code from the License Pack will be required.
The license code is a sequence of five sets of five
alphanumeric characters.

Sample: 1A2B3 1A2B3 1A2B3 1A2B3 1A2B3

Verify that your license information is similar to the sample before continuing.

[ <Back | Net> | [ cancel

Figure 29. Selecting the licensing program for the RD licenses
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4. Add the purchased licenses and click Next to install the licenses.

Install Licenses Wizard -
License Code f
Erter the license code found in your product packaging. -

A

Type in the license code for each license you have purchased, and then click Add after
entering each license code. The format for the license code is 5 sets of 5 alphanumeric
digits.

License code:

1l [ [ [ ] (e

License codes entered:

License Code Status Product Type
] Pending Windows Server 2012
£ m »

[ et [[ Dete |

[ <Back | Net> | [ cancel

Figure 30. Entering the purchased RD license keys

5. Competing the Install Licenses Wizard window appears. Click Finish.

Install Licenses Wizard -

Completing the Install Licenses
Wizard

You have successfully completed the Install Licenses
Wizard.

8 Installed:
(50 Windows. Server 2012 - A0S Per Device GAL
lled

O

tar

The requested licenses have been successfully installed.

< Back | Cance

Figure 31. Successful installation of purchased RD licenses
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The additional licenses should now be present in the RD Licensing Manager.

RD Licensing Manager
~ | | License Version and Type Licerse Progrsm  Totel Licenses  Available
= | | 5 Windows 2000 Server - Built-in TS Per De. Built-in Unlimited Unlimited
T Windows [4 Windows Server 2012 - Installed RDS Per . Retail Purchase 50 50
- IE) Windows .,
o m » < "

Figure 32. Additional licenses in the RD Licensing Manager

RDS Host Server Role

The Remote Desktop Session role supports remote desktop sessions. Initially, it is
installed in the first Remote Desktop Session Host. Additional Remote Desktop
Session servers are then added to make a collection of Remote Desktop Session
Hosts.

Adding the Remote Desktop Session Host Server Role

Execute the following steps to add the Remote Desktop Session Host Server Role:
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1. Logon to the server that will be the Remote Desktop Session Host Server. Start
the Server Manager and select Roles - Add Roles and features.

| ' btanage

WELCOME TO SERVER MANAGER

Mﬂuul
i Local Sarver .
l. All Servers
Config ocal server
Bl App Senver
WE File and 5L b
e s
ndd
WHATS NEW I
e
LEARN MORE

BOLEE AMD EERUER GROLIDE

Figure 33. Accessing the addition of roles to the server

2.  Before You Begin window appears. Click Next.

P Add Roles and Features Wizard [ T[]

. DESTINATION SERVER
you begin mobts! meblocal

This wizard helps you install roles, role services, or features. You determine which robes, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

To remeove roles, role services, or features:

Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next

| Skip this page by default

Cancel

Figure 34. Before you begin adding roles information message

3. Atthe Select Installation Type, select Remote Desktop Services Installation
and click Next.
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Select installation type s s e,

Mo sarvers ars seleced.

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offine virtual hard disk (VHD).

) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Trstall vespamed role srvices Tor Virtual Desktop Infrastructure (VDI) to crente 8 virhus] machine-based
or session-based deskiop deployment.

e Deploy | [ Camcel ]

Figure 35. Selecting the Installation Type

4. At the Select Deployment Type, select Standard Deployment and click Next.

Select deployment type e

Before You Begin Ramote Desktop Services can be configured across multiple servers or on one server,

nstallation Type =
= ® Stmndard decloyment

A standard deployment allows you to deploy Remote Desktop Services across multiple servers.
Deployment Scenario
- ; O Quick Start

Role Services

_— A Quick Stant allows you 1o deploy Remote Desktop Services on one server, and creates 2 collection
RD Connection Broker and publishes R app am.

RD Web Access

RD Virtuzlization Host

Confirmation

= Presions Deploy | [ Cancel |

Figure 36. Selecting the Deployment Type

5. At the Select Deployment Scenario, select Session-based desktop
deployment and click Next.
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~ - DESTINATION SERVER
Select deployment scenario Scondond deployrment socsd
Sefore You Bgin Remote Deskiop Services can be configured to allow users to connect to virkual deskiops, RemoteApp
. programs, and session-based desktops.
nstallation Type
ST {1 Wirtual machine-based desktop deployment
Virtual machme-based desidop allows users to connect to wriual deskiop collechons
that mchude published B App programs and wriual desk
Role Services -
A0 Comnection Broker '®) Sesvon-based deskiop deployment.
AD Web Access g, si L.. ‘du!dnp ,;mmmc:mmmwm&uhm
RO Session Host ; o
Confirmation
Depioy

Figure 37. Selecting the Deployment Scenario

6. Review the changes to be done and click Next.

. * DESTINATION SERVER

Review r0|e services Srandzen Sepinyment sseced

Bef The following Remote Deskiop Services role services will be installed and configured for thes

Before You Begin

deployment.
nstallation Type
Deglayment Type E Remote Desktop Cnmectfon Broker ) .
Remote Desktop Connection Broker connects or reconnects a client device to Remotefpp
Deployment Scenaric programs, session-based desktops, and virtual desidops.

@ Remote Deskiop Web Access

RO Connection Broker Remote Desktop Web Access enables users to connect to resources provided by session

RD Web Access collections and virtual desktop collections by using the Start menu or 2 web browser.
RD Session Host = Remote Desktop Session Host
Confirmation E Remote Desktop Session Host enables a server to host RemoteApp programs or session-based

desktops.

o The credentials of the MOB\800xAInstaller account will be used to create the deployment.

=D (oo

Figure 38. Reviewing the changes to be done

7. Atleast one node must be the RD Connection Broker server. In this example,
the first Remote Desktop Session host will be configured to be the RD
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Connection Broker server. Add the server to be RD Connection Broker server

and click Next.

[ Add Roles and Features Wizard

Specify RD Connection Broker server

Before You Begin

nstallation Type

Server Pool

Select the servers from the server pool on which to install the RD Connection Broker role service.

==

DESTIMATION SERVER
Standard deployment selfected

Selected

Filter:

MName ¥ Address

mob-ts1.mob.local

172.164.13,19...

< ]

1 Computer(s) found

[ <revious | [_Newt> ]

4 MOBLOCAL (1)

mob-ts1

| Computer(s) selected

| Cancel

Figure 39. Specifying the RD Connection Broker Server

8. At least one node needs to be the RD Web Access server. In this example, the
first Remote Desktop Session host will be configured to be the RD Web Access
server. Add the server to be RD Web Access server and click Next.

46
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DESTINATION SE3VER

Specify RD Web Access server Sandard deployment seectsd

Before You Begin Select a server from the server pool on which to install the RD Web Access role service.
nstallstion Type [ Install the RD Wisb Access role service on the RD Connaction Broker server
Deployment Type
Deploymeant Scenario _ Selected
Role Servicss Computer
S Fies ]
RD Connection Broker 4 MOB.LOCAL (1)
R mob-ts1
RD Session Hest mob-51Lmobloca 1721 T
Confirmation [a

< w B

1 Computeris) found 1 Computer{s) selected

T Deploy | [ Cancel

Figure 40. Specifying the RD Web Access Server

9. Add the server to be RD Session Host server and click Next.

DESTINATION SERVER

Specify RD Session Host servers Seandard deployment slectad

Before You Begin Select the servers from the server pool on which to install the RD Session Host role service, If more than

netallztion Tyoe one server is selected, the RD Session Host role service will be deployed on all of them.

Deploym r=
- . Selected
Deplayment Scenaria

Computer

Role Senvices Filter: l I

RD Connaction Broker 4 MOBLOCAL (1)

Name IP Address Operating mob-ts1

RD Wsb Access

Confirmation

1 Computer(s) found 1 Computer(s) selected

< Brevious Deploy | [ Cancel

Figure 41. Specifying the RD Session Host Server

10. Select the Restart the destination server automatically if required check
box and click Deploy.
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Add Roles and Features Wizard

on the remote computers, the local computer will be restarted.

RD Connection Broker (1 server selected)
mob-ts1.moblocal
RD Web Access (1 server selected)
mob-is1.moblocal
RD Session Host (1 server selected)
& The following servers may restart after the role service & installed.

mob-ts1.mobJocal

[ Restart the destination server automatically if required

==

DESTINATION SERVER
Standard deployment selected

To complete the installation, you must restart the RD Session Host servers. After installation is complete

Figure 42. Deploying the Configuration

11. After restarting the computer, start the Server Manager to view the progress.

Click Close.

|5

Server Manager

Server Manager * Dashboard

B8 Al Serve
B App Ser
¥} File and
o s

@ Remaote

Completion

B Localse ViEw progress

The selected Aemote Desitop Services mle services are being installed,

Server Progress Status
RD Connection Broker role service

mob-ts1.mob.local Succeeded

RD Web Access role service

mab-tsT.mab.local Succeeded

RD Session Host role service

mob-ts1.mab.local

Figure 43. Checking the Deployment Completion
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Adding Additional Remote Desktop Session Hosts

Additional Remote Desktop Session Hosts can be added from the first Remote
Desktop Session Host. This is done in two stages:

1. The additional Remote Desktop Server is added to the servers to manage,

2. The additional Remote Desktop Server is added as an additional Remote
Desktop Session Host.

Execute the following steps:

1. Add the additional server to be the additional Remote Desktop Session Host by
starting the Server Manager, and selecting Add other servers to manage.

[ Server Manager |;|i-

I Dashboard WELCOME TO SERVER MANAGER

i Local Server

& All Servers - . L
Configure this local server
[ App Server =
W& File and Storage... b QUICK START
o s 2 Add roles and features
Remote Desktop... b .
LD 3 [A::-:: other servers to 1|—]
WHAT'S NEW -
4 Create a server group
Hide
LEARN MORE

BALES AMD CEDLED ~OoLInG

Figure 44. Adding additional servers to manage

2. Add the computers that are to become additional Remote Desktop Session
Hosts, and click OK.
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E Add Servers = [ = -

=]
DNS Import | Selected
= Computer
Location: |il mob » @| °
4
Operating System:| All | - | MOB.LOCAL (1)
mob-ts2

Mame (CN): Name, or beginning of name |
Name Operating System
mob-dcl Windows Server 2012 R2 Standard
mob-as Windows Server 2012 R2 Standard
mob-ts1 Windows Server 2012 R2 Standard
mob-radius Windows Server 2012 R2 Standard

mob-ts2 Windows Server 2012 R2 Standard

5 Computer(s) found 1 Computers) selected

| ok || concal

Help

Figure 45. Adding additional servers to manage

3. Add the other server to the RD Session Host.

CONNECTIONS

HOST SERVERS

-] Overview ! 2o L

[ Servers Add RD Session Host Servers
=

- Server Name Type

" .

= MOB-T31 RO Sesmon Host N/A True Refresh

L

Figure 46. Adding additional RD Session Host Servers

4. Select the additional servers that are to become Remote Desktop Session Host
Servers, and click Next.
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Adding Additional Remote Desktop Session Hosts

Select a server

Confirmation

This wizard allows you to add RD Session Host servers to your deployment. Select the servers on
which to install the RD Session Host role service.

Selected
Computer
Filter: |
4 MOB.LOCAL (1)
Mame IP Address Operat mokb-ts2

< 0] [ »
1 Computer(s) found
@ The credentials of the MOB\200xAlnstaller account will be used to add the servers.

1 Computer(s) selected

| < Previous | Next > | Add

Figure 47. Selecting servers to become additional RD Session Host Servers
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5. Click Add to confirm the addition of the server.

& Add RD Session Host Servers [ [= [

Confirm selections

The RD Session Host role service will be installed on the servers and added to the deployment.

RD Session Host (1 server selected)
L. The server may be restarted after the role services are installed.
mob-ts2.mob.local

[ Restart remate computers as needed

< Previous Next > Cancel

Figure 48. Confirmation to add additional server

6. When the operation is succeeded, click Close.

B Add RD Session Host Servers [= = [5T]
View progress
The role service is being installed on the following servers.
Server Progress Status
.
mob-ts2.mobocal Succeeded

Figure 49. Addition of the Server is successfully completed

Setting up the License Server

The RD License Server must be defined in the configuration to access licenses for
remote desktop sessions.

Execute the following steps to setup the license server:
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1. In the Server Manager - Remote Desktop Services, edit the deployment

properties.

:
i = u o e emote Desktop Serv

[ 3 Collections

=

[

I 1

© 1
RO ] Eit Depioyment Froperies
DEPLOYMENT OVERVIEW e

Figure 50. Editing the Remote Desktop Services Deployment Properties

2. Select RD Licensing and specify the licensing according to the type of RD
License CALSs purchased. Type in the computer name of the RD license server,

click Add and then click Apply and OK.

53
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E Deployment Properties (= Ta [
Configure the deployment
RD Gateway + RD Licensing
RD Licensing -
Select the Remote Desktop licensing mode:
RD Web Access +
Certificates +
Per User

Specify a license server, and then click Add

[moe-pc 1o LocAL ] {

Add... ]

Select the order for the Remote Desktop license servers
The RD Session Host server or the RD Virtualization Host server sends requests for licenses
to the specifed license servers in the arder in which you list them

I OK || Cancel I Apply I

Figure 51. Specifying the RD Licensing for the Remote Desktop Server

Creating a Remote Desktop User Group

While there are Remote Desktop Users in the active directory configuration it may
be preferred not to use this as it will grant remote logon to other servers.

In the domain controller, use the Active Directory Users and Computers interface to
create a new security group for the purpose of assigning remote operator privileges.

In the domain controller, create a new group for remote access.

54
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! I oo E T
File Action Vi
L
Createin:  mob.local/Users
] Active Directory & i Al
p [ Saved Querid
4 F3 mobJlocal Group name: —
b [ Buittin [ndustraimmemote ] I
p B Computd ‘
b &1 Domain Group name (pre-Windows 2000):
b [ Foreignsy |[nd.sh'ial'TRernniz |
p 5] Managed
Group scope Group type
) Domain local (®) Security
®) Global ) Distribution
) Universal |
=
‘
W] b ~

Figure 52. Creating a user group for remote desktop access
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Section 4 Remote Desktop Sessions

Creating a Remote User

Execute the following steps to set up the first remote user:

1. In the domain controller, use the Active Directory Users and Computers
interface to create a new user.

rd user1 Properties

(> TS|

MemberOf [  Dialn |

Environment

I Sessions

I COM+

Remote control Remote Desktop Services Profile
General Address Account | Profile I Telephones I Organization

User logon name:

Fduseri] | | @mob Jocal

v]

User logon name (pre-Windows 2000):

[moB | [rdusert

| Logon Hours... || Log On To... |

[ Unlock accourt

Account pptions:

[ User must change password at next logon
[ User cannot change password

Password never expires

[[] Store password using reversible encryption

Account expires

(®) Never

) End of: Thursday . Apdl 10,2014 ER
[ ok |[ cancel || ey Help

Figure 53. New User for Remote Desktop access

2. To provide security access for remote desktop login, make the user a member
of the remote desktop security group. The user is also added to the
IndustrialITUser group for access to 800xA and to the Users group to allow
local login.
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Creating a New Collection

B

rd user1 Properties

| Remate control I

Remote Desktop Services Profile I COM+

General I Address I Account I Profile I Telephones I Organization

Member Of |

Dialin I Environment I Sessions

Member of:

Name
Domain Users

Industrial| TUser
Users

Active Directory Domain Services Folder
mob local/Users
Industriall TRemote  mob Jocal/Users
mob local/Users
mob local/Buittin

| Add.

|| Bemove |

Primary group:

Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

[ ok

| [ cancel || 2opy Help

Figure 54. Remote Desktop Security Group Membership

Creating a New Collection

A collection is one or more Remote Desktop Session Hosts and provides control
over the remote desktop sessions such as user group access control and load

balancing.
To create a new collection:

1.

Collection from the Tasks.

Select the Collections in the Server Manager and select Create Session

2PAA110154-600
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_ COLLECTIONS
[T Overview D Last refreshed on 3/7/2014 439:40 PM | All collections | tota | TASKS -
i Sarvers - eate Virtual Deckio lleckio
i Collections i £ Create Session Collection =
Olle
Edit Deployment Properties
=] Name Type Size Resource Type Status
-
io
< n >

Figure 55. Creating a new Remote Desktop Session Collection

2. At the Before you begin window, click Next.

£ Create Collection [- =BT

[

Before you begin
This wizard allows you to create a session collection. A session collection consists of one or more
Remote Desktop Session Host [RD Session Host) servers.

You need the following to complete the wizard:

* An existing user or user group must exist in Active Directory Domain Services (AD DS) consisting
of users that should have access to this collection.

* At least one RD Session Host server that is not assigned to a collection should be added to the
deployment.

[] Do not show this page again

Figure 56. Creating a Collection Information

3. Provide a name and description for the new collection and click Next.
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Creating a New Collection

Name the collection

Before You Begin

server.

RO Session Host e

User Groups
Deccription (s

A session collection name is displayed to users when they log on to a Remote Desktop Web Access

ABB 800wd RDS Collection

User Profile Disks

(288 8002 Remate

Desktop Session Collection ]

Create

Figure 57. Providing a name and description for the Collection
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4. Add the Remote Desktop Session Hosts to the new collection and click Next.

P Create Collection [= [o |

Specify RD Session Host servers

Select the RD Session Host servers from the server pool to add to this collection.

Server Pool Selected

Computer
Filter: |
) 4 MOB.LOCAL (2)
Name IP Address Operat mob-ts1
mob-ts2
mob-ts1.maob.local
< n >
2 Computer(s) found 2 Computer(s) selected

< Previous I Next » ] Create

Figure 58. Adding Remote Desktop Session host servers to the new collection

5. Specify the user groups which are allowed to connect to the collection. In the
Default Wizard configuration, Domain Users is added. To have a tighter limit
on user access, use the group created specifically for remote access. In this
example, the Industrial[ TRemote user group.
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Specify user groups

Before You Begin Add the user groups that should have access to connect to the collection.

Collection Name User Groups:

RL Session Host

User Profile Disks

Figure 59. Specifying the user groups to have access to the remote desktop session
collection

6. Remove the selection of Enable user profile disks check box and click Next.

Specify user profile disks

User profile disks store user profile settings and data in a central location for the collection.

[ Enabl

RD Session Host Location of user profile disks:

Before You Begin

Collection Name

User Groups
Maximum size (in GB):

20

Confirmation

@ The servers in the collection must have full cantrol permissions on the user profile disk share,
anc the current user must be a member of the local Administrators group on that server,

< Previous - | Create Cancel

Figure 60. Specifying the user profile disks option

7. At the Confirm Selections window, review the configuration and click Create.
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Confirm selections

Before You Begin
Collection Name
RD Session Host

User Groups
User Profile Disks

i Collection Name
| ABB 800xA RDS Collection

Users and User Groups
MOB\IndustriallTRemote

Remote Desktop Session Host Servers
MOB-TS1.MOB.LOCAL
mob-ts2.mob.ocal

User Profile Disks
Ne

< Previous Next > |

|£w|

Figure 61. Confirmation of changes to be done

8.  Click Close after the changes are successfully completed.

=

View Progress

The session collection is being created. Depending on the size of the session collection, this may
take a while to complete.

Status

ded

Activity Progress
Create Collection S

3 dad

Add servers

@ MOB-TS1.MOBLOCAL

® mob-ts2.mab.local

Next >

e e

| < Previous

Figure 62. Completed creation of new collection

62

2PAA110154-600
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Limiting loading of Remote Desktop Session - Load balancing

Load balancing is a function of the Remote Desktop Session Collection that enables
the control of the maximum number of sessions that can be running on a Remote
Desktop Session Host.

To access the Remote Desktop Session load balancing:

1. Select the collection and select Edit Properties from Tasks.

= Server Manager |;|£-
* <« ABB 800xA RDS C... @ venage oo

i Overview C :-T:F-'-E:Tvl-'?i: collectior TASKS ¥

i Servers Collection Type Session

is Collections Resources Remote Desktop .
= MOB\Domain Users; MOB\IndustriallTRemote

[

o

Figure 63. Editing the collection properties to access the load balancing settings

2. Select the Load Balancing option and specify the Session Limit. In the example
below, each Remote Desktop Session Host has been limited to 2 sessions. If a
user is logged into the server (that is, not in a remote session), this is still
counted as a session. This value should be set to the corresponding maximum
users for each RD Session Host Server.
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= ABB 800xA RDS Collection Properties [= o S
Session Collection
General + & igure load balancing settings
User Groups +
session + If you are using more than one RD Session Host server, you can specify how many sessions
i to create on each RD Session Host server by using the Session Limit column, To prioritize
Securily + how sessions are created on servers, use the Relative Weight column.

Load Balancing =
Client Settings * RD Session Host Server Memory = Relative Weight  Session Limit
o MOB-T5 1.MOB.LOCAL 400GB 100 ;]
User Profile Disks  + -
mob-ts2.mob.loca 400GE 100

l oK I Cancel l Apply I

Figure 64. Configuring load balancing for the Remote Desktop Session Collection

Any of the Remote Desktop Session Host server IP addresses can be used to make a
connection. If the designated server session limit is reached, another available server
in the collection will be used. If there are no more sessions available, an error
message will be presented.

Testing Load Balancing

It is essential to confirm that the load balancing is working as intended. This is done
by setting an initial low maximum user count on the Remote Desktop Session
Servers and attempting to connect more users than the maximum. This can be done
by making multiple remote desktop sessions from a client to the Remote Desktop
Session servers using different users for each session.

ﬂ The user logged into the console is counted as one user. In the following example,
the maximum user count is set to 2, there is a user logged into the console
(800xAlnstaller) and a remote desktop session has been started using the rduserl

user.
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s Task Manager = | =] ==
File Options View
| Processes | Performance| Users | Details | Services |
“ 9% 47%
User Status CPU Memory
Y 200xAlnstaller 0% 190.3 MB
b rdusert (11) 0% 69.7 MB
@ Fewer details Disconnect
e System -8 X
1 | 1B <« System and Security » System v & | | Search Control Panel 2 |
Installed memory (RAM]): 400 GB ~
Control Panel Home System type: 64-bit Operating System, x64-based
processor
) Device Manager Pen and Touch: No Pen or Touch Input is available for
'5' Remote settings this Display
[ Advanced system seftings Computer name, domain, and workgroup settings
Computer name: 'ﬁ'Change settings
seealso Full computer name: mob-ts1.mob.

Action Center Computer description:

Windows Update Domain: mob.local

Figure 65. One remote desktop session user in addition to the locally logged in user
in Remote Desktop Session Host Server 1

When an additional user is logged in (rduser2), this user is redirected to another
remote desktop session host in the same collection. In the example below, mob-ts2.
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Task Manager -] x
File Options View

| Processes | P:rfurmancei Users Details i Services |

4 1% 38%
User Status CPU Memory
Y 200xAlnstaller 0% 65.2 MB
b [ rduser2 (11) 0.6% T1.0MB
@ Fewer details
= System - O x
T -6 « Systemn and Security » System v & [ Search Control Pane p

Control Panel Home Computer name, domain, and workgroup settings

W Device Manager Computer name: l, Change settings
% Remote settings Full computer name: mob-ts2.mob.local

% Advanced system settings Computer description:

Domain: meb.Jocal
Seealso

Windows activation

Figure 66. A second remote desktop session user is redirected to an available
remote desktop session host server

If there are no available Remote Desktop Session Host Servers, that is, all the
session limits are reached, an error box will be presented indicating that was a
problem connecting to the remote computer:

Remote Desktop Connection ﬂ

- Try connecting again. If the problem continues, contact the owner
of the remote computer or your network administrator,

Help |

Figure 67. Attempting to establish a remote desktop session where session limits
have been reached
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Enabling Audio

The default installation of Windows Server 2012 R2 does not enable audio. Audio is
required for Remote Desktop Sessions for audible alarms. The system tray in the
Remote Desktop Session server shows the current state of the audio support. In
Figure 68, audio has not been enabled yet:

o 14:43
s |
|Fb SN 10-03-2014

Figure 68. Audio not enabled in Window Server 2012R2

To enable audio, select Services from the Computer Manager. Right-click the
Windows Audio service and select Properties.

X Computer Management [T
File Acbon View Help
o nmE &= Hm ranp

b (Fi) Perdormance | N

i Device Manager ] 5‘"‘“’_ . =

8 e Windows Audic Descrigtian Status  Stertup Type  Log On As -
S b Windows Server och [ [ ot r

b 8B Windows Server Bacl Gtart the service AT Windows Augo rop f... Manual Lacal Syste.

Winads Manual 1] acH Serace

Descrigtion Windows Runmng  Automaic (T, Locel Service

Manages suds for Windaws Windows Driver Fo esume - Manual (Trig.,  Local Syste
= || based program: this serice is Windews Encryptiq Restar ... Manual (Trig... Locsl Service

stopped, audio devices and effects |

MIP:I_”_" - Al Tasks ' Manual (Trig,., Locsl Syste.

en | ot Manual Metwaork 5.,
service is 6
that esplicaly deps [ Fairush, . Runnng  Automatic Locsl Service
[ » || Estanded { Standard / Properties
Help

Figure 69. Accessing the Windows Audio service properties

Set the Startup type to Automatic, click Start and then click OK.
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Section 4 Remote Desktop Sessions

Windows Audio Properties (Local Computer) -

General | Log On | Recovery | Dependencies |

Service name:

Display name:

Description:

Startup type:

Service status:

from here.

Start parameters:

Pudiosry]
Windows Audio

Manages audio for Windows-based programs. I this| ~
service is stopped, audio devices and effects will not

Path to executable:
C:\Windows\System32\svchost exe 4 LocalService Network Restricted

l Automatic

Stopped

You can specify the start parameters that apply when you start the service

Figure 70. Setting the Windows Audio service to Automatic and starting the service

Now, the speaker in the system tray indicates that the audio is enabled.

- [ T@SWE

15:31
10-03-2014

Figure 71. Audio enabled in the Remote Desktop Session Host server
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Section 5 Certificate Authority

The certificate authority is responsible for providing certificates which are used in
the authentication of the wireless device to the wireless access point. As it is
expected to have limited number of mobile devices used in conjunction with the
800xA system, it is preferable to have one certificate per device. This provides a
more concise control over device access to the wireless networks.

Installing the Certificate Authority

Execute the following steps:

1. To add the certificate authority role, login to the radius server and start the
Server Manager. Select Add Roles and Features.

« Dashboard
|-|| Dashbaard WELCOME TO SERVER MANAGER
| Local Server
& Al Servers =
o(; Wfigure this local server
BR File and Storage Se... B

roles ana —tll—]

WHAT'S NEW

LEARN MORE

DALES AMD CEOVUED cOALINE

Figure 72. Selecting the Add Roles and features to add the certificate authority role
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2. Before You Begin window appears. Click Next.

DESTINATION SERVER

Before you begin mob-radivs mobiocal

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Instzllztion Type haosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remaove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been ¢ leted, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[7] skip this page by default

Install | [ Cancel

< Previous

Figure 73. Before you begin information message

3. Select Role-based or feature-based installation and click Next.

- . DESTINATION SERVER
Select installation type mcbradius mobloca
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD].

[ ‘®) Role-based nrhﬂhn-buad‘-d:lnﬁnn]

Server Selection )
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Figure 74. Selecting Installation Type
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4. Select the radius server and click Next.

=

DESTINATION SERVER
mob-radius.mob.local

Add Roles and Features Wizard

&

Select destination server

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

[ ®)! Select a server from the server pool ]

_ Select a virtual hard disk

Server Pool

Filter:

MName IP Address Operating System

172.16.4.12.19...  Microsoft Windows Server 2012 R2 Standard

mob-radius mob.local

1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the

Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

|<Elmous_ Insta | Cancel |

Figure 75. Selecting radius server for installation of the new role

At the Select Server Roles window, select the Active Directory Certificate
Services role. This will call a prompt to add additional features. Select the
Include management tools check box and click Add Features.

5.
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Section 5 Certificate Authority

Select server roles
Before You Begn Select one or mare roles to instzll on the s=|

nstallation Type Rales

Server Selection

[ Active Directory Domain Services

Feawres [ Active Directary Federation Servicey

ADCS [ Active Directary Lightwesght Directd
Role Services [ Active Directary Rights Managemer]
Confirmation [ Application Server
BT |

Add features that are required for Active Directory
Certificate Services?
The following tock are required to manage this feature, but do not
have to be installed on the same serer.

4 Remaote Server Administration Tools

4 Role Administration Tooks
4 Actve Dwectory Certifcate Sennces Tools
[Tooks] Certhcation Authority Management Tools

tools {# 2pp |
|

Figure 76. Selecting to add the Active Directory Certificate Services role and

required features

6. In the Select Features window, click Next.

DESTINATION SERVER
Select features mob-acus moblocal
Befors You Bagin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection A NETF 35 the

[ Client for NFS

Server Roles b [®] .NET Framework 45 Festures (2 of 7 installed)
I [ Background Intelligent Transfer Service (BITS)
AD C5 [ BitLocker Drive Encryption
Role Services [ BitLocker Network Unlock
Confirmation [ BranchCache

power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appesling user nterfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of

L<] "

-

Figure 77. Selecting the features

7. Click Next at the information window.
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DESTINATION SERVER

Active Directory Certificate Services ot rachus mosioca

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Installation Type Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Server Sglection

Before You Begin

Things to note:
Server Roles 9

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more
information, see certification authority naming.

Features

Role Services

Confirmation

<Previous | [ Next> | sl Cancel

Figure 78. Information window on Active Directory Certificate Services

8. Atthe Select role services window, select the Certification Authority role
and click Next.

DESTINATION SERVER

Select role services mob-rachusmoblocal
Before You Begin | Select the role services to install for Active Directory Certificate Services
Installation Type Role services Description

Server Selection

Certification Authority (CA) is used
= - - - 1o issue and manage certificates.
[J Certificate Enroliment Policy Web Service Multiple CAs can be linked to form 2

Server Roles

== [ Certificate Enroliment Web Service public key infrastructure,
AD CS [ Certification Authority Web Enroliment

m [ Metwork Device Enrcliment Service

Confirmation [] Online Responder

< Previous | Next > | | Install || Cancel

Figure 79. Adding Certification Authority Role

9. Review the configuration changes to be done and click Install.
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' . . » DESTINATION SERVER
Confirm installation selections mobradis mobloca
gefora You Begin To install the following roles, role services, or features on selected server, dlick Install.
Installation Type LI Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
) " been selected automatically. if you do not want to install these optional features, click Previous to clear
Server ol their check boxes.
Features
ADCS Active Directory Certificate Services
Certification Authori
Role Services ieanon Authorty

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

<Previous | [ Net> | | Install | [ Cancel

Figure 80. Reviewing configuration changes before installation

10. Click Close after completing the installation.

Installation progress DESTINATION SERVER

mok-radius mob.jocal
View installation progress

o Feature installation

Configuration required. Installation succeeded on mob-radius.mobJocal,

Active Directory Certificate Services

Additional steps are required to configure Active Directory Certificate Services on the destination
server

Configure Active Directory Certificate Services on the destination server
Certification Authority
_ Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Autherity Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

eson | [ | (I [ o

Figure 81. Successful completion of the role addition
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Configuring the Certificate Authority

After installing the Certificate Authority, it must be configured to setup the base
mode of operation. This requirement will be highlighted in the alert in the Server
Manage.

Click the alert in the Server Manager, and select the Configure Active Directory
Certificate Services on this node.

¥ Dashboard TASKS ¥
=
# Local Server L Services at MOB-.. More. *
BE All Servers | [’.u ; Nctos = 7 ] i =
B} ADCS = -
FE——

WE File and Storage Se... b —— Last Ug

2 Bon nance counters not started 371172

Task Detail
m
EVENTS

All events | O total TASKS w

Figure 82. Initiating Certificate Authority post installation configuration

11. Provide the required administrative credentials to configure the node and click
Next.
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Section 5 Certificate Authority

. DESTINATION SERVER
C red e ﬂtl a | S mob-radius.mob.local
Specify credentials to configure role services

Role Services

To install the following role services you must belong to the local Administrators group:
* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must beleng to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: |MOB\Administrator

More about AD CS Server Roles

| < Previous |I MNext » I | LConfigure || Cancel |

Figure 83. Supplying the required administrative credentials to configure the role

12. Select Certification Authority role to configure and click Next.
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Configuring the Certificate Authority

DESTINATION SERVER

RO'e Sel’VI ces mob-radius.mob.local

Credentials Select Role Services to configure

Setup Type Certification Authori

CA Type
Private Key

[] Certification Authority Web Enrollment
[] Online Responder
[ Metwork Device Enrollment Service

Cryptography [] Certificate Enrollment Web Service

CA Name [] Certificate Enrollment Policy Web Service

Validity Period

More about AD CS Server Roles

| < Previous |[ MNext » ] | LConfigure || Cancel |

Figure 84. Selecting the Certification Authority to configure

13. At the Setup Type window, keep the setting as Enterprise CA and click Next.

Setup Type

Credentials

Role Services

CA Type

Private Key
Cryptography
CA Name
Validity Period

DESTINATION SERVER
maob-radius.moblocal

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the g of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

Cl Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

O Standalone CA

Certificate Database

Confirmation

CAs can be bers or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection (offline).

< Previous | Next > I _Ennﬁgu'c Cancel

Figure 85. Selecting the CA setup type as Enterprise
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14. Specify CA Type window appears. Leave the setting as Root CA and click

Next.
=
DESTINATION SERVER
CA Type mob-radiuz.mob Jocl
Cradentals Specify the type of the CA
Role Services
Setup Type When you install Active Directory Certificate Senvices [AD CS), you are creating or extending a
- public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
Salljzs own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.
Cryptography

CA Name Root CAs are the first and may be the only CAs configured in a PK] hierarchy.

Validity Period O Subordinate CA
Certificate Database Suberdinate CAs require an established PKI hierarchy and are authorized to issue certificates by

the CA above them in the hierarchy.

| «:hnnnusll Next > | Configure Cancel

Confirmation

Figure 86. Specifying the Root CA option
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15. Select Create a new private key when requested to set up a private key and
click Next.

%
X DESTINATION SERVER
Private Key mob-radius.mob.ocal
Credentials Specify the type of the private key
Role Services

Setup Type To generate and issue certificates to dients, a certification authority (CA) must have a private key.

Use this option if you do not have a private key or want to create a new private key.

Cryptography
ryptograzhy ) Use existing private key

CAName Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period Select a gertificate and use its associated private ke
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
. import a certificate and use its assoaated private key.
Confirmation

Select an gxisting private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an altemate source.

| Next> | Configure | | Caneel

Figure 87. Specifying that a new private key should be produced
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Section 5 Certificate Authority

16. Leave the defaults when configuring the cryptography for CA, and click Next.

DESTINATION SERVER
Cryptography for CA mob-radius.mob Jocal
Cradentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type [ Rsa#Microsoft Software Key Storage Provider [+ ][ 2048 I+]
Rrivita Key Select the hash algorithm for signing certificates issued by this CA:
SHA256 -
CA Name SHA384 ’:
validity Period SHAS12
Certificate Database [ SHA1 ]
M5 e
Confirmation

[[] Allow administrator interaction when the private key is accessed by the CA.

() [ conoue | [TGmaa]

Figure 88. Using default cryptography configuration
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Configuring the Certificate Authority

17. Leave the default suggestion for the common name for the CA and click Next.

=

CA Name

Cradentials
Role Services
Setup Type
CA Type
Private Key

Cryptography
e

Validity Period

Certificate Database

Confirmation

DESTINATION SERVER
mob-radius.mob.local

Specify the name of the CA

é‘l'ype a common name to identify this certification authority (CA). This name is added to all ;
rertificates issued by the CA. Distinguished name suffix values are automatically generated but can :
:;C_Dmmcm name for this CA:

ob-MOB-RADIUS-CA

1 stinguished name suffoc

=mob,DC=local

Fmgvew of distinguished name:
{CN=mob-MOB-RADIUS-CA DC=mob,DC=local

More about CA Name

[ < previous | uuu ] [ configure Cancel

Figure 89. Providing a common name for the CA

18. Enter a validity period for the certificate generated by the CA and click Next.

2

Validity Period

Credentials

Role Services

Setup Type

CA Type

Private Ky
Cryptography
CA Name

Certificate Database

DESTINATION SERVER
mob-radius.mob.local

Specify the validity period

Select the yalidity period for the certificate generated for this certification authority (CA):

20 vears -]

CA expiration Date: 3/11/2034 9:17:00 AM

The validity peried configured for this CA certificate should exceed the validity period for the
certificates it will issue,

More anaut \Jal.dnypeund SR —

e

Figure 90. Specifying the certificate validity period
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Configuring the Certificate Authority Section 5 Certificate Authority

19. Leave the certificate database settings as default and click Next.

DESTINATION SERVER
CA Database mob-radius.mobJocal
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type C:\Windows\system32\Certlog
Private Key Certificate database log location:
Crypecgraphy CA\Windows\system32\Certlog
CA Nams
validity Period

Canfirmation

More about CA Database

[ < Previous “] Next > |] Configure | Cancel

Figure 91. Default configuration for the certificate database
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Section 5 Certificate Authority Configuring the Certificate Authority

20. At the confirmation window, click Configure.

) ) DESTINATION SERVER
Confirmation mob-radius mobJocal
Cradentizls To configure the following roles, role services, or features, dick Configure.
Role Services A Active Directory Certificate Services
Setup Type
Certification Authorit
CA Type on -
CA Type: Enterprise Root
Private Key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA1
CA Name Key Length: 2048
validity Period Allow Administrator Interaction: Disabled
Certificate Validity Period: 3/11/2034 2:17:00 AM
Certificate Database ) .I G’. —= e
Distinguished Name: CN=mob-MOB-RADIUS-CA DC=maob,DC=local
Certificate Database Location:  C:\Windows\system32\Cerilog
Certificate Database Log CAWindows\system32\Certl og
Location:
< Previous | Next > | I Configure I | Cancel

Figure 92. Confirmation to commit the configuration changes

21. After successful completion of configuration changes, click Close.
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DESTINATION SERVER
ReSU |tS mob-radius.mob.local

The following roles, role services, or features were configured:

»~ Active Directory Certificate Services

Certification Authority ° Configuration succeeded
More about CA Configuration

| < Previous | | Next > | [ Close ] | Cancel

Figure 93. Completion of configuration changes
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Section 6 Creating Certificates

Each device should have its own certificate. When the NPS server configuration is
created, one certificate is used for the first client access.

Creating a new certificate for the device

Execute the following to create a certificate for a device:

1. Logon to the node where the Certificate Authority has been installed and run
the mmc command.

:tl

Run -

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

g

Open: | mmc ] v

B This task will be created with administrative privileges.

H OK i| Cancel || Browse... |

=5 = =)

Figure 94. Starting mmc on the Certificate Authority node
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Creating a new certificate for the device Section 6 Creating Certificates

2. Handling certificates is done through a Snap-in. Select File > Add/Remove

Snap-in.
File | Action View Favorites Window Help - || %
L New Ctrl=N
= Open... Cirl+0 Acti
Save Cir+5 . .
ms to show in this view,
Save Az, §
More Actions »
| Add/Remove Snap-in... Cirl+M
Options...
1 C:\Windows\system32\certsrv
Exit
Enables you to add snap-ins to or remove them from the snap-in consele. L

Figure 95. Adding the Certificates snap-in

3. From the available snap-ins, select the Certificates snap-in and then click Add.

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Avszilable snap-ns: Selected snap-ns:
Snap-in Vendor L~ [ Console Root Edit Extensions. .. |
=] ActiveX Control Microsoft Cor....
[T3 authorizaton Manager Microsoft Cor... Remove

. Move Up

e || Move Down
L] Group Policy Object ... Mirosoft Cor...
B Scauity Moritor Moosoft Cor...
Description:
|‘I'heMﬁmﬂmﬁ“mbmhmdhmﬁmmfmymndﬂam,mammm. |

Figure 96. Selecting the Certificates snap-in
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Section 6 Creating Certificates

Creating a new certificate for the device

4.

Select to manage certificates for the computer and click Next.

Certificates snap-in

This snap-in will always manage cerificates for:

() My user account

Service account

< Back I]

Ned> | [ Cancel |

Figure 97. Selecting to manage certificates for the Computer Account

5.

Select to manage certificates for the local computer and click Finish.

Select Computer

Select the computer you want this snap-n to manage.

This snap-in will always manage:

O Another computer:

[] Allow the selected computer to be changed when launching from the command line. This

only applies if you save the console.

Browse...

[ <Back | Fnsh | [ Cancel |

Figure 98. Selecting to manage certificates for the local computer
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Creating a new certificate for the device Section 6 Creating Certificates

6. Click OK.

& Certificate Templates  Microsoft Cor....

{5 Certification Authority Microsoft Cor...

(& Computer Managem... Microsoft Cor....

i Device Manager Microsoft Cor...
= Disk Management Microsoft and...

Description:

You can select snap-ins for this console from those avaiable on your and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Sglected snap-ns:

Soegry Vendor ~ I Consdle Root Edt Extensions...
=] ActiveX Control Microsoft Cor... 5 Certificates (Local Computer) | |

[T3 authorizaton Manager Microsoft Cor... Remove

¥ certficates Microsoft Cor.... [ Move Up
. Component Services  Migesoft Cor... | . [ Move Down

=] Group Policy Object ... Microsoft Cor...
B Scasity Monitor _ Merosoft Cor... ~

|WmﬁmmmMmbmhmmdhmmhmﬁ,aMWam.

T

Figure 99. Certificates snap-in added to mcc

7. To create a new certificate, navigate to the Console Root > Certificates >
Personal > Certificates, right-click the Certificates item and select All Tasks

> Request New Certificate.

@ File Action View Favorites Window Help

e 2@ 0 czBm

[ Conscle Root Al lssued To = Friendly Name  Expiration Date  Intended Purposes

4 [ Personal

(O Certificates}
= Trusted Root C|
| Enterprise Trus, View
= Intermediate C New Window from Here Advanced Operations
| Trusted Publish
[ Untrusted Certi
7 Third-Party Ro Refresh
" Trusted People Export List...

B
Help

AEiﬂCert'rﬁcates(LocalCarnp‘_ %lmob-MOB-RADIUS-CA  <None» 3/11/2034 <All>

Al Tasks Request New Certificate... ]

Import...

New Taskpad View...

Personal store contains 2 ceromcares:

Figure 100. Creating a new certificate for a device
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Section 6 Creating Certificates Creating a new certificate for the device

8. At the Before you begin window, click Next.

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Figure 101. Before you create a certificate window

9. Atthe Select Certificate Enrollment Policy window, click Next.

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Confi

gured by your admini
[ Active Directory Enrollment Policy

Configured by you

Figure 102. Selecting the certificate enrollment policy
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10. Select Computer at the Request Certificates window and click Enroll.

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

Active Directory Enroliment Policy

[V Computer] \i) STATUS: Available

[]Show all templates

Figure 103. Enroll the new certificate

11. At the confirmation that the new certificate has been produced, click Finish.

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enroliment Policy

Computer J STATUS: Succeeded

Figure 104. Certificate request completed
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12. Use the Properties on the new certificate to change the friendly name to
identify the intended device.

@ Consolel - [Console Roof\Certificates (Local Computer\Persona\Certificates] =12 I |

'E File Action View Favorites Window Help !En
s 2E 0 6=z HE
~| Conscle Root Al lssuedTo  * Friendly Name  Expiration Date  Intended Purposes
4 [l Certificates (Local Comp _ ||| %] mob-MOB-RADIUS-CA _<None> 3/11/2034 <All>
4 [ Personal 3l mob-radius.mob.local 3/11/2015 Client Authenticati...

| Certificates
b Trusted Root Certific:
b [ Enterprise Trust

b Intermediate Certific:
< n » < ] »

Figure 105. Certificate for device with friendly name

Export Certificates

To export the certificate:

1. Login to the authorization server and access the certificates through the mmc.
Navigate to the Console Root > Certificates > Personal > Certificates, and
right-click the device. Note that the previously defined friendly name assists in
selecting the correct device. From the context menu, select All Tasks >
Export.

2PAA110154-600 91



Export Certificates Section 6 Creating Certificates

@ File Action View Favorites Window Help —le]x
e 20 {5 XE=H=
(7] Consele Root )| lsuedTo  ~ Friendly Name  Expiration Date  Intended Purp
4 15 Certificates (Local Comp | % mob-MOB-RADIUS-CA  <None> 3/11/2034 <All>

4 [ Personal b

[ Certificates =

p 2] Trusted Root Certificy

p (] Enterprise Trust Al Tasks L Open

b [ Intermediate Certific— cut Request Certificate with New Key...

B [ Trusted Publishers : .

» [ Untrusted Certificates Copy Renew Certificate with New Key...

b [ Third-Party Root Cert Delete Manage Private Keys...

p 5 Imﬂgﬁ People - i i L
< = 5 i| .PIDMEF .Advanced Operations 5
Export a certificate it Eport..

Figure 106. Exporting the Certificate for a device

2. Inthe Certificate Export Wizard, click Next.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

(=) (o

Figure 107. Certificate Export Wizard

3. Click Next at the Export Private Key window.
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Section 6 Creating Certificates Export Certificates

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

() Yes, export the private key

Mote: The associated private key is marked as not exportable. Only the certificate
can be exported.

e ] (e ]

Figure 108. Exporting the private key options
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4.  Use the default export file format and click Next.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(®) DER encoded binary X,509 (.CER):

() Bage-64 encoded X509 {,CER)
O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
[incude all certificates in the certification path if possible

(O personal Information Exchange - PKCS #12 (.PFX)
[include all certificates in the certification path if possible

[ pelete the private key if the export is successful
["]Export all extended properties

(O Microsoft Serialized Certificate Store (.S5T)

=) (e

Figure 109. Setting the export file format

5. Provide a file name for the certificate and click Next.

File to Export
Specify the name of the file you want to export

File name:
[C:V..lsers\adminishahor.MOB\DownIoads\iPad-GW.oer ] || Browse... |

(=) (e

Figure 110. Providing a file name for the exported certificate
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6. Click Finish to complete the export operation.

Completing the Certificate Export Wizard
“fou have successfully completed the Certificate Export wizard.
You have spedfied the following settings:

C\users \adminstrator MOS\Downinac

Export Keys Mo

Include all certificates in the cerbfication path Mo

File Format DER Encoded Bnary X.509 (*.cer)
al n ] ¥

Figure 111. Completing the certificate export wizard

7.  Click OK to acknowledge the successful completion.

The export was successful.

Figure 112. Completion of exporting the certificate for a device
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Section 7 Configuring NPS (RADIUS)

This section describes the procedure to add and configure the NPS (RADIUS).

Adding NPS (RADIUS)

In Windows Server 2012 R2, the RADIUS functionality is included in the Network
Policy and Access Services role. This must be added to the authorization servers.

Execute the following steps to add the NPS (RADIUS):
1. Logon to the authorization server and start the Server Manager.

Select Add roles and features.

I Dashboard WELCOME TO SERVER MANAGER

i Local Server

i Al Servers ) =
o Configure this local server

B® ADCS
W& File and Storage Se... b QUICK START

2 [.i.:L': roles and "ee.tl_.ref-]

Add other servers to manage

AT'S NEW ]
e 4 Create a server group

Hide

LEARN MORE

OALEE AKD CCOUED cOALINE

Figure 113. Starting the Server Manager in the authorization server

2PAA110154-600 97



Adding NPS (RADIUS) Section 7 Configuring NPS (RADIUS)

2. In Before You Begin wizard, click Next.

DESTINATION SERVER

Before you begin ot-radis mosioca

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type heosting a website.

Server Selection

Ta remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

oo | () [t (]

Figure 114. Before you add the roles information

3. Select Role-based or feature-based installation and click Next.

. . DESTINATION SERVER
Select installation type ot adius mabloca
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

maching, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Salection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Figure 115. Selecting Installation Type
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4. Select the authorization server and click Next.

DESTINATION SERVER

Select destination server mb-radiis mabocal

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

nstallation Type

Server Roles Server Pool
Features
Filter |
Mame IP Address Operating System

mob-radius.mob.local 172.164.12.19...  Microsoft

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager, Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

Figure 116. Selecting authorization server for the NPS (RADIUS) role

5. In Select Server Roles wizard, select the Network Policy and Access
Services check box and click Next.

=)
- =
Select server roles

Before You Begin Select one or mare roles to install on the sel Add features that are required for Network Policy and
ices?
Installation Type Roles o= Se
Server Selection [T The foliowng tocks are required fo manage this festure, but do not
[] DHCP Server have 1o be installed on the same server.
Featuras O ows server [
- [ Faxs 4 Remote Server Adminstration Took

4 Role Admenestration Tools
[Toolks] Network Policy and Access Services Tools

(== ook

Metwork Folicy and Acce
WeTe FOley BN ACSES | (@] File and Storage Services (1 of 12in)
Role Services

Confirmation

LI Print and Document Services

[<previows | Nert» T sl

Figure 117. Adding the Network Policy and Access Services role
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Adding NPS (RADIUS) Section 7 Configuring NPS (RADIUS)

6. In the Select Features window, click Next.

- DESTINATION SERVER
Select features ez o
Before You Begin Select one or more features to install on the selected server.
nstallation Type Description
Server Sslection NET Framework 3.5 combines the
Ve = power of the NET Framework 2.0
RS [W] NET Framework 4.5 Features (2 of 7 installed) APIs with new technologies for
¥ [ Background intelligent Transfer Service (BITS) building applications that offer
Network Policy and Acoes_ ] B = 3 appealing user interfaces, protect
: ¥ — O Bf'luclm Drive Encryption - =
Role Services [ Bitlocker Network Unlock information, enable seamless and
Corfirmation [ BranchCache secure communication, and provide
] Client for NFS the ability to model a range of
! hd business processes.
<f " | »

Figure 118. Selecting features

7. In Network Policy and Access Services wizard, review the information on the
policy and click Next.

Network Policy and Access Services obadsvamsbiocl
Before You Begin Metwork Policy and Access Services allows you to define and enforce policies for network access

authentication, autharization, and client health using Network Palicy Server (NPS), Health Registration

Installation Type
Authority (HRA), and Host Credential Authorization Protocal (HCAF).

Server Selection
Server Roles Things to note:
Featurss * You can deploy NPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy and
m a5 a Network Access Protection (NAP) policy server. After installing NPS using this wizard, you can
configure NPS from the NPAS home page using the NPS console,
Role Servi ' ; ;
BOERIED * MNAP helps you ensure that computers connecting to the network are compliant with organization

Confirmazion netwaork and client health policies, After installing NPS using this wizard, you can configure NAP
from the NPAS home page using the NPS console.

m Install

Figure 119. Information regarding Network Policy and Access Services
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8. In Select Role Services wizard, select the Network Policy Server check box
to access the Remote Desktop Session Host servers. Click Next.

DESTINATION SERVER

Select role services mob-radivs moblocal

Before You Begin Select the role services to install for Network Policy and Access Services

Installation Type Description

Server Selection Network Policy Server [NPS) allows

Server Roles - you to create and enforce

’ [] Health Registration Authority arganization-wide network access

Features [[] Host Credential Authorization Protocol policies for chent health, connection

Network Policy and Acces... request authentication, and
connection request authorization.

[ fole servces Wit NPS,you can s deploy

Confirmation N.zrwork Mess.Pror.ef_ti.nn (NAP), a
client health policy creation,
enforcement, and remediation
technology.

| [

Figure 120. Required option for the Network Policy Server

9. In Confirm Installation Selections wizard, click Install to begin the
installation of the NPS role.

DESTINATION SERVER

Confirm installation selections wiob-radzmoblocal

Befora You Begin Ta install the following roles, role services, or features on selected server, click Install.

Installation Type [ _Restart the destination server ically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
S Roles been selected automatically. If you do not want to install these optional features, click Previous to clear
erverhiiEs their check boxes.
Features
Network Policy and Acces... Metwork Policy and Access Services
B Network Policy Server
Rele Services

m Remote Server Administration Tools
Reole Administration Tools

Network Policy and Access Services Toals

Figure 121. Initiate installation of NPS server
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10. In the Installation Results wizard, click Close.

= Add Roles and Features Wizard [ o ]
retallatimm mreArace DESTINATION SERVER
nstallation progress mob-radus meboes
View installation progress

o Feature installation

tion succeeded on mob-radius.moblocal

Network Policy and Access Services
Network Policy Server

Remote Server Administration Tools
Role Administration Tools

Network Policy and Access Services Toals
Results

You can close this wizard without interrupting running tasks. View task progress or open this
B} page again by clicking Notifications in the command bar, and then Task Details.
page ag ¥ 9

MNext = Cloge

Figure 122. Successful addition of the NPS server

Registering the server with Active Directory

Initially the NPS server has to be registered with the Active Directory.
Execute the following steps to register the NPS Server.

1. In Server Manager > NAP, right-click the NPS Server and select Network
Policy Server.
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I’1 Manage Tools View Help
= ?k SERVERS
Ii8 Dashboard All servers | 1 total TASKS w |

=i

i Local Server
i Filter el (=) » (R) » w
B§ All Servers
B} ADCS Server Name  (Pvd Acdreq Add Roles and Features Last Ug

= hi Local
B File and Storage Se... b Sht Hown oo Jever

MOB-RADIUS 17216412, Computer Management
™ nap ' P g

Windows PowerShell

Configure NIC Teaming
Configure Windows Automatic Feecback

[ Network Policy Server ]

Start Performance Counters |
EVENTS Refresh

All events | 0 total

Copy
Figure 123. Accessing the Network Policy Server interface

2. Right-click the NPS object and select Register server in Active Directory
from the context menu.

& Network Policy Server
File Action View Help

I

= (O -
@ l\‘l.PSRi_;rJ Import Configuration
[
b E‘J’ Policie Export Configuration

b B Netwo Start NPS Service F (NPS) allows you to 2
5 Accou - ganization-wide network | = |
b : Termpl HopIF S ent health, connection >
- " [ Register server in Active Directory ] and eannection eaiiest
~
Properties on
b
< View 3 >
Register server Help

Figure 124. Registering the NPS server in Active Directory

3. Click OK to confirm that the changes to read users dial-in properties are to be
done.
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Metwork Policy Server -

To enable NPS to authenticate users in the Active Directory, the computers
running NP5 must be authorized to read users' dial-in properties from the
domain.

Do you wish to authorize this computer to read users' dial-in properties from the
mob.local domain?

I oK I | Cancel

Figure 125. Request to authorize the computer to read users' dial-in properties

This prompts for a confirmation. Click OK to proceed.

Metwork Policy Server -

This computer is now authorized to read users' dial-in properties from domain
mob.local.

To authorize this computer to read users' dial-in properties from other domains,
you must register this computer to be a member of the RAS/NPS Servers Group in
that domain.

Figure 126. Confirmation that the computer is authorized to read users' dial-in
properties

Configuring NPS (RADIUS)

After the installation of the NPS, the NPS server must be configured as a RADIUS
server.

This will, for example specify the type of encryption to use. The initial
configuration is in the form of a getting started guide. Once completed, the resulting
configuration can be reviewed and modified as required.

Execute the following steps to configure the NPS (RADIUS):
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Configuring NPS (RADIUS)

1.

Access the NPS configuration (see Step 1). The Getting Started dialog

appears where the Standard Configuration should be set to RADIUS server
for 802.1X Wireless or Wired Connection. Then select Configure 802.1X.

File Action View

Help

@ |

€ NPS (Local)
p [7] RADIUS Clients
I+ ‘J’__EJ Policies
I+ 5 Metwork Acces:
% Accounting
1 Wl Templates Man

Getting Started

@

Standard Configuration

Metwork Policy Server (NPS) allows you to create and enforce organization-wide
network access policies for client health, connection request authentication, and
connection request authorization.

Select a configuration scenario from the list and then click the link below to open the scenario

RADIUS server for 802.1X Wireless or Wired Connections
When you corfigure NP5 as a RADIUS server for 802.1X connections, you create network poli
NP5 to authenticate and authorize connections from wireless access points and autherticating
called RADIUS clients).

n Configure 802.1X

n Leam mare

Figure 127. Specifying the standard configuration

2.
the name

In the Configure 802.1X dialog, select Secure Wireless Connections. Enter

of the policy and click Next.

2PAA110154-600

105



Configuring NPS (RADIUS) Section 7 Configuring NPS (RADIUS)

Configure 802.1X -

. Select 802.1X Connections Type

When you deploy 8021 wireless access points on your network, NPS can authenticate and authorize
connection requests made by wireless clients connecting through the access points.

(O Secure Wired (Ethemet) Connections
When you deploy 802.1X authenticating switches on your network, NPS can authenticate and authorize
connection requests made by Ethemet clients connecting through the switches.

Name:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default text or modify it .

I Secure Wireless Connections I |

Im
i}

Figure 128. Selecting the connection type
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Configuring NPS (RADIUS)

3. The next window provides the ability to add wireless access points. In this
guide, the clients will be added at a later stage. Click Next to continue.

Configure 802.1X

Specify 802.1X Switches

"
— 4

and

Flease specify 802.1X switches orWireless Access Points (RADIUS Clients)

BCCESS point.

RADIUS clients are network access servers, such as g
RADIUS clients are not client computers.

To specify a RADIUS client, click Add.

RADIUS clients:

| Previous |[

Figure 129. Configuration window for adding clients such as wireless access points

4.

later stage.

In Type, select Microsoft Protected EAP (PEAP) and click Configure. It
helps to confirm the authentication method. The certificates will be setup at a

Configure 802.1X

l Configure an Authentication Method
]
-t

-

Select the EAP type for this policy.

Type (based on method of access and network configuration):

| Microsoft: Protected EAP (PEAP) |

| Previous || Next |

Figure 130. Specifying the authentication method
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5. With the certificate in place, the Edit Protected EAP Properties dialog
appears.

If a warning appears with a message that there is no available certificate, either a
Q CA Authority has been installed on another node or it has not been installed on
the Domain Controller. Multi-node CA, NPS, DC are not in the scope of this user

guide.

Edit Protected EAP Properties -

Select the certificate the server should use to prove its identity to the dient.
A certificate that is configured for Protected EAP in Connection Request
Policy will override this certificate.

Certificate issued to: mob-radius.mab.local v
Friendly name: mob-radius.mob.local

Issuer: mob-MOB-RADIUS-CA

Expiration date: 3/11/2015 9:42:10 AM

Enable Fast Reconnect
[ pisconnect Clients without Cryptobinding
Eap Types

Secured password (EAP-MSCHAP w2

| Add || Edit || Remove | [ OK ]| Cancel

Figure 131. Editing the Protected EAP properties

Click OK to return to Configure an Authentication Method window (see
Figure 130). Click Next.

6. The Specify User Groups wizard is used to restrict the authentication to
specific User Groups. It is recommended to restrict the users to non-
administrative user groups. In the following example, the Groups will be left
blank. Click Next.
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Configure 802.1X -

Specify User Groups
]
"d Users that are members of the selected group or groups will be allowed or denied access
- based on the network policy Access Permission setting.

To select User Groups, click Add. f no groups are selected, this policy applies to all users.

Groups
MOBIndustrial TRemate I -~

|

Figure 132. Restriction of access based on User Groups

7. The Configure Traffic Controls wizard appears. This is used to configure the
traffic control attributes. In this example, no adjustments are made. Click Next.

Configure 802.1X -

Configure Traffic Controls
1l
‘ Usevirtual LANs (VLANs) and access control lists (ACLs)to control network traffic.

|

If your RADIUS clients {authenticating switches or wireless access points) support the assignment of traffic
controls using RADIUS tunnel attributes, you can corfigure these attributes here. f you configure these attributes,
MNPS ingtructs RADIUS clients to apply these settings for connection requests that are authenticated and

authorized.
If you do not use traffic controls or you want to configure them later, click Next.

Traffic control configuration
To configure traffic control attributes, click Configure.

Im
i}

| Previous || Next I

Figure 133. Option to implement traffic control
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Starting and Stopping the NPS Service Section 7 Configuring NPS (RADIUS)

8.  Click Finish to complete the configuration.

Configure 802.1X -

Completing New IEEE 802.1X Secure Wired and
‘ ' Wireless Connections and RADIUS dients

-

You have successfully created the following policies and corfigured the following RADIUS clients.

* To view the configuration details in your default browser, click Configuration Details.
* To change the configuration, click Previous.

* To save the configuration and close this wizard, click Finish.

Connection Request Policy:

Secure Wireless Connections

Network Policies:

Secure Wireless Connections

Confiquration Details

o

Figure 134. Completing the getting started configuration

Starting and Stopping the NPS Service

After completing the configuration, stop and start the NPS Service to ensure that the
configuration is applied to the NPS Server.

To stop the NPS Service, right-click the NPS object and select Stop NPS Service
from the context menu.
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Section 7 Configuring NPS (RADIUS) Starting and Stopping the NPS Service

File Action View Help

= = B5

RA Import Configuration
i Export Configuration
#
p

Start NPS Service

. =
a |Z[ Pol . =
g.j | Stop NPS Service | policies for client heath, connection request =
B Register server in Active Directory Sded';m'ﬂ i thencid "
[N Properties
4 B, Net View » |RADIUSWMW21XWWWWW
PR
B Help RADIUS server for 802 1X Wireless or Win =
.ﬁ Remediation Server Groups When you corfigure NPS as a RADIUS server for 802.13
q Accountin NP5 to authenticate and authorize connections from wire
9 called RADIUS clients). ||

4 My Templates Management
L:,]' Shared Secrets

5 RADIUS Clients Corfiqure 802 1X £
i Remote RADIUS Servers v« m >

Stop NPS service

Figure 135. Stopping the NPS Service

To start the NPS Service, right-click the NPS object and select Start NPS Service
from the context menu.
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Starting and Stopping the NPS Service Section 7 Configuring NPS (RADIUS)

File Action View Help

e @ B

Import Configuration
Export Configuration
-~
= Network FoicySwu'{NFS}alumywwm
Start NPS Service | s e = =l
Stop NPS Service policies for cient health, mmecbon reqLﬂ -
. . - - Al thentication And connectinn
Register server in Active Directory Select a configuration scenario from the iat and then dlich »,
: Properties |
<N ) | RADIUS serverfor 802.1X Wireless or Wired Connectior
4 View 3
Help RADIUS server for 802 1X Wireless or Win =
TVETTTELEIUTT JETVET UIUupy When you configure NPS as a RADIUS server for 802.1
g Accountin NPS to authenticate and authorize connections from wire
9 called RADIUS clients). m
4 My Templates Management
_J Shared Secrets
& RADIUS Clients Configure 802.1X [
i Remote RADIUS Servers ~vl| € m >

Start NPS service I

Figure 136. Starting the NPS Service
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Section 8 Remote Desktop Session Host
Server Configuration

The goal for the Remote User Configuration is to provide a configuration where the
remote operator logs on to the 800xA system and is presented only with an 800xA
workplace. When the workplace is closed, the remote desktop session is
automatically closed.

If the remote operator disconnects from the session, reconnecting to the system
presents the same remote desktop session.

Note that automatic closing of remote desktop session can be configured in the
Remote Desktop Session Host server. It may be desirable to set this to a time that
allows movement between production areas without closing the session.

Whilst remote desktop log on may be granted to an existing user, the configuration
described here assumes that a separate user is created for remote logon to enable the
remote user privileges to be more restrictive, that is, monitor the process, but not to
operate it.

Following is the procedure to set up the first remote user:

1. Create a remote user.

Create a Remote Operators security group.

Add the remote operator to the Remote Operators and IndustrialITUser group.

Add the remote operator to the 800xA system.

A

Add the Remote Operators group to the Remote Desktop Session Host Server
Remote Desktop Host Configuration security.

6. Add the Remote Operators group to the local policy of the Remote Desktop
Session Host Server for the Allow log on locally, and Allow log on through
Remote Desktop Services.
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Section 8 Remote Desktop Session Host Server Configuration

10.

11.

12.
13.

Restart the Remote Desktop Session Host server.
Test log on to the remote operator through the Windows remote desktop client.
Create a desktop shortcut to the iPad® Workplace.

Use the startup program definition from the shortcut to setup the environment
startup program for the remote user.

Configure the 800xA User profile for the remote user to use the iPad® Operator
workplace in Operator workplace mode.

Configure remote operator privileges for non-operation.

Test that remote desktop log on of the remote operator provides a full screen
operator workplace with no desktop.

114
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Section 8 Remote Desktop Session Host Server Configuration Adding the remote operator to

Adding the remote operator to 800xA

Log on to the Aspect Server, and use the 800xA Configuration Wizard to add the
remote operator account to the 800xA system. Make this account a member of
Everyone, and Operators.

ik Configuration Wizard -
b&0 - User Confi ion
Mame Full Name Group Domain ~
|MOBYrduser1 | rd user1 | Everyone - IndustrialITu... | MOB
mobB00xAService Everyone - IndustriallTU... mob
TSSMDOM1\Dem... DemoDevl Everyone - IndustriallTU... TSSMDOM1 |,
< m ) ) >
Reset User Delete User Add Guest | | Add Windows Accounts ...
Member Mot member
=
%Everyone - IndustriallTUser ﬁSyshem Engineers ~
s Operators ) < Add ﬁ#\pplicaﬁon Engineers
;ﬁa‘-\pplicaﬁon Managers w
< m > Remore <[ m >
<o | v | (o ] [1e0 ]

Figure 137. Configuring the remote operator in 800xA

Testing Remote Log on

At this stage it should be possible to use a Windows workstation or server to start a

remote desktop session to the Remote Desktop Session Host server using the remote
operator account.

Create a desktop shortcut to the iPad® Workplace

After opening the remote desktop session, it is beneficial for the user configuration
to place a shortcut to the iPad® Workplace (assuming that this is required workplace
for the remote operator) in the desktop.
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Create a desktop shortcut to the iPad® Workplace Section 8 Remote Desktop Session Host Server

Start the 800xA Workplace application, select the workplace required, and click
Create Desktop Shortcut.

M
System 800xA

f'\l'l'

I AL R

ABB Workplace Login -
Select System, Environment and Workplace and press Open.
System:

[ mobso v|
Environment:
|Pr0ducti0n V|

Available workplaces:

DEMU CaTE UESRLOD TWOTRIECE EUTV-XS

DEMO Operator Workplace

DEMO Operator Workplace 1 Screen Full HD

DEMO OpemtorWorkaace 2 Screen Full HD
l K = =

Maintenance Workplace v

P ee LA 44 4 AT A OO0

| Create Desktop Shortcut ||| Set as autostart | Open |
| Config Wizard || About... |

Figure 138. Using the 800xA Workplace application to create a desktop icon
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Section 8 Remote Desktop Session Host Server Configuration

Setting the remote operator startup

This creates a shortcut on the desktop.

DEMO
Operator

Workplace
Tablet -
Production

Figure 139. The 800xA iPad® Operator Workplace desktop icon

Setting the remote operator startup application

To ensure that the remote operator has access only to the workplace, the workplace
should be defined in the environment settings of the remote user.

To determine the command line for the workplace, right-click the workplace

desktop icon and select Properties.

L
L’Pﬁ Open
"o Dla SkyDrive Pro

Open file location
'E‘i' Run as administrator

Troubleshoot compatibility

= Pin to Start
Pin to Taskbar
Restore previous versions
Send to
Cut
Copy
Create shortcut
Delete

Rename

I Properties

I

Figure 140. Accessing Properties of the iPad® Operator Workplace
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Setting the remote operator startup application ~ Section 8 Remote Desktop Session Host Server

Copy the Application Target line. As this must be entered in the Domain Controller,
the target definition can be copied into a text file that will then be copied to the
Domain Controller.

HDEHOWWOWTM-PIM.

Secunty | Detais | Pravious Versons
General Shorcut Companiiity

';*l DEMO Cperator Warkoiace Tabiet - Sracucsion

Target type Bpphcation
Target location: bn

Satin "C\Program Files 85 ABB 300 A" Base bin'

Shartout key None
Fun Normal window v

Comment: [Lzurch DEMO Operstor Wadkpiace Tabist - rod

ok || Concel

Figure 141. Retrieving the target for the iPad® Operator Workplace

Log on to the domain controller, start the Active Directory Users and Computers
program, double-click the remote operator account, select the Environment tab,
select the Start the following program at logon check box, and paste in the target
obtained through the desktop shortcut as in Figure 141.

118

2PAA110154-600



Section 8 Remote Desktop Session Host Server Configuration Configuring the 800xA user profile

rd user1 Properties _

Remote control I Remote Desktop Services Profile I COM+
General I Address I Account I Profile Telephones Organization
Member Of I Diakn | Environment Sessions

Use this tab to configure the Remote Deskiop Services startup
environment. These settings overide client-specified settings.

Starting program

[|7 Start the following program at logon{

Program file name:

["C:"-.Pn:uglam Files (xBE\AB B"-.EDDxA"-.Base"-.bin"-Nw‘.‘\l'orkaaceApp]

Start in:

Client devices

Iv¥ Connect client drives at logon
Iv¥ Connect client printers at logon
Iv¥ Defautt to main client printer

Figure 142. Updating the remote operator user to only start the iPad® Operator
Workplace at log on

Configuring the 800xA user profile for the remote

The remote user should be configured in 800xA for the correct workplace, and that
the workplace should be in Operator mode.

Log on to the aspect server, start the engineering, and access the Workplace Profile
Values for the remote operator. Set the Default Workplace to the iPad® Operator
Workplace.

2PAA110154-600 119



Configuring the 800xA user profile for the remote Section 8 Remote Desktop Session Host Server

|@ . 8 ~[mosyduseri:wodpiace Profle vaes VB S L . O]~
Mames: Rules: —Default Workplace /Base nie
The = the workplace started when you double-dick on
[Default Emaranmern ™| My ePlant.
Workpisc= Mode | =
Plant Explorer setti|
Have Browses Links | o
fault Inhentance ml'fme I tode
Advanced Shortcut Update Enabie Updats jaca
Replacement Strate v )
</ m > . .
l_' :j % ObjectName:
Add Defere |= :
= i , Add | Delete | ! Emcwuauwmlamrwleq
" Defadt —* Local " Base Aule

" Indirect from: ‘
—_—

ObjectiName:

s

Clear

| L
| & ~ moesooxamst ABEB

Figure 143. Setting the remote operator Default Workplace

Configure the Workplace Mode to be in Operator Workplace Mode.

||¢ 8 ~ [MoBYduser 1 Woriplace Profie values | 5 1

[¢ il'|

Rules: Workplace Mode [ Base rule
Defadl Workplace | » | [EEENS This can be Operator or Windows mode. In Operator m , |
Default Environmer™ the workplace fills the entire monitor, and rules are img
Workplace Mode on overlap placement.
Plant Explorer setti
r'-‘!afuv.r.-..al:T'S *: [~ Update Mode
S | I” Update Enable [T Update loca ‘
r , Add |  Delats |
" Default xf“ Local C LU LU Operator Workplace Mode
" Indrect from:
L
ObjectMName:

Cancel "W| Help |
| 8 ~ mos\sooxain: ABE

Figure 144. Setting the remote operator Workplace Mode
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Section 8 Remote Desktop Session Host Server ConfigurationConfigure remote operator privileges

Configure remote operator privileges for non-operation

While mobile access to the production system provides many benefits, the risk to
accidental operation of the system must be minimized. Mobile devices such as
iPads, are easy to pick up in one hand and perform unintended actions. To minimize
this risk, the security definitions in 800xA should be defined to prevent operation of
the system by the remote operator.

One example of security restriction, is to place a Security Definition aspect on the
Control Network base and configure it to deny access to the remote operator:

b mobé60 // Engineering Workplace [= =[]
| P || [Enter search name) || [ro Fiter ]| 5 |[Relace Tv]| ¥ | @ @) 7

TZE Conirol Structure j ects of ‘Control Network’ - name _ ~

=& Root, Domain
+-g® Asset Opfimizat:
B 2 Control Network,
[2E _FSE_Subnet, = | Canirol Network:Sea ity Definion e & -
ﬂ fg Graphics Test Nef o ; | &
g HeatExchanger 4 Permissions |
- IT Server, IT 09

i~ Lost And Found Authority Range:  [fconird Structure]Root/Control Network ] Seasity Definition
B-48- OPC Servers, Sys|
- PLCC Control Net| | Permission | Access | user or Group | node
Operate Denied MOByduser1 All Nodes
> Operator Configure Deried MOByduser 1 All Modes ]
< mn >

Search option for [Control Structure]
% Continue Search

Add I " Terminate Search

< m > | | e

| | 4 - mos\son SRR

Figure 145. Placing a Security Definition on the Control Network to restrict
operations

While this allows the remote operator to view graphic displays and faceplates, the
buttons on the faceplate will be disabled.
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Test the remote desktop log on of the remote operator ~ Section 8 Remote Desktop Session Host

=l 1112_P10 : MainFaceplate -
1112_P10 1 2
Pump .
Interlock | Command | Out Status | £ 4 | * | Trim Curves | parameters | override < | *
Process Interlock 100.00 [w] M
[J Run Forced [] Run Forced - Man 7
Priority Interlock
[ PriorityCmd 01
O
[ pricritycmd 03
[ PriorityCmde4an 0
Start/Stop Interlock  Others
[ start [[] Alarms Disabled D_.W
[Ostop [ anhiit : . ]
I obgect Emror - 4m | Grid oms
B B = 5|

Figure 146. Confirmation that the remote operator cannot control production

Test the remote desktop log on of the remote operator

To test the configuration, use a Windows workstation or server and the remote
desktop client to open a session to the Remote Desktop Session Host Server. When
logged on, only the 800xA workplace should be present:
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Section 8 Remote Desktop Session Host Server Configuration  Test the remote desktop log on of

Figure 147. Full screen remote logon to the production environment

Closing the workplace should end the remote desktop session.
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Section 9 800xA Customization for iPad®

Due to the smaller screen area of iPad®, there may be difficulties interfacing with
items on the screen. This may be due to the small size such as the close window
button on the top right of the window, or the requirement to scroll across a number
of columns in an alarm band.

There are two main areas of customization for iPad® Workplace. The first
customization includes 800xA objects to assist in setting up a workplace in a
smaller screen area, and the second is to configure Windows to enlarge certain
Windows elements.

800xA iPad® Workplace

The customized 800xA iPad® operator workplace, available via the ABB Library,
provides a starting point for developing a workplace which is more suited to the
smaller screen size of the iPad®. The customized workplace is in the form of an .afw
file which can be imported into the 800xA system. It comprises the following:

e iPad® Operator Workplace object

—  The date and time application bar item has been removed
—  The tool bar time item used instead of the application bar

e iPad® Operator Workplace panel object
—  This defines the startup display for the iPad® Operator Workplace
«  iPad® Alarm & Event List Configurations object

—  This contains the 3 line alarm list which has been defined for a smaller
screen to eliminate the horizontal scroll bar from occurring
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Windows Configuration on Small Screens Section 9 800xA Customization for iPad®

The following is the resultant iPad® Operator Workplace.

S Fraca 130107 14:14:39 DIFS00 Digital Indicater 3600 Dewiation From nermal valus

0 B 130104 10:16:53 R12_TTCale  Temperature High Greater than 71.00°C
[ 130104 10:16:53 R12_TTCale  Temperature High High Greater than 74.00°C
& N 22707PM D0 w0 F e sahoee
I = |t cpenaten L F b |

iPad Operator Workplace - Overview

Figure 148. Initial iPad® Operator Workplace

Windows Configuration on Small Screens

Configuring the Windows environment for smaller screens enables easier operation.
This must be performed on a per user basis. Since access is required to the Windows
environment, the startup to the 800xA workplace needs to be temporarily disabled.

Since this configuration removes the target information, a copy should be placed
@ into a text file for easy restoration of the setting.

Changing the Title Bar Size

One of the difficulties in a smaller screen area is closing windows as the close
button in the title bar is so small.

Execute the following steps to change the title bar size:
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Section 9 800xA Customization for iPad® Changing the Title Bar Size

1. Log on to the Remote Desktop Session Host server with the remote operator
user account. Right-click on the desktop and select Personalize from the
context menu.

View
Sort by
Refresh

* v

Paste
Paste shortcut

-

MNew

ES Screen resolution

& [ Personalize

Figure 149. Accessing the windows personal configuration

2. Select the current windows color configuration.

[E=5 Eo ===
:\:,'@. oo Appe.. » Personalization - |y | Sea o Pans D
Control Panel Home - -
High Contrast #1 High Contrast £2

Change desktop icons

Change mouse pointers |

Wi 56740 ek [— |

—

High Contrast Black High Contrast White

Display

Taskbar and Start Menu

Ease of Access Center

Figure 150. Accessing the Windows Color and Appearance configuration

3. Select the Title Bars and change the Font. Click Apply to commit the changes.
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Changing the Title Bar Size

Section 9 800xA Customization for iPad®

:4_; - 1 [i = All Control Panel ltems » Display

v ) [ Search Control Panel o]

Control Panel Home

Adjust resolution
Change display settings
Adjust ClearType test

See also
Persanalization

Devices and Printers

Change the size of all items

Make text and other items on the desktop smaller and larger. To tempararily
enlarge just part of the screen, use the Magnifier tool,

Smaller Larger |

[_]Let me choose one scaling level for all my displays

Change only the text size

Instead of changing the size of everything on the desktop, change anly the test size
for a specific item.

Title bars

) o

1. Some display settings can't be changed from a remaote
session.

Figure 151. Modifying the title bar for a larger close button

4. The original workplace had the following title bar.

@R ~ Process:Alarm List

OvES BREE G- 149 FEEE A

02 11:49:56
02 11:49:06
02 11:49:06
02 11:49:06

Figure 152. Original windows title bar

128

2PAA110154-600



Section 9 800xA Customization for iPad® Changing the Title Bar Size

5. The following is the modified workplace. This minor modification results in
easier closing of windows in the workplace.

| @ - |Provess:Alarm List v@* [ ] - B - |
OvEeS BEHE G-It EEER«dE v
AckState| Eventlme |  Acklme |  Objectfiame | ObjectDescription Condition SubCondition
02 11:49:56 02 11:49:56 R12_TTCale Temperature High High High High
& 02 11:40:56 02 11:408:56 R12_TTCale Temperature High High
02 11:49:56 02 11:49:56 PH1112 FreHeater LowiHigh Temp.
& 02 11:45:06 02 11:45:06 R12_FTcCalc Fressure High High IF
02 11:45:06 02 11:45:06 R11_FTCalc Fressure High High High High
0211:45:06  0211:4%:06  RI11_FTCak Fressure High Hioh
G2ALABI0 weconoen RO TI01 Tanikovol Status Stakus
B2 114830 HHIIOOHHIN. REH-L T Tarskowd St Status

Figure 153. Enlarged windows title bar
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Section 10 Configuring BAT54

This section describes the procedure to configure the BAT54 wireless access points,
configure tool installation, configure BAT54 rail devices, and to add access points to
RADIUS.

Configuring BAT54 Wireless Access Points

ﬂ This section is described based on wireless access points that are not previously
configured, or reset to the default settings.

To enable easy identification of each device, it is recommended to have only one
new device on the network at a time. After assigning an IP address to the device,
the next device is attached to the network and configured.

Configuring Tool Installation
Execute the following steps to configure tool installation:

1. The BAT54 is configured through a dedicated utility from Hirschmann.
Execute the HAC-LANCconfig.exe files to install the utility.

. Downloads [- el

£ = 1 |& » ThisPC » Downloads v earch Downloads e

¢ Favorites
Bl Deskop
B Downloads

= Recent places

1% This PC

2 items : E =

Figure 154. Hirschmann configuration installation utility
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Configuring Tool Installation Section 10 Configuring BAT54

2. The Hirschmann Software Setup dialog appears. Click Next.

Hirschmann Software Setup -

.5 Hirschmann Software Setup
This Wizard installs the Hirschmann software on your
computer.

Please click Next to start the installation.

<Back | Ned> || Cancel

Figure 155. Hirschmann installation program

3. The Software Components wizard appears. Click Next.

Hirschmann Software Setup -

Components
Specify which software compeonents you wart to install during setup.

Place a checkmark beside each software component you want to install, or remove the
checkmark to exclude it from installation.

Enables you to configure your device in ease from your computer,

[ <Back [ hea> | [ cancel

Figure 156. Selection of software components
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Section 10 Configuring BAT54 Configuring Tool Installation

4. The Target Directory wizard appears. Click Browse to select the location to
install the software. Click Next.

Target Directory
You can select a target directory for the software installation.

Please ertter the target directory whese the software should be installed. Atematively,
search forthe appmpriate folder with Browse.

[ <Bock [ Med> | [ cancel

Figure 157. Selecting the target directory

5. The Desktop Links wizard appears. Click Next.

Desktop Links
Specify which deskiop inks you want to creste duing setup.

Check the tems you would like placed as icons on your deskiop. or uncheck items you
do not require.

Enables you to configure your device in ease from your computer.

[ <Bock [ Ne> | [ coce

s |
Figure 158. Selection of Desktop Links
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Configuring BAT54 Wireless Access Points Section 10 Configuring BAT54

6. The Setup complete wizard appears. Click Finish to complete the installation.

Hirschmann Software Setup -

5 Setup complete
The installation was successful.

Click Finish to exit Setup.

Figure 159. Setup Complete window

Configuring BAT54 Wireless Access Points

Execute the following steps to configure BAT54 wireless access points:

1. Execute the configuration utility from the desktop.

Ya

Hirschmann
LANconfig

Figure 160. Hirschmann configuration utility desktop icon

2. The Firmware update dialog appears. Click OK to notify that there are no
firmware files in the archive directory.
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Section 10 Configuring BAT54 Configuring BAT54 Wireless Access Points

Firmware update -

Mo firmware files have been found during the automatic firmware update scan
L in the configured archive directory:

C:\Program Files ( ... LANconfig\Firmware

L=

Figure 161. Notification that there are no firmware files in the archive directory

3. To add devices, select the Hirschmann LANconfig folder.

B Hirschmann LANconfig I;Ii-

File Edit Device View Tools Help

+XLOD vV BBB 6 mem
| RS
i) Hirschmann LANconfig ||| Mame Address D
< m >
Date Time MName Address Message
< m >
0 Device(s)

Figure 162. Selecting the Hirschmann LANconfig folder

Group configuration of access points has been found to set up one of the wireless
networks. Hence, group configuration of access points should be avoided unless
full functionality can be established.
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Configuring BAT54 Wireless Access Points Section 10 Configuring BAT54

4. Select File > Find Devices option.

Edit Device View Tools Help
Add Device..,
Delete Device

Find Devices
Check All Devices

Update All Devices with Firmware
Cancel All Actions

New Folder
Exit

]

Find devices.

Figure 163. Initiating a scan for new wireless devices
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Section 10 Configuring BAT54 Configuring BAT54 Wireless Access Points

5. Click OK in the Find Devices dialog.

=+ ] .
Search the local network

3 : seconds

[search in a remote netwark. ..

-
W

15

[ Extend search to managed APs

I oK I | Cancel

Figure 164. Find devices option window

If there is difficulty in finding a device that has just been added to the network, it

E may require that only the new device is on the network. i.e. temporarily,
disconnect the other BAT54 wireless access points. The other access points need
to remain disconnected until the initial configuration has been written to the
newly attached access point. This procedure is applicable to the initial setup of
the device, and not after the wireless network is in use.

6. The default IP address of new devices will be 192.168.0.254.
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Configuring BAT54 Wireless Access Points Section 10 Configuring BAT54

Click Yes to begin the initial device configuration.

Hirschmann LANconfig L=

File Edit Device View Tools Help

+RXRRANOD vv BRAB v momm
| e

tu‘ Hirschmann LANconfig .h-lame Address D.
“7 BAT54-Rail 192.168.0.254 0

; This action is performed using the HTTPS protocol to transmit data,

Even though the data transmission is encrypted, the connection will
not yet be secured by certificates,

Do you want to continue?

[~ 1Do not show this warming again

Lo J[ % |

Figure 165. Newly discovered device

7. The Setup Wizard for BAT54 Rail dialog appears. Click Next.

Setup Wizard for BAT54-Rail
Basic settings

Before you can set up your new device, a few seftings must be made for operaiion
within your network.

This wizard will prompt you to enter 2l of the necessary seffings.

o ) [

Figure 166. Setup wizard for BAT54-Rail
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Section 10 Configuring BAT54 Configuring BAT54 Wireless Access Points

8. In Device Name, enter a name for the device and click Next.

pd Setup Wizard for BAT54-Rail 3

Setup Wizard for BAT54-Rail
Basic settings

Flease specify the name of your device

Device name: BATS4-IPO01 |

(1) The device name is 2 helpful identfication attibute, particulary f you manage
multiple devices of the same type. Otherwise the divice name will remain the
standard name,

| <Back | Net> || cancel

Figure 167. Providing a name for the access point

9. To restrict administration access, it is required to define a password. This
should be a complex password and kept under strict control. Enter the
password twice and click Next.

7 Setup Wizard for BAT54-Rail

Basic settings
Configuration access

Enter a password to protect this device's configuration. Afterwards, the configuration
can only be read or changed using this password.

Password: sessssenes [ Show

Repeat: sessssnnns|

[v] ABlow configuration access only through the local area network

[ <Bock | Net> J[ concel |

Figure 168. Providing an administrative password for the device
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Configuring BAT54 Wireless Access Points Section 10 Configuring BAT54

10. The next window provides the option to define how the device should get its IP
address. For this configuration, a static address is defined by first setting the

DHCP mode to Off.
Click Next.
> Setup Wizard for BAT54-Rail

Setup Wizard for BATS4-Fail
Basic settings

Select the DHCP mode of your device

Aa you do already operate a DHCP server whithin your local network, you should
operate this device in DHCP dlient mode” or DHCP server off”

I G 1+

"i‘ When st 1o Tient’, all fusther TCP/1P settings will be configured by your device
tseif automatically. When set to 'OFF, you hawe to canfigure further TCPAP
settings on tha following pages.

(1) Fithere is not aiready @ DHCP server whithin your local metwork., you may sslect
" the operating mode: ‘Server”. if the device works as a DHCP server it wil do the
TCP/IP configuration of other denvicas in your local network automatically. For this
device you have o configure futher TCP/IF sestings on the following pages

Figure 169. Defining that a static IP address will be assigned to the device

11. The first access point in the example will be set to 192.168.0.1. As the device
only needs to communicate to the Remote Desktop Session Host servers, no
gateway or DNS server addresses are required.

Enter the IP address and click Next.
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Section 10 Configuring BAT54 Configuring BAT54 Wireless Access Points

Setup Wizard for BATS4-Rail
Basic settings

Pleasa assign a local network: IP address to this device, along with the relevant
retmask.,

IF address: ‘ 152.168.0.1 I
MNetmash: ' 255 255 255.0 I

The defaut gateway address of your local network is needed . for example. fo use an

extemal ONS server.
Gateway address: 0000 |

A DNS server Address s needed, for example. to resalve the domain name of an
extemal time sarver.

DINS server. [p000 |

[ <Back [ Ned> | [ cancal |

Figure 170. Providing the IP address for the access point

12. Enter the relevant information in Location, Administrator, and Comments.
This information will be used for the general maintenance of the wireless
network. Click Next.

Setup Wizard for BATS54-Rail
Basic seltings

These fiekis are optional but recommended to fil if you have to manage more than only
one device,

[MyLocation |
'Cummnul I

| <Beck [ Meer ]| Conenl |

Figure 171. Providing optional additional information to assist in maintenance of
the system

2PAA110154-600 141



Configuring BAT54 Wireless Access Points Section 10 Configuring BAT54

13. Click Finish to complete the configuration.

» Setup Wizard for BAT54-Rail [x]

Setup Wizard for BAT54-Rail

You have corfigured all necessary basc settings required for a
proper device stadup

Pleass select "Finish'to apply the new sattings

1) The process may take about 60 seconds. After that the
setup wizard restarts and further settings may be done

T e

Figure 172. Completion of the setup wizard

14. The Password Entry for BAT54 Rail dialog appears.

Enter the administrative password and click Accept. The Administrator name
is not required.

Password Entry for BAT54-Rail [ > |

/'J Mo password is stored for this device.

Please enter valid login information!

Administrator: | |

Password: || ooooooooool |

[ save login information

Warning: Access to the device will be denied after configuration
upload if you do not enter valid login information.

|| Accept ||| Ignore || Cancel |

Figure 173. Entering the administrative password
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15. After a period of checking the device, the setup wizard for the device will be

presented. To enable an understanding of the configuration, each required item
will be configured separately. Click Cancel.

rd Setup Wizard for BAT54-1P001 -

Setup Wizard for BAT54-1IP001

This wizard lets you configure your device for specific
applications quickly and easily.

‘What do you wart to do?

& Manually edit the configuration

> Configure WLAN

/7 Setup Intemet access

> Remove remote ste or access
;‘ Check security settings

7 Configure Dynamic DNS

o [ ] (o]

Figure 174. Setup wizard which starts after initial setup of device

Configuring BAT54-Rail Devices

Execute the procedure mentioned in this section to configure the BAT54-Rail
Devices.

Entering the configuration mode of the device

To enter the configuration mode of the device, right-click a device entry, and select
Configure from the context menu.
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File Edit Device View Tools Help
g
+RNOP vy BRBV H ¥ O ——
) Hirschmann LANconfig || Mame Address Device Status Progress Device Type  Serial NI
Configure a0 |
Setup Wizard Cird+W
Check Cirl«F5
Configuration Management ]
Firmware Management ]
<| ] WEBconfig / Console Session v Y
Date Time MName Monitor Device -~
© 08-04-2014 11:24:44  BAT54-Rail Monitor Device Temporarily Ctrl=M
@ 08-04-2014 112446  BAT54-Rail Monitor WLAN Device
o 02-04-2014  11:24:47  BAT34-Rail Set Date/Time...
o 08-04-2014  11:37:07  BATS4-Rail P X ‘rogram Files
© 03-04-2014 11:3107  BAT54-Rail RS s
© 03-04-2014 113147  BAT54-Rail P with 26571 byt
o 08-04-2014 11:33:03  BAT34-1POD1 Unlock SIM Card...
o 08-04-2014  11:33:29  BATS4-IPO01 Delete Del =
< l M Cancel Action 3
Opens configuration for the selected device. Properties Alt+Enter

Figure 175. Accessing the configuration mode

Specifying the Country

Select Configuration > Wireless LAN > General and set the Country to the
correct value..

® ; General
#3 Management
%5 General This is where you can program common settings for all wireless
& Admin LAN interfaces.
&, Costs Country: Sweden W
& Wireless LAN
ARP han:
Q General ™ ‘.‘g L .
ey [] Broken LAN link detection disables WLAN intedace
& Stations [] Indecr anly mode
W 802,11/ WEP Emal address for WiANevents:| |
8y IEEE 802.1X

Figure 176. Specifying the country
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Specifying Radio Channels

Setting up radio channels is essential to provide a wireless network over an area.
Each wireless access points must have different radio channels applied. To manage
this, a clear floor plan should be maintained which documents the location of the
access points, measured signal radius and radio channel.

It is imperative not to forget that areas above and below the access points should be
taken into account. The access point signal should be considered as a sphere, not a
circle.

Radio channels must be in the range of 1 - 11.

Execute the following steps for the two wireless interfaces (if both are present). The
wireless interfaces must be assigned different channels, and the channels must not
interfere with adjacent wires access points.
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Section 10 Configuring BAT54

1.

Select Configuration > Wireless LAN > General. In Interfaces, select WLAN
interface 1 (On) from drop-down.

& Configuration
#3 Management
®y General
P Admin
&, Costs
@ Wireless LAN

9 securty
& Stations
) 80211/ WEP
g IEEE 802.1X
@ Interfaces
(%) Date & Time
B Log & Trace
@ Communication
@ TCP/P
&3 1P Router
B Firewall/Qo5
] NetBiOS
@ RADIUS Server
@ Least-Cost-Router

e

General

This is where you can program common setings for al wirsless
LAN nterfaces

Couniry- ESMM v
¥ ARP handing

[ ] Broken LAN ik defection dissbles WLAN niteface

[] Indoor only mode:

P E—

Interfaces

This is whene you can program futher seftings for each physical

This s whese you czn ---.—.[': WLAN interface 1 (On)...
MWMMQWMZ(MJ_

[ logcaWiANsemngs ]

Extended settings
be changed

[ Epet WLANsetings v |

[ ox ][ cme |

Figure 177. Accessing the WLAN interface 1 parameters to change the radio
channel
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Specifying Radio Channels

2.

[0 [ Radio | per

| Pointto-Point | Clent mode |

Frequency band:
Sub-bands:

1

Channel number:

Channel 10 (2.457 GHz)

Y

2.4 GHz mode:
5GHz mode:
Select the desired diversity setting:

(® Only transmit on primary antenni Channel 9 %4526}1:‘
() Use the optimal antenna for trarcy - o {2462 GHz)

() Transmit on primary- and receivd
Antenna gain:

TX power reduction;
Access point density;
Maimum distance:
Channel list:
Background scan:

Channel 3 (2.422 GHz)
Channel 4 (2.427 GHz)
Channel 5 (2.432 GHz)
Channel 6 (2,437 GHz)
Channel 7 (2.442 GHz)
Channel 8 (2.447 GHz)

Channel 12 (2.467 GHz)
Channel 13 (2 472 GHz)
Channel 36 (5.18 GHz)
Charinel 40 (5.2 GHz)
Channel 44 (5.22 GHz)
Channel 48 (5.24 GHz)
Channel 52 (5.26 GHz)
Channel 56 (5.28 GHz)
Channel 60 (5.3 GHz)
Channel 64 (5.32 GHz)
Channel 100 (5.50 GHz)
Channel 104 (5.52 GHz)
Channel 108 (5.54 GHz)
Channel 112 (5.56 GHz)
Chanrel 116 (5.58 GHz)
Channel 120 (5.60 GHz)
Channel 124 (5.62 GHz)
Channel 128 (5.64 GHz)

Figure 178. Selection of radio channels

~

In Channel Number, select the channel from the drop-down. Click OK.
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Specifying Encryption

Select the Configuration > Wireless LAN > 802.11i/WEP and then click WPA or
Private WEP settings in 802.11i(WPA/AES)/Wired Equivalent Privacy.

&% Configuration
%5 Management

802.11i (WPA/AES) / Wired Equivalent Privacy

& Wireless LAN @) You should select 802.11i Enhanced Security with
@ General Advanced Encryption Standard (WP A/AES) or at least
3 Wired Equivalent Privacy (WEP) to ensure that all
3 Security i ion will be itted in i form.
& Stations
Em Here, you can program encryption settings for each logical
. wireless LAN network (MutiSSID).
¥ IEEE 802.1X

 Interfaces WPA or Private WEP setfings...

@ Dote &t Time Here. you can specfy the WEP group keys 21a 4, that are
B Log & Trace commonly used by the logical wireless LAN networks for each
@ Communication physical wireless LAN intesface.

@ TCP/IP |
&3 IP Router

B9 Firewall/Qo5

] NetBIOS

i RADIUS Server
@ Least-Cost-Router

© st

WEP Group Keys... |

Figure 179. Access the wireless security settings

By default, all of the interfaces have the default settings.

=]

WEPII (04ht]  LOCRSTTIOE

WEPLE (MMBL) LBISFIFRME
Wrees Lo L-Nebwark 4 Actvated  WEPLE (IMBY) LIBISFORDE MRS weal Tpensysen  Key 1 ns
Wrelmm LAY 1 -Metmork 3 Actvsted  WEPIID(IDShe] LIBGSFTIOY  MORAET vy Cpeneyen ey 1 ns
W LA 1 Nebmrk 6 Actvated  WEPIE(IMBY LNSISFRME  TOPASS ] Cpensymen  Key 1 ne
Wrees Lo L -Nebwark 7 Activated  WEPLZ (IMBY) LIBISFODE MRS weal Tpensysen  Key ns
Wrelm LAY 1 -Metmork B Actvsted  WEPIID(IDShe] LIGBGSFTIOE MO weny Cpeneyen ey 1 ns
W LA ] Metmrk 2 Actvated  WEPIE(IMB LMSISFCROE  TOPASS ] Cpensyaen  Key 1 ne
Wrskesm Lo 2-Nebwark 3 Activated  WEPLZ (UMDY LIBISFORDE MRS weal Tpensysen  Key 1 ns
Wreless LW 3 -Nebwork 4 Actvated  WEPTID(I04bE) LOCSFIIOE  RORAAS wen1 Tpeneymen ey 1 ns
Wi LA ] Natmirk 5 Actated  WEPIS[1MBY) LICHSFCFOE  TOPRES A pensyaten Ky 1 ns
Wrskes L 2-Nebwark § Activated  WEPLZ (IMBY) LIBISFOROE  BEAS weal Dpensysiem  Key 1 ns
Wrelm LAY 2 -Metmork 7 Actvsted  WEPIZD(IDSh) LIRSFUOE  MORACT wen1 Tpeneyen ey 1 ns
Wi LA ] Natmerk B Actiated  WEPIS[IMBY) LICHSFCFOE MRS A penwyaten Ky 1 ns

Figure 180. Default encryption definition
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Specifying Encryption

Double-click each interface and set the parameters (see Figure 181).

Interface:

[+ Encryption activated

Wiireless LAN 1 - Network 1
Cancel

Method / Key 1len
Key 1/passphrase:

WPA session key type:

WPA version:
Authentication:
Default key:

Cliert EAP method:

gth:  [802.11 (WPAKB02"

[Tiip/aEs

WPA2

Figure 181. Security setting required for each interface

Ensure that all interfaces are setup correctly and click OK.

S02.15 (WPAJ-S0Z 1x
1x

Key ¢

tsthod gy | ¥y Loashrse e U werpon Defayitipy Chent 2aF methor!
0213 (WPAIB0Z I WAz Opensystem  Key L PEARMBOHAFTL
0213 (WPA]B0Z I WAz Opensystem  Key L PEARMBCHARYZ
B02.13 [WRAJB0Z 1k weAZ Opensystem  Key L PEARMSCHARYZ
B02.13 (WRAJE0Z 1k weAZ Opensystem  Key L PEARMSCHAPYZ
B02.13 (WPAJE0Z 1k weAZ Open system Ky L PEARMSCHAPYZ
B02.13 (WPAJE0Z 1k wRaz Open system Ky L PEARMSCHAPY2
E02.13 (WPAE0L 1k wRaz Open system Ky L PEARMSCHARYZ
S02.L3 (WPAJ-802 1 weAz Opensystem  Key L PEAPMSCHAPYZ
S02.13 (WPA]-B0Z 1x wPAz Opensystem  Key L PEARMSCHAPYZ
S02.13 (WPA]-802 1 wPAz Opensystem  Key L PEAPMSCHAPYZ
50215 (WPALS0Z 1x wPAz Ooensystem  Key & PEAPMSCHAPYZ
B02.15 (WPAL-80Z 1 wPAz Coensystem  Key PEAPMSCHAPIZ
B02.15 (WPAL-80Z. 1 wPAz Coensystem  Key PEAPMSCHAPIZ
202 15 (WPAT-802. 15 wPAz Coensystem  Key PEAPMSCHAMZ

il

Figure 182. Interfaces configured for encryption
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Authentication via RADIUS Configuration

1. Select the Configuration > Wireless LAN > IEEE 802.1X and click
RADIUS server in Authentication via RADIUS.

=] BAT54-IP001 Configuration _

i# Configuration
#3 Management

Interface settings

& Wireless LAN Specify login settings for each local area network interface.

Q General I Interfaces P |

9 Securit)r ...................

£ Stations Authertication via RADIUS

& 802111/ WEP o )

‘You can manage the authentication of the wireless LAN
networks in a central RADIUS server (name is DEFAULT). In

(ﬁ Interfaces addition, you can define your own RADIUS server for specific
(¥) Date & Time wireless LAN networks ffo be entered in place of the

passphrase of the logical wireless LAN network). For each

@ Log & Trace RADIUS server listed here, a backup server can be specified.

@ Communication
@ TcP/p | RADIUS server... ]
@ IP Router

B Firewall/Qo5

] NetBIOS

i RADIUS Server
@ Least-Cost-Router

R HIRSCHMANN | oK | | Cancel

Figure 183. Access the RADIUS server configuration

2. Enter the name, IP address and shared secret for the RADIUS server.

The shared secret must be same as the shared secret used when defining the
access point as a client in the RADIUS server. Click OK.
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RADIUS server - New Entry [ > |

Mame: |RADIUS I | QK I

Server |P address: 192.168.0.250
ncel

Server port: 1812

Shared secret: LLTTTTTYYYY [ Show

Bepeat:

e

Figure 184. Defining a RADIUS server

After adding the RADIUS servers, it will be possible to define backup servers.
ﬂ This functionality must be tested before the system is placed into production.

Setting the BAT54-Rail to router mode

The device must be in router mode because the BAT54-Rail utilizes the firewall
functionality.
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Section 10 Configuring BAT54

1. Select the Configuration > Interfaces > LAN item and select Connect by
using the router (isolated mode) in the LAN bridge settings.

8

BAT54-IP001 Configuration

i# Configuration

#5 Management
& Wireless LAN
(D Interfaces

dig LAN

2 WAN

@& Modem

T8 VLAN

@ Span.Tree
(*) Date & Time
[B Log & Trace
@ Communication
@ TCp/IP
@ IP Router
B Firewall/Qo5
] NetBIOS
2y RADIUS Server
@ Least-Cost-Router

Metwork adapter
MAC address: 008063FCFO4E
LAN settings
This is where you can program further settings for each LAN
interface.

Interface settings W
LAMN bridge settings
Select, how to connect the LAN and different wireless LAN
interfaces:

() Connect by using a bridge (default)
[ @ Connect by using the router jsolated mode) ]

Bridge parameters for each LAN port can be configured
separately in this table.

| Port table v |

) HIRSCHMANN

B

[ ok ][ Ccancel

Figure 185. Setting the LAN bridge to router to enable the firewall to be used

Create WLAN1 Network Definition

Each wireless access point must have an IP address defined in the wireless network
as a gateway to the Remote Desktop Session Host server.
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1. Select Configuration > TCP/IP > General and click IP Networks in Own
addresses to create a network.

i# Configuration
I %3 Management
I aa Wireless LAN In this table you can define IP networks. Those will be

Own addresses

referenced by other modules (DHCP server, RIP, NetBIOS etc.)

b @ Interfaces via the network name.

[ (¥ Date & Time
b [B Log & Trace || IP networlks. .. ||
I ¥ Communication
a4 @ TCP/IP
[ [ General | | [ Loopbackaddresses.. |
Addresses
&1 DHCP Options
@ BooTP ARP aging: minutes
%3 DNS
“7 DNS Filter
I+ EB IP Router
B Firewall/QoS
p ] MNetBIOS
> RADIUS Server
I @ Least-Cost-Router

You can corfigure altemative addresses at this table.

() rarscrmann [ ok |[ cancel

Figure 186. Accessing the IP networks interface

2. Click Add to add a new network.

DMz 0.0,0.0 255.255.255.0 DMZ L] Any Locse L] demiitzrized zone Cancel

Figure 187. Adding a new network
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3. Enter a name and IP address for the network and click OK.

Network name: [wLANINET

IP address: 159216811

MNetmask: |2552552550 I
T—

VLAN 1D:

Interface assignment: Ay v

S

Interface tag:

Comment:

Figure 188. Defining the new network

4. The details of the network will be displayed in the IP Networks dialog. Click
OK.

Network name [P address  Netmask Network type VLANID Interface Address check Tag | oK I
INTRANET 192,168.0.1 255.255.255.0 Infranet "] A Loose 1]

WLANINET 192.168.1.1 255.255.255.0 Intranet 0 0
DMZ 0.0.0.0 255,255.255.0 DMZ 0 Any Loose 0

Al [ | »

Figure 189. IP networks with newly added network

Creating DHCP Network

After creating the IP network, the DHCP service on the network can be defined.
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1. Select Configuration > TCP/IP > DHCP and click DHCP networks.

i# Configuration
I %3 Management
[ 6 Wireless LAMN The interfaces which should be applied to the DHCP server

DHCP client/server

b (X Interfaces settings is selected in this table.

b () Date & Time | Por table: v
b [# Log & Trace
Q c icati In this table you can define DHCP settings and select which
[ H ommunication network they apply to.
P TCP/IP
[@ General [ DHCP networks... ]

Addresses
[ | % DHCP DHCF request ID recognition

%3 DNS
“7 DNS Filter
I+ @ IP Router
B Firewall/QoS
] MNetBIOS
I RADIUS Server
I @ Least-Cost-Router

() rarscrmann [ ok |[ cancel

Figure 190. Accessing the DHCP networks interface

2. Click Add to create a new DHCP definition.

((esa. J[ e |[ coov.. |[ gemowe |

Figure 191. Adding a new DHCP definition
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3.

In Network name, select the IP network. Enter the IP address range, the
broadcast and default gateway values. Click OK.

DHCP networks - New Entry [ > |

Addresses for DHCF clients

First address:
Last address: |
Broadcast: |
Default gateway: |
Name server addresses

Primary DNS:
Secondary DNS:
Primary NBNS:
Secondary NBNS:
Forwarding of DHCP queries

Server address:

Flace server replies in intermediate storage
Adapt server replies to the local network

Network name: [weanineT v [ ek ]
DHCP server enabled: M ‘
[] Evaluate broadcast bit

Figure 192. Defining the DHCP configuration

The address range must be within the subnet range and must exclude the IP
address of the gateway. The gateway is the IP address of the defined network.

Creating Firewall Service Object for RDP

The firewall service object that defines the RDP service may not be defined in the
access point.
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Creating Firewall Service Object for RDP

1.

Select Configuration > Firewall/QoS > Rules and click Service objects.

8

i# Configuration
I %3 Management
& Wireless LAN
I Y Interfaces
[ (¥ Date & Time
b [# Log & Trace
I ¥ Communication
@ TCR/IP
I+ @ IP Router
4 [ Firewall/QoS

) General

g DoS

[ DS

E; Applications
p ] MNetBIOS
b e RADIUS Server
I @ Least-Cost-Router

-

) HIRSCHMANN

BAT54-IP001 Configuration

Firewall rules (Fitter/QoS)

(> TS|

You can fitter or prefer packets according to a variety of criteria:
for example, to protect your system against unauthorized
access or to ensure a minimum amourtt of bandwidth to specific

services (Quality of Service).

Bules...

Firewall objects

You can predefine firewall objects to be used in one ore more
firewall rules. Changes in a firewall object will apply to all ules

using the object.

Action objects...

Qo5 objects...

|
|
Station objects... |
|

Service objects...

Figure 193. Accessing the firewall Service objects

2.

Click Yes in the Default objects missing! window. In the list, the RDP object
that is present is required for Remote Desktop Session Host server access. If

the RDP object is not present, a new object that allows TCP communication on
port 3389 needs to be created.
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Default objects missing! -

The following default objects are missing in the firewall configuration:
B,
o Service: 55H
Service: TELNET
Service: SECURE-MAIL
Service:HTTPS
Service: WEB
Service: SAP-GUL
Service: KAAZAA-MORPHELS
grvice: HBCI-OMLINE-BANKING
Ervice:
Service:NTP
Service: SYSLOG
Service: SNMP
Service:ECHO
Service: PC-ANYWHERE

R

Should the above mentioned objects be replenished now?

- ves | No |

Figure 194. Adding in predefined service object definitions

3. Click Yes to correct any incorrect firewall definitions.

Figure 195.

Default objects are modified! -

The following default objects are modified or incorrect in the firewall
l %, configuration:

Service:HTTP
Service: WEB
Service: PFTP
Service: IPSEC

Should the above mentioned objects be corrected now?

I yes | | No

Correcting incorrect firewall definitions
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4.  Verity that RDP definition appears in the list and click OK.

BAT54-1P001 - Firewall Service Objects _

MName Services ~ | oK. I
KAAZAA-MORPHEUS EETCP port 1214

HECI-OMLINE-BAMNKING =5 TCP port 3000
RDP == TCP port 3389

ELSTER =5 TCP port 3000 |I|
NTP =2 UDP port 123

SY5L0G =2 UDP port 514 v |I|

| Add... | | Edit... | | Copy... | | Remove |

Figure 196. RDP definition required for setting up firewall

Setting up the Firewall

In the example in this user guide, only the remote desktop session is to be allowed
access to the Remote Desktop Session Host server. This definition is setup in the
firewall rules configuration.

Select Configuration > Firewall/QoS > Rules and click Rules in Firewall rules
(Filter/QoS) to configure the firewall rules.
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8

BAT54-IP001 Configuration

i# Configuration
#5 Management
& Wireless LAN
(D Interfaces
(*) Date & Time
[B Log & Trace
@ Communication
@ TCp/IP
@ IP Router
B Firewall/Qo5
@ General
g1 DoS
[ DS
E; Applications
] NetBIOS
2y RADIUS Server
@ Least-Cost-Router

(/) HIRSCHMANN

B

Firewall rules (Fitter/QoS)

You can fitter or prefer packets according to a variety of criteria:
for example, to protect your system against unauthorized
access or to ensure a minimum amourtt of bandwidth to specific
services (Quality of Service).

|| Bules... ]|

Firewall objects

You can predefine firewall objects to be used in one ore more
firewall rules. Changes in a firewall object will apply to all ules
using the object.

Action objects...

Station objects...

| |
| Qo5 objects... |
| |
| |

Service objects...

Figure 197. Accessing the firewall rules definition

Remove the existing firewall definition and add the definitions (see
Figure 198). Click OK.

BAT54-1P001 - Firewall Rules (Filter/QoS)

Prio Name Sowrce  Source Service  Destnation Target Service  Actions QoS | oK I
of 0 REMOTEDESKTOP  Any Any =5ROP & Transmit
[ BETHER Ay By Bl 5 Brop Cance!

Figure 198. Required firewall definition

The first entry allows RDP traffic and the second ensures that all other traffic is

dropped.
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Applying Configuration Changes

After completing the configuration, click OK in the BAT54-IP001 Configuration
dialog to update the configuration information to the access point.

Adding Access Points to RADIUS

The access point must be defined in the RADIUS server configuration for the
RADIUS server to communicate with the access point. Execute the following steps
to add access points to RADIUS:

1. Start the Server Manager and select NAP. Right-click the RADIUS Server and
select Network Policy Server.

?]\ SERVERS
B Dashboard All servers | 1 tota TASKS w
i Local Server =
= y-] - v -
B All Servers
" apcs Serves Hame | 1Pk Addeess
B File and Storage Services b - =
RIAR Shut Down Local Server
Computer Management

Windows PowerShell
Configure NIC Teaming

Configure Windows Automatic Feedback

[ Metwork Policy Server ]

EVENTS
All events | 0 total Start Performance Counters [ASKS
Refresh
Filter v

Copy

Figure 199. Accessing the Network Policy Server configuration interface

2. Right-click RADIUS Clients and click New.

2PAA110154-600 161



Adding Access Points to RADIUS Section 10 Configuring BAT54

File Action View Help
s s[5 B=
€ NPS (Local) RADIUS Clients |
4 [ | RADIUS Clients and Servers
| i R.ADIUSCIim 3 RADIUS clents allow you to specify the network access servers, that
netwark.

provide access to your

i3 Remote RADI
b [5] Policies Eport List :
b 5 Network Access po Name IP Address  Device Manufacturer NAPCapable Siatus
B Accounting View *
» My Templates Mana Refresh
Help

MNew Metwork Access Device

Figure 200. Adding a new client to the RADIUS configuration
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3. In Friendly name, enter a name for the device. Enter the IP address and enter
the Shared secret that was used while setting the RADIUS server in the access
point. Click OK.

New RADIUS Client -

Seftings | Advanced

Enable this RADIUS client

Select an existing template:

Name and Address
Friendly name:
BATS41PODY ]

Address (IP or DNS):
[192.168.01 )| Very.. |
Shared Secret

Select an existing Shared Secrets template:
| None v |

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(®) Manyal O Generate

Shared secret:

I.......... I
Confirm shared secret:

I.......... I

ok ][ canced |

Figure 201. Adding the access point to the RADIUS server as a client
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Section 11 Remote Desktop Session Host
Server Routing

Each Remote Desktop Session Host Server must be setup with a route that defines
the gateway IP address that is responsible for forwarding traffic to the correct
destination. With multiple wireless access points in the network, this would require
one route to be setup for each access point. The route command has an option for
making the definition persistent when restarting the computer.

Remote Desktop

Session Host Server BAT54-Rail Wireless
172.16.4.20 |[192.168.0.200 Access Point
- R_outlng
Routing needs to he - Firewall
-1Ds5
configured to enab
return traffic via the - DHCP
correct IP address 192 16801 |192.168.1.1 | /V’

192.165.1.0/24

Figure 202. Routing between the Remote Desktop Session Host server and the
wireless networks

To create the required routing for the configuration in Figure 202, execute the
following windows command in each terminal server:

route-p add 192.168.1.0 mask 255.255.255.0 192.168.0.1

route-p add 192.168.2.0 mask 255.255.255.0 192.168.0.2

The command needs to be executed using the administrative account. The -p option
makes the route persistent, which will survive a restart of the Remote Desktop
Session Host server.
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Section 12 Certificates for Mobile Devices

To enable the mobile device to connect to the access point, the certificate for the
device must be exported, sent to the device through an email and installed. Take
precautions when using emails to deliver certificates. The email must not remain
accessible after delivering the certificate because the certificate can be installed on
other devices.

Transferring the Certificate to the iPad®

E The initial configuration of the iPad® must be done and an email account must be
setup for the initial transfer of the certificate.

Execute the following steps to transfer the certificate to an iPad®.

1. The certificate is typically transferred to the iPad® through email. Send the
certificate to the email account that is setup on the iPad®. Then touch the

attached file.
No SIM + 15:14 48 % W)
< Inbox (2) ~ = = =]

To:

iPad Certificate
2 april 2014 15:10

Figure 203. Email sent to iPad® with required certificate
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Transferring the Certificate to the iPad® Section 12 Certificates for Mobile Devices

2. In the example, a self-signed authority is used, that will show up as Not
Trusted. Click Install.

Cancel Install Profile

mob-radius.mob.local
Not Trusted m

Signed mob-radius.mob.local
Received 2 apr 2014
Contains Gertificate

More Details

Figure 204. Installing the new certificate

3. Click Install Now in the Unverified Profile dialog.

Unverified Profile

The authenticity of *mob-
radius.maob.local” cannot be verified,
Installing this profile will change
settings on your iPad,

Install Now

Figure 205. Installing the new profile
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Section 12 Certificates for Mobile Devices Transferring the Certificate to the iPad®

4. Click Done in the Profile Installed dialog.

Profile Installed

mob-radius.mob.local
Not Trusted
Signed mob-radius.mob.local

Received 2 apr 2014
Contains Certificate

More Details

Figure 206. Completed profile installation

5. To view the current list of profiles, enter the settings app in the iPad®, and
select Settings > General profile.

Ne SIM = 15:16 A7 % =
Settings < General Profiles

Akpians Mode @ mob-radius.mob.local

Wi-Fi AndroldAP

Blustooth Off

Cellular Data Mo SIM
VPN Not Connected

Notification Center
E’ Control Center

Do Not Disturb

Figure 207. Installed profiles in iPad®
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Transferring the Certificate to the iPad® Section 12 Certificates for Mobile Devices

6. Select the wireless network from the list of available wireless networks.

No SIM 15:38 B2 o, -
Settings Wi-Fi
Airplane Mode Wi-Fi (J
0 suetoon o [ HIRSCHMANN @ =0 ]
ellular Data lo SIM Other...
VPN

Ask to Join Networks

Figure 208. Selecting the wireless network

7.  Enter the windows user name and password in Username and Password
respectively and click Join.

Enter the password for "HIRSCHMANN"

Cancel Enter Password

[Usemame mob\rduser1 ]

[PBSSWOI‘CI sssssssene ]

Figure 209. Entering Windows domain credentials to establish the wireless
connection
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Section 12 Certificates for Mobile Devices Transferring the Certificate to the iPad®

8. Click Accept for the certificate request.

£ Enter Password Certificate

mob-radius.mob.local
Not Verified

Description Server Authentication

Expires 11 mar 2015 10:27:03

More Details

Figure 210. Accepting the certificate

9. After establishing the connection, a check mark and a change in color will
indicate that the wireless network connection is established.

Mo SIM = 19:33 B4 % =)
Settings Wi-Fi
Airplane Mode Wi-Fi ()
= | Wi-Fi HIRSCHMANN + HIRSCHMANN a7
B Bluetooth Off )
CHOOSE A NETWORK.., "
Cellular Data No SIM Other...
m VPN Not Connected

Figure 211. Established wireless network connection
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Section 13 Remote Connection to 800xA

Remote connection to the 800xA system is through a remote desktop session. A
third party application is required because the iPad® does not have a remote desktop
client.

Installing the iPad® remote desktop application

Execute the following steps:

1. Start the iPad® and click icon (see Figure 212) to access the app store.

®

Figure 212. iPad® App Store icon

2. Search for and purchase Pocket Cloud Pro. Figure 213 shows a Pocket Cloud

Pro app icon.

Figure 213. Pocket Cloud Pro app icon
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Connecting 800xA Remote Desktop Session Host Server Section 13 Remote Connection to 800xA

Connecting 800xA Remote Desktop Session Host Server

Execute the following steps:

1. Start the Pocket Cloud Pro app and click Advanced users.

PocketCloud

a Quuick setup

LV

Figure 214. Creating a remote desktop session via the Advanced users option

2. Click No at the request to provide anonymous usage statistics.

Figure 215. Anonymous usage statistics request

3. Click the + icon and click Manual Connection to create a new connection.

My Computers

Automatic Connection

Choose the method o selup ncoess o
yous feote macts in e seple steps.

Chooss tes method i you are an sdvanced user

sl w10 ez & Specic conrection 10 &

e B

macwre supporing RDP. VNC. o Vidware
View, USng 3 Wecfic IF AIoress O Name

Figure 216. Creating a new connection

174 2PAA110154-600



Section 13 Remote Connection to 800xA Connecting 800xA Remote Desktop Session Host Server

4. Click RDP for the connection type.

My Computers)

RDP
Connect ko Micraeolt Windows-based machines
[with the sxseption of Hame editians.)

VNC

Cannact 1 Homa odisans af Windows as wall as Mac
“ and Linax mischines. You will have 1o enable andior

install aoflware on your deskiop.

Vidware View
[@b Thés tysa of cannaction s for entarprsa customars
unnng & Vidware View nlvastruchure.

Figure 217. Creating a new RDP connection

2PAA110154-600 175



Connecting 800xA Remote Desktop Session Host Server Section 13 Remote Connection to 800xA

5. Enter a name for the Remote Desktop Session Host Server, the IP address, the
username, and domain. The password should not be saved in the configuration
of the session. Click Save.

Connection Settings

m Remote Desktop CONNECTION

Nickname

Host * 192.168.0.200

Username

Password

Damain

) Ol

Color Depth 16 bit {thousands of colors)
Keyboard Layout English (United States)
Advanced Settings
Port 3389
Console Mode OFF

RD Gateway

Figure 218. Providing the parameters for establishing a Remote Desktop Session
Host server session
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Section 13 Remote Connection to 800xA Connecting 800xA Remote Desktop Session Host Server

6. To establish the connection, select the session and click Connect.

My Computers

Manual Connections

% s00ea I:é 800XA

[ Connect ]

Connection Settings

Figure 219. Initiating a remote connection

7. The remote connection must display a full screen 800xA Operator Workplace.
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Connecting 800xA Remote Desktop Session Host Server Section 13 Remote Connection to 800xA

02 14ese
02 114958
02 104950

02 1154956
02 11:49:56
02 1114956

Tank Farm

CGoalng Systam & Chamicas

Procass Overview

Process Area

Rnacior Exvais Gas Armaval

Total Production
466

FEEERE®R G

Figure 220. 800xA Workplace via an iPad®
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Section 14 Lock iPad®

To prevent unauthorized usage of the iPad®, the in-built functionality of the iPad®
to restrict usage must be enabled.

Consider the following to lock an iPad®:

*  Restrictions are accessed through the Settings > General > Restrictions. By
default, the restrictions are turned off.

3 arpiane Mode

B wr
n Biustooth Lock Rotation
Mute: -
-
Usage
Motfication Center
Background App Rafresh
B control Center
09 oo ot Disturs
Aute-Lock

£ waiipapers 8 Brightness

[ Resirictions ]
Lock / Uniock (_
A s WPt v

. Sounds
ﬂ Passcode Date & Tima
n Privacy Keyboard

Figure 221. Accessing the Restrictions functionality of the iPad®
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Section 14 Lock iPad®

By default, the restrictions are set to Allow. To enable the restrictions, click
Enable Restrictions.

Settings £ Genera Restrictions

Airplane Mode [ Ernable Restrictions ]

Wi-Fi

Bluetooth

=

Figure 222. Enabling iPad® restrictions

To control future access to the restrictions options, the iPad® will request for a
4 digit passcode be set. The passcode information should be restricted to
administrator of the network.
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Section 14 Lock iPad®

Enter a 4 digit passcode. A confirmation of the passcode will be requested.

Set Passcode ANC

iy

L 3
= |l & | &
L -

o @

Figure 223. Entering a passcode to restrict future access to the restrictions
functionality
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Section 14 Lock iPad®

e The list in Allows should be changed to Off.

Disable Restrictions

0 Safari

. Camera

= FaceTime

@ Munes Store

@ Installing Apps
@j Deleting Apps
@ In-App Purchases

> CarPlay

—

Figure 224. Disallowing iPad® functionalities
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Section 14 Lock iPad®

e  In addition to the controlling of apps, the allowed content should be set to as
shown in Figure 225.

Ratings For
Music & Podcasts
Mowvias

TV Shows

Apps

Websites

) s, 7

Figure 225. Restricting Allowed Content

*  Changing of accounts should be disabled, and the Game Center options should
also be set to OFF.

ALLOW CHANGES

Accounts
Cellular Data Use
Background App Refresh

Volume Limit

GAME CENTEF
Multiplayer Games

Adding Friends

Figure 226. Restricting changes of iPad® accounts and access to the Games Center
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