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Expedited problem solving

Diagnosis and safety

magine an operator in a plant,

which is run on ABB’s System
800xA, reporting that the interaction
with the system is very slow and unre-
sponsive. He calls ABB support to get
immediate help since this is an urgent
issue. But without accessing the 800xA
system, the ABB support engineer
cannot obtain more information about
the setup to resolve the problem.

A PC user who faces such problems
would normally call his helpdesk, and
the support expert would connect to
the system and solve the issue in real
time. This is different with control
systems: They manage the whole pro-
duction process in a factory, and the
users do not want any risk of a poten-
tially costly virus infection. For that
reason, direct access from outside the
system is not an option.

What to do then? The support engi-
neer instructs the operator to collect
data from different nodes in the sys-
tem — a time-consuming, error-prone
and complicated task. After data col-
lection, the user has to send the data
from an access point to the Internet,
and the support expert can then start
to analyze the case. Generally, all
relevant data for the failure cannot
be collected in the first round so the
process has to be repeated.

This traditional way of analyzing the
poor performance of a complex con-
trol system is time consuming, frus-
trating and expensive — in other
words, unacceptable. But what if data
relevant to the failure analysis could
be collected automatically, with very
little or no user interaction? ABB’s
new diagnostic collection tool (DCT)
can do just that, and is the clear solu-
tion to traditional analysis methods.

Developing such an intelligent collec-
tion tool is not a straightforward task:
The number of potential cases that
may occur in real systems is large and
requires the common effort of support
engineers and plant operators to
determine the events occurring with
high probability. The development of
DCT was thus accompanied by team
interaction with support engineers,
operators and software developers to
focus on a pragmatic and efficient
way to problem solve.
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When DCT is installed in ABB’s Sys-
tem 800xA, relevant information about
the system performance can automati-
cally be collected and sorted accord-
ing to the failure at the time." The
operator’s interaction then consists
only of sending the data to the sup-
port engineer — there are no tedious,
time-consuming searches, and no
iterations.

The traditional way of
analyzing the poor
performance of a complex
control system is time
consuming, frustrating
and expensive.

A concerted action

To effectively solve a problem at a
user’s site, different experts must give
their input. The software developer
has the best knowledge about the
product and knows exactly what in-
formation he needs in case of a dis-
turbance. What he does not know is
the status of the software implementa-
tion at the specific site, as this may
change from one day to the next, nor
is he aware of other software packag-
es running on the customer’s system.
Support engineers, on the other hand,
know best what is going on at the
800xA user’s site. Thus product devel-
opers and support engineers must
share their knowledge regarding each
specific case.

To facilitate access to the necessary
information, DCT has been designed
for extendibility. The tool is built
upon plug-ins, which collect the data
needed for specific software installed
in System 800xA. A software develop-
ment kit (SDK) is provided to make
the implementation of a new plug-in
as smooth as possible.

When, for example, a programmer
develops a new piece of software, an
SDK is used to provide a tailor-made
plug-in for the DCT that is installed
together with the new software. If a
problem occurs later on, this plug-in
is called from DCT to collect the data
that the support engineer needs to
provide a proper solution.

A flexible tool with many features

When DCT is started, several aspects
of collecting, exploring and analyzing
data are possible. All these are avail-
able through a user interface based on
user tasks to ensure good usability.

Remote collection of diagnostics data
To solve the difficulty that occurs
when support engineers do not have
access to the 800xA user’s plant, DCT
allows generation of an Auto Collec-
tor. The Auto Collector specifies what
diagnostics data should be collected.
The Auto Collector can be sent via
email (or other media) to the 800xA
user who starts the Auto Collector on
any node in the system EH. DCT inter-
prets this file, collects the data, and
outputs a file containing all the data
that the support engineer requested.
The user finally sends back the result
file (one single compressed file) to
the support engineer.

Comparison of installed software

For the support engineer, it is often
crucial to know what software is in-
stalled on the user’s system. To enable
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this, DCT contains a feature to view
and compare the installed software in
the system H. The reference installa-
tion is the one used when the system
was first installed; all changes are
registered and reported against this
reference. A detailed description is
the basis for finding possible software
inconsistencies.

Comparison of running software
Support engineers must also be able
to compare the software that is cur-
rently running on specific nodes to
identify inconsistencies. For example,
two redundant servers most likely
should have exactly the same software
running all the time.

Text-based search integrated with

ABB Library

When DCT has collected the request-
ed information, support engineers
must find their way through all of the
data. The engineers want to search
these files for known text strings, such
as error messages and warning texts.
The search function is a tremendous
help in this case; it also looks for and
opens documents in ABB Library (ie,
ABB’s documentation database) for
further reference H.

Schedule collection of diagnostics data
DCT can be configured to automati-
cally collect data with a specified in-
terval. This feature is used for preven-
tive support since the data is already
available if the support engineer is
recruited to resolve a problem.

Standard plug-ins without 800xA
dependencies

DCT also contains several standard
plug-ins that can be used on nodes
running Windows — with or without
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800xA installed. Plug-ins that collect
information on shared library usage
and information from the Windows
registry and from the Windows Event
logs are just a few examples of the
standard plug-ins provided by DCT.

When DCT is installed in
ABB’s System 800xA,
relevant information about
the system performance
can automatically be
collected and sorted
according to the failure

at the time.

Problem solved

By making use of all these features,
the problem-solving process is very
simple and swift: An 800xA user de-

tects that the system does not respond
as usual. He is in urgent need to solve

this problem and calls ABB support.
The support engineer uses DCT to
specify the diagnostic data he needs
from the user’s system. DCT com-
pletes the task by providing an Auto
Collector. The Auto Collector is sent
to the user and automatically gathers
the relevant data. When the data col-
lection process ends, the user is in-
formed about how to return the data
to the support engineer. The support
engineer receives the collected data
and analyzes and solves the problem
within a very short time.

Satisfying customer needs

DCT has proven to be useful tool not
only for support engineers, also for
ABB’s customers. Lee Tolman, system
administrator at Dow Corning’s Hem-

lock Semiconductor Corporation and
frequent user of the tool, said, “With
approximately 250 nodes, DCT allows
us to remotely gather valuable infor-
mation from all these nodes without
requiring us to log in into every node.
DCT saves time and allows us to
gather required information without
disrupting operations.”

Future challenges include providing
consistency checks of system configu-
rations, automatic control of correct
software installation according to ABB
recommendations, and the ability to
trigger an alarm upon particular data
changes on specific nodes.
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Footnote
' DCT is available from version SV5.0 Service Pack 1
of ABB’s System 800xA.
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