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About this User Manual

Any security measures described in this document, for example, for user access,
@ password security, network security, firewalls, virus protection, etc., represent
possible steps that a user of an 800xA System may want to consider based on a
risk assessment for a particular application and installation. This risk assessment,
as well as the proper implementation, configuration, installation, operation,
administration, and maintenance of all relevant security related equipment,
software, and procedures, are the responsibility of the user of the 800xA System.

This manual describes how to configure the 800xA Automation System Network,
including the Client Server Network, the Control Network, and how to connect to a
Plant Network. It generally does not cover fieldbuses.

The section about Network equipment however applies to Ethernet communication
in general, which means that it also applies to Fieldbuses using Ethernet.

For the 800xA Automation System network the following main topics are covered:
*  System Network topologies

e  Network Redundancy

*  Domain and DNS configuration

*  Clock Synchronization

e  Network installation and maintenance

*  Network Security

Section 1, Introduction introduces the topics and the following sections describe
them in more details.

For configuration of users, user groups, security settings, and group policies,
please refer to System 800xA Administration and Security (3BSE037410%).

This manual does not describe configuration of general purpose networks, such as

3BSE034463-510 E 13



Feature Pack About this User Manual

an office or plant network, neither does it cover the situation where 800xA products
are connected to a general purpose network.

Feature Pack

The Feature Pack content (including text, tables, and figures) included in this
User Manual is distinguished from the existing content using the following
two separators:

Feature Pack Functionality

<Feature Pack Content>

Feature Pack functionality included in an existing table is indicated using a

table footnote (*):
*Feature Pack Functionality

Feature Pack functionality in an existing figure is indicated using callouts.

Unless noted, all other information in this User Manual applies to 800xA Systems
with or without a Feature Pack installed.

User Manual Conventions

Microsoft Windows conventions are normally used for the standard presentation of
material when entering text, key sequences, prompts, messages, menu items, screen
elements, etc.

Warning, Caution, Information, and Tip Icons

This manual includes Warning, Caution, and Information where appropriate to
point out safety related or other important information. It also includes Tip to point
out useful hints to the reader. The corresponding symbols should be interpreted as
follows:

14 3BSE034463-510 E



About this User Manual Terminology

Electrical warning icon indicates the presence of a hazard which could result in
electrical shock.

injury.

Caution icon indicates important information or warning related to the concept
discussed in the text. It might indicate the presence of a hazard which could
result in corruption of software or damage to equipment/property.

Information icon alerts the reader to pertinent facts and conditions.

Tip icon indicates advice on, for example, how to design your project or how to
use a certain function

f Warning icon indicates the presence of a hazard which could result in personal

Although Warning hazards are related to personal injury, and Caution hazards are
associated with equipment or property damage, it should be understood that
operation of damaged equipment could, under certain operational conditions, result
in degraded process performance leading to personal injury or death. Therefore,
fully comply with all Warning and Caution notices.

Terminology

A complete and comprehensive list of terms is included in System 800xA System
Guide Functional Description (3BSE038018%). The listing includes terms and
definitions that apply to the 800xA System where the usage is different from
commonly accepted industry standard definitions and definitions given in standard
dictionaries such as Webster’s Dictionary of Computer Terms.

3BSE034463-510 E 15



Terminology

About this User Manual

Terms that uniquely apply to this manual are listed in the following table.

Term/Acronym

Description

AC 800M HI

AC 800M High Integrity controller, certified for SIL 2
safety applications

Afw Services

A system service for the 800xA core system

Client

Client is a part of a software that subscribes data from a
server.

Client/Server Network

A client/server network is used for communication
between servers, and between workplaces and servers.

CNCP

Control Network Clock Protocol. An ABB protocol for
synchronization of clocks in Controllers on the Control
Network.

Connectivity Server

A server that provides access to controllers and other
sources for real-time data, historical data, and alarm and
event data. A Connectivity Server runs services related
to OPC/DA, OPC/AE, OPC/HDA.

DHCP Dynamic Host Configuration Protocol

DNS Domain Name System

FSMO role Flexible Single Master Operation role. An Active
Directory role which is not bound to a single Domain
Controller

Hop count A measure of distance in a network. The hop count is
equal to the number of routers that must be passed to
reach a destination.

IAC Inter Application Communication (between AC 800M
controllers)

P Internet Protocol. A layer 3 protocol in the OSI model.

IP address A 32-bit address assigned to each host/node connected

on the network.

16
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About this User Manual

Terminology

Term/Acronym

Description

IP address mask

A 32-bit address mask used on an IP address to
separate network from host identifier.

IPsec Internet Protocol Security

LAN Local Area Network

Mbps Mega Bit Per Second

MMS Manufacturing Message Specification. ISO standard for
communication between controllers.

MPLS Multi Protocol Label Switching

Node A computer communicating on a network e.g. the
Internet, Plant, Control or I/0O network. Each node
typically has a unique node address with a format
depending on the network it is connected to.

OSPF Open Shortest Path First

PC Computer running the Windows operating system

Private IP addresses

Blocks of IP address space that are reserved by the
Internet Assigned Numbers Authority (IANA) for free use
in private networks.

RMON Remote Monitoring. A standard for performing traffic
analysis

RNRP Redundant Network Routing Protocol

Router A computer/device that forwards IP datagrams among
the networks to which it is connected

SattBus An ABB fieldbus

Server A node that runs one or several Afw Services.
It is the part of the software that supply data to a
subscriber.

SIL Safety Integrity Level

SNMP Simple Network Management Protocol

3BSE034463-510 E
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Released User Manuals and Release Notes About this User Manual

Term/Acronym Description

SNTP Simple Network Time Protocol

STP Shielded Twisted Pair cable

TCP Transmission Control Protocol. A Transport Layer
protocol in the Internet Protocol Suite

UDP User Datagram Protocol. A Transport Layer protocol in
the Internet Protocol Suite

UTC Coordinated Universal Time

UTP Un-shielded Twisted Pair cable

WAN Wide Area Network

VLAN Virtual Local Area Network

WLAN Wireless Local Area Network

VPN Virtual Private Network

VRRP Virtual Router Redundancy Protocol

Released User Manuals and Release Notes

A complete list of all User Manuals and Release Notes applicable to System 800xA
is provided in System 800xA Released User Manuals and Release Notes
(3BUA000263%).

System 800xA Released User Manuals and Release Notes (3BUA000263 %) is
updated each time a document is updated or a new document is released.

It is in pdf format and is provided in the following ways:

*  Included on the documentation media provided with the system and published
to ABB SolutionsBank when released as part of a major or minor release,
Service Pack, Feature Pack, or System Revision.
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About this User Manual Released User Manuals and Release Notes

*  Published to ABB SolutionsBank when a User Manual or Release Note is
updated in between any of the release cycles listed in the first bullet.

ﬂ A product bulletin is published each time System 800xA Released User Manuals
and Release Notes (3BUA000263*) is updated and published to ABB
SolutionsBank.
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About this User Manual
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Section 1 Introduction

This section introduces the main areas covered by this document:
*  Network Topologies, on page 22.

*  Network Redundancy, on page 28.

*  Selection of IP addresses, on page 29.

*  Domain Controllers, on page 35.

*  DNS configuration and Name handling, on page 36.

The later sections will describe the different topics in detail.

3BSE034463-510 E 21



Network Topologies Section 1 Introduction

Network Topologies

System communication in System 800xA is based on Ethernet and TCP/IP
networks, which are functionally and, in most cases, also physically built in levels.

The following figure shows the different levels in the network. Later sections will
describe more about why the system should be separated into different network
areas on different levels.

Internet

Thin Clients
g g g F%:l Firewall
l | | l | Plant Network
D Workplaces
Isolation Device Eﬁ = - (clients)
| Client/Server

& —
T
i

1

| | Network

Servers

Control network

e o *\\; - J{\\;}; Controllers

Fieldbus / Field Network

Field devices | =

|
W= o %

Figure 1. Network Topology: Plant-, Client/Server- and Control Network
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Section 1 Introduction Plant Network

Plant Network

The Plant Network can be dedicated for process automation purposes or be a part of
the plant intranet already available on a site.

Client/Server Network

The Client/Server network is used for communication between servers and between
client Workplaces and servers.

The Client/Server Network is a trusted network zone that should be protected by
firewalls. It is a private IP network that uses static addresses, see the
recommendations on Selecting IP Addresses on page 29.

The Client/Server Network supports network redundancy using the RNRP protocol
and redundant Ethernet switches. Server and client PCs need additional network
cards to adapt to redundant networks.

Due to security and performance reasons only Industrial'T Certified products
@ should be connected on the Client/Server Network.

Control Network

The Control Network is used for communication between Controllers and between
Controllers and Connectivity Servers. The Control Network is a trusted network
zone that should be protected by firewalls. It is a private IP network that uses static
addresses, see the recommendations on Selecting IP Addresses on page 29.

The maximum number of nodes on a Control Network area is 60 if any AC 800M
with the processor modules PM85x or PM86x is connected to the network. If only
PM89x is used the limit is 100.

The Control Network is based on Ethernet using the MMS protocol on top of a
TCP/IP protocol stack, plus additional services for time distribution, redundancy
management, etc. The Control Network supports network redundancy using the
RNRP protocol and redundant Ethernet switches. Controllers connect to the control
network via dual built-in network ports.

The Control Network should only be used for Controller traffic. Other traffic,
@ especially broadcast or multicast traffic, may jeopardize Controller performance.

Connect only Industrial'T Certified products to the Control Network.
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Fieldbus / Field Networks

System 800xA supports a large number of Fieldbuses. Some of these are based on
Ethernet and are in this document referred to as Field Networks.

The specification for the specific Field Network describes the nodes to be connected
to the network. This may include sensors, activators, IO systems, motor control
systems, electrical protection relays, gateways and so on. These may be from ABB
or 3rd party suppliers.

Out of the 800xA node types Controllers and Connectivity Servers connect to field
networks.

It is recommended that separate networks be built for these protocols, i.e. avoid
combining a Field Network with the Control Network. For more information see
Section 4, Field Networks.

Network Areas

The terms Client/Server Network and Control Network are used to describe the
system functions performed by these networks. From an IP routing point of view the
concept of Network Areas is used. A Network Area is a logically flat network that
does not contain IP routers, i.e. routers can not forward traffic from one to another
place on the same network area. In Figure 1, the Client/Server Network and the
Control Network are different Network Areas with the Connectivity Servers
potentially being used as IP routers. A Network Area may be redundant or non-
redundant. A non-redundant Network Area maps to one IP subnet. A redundant
Network Area maps to two IP subnets.
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Combined Client/Server and Control Network

In systems where the number of nodes is within the limit for the Control Network
the Client/Server Network and the Control Network may be combined to one
network.

-%J%DD

Network Area 1 ] | |

Agde A A

Figure 2. Combined Control Network and Client/Server Network
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Client/Server Network and Control Network on Separate Network Areas Section 1 Introduction

Client/Server Network and Control Network on Separate Network Areas

For medium to large systems it is recommended that the Control Network and
Client/Server Network be separated into different Network Areas. The connection
between the Network Areas is provided by Connectivity Servers using the RNRP
routing protocol (Section 2, Network Redundancy and Routing). The two networks
may be separated also for smaller systems. There are several reasons to separate the
Control Network from the Client/Server Network:

*  Fault isolation. An erroneous network segment on Client/Server Network will
not affect nodes on the Control Network.

. Limitation of broadcast traffic. Broadcasts on Client/Server Network will not
disturb the real-time traffic on the Control Network

*  Traffic filtering. Undesired traffic can be blocked by the Connectivity Servers.
The Control Network is more secure if it is isolated from the Client Server
Network

i

Network Area 1

| . Client/Server
I | Network
Connectivity - i
Servers %} =
) | | Network Area 20
Control Network

SaESe BN g

Figure 3. Separated Client Server Network and Control Network
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Large Configuration with Control Network on Two Network Areas

If the number of Control Network nodes is more than the limit for a Control
Network area it is recommended to split the Control Network on two or more
Network Areas.

Network Area 1

- - ! ! - - Client/Server
| | | | Network

= — Connectivity Servers — =
El E ’ El E
Network Area20 [/ ' V' Network Area 21
I

| Control Networks \I \| |

A A e AT A A

Network for AC 800M peer-to-peer communication between Control network areas

Figure 4. Separated Client Server Network and Multiple Control Networks

For best performance the controller to controller communication should be kept
within one Network Area.

Controllers on different Network Areas can communicate with MMS and IAC
through the Client/Server Network, area 1 in the example above. The Connectivity
Servers will act as routers, see Connectivity Servers as Routers on page 42.

Communication between controllers on different network areas can also be done
using a protocol provided by any of the CI modules connected to AC 800M, e.g. MB
300 via CI855 or one of the fieldbuses. System 800xA, AC 800M, Communication
Protocols (3BSE035982 %) gives a complete overview of the options.
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Introduction to Network Redundancy Section 1 Introduction

Introduction to Network Redundancy

For high availability, all network devices (cables, switches, routers and network
adapters) should be duplicated in physically separated network paths. The two
network paths are named Primary Network and Secondary Network.

D Primary Network g— D *}jﬁf A’&i’«?

Secondary Network

Figure 5. Physical View of a full Redundant Network with Duplication of
Switches, Cabling and Network Adapters

As long as the primary network paths are working, all process data is sent on that
network. The secondary network normally carries no user traffic. This guarantees
that network performance is not affected after a network fail over.

Both supervision of network paths and fail-over between Primary and Secondary
networks are performed by RNRP.

In order to have a robust redundant system, it is very important to have continuous
supervision of all network paths on a node-to-node basis, not only on individual
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Section 1 Introduction Selecting IP Addresses

network devices. A detected network error results in fault annunciation. See Section
9, Network Monitoring and Maintenance.

For more information about redundancy, RNRP and network configurations,
please read Section 2, Network Redundancy and Routing.

Section 4, Field Networks describes redundancy for Field networks not using
RNRP.

Selecting IP Addresses

When planning a system the user must decide what IP addresses to use for all nodes
in the system.

It is recommended that addresses be selected from a private address space.
This has the following advantages:

e There is no requirement to apply to the licensing authorities for an IP address,
i.e. it is easy to allocate a large IP address space especially in redundant
network configurations.

*  Some protection is gained against illegal access because private addresses are
not permitted on the public Internet.

ﬂ It is strongly recommended that addresses shown in the next chapter are used.
This greatly simplifies the network configuration and reduces the probability for
configuration errors.

If it is not possible to use the recommended IP addresses, then read about RNRP
addresses in RNRP Address Configuration: Implicit or Explicit on page 50 and in
Appendix A How to Choose IP Addresses on page 249.
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Recommended IP Address Plan

This section gives a recommendation on IP addresses that will work for most
installations. If this suggestion is followed, the reader can disregard much of the
details about RNRP configuration. Table 1 suggests which NetIDs! to use.

Table 1. Suggested NetIDs and Network Area Numbers

Network type NetIDs Network Areas

Plant Network 172.16.0.0 0
172.17.0.0

Client/Server Networks |172.16.x.0 1-9
172.17.x.0
where x=4,8,12 to 36 (steps of 4)

RTA Units PU410and |172.16.168.0 10

PU412 172.17.168.0

Control Networks 172.16.x.0 20-31
172.17.x.0
where x=80, 84, 88 to 124 (steps of 4)

Use the subnet mask 255.255.252.0 for all network interfaces.

See also Network plan for field networks on page 35.

Do not connect more than 50 nodes to a Control Network Area where AC 800M
@ controllers with processor modules PM85x or PM86x are used.

If only PM891 is used 100 nodes can be connected to the Control Network.

1. NetID is the left most part of the IP address. See Appendix A, Reference Details
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Section 1 Introduction Recommended IP Address Plan

For the node status alarms to work properly node numbers must uniquely identify
@ a node within the whole network. Two different nodes are not allowed to use the

same node number even if they are located on different network areas and even if

they belong to different 800xA Systems.

A node which is connected to more than one RNRP network area must use the

same node number on all its areas. This for example means that:

*  Two Controllers on two different Control Networks must use different node
numbers, e.g. 151 and 201.

* A Client on the Client Server Network and a Controller on the Control
Network must use different node numbers, e.g. 150 and 151.

* A Connectivity Server must use the same node number, e.g. 21, on the Client
Server Network and the Control Network

If this rule is not followed the consequence is that if one node is disconnected
from the network the alarm list may indicate that another node (one with the same
node number) was disconnected.
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Section 1 Introduction

Addresses recommended on the Client/Server/Control Network Area 1

Table 2. Suggested Addresses for Nodes on Network Area (1)

Nodes Node Addr on Primary Addr on Secondary
number Network Network
Domain and DNS 1-10 172.16.4. 1 - 172.17.4. 1-
servers 172.16.4.10 172.17.4.10
Aspect servers 11-20 172.16.4.11 - 172.17.4.11-
172.16.4.20 172.17.4.20
Connectivity servers |21-50 172.16.4.21 - 172.17.4.21 -
172.16.4.50 172.17.4.50
Application Servers | 51-70 172.16.4.51- 172.17.4.51 -
IM, Batch, 3rd party 172.16.4.70 172.17.4.70
Workplace Clients 71- 150 172.16.4.71 - 172.17.4.71 -
172.16.4.150 172.17.4.150
Controllers 151-220/255 | 172.16.4.151 - 172.17.4.151 -
172.16.4.220/255 172.17.4.220/255
Panel 800 (if used) 221-255 172.16.4.221 - (not used)
(non redundant) 172.16.4.255
Backup CPUs for 663-767 172.16.6.151 - 172.17.6.151 -
Redundant Controllers 172.16.6.255 172.17.6.255
Switches, Gateways, |(501-511) 172.16.5.245- 172.17.5.245 -
Firewalls 172.16.5.255 172.17.5.255
(not RNRP addresses) |(1013-1022) |172.16.7.245- 172.17.7.245 -
172.16.7.254 172.17.7.254
Spare, Unused RNRP |256-500 172.16.5.0- 172.17.5.0-
addresses 172.16.5.244 172.17.5.244
Spare, e.g. printers | (513(D-662) |172.16.6.11)- 172.17.6.14)-
(not RNRP addresses) 172.16.6.150 172.17.6.150
(768-1012) |172.16.7.0- 172.17.7.0-
172.16.7.244 172.17.7.244

(1) IP addresses x.x.6.0 may normally also be used but some nodes do not accept it.
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Recommended IP Address Plan

The following addresses are recommended on the Control Network Area 20.

Table 3. Suggested Addresses for nodes on Network Area (20)

Nodes Node Addr on Primary Addr on Secondary
number Network Network
Connectivity servers |21-50 172.16.80.21 - 172.17.80.21 -
172.16.80.50 172.17.80.50

Controllers

151-220/255

172.16.80.151 -
172.16.80.220/255

172.17.80.151 -
172.17.80.220/255

Panel 800 (if used) 221-255 172.16.80.221 - (not used)

(non redundant) 172.16.80.255

Backup CPUs for 663-767 172.16.82.151 - 172.17.82.151 -
Redundant Controllers 172.16.82.255 172.17.82.255
Switches, Gateways, |(501-511) 172.16.81.245- 172.17.81.245 -
Firewalls 172.16.81.255 172.17.81.255
(not RNRP addresses) | (1013-1022) |172.16.83.245- 172.17.83.245 -

172.16.83.254

172.17.83.254

Spare, Unused RNRP |256-500 172.16.81.0- 172.17.81.0-
addresses 172.16.81.244 172.17.81.244
Spare (512-662) 172.16.82.0- 172.17.82.0-
(not RNRP addresses) 172.16.82.150 172.17.82.150
(768-1012) |172.16.83.0- 172.17.83.0-

172.16.83.244

172.17.83.244

For controllers running SattBus on TCP/IP the HostID must be 2-127.
This means that the user needs to decide on a different node number allocation
than Table 3. SattBus is described in the OnLine help for the Control Builder.
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Section 1 Introduction

The same information as in the previous tables, but generic for any Network Area
with the area number as parameter ‘a’, is shown below (a = [0..31]).
The previous tables represent a=1 and a=20.

Table 4. Suggested Addresses for nodes on a Network Area (a)

172.16.4*a.150

Nodes Node Addr on Primary Addr on Secondary

number Network Network
Domain and DNS 1-10 172.16.4*a. 1 - 172.17.4*a. 1-
servers 172.16.4*a.10 172.17.4*a.10
Aspect servers 11-20 172.16.4*a.11 - 172.17.4*a.11-
172.16.4*a.20 172.17.4*a.20

Connectivity servers 21-50 172.16.4*a.21 - 172.17.4*a.21 -
172.16.4*a.50 172.17.4*a.50

Application Servers 51-70 172.16.4*a.51- 172.17.4*a.51 -
IM, Batch, 3rd party 172.16.4*a.70 172.17.4*a.70

Workplace Clients 71- 150 172.16.4*%a.71 - 172.17.4*%a.71 -

172.17.4*a.150

Controllers

151-220/255

172.16.4*%a.151 -
172.16.4*%a.220/255

172.17.4*a.151 -
172.17.4*%a.220/255

Firewalls
(not RNRP addresses)

(1013-1022)

172.16.4%a+1.255
172.16.4%a+3.245-
172.16.4*%a+3.254

Panel 800 (if used) 221-255 172.16.4%a.221 - (not used)

(non redundant) 172.16.4*a.255

Backup CPUs for 663-767 172.16.4*%a+2.151 - |172.17.4*a+2.151 -
Redundant Controllers 172.16.4*%a+2.255 172.17.4*%a+2.255
Switches, Gateways, (501-511) 172.16.4%a+1.245- 172.17.4%a+1.245 -

172.17.4%a+1.255
172.17.4%a+3.245 -
172.17.4*%a+3.254

172.16.4*a+3.244

Spare, Unused RNRP | 256-500 172.16.4*a+1.0- 172.17.4*a+1.0-
addresses 172.16.4%a+1.244 172.17.4%a+1.244

Spare (513-662) 172.16.4*a+2.1- 172.17 4*a+2.1-
(not RNRP addresses) 172.16.4*%a+2.150 172.17.4%a+2.150

* _ * _

(768-1012) 172.16.4%a 3.0 172.17.4*%a+3.0

172.17.4*a+3.244
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Network plan for field networks

In addition to the protocols on the System Network an 800xA system may use
several other protocols based on Ethernet and TCP/IP, e.g. FOUNDATION
Fieldbus, Modbus TCP, IEC 61850 or PROFINET. The system planning needs to
include a plan for the networks used for these protocols including for example the
addresses ranges to use. Section 4, Field Networks includes more information on
what to consider.

Introduction to Domain Controllers

A domain is a group of nodes that are part of a network and share a common
directory database.

A domain defines a scope or unit of policy. A Group Policy object establishes how
domain resources can be accessed, configured, and used. These policies are applied
only within the domain and not across domains. Applying a Group Policy object to
the domain consolidates resource and security management.

A Domain Controller contains matching copies of the user accounts in a given
domain. It is used to store and manage information about user credentials and access
rights, both for humans and for the system. The Domain Controller provides the
Active Directory service that manages user access to a network, which includes user
logon, authentication, and access to the directory and shared resources.

Every domain must have at least one Domain Controller. To improve the availability
of the system a domain may have multiple Domain Controllers to support the
handling of logon requests and directory updates.

The domains are stored in the Active Directory. Administration of Domain
Controllers to great extent means administration of the Active Directory. Use
Windows Server 2008 on all Domain Controllers in the same domain.

Single node systems, i.e. systems with only one PC, and small systems that use
Windows Workgroups do not need Domain Controllers.
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Introduction to DNS, Name and Address resolution

DNS (Domain Name System) is a hierarchical name service for domains and IP
addresses. The DNS service enables client nodes on your network to register and
resolve DNS domain names and to find Domain Controller services.

DNS can be used for finding the IP address of a node which is only known by name
(address resolution) and for finding the name of a node which is known by IP
address (name resolution).

DNS can also be used for finding Domain Controller services, i.e. which node runs a
certain service for the Domain.

In System 800xA 5.1, DNS is only used normally for locating domain controller
services. Name and address resolution is performed using hosts files that are
updated by RNRP.

800xA applications that identify other nodes by name, i.e. not only by IP Address,
use the information from the hosts file to find the corresponding IP address.

Normally the primary (DNS) server is run on the same node as the Domain
controller. With multiple Domain Controllers in a system the DNS server functions
are also distributed. This also improves the availability of the DNS.

Configuring the DNS functions in a system comprises:
*  Configuring the DNS server on the Domain Controller(s).

*  Configuring names and IP addresses, for nodes that will be possible to identify
by name, in the DNS database.

*  Configuring knowledge of the domain and the DNS server(s) in each node that
uses DNS.

*  Configuring knowledge of the Domain Controllers.

Further information about DNS can be found in the On-line help for DNS in

Windows Server, the help file dnsconcepts . chm and in the resource kits in
MSDN.

Section 6, Domain Setup and Name handling describes how to configure DNS.
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Section 2 Network Redundancy and Routing

This section describes the Network Redundancy based on RNRP (Redundant
Network Routing Protocol). The main areas covered are:

*  the concepts of the RNRP protocol

*  how to build different network structures

*  how to choose addresses

*  how to configure RNRP in nodes; PCs and Controllers

RNRP

RNRP is an IPv4 routing protocol developed by ABB. It is specially designed for
use in automation networks with limited topology but with high demands on
network availability. RNRP provides the following features:

e Network redundancy
The protocol supports redundant physical networks, full redundancy including
network interface boards, between end nodes. Routing messages are
periodically sent as multicast on all networks. If a network error occurs, RNRP
updates the IP Routing Table of each affected node with a replacement network
path within the “RNRP send period”, a configurable parameter (default=1s).

*  Routing between network areas
IP routes to all neighbor nodes and subnetworks are automatically maintained
in the IP Routing Table in every node. A node with RNRP can act as an IP
router and forward messages on best path to destination nodes.

*  Node and network supervision
RNRP quickly detects if a node or remote network is down and sends this
information to applications that subscribe to RNRP status. This information is
used to detect if a redundant server is down and whether a new server can be
connected.
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Section 2 Network Redundancy and Routing

The RNRP redundancy concept works with standard network devices (hubs,
switches or bridges) and no special functionality is required from the network
interface cards (NICs).

The protocol gives high flexibility to integrate networks with different types of data
links like PPP and Ethernet. The routing update period can be configured to fit on
very slow serial links as well as on high speed networks mixed in the same Control
Network.

IP routing works for Unicast communication (node to node), not for Multicast or
Broadcast. This means that RNRP does NOT provide redundancy or routing for
Multicast or Broadcast communication.

Applications that use Multicast or Broadcast must take care of the network
redundancy themselves, if desired communication between different network
areas.

All RNRP versions used in previous system versions of the 800xA System are
compatible with each other.

Network Areas

A network that uses RNRP is built up by one or more Network Areas.

A Network Area is a logically flat network structure without routers.
Routers are not allowed within a Network Area.

A Network Area with redundancy contains two independent IP networks with equal
capacity. The individual networks within a Network Area are assigned
Path Numbers.

The primary network has Path Number = 0 and the secondary network has
Path Number = 1.
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Figure 6. A Network Consisting of one Network Area

A node is identified in RNRP by:
*  Network area number (0 - 35)
e Node number (1 - 500)

The path number is a parameter on each network interface (see RNRP Address
Configuration: Implicit or Explicit on page 50).

Each path on a Network Area corresponds to one IP subnet. The NetID is the
same for all interfaces on the same Path. (see IP Addresses on page 247)

Applications communicating with nodes that run RNRP shall always address the
nodes on the primary network (path 0).

In case of error on the primary network, the Redundant Network Routing Protocol
(RNRP) redirects traffic over to the secondary network (the backup network)
without involving any application program.

Nodes with redundant interfaces and nodes with a single interface can be mixed on
the same Network Area. A node with only one interface must only be connected to
the primary network.
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Fault Handling within a Network Area

Within a Network Area RNRP can handle single network errors in all node-to-node
connections. In the example below, node A has an error on the connection to the
primary network and node B an error on the connection to the secondary network.

No

) Network
|
K| WO | o e

Figure 7. A Fault handling in one Network Area

In this example communication between node A and node B is not possible but all
other peer communication will work.

Node A can communicate over secondary network with nodes C, D and E.
Node B can communicate over primary network with nodes C, D and E.
Nodes C, D and E are fully redundant to each other.

Network Fail Over Time

The time required for RNRP to redirect traffic from a faulty path to a good path is
the same as the configured RNRP parameter Send Period, see Table 5 on page 55
(normally 1s).
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Data Recover Time

The application data recover time is not the same as the network fail over time.

A TCP application is not recovered until TCP has retransmitted lost data.

TCP continuously adjusts its retransmit time after transmission delays and repeated
network errors. Standard TCP has a minimum value for retransmission of one
second. This means that even if network fail over occur instantly, application data is
not recovered until one second has elapsed. The default value of the RNRP
parameter Send Period has been set up to reflect this limitation.

Node Down Notification

A single lost message does not cause a Node down event. The time until a Node
down event is generated is configured by the parameter MaxLostMessages
(see Table 5 on page 55).

Time until node down event = (MaxLostMessages + 1) * SourceSendPeriod
(normally (3+1)*1=4s).

Multiple Network Areas and RNRP Routers

There are a number of reasons why a network should be divided into Network Areas
(subnetworks):

*  Fault isolation. An erroneous network segment (bad cable, Ethernet switch or
interface card) can not affect nodes on an other Network Areas.

*  Traffic filtering. Undesired traffic can be blocked by a router if filter software is
installed. This is true for a Windows Server node.

e Limitation of broadcast traffic. A router does normally not forward broadcast
and multicast messages.

*  The network is distributed over large distances using link protocols with
different network characteristics. PPP is one example.

e The IP routing resources (Routing table, ARP table or CPU power etc.) in a
single node are not large enough to handle a large number of nodes on the same
Network Area.
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For best performance the network designer should try to keep the time-critical
traffic within the same Network Area. The time to change router node is always
greater than the time to change path within the Network Area.

The Network Areas are interconnected by RNRP routers. A node with RNRP and
connections to more than one network area can act as an RNRP router. In a PC
additionally the flag “Enable TCP/IP forwarding” has to be set to 1 (see Table 5 on

page page 55).

Limit the number of hops

A message between two nodes can be forwarded via several network areas. The
number of routers it goes through is described by the term “hop count”. Network
topologies with many hops must normally be avoided. The reason is that a large hop
count increases the probability for undesired behavior such as routing loops and
slow response time due to delayed updates from distant routers. The default max
number of hops is 3. The maximum value is 5.

Limit the number of network areas

An RNRP network can consist of 36 network areas. Windows nodes can handle up
to 36 network areas but Controllers can only handle up to 15 remote areas that are
reached via routers, in addition to the areas (1 or 2) that the controller are directly
connected to. A node for which the “max number of remote areas” is exceeded will
not get routing entries for all network areas. This means that it will be unable to
communicate with some nodes on the network, and it can not be predicted which
nodes this is. To avoid this problem it must be made sure that, for all nodes the
number of network areas that are within “max number of hops” does not exceed
“max number of remote areas”.

Connectivity Servers as Routers

In systems where the Control Network and the Client Server network are separated,
the network is built up by different network areas. The connectivity servers that are
connected to both networks, as in Figure 8, will work as RNRP routers provided that
IP forwarding is enabled (see above). This makes it possible for all nodes on the
Client Server network to communicate with all the Controllers on the Control
Network. This is used by the Control Builder in an Engineering Client when it
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communicates with the Controllers. The routing through the Connectivity Servers is
also needed for the network alarm handling to work properly, see Node Status
Alarms on page 236.

ﬂ The function “Show Remote Systems” in the Control Builder and the OPC server

uses broadcasting and does therefore not work through routers. The IP addresses

of the controllers have to be known and entered manually when the networks are
separated.

Network Area 1

Connectivity
f:: Servers as ;:_j
Network Area 20 HEE RNRP | Network Area 21

‘ Routers - ‘

Figure 8. Network with Three Network Areas and Connectivity Servers as Routers

Controllers as Routers

The AC 800M controller can be used as router between non-redundant networks.
There is no parameter to enable the routing capability. It is always enabled when
RNRP is used and the controller is connected to two different network areas.

ﬂ It is not possible to use two AC 800M Controllers to achieve a redundant
connection between two redundant networks. For this 4 network interfaces per
router is needed. This is described in Figure 10 on page 46.
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Network Area 1

Network Area 20

Redundant Connectivity Servers/Routers

A Connectivity Server (router node) can be a single point of failure. The RNRP
protocol allows redundant router nodes between Network Areas. In the
configuration below RNRP selects the router with lowest node number as the active
router node. If this node fails the RNRP protocol selects the other router as active.

Connectivity
Node 21 Servers as
Primary router = redundant

] RNRP Routers

............

.........................................................

Figure 9. Two Network Areas with Redundant Connectivity Servers as Routers

In cases where multiple routes exist to a remote Network Area, the router that has
the highest number of reachable nodes is selected as primary. If all routers have
an equal number of reachable nodes then the router with the shortest distance
(hop count) is selected as primary. If routers have equal distance then the
intermediate network with lowest Network Area number is selected as the
primary.

The network engineer should recognize that if serial links are used within the
Control Network, throughput will be very low as compared to Ethernet alone.
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In mixed configurations, it is recommended to put low Network Area numbers on
the high capacity networks and high numbers on slow networks.

A good rule to follow during network configuration is to make sure that all
alternative routes to destination nodes have equal distance (hop count).

A network error should not cause redirection to a route with a greater distance.
By following this rule, a network error will not change the node-to-node response
time and no node will receive unpredictable loads from transit traffic.

An RNRP router has several advantages compared to a standard IP router:

*  No manual routing configuration is needed.
The routing information about all nodes and networks is spread
automatically.

e The routers can be redundant.
It is not possible to avoid a single point of failure when connecting two
redundant RNRP network areas with a pair of standard IP routers.
To do this two RNRP routers with 4 network ports each are needed, see
Figure 9 on page 44 and Figure 10 on page 46.
Such a router can only be built using a PC with 4 network interfaces.
It is not possible to achieve the same functionality with two routers with two
ports each.

Default Gateway Routing for Nodes without RNRP

If nodes that do not support RNRP are connected to the control network, e.g.
managed switches or time servers, and these nodes need to be accessed (by nodes
that use RNRP) via the RNRP routers the necessary routing information can not be
built up by RNRP. One way to solve this is to enter the primary Control Network
address of the primary connectivity server as “Default Gateway” in these nodes to
inform them about how to reach the Client Server network.

Routing between Control Networks

Controllers on Control Network areas can communicate with each other if the
Connectivity servers work as routers as in Figure 8 on page 43. If it is desired that
controller-to-controller communication is independent from the operation of the
Connectivity servers and/or from the Client Server network it is possible to build a
network where control networks are directly connected via dedicated routers.

3BSE034463-510 E 45



Multiple Network Areas and RNRP Routers Section 2 Network Redundancy and Routing

Figure 10 shows two control network areas that are connected via a redundant pair
of dedicated routers.

Connections to the Client Server Network.
Not used for Controller-to-Controller Communication

Redundant RNRP routers.
Dedicated for
Controller-to-Controller

Network Area 20 communication Network Area 21

\\\\\\\\\\\

A r l Fo o o W R i‘ A i‘ W i‘

£ ¢ ! ¢ . e ] i S ] . e ;

dads Sa 84 ) — AT S AV

o S o === — — vt v o For SN Fow SN
1

Figure 10. Redundant RNRP routers for Controller-to-Controller communication

Special Routing Consideration

A message can only be received on the Network Area on which the message’s
destination address belongs. Even if the message destination node is connected to
multiple Network Areas and an alternative route exists through one of these other
Network Areas, the protocol will not reroute to reach the destination node if the first
Network Area breaks down.

Figure 11 on page 47 shows an example with an application in node 71 that has a
session to target node 22 in Network Area 1. If node 22 loses both paths (double
fault) on Network Area 1, then the application will lose the current connection even
if it in theory is possible to route via Node 21 to Node 22 on Area 20.
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Application
connected to node 22
in Network Area 1

Node 71
Network Area 1 \
L, Both paths to
No Connection! N Network Area 1
are broken

Node 21 I’%J %j Node 22
o e

| |

o |

Network Area 20 [y L iy

Figure 11. A Network Connection is lost if all Paths to a Node in the Destination
Network Area are Down

Local Network Areas

The RNRP protocol permits Network Areas to be declared as “Local”. A Local
Network Area does not distribute information about own networks and nodes to
adjacent Network Areas. Traffic from other Network Areas can not be routed over
this local Network Area. Only nodes directly connected to a Local Network Area
can use it. In this way, nodes within the Control Network can use dedicated
networks without risking being overloaded by transit traffic.

Building large networks by using Backbone Network Areas

RNRP normally gives both redundancy and supervision between all nodes in the
whole network. These features lead to some of the size restrictions for an RNRP
network, for example the number of network areas.
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If node to node supervision (fast detecting node up/node down) is not necessary
between nodes in all different areas it is possible to build a large network by using a
“Backbone Network Area” to interconnect up to 35 Network Areas.

A Backbone Network Area is similar to the Local Area with the difference that
routing information can be received from neighbor areas but no routing information
is sent out to standard neighbor areas. A node connected in the Backbone area
receives all network information from all network areas (except local areas). A node
in a standard Network Area does not get any network information about nodes and
networks in the Backbone Area or other Network Areas. This means that those
network areas do not occupy any network resources in the nodes in the standard
network areas so when deciding the values for the parameters Number of remote
network areas and Max number of hops (see Table 5 on page 55) the Backbone
Network Areas and areas beyond these do not need to be considered.

I etk
Stat
Backbone Metwoaork Area Inf?:ururiatinn

FELIRIE] B lmw.ﬂ @mﬁﬁ

I3

It!

Standard Metwork Areas

Figure 12. Using a Backbone area

In Figure 12 the function of the Backbone area means that (not all relations are mentioned):

* A nodes get supervision information about each other.

* B nodes get supervision information about each other.

* D nodes get supervision information about A, B and C nodes

* A and B nodes do not get supervision information about C and D-nodes

e Communication between A, B and C nodes is possible via Default Gateway
(non redundant) or via External Network Service (redundant), see below.
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Routing to or via a Backbone Area

Nodes in a Standard Network Area that need to communicate with nodes in a
Backbone Area or an area beyond the Backbone area can configure the RNRP
router connected to the Backbone area to be their Default Gateway.

If this communication needs to be redundant the parameters for External Network
Service (see Table 5 on page 55) shall be used to refer to the router connected to the
Backbone area. Use the primary address of one of the routers and the secondary
address of the other router.

Example of setup required for nodes on Standard Network Areas in Figure 12 to
communicate with A, B, C, D over Backbone Network Area.

If the routers R1 and R2 have the addresses 172.16.4.23 and 172.16.4.24 on the
Standard Network area (down side interfaces) then these are the addresses to enter
as the Router 1 and 2 addr to External Network in A-Nodes(A3/A4/AS5) having
direct connection to R1 and R2. A-Nodes below A3 and A4 sets Router 1 and 2 with
addresses to A3 and A4.

If R3 and R4 have the addresses 172.16.8.23 and 172.16.8.24 on the Standard
Network area then these are the addresses to enter as the Router 1 and 2 addr to
External Network in B-Nodes having direct connection to R3 and R4. Other B-
Nodes below B2 and B5 like B1 sets Router 1 and 2 with addresses to B2 and BS5.

The parameters Number of remote network areas and Max number of hops can be
left at the default values for all A, B and C nodes. This is because these nodes will
not receive any network status information about the nodes in the network areas
beyond the backbone area and therefore no resources will be required for them.
For nodes directly connected to the Backbone area these parameters need to be
configured considering all network areas. In this example all D and R nodes need to
use Number of remote network areas >= 6 and Max number of hops >=2.

The parameters External Netw and External Netw addr mask can be used to filter
the routing through the back bone area. This is a kind of security measure: only
messages to addresses that match the External Netw and External Netw addr mask
will be sent to the External Network Router. If for example all network areas in the
network use a network ID starting with 172.16 it is recommended to set External
Netw to 172.16 and External Netw addr mask to 255.254.0.0. With these settings
the External Network Service Routers will be used for all messages to nodes with
valid addresses inside the system network, but they will not be used for messages to
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other nodes. If there is a request message coming from another external address, e.g.
from an intruder node, the node that got the request will not use the External
Network Service routers and does therefore not know where to send the responses,
so it can avoid responding to some intrusion attempts.

RNRP Address Configuration: Implicit or Explicit

It is strongly recommended that the addresses presented in, Recommended IP
Address Plan on page 30, are used. If they are used, no extra RNRP configuration
is required and the following chapters about addressing may be ignored.

A node on a TCP/IP network is identified by its 32 bit IP address. The IP address!
consists of a NetID part and a HostID part. The subnet mask specifies the boundary
between the NetID and the HostID.

A node with more than one network interface must have a unique IP address for
each interface.

Since RNRP is based on IP routing this is also true for all nodes running RNRP.

The interfaces in a node running RNRP are, in addition to the IP address and the
subnet mask, also configured with the following logical address parameters:

o Network Area 0-31

e Local Flag 0 = Normal Network Area
1 = Local Network Area, no routing to this area.
This area is not announced to other areas.

*  Node Number 1-500
e Path Number 0-1
The only mandatory rules for these parameters are:

e  The Node number must be the same as the HostID (the least significant, right
most bits in the IP address).

*  For all nodes in one system the NetID (the most significant, left most bits in the
IP address) must uniquely correspond to one Path in one Network Area. This
means that:

1. IP addresses are described in more detail in the Appendix, section IP Addresses on page 247.
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—  All interfaces (in all nodes) on the same path in one Network Area must
use the same NetlD, i.e. be on the same subnet. This is as for all IP based
communication, else they cannot reach each other.

—  For interfaces with different NetID either the Path or the Network Area
must differ.

To simplify the configuration of the network interfaces there is a set of additional
rules.

If these rules are also followed, the RNRP address parameters are automatically
configured. This is called the Implicit RNRP Configuration Method. See Address
Rules for Implicit RNRP Configuration on page 52.

If only the mandatory rules are followed, the RNRP address parameters have to be
configured manually for each network interface. This is called the Explicit RNRP
Configuration Method.

ﬂ Some more details about how to select IP addresses can be found in
Appendix A How to Choose IP Addresses on page 249.

Using Explicit RNRP Configuration
Examples of how to apply the mandatory rules for explicit RNRP configuration:

If somebody decides that his/her system needs to use the subnet mask 255.255.0.0
the 3rd digit can not be arbitrarily chosen. For example the node address
10.11.12.13 can not be used because the HostID is 12*256+13=3085, HostID must
be the same as the node number and the node numbers can only be 1-500.

The allowed addresses with this subnet mask are x.y.0.1 - x.y.1.244. The address
x.y.1.200 is used on the node with node number 256+200=456.

If somebody decides that his/her system only is allowed to use two different subnets
this means that this only can be a system with two non-redundant network areas or a
system with one network area with network redundancy.

A system with two network areas with network redundancy uses 4 subnets, i.e. 4
NetIDs.

In a system with subnet mask 255.255.255.0 the two interfaces (in two different
nodes) with addresses 10.11.12.13 and 10.11.12.243 shall be connected to the same
network. They are on the same path on the same network area. 10.11.13.12 shall be
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connected to a different network. It is either on a different path or on a different
network area. If the path or the network area or both differ depends on the settings
of the parameters for path and network area in the different nodes.

First Project download when using other addresses than 172.16.x.x

®

If implicit RNRP configuration with Default Network ID=172.16.0.0 is not used
(i.e. when using explicit RNRP Configuration and also when using implicit
RNRP configuration with Default network ID different from 172.16.0.0) the first
project download to an AC 800M Controller must be done from a Control Builder
running in a PC which is connected to the Control Network, i.e. with no router
between the PC and the Controller. This means that it for example can not be
done from an Engineering Client which is only connected to the Client Server
network. It can be done via PPP on COM4.

This is because RNRP needs to be configured for the routing to work and the only
way to set the RNRP parameters is by downloading a Control Builder project to
it. This first project may be a project which only contains the HW configuration
for the Processor Module with the correct RNRP parameters. That project can
later be replaced with the project which is engineered with the real application.

Address Rules for Implicit RNRP Configuration

With the implicit RNRP configuration method all IP addresses have a strict
relationship to the RNRP address parameters so that the RNRP address parameters
can be encoded within the configured IP address. This means that it is sufficient to
configure only the IP address. RNRP can calculate the other address parameters
from the IP address. This is done in each node. The easiest method is to just use the
addresses according to Table 2, Table 3 or Table 4. It is however possible to use
other addresses by following these steps:

1.
2.

Choose the RNRP address parameters

Choose the Base Address.

The base part of the IP addresses: N;.N,.0.0

(N, must be a multiple of 4, i.e. Ny=4*n where n=0 to 31)

This may be chosen freely from RNRP’s point of view, but they must be the
same in the whole system. Using the default 172.16 reduces the configuration
work.
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3. Calculate the IP address based on the RNRP address parameters as shown on
page 53.

4. Set subnet mask to 255.255.252.0

When using implicit configuration the address mask must be set to 255.255.252.0.
This gives 10 bits for the Hostld, i.e. 1024 addresses. This allows the HostID to be
identical to the RNRP Node number that can be 1-500 for normal nodes and 513-
1013 for backup CPUs in Redundant Controllers (see Mixing Explicit and Implicit
RNRP Configuration on page 61).

Below there are two ways of describing how to calculate the IP address based on the
RNRP address parameters. They give the same result but one or the other may be
simpler to use in different situations.

Calculating the IP Address Bit by Bit
With a binary representation the IP address must be created as:
XXXXX XXX XXXXXXPP.LAAAAANN.NNNNNNNN

where the bits are:

XXXXXXXXXXXXXX XXXXX XXX XXXXXX00.00000000.00000000 is
equal to the Base Address

The 14 first bits is the Network Identity

PP Path Number

L Local Flag

AAAAA Network Area Number
NN.NNNNNNNN Node Number

Calculating the IP Address Byte by Byte

With a byte wise representation the IP address must be created as: A.B.C.D
where the bytes are:

A=N,

B =N, + Path
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C =Local*128 + Area*4 + Node DIV 256
D = Node MOD 256

N;.N, is the Network Identity. Path, Local, Area and Node are the other RNRP
address parameters.

DIV means an integer division and MOD means the Modulo operation, i.e. the rest
after the integer division.

If the Local flag is O and the node number is less than 256 the formula is a bit
simpler:

A=N;

B =N, + Path
C = Area*4

D =Node
Example:

Base Address = 172.16.0.0, Network Area = 2, Node number = 201
(Local = 0, Node number < 256) =>

Primary Network Interface (Path = 0): 172.(16+0).(2%4).201 = 172.16.8.201
Secondary Network Interface (Path = 1)172.(16+1).(2%4).201 = 172.17.8.201

RNRP Configuration Parameters

RNRP has two groups of configuration parameters. One group contains base
parameters that are common to all network interfaces in a node and another group
contains parameters that may be specified for each individual network interface.

Table 5 and Table 6 below describe the parameters. The same parameters exist in a
PC and in the Control Builder configuration but in some cases the names differ
slightly. In these cases the table indicates where the names apply by (PC) and (Ctrl).

For most installations the default values for the RNRP configuration parameters
are sufficient. This means that none of the parameters in Table 5 and Table 6 need
to be modified.

If explicit RNRP configuration is used at least some of the parameters need to be
set to other than the default values.
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RNRP Configuration Parameters

For a controller the RNRP parameters are set in the hardware tree in the controller
project built in the Control Builder. The Base parameters are set on the hardware
unit for the Controller CPU, e.g. PM860/TP860 and the explicit RNRP parameters
are set on the hardware unit for the Ethernet interfaces and the PPP protocol
definition on a COM-port.

In a PC the RNRP parameters are set with the RNRP configuration wizard,
see Configuring RNRP in a PC on page 69. The base parameters and the explicit
parameters are located under different tabs.

Table 5. RNRP Base Parameters

RNRP Base Parameters

Parameter Range Description

Max number of own 1-8(PC) |Maximum number of Network Areas that this

network areas (PC) 1-4(Citrl) node is directly connected to. An end node

RNRP Number of own always uses one Network Area.

areas (Ctrl) A router has 2 or more own network areas.
Default: 3(PC), 2(Ctrl), rarely changed

Max number of remote |0 - 35(PC) | Maximum number of remote Network Areas

network areas (PC) 0 - 15(Ctrl) |that this node can communicate with via

RNRP Number of routers.

remote areas (Ctrl) Default: 5(PC), 4(Ctrl), rarely changed

Base Address (implicit |A.B.0.0 The network base address used at

addresses) (PC) implicit RNRP configuration.

RNRP Default Default: 172.16.0.0

Network ID (Ctrl)

Send Period (PC) 1..60 The time period for multicasting of routing

RNRP Send Period
(Ctrl)

messages. This is also the minimum time for fail
over in a redundant network.Range value in
second units. Default: 1

Also read Network Fail Over Time on page 40.
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Table 5. RNRP Base Parameters (Continued)

RNRP Base Parameters

Parameter Range Description

Max number of lost 1..10 Number of routing messages that may be lost

messages (PC) until a path to a node is down.

RNRP Max Lost Time(s) to detect node down =

Messages (Citrl) Send Period * (Max Lost Messages + 1)
Default: 3, rarely changed

Max number of hops 1.5 The maximum accepted hop count (humber of

(PC) passed routers) in the network.

RNRP Max no of hops Default: 3, rarely changed

Ctrl)

Number of explicit 0.8 Number of explicit specified network interface

addresses addresses with RNRP parameters.

(not configured in a Default: 0.

controller) For a controller this is decided by the values of
the RNRP address parameters for the Ethernet
ports

Enable ICMP Redirects |0..1 Windows’ standard function for Internet Control

(not configured in a Message Protocol redirects. It shall be disabled

controller) because it may destroy the routing table that
RNRP maintains.
Default: 0, do never change
(Standard Windows Registry parameter. Visible
as RNRP parameter just to make it easy to
verify its value)

Disable Media Sensing |0..1 Windows’ standard function for Ethernet Media

(not configured in a
controller)

sensing. It shall be disabled because it may
destroy the routing table that RNRP maintains.

Default: 1, do never change

(Standard Windows Registry parameter. Visible
as RNRP parameter just to make it easy to
verify its value)
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RNRP Configuration Parameters

Table 5. RNRP Base Parameters (Continued)

RNRP Base Parameters
Parameter Range Description
Enable TCP/IP 0..1 A flag that if set enables this node to be a
Forwarding (PC) router.
(always enabled in a It shall typically be set to 1 in a Connectivity
controller) Server.
Default: 0
This is a standard Windows function. To make a
change of this parameter effective the node
needs to be restarted.
External Netw (PC) A.B.C.D The IP address of the external network.
RNRP Ext network Set 0.0.0.0 to use Router 1 and 2 as Default
(Ctrl) gateways without filtering.
(See Routing to or via a Backbone Area on
page 49 for example usage)
External Netw addr A.B.CD The IP address mask of the external network.
mask (PC) Undefined in case of Default Gateway
Ext netw mask (Ctrl)
Router 1 to External A.B.CD IP address to router 1 for the external network.
Netw (PC)
RNRP Ext router1 addr
(Ctrl)
Router 2 to External A.B.C.D IP address to router 2 for the external network.
Netw (PC)
RNRP Ext router2 addr
(Ctrl)
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Table 5. RNRP Base Parameters (Continued)

RNRP Base Parameters

Parameter Range Description
System type (PC) 1..127 System type that will be displayed by e.g. the
(fixed set in a RNRP Network Monitor.
controller) Note that bit zero is reserved and is not a part
of the System Type.
1-70:  Controllers
71-127: Workplaces
Enable Hosts file 0..1 Enables RNRP to update Windows hosts file.
update Default: 1 Setting it to 0 should normally never
(not configured in a be done. Could be used for fault tracing of
controller) name resolution problems.
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If the parameters, Network Identity, Send Period, and Max number of lost

ﬂ messages, are valid for all the network interfaces used in this node, no explicit
interface parameters have to be defined and the value of parameter numExplicit
must be zero.

If the base parameters are not acceptable to all Network Areas or if the implicit
addressing scheme does not fit the installed network (true for all point-to-point
links), then the RNRP parameters have to be specified explicitly for every
individual network interface. Please see Table 6.

For many parameters in the explicit tabs in the RNRP Wizard (see Configuring
RNRP in a PC on page 69) and on the individual Ethernet interface for a
controller setting the value 0 means that the corresponding base parameter will be
used.

Table 6. RNRP Explicit Parameters

Parameters that may be specified for each Network Interface

Parameter Range Description

IP address A.B.C.D |The interface IP address.
If point-to-point link, please read next chapter.

IP subnet mask X.Y.ZW |The IP address mask used on this interface.
Normal value 255.255.252.0

Network Area 0..31 Network Area number on this interface.
32..35 Tunnel Network Area numbers.
Set to 0 if implicit configuration is used.

Network Area Local |0..2 1 = Local Network Area. 2 = Backbone area.
Normal value is 0.

Set to 0 if implicit configuration is used.

Path Number 0..1 Network Path number on this interface.
Set to 0 if implicit configuration is used.

Node Number 1..500 The own Node number in this Network Area
Set to 0 if implicit configuration is used.
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Table 6. RNRP Explicit Parameters (Continued)

Parameters that may be specified for each Network Interface

Parameter Range Description

Send Period 1..60 Routing update period. Range value in second units.
Normal value is 1.

0 means use the corresponding base parameter.

Max Lost Messages |1..10 Number of routing messages that may be lost until a

(Ctrl) path to a node is down. Normal value is 3.

Max number of lost Time(s) to detect node down =

messages (PC) receivedSendPeriod* (maxLostMessages+1)

0 means use the corresponding base parameter.

Remote IP address |0..500 The peer node number. If specified, the protocol uses

(Ctrl, Set on the HW unicast instead of multicast/broadcasting.

unit for PPP) Only used for point-to-point links. Set to zero otherwise.

Point-to-point

destination node

(PC)

Proxy router A.B.C.D |The IP address to a router not running RNRP that is
used in a Tunnel Network Area. Only Network Areas 32
to 35 are defined as Tunnel Areas.

Only used for Tunnel Areas. Set to zero otherwise.

Target addr A.B.C.D |The IP address to the node on the other end of the
Tunnel Area that belongs to a real Network Area.
Only used for Tunnel Areas. Set to zero otherwise.

In a PC RNRP needs to be restarted to make a change effective of any of the
parameters in Table 6. This is done with the button “Restart RNRP”, see

Figure 18 on page 71. In a controller a change of most of the parameters in
Table 6 will be effective without restarting RNRP.

If however the IP address or the IP subnet mask is changed the controller needs to
be restarted to make the change effective.

Any controller restart works (short or long init or power fail restart), but the
application restart at download is not enough.
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A user that configures with explicit parameters must follow these rules:

e The Node number must be the same as the HostID (the least significant bits in
the IP address). An exception to this rule is when the IP address mask is equal
to 255.255.255.255 in which case RNRP will use the IP class C address
internally, i.e. the Node Number must be equal to the least significant byte in
the IP address, i.e. D if the IP address is A.B.C.D.

e Parameters nodeNo, sendPeriod, and maxLostMessages, must have the same
values on both redundant paths within one Network Area.

Mixing Explicit and Implicit RNRP Configuration

All nodes on the same network area must use the same configuration method for
the interfaces towards that area.

In different Network areas of a system it is possible to use different methods.

A node with connections to more than one network area can use different methods
towards different areas. For a PC this means that the parameter Number of explicit
addresses (see RNRP Address Configuration: Implicit or Explicit on page 50) will
be > 1 but less than the number of network interfaces. For a controller this
corresponds to setting Node Number, Network or Path number > 0.

Interconnection of Network Areas over WAN

System communications sometimes needs to use external network providers to
cover sites distributed over large areas. This chapter only briefly describes different
methods to interconnect Network Areas over WAN by different network services.
Details about configurations, security and performance must be made up together
with a selected network provider.

Shown possibilities are:

e Use of standard IP Routers

*  Use of Layer 2 VPN or VLAN Tunneling
e Useof Layer 3 VPN

The first section covers routing and redundancy issues. The two following also
cover security aspects of extending the system network.
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Interconnecting RNRP Network Areas via Standard IP Routers

It is possible to connect RNRP Network Areas using standard IP routers and/or
firewalls that do not run the RNRP protocol. This is done by configuration of RNRP
Tunnel Areas. A Tunnel Area is a specification of IP routes and addresses in a path
between two Network Areas. Both static network routes in the routers and explicit
addresses to the routers in the Area border nodes have to be configured. See
example below.

Network Area 1

172.16.4.0
172.17.4.0
area = 32
______ router = 138.201.0.2
Tunnal Area target = 138.203.0.1
border node B
Metwork

nextHop
172.16.4.0 138.201.01
17217.4.0 138.201.01
172.16.8.0 138.202.0.2
17217.8.0 138.202.0.2
138.203.0.1 138.202.0.2

Metwork nextHop

172.16.4.0 138.202.0.1
17217.4.0 138.202.0.1
172.16.8.0 138.203.0.1
172.17.8.0 138.203.0.1
138.201.0.1 138.202.0.1

Tunnel Area 32

area = 32
router
target

38.203.0.2

=1
= 138.201.0.1

172.16.8.0 | |
172.17.8.0 | L I Network Area 2

Figure 13. An RNRP Tunnel Area between Network Area 1 and 2
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The network IP addresses inside a Network Tunnel Area can be freely selected, the
RNRP protocol does not restrict IP address selection.

A Tunnel Area border node collects network information about all known Network
Areas on its side of the tunnel and send the collected information to the Tunnel Area
border node on opposite side of the tunnel.

An RNRP Tunnel Area only has one network path. There is no support of redundant
paths within a Tunnel Area. If redundant connections are required then two parallel
Network Tunnel Areas can be configured. This is shown in Figure 14 on page 64.
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172.16.4.0
172.17.4.0

Tunnel Area

border nodes P

Tul

Network Area 1

area = 33
router
target

138.204.0.2
138.206.0.1

Metwork
172.16.4.0
172.17.4.0
172.16.8.0
172.17.8.0
138.206.01

nextHop

138.204.0.1
138.204.0.1
138.205.0.2
138.205.0.2
138.205.0.2

Metwork

172.16.4.0
172.17.4.0
172.16.8.0
172.17.8.0

nextHop

138.205.01
138.205.01
138.206.01
138.206.01

138.204.0.1 138.205.0.1

configurations f
Junnel area 32 are
the same as in

area = 33
router

target

38.206.0.2

1
138.204.0.1

172.16.8.0
172.17.8.0 |

Network Area 2

Figure 14. Redundant RNRP Tunnel Areas between Network Area 1 and 2

Applications inside the Tunnel Area border node itself do not get redundancy
between the two Tunnel Areas.This means that the Tunnel Area border nodes should
not be nodes that run applications that need to use the tunnel.
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Do not use the Remote Access Server or the Remote Access Client (see
Multisystem Integration on page 80) as Tunnel Area Border nodes if you want to
use a redundant remote connection.

Figure 15 shows a system using Multisystem Integration with two tunnel areas.In
this configuration the Remote Access Client has a redundant connection to the
Remote Access Server.

Subscriber system :

Hemote
Connections
via RNRP
Tunnel areas

‘HAC |i=Hemote Access Client

= Remote Access Server
LTARM {i=Tunnel Area Border Modei

Figure 15. Multisystem Integration with Redundant Tunnel Areas

In the example above all nodes will have redundant connections to all other nodes
(if also the connectivity servers are redundant). This might however not be desired.
If the Remote Access Client and the Remote Access Server should be the only two
nodes that communicate with each other IP filtering may be used in the tunnel area
border nodes. If the remote connection does not need to be redundant this can be
achieved by setting the tunnel area as a Local network area and to run the Remote
Access Client and the Remote Access Server in the Tunnel Area Border nodes.

The Tunnel is not recommended to make direct use of public networks since the
private Network Areas are exposed by the routers. If a link over Internet is requested
than a secure tunnel using Layer 3 VPN technique is recommended. See Use of
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Layer 3 VPN Solutions on page 67 and Virtual Private Networks (VPN) for Secure
Connections on page 106.

Multisystem Integration is described in Multisystem Integration on page 80.

Use of Layer 2 VPN Solutions

A layer 2 solution enables the one and same RNRP Network Area to be distributed
by use of VLAN and different network backbone technologies. For the clients point
of view the network is transparent looking as single LANs. Clients and Controllers
connect to VLAN ports on Ethernet devices. The traffic between the Ethernet
devices are transferred by some type of routing or tunneling protocol. One possible
protocol to use is Multi Protocol Label Switching (MPLS).

;Y T T T T T T T T T T ~
‘ ‘ ‘ ‘ ‘ | Netioik Arga NY
! | {untaggedtraffic)§ :
4 e
~ /
oLAN s TERY: CERY: VAN
:I'_'F? - VLAN tunneled over :
A backbone network with
MPLS§ f
LER =Label Edge Routery:
LSR = Label Switch Router:
VLANX§ ;I'_'EF}' : VLAN}"§
e T - x
i Network Area N
| | {untagged traffic)§
T T T ) e
-~ _ o et I

Figure 16. Layer 2 VPN, Example with MPLS Backbone
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Use of VLAN makes RNRP configuration easy. The network transportation is
invisible for RNRP. Both sides of the network belong to the same subnet and
network area. See also Reducing HW using Virtual LANs on page 219.

Layer 2 VPN does generally not give the same security a Layer 3 VPN.

Use of Layer 3 VPN Solutions

Layer 3 solutions gives high security by using encrypted tunnels like for example
the IPSec standard. Service providers has no visibility into IP tunnels. The traffic
within a service provider can be routed as any other IP traffic.

The RNRP configurations is made in the same way as with RNRP Tunnels over
standard routers, see Interconnecting RNRP Network Areas via Standard IP Routers
on page 62.

The VPN tunnel must be able to tunnel data from nodes on different subnets on each
remote site.

Layer 3 solutions are generally slower than Layer 2 solutions.

Microsoft Windows Server 2008 supports the two Layer 3 solutions PPTP and
L2TP.

See also Virtual Private Networks (VPN) for Secure Connections on page 106 and
Site to Site Connections via a Firewall on page 112.

RNRP in a PC

This section describes how to install and configure RNRP in a PC.

Configuring a Network Adapter

The manual System 800xA Installation (3BSE034678%*) includes a description of
how to configure the network adapter. The following parameters shall be
configured:

e The IP address
See Selecting IP Addresses on page 29.

*  The Subnet Mask
See Selecting IP Addresses on page 29.
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e The DNS server addresses
See DNS Configuration in Each Node on page 132.

*  If the interface shall be automatically registered in DNS
See DNS Configuration in Each Node on page 132..

Monitor that nodes are reachable. Some adapter loses multicast addresses after

@ After change of any network adapter property always check using the RNRP
configuration changes.

The problem can be repaired by doing the following:
1. Start the RNRP Monitor.
2. Disable the Network Adapter showing no nodes on the subnet.
3. Wait for a Netw_down event

4. Enable the Network Adapter.

A Network Adapter in a PC must never be permanently Disabled.
@ If it is disabled the network redundancy function is lost.

If the Network Adapter has the multi core feature “Receive Side Scaling” this

@ feature must be disabled. If this is not done duplicate network messages may be
received and RNRP may interpret this as a “Suspected Network Loop”. See
RNRP Network Loop Detection and Protection on page 72.

Installing RNRP

RNREP is installed together with other products.
It is always included in the AC 800M controller firmware.
For PCs it is automatically installed when 800xA Base is installed.

RNRP can also be used in PCs that do not use any other 800xA software.
On the 800xA System DVD RNRP is available as a component that can be installed
without the rest of the 800xA System.

The recommended method to install RNRP on clients and servers is to let the
System Installer do it. This is true also for the installation on the Domain Server.
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Configuring RNRP in a PC

Normally the only item to configure is the IP address for each Network Adapter and
this will be handled during the installation of Windows.

ﬂ If the implicit RNRP configuration is used normally RNRP does not need to be
configured after being installed.

It is possible to configure more than one IP address for a network interface in a

ﬂ PC. It is even possible to use that second address for a second RNRP network
area. It is however not recommended to run two standard network areas on the
same physical network unless VLANSs are used (see Reducing HW using Virtual
LANS on page 219).

To use a PC as a RNRP router (e.g. a connectivity server) the parameter Enable
TCP/IP Forwarding must be set to 1. After this parameter is changed the node
needs to be restarted.

Explicit RNRP configuration (and configuration of RNRP Base parameters e.g.
TCP/IP Forwarding, see RNRP Configuration Parameters on page 54) in a PC is
done with the RNRP Setup Wizard that can be found with a right-click on the RNRP
icon in the System Tray or at Start > All Programs > ABB Industrial IT 800xA >
System > Network > RNRP Wizard, see Figure 17.

The RNRP icon is normally listed at Start > All Programs > Startup to be
activated automatically when a user logs in. It can also be started by Start >

All Programs > ABB Industrial IT 800xA > System > Network > RNRP Create
Icon.
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r -

7 Roep Wizard ==
Settings - RNRP

Base Parameters | Expict Address 0 | Expiict Address 1| Bxplicit Address 2 | Explict Address 3 | Bxplict Address 4 | Expict Address 5 | Bxplict Address 6 | Bxpict Ad_+ | ¥ |

Parameters [ values | Desaription -
Max number of own network areas 3 Max number of Network Areas configured in this system. B
Max number of remote network areas 5 Max number of remote Nebwork Areas to which this system can have connection,

Base address (mplidt addresses) 172.16.0.0 The network base address used by the RNRP implicit method.

Send period in seconds 1 The default send period this node multicasts routing packets.

Max number of lost messages 3 The default Number of messages that may be lost beforethe node is considered to be down, Default value it
Mas number of hops 5 “The maximum umber router nodss before resching the end node for = sentmessage. L
Number of used e addr tabs 2 Number of explidt addresses that has been configured under the panes 'Explicit Address x' where "xis a val|
Enable ICMP Redirect o Enables reception of ICMP Redirects. Shall have value=0.Internet Control Message Protocol (ICMP) redirect|
Disakle Medis Sensing 1 Contrals DHCP Medis Seise behavior If the network cable is disconnected. Alvays 1 Fredun rhs n
Ensble TCR/TP forwarding b Enables TCP/TP farwarding for all netwerk cannections installed and used by this computer, Change requires,
External Netw or Default Gateway 0.0.0.0 External Network address. Set 0.0.0.0 to use Default Gateway
External Netw addr mask. 0.0.0.0 Address Mask of External Network: -
Router 1 to External Netw 0.0.00 The router address for path 0 to External Network or Default Gateway.

Router 2 to External Netw 0.0.0.0 The router address for path 1 to External Network or Default Gateway. cn
- el . e s T P g BEma et or Pt e =
Set default yalues | Bestact BNEP |
| 7 Rorp Wizard =
Ip
Settings - RNRP'

| |Saving RNRP Settings

Base Parsmeters  Explicit Address 0 \Exphcn Address 1| Explict Address 2 | Bxplict Address 3 | Explicit Address 4 | Explict Address 5 | Explict Address 6 | Explict Ad_{ | ¥

| Parameters [ values | Desaription
1P Address 138.227.102.101 The interface IP address on the installed network card,
IP Subnet mask 255.255.255.0  The IP subnet mask used on this interface, Normal valus 255.255.252.0
2 Network Area number on this network.
Network area local 0 Spedifies the area routing capabiities. Local = 1 spedifies a Local Network Area. Local = 2 spedifies a Backbone Netwol
Path number o Network Path number on this interface, 0=primary, 1=redundant.
Node number 101 The own Node number in this Network Ares (2qual to host-id part of the IP address)
Send period in seconds 0 Routing update period. Range value in seconds. Normal value is 1
Max number of lostmessages 0 Number of routing messages that may be lost untiia node is considered to be down. Normal value is 3.Time(s) to dete|
Point-to-point destination nods 0 The node number on the remote side of 3 PPP-ink.
Proxy router 0.0.0.0 The IP address to a router nat running RNRP thatis used in a Tunnel Network Area.
Target address 0.0.0.0 The IP address to the node on the other side of theTunnel Area that belongs to a real Network Area.,
< T b

Set default values Restart RNRP Moify...
Help | Brias T ‘ Bl ‘ Refresh hosts Ne‘ @

|Saving RNRF Settings

Figure 17. RNRP Setup Wizard Mainly for Explicit Configuration of RNRP,
the Tabs “Base Parameters” and “Explicit address 0”
Verify RNRP Connectivity

Use the RNRP Network Event Monitor (see RNRP Network Monitor on page 237)
to verify that the PC has contact with all other nodes that run RNRP.
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Configuring what Networks to Use

Configuring what Networks to Use

In order for system communication applications in an 800xA System to follow the
rule that all connections must be established using primary address (see page 39) the
system needs to know what network areas and paths it should use.

The configuration is done at “Create System” (or later) with two dialogs.

One dialog where you first tell the number of network areas where 800xA PCs will
communicate. This should be network areas where clients and servers communicate
with each other. Network areas where only controllers and connectivity servers are
connected do not need to be accounted for here. The number is 1 in almost all
systems. After the first question you get the dialog shown in Figure 18.

Enter the network address information for the Client Server network.

14 Configuration Wizard

Configure System Network

Area B

Primary Network Address
172 .16 . 4 .0

Secondary Network Address

172 .17 . 4 . 0

HP37545536314 System - Create New System

Mebwork Address Mask.

255 . 255 . 282 . 0

&

[ <pack J[Tmext= ] [ concel | [

Help |

Figure 18. Dialog to Configure Network Areas where PPA Nodes Communicate

The configuration is intended for the 800xA System applications if a redundant
Client Server network is used or if clients and/or servers are connected to a
network in addition to the Client Server network. The purpose is to prevent the
clients and servers from establishing connections on the wrong network.
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RNRP Network Loop Detection and Protection

A misconfigured network with multiple paths may lead to a network loop. A
network loop may cause a broadcast storm where the nodes in the network receive
the same packets over and over again potentially causing a CPU overload which
leads to a shut down of the AC 800M controller.

RNRP provide a function to detect network loops. If the same RNRP packet is
received several times the event will be reported and an action taken.

In AC 800M a warning indication will be set in the Unit Status for the HW Unit
Ethernet. The warning text is Network Loop detected. The warning can be seen in
the Control Builder and in the System Status Viewer and it triggers a system alarm
with High Priority.

In Windows RNRP will protect the system by disabling the port where loop is
detected.

If redundant network is configured the traffic can continue on the other network.

In AC 800M the protection function is provided by the Network Storm Protection.
Refer to AC 800M Network Storm Protection on page 121.

If the RNRP network loop protection has disabled a network:

A disabled port can be enabled via the RNRP Fault Tracer. The Fault Tracer can also
be used to find which nodes that have detected a network loop. If the port is not
enabled manually it will be automatically enabled 1 hour after it was disabled. If
there is still a network loop on the network the port will be closed again.
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This section describes examples of how to build 800xA Systems where different
parts of the system are located more or less far away from each other.

The standard system, where all nodes are located at more or less the same place,
is described in Figure 19 below..

= Client
F |A_S| = Aspect Server

[as][cs] [ctr] |cu] | = Connectivity Server
[ctr] [ctr] [ctrl] [ctr] = Controller

Figure 19. Standard System Topologies

For the discussion in this section there is no principle difference between the left
system with combined client server and control network and the right system with
separated networks.

The following sections describe different system configurations using remote
connections.

The focus here is where to place different node types. Section 5, Network Security
describes how to make sure that the remote connections are secure.
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Extend the 800xA Automation System Network

A straight forward approach to building a system where some of the nodes are
located far away is to simply extend the Automation System Network.

As long as the network equipment supports building an ethernet network with the
same performance as on a local network there is nothing special to consider for an
extended system network. The paragraph Ethernet Speed on page 215 describes
performance considerations for the Automation system network.

If a controller is located far away, extend the Control Network to reach this place,
see Figure 20 below.

= Client
= Aspect Server
= Connectivity Server

' crl] = Controll
[l o [l o | (B Convetr

Remate Connection

Ctel| [Crl] [Ctel| [Ctel

Figure 20. Remote Controllers on an extended Control Network

If a client or a server is located far away, extend the Client Server Network to reach
to that place, see Figure 21.

i Remote Cannection

= Client

= Aspect Server

= Connectivity Server
= Caontroller

Figure 21. Remote Client on an extended Client Server Network

74 3BSE034463-510 E



Section 3 Distributed System Topologies Extend the 800xA Automation System Network

The traffic on the client server network normally is heavier than the traffic on the
Control Network. This means that if all controllers are located far away, it is still
recommended to locate the connectivity servers centrally and to extend the Control
Network over the remote connection. See Figure 22 and Figure 23.

= Client
= Aspect Server
= Connectivity Server
Ctrl| = Cantraller

Rermote Connection

Figure 22. Locate Connectivity Servers centrally, extend the Control Network

= Client
= Aspect Server
= Connectivity Server

TNConnaection = Controller
-CS
A Mormally

Mot Recommended

Figure 23. Avoid locating the Connectivity Servers together with the Controllers

If it is desired to have both client workplace functionality and controllers at a remote
location the recommended solution is to place both connectivity servers and clients
at the remote location', see Figure 24.

It is not recommended to place only the controllers and the clients there as in
Figure 25. The reason is that this would mean that the remote connection needs to
be used for both the Control Network and Client Server Network since the
Workplace Clients do not communicate directly with the controllers. All OPC
communication goes via the Connectivity Servers.

1. If the performance allows it the workplace may be run on the Connectivity Servers. Otherwise the workplaces
should be run in separate client nodes.

3BSE034463-510 E 75



Extend the 800xA Automation System Network

Section 3 Distributed System Topologies

= Client
= Aspect Server
= Connectivity Server

Remuote Connections = Controller
CS+0Cl C5+Cl| Combined Clients and Connectivity Servers

| |
Ed Gl EdEd [ ol ool ol

Figure 24. Remote combined Clients and Connectivity Servers

= Client
= Aspect Server
= Connectivity Server

= Cantroller

Mot Recommended

[
[l [l 2] (5]

Figure 25. Do not connect Clients to the Control Network

If both the Client Server Network and the Control Network need to be extended the
straight forward solution would be to build two remote connections (4 in case of
redundancy). If the remote connection has sufficient bandwidth it is possible to run
both networks on the same link. To separate the networks VLANSs can be used as
shown in figure Figure 26. Section Reducing HW using Virtual LANs on page 219

describes more about how to do this.
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= Client
=Aspect Server
= Connectivity Server

i Both C/Sand CNvia |} = Contraller
<= Remote Connections <P
possibly using WLAN

Figure 26. Clients close to the Controllers, extended Client/Server Network

If it is desired that the remote nodes can operate independent from the rest of the
system, in case for example the remote connection is broken or if there is a problem
with the central part of the system, the automation system may be designed using
two of more 800xA Systems that are connected together using the function
“Multisystem Integration”!. Multisystem Integration is described in Figure 27 and
in further details in Multisystem Integration on page 80.

Subscriber System - Client
5

RAC RAC = Aspect Server
= Connectivity Server

Remote Connectians = Contraller
= Remote Access Client

= Remote Access Server

[AS+CS+CIHRAS) [AS+CS+CIHRAS)

[ [
S te Provider Syst

Figure 27. Remote separate 800xA Systems with Multisystem Integration

1. Depending on the system size the provider system may consist of one or several nodes
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Equal System Sections on Different Locations

For some distributed systems the topology may not be described as one central
location with most of the system and one or more remote locations, but rather as two
or more locations that all are similar to each other with perhaps all node types on all
places.

Also in such case it may be considered to build one distributed 800xA System with
an extended Automation system Network. Which parts of the automation system
network to extend depends on which type of data needs to be exchanged between
the nodes on different locations.

If the controllers do not communicate time critical data directly between the two
locations it is recommended to use separate Control Networks, one on each location,
and to extend the Client Server network between the locations, see Figure 28.

If controllers communicate much with each other between the two locations the
control network may need to be extended, see Figure 29.

Remote
Connection :Client

= Aspect Server
= Connectivity Server

Efd cfer] [ EmEm o] -contoler

Figure 28. One 800xA System with two connected equal parts

Both C/5 and CM
via Remote
Connections
ossibly usin

R = Aspect 5
[ spect Server
= Connectivity Server

Gl @l [ G G G -comoler

Figure 29. One 800xA System, Both Networks extended
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For a distributed 800xA System to work with full functionality the remote
connection needs to be reliable. If it is broken some functions may be lost.

For example: In a system with 2003 redundancy for the Aspect Servers with two
Aspect Servers on one side of the connection and one on the other, the side with
only one Aspect Server can not be engineered if the remote connection is broken.

Building the distributed system as one 800xA System makes it possible to both
operate and engineer the whole system from both locations. As mentioned
previously a method to make two locations less dependant of the connection
between them is to use the function Multisystem Integration, see Figure 30.

Subscriber system Provider system = Client
R t
Coenrr?gc?mn F F F = Aspect Server

Caontroller

| | | | | | -RAC =Remote Access Client
Ctr Cr

=Remote Access Server

= Connectivity Server

Figure 30. Two 800xA Systems connected using Multisystem Integration

With Multisystem integration one of the parts of the system acts as Provider System
and the other as Subscriber system and this makes the two parts a bit different and
less integrated. The main idea with Multisystem Integration is to enable operation of
the Provider system from the Subscribe System and not the other way around. The
two parts are engineered locally.

Security Considerations

If a part of the system network is extended via a remote connection the whole
connection and both sides of it need to be treated the same way regarding network
security, e.g. having the same security level. The protocols used between the nodes
on the control network and on the client server network are not designed to be used
through a firewall. Section 5, Network Security describes different alternatives for
how to extend the Automation System Network through firewalls.
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Multisystem Integration

With the system concept “Multisystem Integration” it is possible to build one
automation system consisting of two or more 800xA Systems. This allows for a
looser connection between different parts of the system. It is for example possible to
have parts of a system operating even if the connection to the rest of the system is
not working. The basic idea is to create a separate Aspect Directory for a part of a
system that needs to be able to operate on its own. With “Multisystem Integration”
the system represented by that Aspect Directory can be operated or supervised from
a system represented by a different Aspect Directory.

The supervising system is called the Subscriber System and the supervised system
is called the Provider. Two services implement the communication between the
systems; the Remote Access Server running in the provider system and the Remote
Access Client running in the subscriber system.

Figure 31 shows two systems that are integrated.

Subscriber system | Provider system e T

ili=Client

A5 = Aspect Server

= Connectivity Sernver :

LQIﬂ{ = Controller

BAC:E=Hemote Access Client !

‘HAS = Hemote Access Server

Figure 31. Two integrated Systems: Subscriber and Provider systems

With the Multisystem Integration OPC data from the provider system is accessible
in the subscriber system. The opposite is not supported. This means e.g. that clients
in the subscriber system can supervise and operate the process in the provider

system, but the clients in the provider system can not access the subscriber system.
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The network between the subscribers and providers can be everything from a high
speed LAN with 100Mbps down to a modem connection with a speed of 128Kbps.
The network may be one RNRP network with routing between all nodes in both
system but it may also be two separate networks connected via a link where only the
Remote Access Client and the Remote Access Server can communicate. Choose the
alternative which is most appropriate for the installation.

Password and encryption is used to secure the connection between the provider and
the subscriber.

For each connected provider there is a Remote Access Client service group in the
subscriber system. A remote Access Server can service more than one subscriber.
Figure 32 shows one automation system consisting of one subscriber system and

two provider systems.

i L= antroller
:Remote Connections; E&Q = Remote Access Client :

Single node systems with

|W| |W| Eemute Access Servers

I I
D (| (] G (|

Figure 32. Multisystem Integration: One subscriber system, two provider systems

Which node to run the Remote Access Server and the Remote Access Client in
depends on the sizes of the systems. Multisystem Integration is described more in
the manual System 800xA Multisystem Integration (3BSE037076%*).
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Multisystem Integration with redundancy

A redundant integration between two systems can be done using multiple Remote
Access Clients and Remote Access Servers. The Service Group for the Remote
Access Clients have a list of Remote Access Servers.

Cl

| Cl =Client

RAC

| RAC = Remote Access Client

RAC

lllzhil_nllll:lllllnifil:ull LOCEI| network on |y fOf RAC'RAS

communication (RNRP redundancy)

RAS

RAS

| | RAS = Remote Access Server

Figure 33. Multisystem Integration with redundancy

The connections between the Remote Access Clients and Remote Access Servers
need to allow all Clients to connect to all Servers. These connections may be made
redundant using RNRP, but layer 2 redundancy solutions as for example a ring
redundancy may also be used.

Using a layer 2 redundancy or using a local RNRP area (see section Local Network
Areas on page 47) does not give routing via the RAC-RAS network. This is
normally the recommended solution. This helps segregating the systems, for
example RNRP’s network node status events for nodes in one system should be
detected inside that system and not show up as events related to unknown objects in
the other system.

Using a normal RNRP area between the RAC and the RAS will allow routed
communication between the nodes in the two systems for example for remote
engineering. If redundancy and routing is desired and the RAC-RAS connection
goes via standard routers RNRP Tunnel Areas may be used, see Interconnecting
RNRP Network Areas via Standard IP Routers on page 62.
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Asset Optimization

Feature Pack Functionality

Using Asset Optimization with Multisystem Integration, the Condition Reporting
and Monitoring, and Work Order Management functions can be performed remotely
from the subscriber system.

The following network link between Provider and Subscriber system must be setup
to use the Asset Optimization functions in the subscriber system.

1. The Asset Optimization node(s) in the subscriber system must be able to
communicate with AOWebServerNode in the Provider system. The Asset
Optimization Web View aspect uses https/http protocol to communicate with
AOWebServerNode in the Provider system.

2. If the CMMS Integration is used, then Asset Optimization node(s) in the
subscriber system must be able to communicate with the CMMS Web Portal
System.

For more information on using Asset Optimization with Multisystem Integration,
refer to System 800xA Multisystem Integration (3BSE037076%) user manual.
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Section 4 Field Networks

System 800xA supports a number of Ethernet based Fieldbuses, a.k.a. Field
Networks. The integration of such a network is normally done via a communication
module for the AC 800M controller and a connectivity server as indicated below.

D PC with Field network
= — = engineering tool
: | ! : | | : : Client/Server
| | Network

Field network = = AC 800M = —
Connectivity Servers Ej Ej E =

Connectivity Servers ! j
or routers *I \l | Control Network

\ I gl |
Ay g
Field network

'iﬂ,&“‘- Q,J:% f.é‘f Field devices

Figure 34. Field network with connectivity servers

This topology provides the following benefits:

*  Controllers are directly connected to the Field Network to get real time access
to the process data on the field network.

*  Data not needed by the controllers is not handled by the controllers. This avoids
unnecessary performance degradation of the control application.

—  Operator data goes via the a OPC Servers in the Connectivity Servers.
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—  Engineering of field devices can be done using the Connectivity Servers as
IP routers. Section Routing from the system network on page 88 describes
more about this.

The Field Network protocol is not used on the Control Network. There are
several reasons to keep these separated. See Coexistence of Network Types on
page 218.

Selecting IP Addresses for Field Networks

When planning a system the user must decide what IP addresses to use for all nodes
in the system. This also includes the Field Networks. Some things to consider when
selecting the addresses for Field Networks:

Decide which NetIDs to use for the different networks and make a summary of
all used NetIDs. One good way of organizing the NetIDs is to use different
ranges for different protocols. Table 7 shows one example.

Normally it is recommended that non-RNRP networks do not use NetIDs that
correspond to the RNRP Base Address for the system network. This for
example means that if the default base address is 172.16 the NetID 172.16.x
and 172.17.x should not be used for a network not using RNRP. Routing from
the system network on page 88 describes an exception to this rule.

When engineering IEC 61850 with the IET tool the default addresses are
“172.net.bsw.unit” where “net” is a network number for a station, “bsw” is a
bay number and “unit” is a unit in the bay, e.g. an IED.

When using the default network address for the 800xA System Network
172.16.x.y "net" should be set to at least 18 so that the addresses do not
overlap.

Decide which IP addresses to use for the individual devices. One good way of
organizing the addresses is to use different ranges for different types of
devices/nodes. Table 8 shows one example.
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Table 7 gives an example of allocation of IP addresses for different field networks.

Table 7. Example of NetIDs and Subnet Masks for Field Networks

Network Type NetIDs Subnet Mask

HSE Subnets 192.168.1.0 - 192.168.40.0 255.255.255.0
(FOUNDATION Fieldbus)

Insum 192.168.41.0 - 192.168.60.0 255.255.255.0
Modbus TCP 192.168.61.0 - 192.168.80.0 255.255.255.0
IEC61850 192.168.81.0 - 192.168.100.0 |255.255.255.0
PROFINET 10 192.168.101.0 - 192.168.110.0 | 255.255.255.0
EtherNet/IP 192.168.121.0 - 192.168.130.0 | 255.255.255.0

Table 8§ gives an example of allocation of the Host ID part of the IP addresses for
different FF HSE devices.

Table 8. Suggested Node Numbers on an HSE Subnet

Node Number/
(Host ID)

Spare 1-10

Nodes

Only to be used temporarily during commissioning 11-20
(factory defaults of un-commissioned devices will
preferably use these node numbers)

Connectivity servers (running OPC Server FF) 21-50

Let the Connectivity Servers that connect to both the
Client/Server Network and the HSE Subnet use the
same node number on both Network Areas.

Linking devices 51-150

Communication interfaces 151 - 254
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Field Network Connectivity Servers

For some of the Field Networks there are connectivity servers. These connectivity
servers are for example used for:

. OPC access to data in the field devices
. Network isolation between the Client/Server Network and the Field Network.

* [P routing for one or many nodes on the Client Server Network. See Routing
from the system network on page 88.

*  Bridging between RNRPs network redundancy and redundancy on the Field
Network.

*  Time Synchronization for the Field Network. The connectivity servers are
synchronized as all other 800xA nodes. Field devices may use NTP to
synchronize from the connectivity servers. For FF HSE this is mandatory.

Details on how to build and use the networks are described in the manuals for the
specific field network, see Protocol specific documentation on page 90.

Routing from the system network

For many of the Field Networks some type of access is desired from nodes on the
Client Server Network directly to the Field Network. This is for example for
engineering of Field Devices, diagnostics or asset monitoring. To enable this the
node on the Client Server network either needs to have an extra network adapter
directly connected to the Field Network or to use IP routing from the Client Server
Network. For this routing to work there must be at least one node that connects to
both networks which is able to act as a router. The node on the Client Server
Network that is to use the router needs a routing entry for the Field Network so that
it knows that it is the router that it must send the traffic to in order to get to the Field
Network. This routing entry can be created manually, e.g. with the command line
command “route add”.

If IP routing between the Client Server Network and the Field Network is the only
reason for a node between these networks, i.e. no OPC functionality is needed, a
standard router or firewall may be used.
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If the router is a PC, e.g. a connectivity server, an alternative is to use RNRP. If the
Field Network is configured as an RNRP network area RNRP in the router will
distribute information about the Field Network and all nodes on the System
Network will automatically configure routing entries for the Field Network. If the
Field Network is given an address according to the rules for implicit RNRP
configuration, i.e. 172.16.x.y this will work automatically. If different addresses are
used an RNRP network area can normally be explicitly configured. See RNRP
Address Configuration: Implicit or Explicit on page 50.

If a standard router is used the connection between the engineering tool and the field
network may need to be non redundant. If a PC with RNRP is used the redundancy
on the Client Server Network can be utilized. If the Field Network provides
redundancy the complete routing path may with redundancy.

If RNRP is used for the Field Network it must be made sure that it does not give any
problems with the limitations on number of network areas in the system. See Limit
the number of network areas on page 42.

Using RNRP to configure routing for a Field Network has the following +/-:

+ Easier to configure the routing

+ The routed communication can use redundancy

- More RNRP network areas are used

- All nodes on the system network get routing entries for the Field Network. This
may be a security drawback.

Independent of how the routing entries are created in the nodes on the Client Server
Network the nodes on the Field Network also need routing information about how
to reach the Client Server network. Normally this is best handled by setting the
parameter Default Gateway in the nodes on the Field Network to refer to the Field
Network address of the router.

Network Redundancy

Some Field Networks provide network redundancy. Some networks use a ring
protocol (see Ring Redundancy on page 220). Some use a duplicated network.
Study the details on how to handle redundancy in the manuals for the specific field
network, see Protocol specific documentation on page 90.
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Physical Field Networks

Some field Networks allow a free selection parameters for the physical network
such as of speed and duplex and some do not. For PROFINET IO Auto Negotiation
and a speed of 100 Mbps must be supported. In cases where problems are seen that
the switch is not working correct, 100Mbps and full duplex shall be configured.

Study the details on the requirements on the physical networks in the manuals for
the specific field network, see Protocol specific documentation on page 90.

Protocol specific documentation

Modbus TCP is described in the manual System 800xA, AC 800M, Communication
Protocols (3BSE035982%). For the other Ethernet based protocols there are
dedicated manuals:

System 800xA,AC 800M, FOUNDATION Fieldbus HSE (3BDD012903%)

System 800xA,AC 800M, PROFINET 10 Configuration (3BDS021515%)

System 800xA,AC 800M, Ethernet IP DeviceNet Configuration (9ARD000014%)
System 800xA,AC 800M, IEC 61850 Configuration (9ARD171385%)
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Network security measures aim at protecting the confidentiality, integrity, and
availability of a computer system. This is a complex challenge involving both
technical and procedural measures. Providing and managing enterprise-wide
network security is a moving and dynamic target, complicated by continuous
technical, organizational, political changes, global interconnections, and new
business models such as Internet-based e-commerce.

There is no single solution or technology for network security that fits the needs of
all organizations and all applications. While basically all computer systems are
vulnerable to intrusion attempts, the potential consequences of such attempts are
vastly different for different types of applications. The security measures that are
applied to a specific installation should be proportional to the assessed risk in terms
of probability of an attack and the potential consequences. For a small system with a
few users controlling a non-critical process this risk is obviously smaller than for a
large system spanning multiple sites with safety critical processes in several
countries and continents and thousands or even tens of thousands of users.

For manufacturing and control systems in particular, the potential impact of an
attack includes, for example, violation of regulatory requirements, loss of public
confidence, loss of proprietary or confidential information, loss of production,
damage to equipment, and endangerment of public or employee safety.

Establish a Network Security Policy

A key element in implementing and maintaining the security of a computer network
is the establishment of an adequate network security policy. This should be based on
an analysis and assessment of the needs of the organization, current and planned
network structures and information and control flows, risks in terms of probability
of different types of attack and potential consequences, and available technical
security solutions.
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The security policy should be based on the principle of least privilege and
compartmentalization, i.e., every application, user, or subsystem should be
restricted to the minimum number of rights for the minimum number of resources
that is necessary to fulfill its purpose. Network access to functions that are not
explicitly required should be disabled. This reduces the possibilities that an attacker
can exploit and limits the damage in case an intrusion attempt is successful.

The Onion Approach

A generally recommended approach to network security is the onion approach, also
known as “defense in depth”. The inner layers, or zones, of a network, where
communication interaction needs to flow freely between nodes, are referred to as
trusted. Trusted network zones should be kept small and independent. They need to
be physically protected, i.e. physical access to nodes, network equipment, and
network cables, must through physical means be limited to authorized persons.
When connecting a trusted network zone to outer network zones, additional layers
of security measures should be applied, isolating the network zones from each other
and providing additional security for the network as a whole.

Firewalls are used to control network traffic between zones of different security
levels and to filter out undesirable or dangerous material. Traffic that is allowed to
pass between zones should be limited to what is absolutely necessary, because each
type of service call or information exchange translates into a possible route that an
intruder, virus, or worm may be able to exploit. Different types of services represent
different risks - incoming e-mail, as an example, represents a very high risk.

Security mechanisms should not only include defensive and preventive means,

but also means for detection and reaction. By continuously monitoring a system for
intrusion attempts, users can be alerted to potential threats and take suitable actions,
such as isolating an inner network zone from outer zones.

Figure 35 below illustrates how the onion approach could be applied when
connecting an 800xA System to an office network, which in turn is connected to
Internet.
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The Onion Approach

An overview of different elements of network security, and measures and practices
that a user of an Industrial IT 800xA System may want to consider, can be found in
the document /IT Integrated Automation System - Network Security Considerations
(3BSE032547). The document Microsoft Security Updates Validation Status
describes which Windows updates that are verified together with the 800xA System.
Both these documents are available in the ABB Solutions Bank.

Automation System Network

Himiain Aol st MEpECTSER/EF . . Jperstor :
contraler Server Workplsces |
...... i - - b
L L] | | [
1 1 1 1 1 1 1 1
Connectivity s*erver% Pl

Figure 35. Example of how the Onion Approach could be applied when connecting
an 800xA System to an Office Network, which in turn is connected to Internet
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®
®

Firewalls

All external connections to an Industrial IT 800xA System network should be made
through a firewall. Direct connections to nodes in the 800xA System, e.g. through
dial-up modems and similar equipment, should not be used.

A connection between the Internet and an Industrial IT 800xA System must
always pass through a correctly configured and maintained firewall system.

The security measures described in this document represent possible steps that a
user of an 800xA System could consider, based on a risk assessment for a
particular application and installation. This risk assessment, as well as the proper
implementation, configuration, installation, operation, administration, and
maintenance of all relevant security related equipment, software, and procedures,
are the responsibility of the user of the 800xA System.

The selection and design of a firewall system should be based on the corporate
security policy. It should be revised on a regular basis, as requirements and
environment change. Note also that while firewalls block traffic from the outside of
a protected area to the inside, they normally allow users on the inside to
communicate freely with outside services. For manufacturing and control systems,
more restrictive policies are likely to be appropriate.

A firewall system can be a dedicated hardware box, a workstation, one or more
servers, or a mix of all of these. There are four general classes of firewall functions:

Packet filtering firewalls check the address information in each packet before
forwarding it to its destination. If this information does not match certain
criteria, the packet is dropped. Advantages of packet filtering firewalls include
low cost and low impact on network performance. Packet filtering firewalls are
also referred to as Static Filtering firewalls.

Stateful Filtering firewalls are similar to Static Filtering firewalls but they
remember outgoing requests (,,keep state information) and dynamically
reconfigure rules to let responses back in. This often simplifies the firewall
configuration, particularly if the connections through the firewall are
established only from one side and the traffic from the other side can be
considered as responses to accepted requests.
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Stateful Inspection firewalls check packets at the network layer, determine
which packets are legitimate, and then evaluate the contents of packets at the
application layer. Stateful inspection firewalls offer a high level of security,
good performance, and do not require configuration of each node, but are
expensive and must be properly configured and maintained, otherwise they can
actually be less secure than simpler types of firewalls.

They are sometimes combined with content scanning functions that for
example can block viruses, filter out active contents from e-mail, etc. Stateful
Inspection firewalls are also referred to as Dynamic Packet Filtering firewalls.

Application Proxies examine packets at the application layer, and filter traffic
based on specific application level rules. They offer a high level of security, but
have a significant impact on network performance. They are not transparent to
end-users, but require configuration of each client workstation. Application
proxies are often combined with a circuit-level gateway, which monitors the
TCP handshaking to determine whether a requested session is legitimate.
Application proxies are well suited to use in association with a demilitarized
zone, see Single Firewall or a Demilitarized Zone on page 99. There are a
number of examples of Application Proxy solutions that are suitable for an
800xA System. A particular firewall may contain a combination of these
functions:

—  Web Proxy
A web proxy is an application that forwards http traffic. Clients on the
800xA System network only accesses the web proxy. From the outside it
looks like all traffic comes from the web proxy. This can be used for all
http traffic. General web access to the Internet might not be desired from
the 800xA System but some integrations with 3rd party systems use http,
see Integration with 3rd Party Systems on page 113.

—  Remote Client access in two steps
This is perhaps not a real proxy application but it serves the same purpose.
See Remote Clients Connecting through a Demilitarized Zone on page
112.

—  Remote access via Separate Subscriber System
Multisystem Integration can be used to create an intermediate node that is
accessed from the outside. See Subscriber system as Application proxy on
page 115.
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Besides filtering network traffic, firewalls normally also log communication events
and intrusion attempts. It is recommended that the security policy contains a plan
for if and how to use this information.

Firewall systems are available for example from:

e Checkpoint (www.checkpoint.com)

o Cisco (www.cisco.com)

e Netscreen (www.netscreen.com)

¢ Nokia (www.nokia.com/securitysolutions).

Connections to 800xA Systems through Firewalls

This section describes some general background information which is true for many
different applications that require access through a firewall.

Connect Inside-out Instead of Outside-in

Connections between the 800xA System and other systems through a firewall may
be done in different ways depending on the direction. It is easier to maintain a high
level of security if connections are only allowed from the automation system
network out to the external network and not vice versa.

If you need to get data from the 800xA System to an external system it is better if
you can push the data from the inside of the system instead of allowing for an
external system to fetch the data from the outside. An example is described in Using
a 3rd Party Access Agent on page 114.

Network Address Translation in Firewalls

In addition to configuring access restrictions by port numbers, it is recommended to
configure the firewall to perform Network Address Translation (NAT).
This prevents externally exposing the IP addresses used in the 800xA System.

If the only connections that are needed through the firewall are initiated from the
automation system network the firewall only needs to expose its own external
address to the external network. All connections will look like they were initiated
from within the firewall.
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Network Address Translation in Firewalls

If there is a need for applications on the external network to connect to servers on
the automation system network the firewall needs to expose more addresses to the
external network. This can be done using “static NAT”. Static NAT means that the
firewall translates between static pairs of external and internal addresses. For each
individual server that is to be accessed from the external network the firewall needs
to expose an address in addition to the firewalls own address on the external

network. See Figure 36.
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Figure 36. Static Network Address Translation or Port Address Translation

An alternative to NAT is PAT (Port Address Translation): The Firewall only exposes
one IP address but is configured to forward traffic directed to specific ports on its
external network interface to another port on a node on the automation system
network. A separate external port number is reserved for each local server. To be
able to use PAT it must be possible to configure which port the external clients

should connect to.
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By usage of Network Address Translation the addresses used by the 800xA

@ System do not need to be known anywhere except internally on the automation
system network. This makes it possible to use the same address range (see
Recommended IP Address Plan on page 30 and Choosing Address Space on page
249) for each 800xA System even if there are more than one 800xA System
connected to the same external network and even if they need to be accessed from
outside or even need to access each other.

Example:
Two Terminal servers on the Client Server Network to be used by remote clients on
the plant network.

Static PAT: If the port numbers, used by the Terminal Clients when they connect to
the Terminal Servers, can be changed it is not necessary to expose any other
addresses for the Plant Network than the address of the Firewall (10.1.1.101). The
Terminal Clients select which Terminal Server to use by selecting different port
numbers (33389 or 33390). The Firewall translates access towards
10.1.1.101:33389 to 172.16.4.41:3389 and 10.1.1.101:33390 to 172.16.4.42:3389.

Table 9. Address translation rules, Static PAT

Internal External
Node IP Address | Port # | IP Address | Port #
Firewall 172.16.5.245 10.1.1.101

Terminal Server |172.16.4.41 |3389 10.1.1.101 33389
1

Terminal Server |172.16.4.42 |3389 10.1.1.101 33390
2

Static NAT: If it is desired not to set any special port numbers for the Terminal
Clients it is necessary to expose specific IP addresses for the Terminal Servers on
the Plant Network.
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The Terminal Clients select which Terminal Server to use by selecting different IP
addresses (10.1.1.141 or 10.1.1.142). The Firewall translates access towards
10.1.1.141:3389 to 172.16.4.41:3389 and 10.1.1.142:3389 to 172.16.4.42:3389.

Table 10. Address translation rules, Static NAT

Internal External
Node IP Address | Port # | IP Address | Port #
Firewall 172.16.5.245 10.1.1.101

Terminal Server |172.16.4.41 |3389 10.1.1.141 3389
1

Terminal Server |172.16.4.42 |3389 10.1.1.142 3389
2

Single Firewall or a Demilitarized Zone

A connection between an Automation System Network and an external network
should be done through at least one firewall. The solution may be done more or less
complex depending on the requirements on the security.

A simple straight forward solution is to use one firewall with two network
interfaces, one connected to the 800xA System Network, one interface is connected
to the external network, see Figure 37. Configure the firewall to only allow the
necessary services to pass. The instruction System 800xA Engineering Planning
(3BSE041389%) contains a number of points to consider when planning how to
configure the firewall.
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Figure 37. Single firewall between 800xA and external network

By using a firewall with more than 2 network interfaces it is possible to build a
solution where one interface is connected to the 800xA System Network, one
interface is connected to the external network and at least one port is connected to a
separate network that may be called “Demilitarized Zone” (DMZ), Figure 38.
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Figure 38. Firewall with demilitarized zone between 800xA and external network

The idea with a Demilitarized zone is that the traffic between the external network
and the 800xA System needs to go via nodes on the demilitarized zone. Connections
should not be made directly between an external node and a node on the 800xA
System network. Exactly how this can be done depends on the actual service which
is to be accessed.
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One example is that anti virus updates and security patches can be loaded to a server
in the demilitarized zone and fetched from that node from the system network. For
some services there are Application proxies (see Firewalls on page 94) that can be
connected in the demilitarized zone.

Another common usage of a demilitarized zone is as the location of VPN gateways
for VPN connections terminated outside the Automation System Network, see
Figure 43 on page 107.

By using two firewalls of different types the security of the demilitarized zone can
be built even stronger, see Figure 39. If there is a problem with the firewall on the
outside of the demilitarized zone there is still a chance that this can be detected
allowing actions to be taken before there is a problem also with the firewall on the
inside. The nodes and services to connect to the demilitarized zone can be the same
in this solution as in the previous one. A further extension could be to use different
demilitarized zones for different services.
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Figure 39. Dual firewalls with demilitarized zone between 800xA and external
network
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Connecting a single Firewall to a Redundant Network

Two basic approaches can be used to connect a firewall to a redundant network
using RNRP. The two methods plus a variant of the second are shown in Figure 40.
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Figure 40. Connecting directly on the primary network or via an RNRP router
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Left:  Connect the firewall to the primary path of the redundant network and let it
communicate directly to all nodes it needs to reach. In this case the firewall
can only communicate with nodes for which the primary network path is
working OK. If a node looses the primary path the firewall can not reach it.

Middle: Use a server running RNRP as router between the redundant network and
the firewall. In this case the firewall can communicate with nodes even if
they loose the primary network path. It is however dependant on the RNRP
router node to work OK.

Right: The middle solution can be slightly modified to save some hardware: The
router node does not need to use 3 network interfaces. It is possible to do
the connection between the router node and the firewall using the primary
network. This (or the middle) method is recommended at least when a
tunnel area is used (see Interconnecting RNRP Network Areas via Standard
IP Routers on page 62) since this anyway requires an extra router node: the
tunnel area border node.
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Using an Extra Network for Remote Access

To separate the network traffic for remote access from the normal traffic on the
Client Server network a extra network can be built for this traffic between the
firewall and some of the 800xA nodes. An example is shown in Figure 41.

Plant Network

Extra Network
for Remote Access

Server + Redundant
RNRP router Network
with RNRP

&
/ay

Figure 41. Extra network for remote access limiting the Client Server network

traffic

This is particularly useful if there is much traffic for remote access and if only a few
internal nodes are to be accessed from the outside, for example some terminal
servers for Remote Clients. Connect only the nodes that will have much remote
access traffic to the extra network. If needed the other nodes can be reached via one
of these nodes that will act as a router as in the middle alternative in Figure 40 on
page 104. Disable IP forwarding in the other nodes.

This method provides some degree of improved security since it limits the amount
of remote access traffic on the Clients Server network.
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Redundant connection to external network

RNRP redundancy can be combined with other routing redundancy protocols. Using
firewalls with VRRP and OSPF together with RNRP routers running OSPF it is
possible to create a fully redundant connection to an RNRP network.

Plant Network
Redundant Firewalls

with VRRP
Network with
media redundancy
RNRP
routers Network with
network redundancy
with RNRP

Figure 42. Redundant firewalls connected to Redundant Client Server Network

Virtual Private Networks (VPN) for Secure Connections

Virtual private network (VPN) is a general notion for a connection that is created
over an existing public or shared network using encryption and/or authentication
technologies to protect the user data. The two main applications for VPNs are:

* VPN for LAN to LAN connections. Two secure networks are connected via an
encrypted connection over an unsecure network. The most common protocol to
use is IPsec. This type of VPN can be used for all kind of IP based
communication. An application is described in Site to Site Connections via a
Firewall on page 112.

* VPN for remote access. A remote client node is connected to a server on a local
network. IPsec and SSL are commonly used protocols for remote access. [PSec
operates on the network layer and is thus able to protect all UDP- or TCP-based
communication, but requires appropriate configuration of the firewalls by the
network administrators. SSL operates on a higher protocol layer and only
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Virtual Private Networks (VPN) for Secure Connections

protects TCP-based connections. It requires that users or application software
handle digital certificates, but has typically less interaction with networking
and firewalls than IPSec.

Secure Connections for Remote Clients on page 111 describes considerations
on VPN usage for remote access.

A VPN connection to a network is terminated in a VPN gateway. Many firewalls can
act as VPN gateways.

A VPN connection typically does not filter traffic. This means that both sides of the
connection need to be treated the same way regarding network security, e.g. having
the same security level. A VPN connection to an 800xA System should only be
terminated in a VPN gateway connected directly to the system network if the other
side of the connection has the same security level. An alternative is to terminate the
VPN connection in VPN gateway connected to a network outside a firewall and to

let the communication between the VPN connection and the system network go
unencrypted through the firewall to the system network. This way the traffic from
the VPN connection can be filtered before entering the system network. If a
demilitarized zone (DMZ) is used outside the Automation System Network the
VPN gateway can be placed in there (see Single Firewall or a Demilitarized Zone on

page 99).
Firewall to
Firewall to external network
Plant external network Plant Unencrypted
Network traffic
or DMZ Network
or DMZ Encrypted
Encrypted i i
VPN traffic Firewall rrevel VP traffe
Automation / VPN
System Gateway
Network Automation
Unencrypted System
> traffic Network
VPN 800xA 800xA
Gateway Server Server

Figure 43. Terminating the VPN inside or outside the 800xA System Network
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Section 5 Network Security

Use cases for Connections through Firewalls

From network security point of view the easiest configuration to maintain is an
isolated Automation System Network which is not connected to any other network.
There are however a number of cases where it is necessary to connect the
Automation System Network with some other network.

Some of the more common use cases are described below:

Remote/external client

The 800xA System needs to be accessed from a user on a computer which is
not connected to the automation system network. This means that the
Automation System Network needs to be connected to an external network and
the client functionality needs to be made available through some kind of
firewall system.

This is described in Remote/External Client on page 109

Site to site connection

The automation system is located on two or more geographical sites and the
remote connection needs to go via an external network.

This is described in Site to Site Connections via a Firewall on page 112.

Integration with external 3rd party system

Data in the 800xA System needs to be accessed from a 3rd party system on an
intranet. This can be done in some different ways where the intranet and the
Automation System Network are connected in some way.

This is described in Integration with 3rd Party Systems on page 113.

Management of system updates

Updates for Windows and updates for the 800xA System need to be introduced
in the system a safe way.

This is described in Management of System Updates on page 117.

Other services to route through the firewall

In some cases it may be desired to route some other specific services through a
firewall. Some examples are:

—  DNS for name resolution

—  E-mail alerts from an Alarm Server

—  Time synchronization via SNTP or NTP

This is described in Other Services to be Used Through a Firewall on page 119.
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Remote/External Client

Remote Client

It is possible to use client functionality on nodes outside the 800xA System
network. The way this should be done depends on what type of client functionality
to access:

*  External node working with the same functions as the client inside the system,
e.g. with the Operator Workplace. This is a case where the external node is
used for interactive operation with data which stays inside the system. It is not
a matter of extracting data from the system to use in any external system or to
import data to the system. The recommended method is to use some kind of
remote windows workplace functionality, e.g. Windows Terminal Server and
Remote Desktop.

* A user on an external node remotely controls a node on the system network.

*  External user accessing OPC data from the 800xA System using Excel and the
Information Manager Desktop Tools.
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Network .
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. irewall
Firewall

Automation
System System
Network Network

Firewall

Automation
System
Network

Automation
System
Network

Data
Server

Terminal
Server

Terminal
Server

Figure 44. Examples of Remote Client access

The following sections will describe these use cases in more detail. For each use
case it will be described which network ports that are needed to be opened in the
Firewall.
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Remote Windows Workplace

®

There are two main alternatives for system configurations with a terminal server on
the 800xA network to be used by a number of remote clients:

*  Microsoft Remote Desktop
The Remote Desktop functionality is included in the standard Windows 7 and
Windows Server 2008. The traffic is encrypted.
The default port is 3389 but it can be changed.

Do not select Local Resources as Printers, Drives and Remote computer sound
when establishing a remote desktop session towards an 800xA node as there is a
possibility of performance degradation on the target node.

*  Citrix
Citrix remote clients can be configured to use a number of different protocols:

Citrix Client, no encryption. Uses port 1494 for a proprietary protocol.
Citrix Client, secure connection. Uses port 443 for HTTPS.

Web Browser. Uses port 80 for HTTP and 1494 for a proprietary protocol.
Web Browser, secure connection. Uses port 80 for HTTP and 443 for
HTTPS.

Remote Usage of a Node on the System Network

There are a number of products that allow a remote user to use a node on the 800xA
System Network. With these products the server node is taken over by the client.
This can for example be used for remote administration of a system or for assistance
to local engineers.

* VNC
VNC is an open source protocol. There are several implementations, e.g.
Real VNC, TightVNC and UltraVNC.
All implementations do not support encryption.
The default port number is 5900 but it can be changed.

e Symantec PC Anywhere
The default port number is 5631 and 5632 but it can be changed.

To enable remote usage of all nodes in a system it might be good to do these
connections in more than one step. Establish one connection from the remote node
to one particular node on the system network and connect from that node to the
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other node. This makes it easier to configure the firewall if it only needs to allow
connections to one local node.

Information Manager Desktop Tools

The Display Services Client, Desktop Trends and the Excel addins are functions that
make it possible to work with data from the 800xA System. They are normally
installed on a on a PC which is not part of the 800xA System. To use these tools on
a node on a plant intranet outside a firewall the ports 19014-19017 need to be
opened for access from the external node to the Information Manager server. The
port numbers can be changed.

Secure Connections for Remote Clients

To run Client functionality on an external node a connection from the external node
needs to be established to a node on the 800xA System network. This connection
may be done more or less complex giving different level of security.

Many of the products providing Remote Client functionality support encryption
between the client and the server. In some cases this might be considered sufficient,
e.g. if the clients are located on a protected plant intranet. If a higher level of
security is desired the connection may be done using some kind of additional VPN
connection see Virtual Private Networks (VPN) for Secure Connections on page
106.

If a remote node is connected as a client to an 800xA System via a VPN connection
it is very important to notice that the same care must be taken regarding the security
handling of the remote node as for the 800xA nodes since the VPN connection may
make the remote node a member of the 800xA System and if the remote node is
unsecure the whole system may be unsecure. For example the remote node should
preferably not have any normal connection to Internet when it is connected to the
800xA System.
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A way to limit the risk from a remote client is to make sure that the remote client
only has access to a limited set of services. This can be done by using a remote
client application that only has a limited set of services instead of using a VPN
connection that gives the remote client the same rights and possibilities as a local
node in the system.

Remote Clients Connecting through a Demilitarized Zone

A remote client connection through a demilitarized zone can be done as a two step
connection: One remote client connection from the external network to a terminal
server on the Demilitarized zone and another remote client connection from that
node to a terminal server on the 800xA System network. If the two connections are
done using different products the risk for intrusion due to problems with one
product is reduced, but some combinations of some products may however not work
perfectly. There may for example be problems with keyboard handling.

Site to Site Connections via a Firewall

Two parts of an automation system that need to communicate via a network with
lower security level than the automation system network can use a VPN for LAN to
LAN connection (see Figure 45 and Virtual Private Networks (VPN) for Secure
Connections on page 106).
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Figure 45. Site to Site VPN

The VPN connection tunnels all communication so that it can not be intercepted by
any node between the two sides. Filtering of the traffic between the two sides does
not need to be done since both sides are regarded as being on the same trusted

112

3BSE034463-510 E



Section 5 Network Security Integration with 3rd Party Systems

network. If filtering is desired the VPN connections may be terminated outside of a
firewall on either of the sides as described in Figure 43 on page 107.

The two sides communicating via the VPN connection may be one 800xA System
with an extended automation system network with some distributed nodes as some
of the examples in Section 3, Distributed System Topologies.

If the connection between the sites needs to be redundant this can be achieved with
two RNRP tunnel areas, see Figure 46. See also Figure 14 in Interconnecting RNRP
Network Areas via Standard IP Routers on page 62

TAEIN === GW TAEIN
Metwark TABN GW R GW TAEIN Metwark
Redundant N =Tunnel Area Border Mode
Remote Connection

via RMRP Tunnelareas
through PN m WP Gateway

Figure 46. Redundant RNRP Tunnel Areas

The function Multisystem Integration (see Section 3, Distributed System
Topologies) provides an encrypted connection between the systems, so if this is
used it might not be necessary to set up a VPN connection between the systems. The
Remote Access Client in the Subscriber System needs to be able to communicate
with the Remote Access Server in the Provider system via a port which by default is
TCP port 3340, but it can be changed.

Integration with 3rd Party Systems

This section describes some of the more common use cases where the 800xA
System needs to exchange data with a 3rd party system. Data that needs to be
exchanged may be:

*  OPC Output data, e.g. from an Information Manager Server, from the 800xA
System for further processing.

*  OPC Input data controlling the operation of the 800xA System.
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*  Asset Optimization information to and from an external maintenance
management system.

Accessing OPC Data from External Network

Accessing OPC data in the 800xA System is done via the OPC Server interface
which is available in all 800xA nodes. The access is done via an OPC Client. It is
recommended that the OPC Client is run in the same node as the OPC server or at
least in another node on the Client Server Network. If the OPC Client and the OPC
Server are run in different nodes they will communicate with DCOM and DCOM is
not recommended to be run through a firewall.

ODBC/OLE/DB Access of Data in the 800xA System

The Oracle database in the Information Manager server can be accessed from a node
outside the Automation System Network. To do this the external node needs to be
able to connect to the Information Manager Server via TCP port 1521.

The Information Manager Server also provides the Open Data Access interface
which can be used for accessing historical and process data. An external node using
this interface needs to be able to connect to the Information Manager Server via
TCP port 1706.

Using a 3rd Party Access Agent

For some 3rd party systems there are access agents that can be installed in a node on
the Client Server Network accessing data from the 800xA System and transporting
it to its main server via a protocol better designed for communication through a
firewall than what DCOM is, see Figure 47. This is in line with the recommendation
to establish connections from the inside instead of from the outside, see Connect
Inside-out Instead of Outside-in on page 96. An example is that Aspentech has an
access agent for their IP21 server.
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Figure 47. Using an Access Agent through a Firewall

Subscriber system as Application proxy

Another alternative for allowing external access to OPC data is to create an external
800xA System which is connected with Multisystem Integration, see Section 3,
Distributed System Topologies.
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Figure 48. External Subscriber System accessing through a Firewall

The 3rd party system only accesses the subscriber system.
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The external subscriber system can be considered as an application proxy for the
800xA System. This approach can for example be suitable in a configuration with a
demilitarized zone.

Asset Optimization Integrations

There are a number of 3rd party systems for which there are integration
functionality available in the Asset Optimization package. These are:

MAXIMO

A MAXIMO server can be connected to an external network.

It must be possible for the AO Server to reach the MAXIMO server via TCP
port 1099. Other 800xA nodes where the user will work with MAXIMO data
only communicate with the AO Server.

DMS

A DMS server can be connected to an external network.

It must be possible to reach the external DMS Server via TCP port 80 from any
800xA node where the user will work with DMS Device Management Data and
it must be possible for the external DMS server to reach the AO Server via TCP
port 80.

SAP/PM

An SAP server can be connected to an external network.

It must be possible for the AO Server to reach the SAP server via TCP port
3300. Other 800xA nodes where the user will work with SAP data only
communicate with the AO Server.

All Asset Optimization web services use TCP/IP port 80 by default.

Maximo and SAP Portal Views

Maximo and SAP portal views are function-related web pages viewed in a browser
and as such are subject to the security settings configured on the 800xA network.
The ability to access and view the web of the Maximo or SAP server is dependent
on the 800xA network configuration and the access privilege of the client machines
on each server in the network.
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A client browser must be able to “ping” a server in order to have the first level of
access to the server's web and data. In some networks, a router must be used to
allow clients in an 800xA System (nodes) to access servers that are outside the
network segment. In particular, servers that are located behind a firewall, may
require special access on TCP/IP port 80, or whatever port the HTTP web service is
configured to run on.

Batch Integrations

With the function Batch Scheduling Interface it is possible for an external node to
access data from the Batch system. The Batch Scheduling Interface is installed on
one of the Batch client nodes in the 800xA System. The external node needs to be
able to communicate with that node via port 80.

Management of System Updates

Updates of software for the 800xA System, including operating systems, 800xA
software, libraries, and applications, are normally done via CD or DVD. Care
should be taken to verify that the CD/DVDs are of proper origin and do not contain
viruses.

Alternatively, updates could be downloaded from trusted servers on the Internet.
The following is an example of a process that could be used. The system
administrator for the 800xA System downloads updates from a trusted server on the
Internet to a node on the office network.

After verifying the authenticity of all downloads, e.g. by means of digital signatures,
and scanning them for viruses, the administrator makes them available on a
distribution server on the office network or in a demilitarized zone if such a
configuration is used.

From there they are accessed from e.g. an engineering workplace on the 800xA
client/server network. In this case the firewall must be set up to also allow this
traffic. Configure with a restricted host list, allowing access to the distribution server
only.
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There are a number of different methods for file transfer from a server. FTP in active
mode can not be used through a firewall using NAT. FTP in passive mode may be
used, but it requires opening access from the 800xA node to the external server via
TCP port 21 and additionally all high TCP ports (above 1023). This is normally not
any major problem. It still follows the rule to access from the inside, but FTP uses
unencrypted passwords so it is better to use other protocols, e.g. HTTP, HTTPS or
SSH for file transfer.

Using WSUS for Windows Updates

The handling of Microsoft Windows security updates can be simplified using
Microsoft Windows Server Update Services, WSUS. It must however be used with
caution. These are some recommendations of how to use it:

A local WSUS server shall be placed on the Client Server Network. This server may
be configured to fetch updates from an external WSUS server. This can preferably
be done in several steps with an intermediate WSUS server in a demilitarized zone.
The communication between WSUS servers is done via http or https, i.e. port 80 or
port 443 need to be opened in the firewalls. Open only for the known WSUS
servers, not for all nodes.

The WSUS shall download all updates automatically but it must be configured so
that no updates are approved by default.

It is recommended to organize the rules for approvals as groups related to the
different System versions since the list of approved updates are organized this way,
e.g. by naming the groups as the system versions.

Approvals to the groups shall be made based upon the latest revision of the
document Microsoft Security Updates Validation Status for IIT System 800xA,
3BSE041902.

All PPA nodes shall be configured to download updates but not to install them
automatically. Use the option “Download and notify for installation”. This can
preferably be done with a Group Policy.

Installation of updates shall be performed carefully to ensure that restarts are
minimized and are done at well selected times. It is recommended to do it on clients
first, non-critical servers next and critical servers last.
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Using ePO for McAfee updates

Virus definition updates for McAfee can be centralized using ePolicy Orchestrator
(ePO). As for WSUS (see previous section) the recommendation is to have a local
ePO server on the Client Server Network with a secure connection to one or a chain
of external ePO servers.

ePO uses http for the communication between servers and client components. The
port numbers can be changed from 80 and this is recommended to do to use
dedicated ports for ePO.

When using ePO the same rules shall be implemented as when handling updates for
McAfee manually. These are described in the document Using McAfee VirusScan®
Enterprise with System 800xA, 3BSE048631.

Other Services to be Used Through a Firewall

In addition to the services mentioned there are a number of other services that may
be needed to use through a firewall:

DNS

If nodes on the 800xA System need to address external nodes by host name
DNS might be used, but this requires a configuration of the local DNS server
on the 800xA System network which is not the standard. It is normally
recommended to address any external node by its IP address.

If the external nodes need to be addresses by host name the local Domain
Controller needs to be able to communicate with an external DNS Server via
UDP port 53.

E-mail for alarm alerting
If the Alarm server will be set up to send e-mails it needs to be able to
communicate with the external mail server via TCP port 25.

Clock Synchronization via NTP or SNTP

If real time clocks in the 800xA System will be synchronized from an external
NTP or SNTP server the client node on the 800xA System network needs to be
able to communicate with the NTP server via UDP port 123.

File transfers. See Management of System Updates on page 117.
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e  MMS

The client needs to be able to reach the server via TCP port 102.
e SattBus on TCP/IP uses UDP port 2999.

Summary of Ports to Open in Firewalls

Table 11 is a summary of ports that may need to be opened in a firewall between the
800xA System network and an external network.:

@ Open only the firewall ports for the functions that are really used!

Table 11. Summary of Port Numbers that may need to be opened

Function

Server Ports

Direction of Connection establishment

Multisystem Integration

3340/tcp

Remote Access Client-> Remote Access
Server

Microsoft Remote Desktop

3389/tcp (RDP)

External Client -> 800xA Terminal Server

Citrix remote client

1494/tcp

External Client -> 800xA Terminal Server

Citrix remote client
(secure connection)

443/tcp (SSL)

External Client -> 800xA Terminal Server

Citrix web browser

80/tcp (HTTP)

External Client -> 800xA Terminal Server

1494/tcp
Citrix Web Browser 80/tcp (HTTP) | External Client -> 800xA Terminal Server
(secure connection) 443/tcp

VNC 5800/tcp (VNC)/ | External Client -> 800xA node to control
5900/tcp (VNC)

PC Anywhere 5631/tcp and External Client -> 800xA node to control
5632/tcp

SMS & e-mail Messaging 25/tcp (SMTP) | Aspect Server -> External Mail Server

IM, Multi-screen Display 19014- External Client -> IM Server

Interface and Desktop Trends | 19017/tcp
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Table 11. (Continued)Summary of Port Numbers that may need to be opened

Batch Schedule Interface 80/tcp (HTTP) |External node -> Batch Client

AO, MAXIMO integration 1099/tcp AO Server -> MAXIMO Server

AO, DMS Calibration 80/tcp (HTTP) | Device Management Client -> DMS Server
integration 80/tcp (HTTP) |DMS Server -> AO Server

AO, SAP/PM integration 3300/tcp AO Server -> SAP Server

Clock Synchronization 123/udp (SNTP) | Local Time Server -> External Time Server
Download of software 21/udp (FTP) Local File Server -> External File Server
updates via passive FTP >1023/udp

MMS 102/tcp Client -> Server

SattBus on TCP/IP 2999/udp Sender -> Receiver

AC 800M Network Storm Protection

A network storm can have different reasons. Network packets can loop because of a
temporary or permanent problem in the network infrastructure or the system may be
target for Denial of Service attack.

From version 5.1.0/1 AC 800M has a Storm Protection function that replaces
RNRP's Loop Protection. The Storm Protection is capable of protection the
controller from all types of excessive network traffic that potentially could harm the
execution of the control application, not only network storms caused by loops.

The storm limits, i.e. the packet rates at which the storm protection reacts, are
different on different Processor Module types.

For PM86x the storm protection reacts if more than 800 packets per second are
received. For PM891 the storm protection reacts if more than 1600 packets per
second are received.

When the Storm Protection detects excessive network traffic the corresponding
network port is disabled for a few minutes. If a redundant network is used the
legitimate traffic can continue on the other network. After the port is opened again
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and if there still is excessive network traffic the port is closed again. This repeats as
long as there is a network storm on one port.

A network loop may cause so high CPU load that the storm protection function
itself is not able execute. This means that it can't be guaranteed that the Storm
Protection will manage to protect a controller from shutting down.

The Storm Protection improves the possibilities for a node to handle a network
loops or Denial of Service attacks, but it does not guarantee that a controller can
survive all types of storms.
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This section describes the domain setup and name handling in the 800xA 5.1
System.

Node name handling and DNS

In 800xA 5.1 System, 800xA uses a combination hosts files and DNS for address
and name resolution:

e The resolution of names and IP addresses in the 800xA System is primarily
handled via the hosts file in each node.
The host files are updated by RNRP. This is described in Configuring Name
Resolution and DNS on page 125.

*  DNS will normally not be used for host name resolution, but in a domain based
system it will be used for other Domain Controller related functions such as
locating servers for Domain Controller services.

*  Only the IP addresses for networks used for Client Server communication shall
be resolved to node names.

Choosing Names for Domains and PCs

Before you set up the Domain you should decide the conventions for node names in
the system. The first thing to decide is the domain name. The domain will be given
two types of names:

e The fully qualified domain name (FQDN)
This is the name that is used by DNS. It can consist of several labels separated
by dots, e.g. MyProcess.MyPlant.com.

e The NetBIOS name
This name is used by most Windows components, e.g. the Windows Login
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Screen. It is typically equal to the left most part of the fully qualified domain
name, e.g. MYPROCESS.

A NetBIOS name cannot be longer than 15 characters. This means that the left most
part of the fully qualified domain name must also not be more than 15 characters.

Once an 800xA System has been installed in a domain, the domain name must not
be changed. One reason is that user names in the system contain the domain name.
Avoid using names that become irrelevant. Remember that for example company
names might change.

The name of a domain for a private network that is not going to be connected to
Internet should end with “.local”, e.g. MyPlant.local. The part before “.local” can be
chosen arbitrarily.

The nodes within a domain must be given computer names that are unique within
the domain. The full computer name of a PC is “computer name”.”’domain name”,
e.g. ServerA.mydomain.local (see also Figure 49). The corresponding NetBIOS
name is written \MYDOMAIN\SERVERA.

The On-line Help for Windows Server 2008 describes more about names in the
sections DNS Domain Names and Name space planning for DNS.

Allocating 800xA Systems to Domains

All nodes in an 800xA System must be members of the same domain. A running
800xA System must always stay in the same domain. It is however possible to take a
backup of a system and do the restore to another domain.

Several 800xA Systems may belong to the same domain. An 800xA System may
belong to a domain which is also used for other types of systems. The 800xA
System depends on the Domain Controller being available at all times. This means
that it is important to consider if the availability of the Domain Controller will be
sufficient if one domain is used for many types of systems.

When importing data with the import/export tool there are no restrictions regarding
domain membership for the system that exported the data. It could belong to the
same or a different domain or a workgroup.

When using Multisystem Integration the provider system and the subscriber system
may belong to the same domain or to different domains, see Multisystem Integration
on page 80.
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Configuring Name Resolution and DNS

As soon as RNRP is correctly configured it will update the hosts files with addresses
and names for the other nodes on the network. The host file service does not need
any separate configuration in addition the normal RNRP configuration as described
in Section 2, Network Redundancy and Routing.

DNS configuration is done with the normal Windows configuration editors:

*  For each node, including the DNS Servers:
Refer to DNS Configuration in Each Node on page 132.

—  Domain membership in the System Properties

—  Properties for each Network Interfaces for Network Areas where DNS is
used

* In the DNS Server (refer to DNS Server Configuration on page 129):
—  Properties for the DNS server itself
—  Properties for the DNS Forward Lookup Zone
—  The records in the DNS Forward Lookup Zone

It is recommended to configure the DNS Server and to set up the DNS Forward
Lookup Zone before anything else is done with the other nodes.

Which Nodes use host names

Client and Server functions in the System 800xA identify other nodes by their host
names. This means that all Clients and Servers must be known by the DNS
servers and by RNRP’s host file service.

The applications in the AC 800M Controllers identify other nodes only by IP
address and all Client and Server functions that communicate with the controllers
also only identify the controllers by IP address.

This means that the AC 800M Controllers will not be known by the DNS servers
or by RNRP’s host file service.
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Location of Domain Controllers

O

A Domain Controller and a DNS server are required to be on-line and operating
to use the 800xA System. (unless a Workgroup is used)

The Domain Controller and the DNS server are installed on the same machine; the
Domain Server. This should preferably be a dedicated node (or two for redundancy)
that does not run any other 800xA System Software except RNRP (see Configuring
RNRP in a PC on page 69). The main reason is that it simplifies the handling of
backups and upgrades substantially, see Backups of Domain Controllers on page
126. It is however possible to combine the Domain Server and the Aspect Server in
the same server node.

Maintaining Redundant Domain Controllers

DcDiag: Domain Controller Diagnostics

Microsoft provides a tool called DcDiag that can perform a number of tests of the
health of a Domain Controller. DcDiag is included on the delivery of Windows
Server 2008. It can also be downloaded from Microsoft’s web site. dcdiag /a
performs a test of all Domain Controllers in a site.

DcDiag will report an error if W32Time is disabled. Disregard this error message
if you are using e.g. AfwTime instead of W32Time, see Windows Time Service
(W32Time) on page 194.

Backups of Domain Controllers

It is possible to use image backups for redundant and non-redundant Domain
Controllers. However, it is important not to exceed the Active Directory Tombstone
Lifetime (by default 180 days in Windows Server 2008) when restoring a backup.

A backup which is older than the tombstone lifetime is normally not useful,
unless all Domain Controllers are restored at the same time (with images taken
not more than 180 days apart).

Microsoft Knowledge Base Article KB216993 describes more about this topic.
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In addition to periodic complete backups of the Domain Controllers it is
recommended to do a complete backup of the nodes just before they are promoted to
become domains controller (dcpromo). This is a time when the active directory has
not yet been created and this backup is therefore independent of the tombstone life
time.

If a redundant Domain Controller fails it is possible to restore it from an image
backup which was taken before promoting the server to become a Domain
Controller. After restoring such a backup the content of the Active Directory must
be replicated over from a Domain Controller which still is working properly.

Depending on what Domain Controller functions the lost server was responsible for
some additional steps may need to be taken. So called FSMO roles may need to be
seized by another Domain Controller and old stale FSMO records may need to be
cleaned out. This process is described in the next section.

Recovering after a Crash of the First Installed Domain Controller

It is possible to use multiple Domain Controllers for a Domain. In most of their
operation all Domain Controllers are equal but there are a number of roles that are
only taken by the first PC that is promoted to be Domain Controller. The first
installed Domain controller is by default the only one which is:

*  FSMO role Schema Master

*  FSMO role Domain Naming Master
e FSMO role PDC

*  FSMO role RID master

e FSMO role Infrastructure master

If the first Domain Controller is permanently removed from the network there are
some manual actions to do to make sure that the system keeps working in the long
run. This involves the following steps:

1. Check if the removed server had the 5 FSMO roles
This is done with the tool ntdsutil. See below.

2. If necessary, seize the FSMO roles to one of the other servers
This is described in TechNet article KB255504

3BSE034463-510 E 127



Recovering after a Crash of the First Installed Domain Controller

3. If there is no Global Catalog server: add a new Global Catalog.
This is described in the TechNet article with the title
“Add or Remove the Global Catalog*.

4. Remove the old server from the Active Directory
This is described in TechNet article KB216498

To find out if the removed server had the 5 FSMO roles do the following at a

command prompt:
ntdsutil: roles

fsmo maintenance: conn
server connections: conn to serv <a working server>
server connections: quit

fsmo maintenance: Select operation target

select operation target: list roles for conn ser

This gives the result:
Server <the working server> knows about 5 roles

Schema - CN=NTDS Settings,CN=<the removed server>,
CN=Servers,CN=Default-First-Site-
Name, CN=Sites,CN=Configuration, DC=demo, DC=net

Domain - CN=NTDS Settings,CN=<the removed server>,
CN=Servers,CN=Default-First-Site-
Name, CN=Sites, CN=Configuration, DC=demo, DC=net

PDC - CN=NTDS Settings,CN=<the removed server>,
CN=Servers,CN=Default-First-Site-
Name, CN=Sites,CN=Configuration, DC=demo, DC=net

RID - CN=NTDS Settings,CN=<the removed server>,
CN=Servers,CN=Default-First-Site-
Name, CN=Sites,CN=Configuration, DC=demo, DC=net

Infrastructure - CN=NTDS Settings,CN=<the removed server>,

CN=Servers,CN=Default-First-Site-
Name, CN=Sites, CN=Configuration, DC=demo, DC=net
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Time Synchronization in a Domain

The time must be synchronized between all nodes in a domain. The default setting is
that if the time in a node differs more than 5 minutes compared to the Domain
Controller the node is denied access to the domain. The limit is a parameter which is
called the Kerberos Time Skew variable. See also Windows Time Service
(W32Time) on page 194.

DNS Server Configuration

If more than one Domain Controller is used, you have to decide how they will be
used as DNS Servers. Each node must be configured with one DNS Server as the
Preferred DNS Server. Normally it is suggested to appoint one of the Domain
Controllers to be the Primary DNS Server and configure all nodes to use it as the
Preferred DNS Server. One reason is that this simplifies the replication between
the DNS Servers. It is also easier to predict the behavior of the system if one of the
Domain Controllers stops working. If the system is distributed so that different
nodes are substantially closer to different Domain Controllers other configurations
may be used.

The System 800xA Installation (3BSE034679%*) manual describes how to set up a
Domain Controller and DNS Server with DNS integrated in Active Directory. See
also Location of Domain Controllers on page 126.

After the creation of the Domain Controller, make sure that the following is
configured for DNS:

e The Computer Name tab (in Start > Settings > Control Panel > System) for
the Domain Controller must indicate that it belongs to the newly created
domain, see Figure 49.

*  The DNS server is running and there is a DNS Forward Lookup Zone for the
network area(s) that will be used for Client Server communication. See
Figure 50 and Figure 51. This typically means the Client Server Network but
not the Control Networks or other extra networks, e.g. for backup handling or
other management. The DNS Forward Lookup Zone will be populated with
records for the clients and servers when they join the domain.
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e The DNS Forward Lookup Zone is Active Directory integrated and allows
dynamic update of records from nodes that enter the network, see Figure 51.
Make sure that the parameter Dynamic updates is set to Secure Only.

e  In 800xA 5.1 no reverse lookup zones are necessary. The hosts file is used for
both forward and reverse lookups.

System Properties 1[

Computer Name | Hardware I Advanced I Remate |

Windows uses the following information to identify your computer

}“hw on the network.
Computer description: I AT's Primary Domain Conitrolle:

For example: "1IS Production Server” or
"Aeccounting Server”

Full computer name: SEABB-1S-11705.ATlab local

Domain: ATiab local

To rename this computer or change its domain or Change...
workgroup, click Change. =

QK I Cancel | Appli |

Figure 49. System Properties for a Domain Controller with Computer Name
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DNS Server Configuration

File Acton View Help

=10l x|

I EEEEN EEEE

&, DNS
B F SEABE-IS-11705
[= [ Forward Lookup Zones
[E] _msdcs. ATlab.local
B =] ATlab.local
2 _msdcs
[ _sites
[ _tep
[ _udp
|| DomainDnsZones
|| ForestDnsZones
|| Reverse Lookup Zones
7] Conditional Forwarders

= Global Logs

| Type

| pata

| ﬁmestamp |

= _tcp

= _udp

[ DomainDnsZones

[l ForestDnsZones

a (zame as parent folder) Start of Authority
a (zame as parent folder) Mame Server (MNS)
a {(zame as parent folder) Host (4)

a {(zame as parent folder) Host (4)

] sEaBE-15-11704 Host (4)
] sEaBE-15-11704 Host (4)
] sesbb-s-11705 Haost (A)
] sesbb-s-11705 Haost (A)

(504)
seabb-is-11705. atlab.local,
172.16.4.1
172.17.4.1
172.16.4.21
172.17.4.21
172.16.4.1
172.17.4.1

[49], seabb-is-11705.atlab.local., ...

2/15/2010 10:00:00 AM
2/15/2010 10:00:00 AM
2/15/2010 10:00:00 AM
2/15/2010 10:00:00 AM
2/15/2010 11:00:00 AM
2/15/2010 11:00:00 AM
2/15/2010 11:00:00 AM
2/15/2010 11:00:00 AM

Figure 50. DNS entries for 800xA nodes. NB: Reverse lookup zones are note used

ATlab.local Properties

WINS |

Zone Transfers |
General |

Start of Authorty (SO8) |
Status: Running
Type Active Directony-Integrated

Replication: All DNS servers in this domain

Security I
MName Servers

Change... |
Change... |

21

Data is stored in Active Dirsctory.

Cynamic updates: I Secure only

Allowing nonsecure dynamic updates is a significant security

SOUrces.

To set aging/scavenging properties, click Aging.

vulnerabilty because updates can be accepted from untrusted

Aging...

[

OK | Cancel | Lipply |

Help

Figure 51. Properties for a DNS Forward Lookup Zone
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Configuring a DNS Root Zone

For the normal case where an 800xA System is strictly local, i.e. no DNS queries
are expected to be resolved by any external DNS server, it is recommended to
configure a Root Zone (named “.”) in the DNS Servers. If a Root Zone is
configured, a recursive query to other DNS servers is prohibited. If a Root Zone is
not configured, a recursive query to other DNS servers will try to access all the
default “Root Hints” servers, resulting in a long time out and final failure.

Only if a connection to an external Network, with an external DNS Server which
shall be used, there shall be no Root Zone. In that case, the “Root Hints” Name
servers shall be actualized.

DNS Configuration in Each Node

This section describes how to configure each node to fulfill the goals described in
Node name handling and DNS on page 123, see Figure 53.

General DNS configuration in each node

The Primary DNS Suffix must be the same as the domain name. When joining
the domain it will automatically be configured like this and normally does not
need to be changed. To check that it is correct open Start > Settings >
Control Panel > System, select the tab Computer Name, open Change and
More, see Figure 52.

In all parameters where a DNS server is specified it shall be specified using its
Primary Network Address.

The DNS settings shall be the same for all Network interfaces, i.e. for Client
Server Networks, Control Networks and any possible other network:

—  The Primary DNS Server shall be configured as the Preferred DNS Server.

—  The Secondary DNS server shall be configured as the Alternate DNS
Server.

The Primary Client Server Network shall be listed as the first interface.

The parameter Register this connection’s addresses in DNS must be set for
the Network Interfaces for network areas where DNS will be used. This is
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typically only the Client Server network. This setting is required both for
Domain based systems and systems using Workgroups.

e Use the default settings for NetBIOS for 800xA 5.1 and later.

See also Verifying Name Resolution functions on page 142.

ﬂ Clients and servers shall be entered in the DNS Forward Lookup Zone.
Controllers shall not be entered in the DNS Forward Lookup Zone.
(See Which Nodes use host names on page 125)

System propertie =

Computer Name | Hardware I Advanced I Remate I ‘You can change the name and the membership of this
Changes might affect access to network resources
ot

\ "u- Windows uses the following information to idertify your computer
on the netwark.

o - — Computer name:

Computer description: Ianar;.- Connectivity Server ISE"BE EREE

For example: "1IS Production Server” ar
"Accounting Server”. Full computer name:

Ful computer name:  SEABBAS-11704 ATiablocal SR EERATIAIES b

Domain: ATiab local Mare
T this it h its domai - Member of
0 rename this computer or change its domain or Ch - I .
workgroup, click Change. =nange « IQDITIEIH-
ATlab Jocal
 Workagroup:

-
DNS Suffix and NetBIOS Computer Name x|

Primary DMS suffic of this computer:
ATlzb Jocal

¥ Change primary DNS suffic when domain membsrship changes

oK Cancel oty |

MetBIOS computer name
|sEABBHS-117

This name is used for interoperability with older computers and services.

Cancel

Figure 52. Full Computer Name and Primary DNS Suffix for Domain Member
Computers
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E‘ Client-Server Network Primary (Yellow])| 1 "ternet Protocol Version 4 (TCP {IPv4) Properti

Metworking I Sharing |

Connect using:

I & Intel(R) PRO/1000 PT Dual Fort Netwer

This connection uses the following items:

% Cliert for Microsoft Networks

EQDS Pachket Scheduler

.‘Q File and Printer Sharing for Microscft b
[ s Intemet Protocol Version § (TCP/IPvE
Bt Intemiet Protocol Version 4 (TC
ver Topology Discoveny Mappe
i Link-Layer Topology Discovery Respo

Install D ninstall

r Description
Transmission Control Protocol/Intemet Proto
wide area netwaork protocol that provides cor
across diverse interconnected networks.

General |

‘You can get IP settings assigned automatically if your networ
this capability. Otherwise, you need to ask your network adr
for the appropriate IF settings.

" Obtain an IP address automatically

—{% Lige the following IP addressi————————————

IP address:
Subnet mask:

Default gateway:

= Obtain DG server address automatically
—{* Use the following DNS server addresses:
Preferred DNS server:

Alternate DMS server:

o],

o]

2x|

Advanced TCP/IP Settings

IP Settings  DMS IWINS | Dpt\omsl

DMS server addresses, in order of use:

17216.4.2

Add.. Edit.. Remove |

The following three settings are applied to all connections with TCPAP
enabled For resolution of unqualified names:

' Append primary and connection specific DNS suffises
I &ppend parent suffises of the primary DNS suffis
" Append these DNS suifixes (in order):

£l
El

Add... Edit...

DS sutfiz for this connection !

¥ Reaister this connection's addresses in DMS
EREA Teqistration

Remove |

15 CONMECHOn &

l!_| Control Network Primary (Red) P operties

Metworking | Sharing |

Connect using:

I ¥ Intel{R) PRO/1000 PT Dual Port Network Car

L

This connection uses the following items

Internet Protocel Version 4 (TCP/IPv4) Properti

General |

‘You can get IP settings assigned automatically if your nety
this capability. Otherwise, you need to ask your network &
for the appropriate [P settings.

¢ Obtzin an IP address automatically

—{* Lge the following IP addresst———————

IP Settings D5 | wiNS | Options |

DS server addresses, in order of use:

2]
2

1721642

Add.. Edil. Remaye |

SQDS Packet Scheduler
.@ File and Printer Sharing for Microsoft Metwe
[ - Intemet Protocal Version & {TCP/IPvE)
=i Intemet Protocol Version 4 (TCP/IPv4)
& Link-Layer Topology Discovery Mapper 1/C
& link-Layer Topology Discovery Responder

Install LUninstall
— Description
Allows your computer to access resources on a M
network.

0K

1P address:
Subnet mask; 255 . 255 . 252
Default gateway: I . .

€ Obtain DS server address automatically
% Use the following OMNS server addresses:
Preferred DNS server; i72 .

Alternate DMS server:

The following three settings are applied to all connections with TCPAP
enabled. For resolution of unqualified names:

& Append primary and connection specific DMS suffises
[~ Append parent suffises of the primany DNS suffis
" Append these DNS suffives (in orde]:

2]
[

Hemove |

Figure 53. DNS Configuration for Client/Server and Control Network Interfaces
NB! Only network areas using DNS shall be registered in DNS.
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If the Domain Server uses any network interface in addition to the ones for the
Client/Server Network the DNS server needs to be configured to only listen to DNS
requests on the Client/Server network.

Open the Interfaces tab under Properties for the DNS Server and select Only the
following IP addresses and ensure that only the IP addresses for the Clients/Server
Network are checked, refer to Figure 54. Do this for all Domain Servers.

Debug Logging | Event Logging | Monitoring I Security I
Interfaces | Forwarders I Advanced | Root Hints

Select the IF addresses that will serve DNS requests. The server can listen
for DNS queries on &ll IP addresses defined for this computer, or you can
limt it to selected IP addresses

Listen on:

" Al IP addresses
& Only the following IP addresses
|P address:

ok | Cancel | ooy Help

Figure 54. DNS Server Properties.

RNRP’s host file service

As described in Section 2, Network Redundancy and Routing, all nodes that use
RNRP communicate with each other to exchange network status information. In
System Version 5.1 RNRP also provides a service that exchanges information about
host names. The information about the addresses and names of the nodes on the
network is stored in the hosts file on each node.

RNRP creates host file entries for a network if it used by RNRP and the parameter
Register this connection’s addresses in DNS is checked for the primary path. The
setting of this parameter for the secondary Network Interfaces does not matter.
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This parameter shall be set only for networks on which Clients and Servers shall
communicate, i.e. not for Control Networks or Ethernet based fieldbuses.

For redundant networks there will be host file entries for both paths. The entry for
the primary path will be listed above the entry for the secondary path. This ensures
that a forward lookup with a host name gives the primary address first.

RNRP’s host file service automatically adds information about new nodes on the
network. This means that in order to make a new node available to be added to the
system the only actions a user needs to do is to set the IP addresses and make sure
that RNRP is working on the node.

A DNS Server running Windows Server 2008 dynamically adds and removes host
entries for nodes depending on with which addresses they are reachable. This is not
acceptable in the 800xA System. One reason is that primary node addresses need to
be known in the system even if only the secondary network is working.

For this reason RNRP does not automatically remove host file entries for nodes that
are disconnected.

If you reconfigure or remove nodes so that information in the host file is no longer
relevant you can manually refresh of the information in the host file. This is done
with a button in the RNRP Wizard. After a question if refreshing the hosts file is
indeed the desired action you can choose if the refresh shall be performed only on
the local node or on all nodes on the network.

T Rnrp Wizard . =]
Settings - RNAP
Base Parameters | Explicit Address 0 | Explicit Address 1 | Explict Address 2 | Explicit Address 3 | Explicit Address 4 | Explicit Address 5 | Explictt Address 6 | Explicit Ad 4| »
Parameters | values | Description -
Max number of onn networkareas 3 Max number of Network Areas configured in this system.
Max number of remote network areas 5 Max number of remote Network Areas to which this system can have connection.
Base address (mpiict addresses) 172.16.0.0  The network base address used by the RNRP impliat method.
Send period in seconds 1 The default send period this node multicasts routing packets.
Max number of lost messages 3 The default Number of messages that may be lost beforethe node s considered to be down. Default value is
Max number of hops 5 The mazimum number router nedes before reaching the end node for a sentmessage. 3
Number of used explict addr s~ 0 Number of explict addresses that has been configured under the panes ‘Expiict Address «' where 'x's @ valug
Enable ICMP Redirect 0 Enables reception of ICMP Redirects, Shall have value=0.Internet Control Message Protocol (ICMP) redirects.
Disable Media Sensing 1 Controls DHCP Media Sense behavior if the network cable is disconnected. Always 1if redundant networks ing
Enable TCP/IP forwarding 0 Enables TCP/IP forwarding for all network connections installed and used by this computer. Change requires §
External Netw or Default Gateway 0.0.0.0 External Network address, Set0.0.0.0 to use Default Gateway
External Netw addr mask. 0.0.0.0 Address Mask of External Network
Router 1 to External Netw 0.0.0.0 The router address for path 0 to External Network or Default Gateway.
Router 2 to External Netw 0.0.0.0 The router address for path 1 to External Network or Default Gateway. 8
47"7 - m S S ol o T »
Set defaut values Restart RNRP | Moify. ‘
Help ‘ Display Settings | Event Log ‘ Refresh hosts file Close

Figure 55. RNRP Wizard with button for Host File Refresh
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If the host file is refreshed there will be an entry in the RNRP monitor:
15/2 *14:34:42.014 Hosts file refreshed by user
15/2 *14:34:48.659 Hosts file is Okey

The RNRP host file service updates a part of the hosts file that looks like this:
#BEGIN_800xA_RNRP
# Written by rnrp 2/10/2010

172.16.4.1 BCTID361.Al.1ocal # Area=1 Node=1 Path=0
172.17.4.1 BCTID361.Al.1ocal # Area=1 Node=1 Path=1
172.16.4.2 BCTID367.Al1l.1ocal # Area=1 Node=2 Path=0
172.17.4.2 BCTID367.Al1l.1ocal # Area=1 Node=2 Path=1
172.16.4.11BCTID221.Al1l.1ocal # Area=1 Node=11 Path=0
172.17.4.11BCTID221.Al.1ocal # Area=1 Node=11l Path=1

#END_800xA_RNRP

Do not edit the lines between the tags

#BEGIN_800xA_RNRP and #END_800xA_RNRP manually.

Lines before and after these tags may be edited manually if necessary but the tag
#END_800xA_RNRP must always end with a CR (carriage return).

The RNRP monitor shows the node names for nodes where the RNRPs name
resolution works as intended. See Host names in the RNRP monitor on page 238.

Configuring the Order of the Network Interfaces

To ensure that a node is always identified with its Primary IP address, it is important
to set the order of the network interfaces correctly and not to change it; the primary
network as the top selection, and the secondary network next.

For nodes that are connected to more than one network area the interfaces for the
Client Server Network shall be listed before the interfaces for the Control Network .
If any additional network interfaces are used these shall be listed after the ones for
the Client Server Network and the Control Network.

1. Set the order in Network Connections in the Network and Sharing Center
on each node.

2. Select Advanced Settings in the Advanced menu.

1. This is valid for Control Networks for all types of controllers, e.g. including Harmony, Melody, DCI controllers
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3. Set the order of the Network Interfaces in the Adapters and Bindings tab,
according to Figure 56.

x|

Adapters and Bindings | Provider Order I

Connections are listed in the arder in which they are accessed by
network services.

Connecti

 Cicrit-Server Network Primary (Yellow)
- Client-Server Network Secondary (Crangs)
= Control Network Primary (Red)

= Control Network Secondary (Blue) LI

Bindings for Client-Server Networc Primary (Yellow):
E File and Printer Sharing for Microsoft Networks

t
[ -+ Intemet Protocol Version & (TCP/IPvE) J
3

-a. Imtemet Protocol Version 4 (TCP/1Pv4)
o8 Client for Microsoft Netwarks

i Imtemet Protocol Version 4 (TCP/1Pv4)

[ & Intemet Protocol Version & (TCP/IPvE)

0K I Cancel

Figure 56. Network Interface Order

Windows Workgroups instead of Windows Domain

Small systems can run without a Domain Controller (and DNS server). In that case
the PCs and users are not handled by a Windows Domain and instead a Windows
Workgroup needs to be created.

A Windows Workgroup is not managed on a dedicated PC. The workgroup
configuration needs to be done on all PCs that belong to the workgroup. This
includes handling the names and addresses of the PCs and definition of users and
groups. The handling of Users and groups in a Windows Workgroup is described in
System 800xA Administration and Security (3BSE037410%).
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There is no fixed limit for the number of nodes or number of users that can be
handled within a workgroup. Systems with more than 10 PCs or 5 users are
normally easier to manage in a domain.

ﬂ RNRP’s Host file service works for both Domain based systems and systems
using Workgroups. This means that from 800xA 5.1, no manual administration of
host files is needed.
Note that the check box Register this connection's addresses in DNS must be
checked for the Client Server Network.

Example of IP Addresses and DNS Configuration

This section describes an example of how to configure DNS for a system with the
following features:

e Two Domain Controllers

¢ One Network Area for the Client Server Network

e Two Network Areas for Control Networks.

*  One Control Network Area is handled by 2 Connectivity Servers

*  One Controller with single CPU

¢  One Controller with redundant CPU

3BSE034463-510 E 139



Example of IP Addresses and DNS Configuration

Section 6 Domain Setup and Name handling

. . Aspect
Domain I — 1 Domain — p D Cli
= = = t71
Controller 1 EJ E] Controller 2 El server 1l S, -
I | | : _ Client/Server
Network Area 1 | | Network
Connectivity . .
— Connectivity — | Connectivity
Server 21 E Server 22 E Eﬁ Server 23
| 1
Network Area 20 Control Networks

Controller 151

A

Controller 201

Figure 57. Example System to show DNS Configuration

‘ Network Area 21

This is not a recommended way to connect a system with only so few nodes. It is an
example to show concepts. A system with more servers, clients and controllers

would be configured in a similar way.

Table 12. DNS Configuration Example

Preferred Alternate | Auto register
Node name Node | Area | Path | IP Address DNS server | DNS server in DNS

Domain 1 1 0 172.16.4.1 172.16.4.1 [172.16.4.2 | Yes
Controller 1

1 172.17.4.1 172.16.4.1 [172.16.4.2 | Yes
Domain 2 1 0 172.16.4.2 172.16.4.1 [172.16.4.2 | Yes
Controller 2

1 172.17.4.2 172.16.4.1 [172.16.4.2 | Yes
Aspect 11 1 0 172.16.4.11 172.16.4.1 | 172.16.4.2 |Yes
Server 11

1 172.17.4.11 172.16.4.1 [172.16.4.2 | Yes
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Table 12. DNS Configuration Example

Preferred Alternate | Auto register

Node name Node | Area | Path | IP Address DNS server | DNS server in DNS

Connectivity 21 1 0 172.16.4.21 172.16.4.1 | 172.16.4.2 | Yes
Server
AC 800M 21 1 172.17.4.21 172.16.4.1 172.16.4.2 | Yes

20 0 172.16.80.21 | 172.16.4.1 172.16.4.2 |No

1 172.17.80.21 (172.16.4.1 |172.16.42 |No

Connectivity 22 1 0 172.16.4.22 172.16.4.1 172.16.4.2 | Yes
Server
AC 800M 22 1 172.17.4.22 172.16.4.1 172.16.4.2 | Yes

21 0 172.16.84.22 (172.16.4.1 |172.16.42 |No

1 172.17.84.22 | 172.16.4.1 172.16.4.2 |No

Connectivity 23 1 0 172.16.4.23 172.16.4.1 172.16.4.2 | Yes
Server
AC 800M 23 1 172.17.4.23 172.16.4.1 [172.16.4.2 | Yes

21 0 172.16.84.23 | 172.16.4.1 172.16.4.2 | No

1 172.17.84.23 | 172.16.4.1 172.16.4.2 | No

Client 71 71 1 0 172.16.4.71 172.16.4.1 |172.16.4.2 |Yes

1 172.17.4.71 172.16.4.1 [172.16.4.2 | Yes

Controller 151 151 20 0 172.16.80.151 | [n.a.] [n.a] [n.a]
Single CPU

1 172.17.80.151 | [n.a.] [n.a] [n.a]
Controller 201 201 21 0 172.16.84.201 | [n.a.] [n.a] [n.a.]
Redundant CPU

1 172.17.84.201 | [n.a.] [n.a] [n.a]
Backup CPU 0 172.16.86.201 | [n.a.] [n.a] [n.a]

1 172.17.86.201 | [n.a.] [n.a] [n.a.]

Table 12 shows how to set the DNS parameters for the Network Adapters in the PCs
and what IP addresses to have in the DNS Forward Lookup Zone.

Each row in Table 12 represents a network interface in a PC or a Controller.
Node, Area and Path are the RNRP address parameters for the Network Interface.

[n.a.] means “not applicable”, e.g. the parameter Preferred DNS server does not
exist for the network interfaces in the controllers.
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Verifying Name Resolution functions Section 6 Domain Setup and Name handling

“Auto register in DNS” Yes/No tells if the check box “Register this connections
addresses in DNS” is to be marked or not.

Use the default setting for NetBIOS.

Verifying Name Resolution functions

The RNRP monitor shows node names

The RNRP monitor shows the node names for nodes where the RNRP’s host file
service works as intended. See Host names in the RNRP monitor on page 238.

ping -a instead of nslookup

The command line utility ping with the option -a provides a way to find out if a
node resolves names properly.

ping -a can provide both forward lookup (address resolution)

C:\Users\Administrator>ping -a SEABB-IS-11704.ATlab.local

Pinging SEABB-IS-11704.ATlab.local [172.16.4.21] with 32 bytes of data:

and reverse lookup (name resolution).

C:\Users\Administrator>ping -a 172.16.4.21
Pinging SEABB-IS-11704.ATlab.local [172.16.4.21] with 32 bytes of data:

The name and address information is displayed independent of if the node actually
responds to the ping requests.

When using host files for name resolution nslookup is not a good tool to analyze
name resolution problems since nslookup only uses DNS. It does not use the
information in the host file.

Special Considerations when Changing DNS Configuration

When changing the DNS configuration pay special attention to when the changes
are actually applied.

If the TP address of a node is changed the DNS Server is not immediately notified.
Notification normally occurs at startup of the node. To force notification, use the
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Section 6 Domain Setup and Name handling Special Considerations when Changing DNS

command line utility ipconfig /registerdns in a command window on the
node that will be registered.

When a node makes a DNS query the response is stored in a local cache to speed up
subsequent queries. This implies that changes in the DNS server are not
immediately noticed in client nodes. To empty the local DNS cache use the
command line utility ipconfig /£flushdns in a command window on the node
that is to be refreshed.

If the two DNS Servers give different responses the replication between the DNS
Servers may not have been completed since the last change. Read more in the
On-line help on the Windows Server 2008 about replication of Active Directory.
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Section 7 Time Synchronization

This section describes how to synchronize real time clocks in an 800xA System.

The first part of the section describes recommended time synchronization schemes
for the most common configurations:

Local Time Source on page 146.

External Time Source on page 150.

Windows Time Instead of AfwTime on page 153.

Systems with More Than One Control Network on page 156.
Time Synchronization with Multisystem Integration on page 157.
Systems with MB 300 and 800xA for AC 800M on page 160
MB 300 as Time Source for AC 800M on page 164.
Synchronization from the Client Server Network on page 167.

NN R LD =

This is followed by a section describing how to set different configuration
parameters in controllers:

e Configure Time Synchronization in Controllers on page 171.

The rest of this section describes the different protocols and time synchronization
components:

*  CNCP - Control Network Clock Protocol on page 174.

*  SNTP - Simple Network Time Protocol on page 176.

*  MB 300 Time Synchronization on page 178.

e MMS Time Synchronization on page 180.

e AfwTime Service on page 180.

*  Time Synchronization for Connectivity Servers, Time Adaptors on page 188.
*  Windows Time Service (W32Time) on page 194.
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Recommended Time Synchronization Schemes

Section 7 Time Synchronization

Recommended Time Synchronization Schemes

To achieve the best time accuracy in the total system, it is recommended to
distribute the time “upwards” in the system, from the Control Network to the Client
Server Network. Typically a controller will act as time master for the Control
Network and the rest of the system will be synchronized from this source.

This way of synchronizing is better than the other direction, because the protocols
on the Control Network support a higher accuracy and the implementations of the
real-time clocks in the Controllers are better than the protocols used between PCs
and the Windows time.

The time source can be a Controller (see Local Time Source on page 146) or an
external time source (see External Time Source on page 150).

Use an external time source if it is important that time stamps in the system are
possible to compare with time stamps from other systems.

The following sections describe some different alternatives for Time
Synchronization including tables with recommended settings. Where and how the
settings are done is described in the protocol sections (CNCP, SNTP, AfwTime,
Windows Time Service etc.) later in this chapter.

Local Time Source

If it is not important that the clocks in the system are well synchronized with clocks
in the rest of the world, it is sufficient to let one (or more to get redundancy) of the
controllers act as the time source for the whole system. When using AC 800M
controllers CNCP is the recommended protocol for time synchronization to all
nodes on the Control Network that support CNCP. This includes all 800xA PCs that
are connected to the Control Network and use 800xA for AC 800M. If the Control
Network is separated from the Client Server Network, normally only the AC 800M
connectivity servers are connected directly to the Control Network. These PCs shall
use the option, AC 800M Time Adaptor, to act as CNCP time slaves and should also
run the AfwTime Server. The other PCs shall run the AfwTime Client.

Let the Domain Controllers fetch the time from time source controller using SNTP.
If they are not connected to the same network area as the controller, TCP/IP
forwarding must be enabled in the connectivity server (see Table 5 in section RNRP
Configuration Parameters on page 54).
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Section 7 Time Synchronization Local Time Source

When using 800xA for Harmony, 800xA for Melody, or 800xA for Advant Master
the connectivity servers shall act as SNTP server for the Domain Controller, see for
example MB 300 as Time Source for AC 800M on page 164.

When using a local time source it is recommended to periodically check and
possibly adjust the system time manually, e.g. once or a few times per year. To be
able to do this the controllers must be set to accept manual time setting. This is done
by setting the parameter “CS Time Set Enable” = true. See also section Setting the
System Time on page 199.

Domain ) _ .
Controller Client Client Client
h |\ Client/Server Network

I

Time Server

AfwTime Service sync

SNTP Connectivity Server

CNCP
Clock Slave

f Control Network

/ N B | CNCP Clock Slaves
CNCP / N\
Clock Master | AC 800M | —&= > J
AN pd

Figure 58. Time Synchronization with Local Time Source
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Local Time Source

Section 7 Time Synchronization

Configuration of the Different Nodes

Table 13. Time Sync Configuration in Controllers: Local Time Source

Controller Type

Up to 10 AC 800Ms

Up to 9 AC 800Ms

Other Controllers

CNCP, Master

CNCP, Master

Time Sync Protocol, Role SNTP Server SNTP Server CNCP, Slave
Parameters

CS CNCP Clock Master Order Number 1 2,3...10 0

CS Protocol Type No Synch CNCP CNCP

CS Time Set Enabled True True True

CS Synchronization Interval 20 20 <don’t care>
CS SNTP Server Addr 1 <empty> <empty> <empty>

CS SNTP Server Addr 2 <empty> <empty> <empty>

Table 14. Configuration of the AfwTime Service: Local Time Source

Parameters Value
Server Running True
Clients Allowed to set time False
Synchronization Interval (sec.) 20
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Section 7 Time Synchronization

Local Time Source

Table 15. Time Sync Configuration in Clients and Servers: Local Time Source

Node Type
Connectivity Servers Other 800xA System Nodes

CNCP Role Slave <not used>
AC 800M Time Adaptor Installed Not installed
Other Time Adaptors Not installed Not installed
AfwTime Service Role Server Client
Provider Defition | En20169 True Fase

Time

Synchronization True True
TimeServerHandler | Running

Allowed to set time False False
W32Time Startup type Disabled Disabled

Table 16. Time Sync Configuration in Dedicated Domain Controller:
Local Time Source

w32tm /config /manualpeerlist:’A.B.C.D A.B.E.F”

SNTP Server addresses (the addresses of the Controllers that act as SNTP Servers)
Startup type Automatic

W32Time service
Server status Started

Windows Registry NtpServer Enabled =0

parameters for . B

W3a2Time NtpClient Enabled = 1
Type NTP (this is set by w32tm /config /manualpeerlist)
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External Time Source Section 7 Time Synchronization

External Time Source

If the system needs to be synchronized with a global time master, the recommended
method is to use an SNTP server with a GPS receiver.

Connect the SNTP server to the Control Network and configure all AC 800M
controllers to fetch the time via SNTP.

Configure two AC 800M as CNCP Clock Masters to synchronize the connectivity
servers as in the case with Local Time Source. It is possible to use only a few
controllers as SNTP clients and let the others be CNCP slaves.

The best over all accuracy is achieved with one or more High Precision SNTP
Servers connected to each network area. Use at least two servers to improve the
availability. Since these products do not support RNRP one of them shall be
connected to the primary network and the other to the secondary network.

Dedicated Domain Controllers may also synchronize directly from the SNTP
servers. For this traffic to find its way TCP/IP forwarding must be enabled in the
connectivity servers and the SNTP servers need to have the “Default Gateway”
parameter set to the address of a Connectivity Server.

Domain ) ' '
Controller Client Client Client
Client/Server Network

| AfwTime Service sync

AfwTime Server
AC 800 Connectivity
CNCP
Clock Slave SNTP Server
SNTP &~ % _
Control Network f | GPS Receiver

CNCP !

7 . N e
’
A S
\ 1
T -
'
'

Clock Master 1 :

Clock Master 2 -

clock Slaves

Figure 59. Using an External Time Source
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Section 7 Time Synchronization

External Time Source

Configuration of the Different Nodes

Table 17. Time Sync Configuration in Controllers: External Time Source

Controller Type

2 Controllers

Other Controllers

Time Sync Protocol, Role gm-l(-:l:’, %llifsr;ter CNCP, Slave
Parameters

CS CNCP Clock Master Order Number 1,2 0

CS Protocol Type SNTP CNCP

CS Time Set Enabled False False

CS Synchronization Interval 20 <don’t care>
CS SNTP Server Addr 1 AB.CD <empty>

CS SNTP Server Addr 2 AEEFG <empty>

A.B.C.D and A.E.F.G are the addresses of the SNTP servers. One on each network

path.

Table 18. Configuration of the AfwTime Service: External Time Source

Parameters Value
Server Running True
Clients Allowed to set time False
Synchronization Interval (sec.) 20
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External Time Source

Section 7 Time Synchronization

Table 19. Time Sync Configuration in Clients and Servers: External Time Source

Node Type
Connectivity Servers Other 800xA System Nodes

CNCP Role Slave <not used>
AC 800M Time Adaptor Installed Not installed
Other Time Adaptors Not installed Not installed
AfwTime Service Role Server Client
Provider Defnition | En201e9 True Fase

Time

Synchronization True True
TimeServerHandler | Running

Allowed to set time False False
W32Time Startup type Disabled Disabled

Table 20. Time Sync Configuration in Dedicated Domain Controller:
External Time Source

SNTP Server addresses

w32tm /config /manualpeerlist:”’A.B.C.D A.B.E.F”
(the addresses of the external SNTP Servers)

Startup type Automatic
W32Time service
Server status Started
Windows Registry NtpServer Enabled =0
parameters for . _
Wa2Time NtpClient Enabled = 1
Type NTP (this is set by w32tm /config /manualpeerlist)
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Section 7 Time Synchronization Windows Time Instead of AfwTime

Windows Time Instead of AfwTime

If it is not important to have a high time synchronization accuracy in the system it is
possible to use the standard settings of Windows Time to synchronize the PCs. This
means that all PCs will fetch the time from the Domain Controller.

It is still a good idea to use a controller or even an external SNTP server as time
source for the system but the AfwTime service is not needed and must be disabled.

By tuning NTP parameters in the Windows Registry it is possible to achieve a quite
good time synchronization accuracy also with this method.This however gives a
configuration which is a bit tricky to maintain.

Domain ) . )
Controller L] Client »CIlent Client
SNTP
BAGS) | | |
Client/Server Network
SNTP A
Connectivity Server
SNTP
Ny SNTP Server
|

oNeP - | SNTRCHefts
Clock Master 1| A ;' |
- ’ CNCP ,

. \ Clock Master 2 - \

Slaves

Figure 60. Using Windows Time to synchronize the PCs
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Windows Time Instead of AfwTime Section 7 Time Synchronization

Configuration of the Different Nodes

Table 21. Time Sync Configuration in Controllers: Windows Time Sync

Controller Type

2 AC 800Ms Other AC 800Ms Other Controllers
Time Sync Protocol, Role (S.:N-g;‘ (lzllli:sntter SNTP, Client CNCP, Slave
Parameters
CS CNCP Clock Master Order Number 1,2 0 0
CS Protocol Type SNTP SNTP CNCP
CS Time Set Enabled False False False
CS Synchronization Interval 20 20 <don’t care>
CS SNTP Server Addr 1 A.B.CD AB.CD <empty>
CS SNTP Server Addr 2 AEFG AE.FG <empty>

A.B.C.D and A .E.F.G are the addresses of the SNTP servers. One on each network
path.

Table 22. Configuration of the AfwTime Service: Windows Time sync

Parameters Value
Server Running False
Clients Allowed to set time False
Synchronization Interval (sec.) <don’t care>
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Section 7 Time Synchronization

Windows Time Instead of AfwTime

Table 23. Time Sync Configuration in Clients and Servers: Windows Time Sync

Node Type
Connectivity Servers Other 800xA System Nodes

CNCP Role <not used> <not used>
Time Adaptors Not installed Not installed
AfwTime Service Role <not used> <not used>
Time Service
Provider Definition Enabled False False

Time

Synchronization False False
TimeServerHandler | Running

Allowed to set time False False
SNTP Role Client Client

Startup type Enabled Enabled
W32Time

Server status Started Started

Table 24. Time Sync Configuration in Dedicated Domain Controller:
Windows Time sync

SNTP Server addresses

w32tm /config /manualpeerlist.”’A.B.C.D A.B.E.F”
(the addresses of the external SNTP Servers)

Startup type Automatic
W32Time service
Server status Started
Windows Registry NtpServer Enabled = 1
parameters for . _
W32Time NtpClient Enabled = 1
Type NTP (this is set by w32tm /config /manualpeerlist)
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Systems with More Than One Control Network Section 7 Time Synchronization

Systems with More Than One Control Network

If a system contains connectivity servers for more than one Control Network, the
best system wide time synchronization accuracy is achieved by using externally
synchronized time sources, for example (S)NTP time servers with GPS receivers.
The connectivity server(s) for one of the Control Networks must be responsible for
synchronizing the Client/Server Network. Delete the AfwTime Server in the other
Connectivity servers (see Figure 77 on page 185)

Domain ) _ .
Controller Client Client Client
Client Server
| e | I | Network
Connectivity Server Connectivity Server

W WMI Time source
Control|Network Y

External Time source ! I~
> Time|Master Network = | ‘

Control Netwy// . | &
| W— Controller Controller

| 4

Controller Controller

Figure 61. Time Synchronization with more than one Control Network

To reduce the number of time servers it is possible to let controllers in one Control
Network use time servers in another Control Network via routing through the
Connectivity Servers. This gives a lower synchronization accuracy than if only local
servers are used, but with AC 800M controllers synchronizing from good SNTP
servers it can still be better than 1 ms between all controllers in the system.

Time Synchronization configuration in the Connectivity Servers differ between the
different Connect Products:

For 800xA for AC 800M see AC 800M Time Adaptor on page 189.

For 800xA for Advant Master see Advant Master Time Adaptor on page 189.
For 800xA for Harmony see Time Sync with 800xA for Harmony on page 192.
For 800xA for Melody see Time Sync with 800xA for Melody on page 193.
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Section 7 Time Synchronization Time Synchronization with Multisystem Integration

Time Synchronization in the Control Networks that are not acting as time sources
for the Client/Server network also differs between Controller families:

. 800xA for AC 800M, 800xA for Harmony and 800xA for Melody: Use a GPS
clock or similar.

*  800xA for Advant Master: Connect the MB 300 network with an AC 800M
controller with CI855, see Systems with MB 300 and 800xA for AC 800M on
page 160.

It is possible but not recommended to let the Advant Master Connectivity
server synchronize the MB 300 network, see Reverse Synchronization Mode
on page 190.

The Connectivity Servers for these Control Networks may be synchronized from
their own Control Networks or the same way as the rest of the nodes on the Client
Server Network.

Time Synchronization with Multisystem Integration

In an automation system consisting of more than one 800xA System (see
Multisystem Integration on page 80) there are some things to pay special attention
to when planning the time synchronization:

*  The clocks in the different 800xA Systems should be synchronized. If the
clocks differ more than 5 minutes between the provider system and the
subscriber system a system event will be generated in the subscriber system
once per hour.

e AfwTime can only distribute time to nodes belonging to the same 800xA
System (same Aspect Directory). None of the other synchronization protocols
have any notion of the Aspect Directory:

— A CNCP master synchronizes all CNCP slaves on the same network area
independent of which 800xA System the nodes belong to.

— An SNTP server can be used by SNTP clients independent of which
800xA System the nodes belong to.

The following sections describe some different alternatives for a system with
Multisystem Integration.
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Time Synchronization with Multisystem Integration

Section 7 Time Synchronization

Different Systems on the Same Control Network

If there is a Control Network that all systems are connected to let one AC 800M
controller be CNCP master and receive the time in the connectivity servers for the
different systems with the 800xA for AC 800M Time Adaptor. The configuration
will be similar to Local Time Source on page 146. SNTP with high accuracy may
also be used as in Windows Time Instead of AfwTime on page 153.

Different Systems on Different Networks

If the systems are not connected via the Control Network the best accuracy is
achieved using an external time source in each system as in Systems with More
Than One Control Network on page 156, see Figure 62.
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Figure 62. Time Synchronization of Multisystem Integration with External Time

Sources
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Section 7 Time Synchronization Time Synchronization with Multisystem Integration

Different Systems on Connected Networks

If the accuracy requirement is not so high let one (or two for redundancy) node in
one system be SNTP server for nodes in other systems.

If the networks in all systems are connected as one RNRP network all nodes in all
systems may reach each other with routing. This can be used so that one controller
in the provider system is SNTP server for a controller in the subscriber system
which is SNTP client. That controller may then distribute the time with e.g. CNCP
upwards in its system, see Figure 63.

K System X \ K System Y \

Shared
| M#\ | \| | Nete\:vrgrk

C necti\vity Server C\or\necti\vity Server
Routed|SNTP A External Time source
. I [ |

Controller —»| Controller Controller—= Controller

\SNTP server J K SNTP client J

Figure 63. Time Synchronization of Multisystem Integration with Routed SNTP

Another method is to use the node that runs the Remote Access Server as SNTP
server and the node that runs the Remote Access Client as SNTP client. The rest of
the nodes on the Client Server Network may be synchronized with the AfwTime
service, see Figure 64. Since this involves using one or more PCs as SNTP servers
(according to Enable the SNTP Server, Disable SNTP Client in a PC on page 196)
this will however probably be more difficult to configure than the alternative in
Figure 63.
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/ Provider System \ K Subscriber System \

SNTP server || SNTP client

RAS RAC |
N \AfwTime | Shared
\ | “AfwTime 4 Network
Connectivity Server Conne&\ivity Server

Acner \SNTP
| | CNCP__|

Controller +—p» COHtrOHEy \ Controller4—s=Controller

/

Figure 64. Time Synchronization of Multisystem Integration with SNTP from the
RAS node to the RAC node

Systems with MB 300 and 800xA for AC 800M

If a system contains both a MB 300 network and a Control network with AC 800M
Controllers, it is recommended to use a CI855 in at least one AC 800M so that the
time can be distributed from the Control Network to MB 300 via CI855. The
following description is based on an AC 800M being the time source for the entire
system.

If an external SNTP server is used, the AC 800M controllers must be configured as
in Windows Time Instead of AfwTime on page 153. The other nodes will be
configured in the same way as described below.

In this example the AfwTime Service is used on the Client Server Network,
but the W32Time service may be used as in Local Time Source on page 146.
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Domain

Controller Client Client Client

\'\ \
Advant Master | SNTP Time Server

Connectivity
Server Clock Sla

RTA ‘%P Control Network

I
MB 300 Clock Sync ’C 855 | ac 800M

MB 300

Client Server
Network

AfwTime Service sync

Advant
Master

Figure 65. Time Synchronization with Both MB 300 and the Control Network

Configuration of the Different Nodes

Table 25. Time Sync Configuration in Controllers: AC 800M to MB 300

Controller Type

One or two AC 800Ms Other Controllers
. CNCP, Master
Time Sync Protocol, Role MB 300, Master CNCP, Slave
Parameters
CS CNCP Clock Master Order Number 1,2 0
CS Protocol Type CNCP (don’t care) CNCP
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Systems with MB 300 and 800xA for AC 800M

Section 7 Time Synchronization

Table 25. Time Sync Configuration in Controllers: AC 800M to MB 300

Controller Type

Time Synchronization

One or two AC 800Ms Other Controllers
CS Time Set Enabled True True
CS Synchronization Interval 20 <don’t care>
CS SNTP Server Addr 1 <empty> <empty>
CS SNTP Server Addr 2 <empty> <empty>
Configuration for CI855: MB 300 Master <not useds

Table 26. Configuration of the AfwTime Service: AC 800M to MB 300

Parameters Value
Server Running True
Clients Allowed to set time False
Synchronization Interval (sec.) 20

Table 27. Time Sync Configuration in Advant Master Controllers on MB 300:

AC 800M to MB 300
Parameters on the Clock Synch DB element | Value
CLK_MAST 0
LOC_TIME 2
CLK_SEND 0
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Section 7 Time Synchronization Systems with MB 300 and 800xA for AC 800M

Table 28. Time Sync Configuration in Clients and Servers: AC 800M to MB 300

Node Type
Advant Master
ACB800M Connectivity Servers Connectivity Other 800xA System
Nodes
Servers

CNCP Role Slave <not used> <not used>
AC 800M Time Adaptor Installed Not installed Not installed
Other Time Adaptors Not installed Not installed Not installed
AfwTime Service Role Server Client Client
Time Service
Provider Definition Enabled True False False

Time

Synchronization True True True
TimeServerHandler | Running

Allowed to set time False False False
MB 300 Clock Synch Role <not used> Slave <not used>
MB 300 Clock Sync CLK_MAST <not used> 0 <not used>
Config for the Clock
Synch DB element LOC_TIME <not used> 2 <not used>
on the RTA board CLK_SEND <not used> 0 <not used>
W32Time Startup type Disabled Disabled Disabled

Table 29. Time Sync Configuration in Dedicated Domain Controller:

AC 800M to MB 300
w32tm /config /manualpeerlist:’A.B.C.D A.B.E.F”

SNTP Server addresses (the addresses of the Controllers that act as SNTP Servers)

Startup type Automatic
W32Time service

Server status Started
Windows Registry NtpServer Enabled = 0
parameters for . _
W32Time NtpClient Enabled = 1

Type NTP (this is set by w32tm /config /manualpeerlist)
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MB 300 as Time Source for AC 800M Section 7 Time Synchronization

MB 300 as Time Source for AC 800M

For existing systems with Advant Master that are extended with 800xA for
AC 800M it is often a requirement to synchronize the new AC 800M controllers
from the Advant Master Controllers via the CI855. This is also possible.

A draw back (compared to the previous alternative) is that the MB 300 time sync
protocol uses local time and the Advant Master Controllers do not handle Daylight
Savings Time changes. The Advant Master Controller which is time sync master
appoints a RTA board or a CI855 to handle the shifting of Daylight Savings Time.

The following description is based on an AC 400 controller being the time source
for the entire system. That controller may additionally be synchronized with a
minute pulse.

In this type of configuration it is recommended to use AfwTime Service on all
800xA nodes in the Client Server Network. It is necessary at least for the Advant

Master Time Adaptor.
Domain ) ) )
Controller Client Client Client Client Server

SNTP / | Network

[ AfwTime Service sync

SNTP Server AfwTime Server AC 800M
Connectivity Server
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Daylight Savings Shift ‘ \
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Figure 66. Time Synchronization with Both MB 300 and the Control Network
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Section 7 Time Synchronization MB 300 as Time Source for AC 800M

Configuration of the Different Nodes

Table 30. Configuration in Clock Sync Master on MB 300: only MB 300

Parameters on the Clock Synch DB element | Value

CLK_MAST 1
LOC_TIME 2
CLK_SEND 1

Table 31. Time Sync Configuration in AC 800M Controllers: MB 300 to AC 800M

Controller Type
AC 800Ms connected
to MB 300 Other Controllers
) CNCP, Master

Time Sync Protocol, Role MB 300, slave CNCP, Slave
Parameters
CS CNCP Clock Master Order Number 1,2 0
CS Protocol Type MB 300 CNCP
CS Time Set Enabled False False
CS Synchronization Interval 20 <don’t care>
CS SNTP Server Addr 1 <empty> <empty>
CS SNTP Server Addr 2 <empty> <empty>
Configuration for CI855:
Time Synchronization MB 300 Slave <not used>

Table 32. Configuration of the AfwTime Service: MB 300 to AC 800M

Parameters Value
Server Running True
Clients Allowed to set time False
Synchronization Interval (sec.) 20
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MB 300 as Time Source for AC 800M

Section 7 Time Synchronization

Table 33. Time Sync Configuration in Clients and Servers: MB 300 to AC 800M

Node Type
Advant Master Connectivity
Servers Other 800xA System Nodes

Advant Master Time Adaptor Installed Not installed
Other Time Adaptors Not installed Not installed
AfwTime Service Role Server Client
Time Service
Provider Definition Enabled True False

Time

Synchronization True True
TimeServerHandler | Running

Allowed to set time False False
MB 300 Clock Synch Role Slave, DST Master <not used>
MB 300 Clock Sync CLK_MAST 0 <not used>
Config for the Clock
Synch DB element LOC_TIME 2 <not used>
onthe RTAboard | ¢ ¢ sEND 1 <not used>
SNTP role Server <not used>

Startup type Automatic Disabled
W32Time

Server status Started Stopped

NtpServer Enabled = 1 <don’t care>
SNTP parameters in
Windows Registry NtpClient Enabled =0 <don’t care>

Type NoSync <don’t care>
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Section 7 Time Synchronization Synchronization from the Client Server Network

Table 34. Time Sync Configuration in Domain Controller: MB 300 to AC 800M

w32tm /config /manualpeerlist.”’A.B.C.D A.B.E.F”
SNTP Server addresses (the addresses of the Advant Master Connectivity Servers
that act as SNTP Servers)
Startup type Automatic
W32Time service
Server status Started
Windows Registry NtpServer Enabled =0
parameters for . B
W32Time NtpClient Enabled = 1
Type NTP (this is set by w32tm /config /manualpeerlist)

Synchronization from the Client Server Network

With 800xA for AC 800M and 800xA for Advant Master it is possible to
synchronize the clocks in the controllers from the Client Server network through the
connectivity servers. This is normally not the recommended solution. It typically
gives lower accuracy of the clocks in the controllers. In this example the Domain
Controller is synchronized by an external SNTP server.

] Domain SNTP SNTP
™| Controller Client Client
SNTP Ser%vs\ ~—

/SNTP ]
y S

‘ Client/Server Network

SNTP Clien SNTP Client
Advant Master Connectivity Server | | AC 800M Connectivity Server
RTA
MB 300 Control Network
MB 300
Clock Sync Advant SNTP CNCP

Master Client _—dl’ +

CNCP Master CNCP Slaves

Figure 67. Synchronizing from the Client Server Network
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Synchronization from the Client Server Network

Section 7 Time Synchronization

Configuration of the Different Nodes

Table 35. Time Sync Configuration in Controllers: Reversed Sync

Controller Type

2 AC 800Ms Other Controllers
Time Sync Protocol, Role gmg:, (lillli:srlter CNCP, Slave
Parameters
CS CNCP Clock Master Order Number 1,2 0
CS Protocol Type SNTP CNCP
CS Time Set Enabled False False
CS Synchronization Interval 20 <don’t care>
CS SNTP Server Addr 1 AB.CD <empty>
CS SNTP Server Addr 2 A.E.FG <empty>

Table 36. Time Sync Configuration in Advant Master Controllers on MB 300:
Reversed Sync

Parameters on the Clock Synch DB element | Value

CLK_MAST

LOC_TIME

CLK_SEND

A.B.C.D and A.E.F.G are the addresses of the external SNTP servers. One on each

network path.

Table 37. Configuration of the AfwTime Service: Reversed Sync

Parameters Value
Server Running True
Clients Allowed to set time False
Synchronization Interval (sec.) 20
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Section 7 Time Synchronization

Synchronization from the Client Server Network

Table 38. Time Sync Configuration in Clients and Servers: Reversed Sync

Node Type
AC 800M Connectivity Advant Master Other 800xA System
Servers Connectivity Servers Nodes
CNCP Role <not used> <not used> <not used>
AC400 Time Adaptor Not installed Installed Not installed
Other Time Adaptors Not installed Not installed Not installed
AfwTime Service Role <not used> Just executing the <not used>
AC400 Time Adaptor

Time Service Provider
Definition Enabled False True False

gllrjv;iiiynchromzatlon False False False
TimeServerHandler 9

Allowed to set time False False False
MB 300 Clock Synch Role <not used> Master <not used>
MB 300 Clock Sync CLK_MAST <not used> 1 <not used>
Config for the Clock LOC_TIME <not used> 0 <not used>
Synch DB element on
the RTA board CLK_SEND <not used> 1 <not used>
REVERSED_SYNC_MODE in Windows Registry | <not used> 1 <not used>
SNTP Role Client Client Client
W32Time Startup type Enabled Enabled Enabled

Table 39. Time Sync Configuration in Dedicated Domain Controller:
Reversed Sync

SNTP Server addresses

w32tm /config /manualpeerlist:’A.B.C.D A.E.F.G”
(the addresses of the external SNTP Servers)

Startup type Automatic
W32Time service
Server status Started
Windows Registry NtpServer Enabled = 1
parameters for . _
W32Time NtpClient Enabled = 1
Type NTP (this is set by w32tm /config /manualpeerlist)
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Systems with AC 800M HI with Safe Peer-To-Peer Section 7 Time Synchronization

Systems with AC 800M HI with Safe Peer-To-Peer

In an Automation System were AC 800M HI controllers communicate via the Safe
Peer-To-Peer MMS protocol the time between two controllers must not differ more
than 100 ms.

This means that there are fairly high requirements on the accuracy of the
synchronization and setting the time with a big adjustment should be avoided.

The following methods are recommended to achieve this':

1. Let one AC 800M controller, which is not using Safe Peer-to-Peer MMS,
synchronize from an external time source as in External Time Source on page
150 and at the same time be CNCP master for the AC 800M HI controllers that
use Safe Peer-to-Peer MMS, see Figure 68 on page 170.
If the connection to the GPS system is lost the re synchronization of the HI
controllers is done with CNCP multicast. It may take slightly different time for
different controllers to adjust to the new time, but the time when two HI
controllers have different time is much shorter(~5s) with this scheme than if all
controllers use SNTP as in alternative 3.

2. Use an AC 800M as time source as described in Local Time Source on page
146. Avoid setting the time manually while the application process is running.

3. Use redundant external time sources as in External Time Source on page 150
with the addition to use two SNTP servers. Supervise that the SNTP servers are
OK. If both SNTP servers lose the connection to the GPS system for a long
time there is a risk for a big adjustment when they regain the connection and it
may take different time for different controllers to notice the adjustment.

SNTP Server
Control Network | \\
________ ] ] SNTP
¥ )/ CNeP
; SNTP Client
\ AC 800M Hi _~"AC 800M (not using Safe MMS)
_ CNCP Clock Slaves .-~ CNCP Clock Master

Figure 68. Using CNCP with global time for AC 800M HI controllers

1. The rest of the system can be synchronized with CNCP via the Connectivity Servers as previously described.
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Section 7 Time Synchronization

Configure Time Synchronization in Controllers

Configure Time Synchronization in Controllers

Time Synchronization Parameters for AC 800M

Synchronization of the real time clock in an AC 800M controller is configured in
the controller project in the Control Builder. The parameters are located at the

bottom of the Hardware editor window for the CPU unit, e.g. PM860/TP860, see
Figure 69.

File Edit View Tools Window Help

ik % BE Iy @

Editor Edit View Insert Tools Window Help

W@ Libraries
- @) Applicat . - A
,,,csst‘::”':,:s ‘RHAZy®@mO 9oL -0 A&IRICD AT ¢t 8 L TiE
e @ C;”t?"e’—lc‘tlf'm“l . Parameter Value Type |Unit Min Max -
@ Commeoel L CS CNCP ClackMaster Order No 0 dint 0 10
4 Hapdfiare ACS00M CS Pratocol Type SNTP enum
CS Time Set Enabled False enum
CS Synch Interval 20 dint |s 1 240
= Access Variab CS SNTP ServerAddr 1 172.16.1.245 string |
CS SNTP SenverAddr 2 172163245 |sting i
<+ % Settings 4 Connections 3, Unit Status /7 <&
Reading project ACS00M
Reading library Basiclib 1.6-8 Row 34, Col3
Reading library IconLib 1.3-3 ~
H 4 F M Description Check » Message
I Controller ACB00 CPU with Base plate I
Figure 69. Configuration of Time Synchronization for AC 800M
Table 40 describes the parameters.
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Time Synchronization Parameters for AC 800M

Section 7 Time Synchronization

Table 40. Parameters Defining Clock Synchronization in AC 800M

CS SNTP ServerAddr2

Parameter Type | Value and description
CS CNCP dint CNCP Clock Master order number:
ClockMasterOrderNo 0: This node can not become Clock Master
1: This is primary Clock Master
2: This is secondary Clock Master
n: This is the n' order CNCP Master
Max value is 10.
CS Protocol Type enum | The protocol used for receiving clock synchronization:
No Synch: The Controller clock is not synchronized from any
other time source. This setting shall be used for a
Controller which is root time source for a system.
CNCP: The Controller clock is synchronized via CNCP.
SNTP: The Controller clock is synchronized via SNTP.
MMS: Sync from MMS Date & Time or COMLI is allowed.
MB 300: The Controller clock is synchronized from MB 300
via CI855. See Time Synchronization for MB 300
via CI855 on page 173.
CS Time Set Enabled enum | False:CNCP Time set from network disabled.
(recommended if an external time source is used)
True: CNCP Time set from network will be accepted.
(see Setting the System Time on page 199)
“Time Setting” is when the time is changed in a large step, typ-
ically manually. Small automatic changes are called “Time
Synchronization”.
CS Synch Interval dint The clock synchronization interval in seconds:
CNCP: The Clock Master transmit interval.
SNTP: The interval for poll of Time Server.
Default value is 20 seconds.
Max value is 240 seconds (4 minutes).
CS SNTP ServerAddr1 | string | IP-addresses to alternative SNTP Servers

If the first entry is zero, no SNTP time requests will be sent.
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Section 7 Time Synchronization Time Synchronization for MB 300 via CI855

AC 800M can distribute time via all its supported protocols simultaneously, but it
only receives time synchronization via the protocol defined by “CS Protocol Type”.
The sending is enabled per protocol:

*  The parameter CS CNCP ClockMasterOrderNo controls sending with CNCP.
If the parameter is zero the node will not send time with CNCP.

*  AC 800M can act as SNTP server. This function is always enabled. The
communication initiative lies on the clients so there is no parameter for this.

e The parameter “Time sync” on CI855 controls if CI855 will send time sync on
MB 300.

If an AC 800M is root time source for the system (i.e. does not receive time from
any other node) “CS Protocol Type” shall be set to “No Synch”.

Time Synchronization for MB 300 via CI855

AC 800M can use the communication module CI855 for time synchronization to or
from the MB 300. This is configured with the “Time sync” parameter on the CI855
in the controller project in Control Builder, see Figure 70.

File Edit View Tools Window Help
OFr RE88 &y @
..... W Libraries
@, Applications
S ) Controllers
- ), Controller 1 (172,

§ Hardware - Controller_1.1 CI855 5 o ] B4
Editor Edit Wiew Insert Tools ‘window Help

[mrgl@lvoxs 2B |BR S|~ et 8|1

0.0)

3 Connected/Applicatior |Parameter alue Type Unit Min Mz dt

- E°”d”“ d;'cb;;;: CI855 node number 1 dint 1 99 Ly

4 arn re

0 PME80/T Pratacal type MB 300 Enurm

Metwark number 1 11 dint 0 127

L i T 12 dint ol 127

"""" Time sync ME 300 Master |enum )

PP o RS P R X
4 | [% Settings 7,__Conmectmmn St T 3

Row 5, Col 1 [ wom =

Reading project ACE00M &

Reading library BasicLib 1.6-8 4

Reading library IconLib 1.3-3 -
4 4 r M Description Check » Message

Figure 70. Configuration of MB 300 Time Synchronization via CI855
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Time Synchronization in Advant Master Controllers Section 7 Time Synchronization

The Time synchronization parameter on CI855 can be set up according to Table 41
below.

Table 41. Parameters for Defining Time Synchronization of CI855 in AC 800M

Parameter Type Value and description

Time sync Enum | No Time-sync: CI855 is not synchronized.
AC 800M Local: CI855 is synchronized from the AC 800M.
MB 300 Master: CI855 is synchronized from the AC 800M

and acts as a clock sync master on the
MB 300 network.

MB 300 Slave: CI855 is synchronized from the MB 300
network and synchronizes the AC 800M.
(Set also CS Protocol Type = MB 300)

CI855 is the only node type on MB 300 that has both a high accuracy of its local
@ clock, good support for daylight saving time and a possibility to use an external

time source. Therefore, it is recommended that the CI855 is set up as “MB 300

Master” on the MB 300 network rather than being used as “MB 300 Slave”.

Time Synchronization in Advant Master Controllers

The time synchronization of an Advant Master controller is configured by the
Database Element CLOCK_SYNCH, just like it is done on the RTA board (see
Time Synchronization on the RTA Board on page 190).

CNCP - Control Network Clock Protocol

CNCEP is an ABB proprietary master-slave clock synchronization protocol for the
Control Network.

ﬂ CNCP uses RNRP functionality so RNRP must be configured (implicit or
explicit) in a node that uses CNCP.

The CNCP Clock Master periodically sends time updates to the clock slaves with
multicast messages.
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Section 7 Time Synchronization CNCP - Control Network Clock Protocol

One or several nodes can act as a backup Clock Master. This means that if the
current Clock Master is lost, one or several other nodes are prepared to take over as
Clock Synchronization Master. To become a backup Clock Master the nodes must
be configured for that role. While a node is Clock Master backup it acts as Clock
slave and receives time from the active Clock Master.

AC 800M can act as CNCP Clock Master (and as Clock Master backup).

AC 800M and Connectivity Servers with 800xA for AC 800M with the option
AC 800M Time Adaptor installed can act as CNCP Clock Slaves.

Figure 71 shows the node types that can be synchronized with CNCP and their
relative time accuracy.

800xA System
with ~200ms

AC 800M Time| + ——_ [ac s0oM

Control Network /
Aws

AC 800M

Figure 71. Time Synchronization with CNCP

Time Synchronization Parameters for AC 800M on page 171 describes how to
configure CNCP in a controller. AC 800M Time Adaptor on page 189 describes
how CNCP is used in a PC.

ﬂ The CNCP messages are received by all CNCP Slaves on the same Network Area
as the master independent of which Aspect Directory the nodes belong to.
If two 800xA Systems are running on the same network the planning of time
Synchronization with CNCP must be done considering both 800xA System:s.

ﬂ When CNCP is used on a redundant network the messages are sent on both paths.
If the backup path is working the messages are taken from this path. The reason is
that the amount of traffic is lower on the backup path and this typically gives a
better accuracy.
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Forwarding of CNCP Between Network Areas Section 7 Time Synchronization

Forwarding of CNCP Between Network Areas

Since CNCP messages uses multicast, the messages are normally not routed
between network areas. Standard network routers can be configured to forward
multicast but this is not recommended in a system using RNRP and/or CNCP.

An AC 800M controller connected to two different non-redundant network areas
can forward CNCP time synchronization between the areas.

SNTP - Simple Network Time Protocol

SNTP is a standard client server oriented time synchronization protocol. It is
described in the Internet RFC-2030. The SNTP time clients periodically request
time updates from the time server.

SNTP can be used to fetch time from an external time source.

SNTP is a subset of the more advanced NTP (Network Time Protocol) which is
described in RFC-1305. The message formats are the same in NTP and SNTP. This
means that an SNTP client can use an NTP server.

SNTP Implementations

There are special SNTP implementations that compensate for most known delays
(internal and on the network) in the transmission of the time messages from the
source to the destination. This can give an accuracy down to +/- 1 microseconds.

The SNTP client implementation in the AC 800M handles some of the known
delays. With good SNTP servers, AC 800M can be synchronized with an accuracy
better than +/-500 microseconds for nodes connected to the same switch.

The best accuracy is normally achieved with SNTP server usually receives globally
synchronized time via a GPS receiver.

The AC 800M controller includes an SNTP server which is always enabled. This
server does however not give a very high accuracy.
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Section 7 Time Synchronization Stratum

The Windows Time Service (see Windows Time Service (W32Time) on page 194)
in Windows Server 2008 and Windows 7 implements the complete NTP with client
and server functionality.

[P ]

~1000 ms
Client Server Network /4 *

¥ x \/

~1000 ms (routed)

~1000 ms (routed)

SNTP GPS
Server receiver

[ Pc ]

Control Network \

\ <= 1ms

200msy, | )/< e ¥

AC 800M AC 800M

Figure 72. Time Synchronization with SNTP

Stratum

Nodes using SNTP are classified with the term Stratum. Stratum is a value that tells
the number of intermediate time servers from an independent global reference time
source. An atomic clock is at stratum 0. A time server receiving its time from a
stratum O source gets stratum 1. An SNTP server with a GPS receiver normally has
stratum 1. When AC 800M fetches time with SNTP it informs in the controller log
about the stratum of its SNTP server. The stratum of the server does not necessarily
say how accurate the clock in the client will be. For example if the transportation
delay between the client and the server varies much the accuracy may be bad even if
the server has a low stratum and is very accurate. Fault Tracing Time
Synchronization Problems on page 206 describes more about how to check the
clock accuracy in different nodes.

SNTP Servers on a Redundant Network

If a redundant network is used the SNTP servers must be duplicated so that there is
at least one on each network path i.e. if the SNTP server does not support RNRP.
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Routing SNTP Traffic Section 7 Time Synchronization

Routing SNTP Traffic

It is possible to route SNTP communication via an IP router, e.g. a Connectivity
Server. This will lead to a lower accuracy than if the Client and the Server are
located on the same subnet. This method is recommended for Domain Controllers
that do not run the AfwTime Service.

Nodes running RNRP are able to communicate through RNRP routers, as for
example the Connectivity Servers, without any special configuration. To enable an
SNTP server that does not run RNRP to communicate through an RNRP router the
routing capability needs to be configured in the SNTP server. The simplest method
is normally to set the parameter for default gateway in the SNTP server to the
Control Network address of the Connectivity Server. Note that this must be the
address on the network path where the SNTP server is connected, i.e. in the case of
an SNTP server connected to the secondary Control Network, it must be the
Secondary Control Network address for the Connectivity Server.

Read also about the parameter Enable TCP/IP Forwarding in Table 5, RNRP
Configuration Parameters on page 54.

Configuring SNTP

Time Synchronization Parameters for AC 800M on page 171 describes how to
configure SNTP in a controller.

Windows Time Service (W32Time) on page 194, Enable the SNTP Server, Disable
SNTP Client in a PC on page 196 and Configure Time Synchronization in a
Dedicated Domain Controller on page 197 describe how to configure SNTP in a PC.

See also Fault Tracing SNTP on page 208.

MB 300 Time Synchronization

The time synchronization protocol used on MB 300 is a master slave protocol
providing an accuracy better than 3 milliseconds. The protocol is used when time is
distributed between 800xA and legacy products in the ABB Master family.

Nodes supporting the MB 300 time protocol are:

e  AC 400 Connectivity server via the RTA board PU510
or via the RTA box PU 410.
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Section 7 Time Synchronization MB 300 Time Synchronization

¢ AC 800M via CI855
o AC 400 Master, MasterPiece 200, Advant Station 500 OS, MasterGate, etc.

It is recommended to use the CI855 as Clock Master wherever possible. There are
two advantages with using the CI855:

e CI855 can distribute time which has been externally synchronized with a high
accuracy. This is because CI855 is used in the AC 800M and AC 800M can be
synchronized from a high precision SNTP server.

*  the CI855 can handle daylight saving shifts.

If CI855 can not be used, it is recommended to use an AC 400 Master controller as
Clock Master and to run with a local time source.

In this case the RTA board in the AC 400 connectivity server will act as daylight
saving master. This is automatically configured.

An AC 800M using 2 CI855s may forward time synchronization from one MB 300
network to the other. One CI855 is time sync slave on its network, the controller
receives the time from that CI855 and the other CI855 is time sync master on its
network. This is how you configure the AC 800M if it is used as a replacement of
the Master Gate 230/1.

Advant Master
Connectivity
Server

RTA |

- [c18ss[cI855[Ac s0om

MB 300 * 3mS/ 4 @\\‘
v 4

AC400 AC400 AC400

Figure 73. Time Synchronization on MB 300

Time Synchronization for MB 300 via CI855 on page 173,

Time Synchronization in Advant Master Controllers on page 174,

Advant Master Time Adaptor on page 189 and Time Synchronization on the RTA
Board on page 190 describe how to configure MB 300 time synchronization.
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MMS Time Synchronization

It is possible to set the clock in the AC 800M Controllers and in Panel 800 via
MMS. This gives an accuracy between nodes of about 200 ms. The time can be sent
from:

. The OPC Server for AC 800M
. Another AC 800M Controller

For Panel 800 MMS is the only supported time sync protocol but the MMS time
synchronization should normally not be used for controllers. CNCP and SNTP
provide better accuracy.

AfwTime Service

The AfwTime Service can be used to synchronize the time on the server and client
nodes defined in a system. This service can also be used to change the current time
in the system.

The Time Service has two components, a Time Server and a Time Client.

¢ Time Server (Service Provider)
The Time Server component is the administrator of the time synchronization. It
receives and distributes the time synchronization telegrams to/from other
nodes, and it makes the final decision on which telegram to accept and
broadcast to the network.

The Time Server should be active in the Connectivity Servers. By default the
Time Server is installed on all System Product server nodes. There must be at
least one Time Server enabled in the network for the Time Service to be
operational. If more than one node is configured as a Time Server, only one of
the nodes will be active (in Service State), the other nodes will be passive

(in Standby State).

¢ Time Client (Service Handler)
A Time Client is responsible for keeping the date and time in its node updated
and synchronized with the global time broadcast from the Time Server.
It is also responsible for allowing or disallowing manual setting of date and

180 3BSE034463-510 E



Section 7 Time Synchronization AfwTime Service

time, according to how it is configured. A Time Client resides in all 800xA
System nodes.

Time Client Time Client Time Client
| | * | | Client/Server
Time Set \\ | | Network
. ime Server - Time Server
Time Sync” | (Service state) (Standby state)

Figure 74. The AfwTime Service

The accuracy achieved is better than 1 second. The operation of the AfwTime
Service in a complete system is configured on four types of Aspect Objects:

The Time Service
The Time Service Providers
The Time Server Group

The Time Service Handlers

The configuration parameters on these different objects are described in the
following sections. See also Fault Tracing AfwTime on page 208.
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Configuration of the AfwTime Service Section 7 Time Synchronization

Configuration of the AfwTime Service

The Service Definition Aspect for the Time Service Object contains Special
Configuration parameters that control the operation of all Time Servers (Service
Providers) in the system, see Figure 75.
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Figure 75. Time Service Definition Configuration Dialog

Table 42 describes the parameters for the Time Service.

182 3BSE034463-510 E



Section 7 Time Synchronization Configuration of the AfwTime Service

Table 42. Parameters for Special Server Configuration

Parameter Description

Server running | Determines whether the Time Server service must run.

If FALSE, no AfwTime server will distribute time and no AfwTime Adaptor
will operate.
Default value: TRUE

Clients allowed |Determines whether users at client nodes are allowed to set the system
to set time time, i.e. the clock on the active Time Server node.

Default value: FALSE

If this parameter is TRUE and the corresponding parameter on the Time
Server Handler aspect on the Node object the Time Server will change its
time if the windows time is changed on a client node.

If FALSE, the engineer can only change the system time when working on
the active Time Server node.

This parameter actually decides if the Time Server will accept a time set
message sent from a client. The corresponding parameter on the Time
Server Handler aspect on the node object prevents the client node from
sending the time set message.

Set this parameter to FALSE if the system uses an external time source,
e.g. a GPS receiver with an SNTP server on the Control Network.

Section Setting the System Time on page 199 describes different methods
to set the system time. One way is to set this parameter to TRUE and to
use windows time to adjust the system time.

Sync Interval This value determines how often synchronization messages are sent to the
(sec.) Time Clients.
Default value: 10 sec.

There are additional parameters in the tab Special Configuration for the Time
Service Definition that can be used if the Time Server must fetch the time from an
external time master. This configures usage of an external clock master using
NetRemoteTOD, which is supported at least by Windows based nodes. This is a
synchronization method which is normally not recommended. Receiving the time
from a Time Adaptor typically gives better accuracy.
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Section 7 Time Synchronization

®

Configuring the AfwTime Server and the Server Group

AfwTime’s external clock master function shall not be used if any other Time
Adaptor is used.

The main configuration of the Time Servers is done in the Service Definition.
The only item to configure on each Time Server Node is whether the service should
run or not, see Figure 76.. By default the Time Server is enabled in all Server nodes.
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Figure 76. Enabling the AfwTime Server

The Time Server can get the time from a Time Adaptor, see Time Synchronization
for Connectivity Servers, Time Adaptors on page 188. If you want to use a Time
Adaptor for receiving or sending time, the Time Server must be enabled.

If there is no time adaptor installed, the Time Server will take the time from the
local Windows Time.
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The operation of the Time Server depends on its state. In Service state the Time
Server distributes time to all AfwTime Clients.

When adding a Time Server to the system, the Time Service provider is
automatically added to a service group (the Time Server Group) in the service
structure.

The order of the servers in the Server Group list decides the priority between the
servers. The server at the top of the list will become active and the others will be in
a standby state. If the first in the list does not work the next one will take over. The
system creates a default order in the list, but the order can be changed manually, see
Figure 77.

By default the Time Server is enabled in all Server nodes. Make sure it only runs in
the appropriate nodes. If for example a redundant connectivity server pair are the
only servers that can receive time from a control network the Time Server for all
other nodes should be deleted from the list of Service Providers.
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Figure 77. Configuring the priorities for the Time Servers

3BSE034463-510 E 185



Configuring an AfwTime Client Section 7 Time Synchronization

Configuring an AfwTime Client

The configuration of reception of time synchronization in an 800xA node is done on
the TimeServerHandler aspect for the Node object in the Node Administration
structure, see Figure 78.
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Figure 78. Configuration of the AfwTime Client (Time Server Handler)
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Configuring an AfwTime Client

Table 43 describes the parameters for the TimeServerHandler.

Table 43. Configuration parameters for the TimeServerHandler

Parameter

Description

Allowed to Set Time

Determines whether a user on this node can set the
system time by adjusting the windows time. Section
Setting the time for the AfwTime Service on page 203
describes this.

Default value: TRUE

If the parameter is FALSE, or if the corresponding
parameter for the Service Definition is FALSE, a time
adjustment in such a node is only executed in the PC
where it was done. If that PC is synchronized with some
other protocol the change will be over-written the next
time the PC is synchronized.

Time Sync Running

Determines whether the node will react when the Server
sends time synchronization messages.

If FALSE, the Workplace’s clock will not be synchronized
with the Time Server’s clock.
Default value: TRUE

Deviation Limit

If the difference between the time in the client node and
the time server is less than this value a smooth
adjustment is done during a longer time. If the difference
is larger the server time is immediately set in the client
node in one step.

Default value: 1000 msec.
The default value may be used.

(Value 0 = No synchronization, the Time Synch is
disabled.)
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Time Synchronization for Connectivity Servers, Time
Adaptors

The AfwTime Server receives time synchronization with so called Time Adaptors.
There are Time Adaptors for different protocols, for example for CNCP and

MB 300. See AC 800M Time Adaptor on page 189 and Advant Master Time
Adaptor on page 189.

Since it is not possible to configure which adaptor the Time Server will use,
it is recommended to only have one Adaptor installed (or at least only one active)
in a PC that will act as AfwTime Server.

@ Only one Time Adaptor may be active and synchronizing the AfwTime Server.

Client Client Client

| Client/Server
Time Server Network

4
Timeﬁdaptor
Clocl% Slave

/

Control Network

T

Clock Master

Figure 79. Time Adaptor for the AfwTime Service

ﬂ A Time Adaptor is only active if the AfwTime Service is enabled and running in
Service State in that node
This is a requirement for both receiving and sending of time via a Time Adaptor
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AC 800M Time Adaptor

800xA for AC 800M includes the optional AC 800M Time Adaptor that can receive
time with CNCP from the Control Network and synchronize the AfwTime Service.

If the time is changed manually in Process Portal, the Adaptor sends a CNCP
message to set the new time. This simultaneously sets the new time in all nodes on
the control network. See also Setting the System Time on page 199.

The AC 800M Time Adaptor is installed together with 800xA for AC 800M as
follows:

* A typical installation always installs the Time Adaptor

* A custom installation installs the adaptor as optional, default setting is Yes

The AC 800M Time Adaptor is not configurable, so if it is desired not to
synchronize the AfwTime Server from CNCP, the Time Adaptor must not be
installed in the PC or the Time Server must be disabled.

800xA for AC 800M also includes the OPC server for AC 800M that supports time
synchronization via MMS. Disable this feature when CNCP is used.

An AC 800 M Connectivity Server can not synchronize the Control Network from
the Client Server network with CNCP. If it is desired to synchronize the nodes on
the Control Network from the Client Server network, a node on the Control
Network must use SNTP to fetch the time from a Connectivity Server.

This is however, not a recommended synchronization scheme since it typically gives
bad accuracy.

Advant Master Time Adaptor

800xA for Advant Master includes a Time Adaptor that can forward time between
the RTA board and the AfwTime Service. The default configuration is that the RTA
board receives the time from MB 300, the Adaptor reads the time from the RTA
board and updates the AfwTime Service.

If the time is changed manually in the Advant Master Connectivity Server and at
local time shifts, e.g. daylight saving shift, the Adaptor sends the time to the RTA
board which will propagate this to MB 300 to set the new reference time in the
system.

To enabling sending time to RTA the TimeServerHandler parameter Allowed to set
time shall be set to TRUE. The default value is FALSE, refer Table 28.
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Reverse Synchronization Mode

The Advant Master Time Adaptor can be reconfigured to transfer time from the
AfwTime Service to the RTA board. This is done from the MB 300 RTA Board
object in Control Structure. The instruction 800xA for Advant Master Configuration
(3BSE030340%*) describes how to find and modify this parameter. This
synchronization direction, however, is not recommended since it gives worse time
accuracy to let a PC clock synchronize a controller clock than the other direction.
When using reversed synchronization the RTA board should be configured with and
CLK_MAST=1, LOC_TIME=0, CLK_SEND=1.

Deactivating Time Synchronization via the Advant Master Time Adaptor

If the Advant Master Time Adaptor should not be used, it can be deactivated by
modifying a parameter in the windows registry. This is described in Industrial'™
800xA, System, 800xA for Advant Master Configuration (3BSE030340%*).

The preferred method is to deactivate the time functionality on the RTA board by
setting CLK_SEND=0 and CLK_MAST=0,

see Time Synchronization on the RTA Board on page 190.

Time Synchronization on the RTA Board

The AC 400 Connect uses the RTA board to communicate on MB 300.
The RTA board has the following time synchronization functions:

*  Clock Synchronization master on MB 300

*  Clock Synchronization slave on MB 300

*  Daylight saving time master on MB 300
(This is not configured explicitly)

The time synchronization functionality of the RTA board is controlled by the
database element CLOCK_SYNCH. It has the following parameters:

e CLK_MAST
* LOC_TIME
e CLK_SEND
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The exact definition of the CLOCK_SYNCH database element can be found in the
Master Net Manual. The most common combinations are the following:

Table 44. Time Synchronization Configuration for AC 400 Connectivity Server

TIME SOURCE CLK MAST | LOC TIME |CLK SEND | AfwTime | REVERSED
Service SYNC_MODE
AC 800M with CI855 as time source |0 2 0 Clienton |0
for MB 300, (see Systems with MB Server off
300 and 800xA for AC 800M on page
160)
(RTA only receives the time for its
own use)
RTA board as time source in the 1 2 1/3 Clienton |0
whole system Server on
AC 400 as time source in the whole |0 2 1 Clienton |0
system, Server on
RTA as Daylight Saving Time Master
(to be used if AC 400 receives
external time via minute pulse)
SNTP(W32Time) on the Client 1 0 1 Serveron |1
Server network (see Synchronization
from the Client Server Network on
page 167)

The Afw Time Service column indicates how the AfwTime Service in
the AC 400 Connectivity Server must be used in the different alternatives.

When using an AC 400 Connectivity server as time source for the Client Server
@ Network, the AC 800M Time Adaptor must NOT be installed on that node.

The instruction 800xA for Advant Master Configuration (3BSE030340%*) describes
how the Clock Synchronization parameters on the RTA board are modified.
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Section 7 Time Synchronization

Time Sync with 800xA for Harmony

®

A Connectivity Server with 800xA for Harmony can receive time from the Harmony
Control network and update the local Windows time in the Connectivity Server. A
redundant pair of Harmony Connectivity Servers synchronize each other via TSP
(=Time Sync Protocol) over the Client Server Network.

The TSP protocol only runs on one network. It does not utilize the RNRP
network redundancy on the Client Server network. If the used network path
breaks the synchronization stops. Consider this when planning the network
connection between the Harmony Connectivity Servers.

To secure the TSP traffic between the Connectivity Servers other ethernet
redundancy solutions could be used. The availability of the network path that
TSP uses could for example be improved by using ring redundancy or Rapid
Spanning Tree, see Physical Network Installation on page 216.

If a Harmony Connectivity Server is responsible for synchronizing the Client Server
network, the AfwTime Server and/or the W32Time SNTP server must be used (see
Configuring the AfwTime Server and the Server Group on page 184 and Enable the
SNTP Server, Disable SNTP Client in a PC on page 196). No Time Adaptors should
be installed in the Harmony Connectivity Servers. Configure the AfwTime service
as follows:

*  Enable the Time Service Providers in the Harmony Connectivity Servers.
(See Configuring the AfwTime Server and the Server Group on page 184)

. Disable the Time Service Providers in all other 800xA nodes.

e Uncheck “Time Sync Running” for the Harmony Connectivity Servers.
(See Configuring an AfwTime Client on page 186)

. Uncheck “Allowed to set time” for all 800xA nodes.

A Harmony Connectivity Server can act as time source for both the Harmony
system and the Client Server network.

If a Harmony Connectivity Server is not responsible for synchronizing the Client
Server network, it is possible to synchronize it with either the Harmony Control
network or with the Client Server network. In the first case the AfwTime Server
must be turned off in the node and in the latter case the Connectivity Server must be
configured not to synchronize with the Harmony Control network.
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For more information about how to configure Time Sync with 800xA for Harmony
see 800xA for Harmony Configuration (3BUA000157%).

Time Sync with 800xA for Melody

A Connectivity Server running 800xA for Melody can receive time from the
Melody O-Net and update the local Windows time in the Connectivity Server. A
redundant pair of Melody Connectivity Servers synchronize each other via the TSP
(=Time Sync Protocol) protocol via the Client Server Network.

Time Sync with 800xA for Harmony on page 192 is valid also for 800xA with

@ The TSP protocol does not use any network redundancy. The caution note in
Melody.

If a Melody Connectivity Server is responsible for synchronizing the Client Server
network, the AfwTime Server and/or the W32Time SNTP server must be used (see
Configuring the AfwTime Server and the Server Group on page 184 and Enable the
SNTP Server, Disable SNTP Client in a PC on page 196). No Time Adaptors should
be installed in the Connectivity Servers.

If a Melody Connectivity Server is not responsible for synchronizing the Client
Server network, the AfwTime Server must be disabled in the node. The
Connectivity Servers itself still needs to be synchronized from the Melody O-Net.

A Melody Connectivity Server only synchronizes from the Melody O-Net to the
Client Server network. Not in the other direction. For more information about how
to configure Time Sync with 800xA for Melody see 800xA for Melody
Configuration (3BDDO011741%).

Time Sync with 800xA for MOD 300 and 800xA for DCI

The manual 800xA for MOD 300 Configuration (3BUR002417%*) describes how to
configure Time Sync with 800xA for MOD 300.

The manual 800xA for DCI Configuration (3BUA000135%) describes how to
configure Time Sync with 800xA for DCIL.
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Windows Time Service (W32Time)

Windows Server 2008 and Windows 7 supports its own native time synchronization
service W32Time. W32Time uses the Network Time Protocol (NTP). The standard
configuration for W32Time is that the time is distributed from the Domain
Controller to the member nodes in the domain; one of the Domain Controllers act as
NTP server and the other nodes act as NTP clients.

Normally W32Time shall be disabled in all nodes that use the AfwTime Service.
The exception is when a Connectivity Server is used as NTP server e.g. for the
Domain Controller, for an FF HSE Subnet or for some other equipment.

Using a PC as an SNTP server is described in Enable the SNTP Server, Disable
SNTP Client in a PC on page 196.

In Windows Server 2008 and Windows 7 W32Time is a complete NTP
implementation. It is described in for example in the Microsoft Technet article
“Windows Time Service Technical Reference®. It can be found by searching for
the article name at http://technet.microsoft.com.
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Disable/Enable the Windows Time Service

Starting, stopping, enabling and disabling Windows Time Service is done in
Windows Services. Set startup type to Disabled if Windows Time is not to be used.

Windows Time Properties (Local Computer) 21x|

General i
4, Seryices | Log DnI Hecoveryl Dependenc:|es|

J Aoy e |J i | | | 2 “ Pu ol m Service name: W 32Time
ree I Mame /4 | Description | Status | Dkl e IWlndows Time
Services (Local) %Windows Managem... Providess...  Started
%Windows Managem... Providess... Started Description: ISets the computer clock.
findows Time
S visual Studio Analyz. .. Path ta executable:
%WMDM PMSP Service Started |C:\W'INNT\System32\services.exe

|— Startup type:

Service statuz:  Started

Start | Stop | Bauze Eesume

“f'ou can specify the start parameters that apply when pou start the service
fram here.

Start parameters: I

QK I Cancel Apply

Figure 80. The Windows Time Service in the Services Window

If the goal is to make it possible to synchronize a PC with some other method than
Windows Time, an alternative to disabling the Windows Time service is to let it run
but to disable the NtpClient function. This is done by setting the value of Enabled =
0 in the Windows Registry system key:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\
W32Time\TimeProviders\NtpClient].

This has the advantage that the NtpServer function can still be used. The NtpServer
for example needs to run to make it possible to check time differences between
nodes with w32tm /monitor or other tools. See more in Fault Tracing SNTP on page
208.

@ Windows time must be enabled in FF HSE Connectivity Servers.
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Configuring Time Zone and Daylight Saving Time Support

Each PC must be configured for the correct time zone and support for Daylight
Saving time for time presentations. This is done with the Windows Date and Time
Properties window which can be started from the task bar, see Figure 81.,

Date/Time Properties EH

Date & Time  Time Zone |

[GMT +01:00] Brus

erlin, Bern, Bome, Stockhaolm, Vienna

v &utamatically adjust clock for daylight saving changes

ok I Cancel S

Figure 81. Windows Date and Time Dialog Box

This allows the correct presentation of all times stamps in local time.

All historic data such as Alarms, Events and History data are stored according to
UTC time stamps, so their sorting will not be affected, just the presentation will be
shown in local time.

Enable the SNTP Server, Disable SNTP Client in a PC

If a PC, which is not a Domain Controller, will be used as an NTP server and this
PC is synchronized with other means than w32time (i.e. not with NTP), the
following settings must be made on that PC:

1.  Open the Windows Registry via the Start menu > Run, type regedit.
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2. Go to the System Key:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\
W32Time\TimeProviders\NtpServer]

3. Check that the value of Enabledis 1. Setitif itis 0.

4. Go to the neighboring System Key
[HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\Services\
W32Time\TimeProviders\NtpClient]

5. Set the value of Enabled to O to disable the NTP client function.

6. Go to the neighboring System Key:
[HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\Services\
W32Time\Config]

7. Set the value of AnnounceFlags to 5 to set the NTP server as
“authoritative”.

Independent of which of the above sequences that was used, restart W32Time by the
following commands at the command prompt:

C:\>net stop w32time

C:\>net start w32time

or restart it from Windows Service Manager,
(see Disable/Enable the Windows Time Service on page 195).

Configure Time Synchronization in a Dedicated Domain Controller

If the Domain Controller is running in a node that does not run any 800xA software,
verify that the clock in the Domain Controller is nearly the same as in the rest of the
system. If the time in a node differs more than 5 minutes from the time in the
Domain Controller that node will not be accepted by the Domain Controller.

One way of synchronizing a Domain Controller that does not run the AfwTime
Service is as follows:

* Install an SNTP server on the same subnet as the Domain Controller or
reconfigure the Windows Time Service on one of the nodes that is
synchronized from the Control Network system so that it acts as an SNTP
server but not as SNTP client (see Enable the SNTP Server, Disable SNTP
Client in a PC on page 196).
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Reconfigure the Windows Time Service in the Domain controller so that it
fetches the time from the SNTP server.

To configure a Domain Controller to fetch the time from a specific SNTP server do
the following:

1.
2.

Start a Windows Command Prompt on the Domain Controller.
Stop W32Time and reconfigure it by the following commands:

C:\>net stop w32time
C:\>w32tm /config /manualpeerlist: “A.B.C.D“
/syncfromflags:MANUAL

A.B.C.Dis the IP address of the appointed SNTP server. If more than one
SNTP server is to be used in order to get server redundancy, type the addresses
separated with blank space(s): "A.B.C.D E.F.G.H".

Restart W32Time:

C:\>net start w32time

Request Windows time to re-synchronize once to verify that it works:
C:\>w32tm /resync /nowait

This should give the printout This command completed successfully

Check that there are no error messages from w32Time in the System Log in the
Event Viewer in Administrative Tools.

Comparison Between W32Time and the AfwTime Service

This section describes some pros and cons with the Windows Time Service
compared to the AfwTime Service for synchronization of 800xA nodes.

The initial configuration effort is typically smaller if W32Time is used

In a standard installation of Windows the default configuration of Windows is that
W32Time is used. The default configuration of AfwTime is that the AfwTime
Servers are enabled in all servers.

To use W32Time, disable the AfwTime servers. This is easily done from one
node.

To use AfwTime, disable W32Time in all 800xA nodes. This has to be done on
each node. To use the AfwTime service determine which node(s) to use as
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Time Server(s). For some cases Time Adaptors needs to be installed. The
AfwTime Service objects need to be configured accordingly.

With both methods the Domain Controller anyway needs to be configured to fetch
the time from some time source with NTP/SNTP.

It is easier to supervise the operation of AfwTime
*  There is no centralized tool to check that W32Time works properly.

*  All configuration and operation of AfwTime in all nodes can be done from one
(any) 800xA node.

There are tools that can be used for supervision of W32Time, but these are not
included in the 800xA System offering.

In a system where time changes need to be easily handled it is recommended to use
AfwTime.

Time sync via an Advant Master Connectivity Server needs AfwTime

It is only possible to distribute time via an Advant Master Connectivity Server if the
AfwTime Server is running in the node. It is possible to synchronize through the
other connectivity server types without using AfwTime.

Tuning the Synchronization Rate for W32Time

It is possible to change the time between time update requests from the a Windows
NTP client in Windows Server 2008 and Windows 7. This is done by modifying the
windows registry parameter SpecialPollInterval which is located in
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\
TimeProviders\NtpClient].

To enable usage of SpecialPollInterval the parameter NtpServer in
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\
Parameters] needs to be set to a host address followed by the option value 1 written
as Ox1, e.g: 172.16.5.245,0x1. (The default value is time.windows.com,0x9).

Setting the System Time

If a controller is used as time source for the entire system (see Local Time Source on
page 146, Local Time Source on page 146 and Synchronization from the Client

3BSE034463-510 E 199



Setting the System Time Section 7 Time Synchronization

Server Network on page 167), it is recommended that all manual time settings are
done by one of these methods:

1.

If there is a Control Builder M with direct connection to the Control Network,
the best method to set the time is via the Time Set function in Control Builder.
This sets the time in all controllers on the Control Network simultaneously.

Set the time for AfwTime Service on the Connectivity server that is connected
to the same Control Network (or MB 300) as the controller that is time source
for the system.

This is the generally the recommended method for systems with both 800xA
for AC 800M and 800xA for Advant Master.

Use the function block SetDT in the controller which is clock master.

For systems that are synchronized from the Harmony Control Network or the
Melody Control Network, the corresponding manuals for the Connect products
describe how to set the time.

If an external time source is used, the time should not be set manually. The only
exception is during configuration of the system, before the connection to the
external time source is working.The time must be reasonably well synchronized
in all PCs so that they are not thrown out of the Domain (see Time
Synchronization in a Domain on page 129).
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Be careful when changing the system time. Try not to do it when the process is
@ running.
Different functions in the system may behave strangely. Listed below are some
examples. There may be others, which are difficult to predict, at least if the time
change is large:

If the time is set backwards the Sequence of Events in Alarm and Event lists
may become corrupt. A new event may get an “older” time stamp than an
prior events.

You may get similar problems with trend logs. The logs will look strange
since there will be two sets of log points for the time that corresponds to the
time change.

If the time is set forward, with a large difference, while the History server is
creating logs, the load on the server may increase drastically because it may
interpolate log points corresponding to the time jump.

What to regard as a large difference depends on the number of logs and their
max time, i.e. the time between interpolated points.

If you for example have 10000 logs with a max time of 10 minutes and
make a time change of 100 minutes the History Server needs to create
10000%100/10=100000 log points. In a normally loaded systems such a
burst with more than a couple thousand points may cause problems.

The recommended way to handle a big time change is to disable all active
logs first and erase the History files in the directory “Operate IT
Data/History”.

Any substantial time change may cause strange behaviors in active batch
processes. What to regard as a big change depends on the timing in the batch
process. Stop all active batch processes first if you need to make a big time
change.

If the time is changed in a PC and its Domain Controller at different times
there may be problems logging in. Changes of less than 5 minutes are
normally OK, see Time Synchronization in a Domain on page 129.

If the time is changed in an AC 800M controller Timer function blocks and
PID algorithms may give wrong result, since they uses the real time clock.

If the time is changed at different times in AC 800M HI controllers that
communicate via Safe Peer-to-Peer MMS the received data may be marked
invalid. This could lead to an undesired process shut down.
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Setting the Time with CNCP using the Control Builder M Section 7 Time Synchronization

The following sections describe how to set the time for the AfwTime Service and
how to set the time with Control Builder M.

Setting the Time with CNCP using the Control Builder M

With the Time Set function in the Control Builder M a Set-Time message can be
sent with CNCP. The message will be received by all nodes that run CNCP.

The Set-Time message will take effect if the parameter CS Time Set Enabledis
set to TRUE.

ﬂ Since the Time Set function sends the Set-Time message to all Controllers at the
same time this is the recommended method to use in all systems where it is
possible.

The Time Set function can only be used to set the time in the AC 800M

ﬂ controllers if the Control Builder is connected to the Control Network with no
routers between itself and the controllers to be synchronized. If this is not the
case the best method is to use do as in Setting the time for the AfwTime Service
on page 203.

1. Open Tools > Maintenance > Clock Synch > Time Set.

Time Zone
|[GMT +05:30] India Standard Time

Date

E/ 172010
Local Time
11:02:55 AM

0k ][ Cancel ]

Figure 82. Time Set Dialog in the Control Builder M

2. Enter the new local time to set.

3. Click OK.
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Setting the time for the AfwTime Service

The time for the AfwTime Service is changed via the normal Windows time
function.

The AC 800M Time Adaptors and the AC 400 Time Adaptors in the Connectivity
Servers forward the time setting to the Control Network and to MB 300. The AC
800M Time Adaptor does this with the CNCP time set multicast which is also used
in Setting the Time with CNCP using the Control Builder M on page 202.

It is recommended to configure the Windows user rights so that only some users
can change the Windows time.

Time changes are done most accurate if they are done as close as possible to the
time source network wise. Time changes done via the Windows time function are
therefore best done on the connectivity server with the active AfwTime Server.

Do not use this method for changing the time when using 800xA for Melody or
800xA for Harmony. See Adjusting Time with 800xA for Melody or 800xA for
Harmony on page 206.

© EHE

1. Right-click on the Windows Task bar and select Adjust Date/Time.

X

Date and Time |Addmnna| Clocks | Internet Time |

Date:
den 7 juni 2010

Time:
20:32:24

{§ Change date and time... |

Time zone

(GMT-01:00} Amsterdam, Berlin, Bern, Rome, Steckhelm, Vienna
Change time zone... |

Daylight Saving Time ends on den 31 oktober 2010 at 03:00, The clock is set
to go back 1 hour at this time,

¥ Remind me one week before this change occurs

How do [ set the clock and time zone?

OK | Cancel | Apply: |

Figure 83. Manually Adjusting the Time from a PC

2. Click Change date and time, Adjust the time and click OK.
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Adjust the Time in AC 800M via the Function Block SetDT

The function block SetDT has an interaction window that allows the user to adjust
the time in the controller with absolute or relative adjustments.

The default template for Controller projects include a Program3 which contains the
function block SetTime which is of the type SetDT. The time can be modified with
the SetDT function block when an controller application that includes this function
block is running in the controller.

To adjust the time with a relative adjustment do the following:
1.  Go On-Line to the controller with the Control Builder.

2. Right-Click on the SetDT function block in the HW tree or in an on-line editor
and select Interaction Window.

(@mo =0l x|

System 138.227 102118
System time 20030505 16:05:04
Ei_i,‘!l:ontrol Builder M Professional - h 1o Lt m
File Edit Wew Tools ‘Window Help i
IR & Good € Bad
&[] Libraries = ' Uncertain

E|--- Applications
E|--- Application_1 - {Controller1 15, Morpr@l)
#-FFE Control Modules

{" Absolute time
#* Relative time

SetTimeZoneInfo @ System time New time

' Local time I2l]l]3-l]5-l]5 15:35:23

=
|< I L:| Séscrip?ior; _;\ Check kN age <| | >|
o

Time difference
Tmis

Apply | Undo

Figure 84. Interaction window for SetDT

3. Mark the check box Relative time.
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4. Enter the desired clock adjustment in Time difference. The time is entered in
the format XdXhXmXsXms where X represents digits and d, h, m, s, ms
represent days, hours, minutes, seconds and milliseconds (see data type #imein
the documentation for Control IT).

Example: Write 1m1s to adjust the clock 1 minute and 1 second forward.

5. Click Apply.

Handling Time Changes when Using W32Time

The standard configuration for the Windows Time Service does not handle time
changes well. When a node has joined the domain and has established a working
connection with its Domain Controller it only requests time updates every 8 hours.
This means that if the time is changed on the Domain Controller it may take up to 8
hours for this change to take effect on all member nodes. Therefore it is
recommended to avoid time changes as much as possible when using the standard
settings for the Windows Time Service.

If a time change has to be done, it is recommended to trigger a time update on all
nodes manually if the time is changed more than 1-2 minutes (see Time
Synchronization in a Domain on page 129). This can be done from a command line
with the command line tool w32tm.

First make sure that the Domain Controller has received the new time from its
source. If it has not, or just to make sure that it does, write:

C:\>w32tm /resync

This causes the PC to request the time from the SNTP server. The same command
may be used on all nodes, but for all nodes except the Domain Controllers it is
possible to handle everything from one PC. With the option “-s” the name of another
PC can be given. To request “client]” to request new time from the Domain
Controller write:

C:\>w32tm /resync /computer:clientl
A successful response that tells that the PC made an attempt to resync is:
RPC to server clientl returned 0x0

This however does not mean that the resync attempt was successful. This should
preferably be checked manually.
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Sec

tion 7 Time Synchronization

Adjusting Time with 800xA for Melody or 800xA for Harmony

800xA for Melody and 800xA for Harmony include special features for time
adjustments and time setting. These features are described in the respective
manuals: 800xA for Harmony Configuration (3BUA000157%*) and 800xA for Melody

Configuration (3BDDO011741%*).

Fault Tracing Time Synchronization Problems

Fault Tracing Time Sync in Controllers

The Control Builder includes a tool to supervise the clock sync status in controllers.

The Clock Sync Status tool can be found under

Tools > Maintenance > Clock Synch > Status.

& Clock synch status

Add/Remove nodes

MNode address | Synch protocal |
172160152 CNCP

Clk master st | Order v | Time qualty | Last source a
o T2

172160153 CNCP
172160154 CNCP
172160155 CNCP

2 Qs 17217.0152
0 a7 17217.0152
0 Q7 17217.0152

Figure 85. The Clock Sync Status tool in the Control Builder

The Clock Sync Status tool can tell the following about the real time clock in a

controller:

e Configured CNCP Master Order number.
e Time Quality, see Table 45.
Last time source address.

Mean time difference the last 60" synchronizations.

Protocol by which the controller receives its synchronization.
If the controller currently is CNCP Master or not.
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Section 7 Time Synchronization Fault Tracing Time Sync in Controllers

*  Configured SNTP server addresses.

Table 45. Time Quality of the Clock Object in a Controller

TQ Relative error to the time source
TQO |Time Quality undefined
TQ1 |Time Undefined

TQ2 |Not externally synchronized

TQ3 |error > 100 milliseconds

TQ4 |error < 100 milliseconds

TQ5 |error < 10 milliseconds

TQ6 |error < 1 milliseconds

TQ7 |error < 100 microseconds

TQ8 |error < 25 microseconds

The Clock Sync Status tool can only show the status for Controllers.

AC 800M may write clock sync status information in the Controller Log.
These are some examples of what this can say:

CNCP:

*  Time Set message is received

SNTP:

*  Synchronization interval

e The address of the used server

e The Stratum of the server (see Stratum on page 177)
e If there is no connection to any server

* If the found server (or servers) is not accepted for some reason, e.g. because it
is not synchronized.

1. The evaluation of Time Quality uses a shorter filter that the mean time difference. This means that the mean
time difference may indicate a better time quality than the TQ value.
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MB 300/CI855:

*  System messages with Message Type 17 and Code 11.
Data 1 may say:

— 3 =There might be more than one backup time master. Data 2 = Bup Node

— 4 = More than one Clock Master on the network

Fault Tracing SNTP

SNTP time sync problems can be analyzed with the windows command line utility
w32tm.

The Microsoft Knowledge Base Article 816043 describes how to turn on debug
logging in the Windows Time Service for Windows Server 2008 and Windows 7.

Fault Tracing AfwTime

The status of the AfwTime service providers can be supervised on the Service
Group Definition in the service structure, see Figure 86.

#fi Basic : Service Group Definition ] 9

JJ 25 = | Basici Servics roup Defirition = - |
Configuration Status |
Mode: | Def. Type | Service | State | Statusl M | Prncessl Start kime: | Last command | Master Candidate | Configuration | Gr... | Provider | Target
BCTIDZS3 | Registered | Time Undefined 0x0 0 <ZERO TIME=> Undefined {00000000-0000-0.,.  Req:Time/Basici Time_BCTIDASS Basic  Time_BCTIDZS3 Servic
BCTIDZ58  Registered | Time Undefined 00 0  <ZEROTIME:= Undefined {00000000-0000-0...  Req:Time(BasiciTime_BCTID25E Basic  Time_BCTIDZS3 Servict
BCTIDZE0  Registered | Time Service 0x0 % 768 4/3/2006 10:49:44 AM | Run Time_Basic_BCTIDZE0  Reg:Time(BasiciTime_Fasic_BCTIDZ60  Basic  Time_Basic_BCTIDZE0  Servio
BCTIDZE7  Registered | Time Standby 0x0 2920  4/4/2006 10:10:54 AM | Run Time_Basic_BCTIDZE0  Reg:Time/Basici Time_BCTID267 Basic  Time_BCTID267 Servic
BCTID3Z8  Registered | Time Undefined 0x0 0 <ZERD TIME= Undefined {00000000-0000-0,.,  Reg:Time/Basicf Time_BCTID326 Basic  Time_BCTID328 Servic
BCTIDG2Y  Registered | Time Undefined 0x0 0 <ZERO TIME> Undefined {00000000-0000-0...  Req:Time/Basicf Time_BCTIDI29 Basic  Time_BCTID329 Serwic
4] | i

Cancel Apply I Help I

Figure 86. AfwTime Service Provider status

State must be “Service” for one service provider and “Standby” for all others.
The column “M” (=Master) contains an X for the same node. This is the current
time source.

On the Time Service Definition there is a window that shows the time difference
between different 800xA nodes, see Figure 87.
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Section 7 Time Synchronization Fault Tracing AfwTime

Plant Explorer Workplace

J®| e ||E|I (Enter search name}) j”ND Filker j P ||Replace ;” ﬁ| 9 i | i
IE Service Structure j | Aspects of 'Time' | Modified | IModified b | Desc.,.. | Inherited -
[]"'ﬁ Industrial IT Archive, Service - hame 3/16/2006 12:15:... Process Portal & The ... False
- ﬁ Inform IT Histary, Service @Object Icon Si6/2003 12:3 Process Portal & Icon...  True
=t ﬁ Lock Server, Service Service Definition 4/3/2006 2:24:20,,, AZAIS00xaservice False |
- ﬁ Messenger Server, Service | Service Structure 3/16/2006 12:15:... Process Portal & [Serv... False
- @9 OpcDA_Canneckar, Service Service Tune Referance 2TAIPONA 1715 Procecs Pvkal & This Falsa _I;I
[#- y Cpen_Data_Access, Service 1 I I k
----- f Property Transfer, Service J_| ﬁ - |Time:Service Definition ;I _’,;'j )? - O ‘i‘-'\
[]---ﬁ Scheduler, Service
----- f Server Aspect Controller, Service Configuration I Special Configuration  Time Cifferences |Status I
[#- ﬁ Soft Alarms, Service
H- ﬁ Softpoint Server, Service MNode | Time difference | Report time | :I
[#- f Syskern Message Server, Service BCTIDZ00 136 Miliseconds H6/2006 3:22:37 PM
(= BCTIDZSS 105 Milliseconds 4/6{2006 3:22:37 PM
. servce Groue BCTIDI93 o Milsocon Sl612006 22038 P
’ : - lliseconds 1228
I:z:-ggiggg; g::::z: BCTIDZE0 0 Millseconds 4162006 3:22:37 PM
- BCTID328 843 Miliseconds H6/2006 3:22:49 PM
Time_Basic_BCTIDZ60, S¢ BCTIDZ53 -376 Milliseconds 4062006 3:22:48 PM
Time_BCTIDZSE, Service ECTID323 674 Milliseconds 4]6[2006 3:22:41 PM
Time_BCTID329, Service BCTIDZGT 933 Miliseconds H6/2006 3:22:47 PM -
o Time_BCTIDZGY, Service
[]---ﬁ Workplace Service, Service —
v Cancel | Apply | Help

8, » S00xAService sggmi

Figure 87. Time Difference Supervision
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Section 8 Ethernet and Network Equipment

Ethernet is used for the Control Network, the Client Server Network and MB 300.
Some fieldbuses also use Ethernet, see Section 4, Field Networks. This section
describes how to plan and build these Ethernet networks and the equipment needed.

Building a Physical Network

Most network diagrams show logical networks only and not physical networks.
When you implement them into the real physical networks, you connect
systems/nodes to Ethernet hubs or switches. You design each Network Area,

in principle, using a star topology. If you want a Network Area to have redundant
paths, you must then duplicate all network components (full redundancy).

Below is an example of a Control Network shown first with a logical view,
and then with a physical view.

|
_ | | |

Figure 88. Logical View of a Redundant Control Network
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A A g A

Figure 89. Physical View of the Redundant Control Network

Hubs and Switches

A hub is a connection device within a network segment. It is an Ethernet multiport
repeater. A hub only allows one message to be transferred at a time between all of its
ports. This means that there will be message collisions when more than one node
transmits at the same time, just as it used to be with the old coax cables. Collisions
are handled by the media access mechanisms of Ethernet, but in a network with
heavy traffic the collisions decrease the data throughput and give non-deterministic
response times in the network.

A more sophisticated type of hub is sometimes called a switched hub, but normally
just a network switch. A switch is a connection device within a network segment.
It filters and forwards frames based on the destination address of each frame.

A switch eliminates most of the message collisions caused by several nodes
transmitting at the same time. This is basically accomplished by queueing messages
per port and by allowing several point-to-point messages to be transferred
simultaneously, if they go between different pairs of ports. This means that a
network using switches will allow a much higher throughput than a network using
hubs and it does not have the same problem with non-deterministic response times.

Even if the basic idea behind switches is conceptually better than that behind
hubs, there are differences between different switch products that can have a

large influence on the actual network bandwidth. See Features in Switches on
page 213. A poor switch may behave just like a hub under high network load.

In addition, hubs can not be supervised by network management tools.
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Features in Switches

A switch is not altogether an ideal device. The store-and-forward delay introduced
by a typical switch is about 25 us. If the switch output port is busy with an other
1518 byte packet, then an extra delay of 122 us may occur when the port speed is
100 Mbps, 1.22 ms when the port speed is 10 Mbps. These delays are no problem
for normal system applications, but they do affect the accuracy of the network clock
synchronization. In this sense, a few large switches in a star topology are better than
many switches in a tree structure. The minimum delay is the sum of the store-and-
forward delay in every switch passed.

Managed Switches

Switches that only store and forward ethernet packets without being accessible as
nodes on the network are called un-managed switches.

Switches that act as a node with an IP address on the network giving access to
network management information are called managed switches. The network
management information is for example configuration data for the different ports
regarding port speed and status information about number of bytes transferred,
check sum errors etc. The amount of management information may differ very
much between different switch types.

The actual ethernet packet switching function is often the same for managed and un-
managed switches. These are some pros and cons for managed and un-managed
switches:

*  Un-managed switches are typically cheaper.
*  Managed switches give the possibility to supervise the network better.

e Managed switches may give possibilities to control the traffic better by e.g.
address based traffic filtering.

*  In a small network the additional features of a managed switch may be
unnecessary.

* In alarge network the additional features of a managed switch may be very
useful.
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The user must decide what features he/she wants to use in the switches.
The following sections list some notable features in switches, some are only
available in managed switches.

Basic Requirements on Switches

e  Ports in compliance with 10Base-T / 100Base-TX / 1000Base-SX supporting
both full and half duplex with RJ45 sockets.

»  Fiber ports for connections in noisy environments and for long distance
connections.

*  Backbone connections need ports with 100Mbps or 1000Mbps.

*  Link speed should be possible to set by auto-sensing, but manual configuration
is recommended, see Ethernet Speed on page 215.

e Transmission mode, half or full duplex, should be possible to set by auto-
negotiation, but manually configuration is recommended, see Ethernet Speed
on page 215.

o Multicast traffic must be allowed.
e Port status should be visible on LEDs.

These features are normally available in both managed and un-managed switches.

Necessary settings in Managed Switches
@ For correct continuos operation RNRP requires the following settings:

e Multicasting must be enabled.

*  Multicast filtering must be disabled.

* Intelligent Multicast must be disabled.
* IGMP Snooping must be disabled.
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Features not Required in Switches

Some features in managed switches that are not used:

Support for Rapid Spanning Tree and/or Spanning Tree is not required in the
network redundancy concept with RNRP, but it may be used as described in the
section Using Rapid Spanning Tree on page 222.

Recommended Features in Switches

Simple Network Management Protocol (SNMP) and RMON are good tools for
network diagnostics and traffic monitoring.

Switches with built-in Web Server are easiest to manage.

Switches, for which OPC servers allow the user to build applications accessing
network management information via OPC; will allow management of the
network from the same tools as the management of the remaining system.

Switches with Broadcast Storm Limitation can reduce the problems caused by
a Network Loop. (See Ring Redundancy on page 220, Using Rapid Spanning
Tree on page 222)

Quality of Service (QoS) functions like priority tagging (IEEE 802.1p) are not
required for the 800xA System network but it is used for PROFINET IO.

Ethernet Speed

Different network equipment supports different communication speed.

It is recommended that all PCs used in an Industrial'T 800xA System support at
least 100 Mbps full duplex.

AC 800M controllers with processor modules PM85x and PM86x support 10Mbps
half duplex. This shall be configured as fixed setting for all switch ports where an
AC 800M is connected, i.e. Auto negotiation shall not be used for these ports. For a
managed switch the setting is typically done via the management interface for the
switch. There are un-managed switches where the setting can be done with physical
switches.

AC 800M controllers with processor modules PM89x support up to 100Mbps full
duplex
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Nodes with different communication speeds can normally be connected to the same
switch and it is normal to connect the Connectivity Server with 100Mbps to the
same switch as the controllers that use 10Mbps.

It is however recommended to avoid mixing different speeds in a switch whenever
possible, since multicast traffic to the slow devices may also slow down the
performance of the nodes using higher speed.

When using 10Mbps and 100Mbps, it is always recommended to manually set the
speed and duplex parameters for the ports on both ends of the cable to maximize
switch performance and ensure a stable link. Depending on the type of network
equipment auto negotiation for 10Mbps and 100Mbps may cause network
performance problems. With some combinations of network equipment auto
negotiation for 10Mbps and 100Mbps works OK, but it is always a safer choice to
configure it manually. In systems where it normally works fine with auto negotiation
the performance may still be improved by manually configuring the ports. For
1Gbps, auto negotiation is mandatory and must always be enabled.

Testing network performance

After having installed the network a method to check that it gives the desired
performance is to measure how long time it takes to copy a large file (500-600 MB)
between the nodes. At 100 mbps full duplex, this transfer should take less than a
minute. If it takes more than a minute, the port and NIC settings need to be
examined.

Physical Network Installation

The following sections contain recommendations and considerations on how to plan
the physical installation.

Ethernet Cables

Use Twisted Pair cables only in areas with common grounding.
Use Optical Fibres in all other cases.

*  Normal copper cable installations use RJ-45 connectors and a category 5 or
higher Shielded Twisted Pair (STP) cable.
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Use CATS or higher cables on 10Mbps connections.
Use CAT 5SE cables on 100Mbps connections.
Use CAT 5E or 6 on 1000Mbps connections.

e With the STP cable, you can obtain a 100 m maximum distance between the
end-nodes in the network segment.

*  Separate the cables for the two redundant networks as much as possible, e.g. by
using different cable ducts, to limit the risk of simultaneous problems on both
networks.

*  Use as few types of cables as possible. Avoid using crossed cables.

Allocating nodes to switches

*  Nodes that communicate frequently with each other should be connected to the
same switch. If this is not possible, keep the number of switches between the
communication partners as low as possible.

*  In anetwork with many switches and where all nodes communicate roughly
equally with each other, a tree structure of switches is preferable to a chain
structure. This is because a tree structure decreases the maximum number of
switches between two communication partners.

Figure 90. Serial (left) or Tree (right) Network Structure

*  Connect nodes with the same communication speed to the same switch
(see Ethernet Speed on page 215.)
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Coexistence of Network Types

Ethernet allows several protocols to share the same network. Using the same
network for many purposes may reduce installation and maintenance cost.

Combining multiple protocols may, however, lead to unexpected coexistence
problems. The basic rule to minimize these is to use separate networks for different
protocols.

For many protocols the possibility to share the network or not only depends on the
needed network bandwidth for the different protocols, but for some protocol
combinations there are special reasons not to share the network.

Nodes from different security zones should never be connected to the same
network, except for the firewalls connecting the zones.

Most industrial protocols are lacking security functions such as authentication
and encryption. To reduce security risks when using unprotected protocols the
security zones should be kept as small as possible, i.e. connect only nodes that
really communicate with each other to the same network. Nodes with different
protocols do not communicate and should therefore be kept isolated.

Protocols using normal TCP/IP (with unicast, i.e. one-to-one communication)
can normally share the same switched network. For these protocols the traffic is
properly separated just by making sure that the IP addresses for the nodes on
the network are unique. Modbus TCP belongs to this protocol category.

High traffic rates with protocols using multicast or broadcast may cause a high
CPU load on nodes connected to the network also for nodes that do not
participate in the communication. This is because broadcast and multicast
traffic in many cases can not be efficiently filtered by the Ethernet MAC
controllers. There are functions in network switches to improve the situation.
Consult the vendor of the network component before using these for a specific
Field Network protocol. FOUNDATION Fieldbus HSE, IEC 61850
GOOSE, EtherNet/IP use multicast. Do not combine any of these protocols
with the Control Network.

Protocols using broadcast or multicast may interfere with each other if they are
combined on the same network. For some protocols it depends mainly on the
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traffic rate if they can be combined or not but for some protocols also other
aspects need to be considered such as for example which MAC addresses that
are used. Consult the vendor of the network component before deciding on a
specific combination of multicast based protocols.

*  Some protocols, e.g. PROFINET IO, use Quality of Service functions
according to IEEE 802.1p to get higher traffic priority in the switches. This
means that other protocols will get less bandwidth.

*  VLAN technology (see below) may be used to run different logical networks
on the same physical links, e.g. one MB 300 network together with the primary
path of the Control Network and another of the MB 300 networks together with
the secondary path of the Control Network.

*  Most protocols can share the physical network by using VLANS, but several
MB 300 networks must still not use on the same physical network since the
same set of MAC addresses are used on all MB 300 networks.

Reducing HW using Virtual LANs

Installing a network using several separate networks can in some cases be simplified
by use of Virtual LANs; VLANs. Most managed switches support VLANs. When
using VLANSs the ethernet ports in the switches are configured to belong to one (or
more') VLANS or to run VLAN tagged traffic (aka trunk ports). The ports with
tagged traffic transport packets belonging to all VLANs. Each packet is tagged with
information about which VLAN it belongs to. The untagged ports transport only
packets belonging to a certain VLAN. This makes it possible to build a network
where several networks share the physical media between switches but the nodes
connected to untagged ports for different VLANSs do not receive traffic from each
other. The right hand part of the system configuration described in Figure 26 on
page 77 can be implemented as shown in Figure 91.

1. All switches may not be able to configure untagged ports belonging to more than one VLAN.
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Tagged traffic
CS+Ctrl
Switches with the S
Client/Server Network and the
Control Network as two

separate VLANSs that share

the same Remote Connection reers s S i
Ctrl § iCtrl § Gt iGtrit

I I I |
|ctrl| |ctr] |Ctrl| [Ctrl]

Figure 91. Client/Server and Control network sharing a physical link using VLANs

Usage of VLANSs can simplify physical installation because it may reduce the
amount of cables and switches but it may make the maintenance more complicated.
If a switch needs to be replaced the amount of configuration to do before the new
switch can be used increases if VLANSs are used compared to if all logical networks
are built with physically separate switches.

VLAN:S can not be regarded as a security mechanism. Do not use VLANS to
separate traffic from different security zones.

Ring Redundancy

Some switch vendors support a ring redundancy concept, e.g. the MRP protocol.
This normally gives an improved system availability as it provides cable
redundancy. The switches themselves are still, however, single points of failure.

You have to consider what type of problems threaten the availability of the network;
is it more likely that a fiber optic cable will be destroyed or that a switch will fail.
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Figure 92. Switches with Ring Redundancy
@ A misconfigured network with a ring topology may lead to a network loop.

A network loop may cause a broadcast storm where the nodes in the network
receive the same packets over and over again. A broadcast storm may lead to a
load of the network close to its maximum capacity. Most types of host nodes on a
network with a broadcast storm experience severe problems, e.g. a Windows
based PC is likely to lose network connections, controllers may shut down.

When using ring redundancy it is very important to avoid completing the ring
physically before the ring redundancy protocol is properly configured.

You must also be careful if you plan to change the configuration in a switch
which is responsible for the redundancy management. If the redundancy
configuration is lost there may be a network loop.

See also RNRP Network Loop Detection and Protection on page 72
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ﬂ We do not recommend running the two RNRP network paths on the same
physical ring even if it would be possible to connect the two network interfaces
of a node to two different switches.

If redundant switches are required, the two network paths should be physically

separated as described in Figure 89 on page 212 because running both paths on
one ring:

* gives less protection for “active” Ethernet problems, like for example a
continuous sender.

* does typically not save any hardware since the same amount of switches are
needed as if the paths are physically separated.

With separated network paths the availability of each path can of course be
additionally improved by using one redundancy ring for each path as in Figure 93.

Figure 93. Using Fiber Optic Ring Redundancy and RNRP

Using Rapid Spanning Tree

The Rapid Spanning Tree Protocol (RSTP, IEEE 802.1w) provides a mechanism to
achieve a network where several switches can cooperate to create redundant
communication paths for the nodes connected to the network.
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It selects one path and switches to another if the currently used path breaks.In a
network with many switches Rapid Spanning Tree is able to create several
redundant paths.

Figure 94. Rapid Spanning Tree manages Redundant Paths in the Network

Like in the case of the ring redundancy Rapid Spanning Tree is a good method to
improve the availability in a network with nodes that are connected with single
interfaces.

It is possible to combine Rapid Spanning Tree and RNRP redundancy, but as in the
standard case in Figure 89 on page 212 and in case of ring redundancy in Figure 93
on page 222 the two paths should be kept physically separate.

@ A misconfigured network with a multiple paths may lead to a network loop.

A network loop may cause a broadcast storm where the nodes in the network
receive the same packets over and over again. A broadcast storm may lead to a
load of the network close to its maximum capacity. Most types of host nodes on a
network with a broadcast storm experience severe problems, e.g. a Windows
based PC is likely to lose network connections, controllers may shut down.

When using rapid spanning tree it is very important to avoid connecting
redundant paths before the rapid spanning tree protocol is properly configured.
You must also be careful if you plan to change the configuration in a switch
running rapid spanning tree. If the redundancy configuration is lost there may be
a network loop.

When Rapid Spanning Tree is correctly configured it actually provides a
protection against network loops.

See also RNRP Network Loop Detection and Protection on page 72
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ﬂ As for ring redundancy we do not recommend connecting the two interfaces of
each RNRP node to two switches that are on the same Rapid Spanning Tree
network. Doing this may lead to a network where both RNRP paths are using the
same Rapid Spanning Tree path. A break on that path will stop both RNRP paths.
The time it will take to heal such a network break depends on the speed of the
Rapid Spanning Tree network and this depends on the size of the network. The
RNRP switch over time is constant.

When building a redundant RNRP network the availability of each path may, as in
the case of ring redundancy, be improved with one separate Rapid Spanning Tree
network for each path as in Figure 95.

Figure 95. Using Rapid Spanning Tree together with RNRP

Environmental Consideration

The type of network components that you may use depend on the climatic and
electrical environment.

In a Non-industrial Application

In an office environment, you can use most world-wide known brand products.
It is recommended to use the STP cable.

In an Industrial Application

You have to select products that fulfill industrial requirements on:
e Temperature

*  Humidity

* MTBF
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e EMC
*  Supervision

In the industrial application it is recommended to use the multi-mode fiber 62.5/125
or better 50/125 fiber, 100Base-FX or 1000Base-SX between switches. The
maximum distance depends on the speed, fibre type and the network equipment.
Special network components can be used to obtain extra long distance.

It is safe to use twisted pair cable only where you have full control of the cabling
inside an area with the same common ground, for example inside cabinets or
between cabinets in a control room with cabinets connected to a common ground.
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Industrial Environment Controllers mounted in cabinets
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Figure 96. EMC Considerations for a Network Installation
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Connecting to a Redundant Network

When nodes are connected to a redundant network it is important that the network
interface for the primary network is actually connected to the primary network and
vice versa. This is true for both PCs and Controllers. It is recommended to use
different cable colors for the two network paths. Table 46 shows one example.

Table 46. Example of Cable Colors

Network type Color

Client/server Network Primary Path Yellow
(also for combined Client Server and Control Network)

Client/server Network Secondary Path Orange
(also for combined Client Server and Control Network)

Control Network Primary Path Red
Control Network Secondary Path Blue
Ethernet based Fieldbus Primary Path Black
Ethernet based Fieldbus Secondary Path White

3BSE034463-510 E 227



Connecting a PC Section 8 Ethernet and Network Equipment

Connecting a PC

When connecting the network to the PC it may be difficult to know which of the two
network interface boards is the primary. One way to find out is to do the following:

Connect one of the network interfaces cables to the switch.
Open the Network and Sharing Center > Manage Network Connections.
The icons show which of the network interfaces you have connected.

Disconnect the network cable.

AR T e

Verify that both network interfaces now are marked disconnected.

Connecting a Controller without CPU Redundancy

When connecting a controller without CPU redundancy simply connect the primary
network to the connector CN1 and the secondary network to CN2.
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Connecting a Controller with CPU Redundancy

When using the AC 800M with redundant CPUs, e.g. PM861, PM864 or PM865, it
is recommended to always also use network redundancy, i.e. using both network
interfaces on both Controller CPUs. This means that each AC 800M controller in
total has 4 connections to the network. It is important that the primary network
interfaces on both CPUs are connected to the primary network.

The best tolerance to network faults is achieved if all the 4 network ports are
connected to different switches. Use 4 switches for each group of controllers in the
plant as in Figure 97:

*  One for the Primary network for all “Upper” CPUs

*  One for the Secondary network for all “Upper” CPUs

*  One for the Primary network for all “Lower” CPUs

*  One for the Secondary network for all “Lower” CPUs

Redundant AC 800M with
2 PM861A and 2 BC810 Secondary

Upper CPU 557 Primary Network

1 Nlet}orkﬂg/ \ N

CEX bus ﬁ
RCU link

Lower CPU =3} - 4 Redundant
1 Switches

i

L D
5]

-

Figure 97. How to Connect a Redundant AC 800M to a Redundant Control Network

If the two network paths are implemented as rings or with some similar kind of
ethernet redundancy the complete solution will be very fault tolerant.
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Routers

Separate standard non-RNRP routers are normally not used within the Control
Network. The routing required between Client/Server Network and Control
Network Areas is taken care of by the Connectivity Servers running RNRP.
Standard routers may be used for connections between a network running RNRP
and an external network. This must in many cases be done with a device which acts
as a firewall, see Interconnecting RNRP Network Areas via Standard IP Routers on
page 62 and Connecting a single Firewall to a Redundant Network on page 104.
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Supervision and fault tracing in the networks can be done in many different ways
depending on what is required. The following sections describe some tools and
methods for:

*  Supervising general network health.
*  Checking that one node has contact with another node.

*  Checking the network connections in a node.

System Status Viewer

The System Status Viewer is the main Aspect system for on line supervision of the
800xA System. Servers and Controllers have system status providers that show their
status. Clients do not have any System Status providers. Connectivity packets may
also provide System Status Providers if they handle nodes on a network. Not all
connectivity packets include System Status Providers.

The System Status viewer can be added as an aspect on any object. It is by default
added at 3 Aspect Objects:

e The node group “All nodes” in the Node Administration structure, see
Figure 98. Here all servers and controllers are available.

*  The root object “Services” in the Service Structure.
Here the status of all AfwServices is available.

e  The Root Domain object in the Control Structure.
Here the status can be seen for all Controllers and subordinate objects for
which their Connectivity packet implements system status providers.
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Figure 98. The System Status Viewer with status for Servers and Controllers

AC800M controllers are represented by one object in the node administration
structure. In the control structure also the subordinate objects are visible, see
Figure 99. By adding a System Status Viewer aspect for the Object representing a
Control Network it is possible to show the System Status for all the objects in the
Controllers on that Control Network.
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System Status Viewer
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Figure 99. The System Status Viewer with status for Controller Objects

The System Status viewer can show if a controller looses all communication on an
ethernet port. This is indicated as No Communication as in Figure 99.

Independent of which client is running the System Status viewer it shows the status
of all nodes as seen from the aspect servers. In a normal network this is sufficient
since all nodes normally see the same other nodes, but for fault tracing special
problems where it is interesting to check the connection between two particular
nodes the RNRP monitor can be used, see RNRP Network Monitor on page 237.

A particular nodes connections to different servers can be checked with the Afw
Service Connection Viewer, see Afw Service Connection Status Viewer on page

234.
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Section 9 Network Monitoring and Maintenance

Afw Service Connection Status Viewer

The Afw Service Connection Status Viewer shows the status of services that are

used in the node where it is running, see Figure 100.
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Figure 100. The Afw Service Connection Status Viewer

If node A is using a service in node B the Afw Service Connection Status viewer in
node A shows the status for the service in node B. If the network is redundant the
status of the network paths between node A and node B is also shown. A green flash
indicates that the path is working and a red flash indicates that the path is broken.

Figure 100 shows how it looks when the node running the Afw Service Connection
Status viewer is using has lost the secondary network path to node BCTID199. It
also shows that there is no working connection to the services in BCTID200. Either
both network paths are broken or the services are not running in BCTID200.

The Afw Service Connection Status viewer is started with a right click on the green
800xA System icon in the System Tray.
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Topology Designer / Topology Status Viewer

With the Topology Designer you can configure graphical network diagrams.

When the network diagram is configured the Topology Designer can also be used as
a Topology Status Viewer to show live status information about the nodes in the

diagram.
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Figure 101. Topology Diagram over the Automation System Network

The Topology Designer and how to use it as Topology Status Viewer is described in
System 800xA Configuration (3BDS011222%) and in System 800xA Engineering,
Engineering Studio Topology Designer (3BDS011225%).
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Node Status Alarms

The network events that RNRP detects creates Node status alarms.
All node alarms have the following properties:

*  The node object is used as the alarm source. The name of the node will be
shown in the Object Name column in the alarm and event lists.

*  The category used is “System Alarm for SoftAlarm”. This category is included
in the System Alarms category group and the alarms will therefore show up in
the default system alarm and event lists.

Node alarms are generated on some different alarm conditions:

e  Network Connection Error. The message text includes the node name and the
network area number where it has a problem. Note that a node may be
connected to more than one area.

The following different sub conditions exist:

—  Connection down. The node is not reachable at all.
—  Primary network down. (The secondary is still OK.)
—  Secondary Network down, (The Primary still OK.)

e Network Error Area <area no>. This condition describes the state of an entire
network area. This condition occurs if the connection to all nodes on the
network is lost, including the router nodes.

The following different sub conditions exist:

—  Network down. The network is down.

—  Primary network down. (The secondary is still OK.)
—  Secondary Network down, (The Primary still OK.)

ﬂ From the node alarm it is easy to navigate to the corresponding node object in the
node administration structure via the objects context menu, see Figure 98 on page
232.

Alarms are only generated for nodes that are defined in the Node Administration
Structure. For this reason Controllers are defined in both the Control Structure
and in the Node Administration structure.

ﬂ For the node status alarms to work properly Connectivity Servers, and possibly
other nodes, that connect to both the Client/Server Network and the Control
Network must use the same node number on both (all) Network Areas they are
connected to.
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Ping

Ping is a simple program for checking whether one node has contact with another
node. Ping is available on all PCs. It is used from the Command prompt and its
syntax is as follows: drive:>ping address

Example:
C:\>ping 172.16.0.201

Pinging 172.16.0.201 with 32 bytes of data:

Reply from 172.16.
Reply from 172.16.
Reply from 172.16.
Reply from 172.16.

.201: bytes=32 time<l1lOms TTL=64
.201: bytes=32 time<l1lOms TTL=64
.201: bytes=32 time<l1lOms TTL=64
.201: bytes=32 time<l1lOms TTL=64

o O O O

Ping statistics for 172.16.0.201:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

RNRP Network Monitor

In PCs where RNRP is installed there is a tool called the RNRP Network Monitor.
When it starts up, it gives an overview of the entire network as seen from the node
where it is running. For all nodes that are connected, it reports if there is a working
connection between that node and the node where the Monitor is running. It shows
if the connection is working on the primary or the secondary or both paths. After the
initial overview all changes to the current status will be reported as for example
node up and node down events.

The RNRP Network Monitor is started with a left-click on the RNRP icon in the
Windows system tray.

[B] 19:55

Figure 102. RNRP Icon in the System Tray
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The RNRP icon is normally listed at Start > All Programs > Startup to be
activated automatically when a user logs in. It can also be started by Start > All
Programs > ABB Industrial IT 800xA > System > Network > RNRP Create
Icon.

The RNRP Network Monitor can also be started at Start > All Programs > ABB
Industrial IT 800xA > System > Network > RNRP Monitor.

-ioix
Monitor 3.3 connected to RnepSvc 3.7 on SEABB-I5-11785.AT1ab.local -
RNRF Metwork Areas by distance:

fi====== Network Area 1 ==== Distance B ==== Ethernet =========|

primary network <(pathB>= 172.16.4.8 ounNode= 1
secondary network <(pathlid>= 172.17.4.8

4 reachable node{s>

node= 2 paths=Cup.up? ipa=¢172.16.4.2 > h.name= SEABB-I15-11787_.ATlab.local
node= 21 paths=Cup.up? ipa=¢172.16.4.21 > h.name= SEABB-I15-11784_AT1lab.local
node= 7?1 paths=Cup.up? ipa=¢172.16.4.71 > h.name= SEABB-I15-1171A.AT1lab.local
node=481 paths=Cup.up? ipa=¢1?2.16.5.145 > type= WS

Primary Network/' Ao Secondary Network
fi====== Network Area 28 ==== Distance 1 ==== Ethernet =========|

primary network <(pathB>= 172.16.88.8 router{area.node>= 1, 21
secondary network <(pathl>= 172.17.88.8

1 reachable node<s>

node= 21 paths=Cup,up> ipa=C172.16.88.21 > name= SEABB-I15-11784_ATlab.local

15,2 *16:53:16.834 Start waiting for events .....

Figure 103. RNRP Network Event Monitor with node names

Host names in the RNRP monitor

The RNRP monitor shows the node names for nodes where the RNRP’s host file
service works as intended (see RNRP’s host file service on page 135). The names
are displayed when the monitor is started.

Addresses for interface which are not registered in DNS will not be entered in the
hosts file. An address which is entered in the hosts file is indicated with “h,” before
name = ... The figure above shows that the addresses on area 1 (172.16.4.x) are
entered in the hosts file while the addresses on area 20 (172.16.80.21) are not
entered. The node names are however shown also for these addresses (SEABB-
IS11704.ATlab.local in the figure).
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The figure also shows a node(172.16.5.145) for which the host file service does not
work. The reason could be: that the other node run RNRP older than version 3.7 or
that the Windows Firewall is misconfigured and blocks the name exchange
communication.

AC 800M controllers do not support the host file service. For them the type field
will indicate the Process Module type.

RNRP Events in Controllers

The same type of RNRP events that the RNRP Event Monitor can show can also be
registered in the controller log in the standard AC 800M (but not in the AC 800M
HI). These event messages are by default disabled, but they can be enabled by a
method known to ABB’s support organization.

The RNRP events may look like this in the controller log:

I 2004-10-01 16:04:31.128 RNRP: Node down, area=1 path=0 node=92
I 2004-10-01 16:05:03.631 RNRP: Node up, area=1 path=0 node=92

RNRP Fault Tracer/RNRP Utility

For a more detailed analysis of nodes using RNRP there is a tool called RNRP Fault
Tracer. It is started with a right double-click on the RNRP icon in the system tray or
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at Start > All Programs > ABB Industrial IT 800xA > System > Network >
RNRP Utility.

»* RNRP Fault Tracer

Search own networks for nodes with configuration or network errors
Get configuration parameters and error logs from one node

Get network map from one node

Change log conditions in one node <for expertsl

Test rnrp response time from one node

Find nodes with »nrp on one network

Unblock interface hlocked after network loop detection

Metwork to node throughput test. Caution,. this may disturbe node t%?

A —
1_
2_
3 —
4 —
5_
6_
e
g —

Enter your choice :

Figure 104. RNRP Fault Tracer/RNRP Utility

The RNRP Fault Tracer/RNRP Utility can:

*  Check the RNRP configuration in a remote node.

*  Ask aremote node about its view of the network (network map).
*  Test response times between two nodes with RNRP ping.

*  Find nodes using RNRP on one network independent of their configured area
or IP addresses.

*  Check for configuration errors in all reachable RNRP nodes on own network
areas.

*  Unblock blocked interfaces (see RNRP Network Loop Detection and
Protection on page 72)

Network Interface Supervision in a PC

Windows representation of the network interfaces also provides some information
about the status of the connections to the network. You start them via the Network
and Sharing Center > Manage Network Connections. The status display for an
interface is opened by a double-click on its icon.
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Network Interface Supervision in a Controller

Network Interface Supervision in a Controller

The status of the network interfaces in a controller is indicated in the hardware tree
in the Control Builder when the Control Builder is in on-line mode, see Figure 105.

The indication No communication means that RNRP does not detect any nodes via
that particular Network interface.

ii_i;al:ontrol Builder M Profession -10] x|
File Edit Wew Tools ‘Window Help
|owa|msin e

ﬁ 112 (172.16.125.233) =]

B[ C106 (172.16,125,239)
S~ Access Variables
M Hardware AC 800M
= oLy past fTPsa0
o
z Ethernet
Com
Com
ModuleBus
CI857

‘% Tasks

||

{|>| Description & Check A M

2107 Talking to remote SYStE;I
C108: Talking to remote syste
C109: Talking to remote sys

te

C110; Talking to remote syste v|
1| I 3

4

== Hardware - C106.0.1 Ethernet

Editor Edit Yiew Insert Tools ‘Window Help

~lojx|

[A»<2l8R[ox s ma|8g|s]|~ o[t 1]L]

MNarme “alue Description ;I
H¥WState X2 arning

H¥WStateChangeTime 2003-04-16-11:51:11.082 | Time when errar or warning occurred
ErrorsAndVWarnings 0x0

ExtendedStatus Ox0

LatchedErrorsAndvyarnings |0x40020000 Mo communication
LatchedExtendedStatus |Ox0

i

<[> [5 Settings &_Connections #_Unit Status [l |
[riowe 1, Cal 1 [ [ ¢

Figure 105. Network Interface Status in the Control Builder
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Network Interface Supervision in a Controller Section 9 Network Monitoring and Maintenance

The function block SystemDiagnostics, which by default is used in the Program3
when a controller application is created, contains a display about Ethernet statistics,
see Figure 106.

@ systemDiag Advanced =1En =] M =151
System 172.16.8.164 || —Ehternet channel 1 packages:
Total system load 68 % |||Sent 1666703
Cyclic load 55 % Lost sent 0
Latest update 2004-09-26 20:46:30 || |Received 8073984
[/ Cyeclic update [ onom30os | |||Lostreceived 8564

Reset counters

——System memory infor

Memory quota at download

17127218 mytes I 65 Yo

r—Ehternet channel 2 packages

Ethernet

Alarm Event |

Simple |

Update |

Apply | Undo |

Memory size 26349568 mvtes Sent 0

Used memory 1904928 vtes 7 %o Lost sent 0

Max used memory 1905544 vtes 7 % Received 0

Memory quota 0 ytes | 65 %o Lost received 0
Reset counters |

——Application D Information

Cold start

Stop time 0 ms

Init peak memory 0 bytes 0 %

Used memory at stop 0 bytes 0 %

Max used memory at stop 0 bytes 0 %

Figure 106. The Function Block SystemDiagnostics with Ethernet Statistics
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Monitoring MMS Communication

The Control Builder includes a tool to supervise MMS connections to/from a node
running MMS, see Figure 107. The tool is started by right-clicking on the controller
in the Control Builder Hardware tree, selecting Remote System, and clicking Show
MMS Connections..

¥ MMs Connections x|
Syztem  17216.8.164  has the following MMS connections:

Function Destination Usage Tranzactions  Trangactions/s  Max Tranzactions/s ICR IR Id ER EW
Semver 172.16.8.107 Wariable 113 0.6
Server  1721E.8.107.22 ‘Wariable 753952 42 58 42
Semer 172 16.8.107:22 “ariablefsE] 8 06
Server 17216.8.107 Tool 2
— Summarny
4 MMS connections. 4.2 tranzactionss.
— Sort
" Byage { ByMtansactions/s
— Show Function————— — Show Usage
v Cliert [ Sercer ’7 v Wanable [V Tool

"] Usdate | Heb |

Figure 107. Show MMS Connections

The node may be a controller, an OPC server or a PC running the Control Builder.
The OnLine help for the Control Builder describes more about what this viewer can
show.

3BSE034463-510 E 243



Using Network Management information Section 9 Network Monitoring and Maintenance

Using Network Management information

Switches that include network management can give information about the status of
the network in general and specifically the status per network port, see Features in
Switches on page 213.

Many switches provide built-in support for SNMP (Simple Network Management
Protocol), which gives network management software the ability to monitor the
health of the switch.

PC, Network and Software Monitoring

The 800xA System comes with a package called ‘PC, Network and Software
Monitoring’ that can communicate via SNMP to device types (Assets) which
support SNMP communications.

This allows switch health and status information to be shown in operator trends,
graphics and logs, as well as incorporated into the standard System Status Viewer
Aspect. The System Status Viewer will show the first error encountered for an
Asset, as seen in Figure 108.

_ﬁJIT Server : System Status Wiewer

JJ @ - IIT Server aystem atatus Yiewer ;I % ﬁ | -
‘& ¢ = O & @IE Contral Struckure j 5 F
Objects Statu. Time Description Detail:

2004-08-30 23:21:57 |General Computer Alarm-¥YM-T...
2004-08-25 16:19:54 |CalculationServer.exe Alarm-Pr...
2004-08-30 11:09:25 |Printer Alarm-LowPaper
2004-08-26 16:14:39 DK

2004-08-30 23:21:35 |General Computer Alarm-¥YM-T...
2004-08-31 08:47:54 |Hirschmann Alarm-Port-1

: = brahmsz, Generic Computer Node

£ 1M Calc, InfForm IT Calculations

“~f@ Lab Printer, Genetic Printer Mode
E Shadowd Network, Metwork Utilization
E Shadow3d, Generic Computer Node
G Switch #236 (East Plant Metwork), Hirs

L B O | M|

000000

Figure 108. System Status Viewer showing Error on Port 1
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The package contains faceplates that visualize status information from different
device types.

Figure 109 shows the faceplate for a Hirschmann RS2 switch. In this example the
faceplate shows under the Operating Status column that there is no cable attached
for Interface Indexes 1,2,3,6,7.

4 Switch #236 (East Plant Metwaork) : IT Faceplate |
Switch #236 (East Plant Network) é

Device Name [Hirschmann RS2 |

Description |Hirschmann Ethernet Railswitch 2 |
System Up Time

E2h1¥m 185

Power Status Supply 1 BEEED

Sy 2
Interface Operating Media Total Input  Total Qutput Media Speed
Index Status Available {Mhbps)

1 notiwailable
notfvailable
not&vailahle

= & W = e

notAvailahle

Figure 109. Faceplate for a Switch with SNMP Support
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When combined with the 800xA Asset Optimization functionality, the system can
automatically detect problems and generate alarms based on this information as
seen in Figure 110.

ﬁSwitch #2136 (East Plant Network) : Asset Reporter

|

Ei - |5witch #2360 (East Plant Netwnrk):.ﬂ.s;l Z'EBIE

Switch #236 (East Plant Hetwork)- Asset Condition View

Severity| AM Mame Condition SubCondition Description TimeStamp QualityStatus
1 IT Azzet Monitor i Hirzchmann Marmal 0k, 2004-08-31 08:48:22: good
Alarm:PowerSupply-1
1 IT Azzet Monitor i Hirzchmann Marmal 0k, 2004-08-31 08:48:22: good
Alarm:PowerSupply-2
a00 IT Azzet Monitor i Hirzchmann Alarm: Port1 Unconnected  :Port iz unconnected : 2004-08-31 08:48:22 good
a00 IT fzzet Monitor i Hirschmann Alarm:Paort-2 Unconnected  Port is unconnected | 2004-08-31 08:48:22 good
a00 IT Azzet Monitor | Hirschmann Alarme Part-3 Unconnected  Port is unconnected | 2004-08-31 08:48:22 good
1 IT fzzet Monitor i Hirschmann Alarm Port-4 Muarmal ak. 2004-08-31 0F:48: 22 good
1 IT Azzet Monitor : Hirschmann slarm:Port-5 Mormal 0k 2004-08-31 08:48:22 : good
a00 IT Azzet Monitor i Hirschmann slarm: Port-6 Unconnected  :Port is unconnected : 2004-08-31 08:48:22 good
a00 IT Azzet Monitor i Hirschmann Alarm:Port-7 Unconnected  :Port is unconnected : 2004-08-31 08:48:22 good

Figure 110. Asset Optimization Asset Reporter showing no Cable attached on some

Ports

Please refer to System 800xA Configuration (3BDS011222 %) for more details on
how to configure this package.

Network Management Tools from Switch Vendors

Vendors of switches with network management information also supply tools that
can show and manipulate this information. There are many tools for accessing
SNMP data. Many network switches include web servers. In this case only a web
browser is needed to access the information in the switch. Some vendors also supply
OPC servers for their switches so that the network management information is
available to use for OPC clients. This means that the network management

information is possible to access from the 800xA System as from any third party
OPC servers.
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Appendix A Reference Details

This appendix section describes the reference details used in the nodes.

IP Addresses

ﬂ It is strongly recommended that the addresses presented in, Recommended IP
Address Plan on page 30, are used. If they are used, no extra RNRP configuration
is required and the following chapter about addressing may be ignored.

All nodes in the Industrial'T System networks are identified by their IP Address.

IP stands for Internet Protocol. The IP address is a 32-bit word (4x8 bits) that often
is written in the form X.Y.Z.Q with four decimal numbers 0-255, separated by
periods.

The IP standard uses the terms NetID and HostID. The subnet mask specifies the
boundary between the NetID part and the HostID part of the IP address (the zero
bits indicate the HostID part). A (part of a) network where all nodes use the same
NetlD is called a subnet.
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Depending on the value of X, IP addresses are divided mainly into three classes,
A-C:

Table 47. IP Address Classes

IP address in bit format  XXXXXXXX.YYYYYYYY.ZZZ7ZZ7Z7Z.QQQQQQQAQ
Class A NetID-p g HostID >
ClassB |= NetID | HostID
ClassC |-= NetlD p--HostID
Value Possible host Default subnet
Class of X NetiD | HostiD IP addresses mask
1-126 X Y.Z.Q X.0.0.1-X.255.255.254 255.0.0.0
B 128-191 XY Z.Q X.Y.0.1-X.Y.255.254 255.255.0.0
192-223 | X.Y.Z Q X.Y.Z.1-X.Y.Z.254 255.255.255.0

Example with 24 bit NetID and 8 bit HostID:

IP Address: 192. 16. 10.56
Address mask:255.255.255. 0
NetID: 192. 1e6. 10.
HostID : 56

The boundary between NetID and HostID does however not need to be at even byte-
boundaries.

Example with 22 bit NetID and 10 bit HostID:

IP Address: 172. 1l6. 5.101

Address mask:255.255.252. 0

NetID: 172. 16. 4.

HostID : 1.101(=256+101=357)

The 3:rd byte (=5) contains bits from both NetID and HostID.
What happens with the 2 last bytes is perhaps more clear in the binary notation:

IP Addressb5. 101 = 0000 0101 0110 0101
Address mask252.0 = 1111 1100 0000 0000
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0 = 0000 0100 0000 0000
1 = 0000 0001 0110 0101

The address mask 255.255.252.0 is chosen for implicit RNRP configuration.
This is described in section Address Rules for Implicit RNRP Configuration on
page 52.

A common way to write an IP address including the information about the address
mask is X.Y.Z.Q/H. Where H is the number of bits in the NetID. The 2:nd example
above would be written 172.16.5.101/22.

How to Choose IP Addresses

The user must plan what IP addresses to use for all nodes in the system.

Choosing Address Space

The first thing to choose is the address space for the network. It is recommended to
use private addresses. This has the following advantages:

e There is no requirement to apply to the licensing authorities for an IP address,
i.e. it is easy to allocate a large IP address space.

*  Some protection is gained against illegal access, because private addresses are
not permitted on the public Internet.

The following private addresses may be selected as ‘“Default Network ID”! when
using implicit RNRP configuration:

IP Class A addresses:
10.n*4.0.0 n=0,1,2,,,,,63
IP Class B addresses:

172.16.0.0
172.20.0.0
172.24.0.0
172.28.0.0

1. See RNRP Configuration Parameters on page 54
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Using Implicit or Explicit RNRP Configuration

To simplify the configuration of RNRP it is recommended to use implicit RNRP
configuration. Explicit RNRP configuration must on the whole only be used if the
user has their own requirements on the network that do not allow implicit RNRP
configuration. The following criteria decide whether Implicit RNRP Configuration
can be used:

e A private address space with one of the Default Network IDs as described in
the previous section
or the chosen address range anyway complies to the following criteria:

—  There are 2 complete Class A or B networks (one for nonredundant)
N;.N, 0.0 (and N{.(N,+1).0.0) where N, is an even multiple of 4.

—  All addresses from N;.N, 0.0 to N.(N,+1).255.255 are free to use.
*  The Address Mask must be 255.255.252.0

*  The following configuration parameters (see Table 47) must be the same for all
network interfaces in the node:

—  Network Base Address

—  Send Period

—  Max number of lost messages
Using the implicit method has the following advantages compared to the explicit:
*  Less manual configuration work has to be done.
* It decreases the risk of inconsistent configuration.

e If the default values for the configuration parameters can be used, NO manual
configuration of RNRP is necessary in the node. It is sufficient to configure the
IP address and the Address Mask.

With the Explicit Configuration method, specific RNRP configuration has to be
done in each node, in addition to the configuration of IP address and subnet
mask, even if many parameters can use default values.
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An example of using the explicit method is in a node with both connections to the
normal Ethernet based Control Network and to a PPP link, since it is recommended
to use a Send Period greater than the default value for PPP links.

To use implicit RNRP configuration do as follows for each node:

1.
2.

Decide the RNRP address parameters.

Calculate the IP address based on the RNRP address parameters using one of
the formulas in Address Rules for Implicit RNRP Configuration on page 52.
Set the IP address and the Address Mask per interface.

(RNRP extracts the RNRP address parameters from the IP address)

To use the explicit address selection method do as follows for each node:

1.
2.
3.

Decide the IP addresses.
Decide the RNRP address parameters.

Set the parameter “number of explicit addresses” to cover the appropriate
number of network interfaces.

Set the IP address and the Address Mask for each network interface.

Set the RNRP address parameters for each network interface.

Suggested Configuration of RNRP and IP Addresses

Below are some principles to follow when choosing the addresses.
There are no requirements on what addresses to set on what nodes in the system, but
these are some suggestions of how to organize the network:

Use addresses that allow implicit RNRP configuration if possiblel(see RNRP
Address Configuration: Implicit or Explicit on page 50).

Use the private base address 172.16.0.0 if possible

(see Choosing Address Space on page 249).

Define address groups for similar types of nodes used in the system.

Define these groups with spare addresses for future extensions of the system.
Use the same group definitions on all network areas, e.g. let node number 101
always be reserved for a Workplace Client and 201 for a Controller.

1.

“If possible” means “if the user does not have any contradicting requirements on the network” e.g. using PPP.
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*  Nodes that connect to several Network Areas (typically Connectivity Servers)
must use the same Node number on the different networks.

*  Use the default rule for the address of Backup Controllers
(see IP Addresses for Redundant Controller Nodes on page 252).

*  For systems where it is unlikely that there will be more than 256 nodes, use
node numbers less than 256. This way the last byte in the IP address will
correspond to the node number.

(Address Rules for Implicit RNRP Configuration on page 52 describes how to
calculate IP addresses based on RNRP parameters.)

IP Addresses for Redundant Controller Nodes

All nodes on the network need a unique IP address. This is true also for all nodes
with unit redundancy like for example redundant servers or controllers with CPU
redundancy.

In case of redundant servers each node always has its own IP address. There is no
special rule about how to choose the addresses for the redundant servers.

In case of redundant AC 800M controllers the Primary CPU always works with the
primary IP addresses. In case of a switch-over, the addresses are also switched. The
addresses of the Backup CPU can be configured arbitrarily, but to simplify the
configuration there is a default rule for it:

The default addresses of a Backup CPU is the same addresses as the backup except
that: BackupNodeNumber = PrimaryNodeNumber + 512.

Note that this is an exception to the rule that node numbers can not be higher than
500.

Byte wise this means that if the address of the Primary is A.B.C.D the address of the
Backup is: A.B.C+2.D
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Revision History

This section provides information on the revision history of this User Manual.

ﬂ The revision index of this User Manual is not related to the 800xA 5.1 System
Revision.

The following table lists the revision history of this User Manual.

R?:;sei:n Description Date
- First version published for 800xA 5.1 June 2010
A Updated for 800xA 5.1 Rev A May 2011
B Updated for 800xA 5.1 (64-bit) December 2011
C Updated for 800xA 5.1 FP2 (32-bit) December 2011
D Updated for 800xA 5.1 FP3 release August 2012
E Updated for 800xA 5.1 FP4 release February 2013
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Updates in Revision Index A

Updates in Revision Index A
The following table shows the updates made in this User Manual for 800xA 5.1

Rev A.

Updated Section/Subsection

Description of Update

Section 1, Introduction

Updated the Recommended IP Address Plan sub-
section.

Section 2, Network Redundancy and
Routing

Updated the Building large networks by using
Backbone Network Areas sub-section.

Section 8, Ethernet and Network
Equipment

Updated the Coexistence of Network Types sub-
section.

Updates in Revision Index B
The following table shows the updates made in this User Manual for 800xA 5.1 (64-

bit).

Updated Section/Subsection

Description of Update

Section 7, Time Synchronization

Updated the SNTP Server addresses in the Tables
and in the subsection Configure Time
Synchronization in a Dedicated Domain Controller.

Updates in Revision Index C
The following table shows the updates made in this User Manual for 800xA 5.1

Feature Pack 2 (32-bit).

Updated Section/Subsection

Description of Update

About this User Manual

Added a new sub-section Feature Pack.

Section 2 Network Redundancy and
Routing

Updated content for RNRP Network Loop Detection
and Protection sub-section.
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Updates in Revision Index D

Updated Section/Subsection

Description of Update

Section 5 Network Security

Added a new sub-section AC 800M Network Storm
Protection.

Section 7 Time Synchronization

Updated the content in Advant Master Time Adaptor
sub-section.

Updates in Revision Index D
The following table shows the updates made in this User Manual for 800xA 5.1

Feature Pack 3.

Updated Section/Subsection

Description of Update

Section 2 Network Redundancy and
Routing

Removed the FP icons for RNRP Network Loop
Detection and Protection sub-section.

Changes done in the Control Network subsection.

Section 5 Network Security

Removed the FP icons for AC 800M Network Storm
Protection.

Section 7 Time Synchronization

Removed the FP icons for the content in the Advant
Master Time Adaptor sub-section.

Section 3 Distributed System Topologies

Added Asset Optimization subsection in the
Multisystem Integration section.
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Updates in Revision Index E
The following table shows the updates made in this User Manual for 800xA 5.1

Feature Pack 4.

Updated Section/Subsection

Description of Update

About this User Manual

Changes done in the table.

Section 1. Introduction

Changes done in the following subsection:
e  Control Network

e Large Configuration with Control Network on
Two Network Areas

. Introduction to DNS, Name and Address
resolution

Section 2. Network Redundancy and
Routing

Changes done in the following subsection:

* RNRP

¢ Multiple Network Areas and RNRP Routers
e  Special Routing Consideration

*  RNRP Configuration Parameters

e  Use of Layer 2 VPN Solutions

¢  Building large networks by using Backbone
Network Areas

Section 8. Ethernet and Network
Equipment

Changes done in the Ethernet Speed subsection.

Section 6. Domain Setup and Name
Handling

Changes done in the RNRP’s host file service
subsection.

260

3BSE034463-510 E






Contact us

ABB AB

Control Technologies

Vasteras, Sweden

Phone: +46 (0) 21 32 50 00

e-mail: processautomation @se.abb.com
www.abb.com/controlsystems

ABB Automation GmbH

Control Technologies

Mannheim, Germany

Phone: +49 1805 26 67 76

e-mail: marketing.control-products @ de.abb.com
www.abb.de/controlsystems

ABB S.P.A.

Control Technologies

Sesto San Giovanni (MI), Italy
Phone: +39 02 24147 555

e-mail: controlsystems@it.abb.com
www.abb.it/controlsystems

ABB Inc.

Control Technologies

Wickliffe, Ohio, USA

Phone: +1 440 585 8500

e-mail: industrialitsolutions @ us.abb.com
www.abb.com/controlsystems

ABB Pte Ltd

Control Technologies

Singapore

Phone: +65 6776 5711

e-mail: processautomation @sg.abb.com
www.abb.com/controlsystems

ABB Automation LLC

Control Technologies

Abu Dhabi, United Arab Emirates

Phone: +971 (0) 2 4938 000

e-mail: processautomation@ae.abb.com
www.abb.com/controlsystems

ABB China Ltd

Control Technologies

Beijing, China

Phone: +86 (0) 10 84566688-2193
www.abb.com/controlsystems

Copyright © 2003-2013 by ABB.
All rights reserved.

Power and productivity
for a better world™

3BSE034463-510 E

Rpmpw



	Network Configuration
	Table of Contents
	About this User Manual
	Feature Pack
	User Manual Conventions
	Warning, Caution, Information, and Tip Icons
	Terminology
	Released User Manuals and Release Notes

	Section 1 Introduction
	Network Topologies
	Plant Network
	Client/Server Network
	Control Network
	Fieldbus / Field Networks
	Network Areas
	Combined Client/Server and Control Network
	Client/Server Network and Control Network on Separate Network Areas
	Large Configuration with Control Network on Two Network Areas

	Introduction to Network Redundancy
	Selecting IP Addresses
	Recommended IP Address Plan
	Network plan for field networks

	Introduction to Domain Controllers
	Introduction to DNS, Name and Address resolution

	Section 2 Network Redundancy and Routing
	RNRP
	Network Areas
	Fault Handling within a Network Area
	Network Fail Over Time
	Data Recover Time
	Node Down Notification

	Multiple Network Areas and RNRP Routers
	Limit the number of hops
	Limit the number of network areas
	Connectivity Servers as Routers
	Controllers as Routers
	Redundant Connectivity Servers/Routers
	Default Gateway Routing for Nodes without RNRP
	Routing between Control Networks
	Special Routing Consideration

	Local Network Areas
	Building large networks by using Backbone Network Areas
	Routing to or via a Backbone Area


	RNRP Address Configuration: Implicit or Explicit
	Using Explicit RNRP Configuration
	First Project download when using other addresses than 172.16.x.x
	Address Rules for Implicit RNRP Configuration
	Calculating the IP Address Byte by Byte

	RNRP Configuration Parameters
	Mixing Explicit and Implicit RNRP Configuration

	Interconnection of Network Areas over WAN
	Interconnecting RNRP Network Areas via Standard IP Routers
	Use of Layer 2 VPN Solutions
	Use of Layer 3 VPN Solutions

	RNRP in a PC
	Configuring a Network Adapter
	Installing RNRP
	Configuring RNRP in a PC
	Verify RNRP Connectivity
	Configuring what Networks to Use

	RNRP Network Loop Detection and Protection

	Section 3 Distributed System Topologies
	Extend the 800xA Automation System Network
	Equal System Sections on Different Locations
	Security Considerations
	Multisystem Integration
	Multisystem Integration with redundancy
	Asset Optimization


	Section 4 Field Networks
	Selecting IP Addresses for Field Networks
	Field Network Connectivity Servers
	Routing from the system network
	Network Redundancy
	Physical Field Networks
	Protocol specific documentation

	Section 5 Network Security
	Establish a Network Security Policy
	The Onion Approach
	Firewalls
	Connections to 800xA Systems through Firewalls
	Connect Inside-out Instead of Outside-in
	Network Address Translation in Firewalls
	Single Firewall or a Demilitarized Zone
	Connecting a single Firewall to a Redundant Network
	Using an Extra Network for Remote Access
	Redundant connection to external network
	Virtual Private Networks (VPN) for Secure Connections

	Use cases for Connections through Firewalls
	Remote/External Client
	Remote Windows Workplace
	Remote Usage of a Node on the System Network
	Information Manager Desktop Tools
	Secure Connections for Remote Clients
	Remote Clients Connecting through a Demilitarized Zone

	Site to Site Connections via a Firewall
	Integration with 3rd Party Systems
	Accessing OPC Data from External Network
	ODBC/OLE/DB Access of Data in the 800xA System
	Using a 3rd Party Access Agent
	Subscriber system as Application proxy

	Asset Optimization Integrations
	Batch Integrations

	Management of System Updates
	Using WSUS for Windows Updates
	Using ePO for McAfee updates

	Other Services to be Used Through a Firewall
	Summary of Ports to Open in Firewalls
	AC 800M Network Storm Protection

	Section 6 Domain Setup and Name handling
	Node name handling and DNS
	Choosing Names for Domains and PCs
	Allocating 800xA Systems to Domains

	Configuring Name Resolution and DNS
	Which Nodes use host names
	Location of Domain Controllers
	Maintaining Redundant Domain Controllers
	DcDiag: Domain Controller Diagnostics
	Backups of Domain Controllers
	Recovering after a Crash of the First Installed Domain Controller

	Time Synchronization in a Domain
	DNS Server Configuration
	Configuring a DNS Root Zone

	DNS Configuration in Each Node
	General DNS configuration in each node
	RNRP’s host file service
	Configuring the Order of the Network Interfaces

	Windows Workgroups instead of Windows Domain
	Example of IP Addresses and DNS Configuration
	Verifying Name Resolution functions
	The RNRP monitor shows node names
	ping -a instead of nslookup
	Special Considerations when Changing DNS Configuration


	Section 7 Time Synchronization
	Recommended Time Synchronization Schemes
	Local Time Source
	Configuration of the Different Nodes

	External Time Source
	Configuration of the Different Nodes

	Windows Time Instead of AfwTime
	Configuration of the Different Nodes

	Systems with More Than One Control Network
	Time Synchronization with Multisystem Integration
	Different Systems on the Same Control Network
	Different Systems on Different Networks
	Different Systems on Connected Networks

	Systems with MB 300 and 800xA for AC 800M
	Configuration of the Different Nodes

	MB 300 as Time Source for AC 800M
	Configuration of the Different Nodes

	Synchronization from the Client Server Network
	Configuration of the Different Nodes

	Systems with AC 800M HI with Safe Peer-To-Peer

	Configure Time Synchronization in Controllers
	Time Synchronization Parameters for AC 800M
	Time Synchronization for MB 300 via CI855
	Time Synchronization in Advant Master Controllers

	CNCP - Control Network Clock Protocol
	Forwarding of CNCP Between Network Areas

	SNTP - Simple Network Time Protocol
	SNTP Implementations
	Stratum
	SNTP Servers on a Redundant Network
	Routing SNTP Traffic
	Configuring SNTP

	MB 300 Time Synchronization
	MMS Time Synchronization
	AfwTime Service
	Configuration of the AfwTime Service
	Configuring the AfwTime Server and the Server Group
	Configuring an AfwTime Client

	Time Synchronization for Connectivity Servers, Time Adaptors
	AC 800M Time Adaptor
	Advant Master Time Adaptor
	Reverse Synchronization Mode
	Deactivating Time Synchronization via the Advant Master Time Adaptor

	Time Synchronization on the RTA Board
	Time Sync with 800xA for Harmony
	Time Sync with 800xA for Melody
	Time Sync with 800xA for MOD 300 and 800xA for DCI

	Windows Time Service (W32Time)
	Disable/Enable the Windows Time Service
	Configuring Time Zone and Daylight Saving Time Support
	Enable the SNTP Server, Disable SNTP Client in a PC
	Configure Time Synchronization in a Dedicated Domain Controller
	Comparison Between W32Time and the AfwTime Service
	Tuning the Synchronization Rate for W32Time

	Setting the System Time
	Setting the Time with CNCP using the Control Builder M
	Setting the time for the AfwTime Service
	Adjust the Time in AC 800M via the Function Block SetDT
	Handling Time Changes when Using W32Time
	Adjusting Time with 800xA for Melody or 800xA for Harmony

	Fault Tracing Time Synchronization Problems
	Fault Tracing Time Sync in Controllers
	Fault Tracing SNTP
	Fault Tracing AfwTime


	Section 8 Ethernet and Network Equipment
	Building a Physical Network
	Hubs and Switches
	Features in Switches
	Managed Switches
	Basic Requirements on Switches
	Necessary settings in Managed Switches
	Features not Required in Switches
	Recommended Features in Switches

	Ethernet Speed
	Testing network performance

	Physical Network Installation
	Ethernet Cables
	Allocating nodes to switches
	Coexistence of Network Types
	Reducing HW using Virtual LANs
	Ring Redundancy
	Using Rapid Spanning Tree
	Environmental Consideration
	In a Non-industrial Application
	In an Industrial Application


	Connecting to a Redundant Network
	Connecting a PC
	Connecting a Controller without CPU Redundancy
	Connecting a Controller with CPU Redundancy

	Routers

	Section 9 Network Monitoring and Maintenance
	System Status Viewer
	Afw Service Connection Status Viewer
	Topology Designer / Topology Status Viewer
	Node Status Alarms
	Ping
	RNRP Network Monitor
	Host names in the RNRP monitor
	RNRP Events in Controllers

	RNRP Fault Tracer/RNRP Utility
	Network Interface Supervision in a PC
	Network Interface Supervision in a Controller
	Monitoring MMS Communication
	Using Network Management information
	PC, Network and Software Monitoring
	Network Management Tools from Switch Vendors


	Appendix A Reference Details
	IP Addresses
	How to Choose IP Addresses
	Choosing Address Space
	Using Implicit or Explicit RNRP Configuration
	Suggested Configuration of RNRP and IP Addresses
	IP Addresses for Redundant Controller Nodes


	Index
	Revision History
	Updates in Revision Index A
	Updates in Revision Index B
	Updates in Revision Index C
	Updates in Revision Index D
	Updates in Revision Index E




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Academy
    /AgencyFB-Bold
    /AgencyFB-Reg
    /Alba
    /AlbaMatter
    /AlbaSuper
    /Algerian
    /AllegroBT-Regular
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /AvantGardeITCbyBT-Demi
    /AvantGardeITCbyBT-DemiOblique
    /BabyKruffy
    /BankGothicBT-Medium
    /BaskOldFace
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BenguiatITCbyBT-Bold
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardFashionBT-Regular
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BlackadderITC-Regular
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BradleyHandITC
    /BremenBT-Bold
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Castellar
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CharlesworthBold
    /Chick
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothicBT-Bold
    /CopperplateGothic-Light
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Croobie
    /CurlzMT
    /DauphinPlain
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /English111VivaceBT-Regular
    /EngraversMT
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /EstrangeloEdessa
    /Fat
    /FelixTitlingMT
    /FootlightMTLight
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Freshbot
    /Frosty
    /FuturaBlackBT-Regular
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-ExtraBlack
    /FuturaBT-Light
    /FuturaBT-LightItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Gigi-Regular
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GlooGun
    /GloucesterMT-ExtraCondensed
    /GoudyHandtooledBT-Regular
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-Bold
    /Humanist521BT-BoldItalic
    /Humanist521BT-Italic
    /Humanist521BT-Roman
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /Jenkinsv20
    /Jenkinsv20Thik
    /Jokerman-Regular
    /Jokewood
    /JuiceITC-Regular
    /KabelITCbyBT-Book
    /KabelITCbyBT-Ultra
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /Lithograph-Bold
    /LithographLight
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /MaturaMTScriptCapitals
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MSOutlook
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MT-Extra
    /MVBoli
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /OCRAExtended
    /OldEnglishTextMT
    /Onyx
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Papyrus-Regular
    /Parchment-Regular
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /Playbill
    /Poornut
    /PoorRichard-Regular
    /Porkys
    /PorkysHeavy
    /PosterBodoniBT-Roman
    /Pristina-Regular
    /PussycatSassy
    /PussycatSnickers
    /Raavi
    /RageItalic
    /Ravie
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /ScriptMTBold
    /SerifaBT-Bold
    /SerifaBT-Italic
    /SerifaBT-Roman
    /SerifaBT-Thin
    /ShowcardGothic-Reg
    /Shruti
    /SnapITC-Regular
    /SouvenirITCbyBT-DemiItalic
    /SouvenirITCbyBT-Light
    /SouvenirITCbyBT-LightItalic
    /Staccato222BT-Regular
    /Stencil
    /Swiss911BT-ExtraCompressed
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-Italic
    /TwCenMT-Regular
    /TypoUprightBT-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /WeltronUrban
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /ZapfElliptical711BT-Bold
    /ZapfElliptical711BT-BoldItalic
    /ZapfElliptical711BT-Italic
    /ZapfElliptical711BT-Roman
    /ZurichBT-RomanExtended
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /CreateJDFFile false
  /SyntheticBoldness 1.000000
  /Description <<
    /FRA <>
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [2100 2100]
  /PageSize [530.079 643.465]
>> setpagedevice


