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Act now to stay subscribed

On account of data protection and 
consent requirements, we are 
rebuilding the subscription lists of 
ABB Review. 

If you subscribed to ABB Review 
(print edition or newsletter) prior to 
1st August 2024, this subscription is 
unfortunately no longer valid. Please 
use the QR code below or visit 
innovationnews.abb.com/registration 
to sign up to the Innovation & 
Technology Newsletter. Besides 
getting ABB Review twice a year, you 
will receive our monthly newsletter 
with technology updates. 

If you prefer to receive the print 
edition of ABB Review, you can 
express this through a form that we 
will email to newsletter subscribers. 
As print production is limited, not all 
requests can be honored.



THE ROLL  
OF EXCELLENCE

Dear Reader,

Welcome to the first edition of the re-imagined ABB 
Review. The dynamic look and feel reflects our new way 
of describing the value ABB brings to the industries we 
serve: We help industries outrun – leaner and cleaner. We 
hope you like this evolution, while we continue to uphold 
this journal’s hallmark in-depth accuracy and objectivity.

This edition of ABB Review explores how advanced qual-
ity control systems can revolutionize papermaking, how 
AI can reform logistics, and how predictive control can 
make drives do more. 

To make these and other exciting innovations at ABB 
more accessible, we have also created a dedicated Inno-
vation and Technology Web Hub. It features regular 
updates highlighting different aspects of research and 
innovation at ABB. If you have not already done so, I rec-
ommend that you sign up to the Innovation and Technol-
ogy Newsletter and never miss an update (you can use 
the QR code on the facing page).

Enjoy your reading.

Morten Wierod 
Chief Executive Officer,, ABB Group

— 
EDITORIAL
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THE CON-
NECTED 
SERVICE 
ENGINEER

— 
CONNEC TIVIT Y AND RE AL-TIME PROCESSING  
ELE VATE QUALIT Y CONTROL

The quality control system (QCS) is critical 
to modern papermaking. Digital tools 
and automation enable a continuous and 
proactive approach to collecting and 
analyzing real-time data from a QCS to 
improve preventive maintenance, speed 
up intervention, minimize downtime and 
optimize maintenance scheduling.

Key Facts

Maintenance and ser-
vice are crucial matters 
for a paper machine.

ABB's digital tools and 
automation enhance 
service productivity.

Improved proactive strategies 
are now reducing downtime 
and improving quality.
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time. The ability to also distribute data remotely to experts 
who can help solve problems brings resolution time down 
significantly. There will still be challenges – such as having 
the capacity for large data transfer or ensuring secure data 
encryption – when implementing this digital future within 
QCS service. However, these are problems that can be solved 
with a strong IT security team.

With this improvement in problem-solving based on digital 
tools, automation and skilled service personnel, mills can 
migrate their maintenance programs from reactive to pro-
active and beyond. This is all possible as a part of a digital 
revolution in QCS service. 

Existing style of service
Currently, much of QCS service relies heavily on manual 
processes performed by on-site technicians whose tasks 
include scheduled preventive maintenance activities such as 
visual inspections, equipment functionality checks, cleaning, 
operator training, measurement correlation, key performance 
indicator (KPI) recording and control system security »01. 
These routine tasks demand precision and consistency to 
ensure optimal system performance.

However, this “clipboard” approach has limitations. Tech-
nicians can only perform a finite number of rounds daily 
and some equipment may be difficult to access or require 
downtime for maintenance. Additionally, this methodology 
provides only a snapshot of the system’s state, potentially 
missing gradual or intermittent issues. Data recording and 
sharing practices are also often not uniform, varying from 
paper trails to digital records.

Industry expectations and requirements
In today’s competitive manufacturing environment, cus-
tomer requirements have never been higher. Companies 
are expected to deliver on-target, quality products as cost-
effectively as possible. Optimization may not always mean 
improving the characteristics of the final product but rather 
decreasing costs and increasing production while maintain-
ing the quality target. Such expectations make continuous 
improvement imperative. 

Another pressure is the “changing of the guard,” where 
knowledgeable veteran employees leave the industry, taking 
their years of experience. Newer facility members need time 
to absorb the existing collective wisdom and become as 
proficient as their mentors. Digital data collection can make 
it easier to store, translate and relay that knowledge.

As a result of these circumstances, reliance on control systems 
has reached an all-time high and mills require ever more 

Every paper machine of any significant size has an online QCS 
that measures various properties of the produced paper. 
Without a QCS, papermakers would be producing paper 
blindly and would only discover defective product after the 
fact. Once a QCS is installed, maintenance and service are 
crucial for preserving and enhancing the quality, productivity 
and efficiency of the papermaking process. Here, QCS field 
service technicians play a pivotal role. 

As QCS technology evolves, hardware, software and data 
management changes necessitate an expansion of the tech-
nicians’ responsibilities. Principally, it has become vital for 
them always to be connected to the QCS equipment in real 

01 QCS field service technician responsibility areas.

Currently, much of QCS service relies heavily 
on manual processes performed by on-site 
technicians.

Physical assets
•	 QCS scanners and sensors
•	 Control actuators
•	 Motors and drives

Process variables
•	 Loop tuning
•	 Process modeling
•	 Sheet break and grade change
•	 Reel build modeling

KPIs and reporting
•	 Maintenance logs
•	 Spare parts inventory
•	 Root-cause failure analysis

Digital functions
•	 Cyber security
•	 Networking and virtualization
•	 Software and data backups

0 8 A B B R E V I E W ﻿



02 Maintenance strategies

Maintenance strategies can be cat-
egorized into reactive and proactive 
approaches »02a. Reactive main-
tenance addresses failures after they 
occur, often leading to costly and 
time-consuming repairs. Proactive 
maintenance, on the other hand, is 
more efficient and includes preventive, 
predictive and prescriptive strategies. 
Preventive maintenance involves routine 
tasks to prevent defects, while predic-
tive maintenance uses historical data 
and statistical analysis to predict fail-
ures. Prescriptive maintenance, the most 
advanced form, uses machine learning 
to enhance predictions and optimize 
maintenance schedules.

02a Changing from reactive to proactive main-
tenance massively reduces the corrective actions 
needed. The x-axis is an arbitrary timeline [2].

knowledge and expertise to keep up with today’s industry 
standards. To help mills reach their full potential, service 
providers such as ABB must look to the future to determine 
how best to serve their customers’ needs.

A modern digital approach to QCS service
The future of QCS service lies in enhancing the productivity 
of the field service team through digital tools and automation 
»02 – 03. Digital data collection and analysis can stream-
line routine maintenance, allowing technicians to focus on 
more complex and value-added tasks. This approach enables 
remote troubleshooting and near real-time data sharing with 
experts, reducing resolution times [1]. Moreover, trending and 
tracking data reveals patterns a few snapshots a week may 
not see, leading to fewer downtimes, a better understanding 
of equipment health and more incisive root-cause failure 
analyses.

These improvements are not limited to preventative mainte-
nance rounds. The vast amount of data and remote connec-
tivity to onsite equipment also allow corrective work to be 
completed. For example, an alert is reported to an off-site 
support engineer, informing them that a loop needs to be 
tuned or a setting needs updating. This engineer can then 
“remote in” from anywhere to perform that corrective action. 
They can then see the results of that action as quickly as the 
feedback can become available digitally. This saves them a 
trip onsite, speeds up corrective intervention and keeps the 
mill running with minimal interruption from service.

The mechanisms for sharing this data vary: email, text, online 
portal, or delivery directly onto a control room screen. Cus-
tomizing these digital notification channels improves the 

service’s efficacy and prioritizing the highest-value outputs 
keeps reports lean and service teams engaged.

Safety is always paramount to a facility’s success. Stream-
lining the troubleshooting process with these improved 
tools lessens the chance of an unsafe scenario emerging. For 
example, after a shutdown, there is often a rush to restart, 
and operatives can be fatigued by the intensity of many 
tasks involved. Reducing the time required to solve issues 
and repair equipment mitigates risks here.

Another key improvement is the documentation of issues 
and their solutions – ie, the creation of an ever-growing 
knowledge base to share challenges, root-cause analyses 
and successes. Multi-site sharing of such a knowledge base 
can help a company solve an issue at one facility that was 

03 Digitalization and connectivity point the way 
forward for service functions.

Issue

Customer

ABB solution
ABB local  
resources

ABB regional  
resources

ABB global  
resources

Reactive maintenance outcomes
•	 Unpredictable
•	 Post-failure
•	 Unplanned downtime
•	 Rushed parts orders are costly
•	 Production schedule upsets
•	 More after-hours call-ins
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Reactive maintenance Proactive maintenance

Preventive

Corrective

Proactive maintenance outcomes
•	 Predictable
•	 Prevent failure
•	 Planned downtime
•	 Normal parts orders
•	 Maintain production schedule
•	 Improved work-life balance 
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previously experienced and documented at a different facility. 
The knowledge base also facilitates a move to prescriptive 
maintenance. 

Future digital services may include features like a “playbook” 
for responding to alerts and direct communication with 
support lines for immediate diagnostics. Some of these play-
book pages may be standard operating procedures (SOPs), 
giving details on how to respond to the alerts to eliminate 
guesswork about the proper path forward. 

The implications of machine learning (ML) and artificial 
intelligence (AI)
The introduction of ML is profoundly impacting process 
analysis by reducing bias and the time needed for detailed 
data analysis. Types of ML include supervised learning, unsu-
pervised learning and reinforcement learning. Each type 
requires different granularities of training and testing data 
to build models that predict outcomes based on process 
variables. Model accuracy is verified against actual process 
data, making access to a wide range of such data, covering 
a multitude of conditions and situations, desirable.

ML will play a crucial role in evolving from predictive to pre-
scriptive maintenance, offering faster and more accurate 
predictions than a team of human analysts.

ML is a subset of AI. Despite the current feeling that AI will 
be an immense improvement and should be adopted quickly, 
the integration of AI requires meticulous oversight to ensure 
the validity of its predictions. Human expertise remains 
essential to guide and validate AI outputs, preventing false 
correlations and ensuring reliable system adjustments. In any 
case, it will always be critical to have onsite service personnel 
as physical changes to hardware must be done on-site, in 
person, and many maintenance tasks cannot be digitized or 
otherwise automated.

Challenges and solutions in digital service delivery
Despite all the improvements that digital services can offer, 
there are still barriers to receiving all the potential benefits:

Data security:
•	 Increasing digital threats require robust IT security 

measures.
•	 Strong user account controls, permissions and data encryp-

tion are essential.
Customer readiness:
•	 Some customers may be hesitant to adopt digital solutions.
•	 Programs must be adaptable to match customers’ digital 

readiness and scalability.
Alarm rationalization:
•	 Creating valuable, time-sensitive alerts without overwhelm-

ing users with data noise.
•	 Involvement of experienced employees to set appropriate 

alert levels and reduce false positives.

A rapidly changing service world
The evolution of QCS service from manual to digitally 
enhanced methods promises significant improvements in 
maintenance efficiency and system reliability. By embracing 
digital tools and ML, QCS field service teams can transition 
from reactive to proactive maintenance strategies, achieving 
better performance and reducing downtime in paper mills. 
Data security, customer readiness and alarm rationalization 
challenges can be addressed through thoughtful implemen-
tation and continuous improvement, ensuring a successful 
digital transformation. •

—
Share this article
 
https://global.abb/group/en/innovation/
news/connected-service-engineer-qcs
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04 Caliper sensor problem 
solved

A containerboard mill in the Pacific 
Northwest had a rate of process buildup 
on the reel scanner caliper sensor that 
caused a loss of caliper measurement 
six to eight times per month - when only 
cleaned as a reaction to failure. Even 
with scheduled proactive maintenance 
every three days, the caliper sensor still 
failed two or three times a month due 
to process buildup. This was because 
the buildup on the sensor depended on 
factors such as fiber furnish blend, basis 
weight and moisture content, occasion-
ally resulting in sufficient buildup in a 
single day to cause caliper sensor failure.

QCS field service teams began receiv-
ing an email that notified them when 
increased process buildup was expected 
to cause a measurement failure in the 
next 24 hours. Instead of cleaning 
the sensor every three days, they only 
cleaned it in response to these notifi-
cations. Sometimes, the sensor needed 

to be cleaned several times daily, some-
times only every few weeks. As a result, 
the team spent far less time cleaning the 
sensor and virtually zero time respond-
ing to it being down.

Implementing this predictive mainte-
nance for the caliper sensor brought the 

number of measurement failures per 
month to zero »04a.

04a Reduction in caliper sensor failure following 
implementation of predictive alerting. In the lower 
graph, the orange data points indicate buildup. The 
red vertical dotted lines show the alerts and the 
green vertical dotted lines denote where the buildup 
was cleaned off and the alerts were cleared.

Sensor failures

Predictive alerts

05 Process issue solved

Predictive monitoring can be applied to 
the performance of the papermaking 
process just as well as to the physical 
equipment. At a mill in the southeast 
United States, predictive monitoring 
was implemented to track the stability 
of the CD and MD measurement vari-
ability. The mill’s process control group 
and the QCS service technicians were 
notified via email of a sudden out-of-
range CD weight variability that was as 
yet insufficient to cause problems but 
that indicated an underlying problem. 
Investigation revealed that the trim 
squirts, which cut any ragged edges 
off the paper sheet during production, 
had been adjusted but improperly 
measured and not entered in the QCS 
CD control mapping setup display. A 
new trim squirt adjustment SOP was 

implemented and the dilution control 
mapping for the weight was appropri-
ately updated »05a. The result was a 

marked decrease in CD weight variability 
to a level even lower than before the 
incident. 

05a CD weight variability stabilization following 
the implementation of an SOP for trim squirts.
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The ABB Ability™ Smart Solution for Wastewater 
addresses the unprecedented challenges faced 
by wastewater treatment plant operators. The 
solution uses advanced process control (APC) 
to reduce water use and process variability, 
and stabilize operations through continuous 
monitoring and automation.

— 
Abhay Anand
ABB Process Automation
Västerås, Sweden

abhay.anand@se.abb.com

FROM SOURCE 
TO SUSTAIN-
ABILITY

—
SUSTAINABLE WATER MANAGEMENT IN THE PULP AND PAPER INDUSTRY

Other benefits 
include energy and 
chemicals reduction.

Key Facts

Advanced process con-
trol helps reduce, reuse 
and recycle water.

The pulp and paper 
industry consumes 
vast amounts of water.
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Water scarcity is an increasingly pressing global 
issue, with projections indicating that by 2030, 
1.6 billion people will lack access to safe drinking 
water. Despite covering over two-thirds of the 
Earth’s surface, less than 1 percent of the plan-
et’s water is available as fresh water. This limited 

resource is crucial for various industries, including 
the pulp and paper industry, which is responsible 
for 12 percent of global water consumption. As the 
industry heavily depends on fresh water, its need 
to advance water and wastewater management 
is paramount.
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01 What is advanced process control?

Advanced Process Control (APC) refers 
to various techniques and technolo-
gies designed to improve the control 
and optimization of complex industrial 
processes. By leveraging sophisti-
cated algorithms, real-time data and 
predictive models, APC enhances the 
performance, efficiency and reliability 
of manufacturing systems across var-
ious industries, including oil and gas, 
chemicals, pharmaceuticals and power 
generation.

A key component of APC is model 
predictive control (MPC), which uses 
dynamic models of the process to 

predict future behavior and make real-
time adjustments to control variables. 
This proactive approach allows for the 
anticipation of process disturbances and 
the optimization of control actions to 
maintain optimal operating conditions. 
MPC can handle multivariable control 
problems with constraints, making it 
highly effective in complex environments 
where traditional control methods may 
fall short.

Advanced analytics and machine learning 
are also increasingly incorporated into 
APC systems. These technologies enable 
the development of more accurate 

predictive models, anomaly detection 
and adaptive control strategies that 
can evolve with changing process con-
ditions. The integration of big data and 
machine learning enhances APC’s ability 
to handle complex, nonlinear processes 
and provides insights that drive contin-
uous improvement.

By implementing APC, industries can 
achieve higher efficiency, better product 
quality and greater operational flexibility.

02 Most stages of pulp production 
involve water.

Wood 
handling

Effluent

Cooking

Caust

Screening

Condensate 
treatment

Effluent

Washing

Recovery 
boiler

Evaporation

O₂ deligni
fication Washing Bleaching Washing Paper 

machine

Effluent

Fresh water

Fresh water

Filtrate

Effluent

Liquor (black/white/green)
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ABB Ability Smart Solution for Wastewater
To help the operators of all types of wastewa-
ter plants – including those in pulp and paper 
mills – reduce water and energy use and optimize 
operations, ABB recently introduced the digital 
ABB Ability Smart Solution for Wastewater. This 
solution leverages continuous monitoring and 

automation to reduce water and energy usage. 
Because it is platform-agnostic, the ABB Ability 
Smart Solution for Wastewater can be layered 
onto any automation package.

One of the main technologies that underpins the 
ABB Ability Smart Solution for Wastewater is APC 
»01. APC is increasingly pivotal in optimizing the 
complex and dynamic processes found in pulp 
and paper mills.

ABB Ability Smart Solution for Wastewater exploits 
the power of APC to provide a reliable forecast 
of future operational needs. The provision of 

forward-looking data allows treatment plants to 
reduce water use and reach optimal operating 
conditions by reducing process variability and 
stabilizing operations and enabling constant, 
incremental operational adjustments and gains.

Energy savings too
As well as water scarcity, energy consumption is 
also a significant issue in the industry: According to 
the International Energy Agency, global electricity 
consumption in wastewater treatment reached 
222 TWh in 2020, with electricity usage across the 
sector predicted to increase by 80 percent by 2040 
[1]. This is partly due to the increasing demand for 
treated wastewater, now considered a valuable 
potential resource.

ABB Ability Smart Solution for Wastewater lever-
ages ABB’s long-standing expertise in advanced 
process control, performance optimization and 
digital twin technology. With the demand for 
treated wastewater rapidly growing worldwide, 
the goal is to continue developing sustainable 
solutions that reduce energy use while improving 
water quality and operational efficiency.

Developed with hydraulic modeling intelligence 
from the Danish water environment specialists, 
DHI Group, the ABB Ability Smart Solution for 
Wastewater creates a more stable treatment 

ABB Ability Smart Solution 
for Wastewater is the first 
in a family of solutions for 
the water industry.
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process by predicting wastewater inflow together 
with environmental factors such as weather pat-
terns, reducing the risk of overflow and fines. 
ABB Ability Smart Solution for Wastewater is the 
first in a family of smart solutions for the water 
industry. The application of the solution in the 
pulp and paper industry to achieve sustainable 
water management makes use of sophisticated 
APC techniques.

APC to optimize water use in pulp mills
The water circuit in pulp mills involves a complex, 
integrated process with multiple intakes and efflu-
ent generation points. The main stages include 
wood handling, cooking, screening, washing, oxy-
gen delignification, bleaching and paper machine 
operations »02. Each of these stages requires 
fresh water and generates effluents that must be 
treated and managed efficiently.

Throughout the pulp mill, there are multiple 
locations that present opportunities for APC to 
optimize the process »03:
•	 Debarking wash water: Reducing the water used 

in debarking can significantly decrease the mill’s 
water footprint.

•	 Boiler feed water: Maximizing boiler efficiency 
helps minimize water usage and enhance overall 
operational efficiency.

•	 Wastewater reuse and sludge management: 
Reusing wastewater and effectively managing 
sludge can reduce freshwater consumption and 
improve discharge water quality.

•	 Black liquor treatment: Stabilizing black liquor 
concentration and managing condensate pro-
duction are critical for efficient chemical recov-
ery and reduced water use and environmental 
impact.

Recovery 
boiler

Biosludge

Evaporation

NCG

Effluent 
treatment

Bleaching

Oxygen
delignification

WashingCooking

Chips

Chip 
piles

Forestry

Wood 
handling

White liquor
filter

Generator

Turbine

ESP

Lime 
kiln

Power boiler

Green liquor
filter

Slaker

Causticizers

Recovery cycle

Fiberline

03 Locations in a pulp mill that 
present fruitful opportunities for 
water use optimization.

Boiler feed water

Maximize boiler 
efficiency 

Cooling water

Maximize heat 
transfer efficiency

Influent water

Optimize influent 
water usage

Debarking wash water

Reduce water 
consumption

Fiberline fresh water

Reduce water 
consumption

Chemical removal and 
ash treatment

Improve recovery 
boiler efficiency

Black liquor treatment

Stabilize black liquor 
concentration and conden-

sate production
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Optimization of water usage in paper machines
In the paper industry, optimizing water usage is 
vital not only for reducing freshwater consumption 
but also for increasing process efficiency, reducing 
costs and improving product quality. The water 
circuit in paper machines involves various stages 
where water is used and treated, but these are 
different from those in a pulp facility »04.

Again, several locations in the machine come up 
as APC optimization opportunities:
•	 Implement tight APC control in the section from 

the ABB SteamPlus xP steambox to the contin-
uously rotating wire mesh that initially forms 
the paper by sucking out water. This control 
minimizes profile variability and reduces dryer 
section steam usage.

•	 Exploit data from the ABB Network Platform 
scanners and High-Performance Infrared 
Moisture Sensor to reduce variability, ensuring 
optimal dryer operation and saving energy.

•	 Improve wet-end stability to reduce product 
variability, chemical usage and sheet breaks, 
and enhance machine runnability. This aspect 
is covered by the ABB Wet-End Control of white 
water package (see below).

Optimizing water usage 
is vital also for increasing 
process efficiency and 
improving product quality.

04 The water network of a typical 
paper machine.

Typical 
moisture 

content  
along 

machine

Fresh water make-up

Pulp and additives from 
stock preparation

Clarified water

Showers Steam recovery system

Screening system

Clarification
system

Cleaners

Primary  
water loop

Secondary  
water loop

Fresh water make-up

Waste water treatment

99 %

Headbox

80 – 85 %

Wire section

50 – 55 %

Press section Dryer section

5 – 10 %

Reel up

Thin stock 
system

Thick stock 
system

Wire pit

White water 
storage chest

Clarified  
white water

Vacuum 
system

Seal pit

Wastewater, reuse and sludge

Reduce water consumption

Optimize discharge water quality

Optimize energy usage
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and result in increased operating costs due to 
both higher energy demand in the evaporators and 
higher bleaching chemical consumption.

APC can optimize brownstock washing by main-
taining optimal washing conditions, improving 
efficiency and ensuring consistent pulp cleanli-
ness. Here, the mill implemented the ABB Expert 
Optimizer Wash real-time adaptive modeling 
APC approach. Expert Optimizer Wash automat-

ically helps solve all these issues by computing 
the optimal dilution factor values and defoamer 
charge using pulp conductivity measurements 
while also considering the limits on the filtrate 
tank levels. Optimal dilution factors lead to reduc-
tions in alkali/soda losses, black liquor solids and 
freshwater consumption. Expert Optimizer Wash 
delivered a 26 percent reduction in soda losses and 
a 4 percent decrease in wash water consumption, 

To demonstrate how APC can enhance efficiency, 
product quality and sustainability while reduc-
ing costs and environmental impact in real-life 
situations, it is instructive to examine some case 
studies.

Improving brownstock washing efficiency with 
Expert Optimizer Wash 
A European kraft pulp mill aimed to enhance 
brownstock washing efficiency, minimize soda 
losses and reduce wash water consumption.

Brownstock washing is a crucial step in kraft pulp 
mills, designed to remove dissolved organic and 
inorganic materials from the pulp after the cooking 
process. This stage enhances pulp quality by reduc-
ing residual lignin and cooking chemicals. Efficient 
brownstock washing minimizes the carryover of 
these substances to subsequent bleaching stages, 
thereby lowering chemical consumption and envi-
ronmental impact. Typically involving a series of 
washers and dilution stages, the process ensures 
thorough cleaning of the pulp. Since washing is 
a sequential, countercurrent operation, it takes 
only a few minutes to destabilize the process and 
recovery can take several hours. Poor performance 
of the brownstock washers can significantly affect 
the broader stability of the pulp mill operations 

The APC systems can also 
integrate with advanced 
analytics and machine 
learning.

05 The water cycle in an integrated 
pulp and paper mill.
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which, considering the large quantities of water 
used, results in a significant decrease in annual 
water volumes used.

Optimizing water treatment at an integrated 
pulp and paper mill
An integrated pulp and paper mill sought to 
improve water management across the entire 
water cycle by handling natural variances in influ-
ent disturbances and ensuring effluent quality 
with minimal operating costs »05. The APC for 
influent and effluent management exploited a wide 
variety of inputs and outputs – such as intelligent 
weather forecasts, upstream sensors and adaptive 
controls – to manage chemical, energy and water 
use »06:

APC for influent management:
•	 Use smart weather forecast and existing 

upstream sensors to estimate future influent 
flow/biological oxygen demand (BOD)

•	 Anticipate setpoint changes to smooth out 
events

•	 Manage inventory to create a control margin 
ahead of events

APC for effluent management:
•	 Control dissolved oxygen/ammonia for each 

zone in bioreactors via air flow
•	 Control NO₃ in anoxic reactor via recycle 
•	 Maximize valve average opening (MOVP) for 

aeration
•	 Balance load considering residual NH₃ (NH₄-N) 

in bioreactor

The APC reduced chemical dosing by 5 to 10 
percent, increased energy efficiency by 10 to 15 
percent and significantly decreased untreated 
water offload.

Bringing the water industry into the digital era
The ABB Ability Smart Solution for Wastewater 
represents ABB’s offer to collect, gather and 
analyze data and explore patterns from a water 
plant or network to enable next-level performance 
efficiency. The APC systems can also integrate 
with advanced analytics and machine learning to 
improve maintenance strategies. For example, 
predictive maintenance models can proactively 
analyze process data to predict equipment failures 
and schedule maintenance activities, reducing 
downtime and extending equipment life. The ABB 
Ability Smart Solution for Wastewater can work 
with any automation package to achieve energy 
savings of up to 25 percent and a 10 percent 
decrease in chemical usage on top of significant 
water usage reductions.

All ABB’s digital solutions are connected through 
ABB Ability™, enabling real-time monitoring and 
optimization of operations and water usage. This 
holistic approach delivers intelligence to unlock 
new sources of productivity and efficiency over 
time, keeping pace as businesses change and 
enabling a sustainable society. •

—
Share this article
 
https://global.abb/group/en/innovation/
news/sustainable-water-management-pulp-
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06 The APC package is fed by  
multiple inputs.

Weather  
forecast

Influent forecasting

Setpoints

APC SCADA

Rain  
sensors
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ABB’s recent acquisition of Swiss start-up 
Sevensense Robotics AG, a leading provider of 
AI-enabled 3D vision navigation technology 
for autonomous mobile robots (AMRs), is set to 
transform the fields of logistics, manufacturing, 
and service robotics. 

Key Facts

of warehouses employed 
mobile robots in 2021.  
Not much has changed since.6 %

SEEING 
WITH AI

— 
FLE XIBLE NAVIG ATION IN DYNAMIC ENVIRONMENTS 
WITH VISUAL SL AM

Limited robotic vision 
and perception are 
barriers to adoption.

ABB has acquired the 
start-up, Sevense Robotics, a 
leader in 3D vision navigation.
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— 
Renaud Dubé
ABB Robotics – Sevensense
Zurich, Switzerland

renaud.dube@ch.abb.com

— 
Marcin Dymczyk
ABB Robotics – Sevensense
Zurich, Switzerland

marcin.dymczyk@ch.abb.com

Automated materials handling and transport 
in logistics and manufacturing centers, as well 
as in major retail facilities, offers vast benefits, 
including increased efficiency, profitability, safety, 
and flexibility in terms of labor fluctuations. Never-
theless, the vast majority of tasks and processes 
that could benefit from mobile robotics are still 
executed manually. Indeed, according to software 
marketplace specialist g2.com [1], in 2021, only 
six percent of warehouses employed mobile 
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robots. And not much has changed since then. 
However, the trend in many industries toward mass 
customization, in other words, producing smaller 
lots of greater variety in shorter product life cycles, 
is affecting manufacturing as well as warehousing 
and logistics operations, which calls for increased 
use of flexible robotics. 

This low adoption rate can ultimately be linked to 
the fact that most mobile robots sold today rely 
on expensive, legacy fixed-floor installations or 
2D laser scanners – devices that can perceive the 
environment in only a narrow slice – as if looking 
through a mailbox slit. To know its location and 

how to navigate to its destination, a vehicle that 
depends on such outdated technologies requires 
a structured, static environment and can perform 
only very simple, precisely defined tasks – the 
opposite of the way modern warehouses, pro-
duction plants and big box stores operate.

Automation solutions based on camera vision and 
powerful AI models overcome these limitations, 
as they offer a much richer and more intelligent 
perception of the environment. Automated vehi-
cles equipped with such capabilities can easily 
navigate dynamic environments, execute complex 
tasks, and work in unstructured spaces shared 
with people »01. This technological progression 
is needed to bring autonomy to warehouses and to 
all other industries that depend on manual labor 
today. 

Visual AI for localization and navigation
The solution that makes the above-mentioned 
capabilities possible is called Visual Simultaneous 
Localization and Mapping (Visual SLAM). Using 
cameras, cutting-edge computer vision algorithms 
and AI models to perceive their surroundings, 
Visual SLAM-equipped robots build rich 3D maps 

of the environment to precisely localize themselves 
within it. Visual SLAM’s advantages are:

•	 No costly infrastructure installations required; 
the environment is perceived as it is and in 
real-time. 

•	 Functions in dynamic environments such as 
warehouses where the layout may change 
frequently and where people and objects are 
constantly moving around.

•	 Extremely robust: perceives visual character-
istics of surrounding such as light intensity, 
contrast, and shapes, thus avoiding confusion 
and allowing mobile systems to work alongside 
people and moving objects.

•	 Allows robots to navigate on ramps and uneven 
floors. Moreover, the number of mapped envi-
ronment elements is so high that parts of the 
environment can be changed without degrading 
localization quality.

•	 Finally, observing the environment in 3D at all 
heights enables robots of different kinds to 
collaborate, exchange data and use the same 
map of the environment to localize, thus forming 
swarm intelligence »02.

Naturally, these advantages add up to considerable 
market potential. For instance, according to DHL 
Logistics Trend Radar [2], sales of mobile robots 
in the logistics industry are growing at a rate of 
31 percent per year. This growth is facilitated by a 

01 Autonomous vehicles equipped with camera vision 
and powerful AI models can work safely in unstructured 
spaces shared with humans.

Visual SLAM-equipped 
robots build 3D maps of 
the environment to pre-
cisely localize themselves.
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technology shift from 2D laser scanner autonomy 
to 3D Visual SLAM autonomy, which is significantly 
advancing mobile robots in various applications 
and boosting their rate of adoption »03. 

The Sevensense Visual AI offering has led this trend 
with two products, which are now included in ABB’s 
portfolio: Alphasense Position, the Visual SLAM 
positioning system for autonomous mobile robots, 
and Alphasense Autonomy, a Visual SLAM-based 
solution for autonomous navigation »04. The 
product is a plug-and-play kit designed to make 
any robot autonomous. The system’s hardware 
consists of an AI-enabled compute unit that 

Alphasense Position’s built-in algorithms 
leverage new experiences to update 3D 
maps of the environment with each hour 
of operation.

02 Comparison of 2D laser scanner sensing (left) vs. 3D Visual SLAM perception. 
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Alphasense Position can reliably and very precisely 
(up to 5mm) estimate its own position even under 
the toughest conditions. The system meets or 
exceeds specifications on ramps and non-flat 
surfaces, in multi-floor environments, and even 
if some of the cameras are temporarily covered. It 
works both in- and outdoors, and in environments 
with very poor lighting conditions. Its built-in AI 
algorithms never stop learning. With each hour 
of operation, they leverage new experiences to 
update 3D maps of the environment, thus reflect-
ing changes in the operational space and further 
enhancing the system’s long-term robustness.

One of the core benefits of Alphasense Position 
is its easy and quick setup procedure »06. For 
instance, the process of mapping – a precondition 
for positioning – is as easy as pressing a button and 
guiding the robot around. The resulting reduced 
installation time and skill set requirements shrink 
costs and lower barriers for customers. In ABB 
AMRs, Alphasense Position is tightly integrated 
into the AMR Studio user workflow, providing a 
single, user-centered interface to set up the robots, 
including the Visual SLAM system.

Alphasense Position serves use cases ranging 
from single robots working on their own, such as 
a scrubber-drier robot in a medium-sized grocery 
store, up to fleets of hundreds of mobile robots of 
different types in large manufacturing plants. In 

the latter case, units can intelligently interact and 
learn from each other by building a joint 3D visual 
map that leverages AI models and the latest data 
collected from the environment. 

Alphasense Position works with any type of 
wheeled ground robot. Furthermore, Sevensense 
offers prototyping kits that enable customers 
to simply run VSLAM within hours on their own 
mobile vehicles.

A complete solution for autonomous navigation
Alphasense Autonomy provides mobile robotics 
platforms for materials handling, manufacturing, 
professional cleaning, and other service robot-
ics applications with complete navigation and 
obstacle avoidance capabilities. By building on 
the positioning output of Alphasense Position 

runs proprietary algorithms and a set of cameras 
»07 that perceive the environment. Tight integra-
tion of the hardware and software enables optimal 
performance of the underlying software and AI 
models. It also allows customers themselves to 
efficiently develop highly reliable, high-perfor-
mance robots powered by the technology and to 
add a range of paid services »05. This visual AI 
technology has also been integrated with ABB’s 
autonomous mobile robots and the company’s 
AMR Studio suite software. Users are already using 
Visual SLAM-powered Flexley Tug AMRs in their 
daily operations.

How vision-based positioning works
Alphasense Position software and hardware 
reliably estimate the 3D position, orientation 
and velocity of mobile robots. Thanks to sophis-
ticated computer vision algorithms and AI models, 

Robots can operate as sin-
gle entities or, as members 
of a fleet, can share map 
and traffic information.

03 3D visual autonomy’s potential compared to 
alternate technologies. Source: DHL.

04 Alphasense Position and Alphasense Autonomy 
constitute two key components of the autonomous 
vehicle stack, serving the most challenging and 
vehicle-agnostic tasks: positioning, perception and 
navigation. 

Te
ch

n
o

lo
g

y 
p

o
te

nt
ia

l

Time
Early 1950s ~2015 ~2019 Today

3D visual autonomy

2D LiDAR autonomy

Line guided autonomy

Navigation

Industry-specific 
 control

Vehicles and drives

Mission  
management

Safety

Perception

   Alphasense  
   Position Positioning

Alphasense 
Autonomy

24 ﻿A B B R E V I E W 



05 Paid services associated with 
Alphasense products

•	 Cloud and on-premises servers: Wireless 
communication can be used to leverage the 
ability of mobile robots to communicate with 
other vehicles, provide remote inspection, 
update software and use captured data for 
additional tasks such as regular and preven-
tive maintenance or shaping future product 
generations. This can be accomplished while 
ensuring strict data privacy and cybersecurity 
standards.

•	 Alphasense Factory: A cloud-based service 
for configuring, calibrating and validating 
robots. The service allows a non-expert 
factory employee to automatically calibrate 
all parameters of all sensors installed on a 
machine at once, thus reducing costs and 
training requirements. 

•	 Evaluation and integration services: Consult-
ing services to support customers with the 
evaluation, integration and operation of prod-
ucts, as well as with the setup of production 
lines.

•	 Support services: After-sales support and 
over-the-air software updates to install new 
software releases on purchased equipment.

and including additional information from off-
the-shelf obstacle detection sensors such as 3D 
depth cameras, 2D laser scanners, and ultrasonic 
sensors, Alphasense Autonomy efficiently drives 
robotic vehicles while circumventing obstructions.

One key differentiator of Alphasense Autonomy is 
its ability to cope with challenging and unstruc-
tured environments, such as busy warehouses or 
crowded airports. The unique AI-based perception 
capabilities developed by Sevensense make mobile 

machines completely autonomous, without the 
need for costly human-in-the-loop interventions. 
Extra care has been taken to ensure that vehi-
cles equipped with Alphasense Autonomy follow 
smooth and intuitive trajectories, allowing people 
working next to robots to feel safe and comfort-
able. Furthermore, the safety and reliability of the 
system is enhanced by a cutting-edge obstacle 
perception module that sees the world in 3D.

ABB’s Sevensense technol-
ogy is based on a system 
that can orchestrate up to 
eight cameras.

06 ABB’s Sevensense technology can be installed on many types of 
wheeled vehicles. Here, a professional scrubber-dryer and a forklift 
are being calibrated with Alphasense products.
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As is the case for Alphasense Position, the instal-
lation of Alphasense Autonomy is geared to min-
imizing setup time. Robots can plan their best 
and most efficient paths using only an onboard 
Edge AI. They can operate as single entities or, 
as members of a fleet, can share map and traffic 
information with each other. Additionally, Alpha-
sense Autonomy accepts orders and commands 
from 3rd party fleet management systems (FMS) 
using modern and accepted standards such as 

VDA5050. These developments ensure that Alpha-
sense Autonomy is fully interoperable and can work 
with major FMS, including in heterogeneous fleets 
and with robots from other providers.

Alphasense Autonomy is used by a diverse group 
of customers with different levels of know-how in 
automation – either to upgrade existing navigation 
systems that have limited capabilities or to equip 
manual machines with autonomous capabilities. 

Sevensense’s novel proprietary 
methodology automatically 
optimizes all calibration parameters.

07 Alphasense Position can use up to eight external 
industrial-grade camera modules.
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The product is available for purchase and has been 
validated and integrated by customers globally. 
For instance, Wetrok AG, a Swiss manufacturer 
of professional cleaning equipment, is selling its 
Alphasense Autonomy-enabled cleaning robots to 
customers around the world. Furthermore, several 
key OEMs and integrators in the materials handling 
industry are considering whether to adopt it. 

Fusing information to maximize efficiency and 
safety
ABB’s Sevensense technology is based on several 
unique components. Chief among these is a pro-
prietary system that can orchestrate up to eight 
cameras and perform precise synchronization, 
automatic gain control, and camera exposure 
control to maximize the information content of 
images acquired by the cameras, regardless of 
lighting conditions. Based on a capable yet cost-ef-
ficient system-on-module (SOM) »07, this service 
enables Alphasense Position to run Visual AI work-
flows directly on the unit, with minimal latency 
or computational burden while benefiting from 
precisely tuned camera image signal processing 

(ISP). The associated proprietary hardware design, 
which addresses the technological challenge of 
transmitting high-quality synchronized camera 
imagery over long wiring, allows OEMs to freely 
and seamlessly position up to eight cameras any-
where within the chassis of their vehicles, thus 
enabling 360° surround view coverage. This seam-
less integration and robust view are unique in the 
market and significantly increase the performance 
of Visual AI localization and navigation. 

Furthermore, Sevensense Visual SLAM technology 
comprises AI-powered proprietary sensor fusion 
algorithms to enable robots to precisely estimate 
their position. This is achieved by extracting dis-
criminative elements from images, such as, for 
example, the corner of a window, and using these 
elements to build a representative yet compact 3D 
model of an environment. To achieve a high level 
of reliability and enable operations regardless of 
lighting conditions or perspective, detection and 
association of discriminative elements is made 
using AI-based models that run on fast on-board 
graphic processing units (GPUs). An example of a 
challenging scenario is shown in »08.

In order to effectively use the above-mentioned 
sensor types, robotics systems, including Seven-
sense products, require accurate calibration. The 
processes underlying calibration are complex yet 
essential in achieving both robot positioning and 
autonomous navigation. Calibration makes it pos-
sible to identify internal camera parameters, such 
as focal length and distortion of lenses, as well as 
the spatial transformations between different 
sensors, for instance inertial measurement units, 
ultrasonic sensors and time-of-flight cameras.

Sevensense technology 
ensures safe navigation 
in crowded industrial 
environments.

08 Visual features detected by Sevensense AI algo-
rithms are matched (yellow rays) with an existing 
map of the local environment (green rays).

09 People are detected and tracked in three 
dimensions using Sevensense AI-based scene 
understanding techniques.
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10 Lifelong Visual SLAM algorithms ensure that a 
robot’s maps are always up to date. From top: the 
data collected by a robot on four occasions is sum-
marized and consolidated in a rich 3D visual map. 

of environments but also to a high level of safety 
for people. Sevensense computer vision tech-
niques leverage the rich information content 
of visual images in order to obtain not only 3D 
distance information, but also much richer scene 
understanding, such as the detection of people 
and prediction of their relative motions. Through 
the combination of AI-based detection methods 
with 3D geometrical rules, robots equipped with 
Sevensense technology can detect and track peo-
ple using cameras all around a vehicle. This crucial 
scene-based information enables the technology 

While complex, all of this can be easily done when 
mobile robots roll off the production line, thanks to 
Sevensense’s novel and proprietary methodology 
that automatically optimizes all calibration param-
eters at once. As a result, factory calibration can be 
performed by production personnel using only the 
robot itself, without requiring costly measurement 
instruments or iterative manual adjustments.

People first
Naturally, all the above-mentioned capabilities not 
only add up to precise and accurate interpretations 
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11 Compared with alternative sensor technologies, 
ABB’s Sevensense Visual SLAM technology offers a 
range of advantages.

Visual SLAM 2D SLAM
Natural features

2D LiDAR
Reflectors

No additional infrastructure

Fast changing environments

Dynamic and crowded 
environments

Symmetrical environments

High accuracy without 
artificial references

Finds position at startup

Enables AI (people and object 
detection …)

to adapt vehicle behavior accordingly, for example, 
by allowing vehicles to swiftly evade static obsta-
cles that are blocking their path but drive more 
cautiously in the presence of people or come to 
a complete halt in front of people »09. Indeed, 
Sevensense technology is the first complete 
solution that uses multiple stereo cameras for 
detecting and tracking people to ensure safe and 
human-friendly navigation in crowded industrial 
environments. 

Lifelong Visual SLAM
One challenge for any type of positioning sys-
tem is that environments change over time. 
This may be due to changing seasons or lighting 
conditions, changes in factory floor layouts, or 
simply in warehouse or shop inventories. Without 
smart algorithms, it is impossible to safely deploy 
mobile robots in dynamic environments. To master 
this challenge, ABB’s Sevensense offers a smart 
AI-based algorithm that enables building and 
maintaining always-up-to-date maps of environ-
ments »10. These maps incorporate data from 

multiple conditions, such as during cloudy and 
sunny weather, bright and dark lighting situations, 
and changes in the elements present in an area. 
These changes are detected automatically and 
swiftly incorporated into a lifelong map without 
any intervention.

All in all, Sevensense’s Visual AI technology enables 
more reliable mapping, particularly in dynamic 
and structurally repetitive environments. It also 
allows for a cost advantage over laser scanners, 
due to lower sensor hardware costs. A thorough 
comparison with alternative sensor technologies 
is provided in »11. 

The path to human-like intelligence
As the number of mobile robots in production 
centers, warehouses, logistics centers and retail 
facilities grows, complexity will increase. But to 
efficiently manage this complexity, mobile robots 
will need to be even simpler to setup and oper-
ate than they are today. Ideally, as they become 
increasingly capable of harnessing generative AI 
and large language models, they will be able to set 
up and optimize their configurations and interac-
tions on their own. At that point, based on a few 
simple instructions from human operators, they 
will be able to autonomously explore the available 
space and plan the paths and flows of materials 
through that space. This revolutionary shift will 
increase the overall robustness and throughput 
of operations – and will likely generate unprece-
dented additional customer value. •

This revolutionary shift 
will increase the overall 
robustness and through-
put of operations.

Yes

No

In certain cases
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GENERATIVE 
AI IN ASSET 
PERFORMANCE

— 
ABB’S GENIX APM COPILOT TR ANSFORMS A SSET PERFORMANCE WITH AI

ABB has expanded the generative AI capabilities 
of its Genix Asset Performance Management 
(APM) solution. The new component – Genix 
APM Copilot – offers intuitive functionality and 
streamlined contextualized data flow across 
processes and operations.

— 
Stacey Jones
ABB Energy Industries, Digital
Lake Jackson, TX., United States

stacey.jones@us.abb.com

Key Facts

Effective management 
of assets and their 
performance is critical.

ABB uses LLMs and 
generative AI to make 
asset use more efficient.

Profitability up by 
4 – 10%; maintenance 
costs down by 20 – 40%.
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As industrial operations become more extensive 
and more sophisticated, the effective manage-
ment of assets and their performance becomes 
a critical task. APM is a data-driven approach that 
optimizes the reliability, efficiency and lifespan of 
physical assets such as turbines, compressors, 
electrical breakers and instrumentation. The meth-
odology combines predictive analytics, condition 

monitoring and maintenance strategies to prevent 
failures, reduce downtime and improve opera-
tional performance. APM is crucial for industrial 
operations such as oil and gas, chemicals, power 
and water, where asset failures can lead to costly 
business disruptions and potential safety and 
environmental risks.

ABB Genix APM
ABB’s APM offering is the Genix Asset Performance 
Management Suite. The comprehensive monitor-
ing capability provided by this APM solution moves 
asset management beyond equipment condition 
monitoring and diagnostics to provide predic-
tive and prescriptive analytics and optimization 

models, giving role-specific, actionable insights 
for quick strategic and tactical decision-making.

Boosting APM with AI
Currently, AI is transforming the world of APM by 
enhancing predictive maintenance, optimizing 
asset utilization, reducing downtime and improv-
ing overall operational efficiency, sustainability 
and profitability. By leveraging AI-driven ana-
lytics, machine learning models and real-time 
data processing, businesses can maximize asset 
performance while reducing costs and risks »01. 

ABB Genix APM Copilot
To further leverage real-time data and AI-driven 
insights, ABB Genix APM now integrates large 
language models (LLMs) and generative AI capa-
bilities in the cloud, using Microsoft’s Azure Open 
AI Services. The new capability, ABB Ability Genix 
APM Copilot, enhances user experience by offer-
ing intuitive functionality and streamlining the 
flow of contextualized data across processes and 
operations. The companies are collaborating on 
this implementation of generative AI technology to 
help industrial customers unlock insights hidden in 
operational data and increase workflow efficien-
cies. Improved data insights and a more effective 
return of assets to optimal operating conditions 
will enable significant gains in efficiency, pro-
ductivity, asset reliability and operational safety. 
Energy consumption and environmental impact 
can be reduced, too. The enhanced functionality 

AI is transforming APM 
by enhancing predictive 
maintenance and optimiz-
ing asset utilization.

— 
For further information, 
please visit 
https://new.abb.
com/process-au-
tomation/genix/
the-apm-you-built

01 The power of AI can be harnessed to help tame 
the complexity of modern industrial plants and 
ensure the smooth running of operations.
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and user experience delivered by the ongoing 
Microsoft/ABB industry and technology strategic 
partnership drives safer, more innovative and more 
sustainable operations across a wide range of 
industries.

ABB integrates generative AI by tuning LLMs, such 
as GPT-4, to the relevant platform and applications, 
enabling functionality such as code, image and text 
generation. The LLMs are trained on operational 
and maintenance data derived from industrial 
assets. In short, the potential of generative AI 
is used to improve data flow, provide real-time 
actionable insights and enhance decision-making 
processes for industry engineers, subject matter 
experts and executives [1]. Moving beyond the typ-
ical human-machine exchange of chat interfaces, 
Genix APM Copilot connects and takes actions 
within third-party solutions as part of integrated, 
agentic workflows.

The role of generative AI in industrial applications
Generative AI represents a significant leap forward 
in industrial digital solutions. By harnessing the 
power of LLMs to generate contextualized text, 
images and recommendations, ABB’s Genix APM 
Copilot accelerates root-cause investigation and 
overall decision-making. This added capability 
ultimately lowers the cost for APM users of inves-
tigating an issue and enables the generation of an 
answer or course of action from within the same 
workflow. The Genix APM Copilot integration 
augments predictive maintenance, detailed asset 
analysis and the automation of complex tasks − all 
of which are pivotal for optimizing operations and 
reducing environmental impact.

Key features and benefits of Genix APM Copilot
Genix APM Copilot is designed to transform the 
way industries manage and maintain their assets 
by providing:

•	 Enhanced alert management by supplying 
intelligent support to help users prioritize and 
address critical alerts efficiently. 

•	 Predictive and diagnostic insights that assist 
root-cause investigation based on embedded 
physics-based models and sensor rankings.

•	 An action support environment. For example, 
a work request in the maintenance manage-
ment system can be created directly from APM 
workflows.

•	 Intuitive user interaction. Copilot offers a chat 
or voice experience that allows users to inter-
act with the system through natural language 
queries. This feature simplifies data retrieval 
and analysis, making it accessible to users at 
all levels.

Transformation with Genix APM Copilot
The deployment of generative AI through ABB’s 
Genix APM Copilot is poised to bring about trans-
formative changes in industrial operations. As 
described above, improved data analysis and reme-
diation will substantially improve efficiency, pro-
ductivity, asset reliability and operational safety 
while reducing energy consumption. Insights into 
actions have never been faster or more intuitive. 
These advancements align with ABB’s corporate 
commitment to enabling a more sustainable and 
resource-efficient future.

Businesses running the Genix platform have 
already seen up to 40 percent cost savings in 
operations and maintenance, up to 30 percent 
improvement in production efficiency and up to 
25 percent improvements in energy and emission 
optimization [1]. The introduction of generative 
AI capabilities is expected to amplify these ben-
efits further, ushering customers into a new era 
of AI-driven decision-making.

ABB’s Genix APM Copilot, powered by generative 
AI, represents a significant milestone in the evolu-
tion of industrial digital solutions. By integrating 
cutting-edge AI technology with ABB’s extensive 
domain expertise, this collaboration with Microsoft 
is set to revolutionize asset performance manage-
ment, driving efficiency, sustainability and opera-
tional excellence across the industrial landscape. •
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Businesses running the Genix plat-
form have already seen up to 40 
percent cost savings in operations 
and maintenance.
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BUILDING 
ADAPTIVE 
SOLUTIONS

—  
ACOPOSTR AK : HE ADING FOR HIGH SPEED FLE XIBLE MECHATRONIC PRODUC TION LINES
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To produce economically under increasingly variable 
conditions, manufacturers are building adaptive 
solutions based on mechatronic product transport 
systems like ACOPOStrak from B&R, the Machine 
Automation division of ABB. 

Key Facts

Modern manufacturing 
requires flexible solutions 
beyond traditional conveyors.

ABB’s ACOPOStrak is an 
induction-based transporta-
tion system within factories.

Individual items are whisked 
along different paths for 
high customizability.

B U I LD I N G A DA P TI V E S O LU TI O N S01| 2 0 2 5 3 5



When a social media sensation sparks an overnight spike in 
demand, adaptive manufacturing lines are quick to pivot and 
catch the first wave. When digital consumers expect person-
alized products to be delivered quickly, adaptive systems 
adjust on the fly to run mixed batches and package custom 
sets »01. When production moves closer to consumers, 
adaptive solutions make small batches – even batches of 
one – with the efficiency of mass production. 

Adaptive manufacturing solutions get their special blend 
of intelligence, flexibility and efficiency from today’s most 
advanced automation: smart software and open communica-
tion standards, digital twins and edge computing, perfectly 
coordinated robotics and AI-enhanced machine vision »02. 
Fully adaptive manufacturing might not be possible, however, 
if it were not for a major evolution in one particular area: 
product transport.

Unlocking adaptability with mechatronic transport
When people imagine a production line, the first thing that 
comes to mind is often a conveyor belt. Yet, because of the 
rigid sequence of processes they impose, these mechanical 
movers often limit flexibility. 

Mechatronic systems, based on linear or planar motor 
technology, work much differently. Here, the motor itself 
essentially becomes the conveyor. In a linear motion sys-
tem like ACOPOStrak, the active part of the motor – the 

01 Changes in consumer behavior and expectations 
are among the driving factors behind a major shift in 
how products are made, assembled and packaged.

— 
Johannes Vitzthum 
ABB Robotics & Machine Automation 
Eggelsberg, Austria
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ABB Robotics & Machine Automation 
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stator – extends along the entire transport path in the form 
of a track. The passive part of the motor – the rotor – takes 
the form of shuttles that carry products along the track. This 
evolution elevates product transport into a new role. What 
before may have been considered auxiliary equipment – a 
means to an end – now becomes the intelligent, value-adding 
backbone of the entire operation. By eliminating mechanical 

power transmission, mechatronic systems avoid slippage and 
wear, enabling movements with both high dynamic forces 
and extremely repeatable precision. Whether the product is 
an electric vehicle battery cell, an insulin pen or a package of 
chips – such systems carry each item on a unique high-speed 
journey through production. 

In these dynamic processes, shuttles must often switch from 
one track to another – whether to sort out defects, balance 
flow among parallel processing stations, or merge products 
from different lines to be packaged in custom sets. While 
other linear motion systems do this using mechanical 

The active part of the motor 
– the stator – extends along the 
transport path in the form of a 
track.

02 Adaptive manufacturing solutions combine 
today’s most advanced automation technologies to 
meet evolving production demands.
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rails or gates, B&R’s ACOPOStrak diverter technology »03 
is fully contactless. In the absence of wear-prone moving 
parts, switching can occur at full production speed (up to 
5 m/s) with no spacing needed between the 50-mm shuttles. 

This patented technique is based on the principle of field 
weakening. In field-oriented control, the motor’s magnetic 
field comprises two perpendicular components: the d-axis 
(direct axis) produces the force that holds the shuttle on the 
track, while the q-axis (quadrature axis) produces the torque 
that propels the shuttle along the track. When a shuttle is 
moving between two opposing tracks, reducing its d-axis 
current weakens the magnetic field generated by the stator 
and allows the shuttle to switch sides. 

Adaptability at scale: High speed and high density
With highly dynamic control over the speed, spacing, and 
routing of each individual shuttle, it becomes possible to 
perform processing steps all along the track, even while 
in motion. Square meters otherwise consumed by buffer 
zones and empty stretches of conveyor instead host high-
value processing. Different products – with different sizes, 
shapes, contents, closures or labels – each get exactly the 
treatment they need with minimal intervention or downtime. 
The ability to split and merge product flows at full speed 
makes it possible to optimize throughput with asynchronous 
workflows and robust fault tolerance. Together, these and 
other capabilities target all three factors that define overall 
equipment effectiveness (OEE) »04, thus helping manufac-
turers maintain high availability, performance, and quality as 
they adapt on the fly. 

03 Fully contactless ACOPOStrak diverters allow 
high-speed track switching with no mechanical wear 
– leading to higher productivity with less downtime.

04 Adaptive manufacturing solutions combine flex-
ibility with productivity by targeting all three factors 
that define overall equipment effectiveness (OEE).

Availability
•	 Little to no downtime for changeover
•	 Individual control for fault tolerance
•	 Automatically skip malfunctioning 

stations

Performance
•	 Non-stop productivity:  

On-track and in-motion
•	 Processing density:  

No wasted conveyance or handling
•	 Parallel processing:  

Multiply performance, not footprint

Adaptive manufacturing:  
The OEE multiplier

Quality
•	 Tighter synchronization for tighter 

tolerances
•	 In-line quality control and early defect 

removal
•	 Robust fault tolerance for reduced 

waste production
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05 Accelerating system design with a no-code 3D graphical simulator

Building adaptive solutions is a multidisciplinary 
exercise that often requires a fundamental shift 
in thinking about system design. By making it 
possible to visualize and simulate the perfor-
mance of these systems, ACOPOStrak Designer 
provides easy access for all stakeholders, en-
ables more efficient decision making and helps 
ensure predictable results. Once all are satis-
fied, software is generated at the push of a but-
ton with no coding required. As an add-on for 
RobotStudio®, ACOPOStrak Designer makes it 
possible to configure a track layout in minutes 
using drag-and-drop 3D graphics »05a. Clear 
visualization makes it easy to design around ob-
stacles and simulate production flows – even for 
mixed batches of different products. Right from 
the outset, users can assess the feasibility of 
their ACOPOStrak system, accurately predict its 
future throughput and ensure safe, energy-effi-
cient operation.

With no complex programming, ACOPOStrak 
Designer realistically simulates performance 
under real-world operating conditions. This in-
cludes the thermal behavior of each track seg-
ment, allowing strategic placement of water-
cooled segments to enhance throughput while 
planning the power supply and design to opti-
mize energy consumption. Analysis functions 
help determine the optimum number of shuttles 
to use, as well as their maximum speeds and pay-
loads. Users can quickly test and evaluate differ-
ent layouts and scenarios »05b to maximize 
both throughput and energy efficiency, then fine 

tune shuttle movements and other parameters 
before quickly exporting their design to B&R’s 
engineering software, Automation Studio.

05b ACOPOStrak’s flexible layout adapts to the 
needs of each site and application.

05a Adaptive manufacturing lines can be laid out 
in minutes by dragging and dropping 3D graphics in 
ACOPOStrak Designer, an add-on for RobotStudio®.
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06 Sophisticated trajectory planning 
for gentle handling at top speed

During high-speed production, ACOPOStrak 
generates up to 85 newtons of propulsion force 
and accelerates its shuttles at up to 10 g – simi-
lar to what a fighter jet pilot experiences while 
pulling a sharp aerial maneuver. If applied with-
out filtering (see the blue line in the graph), that 
would be enough to exceed the physical lim-
its of products or their holders. Sophisticated 
trajectory planning integrated in ACOPOStrak 
software ensures that highly dynamic process-
ing steps are completed exceptionally quickly to 
maximize throughput without damaging prod-
ucts or spilling liquid contents.

A jerk filter (see yellow line) would be one way to 
eliminate the jump in the acceleration’s deriva-
tive and reduce oscillations, but it would extend 
the overall movement duration by the filter time. 
Instead, zero vibration filtering (see purple line 
»06a) minimizes oscillations much faster (typ-
ically by around 50 percent) by targeting critical 
frequencies – those that stimulate a resonance 
frequency and the first two harmonics. If the 
system in question is a fluid-filled container 
with known dimensions, the frequency is calcu-
lated by the system; if not, the measured eigen
frequency can be used as input. 

06a Zero vibration filtering ensures gentle product handling while 
allowing more dynamic movements for higher productivity.

A B&R customer in the cosmetics industry illustrates the 
order-of-magnitude impact this can have: Replacing three of 
four existing lines with one adaptive line, they reduced their 
footprint by around 75 percent while maintaining nearly the 
same overall output. The changeover time to a new bottle 
with a pump closure went from three hours to 40 minutes. A 
batch of shampoo and conditioner with a new bottle design 
that would have taken around three weeks was produced in 
five days. Similar results can be seen from customers in many 
other sectors as well, such as one in medical device assembly 
who achieved a double-digit boost in productivity while at the 
same time reducing the footprint of the machine – avoiding 
the cost of building a new cleanroom.

The integral role of software
Bringing the inherent flexibility of mechatronic hardware to 
life, software and AI add value throughout the lifecycle of an 
adaptive manufacturing solution. This process begins at the 
very first steps of conceptual design, where ACOPOStrak 
Designer »05 makes it easy to plan a layout graphically, 
simulate throughput and energy consumption, and then 
generate the machine code at the push of a button. During 
operation, advanced control software dynamically routes 

products through an easily configurable network of pro-
cessing stations, adapts movement parameters to changing 
conditions, synchronizes with pick-and-place robots and 
other systems, and makes subtle adjustments to ensure 
gentle product handling and minimize sloshing of liquid 
contents during high-speed operation »06. Each shuttle is 
uniquely identified and inherently provides an array of data, 
which can be visualized in the ACOPOStrak Monitor app »07, 
and used on site or remotely for data-driven, AI-enhanced 
performance optimization and predictive maintenance. •
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One customer in medical device 
assembly achieved a double-
digit boost in productivity.
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07 AI-enhanced insight for 
uninterrupted productivity

When machine builders are able to visualize the 
real-time status of their systems, they can iden-
tify issues proactively and implement predictive 
interventions to streamline maintenance. As an 
Industrial IoT app with optional cloud connectiv-
ity, ACOPOStrak Monitor provides data-driven, 
AI-enhanced services for collecting, analyzing 
and visualizing production »07a. These fea-
tures are crucial for optimizing performance 
and maintenance to ensure uninterrupted high 
productivity throughout the system’s entire life-
cycle. An API allows machine builders and oper-
ators to access system data remotely and inte-
grate it in custom solutions for further analytical 
or troubleshooting tasks.

State-of-the-art AI algorithms provide unprece-
dented opportunities to monitor, analyze and ul-
timately optimize machine operation. Examples 
include regression-based estimation of shuttle 
condition and anomaly detection through un-
supervised learning. Continuous monitoring of 
machine data facilitates more efficient mainte-
nance planning, reduces downtime and extends 
equipment life. Importantly, the ability to derive 
shuttle condition from ordinary sensor data 
means this can be done without having to install 

any additional hardware. This is assisted by the 
classification of physical shuttle entities using 
an ensemble-based random forest approach 
– a type of machine learning – to ensure correct 
attribution of collected data »07b. 

07b Shuttles are identified using ensemble-based random forest 
classification, which helps support shuttle condition monitoring 
without needing additional sensors.

07a The ACOPOStrak Monitor dashboard provides operators 
with a clear and immediate overview of machine status. Condition 
monitoring offers unique insights through machine data collected 
over time.

Training
dataset

Training Inference Thresholding  
and voting

New
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New  
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THINKING 
AHEAD

— 
PREDIC TIVE CONTROL RE VOLUTIONIZES VARIABLE SPEED DRIVE CONTROL

Key Facts

Industrial electric drives can be transformed 
by ABB’s Model Predictive Pulse Pattern Control 
(MP³C) – an advanced motor control principle that 
ensures efficient, precise and reliable process 
control and is used by the ACS6080 and the new 
ACS8080 medium-voltage variable speed drives. 

Better control of elec-
tric motors is essen-
tial to performance.

ABB precisely controls 
the stator flux to opti-
mize motor function.

With MP³C, one 
customer needed 
10 fewer inverters.

— 
Tobias Geyer 
ABB Medium Voltage Drives 
Turgi, Switzerland

tobias.geyer@ch.abb.com

Jess Galang
ABB High Power Medium Voltage Drives
Turgi, Switzerland

jess.galang@ch.abb.com

Aleksandra Wozniak
ABB Medium Voltage Drives
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Each day, heavy industries across the globe are faced with a 
delicate balancing act: extract the best performance from 
equipment while reducing carbon emissions and costs and 
improving energy efficiency. To help achieve that balance, 
industries utilize variable speed drives (VSDs). A VSD is a 
power electronics converter that controls motor speed by 
varying the supplied frequency and voltage.

A significant advance in VSD motor control came with ABB’s 
innovative direct torque control (DTC), first developed in the 
1980s. Because DTC uses a high sampling frequency (about 
40 kHz) and relies on hysteresis controllers with a switching 
table to control the electromagnetic torque and the magne-
tization of the electric machine, torque response is fast and 
precise. The result is a superb dynamic performance of the 
drive and a system resilient against voltage fluctuations and 
other disturbances.

Challenges faced by VSDs
An underlying challenge faced by VSDs is the minimization of 
distortion of the output waveforms and machine currents. 
This minimization can be achieved to some extent by increas-
ing the switching frequency of the semiconductor switches. 
However, in typical MV drive scenarios, the switching fre-
quency cannot be increased above a few hundred Hertz per 
semiconductor due to device thermal constraints.

A more suitable way to minimize distortion is offered by 
synchronous optimal modulation. Here, offline-calculated 
optimized pulse patterns (OPPs) can result in values of total 
demand distortion (TDD) of the machine current of under 
5 percent over the range of modulation indices. Individual 
current harmonics of non-triplen order (5th, 7 th, 11th, 13th, etc.) 
are reduced and interharmonic components are avoided. 

However, using OPPs in a closed-loop control system is 
difficult because discontinuities in the switching angles 
can introduce harmonic excursions. A solution is offered 
through trajectory tracking of the stator flux. This technique 
is preferred since it does not require estimating the leakage 
inductance of the machine in real time [1]. But for flux tra-
jectory tracking to be effective, real-time assessment of the 
stator flux trajectory fundamentals separately from the flux 
harmonics should be avoided.

A recent solution that addresses this real-time requirement 
of flux trajectory tracking is model predictive pulse pattern 
control (MP³C) [2], in which the stator flux control problem 
is addressed via model predictive control (MPC). MPC has 
gained popularity in the field of power electronics because of 
its high performance and ability to control multiple input and 

output signals, coupled with the powerful controllers available 
in modern converters that have the computational muscle to 
execute complex algorithms in real time. MPC is based on a 
mathematical model of the system and operates by real-time 
minimization of an objective function – namely, the deviation 
of the stator flux vector from its optimal trajectory within a 
limited-time prediction horizon. The MPC approach achieves 
a motor friendliness that minimizes motor temperature, noise 
and vibration and delivers superior harmonic and dynamic 
performance »01.

OPPs and MP³C take VSD control to a new level
In OPPs, the fixed modulation interval of classic pulse-width 
modulation (PWM), with two switching transitions per phase 
and modulation interval, is abandoned. Instead, OPPs are 
computed offline by calculating the optimal switching angles 
and switching transitions needed to minimize the current 
distortions for a given switching frequency. Quarter- and 
half-wave symmetry is typically imposed. OPPs are stored 
in a look-up table for use in real-time operation.

Assuming an inductive load, the current distortions are 
proportional to the sum of the squared differential-mode 
voltage harmonics divided by the harmonic order. The 
optimal switching angles and switching transitions can 
then be calculated for a given modulation index and pulse. 
The modulation index corresponds to the output voltage 
and the pulse number relates to the switching frequency. 
The reference trajectory of the stator flux vector results 
from the integration of the stator voltage of the OPP over 
time. Per definition, this trajectory is optimal; by tracking 

the trajectory tightly, the TDD of the stator currents is 
minimized by modifying the time instants of the switch-
ing transitions accordingly – essential in the presence of 
significant disturbances, eg, a strong DC-link voltage ripple. 
By tightly tracking the stator flux reference trajectory, MP³C 
achieves a close-to-optimal harmonic current spectrum 
and minimizes the adverse impact of any DC-link voltage 
ripple on the stator current TDD. The result is minimal TDD 
of the produced currents – even in applications that employ 
direct-on-line (DOL) machines, which typically feature very 
low leakage inductances.

MP³C minimizes motor temper
ature, noise and vibration and 
delivers superior harmonic 
performance.
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02 ABB’s ACS8080 next-generation medium-voltage 
drive uses cutting-edge digital technology to set a 
new standard in drive technology and safety.

01 The ACS6080 has a compact and flexible 
modular design for customized solutions, smooth 
integration, and use in single and multi-motor 
applications. The implementation of MP³C in 
customer ACS6080 systems is already improving 
motor performance and reducing the amount of 
hardware needed. 
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Delivering dynamic performance with the ACS8080 and 
MP³C
Launched at the end of 2024, ABB’s ACS8080 MV drive set 
new standards in drive technology and safety and extended 
the range of capabilities that were already offered by the 
market-leading ACS6080 MV drive with MP³C »02. Designed 
for almost any industrial application in the 300 to 6,700 kW 
range, the modular ACS8080 integrates easily into existing 
systems with unmatched compatibility and flexibility, deliv-
ering maximum efficiency, decreased environmental impact 
and reduced total cost of ownership over the long term. The 
drive is equipped with an array of safety features, including 
arc prevention and fast arc elimination, a DC grounding switch 
and functional safety mechanisms to help protect personnel 
and equipment from unpredictable and unsafe situations. 

Long-term reliability is assured with a low parts count, 
high-quality components, a reduced number of potential 
points of failure and minimized maintenance needs. The 
ACS8080 builds on well-proven ABB MV drives technology, 
enhancing its capabilities with the latest digital innovations 
and fully leveraging power electronics with easy-to-use con-
trols. Prominent amongst the software innovations employed 
by the ACS8080 is MP³C, which allows the drive to achieve 
unparalleled system efficiency, delivering maximum power 
output while minimizing losses. 

MP³C in action
MP³C has proven its worth in a recent ABB collaboration with 
industry partners to deliver equipment to a customer water 
transmission system project involving 10 5.8 MW induction 

03 Water transmission systems – ie, networks of 
pipes, usually in a dendritic structure, that transport 
water from treatment plants to reservoirs – make 
extensive use of electric motors to drive pumps.
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motors, each driven by an ABB ACS6080 VSD »03. Here, MP³C 
enabled ABB to go with one fewer inverter unit in each of the 
10 subsystems and thus offer a significantly reduced cost of 
the converter. By having fewer inverter units, MP³C delivered 
not only a lower customer CAPEX but also a reduced footprint.

Driving into the future
The combined strengths of OPP technology and MPC in 
MP³C deliver the most efficient, high-performance motor 
control currently available. OPPs provide minimal harmonic 
distortions per switching frequency and MPC enforces the 
ideal stator flux trajectory of the OPP by manipulating the 
OPP’s switching instants. A high sampling frequency of 40 kHz 
with a receding time-horizon policy results in a fast dynamic 
response and superior disturbance rejection.

With MP³C, ABB has attained a good balance point – where 
enhanced dynamic performance meets excellent harmonic 
performance. Simulations, laboratory and field results 
demonstrate the superiority of MP³C compared to conven-
tional methods. For instance, the trade-off between the 
inverter losses and the harmonic losses of machines when 
varying the switching frequency shows that MP³C performs 

better than the frequently used field-oriented control (FOC) 
method in terms of losses, delivering substantial annual 
electricity savings. Similarly, reduced air gap torque TDD 
results in lower mechanical and thermal stresses, extending 
equipment lifetimes and lengthening maintenance intervals, 
ultimately translating to lower operational expenditure.

Increasing the fundamental frequency is possible thanks to 
MP³C’s low harmonic distortions at low pulse numbers. This 
aspect opens up the system design space for applications 
such as compressors, which require high-speed motors. By 
increasing the output speed of the drive, the size and weight 
of an additional gearbox can be decreased, or the need for 
one obviated, leading to a lower initial investment.

MP³C combined with the proven ACS6080 and the new ABB 
ACS8080 drives makes for a winning team that will literally 
drive performance, efficiency, and safety across a wide range 
of industries – such as minerals and mining, oil and gas, 
marine and pumped-storage power plants – with best-in-class 
motor control. •

MP³C enabled one fewer inverter 
in each of the 10 subsystems, 
significantly reducing costs.
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— 

Cavitation
Several of the articles in this edition of ABB 
Review relating to ABB Dynafin™ mention 
cavitation and stress its importance in marine 
design. But what exactly is cavitation and why 
can it be detrimental to marine systems?

near the surface of the propeller blades, they 
release energy in the form of small, high-velocity 
jets. These jets can impinge on the material 
surface with a significant force, causing pitting 
and erosion. Over time, these effects can 
degrade the integrity of the propeller blades, 
leading to reduced performance and increased 
maintenance costs for vessel operators.

Furthermore, cavitation-induced vibrations 
can also degrade the structural integrity of the 
propeller and the rest of the propulsion system. 
The pressure pulses created by the collapsing 
vapor bubbles propagate through the surround-
ing fluid, inducing vibrations in the propeller 
blades and other components of the propulsion 
system, leading to fatigue and potential failure 
over time. In addition to the pressure pulses, 
the noise generated by cavitation can also be a 
concern in terms of its impact on marine life in 
sensitive areas and on the comfort and safety of 
the vessel’s crew and passengers.

Cavitation mitigation
Engineers employ various materials and design 
techniques to mitigate the adverse effects of 
cavitation on propellers. Propeller designs may 
feature modified blade profiles or cavitation-

resistant materials to reduce the likelihood 
of cavitation and minimize its effects when it 
does occur. The computational fluid dynamics 
(CFD) simulations described elsewhere in this 

In the realm of fluid dynamics, cavitation is a 
phenomenon characterized by the formation 
and implosion of vapor bubbles in a liquid when 
the local pressure falls below the vapor pressure. 
This process occurs when a liquid, such as water, 
experiences a rapid change in pressure, typically 
in regions of high-velocity or low-pressure 
gradients. The formation and collapse of these 
bubbles create intense shock waves that can 
have significant detrimental effects on ships, 
particularly on their propellers.

In marine propellers, the bubbles are formed by 
the creation of low-pressure regions at the back 
of the blades as they move through the water at 
high velocity.

Breaking and shaking
Most marine propellers are actually designed to 
allow cavitation, as it is then possible to reach 
higher efficiency. Cavitation must, in such cases, 
appear as a stable sheet, rolling smoothly over 
the tip of the blade. When cavitation is unstable, 
erosion can occur: When vapor bubbles collapse 

Anthony Byatt 
External contributor
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Cavitation-induced vibrations 
can degrade the structural integ-
rity of the propeller and the rest 
of the propulsion system.
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edition of ABB Review are a good example of 
how engineers analyze and optimize propeller 
designs to minimize cavitation-induced perfor-
mance losses.

Cavitation is a complex fluid dynamic effect 
with significant implications for ship propul-
sion systems. While cavitation can enhance 
propulsive efficiency under certain conditions, 
its effects are mostly adverse, in the form of 
erosion, vibrations and noise, leading to perfor-
mance and integrity degradation over time. The 

ABB Dynafin team has invested much time and 
effort in understanding fully the mechanisms of 
cavitation and its effects. The knowledge gained 
informed the advanced design techniques and 
technologies they used to ensure the optimal 
performance and longevity of the ABB Dynafin 
propulsor. •
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ABB used advanced design tech-
niques to mitigate cavitation and 
optimize Dynafin’s performance 
and longevity.
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https://global.abb/group/en/innovation/
news/cavitation

Several readers 
have pointed out an error 

in ABB Review 03/2024. The 
text on page 218 was printed in 

German in the English edition of ABB 
Review (and vice versa). This was due 
to a production error, for which the 

ABB Review team apologizes. 

The original version of the  
article is re-published here 

(left) in full.
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INDUSTRY 4.0 CYBER 
SECURITY

— 
BUZZ WORD DEMYSTIFIER

Industry 4.0 is revolutionizing indus-
tries through automation, artificial 
intelligence (AI) and big data. Optimized 
efficiency, reduced downtime via pre-
dictive maintenance and enhanced 
decision-making using real-time data 
are just some of the benefits that allow 
Industry 4.0 to drive cost savings, 
innovation, agility and, ultimately, 
competitiveness.

The intelligent embedded operational 
technology (OT) and industrial control 
systems (ICSs) that are central to the 
success of Industry 4.0 are generally 

connected to the cloud. As such, these 
devices face potential cyber threats, 
including malware, ransomware, data 
breaches and denial-of-service (DoS) 
attacks. To combat these threats, indus-
tries must implement strong cyber 
security measures such as encryption, 
multifactor authentication, network 
segmentation and regular software 
updates.

However, a remaining challenge faced 
by the vastly increased threat surface 
presented by OT and ICSs is how to 
attain real-time observability of these 
remote fleet of devices in terms of per-
formance patterns, behavior anomalies 
and events. In short, there is a need 
for real-time intrusion detection on 
these resource-constrained embedded 
devices.

Look but do not touch
ABB’s proposed solution is based on an 
Extended Berkely Packet Filter (eBPF) 
approach. eBPF is a well-established 
technology that makes it possible to 
run special programs deep inside the 
Linux operating system in an isolated 
way. Technology makes the Linux 

kernel programmable without writing 
a single line of low-level kernel code. 
An application programming interface 
(API) allows eBPF to hook into the Linux 
kernel and listen to all types of system 
calls there. eBPF comes compiled with 
Linux kernels version 4.10 onwards, so 
it requires no extra installation.

An eBPF agent can be created that 
carries custom signatures and detects 
various types of attacks or anomalies 
on ICS protocols such as Modbus, DNP, 
MMS, etc. For example: 

•	 Removable storage media mounted 
on the target

•	 FTP/Telnet logins
•	 Sensitive file modifications
•	 Rogue process creation on the target
•	 Processes with high CPU loading
•	 Kernel-level attacks, such as privilege 

escalation through kernel module 
loading. 

Events are reported to either a remote 
cloud operations team or local oper-
ator workstation. Critically, the agent 
watches for security events happening 
on devices in real time.

— 
Sourav Kunal
ABB Pulp and Paper
Dundalk, Ireland

sourav.kunal@ie.abb.com
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The agent can also be used to push 
detection signatures for a zero-day 
attack without rebooting the device. 
Further, deep packet inspection capa-
bilities can be used to analyze incoming 
and outgoing traffic on the device.

Open-source and close scrutiny
ABB’s eBPF approach to cyber security 
provides continuous, inbuilt security 
event monitoring and anomaly detec-
tion. Based on threat intelligence, new 
detection signatures for zero-day vul-
nerabilities and newly disclosed weak-
nesses can be pushed to the on-field 
OT devices with zero downtime, thus 
reducing the interval between patch 
release and implementation.

The agent uses available eBPF technol-
ogy and open-source tools, minimizing 
costs and, with the appropriate kernel 
version, can support legacy systems.

Advanced testing is underway, and it is 
hoped that this eBPF approach to cyber 
security that provides continuous cyber 
security monitoring and anomaly detec-
tion will soon be in use in the field. •
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