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Style conventions used in this document:

Ul Text: Text that represents elements of the Ul such as button names, menu
options etc. is presented with a grey background and border, in Tahoma
font which is traditionally used in Windows Uls. For example:

Ok

Standard Terms (Jargon): Text that is not English Language but instead refers to

industry standard concepts such as Strategy, BACnet, or Analog Input is
represents in slightly condensed font. For example:

BACnet

Code: Text that represents File paths, Code snippets or text file configuration
settings is presented in fixed-width font, with a grey background and
border. For example:

$config file = c:\CYLON\settings\config.txt

Parameter values: Text that represents values to be entered into Ul fields or
displayed in dialogs is represented in fixed-width font with a shaded
background. For example

10°C

Product Names: Text that represents a product name is represented in bold
colored text. For example

INTEGRA™

Company Brand names: Brands that are not product names are represented by
bold slightly compressed text:

ABB Cylon

PC Keyboard keys: Text representing an instruction to press a particular key on
the keyboard is enclosed in square brackets and in bold font. For

example:

[Ctri]+[1]
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BuildingPro Edge Series ME | Notes on the instruction manual

Notes on the instruction manual

Please read the manual carefully and observe the instructions and information it contains. Please keep
this manual in a safe place.

ABB accepts no liability for errors and safety problems due to failure to observe this manual.

If you require additional information or have questions about the BuildingPro Ecosystem and its
applications, please contact ABB or visit https://buildings.ability.abb

Depending on the user rights, system configuration and equipment, specific functions and settings
may not be available.

Safety

The device has been constructed according to the latest valid regulations governing technology and is
operationally reliable. It has been tested and shipped from the factory in a technically safe and reliable state.

Read and adhere to the Intended Use instructions to prevent hazards from arising.

ABB accepts no liability for damages due to the failure to observe the instructions.

INTENDED USE

CYBERSECURITY DISCLAIMER:

This product is designed to be connected to and to communicate information and data via a
network interface. It is your sole responsibility to provide and continuously ensure a
secure connection between the product and your network or any other network (as the case
may be). You shall establish and maintain any appropriate measures (such as but not limited
to the installation of firewalls, secure VPNs, application of authentication measures,
encryption of data, installation of anti-virus programs, etc.) to protect the product, the
network, its system and the interface against any kind of security breaches, unauthorized
access, interference, intrusion, leakage and/or theft of data or information. ABB Ltd and
its affiliates are not liable for damages and/or losses related to such security breaches,
any unauthorized access, interference, intrusion, leakage and/or theft of data or
information.

The BuildingPro Edge Series ME (BEM/D.220.128) behaves as an Edge device, ensuring a safe and secure
bridge between all on-premises information and the cloud. An Edge device is a computing device located
near the data source, which processes and analyzes data locally to reduce latency and optimize
bandwidth, while also providing a connection to centralized cloud infrastructure for further processing.

The BuildingPro Edge Series embeds openBOS®, the ABB operating system for Smart Buildings, a
software platform that unifies all of the information on a site into an ontology (a formal, structured
framework that represents the various components of a site - buildings, floors, spaces and assets such
as HVAC systems and lighting - and the relationships between them). This operating system enables
different building systems to communicate and coordinate, facilitating efficient management of space,
energy, and resources within the building.

The BuildingPro Edge Series connects any device of any brand that has an open and interoperable IP
protocol such as Modbus, KNX, BACnet, LonWorks or MQTT. It includes an embedded web-based Edge
Editor tool to configure and maintain the database of your multiprotocol site.

The BuildingPro Edge Series serves as an access point for the ABB Cloud platform BuildingPro Portal, and
for 3"%-party Cloud platforms via openBOS as a Service (oBaaS).

The BuildingPro Edge Series offers a full cybersecure solution:

e Acybersecure connection between the Edge and the cloud, using secure protocols such as AMQP
over Websocket Secure (WSS) using TLS 1.3 and uses a X.509 certificate for authentication.

e Anintrinsically cybersecure Operating System, where all applications are signed, and the boot is
secured preventing unknown applications from running. Disk is fully encrypted, with dual-boot
capability.
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The BuildingPro Edge Series ME (BEM/D.220.128) is a DIN rail-mounted device intended for installation
within an eclosure such as a cabinet or distribution panel.

The intended use also includes adherence to all specifications in this manual.

IMPROPER USE

Any use not listed in /ntended use on page 4 is deemed improper use and can lead to personal injury or
damage to property.

ABB is not liable for damages caused by use deemed contrary to the intended use of the device. The
associated risk is borne exclusively by the user or operator.

The device is not intended for the following:

e  Unauthorized structural changes

e Repairs

e Outdoor use (see datasheet for IP rating).

e Usein bathroom areas (see datasheet for IP rating).

TARGET PERSONNEL / PERSONNEL QUALIFICATIONS

Installation, commissioning, and maintenance of the device must only be carried out by a trained and
properly qualified installer or system integrator.

The installer or system integrator must have read and understood the manual and follow the instructions
provided.

The installer or system integrator must adhere to the valid national regulations in their country governing
the installation, functional test, repair and maintenance of electrical products.

The installer or system integrator must be familiar with and correctly apply the "five safety rules" (DIN
VDE 0105, EN 50110):

Disconnect

Secure against being re-connected

Ensure there is no voltage

Connect to earth and short-circuit

oA W

. Cover or barricade adjacent live parts

CYBER SECURITY

In order to increase stability, safety, and robustness in its solutions, ABB has formally established cyber
security robustness testing as part of the product development process.

The following measures are prerequisite for the safe operation of your system. ABB accepts no liability
for non-observance.

Access control and limitation

The most basic security concept is careful isolation of the system against unauthorized access. Only
authorized persons (fitter, caretaker, tenant) are allowed physical access to the IP network or bus system
and its components. This also includes the BuildingPro Edge Series device itself.

During planning, the best possible protection must be guaranteed for the IP or network media
(LAN/WLAN) and the transfer node. Sub-distributions with fieldbus devices must be lockable or be in
rooms to which only authorized persons have access.

Bus cabling

e The ends of the bus cables must not be visible, i.e., they must not project out of walls or channels,
either inside or outside of the building.

e Bus cables in outdoor areas or in areas with limited protection represent an increased safety risk.
Physical access should be made exceptionally difficult.

IP Network
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The local network is a critical component for secure communication. That is why unauthorized access to
the local network should be prevented. The normal security mechanisms for IP networks must used, e.g.:

e Secure encryption of wireless networks

e Use of complex passwords and protection of these against unauthorized persons

e  Physical access to network interfaces (Ethernet interfaces) and network components (router,
switches) should only be possible in protected areas.

e  MAC filter (table with certified device addresses)

Connection to the Internet or the local IP network

To prevent improper use, no router ports from the Internet into the building network or home network
must be opened to the BuildingPro Edge Series device.

By design, BuildingPro Edge Series offers a native Cybersecure connection between the on-premises site
and the ABB cloud:

e The connection uses secure protocols such as AMQP over Websocket Secure (WSS) using TLS 1.3
e All connection is authenticated and use a X.509 certificate for authentication

Stable and reliable operation of the device also depends on the reliability of the local IP network to which
the device is connected. For this reason, additional network components must be used to repel Denial of
Service (DoS) attacks from the Internet. Such attacks can overload the local IP network or its individual
components and make them inaccessible.

BuildingPro edge is intrinsically cybersecure

The BuildingPro Edge Series ME (BEM/D.220.128) motherboard embeds a hardware TPM (Trusted
Platform Module): the TPM is a specialized, tamper-resistant microcontroller chip on a computer's
motherboard that securely generates, stores, and manages cryptographic keys to ensure platform
integrity and protects sensitive data.

All applications in the BuildingPro Edge Series are signed and trusted: all software is digitally signed
using a cryptographic process to verify its origin and integrity. The digital signature confirms that the
application comes from a well-known and verified source.

BuildingPro Edge Series offers Secure Boot to prevent unknown applications running: Secure Boot is a
security standard that ensures that only trusted and digitally signed software is loaded and executed
during the system's boot process, preventing unauthorized or malicious code from running before the
operating system starts.

BuildingPro Edge Series offers a dual boot to recover in case of problem: That dual boot is a setup where
two different boot partitions are installed on the edge. In case of secure boot failure, building edge Linux
OS boots on the secured partition with only the minimum running.

The Hard-disk/SD card of the BuildingPro Edge Series is fully encrypted by securely storing the disk
encryption key, which is uniquely tied to the specific device, inside the TPM chip.

Safety of user accounts

Set a strong access password during initial commissioning. Passwords that you have received from the
administrator must only be used for the first login.

Keep passwords secret and use a password manager with two-factor login as memory aid, e.g., Keypass.
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PORTS AND SERVICES

In order for BuildingPro Edge Series devices to carry out their primary functions, they must be able to
communicate via specific ports and services on your local network. If necessary, contact your network
administrator to set up the appropriate port sharing.

Attention:
Enabling any port increases the risk of cyber-attacks.
- Only enable ports that are strictly necessary for operation.
- Regularly check which ports are enabled for which purpose.

The following table summarizes the TCP and UDP services available on the device.

However the installer or system integrator must verify that these standard ports are used locally, and
enable or disable them as required using the Edge Editor Ul.

Port Protocol Direction Comment

Outgoing SSH channel in case the customer has activated the

22/TCP SSH Outgoing remote tunneling service to obtain remote assistance by the
ABB service

68/UDP DHCP Outgoing Needed once DHCP protocol will be supported by the device

80/TCP HTTP Incoming Web server port listing for incoming HTTP requests (non-
secure)

443/TCP HTTPS Incoming Web server port listing for incoming HTTPS requests (secure)

if enabled by the customer

Azure Cloud Connectivity: loT Hub messaging, Device
443/TCP HTTPS Outgoing Provisioning Service, SCEP Protocol, Firmware download,
Backup- and Restore Functionality

502 (TCP or UDP) Modbus Outgoing Outgoing requests to field Modbus devices
502 (TCP or UDP) Modbus Incoming Incoming requests from field Modbus devices

. MQTT Broker listening for incoming MQTT connections from
1883/TCP MQTT Incoming MQTT Devices

. Incoming SSH channel in case the customer has activated the
2223/TCP SsH Incoming local SSH access / SSH Server

. MQTT Broker listening for incoming MQTT connections using
8883/TCP MQTT over TLS Incoming TLS from MQTT Devices
47808/TCP BACnet Outgoing Outgoing requests to field BACnet devices
47808/TCP BACnet Incoming Incoming requests from field BACnet devices

Particular care is required when using the fieldbus protocols Modbus, KNX and BACnet. If possible, use
only BACnet routers that support BACnet Secure Connect (BACnet/SC). Modbus/TCP currently offers no
safety or encryption functions.

Establish remote connections only via secure BuildingPro portal.
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ANTI-MALWARE SOFTWARE

ABB recommends the following applications for repelling and removing malware.

Building Ecosystem Configuration Tool

McAfee https://www.mcafee.com

Microsoft Security Essentials https://de.wikipedia.org/wiki/Microsoft_Security Essentials

Avira https://www.avira.com

Clamscan for Win/Mac/0S2/Linux systems https://de.wikipedia.org/wiki/ClamAV

Calmwin https://de.wikipedia.org/wiki/ClamAV

MetaDefender (used by EPPC) https://www.opswat.com/products/metadefender

AVG Anti-Virus https://www.avg.com

SAFETY INSTRUCTIONS

IMPORTANT:
-Work onthe 100V ... 240 V mains network must be performed only by authorized and qualified

electricians.
- Mains voltage must be disconnected before mounting or dismantling.
- Never use the device with damaged connecting cables.
- Do not open covers that are firmly bolted to the housing of the device.
- Use the device only if it is in a technically faultless state.
- Do not make changes to or perform repairs on the device, its components or its accessories.
- Keep the device away from water and wet surroundings.

Attention: Risk of damage to the device due to external factors
Moisture and contamination can damage the device.
- Protect the device against humidity, dirt and damage during transport, storage and operation.

3 Information on protection of the environment
ENVIRONMENT

Used electric and electronic devices must not be disposed of with household waste.
This device contains valuable raw materials that can be reused. Make sure to dispose of the device at
an appropriate collecting facility.

All packaging materials and devices are marked to indicate proper disposal. Always dispose of the
packing materials and electric devices or their components via an authorized collection facility or

disposal company.

The products meet the legal requirements, in particular the laws governing electronic and electrical
devices and the REACH ordinance.

(EU Directive 2012/19/EC WEEE and 2011/65/EC RoHS)
(EU REACH ordinance and law for the implementation of the ordinance (EC) No.1907/2006)
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Product description

The BuildingPro Edge Series ME is an |oT (Internet of Things) embedded Control Engine in the familiar
Cylon controller form factor. It is designed to provide flexible site control applications for medium to
large scale building automation systems. It can be used to connect with ABB HVAC MS/TP field level
controllers and other devices. The BuildingPro Edge supports serial communications protocols and
TCP/IP communications.

FUNCTIONS

The BuildingPro Edge Series offers a safe and local access point for field devices and the BuildingPro
portal Cloud platform, as well as for Cloud platforms from third-party suppliers.

The device includes openBOS®, which establishes direct communication between different bus systems
(e.g., BACnet, KNX, Modbus, LonWorks and MQTT) and consolidates the data from one or more network
devices into a single site ontology (standardized description) organizing information by buildings, floors,
roofs, facade, offices, etc. All information is grouped into assets (e.g. Lamp, fan coil etc.) and assets are
grouped into spaces.

openBOS® manages basic automation functions inside a building, such as scheduling, trending, and
alarming. The device is used to program schedules for spaces or assets, to log trends of system data and
to set alarm parameters on points.

The device enables the use of ABB or 3™-party software applications dedicated to building management
or building occupants. It also provides a secure Web API to interact with the building ontology and control
the building equipment to manage scheduling, trending, and alarming.

It includes the BuildingPro Editor, a Web-based tool to manage the building configuration. More
information on the configuration can be found in the system manual.

Additional product features:

e Compatible with any product and manufacturer as long it uses a standard protocol such as KNX
net/IP, BACnet/IP, Modbus TCP/IP, LonWorks over IP or MQTT

e Compatible with all above protocols, and manages these protocols as a data server

e Manages schedules, alarms, and saves trend logs independent of protocol

e Includes the openBOS® operating system and organizes information in a building ontology based
on rooms and zones

e offers a REST/JSON API of the entire function (openBOS as a Service: oBaaS) via a secure and
authenticated cloud connection to BuildingPro Portal

Building Operating System (BOS)

Most modern buildings have ‘smart’ potential but are not integrated. Designed with sensor-rich
environments, they have the capacity to run more efficiently and sustainably than ever before while
responding in real time to the needs of occupants. Current building systems operate in silos, solving
tasks independently within their own systems and building data models and APIs.

The openBOS® ontology (standard data structure) solves that problem by unifying information from
multiple sources and publishing it in a simple and structured way. No need to parse several APIs of
several building systems: openBOS® offers a unified Cloud services API that describes a site, whether it is
a single building or a collection of buildings in a single location.

The connection to the ontology is cyber-secure, APl endpoints are self-explanatory, and objects are non-
technical and usage-oriented. The user navigates through buildings, floors, offices, fancoils, lamps etc.
The user manages physical devices, physical points, assets of the building, and controls the automation
of the site (alarms, schedules and trending values). The user can also define the user ecosystem, and
everything is based on templates.

openBOS® consists of three software layers: middleware, ontology and publication(s).
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Purpose of the middleware layer:

To make data uniform and independent of technology, and to make it available for the ontology
level

To link with the field layer by acting as a multi-protocol data server to read/write and subscribe to
changes of datapoint values coming from the networks

To configure that data server for automation functions: define schedules, alarms and trend logs
To embed a unified datatype dictionary and be capable of converting from any type to any other
To be fully localized and auto-adjust units depending on user location

The middleware contains a development kit to develop custom data recording drivers compatible with
openBOSe.

Purpose of the ontology (standardized data structure) layer:

To combine data from one or more middleware levels

To consolidate data in a structured information model to act as the ontology of the building. This
is the central repository for building management information.

To define a site composed of several buildings. Each building has roofs, floors, facades, parking
areas, basements etc.

To define the description of assets in the building: lamps, buttons, fan coils, sensors etc.

To define groups of users: property owner, property managers, facility managers, tenants, visitors
etc., with their roles and rights

To tag and explain allinformation with a published dictionary

Purpose of the publication layer:

To call up information from the building ontology and provide a Web API to it

To be available either locally in the BuildingPro Edge Series device, or in the Cloud
To provide multiple ways to authenticate

To facilitate extension with possible publication modules, e.g., Azure |oT, Brick, etc.
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Installation
SAFETY INSTRUCTIONS

Important:

- Do not install Low-voltage and 100 ... 240 V lines together in a flush-mounted box.

- Qbs_erve the spatial division during installation (> 10 mm) of SELV electric circuits to other electric
circuits.

- If the minimum distance is insufficient, use electronic boxes and insulating tubes.

- Observe the correct polarity.

- Observe the relevant standards.

The device must be installed only by qualified personnel with the necessary electrical engineering
knowledge and experience.

The minimum necessary expert knowledge and requirements for the installation are as follows:
- Apply the "five safety rules" (DIN VDE 0105, EN 50110):
1. Disconnect
2. Secure against being re-connected
3. Ensure there is no voltage
4. Connect to earth and short-circuit
5. Cover or barricade adjacent live parts
- Use suitable personal protective equipment.
- Use only suitable tools and measuring devices.

- Check the voltage supply mains type (TN system, IT system, TT system) to guarantee the following
connection conditions (classic connection to earth, protective earthing, necessary additional measures,

etc.).
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Note:

MOUNTING

Pull the DIN rail
mounting tab down
until it locks

The tab will stay in
place, leaving room
for the DIN rail to fit

Place the controller
over the DIN rail at
an angle, hooking
the top bracket over
the top of the DIN
rail, then swing the
controller to a
vertical position

Push the DINrail
mounting tab back
up, so that the clip
closes around the
DIN rail, securing the
controller to the rail.

BuildingPro Edge Series ME | Installation

The device must be made accessible for operation, testing, inspection, maintenance and repairs as
specified by DIN VDE 0100-520.
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Note:

Note:

ELECTRICAL CONNECTION

For the initial configuration of the device, the controller must first be powered on.
Service Port (USB connection) must not be connected until after the device is powered on.

The BuildingPro Edge requires 24 V AC/DC supplied from an externally mounted power transformer. One
conductor of the transformer must be grounded to an earth ground to avoid damage to the controller.
This conductor will be wired to the com (common) terminal of the controller. The wiring diagram is shown

here:

s 24V
o)
O

mm
E3[C

Ensure the 24 V AC/DC and Common wires are correctly connected to the controller. If the wires are
swapped, it may cause damage to anything connected to the controller.

IP CONNECTION

Place an Ethernet cable from the Network’s Ethernet switch into one of the 2 Ethernet ports on the top of
the BuildingPro Edge:

! m——— Y E———

[ =% |[ =% |

IP Cabling requirements

Standard patch cable, Cat 5e with 4 pairs of wires fitted with RJ-45
connectors

Cable

R31-45 pin connections Straight-through wiring

Characteristic impedance 100 ... 130 Ohms

Distributed capacitance Less than 100 pF per meter (30 pF per foot)

Maximum Cable length 328 ft. (100 m) maximum

between IP devices

At the time of delivery both LAN connections are configured with a static IP address setting as follows:

LAN 1:192.168.1.254
LAN 2:192.168.2.254
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BACNET MS/TP CONNECTION

If the BuildingPro Edge Series ME device will be used with a BACnet MS/TP fieldbus, connect it as
described in the following section.

MS/TP Cabling Requirements

Note: Use Copper or Copper Clad Aluminum 70 °C conductors only.

Terminals PCB mounted plug terminal connections

Conductor Area Max: AWG 12 (3.31 mm?2)
Min: AWG 22 (0.355 mm?2)

Max cable length 1.2 km @ 38K4 baud

TERMINATE THE MS/TP NETWORK

1O}
B- A+ ®
Terminate the MS/TP network |¥ D | [39T40] 41
If the BuildingPro Edge is the first or last device on the RS-
—\ T\

485 network, then its MS/TP subnet terminator switch must |

be set to “in"E] »

ATTACH RS-485 COMMUNICATION WIRES TO THE MS/TP SUBNET PORT

Wiring the RS-485 network involves connecting the a+ (95) and B- (96) terminals in a daisy-chained
configuration. One end of the network will be connected to the Fieldbus of the Network-level controller
or BACnet® router. At the other end of the network, the last device must be “terminated” by either
installing a 100 Q ... 120 Q resistor or, if the last device is a BuildingPro Edge, users can switch the MS/TP
Subnet terminator switch (located beside the MS/TP port) towards the [ icon. This will effectively
terminate the network.

The shield (screen) must be carried through the entire network, and must be grounded at one point on
the network as shown below:

BuildingPro Edge Network Segment | Devices along the Final Device on Network end
Network-level Controller or Router end network network
Network Shield
Termination Shield Network Network cable Network connected to
switch setto ON Shield connected continuous Termination segment daisy- Termination switch  earth atone
at the start of at end of throughout the switch set to chained tonext setto ONatendof end of network
the network network only network OFF device network only

-

2 o
= [EITD[=] & BT [<] =z |E AT =]
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BuildingPro Edge Series ME Operation

PHYSICAL LAYOUT
DIMENSION DRAWINGS

166 mm

6.54"

ooOuoyg

ze O swe

. @
BuildingPro Edge Series -

7N

25-485 Port 2
8 B- A+ SG B- A+ SG
[ea[ea] [§ 0] [se[mlaijazrmfes) B0

DIOIGIOIS)

89.5 mm

3.5"

100 mm

3.94"

24V

g

o) [Es a0 e ez [as]aa] [B 0
| BHo

| =% || <% |

B- A+ SG B- A+ SG

‘L‘ Ground Terminal Numbers
=
8 Common

57 mm

A

2.24"
39 mm

1.54"

|

89.5 mm
3.5"
45 mm
1.77"

Supply Requirements 24V AC +20 % 50/60 Hz

Supply Rating 20 VA

BACnet Loading

Y4 unit load device
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TERMINALS
E 24V e
5
7t | Fo wa
LX)

@D

@

<=

I

‘Q

LED SIGNALS

Terminal
Numbers

93,94

39...41

42 ... 44

Description
24V AC/DC Power

Important: The common power connection (terminal 93)
must be connected to Earth. ABB Cylon
recommend that this is done at the 24 V AC/DC
transformer.

RS-485 Port 1 (isolated) screw terminal
The bus Terminator Switch is located beside the port. If the
switch is towards the Jicon, then termination is in and if
the switch is towards the ficon then termination is out.

RS-485 Port 2 (isolated) screw terminal
The bus Terminator Switch is located beside the port. If the
switch is towards the Ficon, then termination is in and if
the switch is towards the gicon then termination is out.

Ethernet Ports

Push buttons
Buttons SW1and SW2 may be used to reset the device.

See

Reset Procedures on page 17 for details.

LEDL1/LED L2
L1 and L2 indicate status of device reset.

See

Reset Procedures on page 17 for details.

Indicator LEDs

Red LED
(Power)

Green LED
(Status)

Off Slow Flash Fast Flash On
No supply voltage, or

g e B Firmware is updating NA

Unit is

not running System is Starting up

System Error

Power is on

System Startup is complete
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RESET PROCEDURES

The BuildingPro Edge Series ME device can be restarted or reset using the two buttons located on the
front panel marked SW1 and SW2. Beside these buttons there are two LEDs marked L1 and L2, which are
used to signal the progress of the reset or upgrade:
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When SW2 is released, press confirm button
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Reset IP address to default

Press the reset button SW2 >10sand <20s [ "=
; e Om e 0_‘_ 10s.. ?Os e O-! -----{):.;--1(_].:: ve  Omn
LED Lz (Red): flashes (3 Hz) us %m |m! 6.,“ o.. ."“ us Ow

When SW2 is released, press confirm button
SW1 within 10 s. LI (yellow) flashes once

Reset device to factory settings
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Resetting the BuildingPro Edge Connection

If the Edge Series device username / password or |IP address have been changed to unknown values so
that you cannot log in to the device, you can reset the IP adresses to known values, i.e. the Factory
defaults:

e PortllPaddress: 192.168.1.254

e Port2IPaddress: 192.168.2.254
and clear the username / password.

Note: Thereis no hardcoded user name or password. After logging in to the device, the user will be asked to
create an administrator account and set a password related to this account.

To reset the IP address and password:
e While the controller is running, press SW2 for between 10 and 20 seconds. After 16 seconds L2 will start to flash (3
Hz).
e Onrelease, LED L2 will continue to flash (3Hz).
e  Within 10 seconds press SW1 (confirm) to reset. L1 will flash once.

Note: If SW1is not pressed within 10 seconds, the reset process will be cancelled.

All ethernet settings will be returned to factory defaults above. Groups and Users (passwords) will remain
intact.
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Factory Reset

To restore Ethernet configuration in the BuildingPro Edge Series ME, as well as user and group
configurations:

e While the controller is running, press SW2 for between 20 and 30 seconds.
e  After 10 seconds L2 will start to flash (3Hz), continue to hold SW2.

e  After 20 seconds L2 will start to flash (10Hz), continue to hold SW2.

e Onrelease, LED L2 will continue to flash (10Hz).

e  Within 10 seconds press SW1 (confirm) to reset. L1 will flash once.

If SW1 is not pressed within 16 seconds, the reset process will be cancelled.

All ethernet settings will be returned to factory defaults 192.168.1.251/24. Groups and Users (passwords)
will be reset to factory defaults.

Restarting the controller without power cycling

To restart the BuildingPro Edge Series ME without disconnecting the power,

e  While the controller is running, press SW2 for between 2 and 3 seconds.
e Onrelease, LED L2 will stay on.
e  Within 10 seconds press SW1 (confirm) to reset. L1 will flash once.

If SW1 is not pressed within 16 seconds, the reset process will be cancelled.

Maintenance

The device is maintenance-free. In case of damage, e.g. during transport or storage, do not perform
repairs. Once the device is opened, the warranty is void.
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Software Configuration
INTRODUCTION

The following provides details on the software configuration of the BuildingPro Edge Series device.
Please follow the steps contained within this section for proper setup and configuration.

Full details about using the onboard BuildingPro Editor to configure the BuildingPro Edge Series
hardware may be found in MANO167 BuildingPro Editor User Documentation.

TOOLS REQUIRED

The following tools will be required for proper configuration of the system:

e PC/Laptop

e Ethernet cross-over cable, or other network connection to your BuildingPro Edge Series device
e  Chromium-based web-browser such as Microsoft Edge or Google Chrome.

e 24V AC power source

CONNECTING TO A BUILDINGPRO EDGE SERIES DEVICE

Once the Edge Series device has been connected to an IP network (see /P Connection on page 13) you can
access the device's web interface.

To do so, enter the assigned IP address of the device together with the prefix "http://" into a supported
browser. The default addresses are:

o LAN1:http://192.168.1.254
o LAN2:http://192.168.2.254

If the IP addresses of LAN ports have been changed, enter the assigned IP address into the URL address
bar of the internet browser.

BuildingPro Edge Series devices include HTTPS web encryption capability for local access.
However HTTPS is deactivated by default, because it relies on the IP address of your device, and could
affect the initial connection

The browser window displays buttons like "Advanced" and "Continue", letting you bypass the displayed
security warnings to continue loading the website.

ABB recommend activating HTTPS encryption to increase security communication with your device.
You can activate HTTPS encryption in the device’s configuration using BuildingPro Editor.

When activating HTTPS, the device will use a self-signed SSL certificate. Web browsers classify self-
signed SSL certificates as untrustworthy and display a warning message. However, the established
connection is secure.

You can manually trust the certificate on your operating system if you want to remove this warning.

When connecting for the first time to the BuildingPro Edge, an initialization process will begin.

You will be asked to set Location and Time / Date, and to set up an Administrator account. Please refer
to MANO167 BuildingPro Editor User Documentation Section 4.2 Initialization process for full details.
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