LOYALTY OFFER | ENERGY INDUSTRIES CANADA

ABB Care Contract Loyalty Offer
OT SecureView (ICS Security Event Monitoring)

As an Industrial Control System Operator,
maintaining visibility of cybersecurity events
across your operational environment is critical to
—— , maintaining safe and reliable operations.

imi

Industrial control systems are increasingly
exposed to cyber threats, and without centralized
log monitoring, security incidents may go
undetected until they disrupt operations.

Many control environments generate large
volumes of logs from Windows systems, network
equipment, firewalls, and control applications.
However, without a centralized Security
Information and Event Management (SIEM)
capability at OT levels, these logs cannot be effectively analyzed or correlated. To address this
challenge, ABB is offering a cost-effective, lightweight, On-Prem SIEM solution, OT SecureView,
based on the Linux platform, to be implemented once and tuned via a Windows-based GUI
accessible via a web page. It is integrated with the ABB Event Collector and Forwarder
components. This solution enables centralized collection, correlation, and monitoring of
cybersecurity events from industrial systems. ABB’s OT SecureView offer provides customers with
enhanced security visibility while maintaining full control of their data within the operational
network.

Scope of Supply:

Log Collection Infrastructure
ABB will deploy an OT SecureView instance as a VM, designed for ABB ICS assets, to enable
centralized log collection and monitoring of industrial systems within the customer environment.

ABB Event Collector Deployment
ABB will configure the ABB Event Collector to gather security and operational events from
supported systems, including:

e Windows Event Logs

e Control system servers and HMls

e Network devices and firewalls



Event Forwarding

ABB will configure ABB Event Forwarder components to securely transmit collected events to the
centralized OT SIEM platform using standard protocols such as Syslog (RFC 5424).

Collected events will be normalized and analyzed by the OT SecureView platform to detect
suspicious activity, policy violations, and operational anomalies.

Security Dashboards
ABB will configure security monitoring dashboards providing visibility into:
e System events volume
e Security alerts and rule severity
e Multiple activities monitoring
e Security Use Case Configuration (Triggered Alerts)

Security Use Cases
ABB will configure a predefined set of industrial cybersecurity monitoring use cases, including:
e Unauthorized login attempts
e Privilege escalation detection
e Windows security event monitoring
e Firewall and network anomaly alerts
e System monitoring
e Reporting and Documentation

. Discount on Pricing after
Pricing List Price Discount
OT SecureView instance with Event Collector 15% $ 24,000

(For 15 Nodes)

Notes:

e The SIEM Essential solution is based on a Linux platform, which can be deployed on
premises. (L2/L3). The tool will be accessible via a web page.

e ABB Event Collector and Forwarder components will be installed and used to integrate
industrial system logs into the SIEM platform.

e Pricing assumes monitoring of 15 nodes, including servers, HMlIs, or network devices (if
configured).

e Deploymentincludes basic dashboards and predefined security use cases designed for
industrial environments.

e Customers are responsible for providing the required virtual or physical infrastructure for
App deployment. Required specifications (CPU = 4 cores, RAM = 8GB, Storage=50GB)

e ABB will deliver a package via SSD drive.

e Travel time and Travel and Living are not included in this package.

Offer valid in Canada only until December 11, 2026.
Please get in touch with your local Account Manager or Service Centre Manager to discuss this
loyalty offer further and see how ABB can meet your needs. The ABB team is here to support you.

Confidentiality:
The information contained in this proposal is proprietary to ABB Inc. and may not be disclosed to
any third party or company without the written consent of ABB Inc.



