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Recent inquiries into major industri-
al incidents [1, 2] reinforced the
importance of the international stan-
dards IEC 61508 [3] and IEC 61511 [4]
and their use as a benchmark of
acceptable good practice. In today’s
world, manufacturers and producers
face significant liabilities if they are in
breach of or fail to apply required
regulations. Such liabilities include
direct financial costs arising from the
incident itself or from legal costs and
fines if found guilty of breaking the
law, damages paid to injured parties
and a damaged reputation, which can
have far-reaching implications on the
business. The result is that safety and
profitability are inextricably linked.

For ABB, compliance is not only about
minimizing liabilities for both the com-
pany and its clients, but it is also
about leading by example and achiev-
ing engineering efficiencies through
company-wide common practices and
procedures. To explain further, safety
systems, like many other automation
technologies, are undergoing a revolu-
tion. Process protection relies increas-
ingly on networked “smart” equip-
ment, integrated control and safety
systems, reprogrammable components
and subsystems with automated con-
figuration tools. The application of
such technology offers significant eco-
nomic and safety benefits. However, to
exploit this potential the technology
must be applied in a compliant and
competent manner, and this means the
adoption of relevant standards such as
IEC 61508 and IEC 61511. In any case,
the requirements of these standards
cannot be ignored, especially as many
major clients are specifying them as a
functional safety benchmark and a
contractual requirement.

To meet this requirement, the compa-
ny embarked on a program to achieve
third-party accredited certification in
accordance with the requirements of
IEC 61508 and IEC 61511 for 18 of its
system integration centers around the
globe. The benefits of certification are
outlined in the =,

Establishing the basics

ABB responded to the strategic objec-
tive of third-party certification by es-
tablishing a Safety Lead Competency
Center (SLCC). The SLCC was charged
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with ensuring that safety applications
implemented within ABB Safety Exe-
cution Centers (SEC) complied with
IEC 61508 and IEC 61511.

For ABB, compliance is
not only about minimizing
liabilities for both the
company and its clients,
but it is also about leading
by example.

One of its first tasks was to develop a
set of core principles for functional
safety and a program of work to
achieve accredited certification for all
the system integration businesses in
ABB wishing to achieve SEC status.
These core principles, called strategic
competency principles, define the
minimum requirements needed to
demonstrate a commitment to (func-
tional) safety within the businesses.
There are four strategic competency
principles:

m Benchmarking current practice
undertakes and documents a “gap
assessment” of the existing function-
al safety management system against
IEC 61508 and IEC 61511 to estab-
lish the scope of work required.

m Implementing safety standards spe-
cies and implements a work pro-
gram to achieve accredited certifica-
tion for each potential SEC’s func-
tional safety management system.

m Establishing individual competency
encourages safety engineers to
achieve “certified functional safety
engineer” status through the TUV
Rheinland Functional Safety pro-

IEET The benefits of certification

B Limiting exposure to potential liabilities

m Demonstrating due diligence

m Establishing an efficient, repeatable
safety management system (proce-
dures, techniques, tools, etc.)

B Reducing unnecessary pre-contract
discussions (a benefit to both ABB and
client)

m Cost-effective proposals

m Reducing requirements for bespoke
project safety procedures

m Gaining a competitive edge

B Being seen as best-in-class

gram. Additionally, it ensures that
lead and safety engineers working
on safety projects have previously
attended all the relevant safety sys-
tem training courses.

m Managing third-party integrators
and channel partners. Third-party
companies invited to carry out safe-
ty-related activities for an ABB com-
pany will be assessed and approved
by the SLCC in the same way as an
ABB integrator.

Defining the boundaries

Prior to the gap assessments, a core
set of prerequisites? was agreed for all
potential SECs. These provided a clear
understanding of the organization’s
safety systems supply chain responsi-
bilities, and mapped the organization’s
generic functional safety management
system against IEC 61508 part 1, clause
6 and IEC 61511 part 1, clause 5 (Man-
agement of Functional Safety).

A Safety Requirements Specification
(SRS), based on a Process Hazard and
Risk Assessment and developed in a
systematic way by the Engineering
Procurement Contractor (EPC)?, is
essential before a project can begin.
Even though there are significant vari-
ations in the quality and contents of
the SRS within the industry, the funda-
mentals are for a clear specification
of what safety functions are required
and their target Safety Integrity Level
(SIL). This information is critical as

it enables a definitive proposal to

be prepared against an enquiry, and
when the contract is won, it provides
the full definition for the safety func-
tions to be engineered.

The prerequisites are also required to

define the scope of the certification

and how it applies to the SEC. For

ABB, the certification scope covered:

m [EC 61508 E/E/PE safety-related
system integration and IEC 61511
Safety Instrumented System (SIS)
integration

Footnotes

" These prerequisites detail the activities specifically
associated with the logic solver subsystem as
part of the overall end-to-end Safety Instrumented
System (SIS).

2 The benefits to all parties involved (ie, the system
supplier, contractor and end-user) by engaging in
dialogue at an early stage to establish a quality
SRS are immeasurable.
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m Applicable phases — IEC 61508
phase 9 and IEC 61511 phase 4.
Specifically:
® Management of functional safety
= Documentation
m Functional safety assessments

Specifying competency requirements
The need for formal evidence of the
competency of providers of safety-
related products and services is in-
creasing. However, in many cases it is
clear that there is little understanding
of what competency means. Against
this background the SLCC has estab-
lished processes for both organiza-
tional and individual competence.
These demonstrate that the organiza-
tion has competent functional safety
staff as part of a functional safety
competence scheme. This competence
scheme is based on four attributes:
knowledge, experience, training and
qualifications, which are addressed
through the development and intro-
duction of a Competence Management
System (CMS).

The CMS introduced additional com-
petences specific to functional safety,
over and above the requirements of

ISO 9001. It is based on the UK IEE/
BCS “Competency Criteria for Safety-
related System Practitioners” [5].

El A TUV Rheinland certificate showing that
ABB Limited (UK) has successfully introduced
and applied a Functional Safety and Manage-
ment System (FSMS) in accordance with the
requirements of IEC 61508 and IEC 61511.
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The CMS ensures that all personnel
having responsibilities for safety-relat-
ed project tasks are equipped with the
correct training, knowledge, experi-
ence and qualifications appropriate to
the tasks for which they are responsi-
ble.

A competence database is used to
record the technical capabilities of all
personnel and provides data for per-
sonnel selection. Project managers
consult the database when assigning
resources to a safety-related project,
to ensure that candidates for the roles
have the necessary experience and
qualifications appropriate to the task
and technology, in addition to the
legal and safety regulatory framework.
The competency level achieved by an
individual is classified as follows:

m Level 1: Indicates implementation
experience of the system safety plat-
form and/or appropriate training.
This is the minimum level required
for system implementers and testers.

m Level 2: Indicates experience and
training to the level required for
specifying/designing solutions for
the system platform. This is the
minimum level required for system
designers.

m Level 3: Indicates a recognized
expert in a specific aspect of the
systems platform, demonstrated
through appropriate combination of
experience, application and training.
This is the minimum level required
for the reviewers of the system.

Benchmarking current practice

The first of the four strategic compe-
tency principles described earlier
(“Benchmarking current practice”)
calls for a gap assessment of the
Functional Safety Management System
(FSMS) against the requirements of
IEC 61508 and IEC 61511 for each
SEC. To perform this task, a gap as-
sessment methodology, based on a
Conformity Assessment of Safety
Systems (CASS) [6] scheme was used.
This was developed to align with part
1, clause 6 of IEC 61508 and part 1,
clause 5 of IEC 61511.

IEC 61511, rather than IEC 61508, was
used to develop the detailed gap as-
sessment methodology because its ter-
minology was more relevant to com-
panies like ABB that operate predomi-

nantly in the process sector. The gap

assessment methodology was aligned

to the following phases of IEC 61511,

and mapped to the core set of pre-

requisites defined earlier:

m Phase 4: SIS design and engineering

m Phase 9: Verification

m Phase 10: Management of functional
safety and functional safety assess-
ment and auditing

m Phase 11: Safety life-cycle structure
and planning

A gap assessment module was devel-

oped specifically for each of these

phases. For completeness, each mod-

ule was reviewed against all relevant

clauses of both standards, and a series

of gap assessment tables were devel-

oped, which included:

m Targets of Evaluation (TOE)

m A summary of the clause

m A sub-clause reference identifier

m A supplementary assessor guidance
(assessor prompt list)

m Assessor findings

By performing the gap assessment in
a number of ABB integrators, common
areas for improvement were identi-
fied, which helped to prioritize the
development of the generic FSMS.

Selecting the certification body
Accredited third-party certification —
ABB’s goal from the outset — provides
transparency, credibility, international
recognition, objectivity and indepen-
dent scrutiny. A shortlist of accredited
certification bodies, compiled by the
SLCC, were invited to participate in a
pre-qualification exercise to demon-
strate their capability and competency.
A panel from within the SLCC re-
viewed the responses and selected
TUV Rheinland as being the most
appropriate third-party accredited
certification organization .

Model and function

Developing the safety life-cycle model
and FSMS was the most significant
activity undertaken. It followed the
gap assessments and entailed defining
a comprehensive safety life-cycle
model by mapping the requirements
of each phase of the project to the
relevant clauses defined in IEC 61508
and IEC 61511. This safety life-cycle
model B is fully supported by proce-
dures, framework documents (basic

Process Automation Services & Capabilities
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default information for a safety project
to be customized to meet any specific
project variations) and skeletons (a
template consisting of all necessary
headers to be completed) — collective-

ly known as the FSMS.

In addition, the FSMS documentation
covers all aspects of the life cycle, in-

cluding the management system,
policy, competency, assessments and
audits, modification and impact pro-
cedures, verification procedures
and reporting. It also includes skele-

ton documents for all the main work-

ing documents such as FDS, SDS,
Testing, FAT, SAT and operational
manuals.

The development of this safety life-
cycle model also had to make full use
of the existing quality management
processes and procedures.

Executing the certification process

A generic certification process model
is necessary for the SEC to identify the
roles and responsibilities of all the

B Safety life-cycle model

FEC 61511 SIS safety
life-cycle phases &
functional safety
assessment stages
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El A generic certification process model
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parties concerned H. It is also used by
the SLCC to provide assistance in
achieving certification.

Establishing supporting activities
Prior to the global certification pro-
gram, ABB had a large internal net-

work of safety practitioners with dif-
ferent objectives and operational safe-
ty standards. Some businesses had
already developed plans for certifica-
tion that had not been completed.
Consequently, it was important to es-
tablish, early on, a common repository
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for information exchange. This reposi-

tory came in the form of a safety data-

base containing the following infor-

mation:

m Third-party certificates of safety
products

m Lists of certified functional safety
engineers and functional safety
technology engineers

m Improvement themes

m Technical papers and articles

m The latest FSMS procedures

m External functional safety standards

m Sales and technical product material

m Case study progress and program
updates

Partners and integrators

To minimize company liabilities, the
same rigorous approach to functional
safety must apply to any third-party
integrators using ABB products. A pro-
gram of work is required to perform a
gap assessment of third-party integra-
tors and to work with them to develop
a compliant functional safety manage-
ment system, preferably in line with
that of the main system vendor. This
process benefits the third parties in
that they can also achieve certification
and thereby gain all the advantages.

A move in the right direction

The international safety market is
undergoing many changes driven by
technology, standards, legislation and
incidents. Those organizations work-
ing in this demanding and highly
competitive arena seek to differentiate
themselves, secure market advantage
and demonstrate competence and due
diligence. Many organizations see
accredited certification as a positive
step forward.

Accredited certification for an organi-
zation is a significant undertaking. It
requires management commitment at
the highest level, as well as a compre-
hensive work program involving not
only that part of the organization
selected for certification, but other
groups within the organization itself.
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