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Cyber Security Services for ABB Automation Systems 
Patch Management, Antivirus, and Disaster Recovery

Learn manual and automated 
methods for patch management, 
antivirus, and software backup and 
recovery on a variety of ABB control 
systems. Learn how to choose the 
appropriate method for the system.

Course type and methods
This is an instructor led course with interactive 
classroom discussions and associated lab exercises. 
Approximately 50% of the course is hands-on lab.

Student Profile
This course is for ABB personnel who install, 
commission, support, and maintain ABB control 
systems.

Prerequisites
Students should have good working knowledge of 
Windows 7/8.1, Windows Server 2008/2012 R2, TCP/IP 
Networks, and Microsoft Active Directory 
administration and troubleshooting. Successful 
completion of ABB University Courses NA939 and 
NA940 meets these prerequisites.

Course objectives
Upon completion of this course the participants will 
be able to:
•	 Identify the ABB Approved Security Updates and 

Antivirus Definitions for ABB control systems
•	 Install Approved Updates manually
•	 Install an Automated Patch Management System
•	 Manually Install and Configure McAfee Antivirus
•	 Install a Centralized Antivirus Solution
•	 Design a Software Backup Strategy for an ABB 

Control System
•	 Identify ways to test backups 

Main topics
•	 ABB Security Workplace Tool
•	 800xA Security Update Tool
•	 WSUS Offline Tool
•	 Manual updates for other ABB systems
•	 Microsoft WSUS configuration
•	 McAfee VirusScan Enterprise configuration
•	 McAfee Centralized ePO configuration
•	 ABB Control System Backup Strategy
•	 Application backups
•	 Acronis and Dell AppAssure Products
•	 Microsoft Windows backup and recovery
•	 Malware Detection and Forensics

Duration
The duration is 5 days
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We reserve the right to make technical 
changes or modify the contents of this 
document without prior notice. With re-
gard to purchase orders, the agreed par-
ticulars shall prevail. ABB AG does not ac-
cept any responsibility whatsoever for 
potential errors or possible lack of infor-
mation in this document.

We reserve all rights in this document and 
in the subject matter and illustrations con-
tained therein. Any reproduction, disclo-
sure to third parties or utilization of its 
contents – in whole or in parts – is forbidden 
without prior written consent of ABB AG. 
Copyright© 2017 ABB
All rights reserved
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To register, contact the North America 
Customer Service Center or visit us online
ABB Inc.
+1 800 HELP 365 Option 2, Option 4
Fax: +1 919 666 1388
abbuniversity@us.abb.com 
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Course Outline

Day	1 Day	2 Day	3 Day	4 Day	5

•	 Manual methods for 

Microsoft Updates

•	 Automated methods for 

Microsoft Updates

•	 Antivirus Installation and 

Configuration

•	 Centralized Antivirus 

Management

•	 Application Backup 

Strategies

•	 Disk Imaging

•	 Testing Backups

•	 Disaster Recovery Strategy

•	 Malware Detection and 

Forensics


