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1.1.

1.2.

1.3.

About this manual

Copyrights

The information in this document is subject to change without notice and should not
be construed as a commitment by ABB Oy. ABB Oy assumes no responsibility for
any errors that may appear in this document.

In no event shall ABB Oy be liable for direct, indirect, special, incidental or
consequential damages of any nature or kind arising from the use of this document,
nor shall ABB Oy be liable for incidental or consequential damages arising from use
of any software or hardware described in this document.

This document and parts thereof must not be reproduced or copied without written
permission from ABB Oy, and the contents thereof must not be imparted to a third
party nor used for any unauthorized purpose.

The software or hardware described in this document is furnished under a license
and may be used, copied, or disclosed only in accordance with the terms of such
license.

ABB Oy regularly provides standard training courses on its main products. The
training program is available on the Internet at http://www.abb.com/
substationautomation. Contact your ABB contact for more information.

Copyright © 2005 ABB Oy
All rights reserved.

Trademarks

ABB is a registered trademark of ABB Group. All other brand or product names
mentioned in this document may be trademarks or registered trademarks of their
respective holders.

General

The Protocol Mapping Tool (PMT) is used to create and edit the protocol mapping
configuration, which is a cross-reference table between the application and the
communication protocol. This table defines what information can be accessed from
the device using the protocol interface. As REM 54 ,REF 54 ,RET 54 ,REC52
and REX 52 terminals are programmable devices which may run various
application setups (different sets of function blocks), the mapping is also
reconfigurable.

The mapping can contain a lot of information the device needs, but which is not
necessarily important for viewing and changing from the configuration engineering
point of view. Therefore, the mapping will be presented as a list of accessible
protocol points instead of a spreadsheet-like table with all the rows and all the
attributes.

The Protocol Mapping Tool uses the relay configuration project to create a mapping
for a given application. After a mapping has been created, the user can modify it by
removing or adding points, changing their order and creating protocol compositions,
such as user-defined registers (bit-field and analog) or control structures.
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The whole process of creating the communication interface configuration is
presented in Fig. 1.3.-1.
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| i
Relay configuration
Protocol
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=
— —
Protocol Mapping
Tool E
00 Fie Help
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| My REF | REF543 revision H Stars |
; _ S:nleacewe |
i 8 .
%g ] B [% Relay Configuration
§— (o) < [® Protocol Mapping [MODBLIS]
8= [ Transducer Linearzation
[ S ™ Mimic Configuration
oo e 0 i
I RCT Eroject
o WQ
a % [ Store + Reset after download
RED 500 terminal
Relay Download Tool

comm_interface_b

Fig. 1.3.-1 Flow of information during a communication interface creation

1.4. Using this manual
This manual describes the functionality of the Protocol Mapping Tool.

Chapter 2. General describes general application concepts such as Protocol Mapping
Tool Wizard, Protocol Mapping Tool and the working modes.

Chapter 3. Quick start reference contains a step-by-step description on how to create
a protocol mapping and how to activate an add-on protocol for a relay.

Chapter 4. Working with the Protocol Mapping Tool presents the Protocol Mapping
Tool and the interface elements, and their functions.
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1.5.

1.6.

Chapter 5. Modbus, Chapter 6. DNP 3.0 and Chapter 7. IEC 60870-5-101 provide a
detailed description of the Protocol Mapping Tool features supporting the given
protocol.

Chapter 8. Troubleshooting contains frequently asked questions and their answers.

Use of symbols

This publication includes warning, caution, and information icons that point out
safety related conditions or other important information. It also includes tip icons to
point out useful information to the reader. The corresponding icons should be
interpreted as follows:

to the concept discussed in the text. It might indicate the presence of
a hazard which could result in corruption of software or damage to
equipment or property.

@ The caution icon indicates important information or warning related

The information icon alerts the reader to relevant facts and
ﬂ conditions.

The tip icon indicates advice on, for example, how to design your
Q project or how to use a certain function.

Although warning hazards are related to personal injury, and caution hazards are
associated with equipment or property damage, it should be understood that
operation of damaged equipment could, under certain operational conditions, result
in degraded process performance leading to personal injury or death. Therefore,
comply fully with all warning and caution notices.

Terminology

Add-on protocol Optional communication protocol, which can be configured and
activated separately. Add-on protocols are supported by certain
REM 54 _, REF 54__and RET 54_ terminals.

DNP 3.0 Distributed Network Protocol.
The communication protocol defined by Harris Controls based on
the early versions of the IEC 870-5 specifications.

IEC 60870-5-101 and |International Standard IEC 60870-5-101 and IEC 60870-5-103,
IEC 60870-5-103 communication protocols that has been prepared by the IEC
Technical Committee 57: Power system control and associated
communications.

Modbus Modbus communication protocol is a messaging structure
developed by Modicon in 1979, used to establish master-slave/
client-server communication between intelligent devices.

Pattern Function block specific resource file describing what kind of data

and how the data of a function block is mapped for a protocol.
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1.7. Abbreviations
ASDU Application Service Data Unit
LON Local Operating Network,
communication protocol developed by Echelon
PMT Protocol Mapping Tool
SPA Data communication protocol developed by ABB
1.8. Related documents
Name of the manual Document ID
CAP 505 User’s Guide 1MRS752292-MUM
IEC 60870-5-101 Remote Communication Protocol for 1MRS750956-MUM
REC 523, Technical Description
LIB, CAP and SMS, Tools for Relays and Terminals, 1MRS752008-MUM
User's Guide
1.9. Document revisions

10

Version Date History
A 14.04.2004 Document created
B 30.06.2004 REX 521 support added
C 20.12.2004 RET 54 additions
D 01.03.2005 IEC 60870-5-101 protocol,
REC 52_ additions
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2.1.

2.2,

General

The Protocol Mapping Tool is used for creating and editing the protocol mapping
configuration. It supports the editing of mappings for the following terminals and
protocols:
* REM 54
* Modbus
* REF 54
* DNP 3.0
* Modbus
* RET 54
* DNP 3.0
* Modbus
* REX 52
* DNP 3.0
* REC 52
» IEC 60870-5-101

Protocol Mapping Tool Wizard

The Protocol Mapping Tool Wizard enables a quick start to create a mapping. The
Wizard starts automatically when the Protocol Mapping Tool is started from the
CAP 505's Project Structure Navigator window. The Protocol Mapping Tool Wizard
can be called any time, provided that the Create New Mapping option is selected in
the main menu or toolbar.

The Wizard guides the user through:

* Creating a new mapping

* Opening an existing mapping

* Importing a mapping

* Deleting a mapping

The Protocol Mapping Tool gets most of the necessary information directly from the

CAP 505 project, i.e. the relay application the user has been working on and the
selected add-on protocol.

The Protocol Mapping Tool Wizard is described in detail in Section 4.1. Protocol
Mapping Tool Wizard.

Protocol Mapping Tool

The editing features of the Protocol Mapping Tool are available when the user
proceeds through all the steps of the Wizard and the Protocol Mapping Tool is
shown.

The Protocol Mapping Tool is able to:

* Add new points to a mapping

* Remove points from a mapping

11
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12

* Change the addresses and the order of points within a whole data category

* Change the conversion factors of analog points

* Add predefined structures to a mapping

* Manage event definitions mapped as points within mapping

» Export mapping information into HTML or text documents

The Protocol Mapping Tool provides certain features available exclusively for a

selected protocol and/or terminal, e.g. an unsolicited reporting disabling and
enabling provided for DNP 3.0 dependent mappings.

The Protocol Mapping Tool is described in detail in Section 4.2. Protocol Mapping
Tool.

Working modes

The Protocol Mapping Tool provides working modes to force some limitations
during mapping editing. The Protocol Mapping Tool supports the following
working modes:

Basic (default mode)

In the basic mode the user is allowed to modify only existing points. It is not possible
to add or remove points within a mapping. The total number of points and their types
is fixed.

The following features are available when editing a mapping:
DNP 3.0

* Conversion factor editing

* Class assignment

* Unsolicited reporting flags enabling/disabling
Modbus

» Conversion factor editing

The basic working mode is useful when the user needs to only slightly change
settings in a mapping.

IEC 60870-5-101

* Conversion factor editing
* General interrogation assignment
* Measurement value format change

* Data class (priority) assignment

Advanced

In the advanced mode the user can execute all the available editing features (i.e.
adding points).

Entering the advanced mode is not restricted, since the purpose of the two different
modes only is to minimize unwanted changes.

All the editing features are described in detail in Section 4.2.3.3. Mapping editing
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3.1.

Quick start reference

This chapter contains a step-by-step description on how to create a protocol mapping
and how to activate a protocol for a relay. For details on how to add and configure
relay objects in general in CAP 505, refer to the User’s Guide, the Tools for Relays
and Terminals manual and the Relay Configuration Tool manuals of CAP 505
(information can be found in Section 1.8. Related documents).

Configuring a relay object for REF 54_, REM 54 _and RET 54 _

The Protocol Mapping Tool is an object tool in CAP 505. However, it is not
available by default in the Project Structure Navigator for a newly created relay
object, and is generally available only for certain relay types and revisions.

To be able to use the Protocol Mapping Tool, the relay object has to be configured
so that the selected SW configuration (SW library and its revision) supports one or
more add-on protocols. During the configuration, the support availability of the add-
on protocol can be seen from the "Add-on protocol" list contents (see Fig. 3.1.-1).

As an example, a REF 543 relay and Modbus protocol is used here. The figures are
captured from the current versions of the related tools, so they are only to be
regarded as samples.

E My REF - REF54X Configuration l = |EI|5|

REF54x Config

Transducers | About REF54x

— 5w configuration
Installed configuration
S librany: Rew:
[REFE43-MRST18501 [#] [H [#] [ Select Mew

Add-on protocal;

|4

¢<Mone selected:
|EC 60370-5-103

Ielease 3.0 b
DHP 3.00

— Apl configuration

Inzstallzd configuration

|
Apl library: Fies:

[ 7513298 2] [ [2] & Selecttew
Descriptian

Single buzbar system with tuck CB
Outgoing feeder
REF543

config_ref

Fig. 3.1.-1 Configuring the REF 54_ relay object

Depending on the need, the appropriate add-on protocol has to be selected from the
list, as well as a proper "Apl configuration" (relay application).

13
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After the selections have been accepted, the Protocol Mapping Tool will appear on
the Object Tools list (see Fig. 3.1.-2). However, if the Protocol Mapping Tool is still
not visible in the project tree, the selections in the configuration dialog must be
checked.
Project Structure Navigator - Master Design:?ijﬁ-:_" = |EI|£|
File Edit “iews Swaterm Toolz Help
A1 & ﬁe;l Bl
Praoject Structure Object Toalz
=3 ROOT +|| Relay Download Tool i
Iél-@ Statian Felay Setting Taal
Bay Felay Mimic Editor
l—-i ky REF Felay Configuration Tool
Frotozol Mapping Tool
¥ &
C:HCAPROSNPRIAMYPRY | REF54:
ref_object_tools
Fig. 3.1.-2 REF 54 Object Tools list
3.1.1. Configuring a relay application

14

The protocol mapping is based on the relay application (relay configuration). If the
"Apl configuration" selection made in the configuration dialog (see Fig. 3.1.-1) is
not adequate, the Relay Configuration Tool must be used to create or modify the
relay application.

If the Relay Configuration Tool is used to modify the application, it is important to
remember to compile the application when it is ready. Only by doing this, the related
description files are updated.

later, the protocol mapping must be changed accordingly or created

ﬂ If function blocks are added to or removed from the application
again.
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3.2. Configuring a relay object for REX 52_

The Protocol Mapping Tool is an object tool in CAP 505. However, it is not
available by default in the Project Structure Navigator for the newly created REX
52 relay objects, and is generally available only for certain relay configurations.

To be able to use the Protocol Mapping Tool, the relay object has to be configured
so that both the Hardware library and Standard configuration revisions are "E" or
later (see Fig. 3.2.-1). The Protocol Mapping Tool supports only the DNP 3.0
protocol, when using REX 52 type relays.

[3f HOB - REX52x Configuration N ] S

REX52x Config |Transducers About REXEZ2:
— Hardware configuration

Inztalled hardware
| REX521_HIGH rev. E [DMP 3.0]

Hardweare library: Rew:

[ REX521_HIGH [#] [E [#] = Select new

Editable protocol mapping:
[DNP 3.0 2]

Description
REX521 EHan ¥

Communication protocals:

REx521 EHxsL: SPAJIEC/LOMAMODBUS/DNF 3.0
REX521 EHxx5: SPA/IECAMODBUS/DNF 3.0

— Standard configuration

Installed standard configuration

|HoBrev. E

Standard configuration library: — Rew:
= 4 [ 3]

Degcription

High 8 configuration for REX52: @

Fig. 3.2.-1 Configuring the REX 52 relay object

config_rex

After the selections have been accepted, the Protocol Mapping Tool will be
displayed on the Object Tools list (see Fig. 3.2.-2). If the Protocol Mapping Tool is
not visible on the list, check that Hardware library is Rev. E or later in the attributes
settings (see Fig. 3.2.-1).

15
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Project Structure Navigator - Master Design ¥i = | Ellil
File Edit “iews Swztem Toolz Help

K| w X%l

Froject Stucture Object Tools
=3 Rioot | Relay Setting Taal +
é—@ Statian Graphical |A0 Setting Taaol

Bay Protocol kMapping Tool

L-i Relay Download Tool

Event Log Viewer

] +

| CACAPS0SYPRINSOST | REX52X

rex_object_tools

Fig. 3.2.-2 REX 52 Object Tools list

3.3. Configuring a relay object for REC 52_

The Protocol Mapping Tool is an object tool in CAP 505. However, it is not
available by default in the Project Structure Navigator for the newly created
REC 52 relay objects, and it is generally available only for certain relay
configurations.

To be able to use the Protocol Mapping Tool, the relay object has to be configured
so that the SW library is REC523-1MRS118517 and the revision is F or later (see
Fig. 3.3.-1). The Protocol Mapping Tool supports only the IEC 60870-5-101
protocol, when using the REC 52 type relays.

16
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[ NEWREC - REC52x Configuration

REC52x Config | Transducers | About RECS2x |

— S configuration

Installed configuration

S librany: Reuw:

FECE23-1MRAS118517 F tl [X Select New
RECH23-1MRAS5118605
RE 1MRS118516

RE -IMAS118519
REC523-1MR5118518

— Apl configuration

Installed configuration

Apl library: Fles:
[RMU_DEMO 1*] [ [2] = selectNew
Description

FMU simulator configuration +

=100 ]

Cancel

Fig. 3.3.-1 Configuring the REC 52 relay object

config_ REC52_

After the selection has been accepted, the Protocol Mapping Tool is displayed on the
Object Tools list (see Fig. 3.3.-2). If the Protocol Mapping Tool is not visible on the
list, check that the SW library is REC523-1MRS118517 and the revision is F or later
in the attributes settings (see Fig. 3.3.-1).

Project Structure Navigator - Master Design

File Edit “iews Swatem Toolz Help

=10l x|

& |5

Project Structure Object Toolz
=3I ROOT +|| Relay Download Tool +
Relay Setting Tool

FRkL2 Fielay Configuration Toal

R Pratocol Mapping Tool

h43 Event Log iewer

CRING DERO +* +
D:ACAPSOENPRUMCRIMNG | RECHZ

Fig. 3.3.-2 REC 52 Object Tools list

object_REC52_

17
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3.4.

3.4.1.
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Configuring a relay application

The protocol mapping is based on the relay application (relay configuration). If the
"Apl configuration" selection made in the configuration dialog (see Fig. 3.3.-1) is
not adequate, the Relay Configuration Tool must be used to create or modify the
relay application.

If the Relay Configuration Tool is used to modify the application, it is important to
remember to compile the application when it is ready. Only by doing this, the related
description files are updated.

later, the protocol mapping must be changed accordingly or created

ﬂ If function blocks are added to or removed from the application
again.

Creating protocol mapping

The mapping must be created and downloaded for REF 54 , REM 54 and
RET 54 . The default mapping already exists in REX 52 and in REC 52 _.

It is not possible to add more points to the default mapping. The
ﬂ available points are defined by the Protocol Mapping Tool.

Opening Protocol Mapping Tool

The Protocol Mapping Tool is opened by double-clicking its name from the object
tool list.

With REF 54 _, REM 54 and RET 54 _ there are two cases, where
ﬂ the opening might be prevented (see Fig. 3.4.1.-1 and Fig. 3.4.1.-2).

1. If no add-on protocol was selected during the relay object configuration, the tool
cannot be opened.

Protocol Mapping Tool x|

Fleaze. zelect first an add-on pratocol for the relap with the
Object Attributes dialog. Then ty again.

Ok

pmt_notification_1
Fig. 3.4.1.-1  Message shown during startup of the Protocol Mapping Tool, when
no add-on protocol has been selected.

2. If the selected add-on protocol is IEC 60870-5-103, the mapping is fixed in the
relay, and it needs not to be mapped by the Protocol Mapping Tool.
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3.4.2.

1

Protocol Mapping Tool x|

Selected add-on protocol needs not to be mapped by the
Pratocal M apping T oaol.

Ok

pmt_notification_2

Fig. 3.4.1.-2  Message shown during startup of the Protocol Mapping Tool, when
the add-on protocol selected does not need to be mapped by the
tool.

Creating new protocol mapping

When the Protocol Mapping Tool is opened, the wizard dialog will always be shown
first (see Fig. 3.4.2.-1).

JRT=TEY

Help

Application; My REF [REF243-1MAS118507 rev. H]  Protocol; MODEUS

[  Cieate New Mapping

Open Existing Mapping

Import kM apping

e |l o]

M | Delete Mapping File

=1

Exit | << Back | ety

pmt_wizard

Fig. 3.4.2.-1  Creating a new protocol mapping with the Protocol Mapping Tool
wizard.

The fastest way to create a protocol mapping is to select Create New Mapping from
the wizard dialog and accept the default values provided by the wizard until the
Protocol Mapping Tool dialog is opened. Then, if the default mapping is accepted,
the mapping is ready to be saved. Otherwise, the editing features of the tool can be
utilized.

19



1MRS755277

CAP 505
Protocol Mapping Tool

Operation Manual

3.4.3. Exporting mapping data

When the protocol mapping is ready from the relay point of view, it is recommended
to export the mapping data to a file. This export file can then be used as a reference
when configuring the protocol master system (see Fig. 3.4.3.-1).

E Protocol Mapping Tool {(Modbus protocol) - Untitled® - ||:||£|
I File Edit Settings Help

[ creats Mew Mapping  Ckrl+N é{j |EE| §% E@

= Open Mapping File..
E Save Mapping File. ..

Export Document File, .,

Export Conversion File. ..

B Euit

- Uszer dehined

- Process data extended range
- Pack registers

- Slowly changing

- Dewvice data

s Conitral

[B35 rows (41 850)
pmt_export

[Device: REFS43 |&pplication: My REF [wéorking mode: basic oD [

Fig. 3.4.3.-1  Functions to export protocol mapping data for master system
configuration.

3.4.4. Saving protocol mapping file

Before exiting the Protocol Mapping Tool, the created mapping must be saved. The
default mapping file name can be accepted or another name given (see Fig. 3.4.4.-1).
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E Protocol Mapping Tool {(Modbus protocol} - Untitled o IEllil
File Edit Data Transfer Sektings Help

E| 0 | @l u| &l Xl i ¥ Mapping file browser i =10 x|

——— =1 MODBUS
& Lol Dighalinputs POD_S04BIN (20040414 14:24:14)
H [+ Process data basic rang

2 DIOTEST7  (2004-04-20121418)
G- Process data extended 1 [4 DIOTEST:8 (2004042012343
- g'”\t"ﬁ’lc*‘a“‘g'”g ".TJ DIOTESTS (2004-04-2012:4522]
-------- onirol

B Holding registers/Input registers
-------- Uzer defined

[ Process data extended 1
[+ Pack registers

------ Slowly changing

- Device data
-------- Cantral
> | Delete mapping file
Mapping file name: |[EIERISERET
¥ Save hinary file
|P.|:|3Iication ‘DIOTEST' for device REFS41-1MRS118500 rew, 4
|Device: REFS41  [application: DIOTEST [wiorking mode: standalone MoD | 1422 rows (71,1%) 4

save_file

Fig. 3.4.4.-1  Saving a protocol mapping file

It is very important to check that the option "Save binary file" has
been set. Otherwise, the actual mapping file to be sent to the relay is
not created.
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3.5. Downloading protocol mapping to REF 54_, REM 54_ and

22

RET 54_

-"E@REF Confl - Relay Download Tool

File  Help
Object title: Felay tppe:
| REF Canf! | REF541 revision E e
Send |Feceive | Reset
— Configurations Canmia

[X Fielay Configuration FE Code..

® Pratocol Mappi MODELS
¥ Protocol Mapping | ] FE List

R |

[T Tranzducer Linearization
[ Mimic Configuration
[ RCT Eroject

[~ Store + Reset after download

Rdt_send_b

Fig. 3.5.-1 Downloading protocol mapping file to a REF 54 relay

The following should be noticed when downloading a protocol
ﬂ mapping file:

* Downloading the relay configuration inactivates the add-on protocol and deletes
the protocol mapping. Therefore, also the protocol mapping must be sent again, if
the relay configuration is sent.

* Due to the above, the protocol mapping must be received from the relay before
downloading the relay configuration, if the protocol mapping file is not available
elsewhere. The "RCT Project" does not include the protocol mapping file.

* The protocol mapping file can also be downloaded separately, if the active add-on
protocol in the relay is the same as the one being downloaded.

* The protocol mapping file for the IEC 60870-5-103 protocol is never used; it
does not need to be downloaded and cannot be uploaded. Downloading this
protocol only activates the protocol in the relay.

After downloading the protocol mapping, the Store and Reset
ﬂ functions must be performed to activate the add-on protocol.
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3.5.1.

Setting add-on protocol related parameters

If the object configuration has been made correctly, the Relay Setting Tool includes
the parameter page for the selected add-on protocol. If the parameters are not visible,
the relay object configuration must be checked and the relay applications compiled
again in the Relay Configuration Tool (see Fig. 3.5.1).

REM 54 units do not yet support the setting of add-on protocol
ﬂ parameters using the Relay Setting Tool. The parameters have to be
set locally.

EEl My REF - Relay Setting Tool _ =
File “Wiew Transfers Toolz Options Help

|E|E|L¢}_|§| [MA&IN MENU [=]

Status | Frotection | Control | Cond. moit. I Measurementl Power quality | Communication |General func. "I "l
[172] Gensral | 11731 5P | [174] MODBUS |

Menu Fath: MAIN MEMUSCommunicationtMODBUS 1744253

Drescription DB Mame Prezent Y alue Mew YWalue Range

Urit Address FRO4Y001 [ [ 1 (1 .. 247]

Baud rate FEO4Y 211 |‘ISQDD 15200 !I EBd

Modbus Mode FaO44v003 | RTU RTU *

Pazzword FaO04004 | | Max. 4 character(s]

Parity FE044 230 | Even Even *

CRC Order FRO4v002 | Lowi/High Low/High !I

| | |REFS43 [Uploaded: 2004-0326 12235
rst_parameters

Fig. 3.5.1.-1  Setting add-on protocol related parameters for REF 54

must be performed to store the parameters to the non-volatile

ﬂ After setting and downloading the parameters, the Store function
memory of the relay.
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3.5.2. Uploading protocol mapping from REF 54_, REM 54_ and
RET 54 _

It is possible to upload the protocol mapping file from REF 54 , REM 54 and
RET 54 . This is useful if the mapping in the relay has been modified or is unknown.
For more information, see Section 4.2.3.1. Opening of an existing mapping.

ﬂ It is not possible to upload a mapping from an empty relay.

55 REF Confl - Relay Download Tool

File Help
Object title: Relay type:
| REF Conff | REFE41 revision E e

Fezet

Send | Receive

— Configurations Caunter

[ Protocol Mapping [MODEBLUS] FE Code

[T Tranzducer Linearization

BRI

FE Ljzt
[ Mimic Configuration

[~ RCT Project

Receive

Rtd_receive_b

Fig. 3.5.2.-1  Uploading protocol mapping file from REF 54_

3.6. Downloading protocol mapping to REX 52_

-'E|é| HOS - Relay Download Tool 5'

File Mode Help

Cbject title: Fielay type:
| HOg | REX521_HIGH rev. E

Send | Feceive |

Configurations
|7 [® Protocol Mapping [DHP 3.0]

Send

rdt_send_rex

Fig. 3.6.-1 Downloading protocol mapping file to a REX 52 relay
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relay is switched from the protection mode to the configuration
mode. During this sending process all the protection functions are
disabled until the relay is set back to the protection mode.

@ When downloading a new protocol mapping file to the relay, the

the SPA protocol via the optical front panel connector. Rear
connectors (SPA or LON) are not supported for downloading.
However, receiving the protocol mapping from REX 52 is possible
also via the rear connections.

ﬂ Sending the protocol mapping file to REX 52 is possible only with

The downloaded protocol mapping is taken into use immediately after a successful
mapping transfer and when the relay has been switched back to the protection mode.
3.6.1. Setting protocol related parameters

The protocol specific communication parameters are configured in the Relay Setting
Tool. When the settings are done, they are sent to the relay.

Bl HoS - Relay Setting Tool
File Wiew Transfers Toolz Options Help

EIEI EI&I |Main mehL |£|

Configuration |

[1]Analog scales | (2] 4lamm LEDs |EDmmunicaliDn|Digitalinputs | 13) Display | General | (197 Input St
Comm.zettings |[‘l 0] Rear port |

DNP |71 1EC 103 | (1N |5 MaDBUS |

[3]Eeneral|[4]Def. veriation | [5] Unsolisted | [B] Colision det. |

tenu Path: M ain menuhConfigurationhCommunication\Cornm, setingshDMPYGeneral

Description DB Mame Fresent Value Mew Value

Uit Address F503v1 E |1

Master Address F503v2 [? E

Baud rate FEO3vz1l |7 | 3500 2]

N of stop bits FR0wvziz |7 |1

Parity FS03vZ30 |7 | None =]
Link timeout F503v3 [? | 300 ms
Link retrans cnt F503v4 E |0

rst_parameters_rex

Fig. 3.6.1.-1  Setting protocol related parameters for REX 52
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3.6.2.

3.7.
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Uploading protocol mapping from REX 52_

It is also possible to upload the protocol mapping file from the REX 52 . This is
useful if the mapping in the relay has been modified and is unknown. For more
information, see Section 4.2.3.1. Opening of an existing mapping.

53 H08 - Relay Download Tool

Eile Mode Help

rdt_receive_rex

Fig. 3.6.2.-1  Uploading protocol mapping file from REX 52 _
Downloading protocol mapping to REC 52_

&3 My REC - Relay Download Tool
Eile Help

- ‘
i s e B \;‘

—

rdt_send_rec

Fig. 3.7.-1 Downloading protocol mapping file to a REC 52 relay
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3.71.

The protocol mapping file for [EC 60870-5-101 can be downloaded either separately
or together with the configuration. Downloading of the relay configuration does not
affect the existing protocol mapping in REC 52 .

ﬂ After downloading the protocol mapping, the Store and Reset
functions must be performed to activate the changes.

Setting protocol related parameters

The protocol specific communication parameters are configured in the Relay Setting
Tool (see Fig. 3.7.1.-1). When the settings are done, they are sent to the relay.

For more information on protocol specific communication parameters, see the
Technical Description for IEC 60870-5-101 (information can be found in Section
1.8. Related documents).

=5/
File ‘iew Transters Tools Options Help
‘ g"lﬂl %I%I [ MAIN MENU [2] ‘
Status I Frotection I Control I Cond. manit I teasurement | C icati |Genera| fune: Tests I E
[7E] General | [77] LON | [78] Link Handler | [73]5FA | [80] IEC101
tenu Path: MalM MENUACommunications ECT 01 80/160
Description DB Mame Prezent Yalue New alue Fange
Link addr. size FE02v244 [ [1 Byte [1..2 ‘
Link Address FE02/245 [1 [1 (0... 65535) ‘
A5DU addild len Fa02v246 [ |2 Byte ih..2 ‘
Common Address FRO2247 [1 [1 [0 ... E5R35) ‘
WMaster idle TO FRO2v243 [10 [10 B [0... 10000) ‘
Transriz, Delay FRO2250 [a [0 ms [0... E5535) ‘
Timestamp option Fa02/251 | Standard short Standard shoit * ‘
Wwatchdog TO Fa02v252 la [0 s (0... 65535) ‘
Balanced mode FR02253 | Unbalanced Unbalanced * ‘
Retransm, TO FE02254 | 2000 [ 2000 ms (100 ... E5535) ‘
Fetransm, court FRO22E5 [5 |5 [0... 100 ‘
[ |REC523 |Uploaded: 2005-01-31 11:04

rst_parameters_rec

Fig. 3.7.1.-1  Setting protocol related parameters for REC 52

must be performed to store the parameters to the non-volatile

ﬂ After setting and downloading the parameters, the Store function
memory of the relay.
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3.7.2. Uploading protocol mapping from REC 52_

It is possible to upload the protocol mapping file from REC 52 . This is useful if the
mapping in the relay has been modified or is unknown. For more information, see
Section 4.2.3.1. Opening of an existing mapping.

H Also a not configured REC 52 contains a default mapping.

=[] My REC - Relay Download Tool
File Help

MyREC  [RECEBrevidonF

rdt_receive_rec

Fig. 3.7.2.-1  Uploading protocol mapping file from REC 52 _
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41.

Working with the Protocol Mapping Tool

This chapter presents the user interfaces and editing features of the Protocol
Mapping Tool.

Protocol Mapping Tool Wizard

Fig. 4.1.-1 shows the user interface of the Protocol Mapping Tool Wizard. The user

can decide whether to create a new mapping, open an existing one or import a

mapping from a different relay object. It is also possible to delete no longer needed

mappings.

Menu bar

Caption bar ¥ Protocol Mapping Tool E =10) |

Help

Processing context e £ plication: REM modified [REMS43-TMRS118503 rev. C]  Pratocal: MODBUS

[} Create Mew Mapping

Open Existing M apping

Function buttons & | Import Mapping

EltE

B | Delete Mapping File

[

TS

Exit | << Back
1

T
Mavigation buttons

Fig. 4.1.-1 Protocol Mapping Tool Wizard
The Wizard consists of the following elements:

 Caption bar

* Menu bar

* Processing context
* Function buttons

* Navigation buttons

Caption bar

The caption bar contains the full name of the Protocol Mapping Tool.

Menu bar

The menu bar provides access to the Help menu. The content of this menu is
presented in Section 4.2.1.4. Help menu

wizard
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Processing context

The processing context presents basic information describing the edited mapping
and contains:

* The application name (i.e. relay object title) with the related device name and its
revision

* The protocol name

Function buttons

The function buttons allow the user to choose the operation to be performed.
Available operations are described in detail in Section 4.1.1. Creating a new
mapping - Section 4.1.4. Deleting mapping

Navigation buttons
Navigation buttons allow the user to move between the steps in the Wizard.

» The Exit button quits the Protocol Mapping Tool

Note: If the Wizard is started from the Protocol Mapping Tool, Exit is replaced by
Cancel button, which quits the Wizard and returns to the Protocol Mapping Tool.

» The Next/Finish button moves to the next Wizard step or switches to the Protocol
Mapping Tool
» The Back button moves to the previous Wizard step

Creating a new mapping
By selecting this feature, the user can create a new mapping.

The creation of a new mapping is always supervised by the Protocol Mapping Tool
Wizard dialog. If a mapping was changed but not saved, the Protocol Mapping Tool
shows a message box that prompts the user to save.

Advance in the Wizard by clicking the Next and Finish buttons.

More information on the mapping creation process can be found in Section 5.1.1.
Creating a new mapping for Modbus and in Section 6.1.1. Creating a new mapping
for DNP 3.0 and in Section 7.1.1. Creating a new mapping for IEC 60870-5-101.

Selected addresses can be changed later during the editing, this is described in
Section 6.5. Mapping editing features (DNP) and in Section 7.4. Mapping editing
features (IEC 60870-5-101).

Overlapping-check is performed for the Modbus and IEC 60870-5-101 protocols.
This is described in Section 5.4. Complex structures (Modbus) and in Section 7.4.
Mapping editing features (IEC 60870-5-101).
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4.1.2. Opening an existing mapping

To open an existing mapping, select the mapping file and click the Finish button (see

Fig. 4.1.2.-1). The Protocol Mapping Tool will open with its content.

Opening a mapping is described in detail in Section 4.2.1.3. Settings menu.

F Protocol Mapping Tool

=10lx]

Help

Application: REF543R Object [REFS43R-1MRS118522 rev. C)

Protocol: DMP 3.00

Fig. 4.1.2.-1

Opening an existing mapping

=61 DNP 300
: i.12 REFS43A Object1  [25.2.2004 5:35:48)
| Create Mew M
| ozt iemlideeh 72 REFS43A Object2  [25.3.2004 8:37:10)
T REFS43R Object3 (2532004 8:37:24)
| % Open Exising Mapping i REF543A Object-4  [25.2.2004 8:37:34)
qu | Import Mapping
™ | Delete Mapping File
i | o T
wizard_opn
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Importing a mapping

It is possible to import a mapping from a different relay object. It only requires
browsing the CAP project’s tree structure and choosing the desired file. If the source
and destination objects have the same target terminals (revisions may be different)
importing is possible (see Fig. 4.1.3.-1).

To import an existing mapping, select the mapping file and click the Import button
the Protocol Mapping Tool will open with its content.

TE

Help

Application: REF543R Object [REFS43R-1MRAS118522 rev. C]  Protocol: DKP 3.00

=1 PMT -
E|E| Foat
E-E§ REF DMP Confl
T PMTREF comfl- (2232004 13:28:34)
g REF Modbus Confl
£ g REFS43R Objsct
'j REF543F Object-1  (25.3.2004 8:35:48)

[ | Create Mew Mapping

Open Existing Mapping

REF543R Object-2  [25.3.2004 8:37:10)
REF543R Object-3  [26.3.2004 8:37:24)

ENCRES

5 Impart Mapping

j REF543R Object-4  [25.3.2004 8:37:34)
-y Statl Test [DNF)

ofd Statl Test[DMP)M1 [25.3.2004 5:471:10)

_j Statl Test [DMP12 (2532004 8:41:28)

j Statl Test [DMP)3 (2532004 8:41:38)

P | Delete Mapping File Mg Stat? Test MODBLS)

g Statd Test REM1 [Modbus) LI

=

Esi | <gack |

wizard_imp

Fig 4.1.3.-1  Importing a mapping

Dealing with unsupported points

It is possible that some function blocks and their protocol points are not supported
by the destination project. In this case it is required to choose how to treat the
unsupported points (see Fig. 4.1.3.-2).

¢ If the user wants to keep the addressing from an already prepared mapping, non-
existing points can be replaced by so called ‘dummy points’ with the value 0.

* If the efficiency of data transfer is more important, unsupported points should be
removed and the mapping readdressed.
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¥ Protocol Mapping Tool -0l x|
Help
Application: REM modified [REM543-1MR5118503 rev. C]  Protocol: MODBLUS
Some Function Blocks and Their Protocol Points Cannot Be Supported by the Destination Application.
Wwiould You Like to:
{* Replace Unsupported Paints with Dumnmy Points
" Remaove Unzupparted Paint: and Readdress Mapping
<< Back Corwert
wizard_imp2

Fig. 4.1.3.-2  Choosing how to treat unsupported points

41.4. Deleting mapping

Delete Mapping removes selected mapping files from the relay object. This option
can be used to clean up possible unnecessary mapping files created during the
engineering phase.

This operation is irreversible and thus the mapping deletion is limited. The following
files cannot be removed:

* Binary mapping files
* Mapping files having associated binary mapping file
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Protocol Mapping Tool

Fig. 4.2.-1 shows the user interface of the Protocol Mapping Tool during mapping
editing.

Caption bar ¥ Protocol Mapping Tool (Modbus protacol) - test_REM.PPI* 1Ol x|

Menu bal = Filz Edi Settings e
rootbor ——— B 0[] o] 4] &[5 5]

Process data basic range
Process data extended range
Slowly changing

Control

Diagnostics

=1~ Digital inputs

[~ Process data basic range

[~ Process data extended range
[ Slowly changing

- Diagnastics Change base address
(=~ Inpuit registers

- Process data basic range

|
[ E -

Mapping tree

Change conwersion Factar

- Process data entended range Change user register
- Slowly changing Change control structure
... Diagnostics Pop-up menu —

=~ Holding registers Hex poirits

- Process data basic range

[~ Process data extended range & aut points Chrl+ia
- Slowily changing R Paste points Chrl+y
[+ Control Insert constant 0
[#-- Diagnostics
Status bar Device: REMS43  |Application: REM modified working mode: advanced  |MOD 1152 rows (57,6%)
%

look_REM_desc

Fig. 4.2.-1 Protocol Mapping Tool
The main dialog is composed of the following elements:

* Caption bar

* Menu bar

* Tool bar

* Mapping tree

* Status bar

* Pop-up menu

All the listed pieces of the user interface are briefly described below. The mapping
tree is described in detail in Section 5.2. Mapping tree for Modbus, in Section 6.2.
Mapping tree for DNP 3.0 and in Section 7.2. Mapping tree for IEC 60870-5-101.

The menu bar and the toolbar are described in Section 4.2.1. Description of menu

items and toolbar buttons and the pop-up menu in Section 4.2.2. Description of the
pop-up menus.

Caption bar

The caption bar contains the full name of the Protocol Mapping Tool followed by
the names of the selected add-on protocol and of the edited mapping file (see
Fig. 4.2.-1).

If the name of the mapping file has not already been set, the word "Untitled" will be
shown instead.

If the edited mapping has been changed but not yet saved, the mapping file name
will be followed by an asterisk (*).
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Menu bar
The menu bar provides access to the File, Edit, Settings and Help menus. The
contents of the listed menus are described in Section 4.2.1. Description of menu
items and toolbar buttons
Toolbar
The toolbar provides fast access to most of the Menu bar functions. A description
and instructions on how to use of the buttons are provided in Section 4.2.1.
Description of menu items and toolbar buttons.
Mapping tree
The mapping tree is the main area of the Protocol Mapping Tool. The mapping tree
provides a tree structure, which presents points stored within a mapping as leaves in
a tree. This is described in greater detail in Section 5.2. Mapping tree for Modbus,
in Section 6.2. Mapping tree for DNP 3.0 and in Section 7.2. Mapping tree for IEC
60870-5-101.
Pop-up menu
The pop-up menu is available in the area of the mapping tree. It provides the most
common editing operations of points currently selected within the mapping tree.
Details concerning the pop-up menu are available in Section 4.2.2. Description of
the pop-up menus.
Status bar
The status bar presents the basic information of the mapping (see Fig. 4.2.-2).
[pevice: REMS4z  [application: REM modified [wtorking mode: advanced  [MoD [ [1152 rows (57,6%) 4

status_bar_REM
Fig. 4.2.-2 Status bar of Protocol Mapping Tool
The status bar contains five fields:
1. Device name (related to the selected project)
2. Selected application name (relay object title)
3. Selected working mode
4. Modification indicator showing the word “MOD”, when the mapping has been
changed but not saved

5. Number/percentage of occupied rows

4.21. Description of menu items and toolbar buttons

The toolbar and the menus are not the same in both working modes. Some menu
options and toolbar buttons are visible in both modes, whereas other options and
toolbar buttons are disabled in the basic mode because of the mode restrictions.
There are four user interface menus in the Protocol Mapping Tool. The menus will
all be presented in the following sections.
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Fig. 4.2.1.1.-1 shows the Protocol Mapping Tool's File menu. The different menu
functions are explained below.

File Edit Settings

[ reate Mew Mapping  Ckel+M
= Cpen Mapping File. ..
E Save Mapping File. ..

E:xport Document File. ..

Export Conversion File, ..

B* Euie

menu_file

Fig. 4.2.1.1.-1 The File menu in the Protocol Mapping Tool

Create New Mapping

By selecting this item in the menu, the user can create a new mapping. This feature
is described in Section 4.2.2.5. Selecting address format (Hex/Decimal Points)
under Creating a new mapping.

Open Mapping File...

This option allows the opening of an existing mapping stored within a project
directory. Details concerning the opening of an existing mapping are available in
Section 4.2.3.1. Mapping management under Opening of an existing mapping.

Save Mapping File...

Mapping and its binary representation can be stored in the CAP 505 project directory
by using the Save Mapping File... menu item. A more detailed description of the
saving operation is found in Section 4.2.3.1. Mapping management under Saving an
edited mapping.

Export Document File...

This option is used for documentation purposes and it allows the user to export
complete information concerning the currently edited mapping. This feature is
described in detail in Section 4.2.3.2. Mapping export.

Export Conversion File...

This option is intended to be used for importing data to master systems. It allows the
user to export complete information concerning points maintained by the edited
mapping. This feature is described in detail in Section 4.2.3.2. Mapping export.

Exit

This function exits the program. The program asks whether the user wants to save
unsaved changes or not before exiting.
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421.2. Edit menu

Fig. 4.2.1.2.-1 shows the components of the Edit menu for Modbus mapping,

Fig. 4.2.1.2.-2 for DNP 3.0 mapping and Fig. 4.2.1.2.-3 for IEC 60870-5-101
mapping. Part of the menu is generic and part is protocol specific. The protocol
specific parts are described in the Modbus, DNP 3.0 and IEC 60870-5-101 specific

parts of the manual.

Edit  Settings

& fdd Paoints Ins
X Delete Points Dl
Change Base Address

Change Conversion Factor

£ Cut Paints kel
R Paste Points Chrl+Y

Insert Conskant 0

Create r
Change L4
Crverlapping L4

Werify Againsk Patterns k44

menu_edit_rem

Fig. 4.2.1.2.-1 The Edit menu for Modbus mapping (in the Advanced mode)

Edit Setkings

& fdd Paints Ins
< Delete Points Cel
Change Base gddress
Zhange Conversion Fackor
Assign Class
£ Cut Paints kel
R Paste Points Chrl+y

Insert Consktant 0

Enable All UR Flags
yyy Disable All UR. Flags
'ﬁ' Remove All Events

Werify Againsk Patterns  Chrl+A

menu_edit_dnp

Fig. 4.2.1.2.-2 The Edit menu for DNP 3.0 mapping (in the Advanced mode)
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Edit  Setkings
" g Add Points Ins
. & Delete Paints Cel

Set Continuous Address Space

—hange Base Address

Zhange Conversion Fackor

Azsign Genetal Inkerragation Group
hange Measurement Yalue Format
Change Data Class

3 Cut Paoints Chrl+
R, Paste Points Chrl+y
Werify fgainsk Patkerns kel

menu_edit_IEC101

Fig. 4.2.1.2.-3 The Edit menu for [EC 60870-5-101 mapping (in the Advanced
mode)

Add Points

ﬂ This option is available in the advanced mode.

This menu item allows the user to add new points into an edited mapping. More
information concerning the adding of points is available in Section 4.2.3.3. Mapping
editing under Adding new points.

Toolbar button:

L

plus

Keyboard shortcut: <Ins>

Delete Points

ﬂ This option is available in the advanced mode.

The option is for removing of points existing in an edited mapping. More
information can be found in Section 4.2.3.3. Mapping editing under Removing
existing points.

Toolbar button:

X

Keyboard shortcut: <Del>

minus
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Change Base Address

ﬂ This option is available in the advanced mode.

This menu item allows the user to change the base address of the selected data
category. More information can be found in Section 5.4. Complex structures under
Base address editing.

Change Conversion Factor

This menu option is used to edit conversion factors of selected analog registers. See
Section 4.2.3.5. Conversion factor editing for more details.

Cut Points

ﬂ This option is available in the advanced mode.

This menu item provides the way to select some points in a mapping in order to paste
them into a different location. Cut Points is presented in Section 4.2.3.3. Mapping
editing under Cut and paste operations.

Toolbar button:

&

Keyboard shortcut: <Ctrl>+<X>

Paste Points

ﬂ This option is available in the advanced mode.

The Paste Points function is available for performing the pasting of points into a
different location. Details are available in Section 4.2.3.3. Mapping editing under
the heading Cut and paste operations.

Toolbar button:

Keyboard shortcut: <Ctrl>+<V>

paste
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Verify Against Patterns

ﬂ This option is available in the advanced mode.

Patterns are function block specific resource files used by PMT. They describe what
kind of data and how the data of a function block is mapped for a protocol.

This option compares the mapping content with patterns and allows fixing all the
detected errors and problems. More information can be found in Section 4.2.3.4.
Verification against patterns.

Keyboard shortcut: <Ctrl>+<A>

Settings menu

The Settings menu of the Protocol Mapping Tool is presented in Fig. 4.2.1.3.-1
(Modbus) and in Fig. 4.2.1.3.-2 (DNP 3.0 and IEC 60870-5-101). Check Duplicates
Before User Register Added is available only when Modbus is used.

Setkings
|T heck Duplicates Before User Reqister Added
|T Warn Before Ikem Deleted
Working Mode »

Conversion File Address Format *

menu_settings_rem

Fig. 4.2.1.3.-1 The Settings menu of Modbus

| Settings

|7 Warn Eefore Ikem Deleted
Working Mode k
Conversion File Address Format  #

menu_settings_dnp

Fig. 4.2.1.3.-2 The Settings menu of DNP 3.0 and IEC 60870-5-101

Check Duplicates Before User Register Added

This menu toggle enables/disables the scan for duplicate entries within user-defined
registers. Section 5.4. Complex structures under User Registers (User-Defined
Registers) describes how this setting is used.

Warn Before Item Deleted

This menu toggle enables/disables the warning shown each time the user tries to
remove any register from a mapping tree. See Section 4.2.3.3. Mapping editing
under Removing existing points for more details on how to use the setting.

Working Mode submenu
Fig. 4.2.1.3.-3 depicts the Working Mode submenu:



1MRS755277

CAP 505
Protocol Mapping Tool

Operation Manual

Table 4.2.1.3-1

|T Basic

Advanced

menu_settings_mode

Fig. 4.2.1.3.-3 The Working Mode submenu

The Working mode submenu is composed of two menu toggles, Basic and
Advanced, which are used to switch the Protocol Mapping Tool between the basic
and the advanced working mode.

The basic and advanced modes are described in Section 2.2.1. Working modes.
Conversion File Address Format submenu

Fig. 4.2.1.3.-4 depicts the Conversion File Address Format submenu:

|7 Descriptive
SCADA,

menu_settings_address

Fig. 4.2.1.3.-4 The Conversion File Address Format submenu

The Conversion File Address Format submenu is composed of two menu toggles,
Descriptive and SCADA, which are used to switch the address format used during
exporting the binary point information into the conversion file.

* Descriptive address format is composed of a category identifier and a point
address within the category (in case of Modbus, the subcategory identifier
bounded by round brackets is also provided).

Table 4.2.1.3-1 and Table 4.2.1.3-2 show examples of descriptive and SCADA
address formats.

Example of a descriptive address format:

Protocol Signal type Address (visible in mapping tree) Descriptive address
Modbus Binary Binary signal CO PDB 00139 - coil no. 139 CO 00138 (PDB)
defined in process data basic range
Analog HR PDE 00035 - holding register no. 35 defined |HR 00034 (PDE)
in process data extended range
DNP 3.0 Binary Bl 00139 - binary input no. 140 BI1 00139
Analog AO 00035 - analog output no. 36 AO 00035
IEC 60870-5-101 Binary M_SP 00141 M_SP 00141
Analog M_ME 00035 M_ME 00035

Note! All descriptive addresses are zero-based counters.

* SCADA address format is composed of a category identifier and a point address
within the category. In case of binary categories, all the addresses are grouped
within 16-bit registers.
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Table 4.2.1.3-2 Example of a SCADA address format:
Protocol Signal type Address (visible in mapping tree) SCADA address
Modbus Binary CO PDB 00139 [139 = (8*16)+11] CO 000080
Analog HR PDE 00035 - holding register no. 35 HR 00034
defined in process data extended range
DNP 3.0 Binary BI1 00139 BI 00008"11
Analog AO 00035 AO 00035
IEC 60870-5-101 Binary M_SP 00141 M_SP 00008*12
Analog M_ME 00035 M_ME 00035

Note! All SCADA register numbers and bit numbers are zero-based counters.

4.21.4. Help menu
Help

Contenks  Fl
Index

Abouk

Fig. 4.2.1.4.-1 The Help menu

Contents and Index

menu_help

Both menu options are used to browse the Help menu's content.

Keyboard shortcut: <F1>

About

The About dialog contains the versions of the Protocol Mapping Tool and the pattern

library supported by the tool.

4.2.2. Description of the pop-up menus

This section describes the pop-up menus available for the mapping tree in the

Protocol Mapping Tool.

Fig. 4.2.2.-1 shows the components of the pop-up menu shown for the Modbus

mapping tree in the main window:

Change base address

hange conversion fackor

hange user reqgister

He:x poinks
H# Cut points Chrl4-
}E,‘ Paste points Chel+y

Insert canstant O
Fig. 4.2.2.-1  Pop-up menu for Modbus mapping
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4.2.21.

Fig. 4.2.2.-2 shows the components of the pop-up menu shown for the DNP 3.0
mapping tree in the main window:

Change base address

Change conversion Fackar

Disable UR flag
Enable UR flag
Remove events

Azsign class

Hex poinks

& Cut points Chrl+
E Paste points ChrlY
Insert canstant O

menu_popup_dnp

Fig. 4.2.2.-2  Pop-up menu for DNP 3.0 mapping

Fig. 4.2.2.-3 shows the components of the pop-up menu shown for the
IEC 60870-5-101 mapping tree in the main window:

Change base address
Zhange conyversion Fackar

Assign general inkerrogation group
Zhange data class
Change measurement value Farrmak

Hex paoinks

& Cut points Chrl4
E Paste points Chrl+Y

menu_popup_|EC101

Fig. 4.2.2.-3  Pop-up menu for IEC 60870-5-101 mapping

All pop-up menu items make sense only for certain types of tree nodes, and each
pop-up menu item is enabled only when the user selects the appropriate type of tree
node within the mapping tree.

Menu items shared by Modbus, DNP 3.0 and IEC 60870-5-101
Change base address

This pop-up menu item allows the user to change the base address of the selected
data category. This menu item is described in detail in Section 5.4. Complex
structures under “Base address editing.”

Change conversion factor

This pop-up menu option is used to edit conversion factors of selected analog
registers. See Section 4.2.3.5. Conversion factor editing for more details.
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Hex points/decimal points

This pop-up menu item allows the user to toggle between hexadecimal and decimal
values of addresses presented in the mapping tree. See Section 4.2.2.5. Selecting
address format (Hex/Decimal Points) for more information.

Cut points and Paste points

These pop-up menu options allow the user to cut and paste selected registers within
the same data category. These operations are thoroughly described in Section
4.2.3.3. Mapping editing under “Cut and paste operations.”

Modbus specific menu items

Change User Register

This pop-up menu item enables the editing of the selected user register. See Section
5.4. Complex structures under “User registers editing” for more details.

Insert Constant 0

This pop-up menu item inserts a single Constant 0 point just behind the point being
currently selected within the mapping tree. See Section 4.2.3.3. Mapping editing
under “Constant 0 points” for more information.

DNP 3.0 specific menu items

Disable UR flag

This menu option disables the unsolicited reporting flags of all the currently selected
points. Section 6.5. Mapping editing features under “Unsolicited reporting
management” describes this option in detail.

Enable UR flag

This menu option enables the unsolicited reporting flags of all the currently selected
points. Section 6.5. Mapping editing features under “Unsolicited reporting
management” describes this option in detail.

Remove Events

This menu item deletes the event definitions from all the currently selected points.
See Section 6.5. Mapping editing features under “Removing events” for additional
information.

Assign Class

Assign Class menu option is used to set the appropriate class to events produced by
the currently selected points. See Section 6.5. Mapping editing features under “Class
assignment” for additional information.

Insert Constant 0

This pop-up menu item inserts a single Constant 0 point just behind the point being
currently selected within the mapping tree. See Section 4.2.3.3. Mapping editing
under “Constant 0 points” for more information.
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4.2.2.4. IEC 60870-5-101 specific menu items
Set Continuous Address Space
This menu option is used to switch to continuous addressing convention. More
information is provided in Section 7.5.1. Edit menu under “Set continuous address
space".
Assign General Interrogation Group
This menu item allows to change the GI assignment flag value for the selected data
points. More information is provided in Section 7.4. Mapping editing features under
“General interrogation assignment".
Change Measurement Value Format
This menu item allows to change the measurement format for the selected data
points. More information is provided in Section 7.4. Mapping editing features under
"Measurement value format change”.
Change Data Class
This menu item allows to change the data class (priority) for the selected data points.
More information is provided in Section 7.4. Mapping editing features under "Data
class (priority) assignment”.
4.2.2.5. Selecting address format (Hex/Decimal Points)
This operation concerns all the points defined within the edited mapping. Therefore,
no tree node must be selected to execute the feature.
4.2.3. Mapping editing features
This section describes the general mapping editing features of the Protocol Mapping
Tool. These functions are common for Modbus, DNP 3.0 and IEC 60870-5-101.
4.2.31. Mapping management

The section describes which mapping management features are available during the
mapping editing.
Creating a new mapping

To start the creation of a new mapping during the editing of another one, the user
needs to:

* Select Create New Mapping in the File menu or

* Select the following toolbar button:

[

* or use the <Ctr[>+<N> keyboard shortcut

rod

By selecting this feature, the user can abandon the editing of a current mapping and
create a new one.
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The creation of a new mapping is always supervised by the Protocol Mapping Tool
Wizard dialog. If a currently edited mapping is changed but not saved, the Protocol
Mapping Tool will show a message box which induces the user to save a modified

mapping.

For more information on the mapping creation process for Modbus, refer to Section
5.1.1. Creating a new mapping; for DNP 3.0, refer to Section 6.1.1. Creating a new
mapping and for IEC 60870-5-101, refer to Section 7.1.1. Creating a new mapping.

Opening of an existing mapping

This option allows the user to open an existing mapping stored within a project
directory. The user can start the feature:

* By selecting Open Mapping File... in the File menu or

* By selecting the following toolbar button:

—

L=~

cap_open

During this operation the mapping browser window will be shown to enable the
selection of an existing mapping.

In the browser each stored mapping is marked with the following icon in the file tree
(see Fig. 4.2.3.1.-1 below):

y

fpp
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i
F Mapping file browser = |EI|E|

=- EI MODEUS
----- @J REMMEW [18.6.2004 3:45:53)
------ REMMEWT [18.6.2004 3:45:10]
: test BEM  [18.6.2004 3:45:20]

M | Delete mapping file
Open LCancel |

\spplication 'REM modified for device REMS4SR-1MRS 118521 rey

prj_browser

Fig. 4.2.3.1.-1 The mapping file browser

only one binary mapping file will be available in the CAP 505

ﬂ Although multiple mappings can be created for a single relay object,
directory.

A binary file is created when an edited mapping is saved with the “Save binary file”-
option. In this case, the association between mapping and binary files is established.
Mapping with an associated binary mapping file is marked with the following icon:

B!
It is possible that in the beginning only a binary mapping file will be available for a
certain object. In this case, it will be marked with the following icon:

H

If a mapping, with an associated binary mapping file is changed, but the associated
binary mapping file is not updated, it will also appear in the tree as a separate node
(because the association no longer exists).

fppjbin

fbin

The Delete mapping file button allows the user to remove any mapping file, which
exists in the browsed location. Neither a binary file nor a mapping file related to the
binary file can be deleted.
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Saving an edited mapping

The mapping and the binary mapping file can be stored in the appropriate CAP 505
project directory by using either:

* The Save Mapping File... available in the File menu or
¢ The following toolbar button:

=

¥ Mappinag file browser =10 x|

=6 MODBUS
[f POD_SO4BIN  (2004.04-09 15:53:54)

cap_save

g HOZ  [2004-04-09 15:53:54)

M | Delete mapping file

b apping file name;

v Save binany file

Save LCancel |

|.|5.|:||:|Ii|:ati-:|n 'HOZ' for dewvice REXS21-REXS21 HIGH rew. E v

Fig. 4.2.3.1.-2 Mapping save dialog

The Save Binary File check box allows the user to create a binary file associated
with the saved mapping (used later by the Relay Download Tool in device
configuration process).

ﬂ The name of the binary mapping file is automatically set.
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4.2.3.2. Mapping export

This section presents the export features provided by the Protocol Mapping Tool.

Exporting of mapping information

Mapping information can be exported by selecting Export Document File... in the
File menu. This option is used for documentation purposes and it allows the user to
export complete information concerning the currently edited mapping.

Export information is composed of:

* A general description

* A list of function blocks

* A list of signals covered by the mapping + their addresses

Export information can be saved as a HTML or text file. If it is saved as a text file
after exporting a table, the user can open the text file with an external tool. The

columns within a text file are separated by tabulator signs.The formats of export files
generated for different protocols are also different.

ﬂ Exported files cannot be imported back into the Protocol Mapping
Tool.

Exporting of point information

Mapping information can be exported by selecting Export Conversion File... in the
File menu. This feature allows the user to export complete information concerning
the points defined in the edited mapping.

Export information is composed of rows. Each row contains information concerning
a single point:

* Address

* Signal description

¢ Scaling factor

* Value range

e Unit of measure, etc.

Address format can be changed by selecting the appropriate toggle in Conversion

File Address Format option in the Settings menu (see Section 4.2.1.3. Settings menu,
Conversion File Address Format submenu for more details).

Export information can be saved as a text file and the user can open it with an
external tool. The columns within a text file are separated by tabulator signs.

The formats of export files generated for different protocols are very similar.
Exported files cannot be imported back into the Protocol Mapping Tool.

For more information on the Export file format, see the Appendix at the end of this
manual.
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This section describes all the editing features available within the Protocol Mapping
Tool.

Adding new points

ﬂ This option is available in the advanced mode.

To add new points to the mapping, the user has to:

* Select Add points in the Edit menu or
* Select the following toolbar button or

A
* Use the <Ins> keyboard shortcut

plus

This feature allows the user to add new points into the mapping. Selecting Add
Points in the Edit menu shows the Add Points dialog as presented in Fig. 4.2.3.3.-1.

x|
Points of function block | BI01_15-8 =] Paints to add:
= Coils - Process data basic range ;I
Bl Process data basic ranae - Process data extended ranae
""" - Slowly changing
00001 BIO1_15-B Output 2 state - Dliagnostics
00002 BIOT1_15E Output 3 state r | =1 Input reqisters
00003 BIO1_15B Output 4 state - Process data basic range
00004 BIOT1_15-B Output 5 state - Process data extended range
- 00005 BIO1_15-E Output & state - Slowly changing
[+ Process data extended range - Diagnostics
- Slowly changing = Heolding reqisters
- Control & | - Process data basic range
- Diagnostics - Process data extended range
[#- Digital inputs - Slowly changing
[ Input reqisters - Cantral
[#- Holding reqisters - Diagnostics
[#- Cantral points [=] Contral points
L Group 3
Group B =
oK LCancel |

add_rem

Fig. 4.2.3.3.-1 Add Points dialog

The left tree of the Add Points dialog shows all the points available to be added for
the selected pattern. The right tree contains all the points selected by the user.

The user may select required points in the left tree and press the >> button to copy
them into the right tree. A particular point can be added more than once.
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The user may also select a point and click the << button to remove that point from
the right tree. More than one point can be selected.

When the user presses the OK button, all the points stored in the right tree are added
to a current mapping at the end of the current point list.

To see the points available for another pattern, the user has to select an appropriate
pattern in the top-most combo box called “Points of function block™ (see
Fig. 4.2.3.3.-1).

Removing existing points

ﬂ This option is available in the advanced mode.

If required, unnecessary points can be removed from the mapping. The Protocol
Mapping Tool removes the currently selected points.

To start this operation the user should:

¢ Select Delete Points from the Edit menu or
* Select the following toolbar button:

x

» Use <Del> keyboard shortcut

minus

By default, an additional warning is shown when the user tries to remove any point
from the current mapping. The warning is skipped when the Warn Before Item
Deleted option in the Settings menu is unchecked. The user can also quickly
uncheck this option when the warning is shown (see Fig. 4.2.3.3.-2).

5 |

After thiz operation zelected nodes will be lost! Do pou want to proceed 7

v ‘wamn before tem deleted

delete_confirm

Fig. 4.2.3.3.-2 Confirmation dialog during point deletion

Cut and paste operations.

H These options are available in the advanced mode.

Cut and paste operations are used to move selected points.

Cut operation is available by:
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* Selecting Cut points in the Edit menu or
* Selecting Cut points in the pop-up menu or
* Clicking the following toolbar button

L

 Using keyboard shortcut: <Ctrl>+<X>

sciz

Protocol Mapping Tool cuts the currently selected points. Cut points stay in the same
position and wait for the Paste Points operation to be executed.

------------- S 00005 PST1_14-CTCS 2 state
“if¥ 00008 PS1_14-C Over Tmp
“ify 00007 P51_14-C ACfail

PS1_14-C Output 5 ztate
PS1_14-C Output B gtate
PS1_14-C lnput 1 walid
PS1_14-C Input 2 walid
PS1_14-C Input 3 walid
BIOT_15-B Input 1 state
BIOT_15-B Input 2 state
------------- Erf 00019 BIO1_15-B Input 3 state
------------- T 00020 BIO1_15-B Input 4 state

cut_points

Fig. 4.2.3.3.-3 Cut points
Paste operation is executed when the user:

* Selects paste points in the Edit menu or
* Selects paste points in the pop-up menu or
* Clicks the following toolbar button or

* Uses keyboard shortcut: <Ctrl>+<V>

paste

Cut points are always pasted just behind points being currently selected as a
destination location. If the user wants to paste cut points at the beginning of the data
category, a data category branch must be selected as a destination location.

The Protocol Mapping Tool does not allow moving points between different data
categories.

It is also possible to use drag&drop in order to move selected points within the
mapping tree.

Point dragging is started when the user clicks and holds the left mouse button over
the area occupied by selected points. During dragging all the dragged points are
marked as cut (their background color is red) and the cursor is changed (see

Fig. 4.2.3.3.-4):
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4.2.3.4.

&

Fig. 4.2.3.3.-4 A drag&drop cursor

drag_cursor

To finish the drag&drop operation, the user has to release the left mouse button. In
this case, dragged points are dropped into the location pointed by the cursor (just
behind points being currently selected as a destination location).

iy 00005 PS1_14-CTCS 2 state
iy’ 00006 PS1_14-COwver Tmp
iy 00007 PS1_14-C ACKa

PS1_14-C Output & state

PS1_14-C Output B gtate

P51_14-C Input 1 walid
P51_14-C Input 2 walid

g 00016 P51_14-C Input 3 valid %ﬂnmg P51 14-C Output 1 state

i 00017 BIOT_15-B [nput 1 state
i 00018 BIOT_15-B Input 2 state
i 00013 BIOT_15-B [nput 3 state
i 00020 BIOT_15-B Input 4 state

drag_operation

Fig. 4.2.3.3.-5 A drag&drop operation

Constant 0 points

A Constant 0 point is a special point that has a conversion factor equal to
DUMMY 0. All Constant 0 points always return 0 and have no special meaning.
Therefore, they can be used to fill gaps between two separated sub-ranges of points
within the same data category (see Fig. 4.2.3.3.-6).

constant_0_reg

Fig. 4.2.3.3.-6 Constant 0 register

Verification against patterns

ﬂ This option is available in the advanced mode.

Verification against patterns compares existing points in the mapping with the points
defined in the current patterns. If differences are found, the user is notified and given
a chance to change such points within the mapping.
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Mapping verification shows differences in the mapping, if any pattern is updated. It
is a convenient solution for maintaining mappings, when patterns are revised.

The mapping verification is started by:

* Selecting Verify Against Patterns in the Edit menu or
» Using <Ctrl>+<A> keyboard shortcut

The result of the mapping verification is shown in a separate window as a set of
message lines describing individual verification differences (see Fig. 4.2.3.4.-1).

¥ Mapping ¥erification |

& Address zpace is not continuous B Seleaier) |
[ W HR DEY 04113 CHODM-H IRF code: point already existing in the mapping

& HR DEY 04113 CHOO1-H IRF code [row 1) incorect data type

« HR DEY 04113 CHOM-H IRF code [row 1) incomrect 1L Aags

« HR PDE 00007 P51_14-D [nput 1 counter high waord: missing point found in pattern

« COPDE 00004 PST_14-0 Output 4 state: missing point found in pattem

« COPDE 00029 BIOT_15-C Input 7 state: incorect conversion factor

& CO PDE 00636 BIO2_17-Clnput 1 valid: mizzing change detect signal

& HR PDE 00542 COCB1-B Object state: incomect number of events

[] H HR FDE 00562 MEWD3A-E ULT_U12 [multiply by 1000]: conversion factar changed by an uzer
« HR PDE MOD_BUS-B User defined register 1: empty user defined register

& Pack registers corupted

Select all

_ |
_Urcena |

Unselect Al

|Inf0rmative: 2 |Warnings: 5 |Err0rs: = | i

mapp_ver_window

Fig. 4.2.3.4.-1 Results of the mapping verification before fixing

All the messages are shown in three categories distinguished by appropriate icons:

1. Errors
msg_error
2. Warnings
'
msg_warning
3. Informative
msg_info

To solve the problems shown by the mapping verification, the user has to check the
appropriate check boxes and press the Fix Selected button. Errors and warnings have
their check boxes selected by default.
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The mapping verification is capable of detecting and solving the following
problems:.

Table 4.2.3.4-1 Mapping verification messages

Message/Problem Message category Fixing

Common messages:

Address space is not continuous Error Points readdressed

Point already existing in the mapping Informative Point removed

Missing point found in pattern Warning Point added to the mapping

Point added from not default pattern Warning Point removed

Point not existing in pattern Error Point removed

Unknown point found in pattern Error Point removed

Unknown error detected (Invalid flag Warning Flag cleared

active)

Incorrect block detected (No block flag Warning Flag cleared

active)

Incorrect point definition detected (No Warning Flag cleared

object flag active)

Point updated (Corrected flag active) Warning Flag cleared

Incorrect number of events Error Events restored

(row #) Incorrect database name Error Database name restored

(row #) Incorrect datatype Error Datatype restored

(row #) Incorrect IU flags Warning IU flags restored

Editable conversion factor changed by a Informative Default conversion factor restored
user

Point having incorrect conversion factor Warning Default conversion factor restored

Modbus specific messages:

Pack registers corrupted Error Pack registers restored
Missing change detect signal Error Change detect signal restored
Orphaned change detect signal Error Change detect signal removed

‘User-defined registers

Empty user-defined register Error User-defined register removed

User register maps an already mapped Warning User-defined register removed
analog registers

User register in slot # maps an already Warning Slot # cleaned up
mapped binary register

-Control structures

Control structure corrupted Error Control structure removed

Missing control point found in pattern Warning Control point added to the mapping (but not
added to a control structure)

Control point added from not default Warning Control point removed

mapping

Control point not existing in pattern Error Control point removed
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Table 4.2.3.4-1 Mapping verification messages

Message/Problem

Message category

Fixing

Unknown control point found in the Error Control point removed

mapping

DNP specific messages:

Events removed Informative Events restored

(row #) Incorrect default variation mask Warning Default variation mask restored

(row #) Incorrect default function mask Warning Default function mask restored

Incorrect static point's class Error Class 0 restored

Event's class changed by a user Informative Default class restored

Incorrect event class Error Default class restored

Unsolicited reporting flag deactivated by a Informative Default unsolicited reporting flag restored
user

Incorrect unsolicited reporting flag Error Default unsolicited reporting flag restored
IEC 60870-5-101 specific messages:

Assignment to general interrogation Informative Default interrogation group restored
group changed by the user

Incorrect assignment to general Error Default interrogation group restored
interrogation group

Measurement value format changed by Informative Default measurement value format restored
the user

Incorrect measurement value format Error Default measurement value format restored
Data class changed by the user Warning Default data class restored

Incorrect data class Error Default data class restored

When the Fix Selected button is clicked, all the verification differences having their
check boxes checked are fixed. However, they are not all removed from the list but
are distinguished by changing their background color into light green (see

Fig. 4.2.3.4.-2).
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4.2.3.5.

¥ Mapping Yerification

@ Address space is not continuous

A HR DEY 04113 CHOO1-H IRF code: point already exizting in the mapping

[] @ HR DEV 04113 CHOOT-H IRF code [row 1) incommect data twpe (NODE REMOVED)
[ « HR DEV 04113 CHOO-H IRF code (row 1) incomect [U flags (NODE REMOVED)
+ HR PDE 00000 PS1_14-D [nput 1 counter high ward: missing point found in pattern
[] « COPDE 00004 PS1_14-D Output 4 state: missing poink found in pattern

+ COPDE 00023 BIOT_15-C Input 7 state: incorect corversion factor Select Al
& CO PDE 0O0B36 BIOZ_17-CInput 1 walid: mizzing change detect signal
& HR PDE 00542 COCB1-E Object state: incomect mumber of events Unselect All
[J H HR FDE 00562 MEVO34-E ULT_U12 [muliply by 1000]: conversion factor changed by an user

+ HR PDE MOD_BUS-B User defined register 1: empty user defined register

® Pack registers comupted

LCloze

=TT
| Btz |

|InFormative: 2 |Warnings: 5 |Errc-rs: 5 | A

mapp_ver_wind_fixed

Fig. 4.2.3.4.-2 Fixed and remaining verification differences available in the
mapping verification window.

Any point defined in the verified mapping may have more than one verification
difference at the same time. If the fixing of a problem consists of removing the whole
point from the mapping (e.g. see Fig. 4.2.3.4.-3 and “Point already existing in the
mapping”), a description "(NODE REMOVED)" is added to all the other differences
related to the removed point.

A HR DEY 04113 CHOM-H IRF code: point already existing in the mapping
[] &€ HR DEV 04113 CHOM-H IRF code [row 1); incomect data twpe (WODE REMOWVED)
[ + HRDEY 04113 CHOM-H IRF code [row 1) incomect 1L flags (MODE REMOVED)

mapp_ver_wind_removed

Fig. 4.2.3.4.-3 Maintaining verification differences for removed points

Conversion factor editing

A Change Conversion Factor menu option is used to edit conversion factors of
selected analog registers.

Fig. 4.2.3.5.-1 depicts the conversion factor editor.

Conversion factor for 00546 MEYO3E- El

Current conversion factar tultiply by 10 unsigned

Mew corversion factor

ak

conv_factor_editor

Fig. 4.2.3.5.-1 The conversion factor editor
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The conversion factor editing is possible only for analog points of data type
EV_REAL and one of the conversion factors listed above set. Other analog points
have the operation disabled.

selected registers have no common conversion factor, the conversion
factor editor will present the "Multiply by 1" value by default
(regardless of conversion factors being set within all edited
registers).

ﬂ If the operation is executed for more than one register and the
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5.1.

5.1.1.

Modbus

This chapter provides detailed description of all the Protocol Mapping Tool features
supporting the Modbus protocol.

Protocol Mapping Tool Wizard

The user can decide whether to create a new mapping, open an existing one or import
a mapping from a different relay object. It is also possible to delete mappings no
longer needed.

-iBixi

Help

Application; REM modified [REM543-1MRS51185803 rev. C)  Protocol, MODBEUS

[  Create New Mapping

Open Exigting Mapping

oy | Import Mapping

[+ [w o

B | Delete Mapping File

=

E zit | << Back |

wizard_new

Fig. 5.1.-1 The Protocol Mapping Tool Wizard

Creating a new mapping

Supported categories and their default addresses differ from various terminals. They
are presented in Fig. 5.1.1.-1 (REM 54 ) and in Fig. 5.1.1.-2 (REF 54 and
RET 54 ).

Choosing the point base addresses of data categories

Selected addresses can be changed later during the editing. This is described later in
this chapter under Base address editing. An Overlapping-check is performed for the
Modbus protocol, which is described under Overlapping check.
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REM 54_terminal
¥ Protocol Mapping Tool o ] 4|
Help
Application: REM modified [REM543-1MRS118503 rev. C]  Protocol: MODBUS
—Set Point Baze Addreszes for D ata Categorie
Cails Digital inputs Input Registers Halding Registers
Process Data [basic) I1 j I-I j I1 j I-I j
Process Data [extended I2048 j |2D‘1'8 j I2048 j |2048 j
Slowly Changing |4nss B |4095 B |4nas B |4095 B
Bt IS‘I 92 3. |81 92 3.
D - 12288 = [r2ess 3| 12288 3 [reess =
Esi | << Back |
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wizard_iec
Fig. 5.1.1.-1  Choosing the point base addresses of data categories (for the REM
54 terminal).
Supported data types:
* Coils
* Digital Inputs
* Input Registers
* Holding Registers
Category of data points:
* Process Data (basic): state values mapped to Digital Inputs (basic address range
of Digital Inputs)

* Process Data (extended): two Digital Inputs points per signal - state value
followed by momentary Change detect bit in the consecutive address (extended
address range of Digital Inputs)

* Slowly Changing: Slowly changing binary data (without change events)
* Control: Control parameters

* Diagnostics: Diagnostic parameters
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REF 54 _and RET 54_ terminals
F Protocol Mapping Tool — |EI|1|
Help
Application: DIOTEST [REFS41-1MRS5118500 rev. C]  Protocol: MODEUS
—Set Point Baze Addresses for Data Categorie
Coils/Digital Inputs Halding Registers/lnput Registe
Process Data [bazic) I-I 3’ User Defined I-I 3‘
v Mot uged
Process D ata [extended) 512 > Process Data [extended) 512 >
Slowly Changing 512 b4 Slowly Changing 513 b4
Coritral IB-I 32 5’ Control IB-I 3z 3’
Pack Registers 512 hd
Device Data |4DE|E 3‘

wizard_ref

Fig. 5.1.1.-2  Choosing the point base addresses of data categories (for REF 54 _
and RET 54 terminals).

After performing this step, the Protocol Mapping Tool will open with a new
mapping.
Mapping tree

All the points maintained by a mapping are put into several different categories and

subcategories. Such categories and subcategories create branches of a mapping tree
(see Fig. 5.2.-1):

[l Coilz/Digital inputs
: - Process data basic range

' o 00001 PS1_14-C Output 1 state
e 10002 FS1_14-C Output 2 state
00003 PS1 14-C Output 3 state

mapping_tree

Fig. 5.2.-1 A piece of mapping tree showing its branches and leaves

Table 5.2.-1 Elements visible in Fig. 5.2.-1:

Data category: Coils/Digital inputs
Data subcategory: Process data basic range
Point: 00003 PS1_14-C Output 3 state

The number of categories/subcategories and the way points are mapped into those
categories depend on the selected application.
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Table 5.2.-2 Mapping tree register elements:
Address 00003 (or 0003H hexadecimal address format is selected)
Function PS1_14
Function revision C
Description Output state 3

62

If a mapping is read from a device, some points may have warning flags set. There
are four warning flags:

1. Invalid (entry for a given point contains invalid information - point removed
from the data map)

2. Corrected (the entry for a given point contained incorrect information and was
corrected by the device during mapping parsing)

3. No block (the device application does not have a function that contains this data
- point removed from the data map)

4. No object (the device application does have a function, but there is no such data
item - point removed from the data map)

Tree nodes, which represent registers with warning flags set, have different
background colors (see Fig. 5.2.-2):

 Purple background color indicates object flag set

* Light green background color indicates no block flag set

* Yellow background color indicates corrected flag set

* Red background color indicates incorrect flag set

El-- Process data estended range
-------- 00512 ARBFunc-D Out SHOTI

oo 0814 ARBFunc-D Out SHOT 2
-------- 00515 ARSFunc-0 Out SHOTZ change detect
-------- 00517 ARSFunc-D Out SHOT 3 change detect
-------- 00518 ARBFunc-D Out SHOT4

warning_flags_modbus

Fig. 5.2.-2  The example of tree nodes indicating active warning flags

When the user leaves the cursor over a tree node for a while, a tooltip window will
be shown (see Fig. 5.2.-3).

Corversion bpe: ho operation
Aocezs tupe; read only
Axwailability; immediate [updated by eventsz]

tooltip_modbus

Fig. 5.2.-3 Tooltips for a Modbus register

The following tooltip is shown if the user leaves the cursor over an addressed data
category or data object, i.e. "Coils\Process data extended range" within the Modbus
mapping tree (see Fig. 5.2.-4):
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5.3.

5.3.1.

[Starting offset; 02048 |

tooltip_datac
Fig. 5.2.-4 Tooltip window for an addressed data category

The structure of the mapping tree during the editing of Modbus mapping depends on
the selected device.

Each Modbus mapping tree is composed of three kinds of data objects:

1. Data types

2. Data (sub)categories

3. Data points

The former two data objects are tree branches, whereas the latter one is always a leaf.

A Modbus-dependent mapping tree is composed of up to four Modbus data types
(main categories) and each Modbus data type is composed of up to five data
categories. All Modbus points are mapped into one of the available Modbus data
categories.

Mapping conventions

Mapping convention of REM 54 _

 Simple (1 to 1) mapping of application data into Modbus types

* All read-only binary data (function block inputs and outputs) are mapped into
digital inputs

» Switching device position (2-bit) is mapped into three digital inputs (open/close
state on two digital inputs and faulty state indication on the third digital input)
and additionally to an input register, containing a switch state encoded on 2 bits
(0 - middle, 1 - close, 2 - open, 3 - faulty)

* Control operations are made via coils

* All measurements are mapped into input registers

» Parameters and settings are mapped into holding registers

» Change detect flags are associated with binary inputs and outputs

» User-defined holding registers are used for grouping selected data mapped into
digital inputs and coils or input registers

Fig. 5.3.1.-1 shows data categories for REM 54 .
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= Coilz

-------- Process data basic range

- Process data extended range

i Slowly changing

------ Contral

o Diagniostics

[=]- Drigital inputs

------ Process data basic range

------ Froceszs data extended range

------ Slawly changing

o Diagnostics

[ Input registers

------ Process data basic range

-------- Process data extended range

........ Slowly changing

...... Cliagnostics

= Holding registers
-------- Process data basic range
-------- Froceszs data extended range
........ Slowly changing

b Cantral

mt_modbus_rem

Fig. 5.3.1.-1  Data categories within a mapping tree for REM 54

Mapping convention of REF 54_and RET 54_

* Digital data points are readable Coils or Digital Inputs
» Analog data points are readable Holding Registers or Input Registers

* Points defined as basic range process data Coils/Digital Inputs are created
optionally

Switching device position (2-bit) is mapped into three digital inputs (open/close
state on two digital inputs and faulty state indication on the third digital input)
and additionally to an input register, containing a switch state encoded on 2 bits
(0 - middle, 1 - close, 2 - open, 3 - faulty)

» Pack Registers is a data category composed of automatically created 16-bit read-
only registers containing basic range and extended range process data Coils

* Device Data is a data category

* Basic range process data category in Holding Registers/Input Registers is used to
store user-defined registers, which are provided for grouping selected data
mapped into digital inputs and coils or holding registers

* Measurement data points are placed in Extended range Holding Registers/Input
Registers

 Diagnostic data category is not supported (Diagnostic points are converted into
Slowly Changing signals)

* Control structures and user-defined registers are not supported (these points are
dropped)

Fig. 5.3.2.-1 shows data categories for REF 54 and RET 54 .
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5.4.

[ Coils/Drigital inputs

I Process data basic range
------ Process data extended range
-------- Slawly changing

3 S Control
B Hu:u!u:ling regizters/lnput registers
i Uger defined

------ Process data extended range
------ Pack reqisters

------ Slawly changing

Device data

mt_modbus_ref

Fig. 5.3.2.-1  Data categories within a mapping tree for the REF 54 _and
RET 54

Complex structures

Modbus mappings support complex structures. In some cases such structures are
composed of many registers presented as a compact undividable set of nodes within
a mapping tree.

Low Word/High Word Analog Registers

Low Word Analog Register and High Word Analog Register forms a structure of
two compact registers and are used to map 32-bit values (2 x 16-bit registers).

Fig. 5.4.-1 presents an example of a Low/High Word structure:

lowhigh_word_reg

Fig. 5.4.-1 Low and High Word Analog Registers

Appropriate Low and High Word Analog Registers cannot be split. These are always
next to each other and is treated as a single structure.

Analog points having an editable conversion factor

Some analog points have a conversion factor, which can be changed by using the
appropriate menu option. The editable conversion factors are:

* Multiply by 1 (no operation)

* Multiply by 10 unsigned

* Multiply by 100 unsigned

* Multiply by 1000 unsigned

* Divide by 10 unsigned

65



CAP 505

1MRS755277
Protocol Mapping Tool

Operation Manual

66

* Divide by 100 unsigned

* Divide by 1000 unsigned

* Multiply by 10 signed

* Multiply by 100 signed

* Multiply by 1000 signed

* Divide by 10 signed

* Divide by 100 signed

* Divide by 1000 signed

Analog registers having editable conversion factors are presented as single registers

with an additional description of the current conversion factor inside square brackets
(see Fig. 5.4.-2).

-------- 00529 CODCT-B Object state
S 0530 MECUI3AD L2 [rrultiply by 10]
b 00531 CODC2-B Object state

analog_reg_conv_factor

Fig. 5.4.-2 Example of an analog register having an editable conversion factor

User Registers (User-Defined Registers)

User-defined registers are used to map the different already existing data points into
a shared data category (user registers are mapped as Holding Registers within
Process data basic range/User-Defined data category).

A single user-defined register is able to load:

* One analog register (Holding Register or Input Register)
* Up to 16 binary points (Coils or/and Digital Inputs)

A User Register containing an analog register is called a user analog register,
whereas a user register containing up to 16 binary points is called a user bit-field
register.

Fig. 5.4.-3 below depicts the user registers within a mapping tree:

E| ------ User defined
00001 MOD_BUS-A User defined register 1 [Analog: HR PDE at 00514 - PS1_14-C Input 2 counter]
e 00002 MOD_BUS-8 User defined register 2 [Bitfield: 5 bits aszsigned)

user_registers

Fig. 5.4.-3 Analog user register and bit-field user register

User registers are created as Holding Registers within the Process Data Basic Range
(alias User Defined Registers) data category. The user register's identification
number and its address are assigned automatically.

The user register's identification number is seen as a part of the name in the mapping
tree, i.e. the following description 'User defined register 3 [Bit field: 10 bits
assigned]' refers to the user register no. 3.

The description of a user register presented in the mapping tree contains an
additional section (bounded by square brackets), which describes the type and
content of the user register.
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The information presented in a tooltip window contains an even more detailed
description of the user register: an identification number (i.e. User register 2),
register's type (i.e. Register type: bitfield) and a list of mapped registers (see
Fig. 5.4.-4 and Fig. 5.4.-5):

|lzer reqizter 1

R egister type: analog

P51_14-C Input 2 counter high waord
Arccess lype: read only

tooltip_modbus_ura

Fig. 5.4.-4 Tooltips for an analog user register

I zer register 2

R egister type: bitfield

Bit 00: PS1_14-C Output 3 state

Bit 07: PS1_14-C Output 3 state change detect
Bit 02 PS1_714-C Output 4 ztate

Bit 11: PS1_14-C Dutput 4 state change detect
Bit 12 P51_714-C Output 5 zhate

Arccess lype: read only

tooltip_modbus_urb
Fig. 5.4.-5 Tooltips for a bit-field user register
The Protocol Mapping Tool is able to manage up to 256 user defined registers in a
single mapping.

Pack Registers

Pack registers are supported only in Modbus-dependent mappings
ﬂ created for REF 54 and RET 54 devices.

Pack registers are provided for packing a sequence of digital signals in the order
determined by the order of coils on the Modbus map. Each pack register contains up
to 16 binary points mapped from basic and extended process data ranges of coils.

Pack registers are read-only registers, which are created automatically when a
mapping is created and updated any time a mapping is changed.

Pack registers are stored as holding registers in a separate data category (see
Fig. 5.4.-6).
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=] Halding reqgisters/|nput reqisters
Ilzer defined

+-- Process data extended range

= Pack reqgigters
00532 WMOD_BIS-A Pack reagister 1
00533 WMOD_BUS-A Pack reqister 2
00534 WOD_BIS-A Pack reqister 3
00535 WOD_BIS-A Pack reqizter 4
00536 WOD_BIS-A Pack reqizter 5
00537 WMOD_BIS-A Pack reqister &
00533 WMOD_BIUS-A Pack reqister 7
00533 WMOD_BIS-A Pack reqister 8
00530 WOD_BIS-A Pack reqizter 9
00531 WOD_BIS-A Pack reqizter 10
00592 WOD_BIS-A Pack reqizter 11
00593 WMOD_BIUS-A Pack reqizter 12
00534 WOD_BIS-A Pack reqizter 13
00595 MOD_BIS-A Pack reqizter 14
00596 MOD_BIS-A Pack reqizter 15
00537 MOD_BIS-A Pack reqizter 16

+- Slawly changing

+-- Device data

Contral

Fig. 5.4.-6 Pack registers

pack_registers

Tooltip information presented for pack registers allows the user to check which coils

are mapped.

Tooltip information is composed of a source data category and a list of mapped

binary registers.

MOD_BL5-4 Pack reaqizter &

Source data categony: CO.PDE

Reqgister type: bitfield

Bit 01: Freql1S5t1-F Output STARTT

Bit 02: FreqlSt1-F Output START1 change detect
Bit 03: Freq15t1-F Output TRIFT

Bit 04: Freq15t1-F Output TRIPT change detect
Bit 05: Freql5tl-F Output STARTZ2

Bit 06: Freq1St1-F Output START 2 change detect
Bit O7: Freq15t1-F Output TRIPZ

Bit 02 Freq1St1-F Output TRIPZ change detect
Bit 09 FreqlSt2-F Input BS1

Bit 10: Freq1St2-F Input BS1 change detect

Bit 17: FreqlSta-F Input B52

Bit 12 FreqlSt2-F Input BS2 change detect

Bit 13: FreglSt2-F Output START1

Bit 14: FreqlSta-F Output START1 change detect
Bit 15: FreqlSt2-F Output TRIPT

Bit 16: Freq1St2-F Output TRIPT change detect
Arocess ype: read only

Fig. 5.4.-7 A tooltip for a certain pack register

tooltip_modbus_pr
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Creation of Constant 0 points

ﬂ This option is available in the advanced mode.

The user can insert a Constant 0 point by selecting the "Insert Constant 0" option:

* In the Edit menu or
* From the Edit window's pop-up menu

A Constant 0 point is always put just behind points selected as a destination location.
If the user wants to put a Constant 0 point at the beginning of the data category, the
data category branch must be selected as a destination location.

Constant 0 points are also used to replace not supported points during the mapping
file import.

Add 15 constant 0 points to the end of the data category. That makes

Q it possible to define the polling topic easier. The topic needs to be a
number of full 16 bits words. If the topic contains more bits than
exists in the relay’s data category, the relay answers nothing to the
poll.

Base address editing

ﬂ This option is available in the advanced mode.

The "Change base address" pop-up menu item allows the user to change the base
address of the selected data category.

As aresult, all the registers within such a data category are readdressed.

A dialog box is used to enter a new base address (see Fig. 5.4.-8).

base_address_edition

Fig. 5.4.-8 Base address editor

The format of an edited address (either decimal or hexadecimal value) presented in
the base address editor depends on the format of the addresses presented in the
mapping tree.
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The order of data categories within Modbus mapping

changing of the location of Modbus data categories to preserve their
correct order in the mapping tree, i.e. the given five data categories
within the "Holding registers/Input registers" data type (see

Fig. 5.4.-9).

ﬂ For Modbus mappings, readdressing is often connected with the

= Holding registers/|nput registers

-------- I1zer defined

- Process data extended range | Starting offset: 00512 |
- Pack registers [Starting offst: 01024 |

- Slewly changing
- Device data
I Cantrol

modbus_addr_ed1

Fig. 5.4.-9 The order of Modbus data categories before the base address change

Changing the base address of the "Pack registers" data category (from address 1024
to address 510) will change the sequence of data categories as well - "Pack registers"
category is ahead of "Process data extended range" category (see Fig. 5.4.-10).

= Halding registers/nput registers
- User defined
- Pack registers | Starting offset; 00510 |
Frocess data extended range |Starting offset; 00524 [target offzet: 00512 ]|
Slowly changing
7 Device data
e Contral

modbus_addr_ed2

Fig. 5.4.-10 The order of Modbus data categories after the base address of "Pack
registers" category was changed to address 510.

Apart from that, the overlapping check operation proceeded (it is active by default)
and moved the overtaken category (from address 512 to address 524) to avoid the
address conflicts.

Overlapping check

ﬂ This option is available in the advanced mode.

The Overlapping check can be started by selecting Check Overlapping in the
Overlapping submenu within the Edit menu.

This menu feature starts the procedure of the data category address range checking
within Modbus data types to determine whether any data category begins at a
memory address, which is reserved by registers belonging to other data category.
When that kind of memory arrangement occurs the overlapping check procedure
will change the base address of the latter data category (and move its registers into
a new location).
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The Auto Check menu toggle in the Overlapping submenu within the Edit menu is
also available. It is used to enable/disable the automatic start of the Overlapping
check procedure each time the mapping has been changed during the editing.

By default, auto check is enabled.

User registers editing

ﬂ This option is available in the advanced mode.

The creation of a new user-defined register is started by:

* Selecting the User Register menu item in the Create submenu in the Edit menu or
* Selecting the following toolbar button or

(]
“Fa
» Using <Ctrl>+<U> keyboard shortcut

create_ur

Since the Protocol Mapping Tool supports two kinds of user registers, the user has
to select the type for a new user register (see Fig. 5.4.-11).

Choose register type il

—Uzer register type

{+ Bit field register

" Analog register

ur_create

Fig. 5.4.-11 User register type selection

Analog User Register

Selected analog data and data with integer values (measurements, counters,
diagnostic data, settings) mapped to holding registers can be replicated to the user-
defined holding registers by using the User Analog Register Editor (see Fig. 5.4.-
12).
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User analog register editor x|

Ayvailable analog points

- Process data extended range ;I

02048 PS1_14-A Input 1 counter high word

- 02049 PS1_14-A Input T counter lov word J

- 02080 PS1_14-A Input 2 counter high waord

- 02051 PS1_14-A Input 2 counter lov word

- 02082 PS1_14-A Input 3 counter high waord

- 02083 PS1_14-A Input 3 counter lov word

- 020584 BIOT_15-4 Input 9 counter high word

- 02085 BIOT_15-4 Input 9 counter low ward

- 02086 BIOT_15-4 Input 10 counter high word

- 02087 BIOT_15-4 Input 10 counter low word

- 02058 BIOT_15-4 Input 11 counter high word

- 02089 BIOT_15-4 Input 11 counter low word

- 02060 BIOT_15-4 Input 12 counter high word _ILI
[

1 |

Foint azzigned to user register 1

IHH PDE 02048 PS1_14-4 Input 1 counter high wiord
ok Cancel |

Fig. 5.4.-12 User Analog Register Editor

an_ur

When the user selects the OK button, the Protocol Mapping Tool checks other
analog user defined registers to ensure that the selected register is not mapped yet.
If a duplicate is found, Fig. 5.4.-13 will be shown:

There iz another user register which already containg the chozen register!
D'a you want bo proceed 7

[+ Check duplicates befare uzer register added

duplicates_analog

Fig. 5.4.-13 Warning message seen, when a duplicate of an analog register is
found.

The warning is skipped when the Check Duplicates Before User Register Added
option in the Settings menu is unchecked. The user can also quickly uncheck this
option when the warning is shown (see Fig. 5.4.-13 above).
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Bit Field User Register

Selected binary signals, with or without their momentary change detect flags
represented by coils or digital inputs, can be mapped to bit positions in user-defined
holding registers. In this way holding registers can contain groups of binary signal
data. This grouping of binary signals enables more efficient data scanning in the
Modbus protocol.

Bit field user registers are created by using the User Bit Field Editor (see Fig. 5.4.-
14).

user bit field editor x|
Available bit points Paintz in uzer bit fisld register 1

[=l Process data basic range ;I 00: <Empty>

e 1 Ao [ chate 01: <Emply:

PS1_14-4 Output 1 state 0 <Emphes

- 00002 P51_14:4 Output 2 state 03 <Emptys

- 00003 PS1_14-4 Output 3 state 04: <Empty

- Q0004 PST_14-4 Output 4 state 05: <Ernplty

- 00006 PS1_14-4 Output B state 08 <Ernpty
- 00007 BIOT_15-4 Output 1 state 09 <Emply>
- 00008 BIOT_15-A Output 2 state 10 <Emnply

) | (06: <Ennply:
00005 PS1_14-4 Output & state B 07: <Ernplys
<3 |

- 00009 BIOT_15-4 Dutput 3 state 11: <Emply>
000 BIOT_15+4 Output 4 state 2 jgmggz
- 00017 BIOT_15-% Output 5 state 14; <Emply>
- 00012 BIOT_15-4 Dutput 6 state 15: <Empty>

-~ 00013 Unknown FB, unknown signal

- Q0014 Db 3-8 Qutput TRIP

- 00015 Freq1St1-E Output STARTI

- 00016 Freql5t1-E Output TRIF1

- Q0017 FreqlSt1-E Qutput STARTZ

- 00018 Freq15t1-E Qutput TRIPZ

— NS Frenl1SEAF Mutnot STARTA LI

oK LCancel |

bf_ur

Fig. 5.4.-14 User Bit Field Editor

To add a new binary register to the edited bit field, select the required register in the
left tree and press the >> button. The added binary register is put into the first empty
slot presented in the right tree.

When the >> button is selected, the Protocol Mapping Tool checks the already
existing bit-field user defined registers to ensure that the selected binary registers are
not yet mapped. If a duplicate is found, a warning message as in Fig. 5.4.-15 will be
shown:

00001 PS1_14-C Output 1 state’ already exiztz in THIS bitfield register
Do you want to proceed 7

[+ Check duplicates before user register added

duplicates_binary

Fig. 5.4.-15 Warning message seen, when a duplicate of a binary register is found
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If the Check duplicates before user register added option in the Settings menu is
unchecked, the PMT does not show any warning. The user can also quickly uncheck
this option when the warning is shown (see Fig. 5.4.-15 above).

To remove already added binary register, the user has to select such an item in the
right tree and press the << button.

The order of added binary registers can always be changed by using the drag&drop
operation.

The user is able to change any of the existing user registers:

* By selecting User Register in the Change submenu in the Edit menu or
* By selecting the following toolbar button:

i
* y selecting Change User Register in the Protocol Mapping Tool window's pop-up
menu

change_ur

First of all, the user has to select which user register must be edited. Fig. 5.4.-16
allows the user to set the identification number of the required user register:

Choose user register to edit x|

—U=er regigter type

R egizster number:

{+ Bit field reqister I
1 =

" Analog register

gKl

Fig. 5.4.-16 Selection of a user register's identification number

ur_edit

There is no need to select a user register's identification number, if user the editing
of the register is started by using the Protocol Mapping Tool window's pop-up menu.

In the second step, the appropriate editor is presented depending on the type of
selected user register (see Fig. 5.4.-17 and Fig. 5.4.-18 below).
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User analog register editor

Available analog

points

: Process data basic range
B- Holding registers

- Process data extended range
- 02048 PS1_14-B Input 1 counter high ward
- 02049 PS1_14-B Input 1 counter low word
- 02080 PS1_14-B Input 2 counter high ward
- 02057 PS1_14-B Input 2 counter low word
- 020582 PS1_14-B Input 3 counter high ward
- 02053 PS1_14-B Input 3 counter low word
- 02054 BIOT_15-B Input 9 counter high word
- 02085 BIOT1_15-B Input 9 counter low ward
- 2056
- 02057 BIOT1_15-B Input 10 counter low word

1] |

Puoint azzigned to uzer register 2

BIO1_15-B Input 10 counter high word

.

IHH PDE 02060 PS1_14-B Input 2 counter high ward

ak

Cancel |

Fig. 5.4.-17 The user analog register editor

User hit field editor

Available bit points

Paintz in uzer bit fisld register 1

an_ur_edit

0o
m:
0z
03
04:
05
(6:
av:
0a:
03:
10:
11:
12
1%
14
15

[=1- Cails
- Process data bazic range

| [ Process data extended range
=8 Digital inputz

&l Process data basic range

- Process data extended rarge

> |
=N

CO PDE 00002
CO PDE 00003
CO PDE 00004
CO PDE 00005
CO PDE 0000R
<Ermnply
<Empty>
<Emply
<Ermpty
<Emply
<Empty>
CO PDE 00007
CO PDE 00003
CO PDE 00003
CO PDE QOO0
CO PDE 00011

PS1_14-B Output 2 state
PS1_14-B Output 3 state
FS1_14-B Output 4 state
PS1_14-B Output & state
FS1_14-B Output B state

BIO1_15-B Output 1 state
BIOT_15-B Output 2 state
BIO1_15-B Output 3 state
BIOT_15-B Output 4 state
BIO1_15-B Output & state

Fig. 5.4.-18 The user bit field register editor

bf_ur_edit
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5.5.1.

5.5.1.1.

76

The editing of user register proceeds in the same manner as if the user register has
only just been created.

Fore details on user registers see Section 5.4. Complex structures under User
Registers (User-Defined Registers).

Modbus specific menu items and submenus

Edit menu
Fig. 5.5.1.-1 shows the components of the Edit menu of the Protocol Mapping Tool.

Edit  Settings

& fdd Paoints Ins
7< Delete Points Del
Change Base &ddress
Zhange Conversion Fackor
& Cut Paints Chrl+
R Paste Points Chrl+Y

Insert Conskant 0

Create r
Change L4
Crverlapping L4

Werify Againsk Patterns k44

menu_edit_rem

Fig. 5.5.1.-1  The Edit menu for Modbus mapping

Create submenu

Fig. 5.5.1.1.-1 shows the components of the Create submenu of the Protocol
Mapping Tool.

@& Ilser Register  Chrl+U

menu_edit_create_ref

Fig. 5.5.1.1.-1 Create submenu

(Create) User Register

ﬂ This option is available in the advanced mode.

By selecting the User Register menu item in the Create submenu of the Edit menu,
the creation of a new user register is started. This feature is described in Section 5.4.
Complex structures under User registers editing.

More information can be found in Section 5.4. Complex structures under User
Registers (User-Defined Registers).
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5.5.1.2.

5.5.1.3.

Toolbar button:

o]
iz

create_ur

Keyboard shortcut: <Ctrl>+<U>

Change submenu

Fig. 5.5.1.2.-1 shows the components of the Change submenu of the Protocol
Mapping Tool.

B User Reqister |

menu_edit_change_ref

Fig. 5.5.1.2.-1 Change submenu

(Change) User Register

ﬂ This option is available in the advanced mode.

By selecting this feature, the user is able to change any of already existing user
registers within the mapping. The description of the feature is available in Section
5.4. Complex structures under User registers editing.

Toolbar button:
&

Overlapping submenu

change_ur

This section covers menu items within the Overlapping submenu placed in the Edit
menu. The Overlapping submenu is shown in Fig. 5.5.1.3.-1:

Check Owverlapping
|T Auto Check,

menu_edit_overlapping

Fig. 5.5.1.3.-1 Overlapping submenu

Check overlapping

ﬂ This option is available in the advanced mode.

This menu option starts the procedure of the data category address range checking
within Modbus data types to determine whether any data category begins at a
memory address, which is reserved by registers belonging to another data category.
The Overlapping check is described in detail in Section 5.4. Complex structures
under Overlapping check.
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Auto check

Auto check is a menu toggle used to enable/disable the automatic start of the
overlapping check procedure each time the mapping has been changed during the
editing. The "Overlapping check" is described in detail in Section 5.4. Complex
structures under Overlapping check.

Settings menu
The Settings menu of the Protocol Mapping Tool is presented in Fig. 5.5.2.-1:

Setkings
|T Check Duplicates Before User Register Added
|7 Warn Before Ikem Deleted
Warking Mode ¥

Conversion File Address Formak L

menu_settings_rem

Fig. 5.5.2.-1  The Settings menu

Check Duplicates Before User Register Added

This menu toggle enables/disables the looking for duplicated entries within user
defined registers. Section 5.4. Complex structures under Analog User Register and
Bit Field User Register describes how this setting is used.

Warn Before Item Deleted

This menu toggle enables/disables the warning shown each time the user tries to
remove any register from a mapping tree. See Section 4.2.3.3. Mapping editing
under Removing existing points for more details on the using of the setting.

Modbus specific pop-up menu

The section describes the Modbus specific pop-up menu available for the mapping
tree in the Protocol Mapping Tool.

Fig. 5.6.-1 shows the components of the pop-up menu shown for the mapping tree
in the main window:

Change base address

Change conwversion Fackar

hange user reqister

Hex painks
H# Cut points Chrl+
% Paste points Chrl+Y

Insert constant 0

menu_popup_ref

Fig. 5.6.-1 Pop-up menu for Modbus mapping editing
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All pop-up menu items make sense only for certain types of tree nodes and each pop-
up menu item is enabled only when the user selects the appropriate type of tree node
within the mapping tree.

Change User Register

This pop-up menu item enables the editing of the selected user register. See Section
5.4. Complex structures under User registers editing for more details.
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6.1.

6.1.1.

DNP 3.0

This chapter provides a detailed description of all the Protocol Mapping Tool
features supporting the DNP 3.0 protocol.

Protocol Mapping Tool Wizard

Fig. 6.1.-1 shows the Protocol Mapping Tool Wizard. First the user decides whether
to create a new mapping, open an existing one or import a mapping from a different
CAP project. It is also possible to delete mappings no longer needed.

-i0x]

Help

Application: REF DMF Confl [REF543R-1MRS1185622 rev. C]  Frotocol DHP 3.00

[  Create New Mapping

Open Exigting Mapping

[+ [w o

gy | Import Mapping

B | Delete Mapping File

=

Ezit | << Back |

wizard2_new

Fig. 6.1.-1 The Protocol Mapping Tool Wizard

Creating a new mapping

The user needs to choose the way of processing events and the point base addresses
of data categories.

Choosing the way of processing events

Some protocol points contain events and the user can decide how to process these
points (see Fig. 6.1.1.-1). Events can be removed later during editing, which is
described in Section 6.5. Mapping editing features.
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Application: DIOTEST [REF541-1MRS118500 rev. C]  Protocol: DWP 3.00

—Select Processing of Event

& Add all available events
£ &dd all available events but reset IR fags

" Create only static points without events

Ezit | << Back THestsy

wizard4_dnp

Fig. 6.1.1.-1  Choosing the way of processing events

Add all available events

Unsolicited reporting flag is set the same way as in patterns (by default, set to
enabled = 1)

Add all available events but reset UR flags

Unsolicited reporting flag is reset for every event. Selecting this option causes the
device NOT to send any events spontaneously. This option should be used in
installation where communication is half duplex and there is no common system-
wide collision avoidance/detection procedure.

Create only static points without events

Events will be removed totally from the mapping. Instead, all the points will be
updated via background scan. This option should be used ONLY if the master
station does not understand events and does not perform class 1,2,3 scans at all.
Using this option will prevent event buffer overflows.

Choosing the point base addresses of data categories

Supported categories and their default addresses are presented in Fig. 6.1.1.-2
below. Selected addresses can be changed later during the editing, which is
described in Section 6.5. Mapping editing features
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E Protocol Mapping Tool - |EI|5|
Help
Application: DIOTEST [REF541-1MRS118500 rev. C]  Protocol: DWP 3.00
—Set Point Bagze dddresses for D ata Categaorie:
Binary Inputs ID vl
Binary Outputs / Control Relay Output Blocks ID vl
Counter ID vi
Apnalog Inputs ID vi
Analog Dutputs [StatusBlock] ID vl
Exit | << Back | T Finish
wizard5_dnp
Fig. 6.1.1.-2  Choosing the point base addresses of data categories (for DNP 3.0
protocol).
After performing this step, the Protocol Mapping Tool will open with a new
mapping.
6.2. Mapping tree

The structure of a mapping tree is fixed during the editing of the DNP 3.0 mapping
(see Fig. 6.2.-1).

-2 Binary Inputs £ Binary Input Events

32| Binary Outputz / Contral Relay Dutput Blocks
=] Counters # Counter Events

=] Analog Inputs # Analag Input Events

=] Analog Output Status / Analog Dutput Blocks
3= Timers
Applicatio

[ I B B B e A e B |

mapping_tree_dnp

Fig. 6.2.-1 Data objects within the DNP 3.0 mapping tree

Data objects are represented by branches with the following icon:

gategory

DNP 3.0 points can produce both static and dynamic (event) information. It can be
determined by a tree node icon set for a tree node representing a single register:
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1. Node containing only static points
points3

84

2. Node containing only events (static information is also available, but is based on
the value of the last triggered event)

v

events3

3. Node containing both static points and events

i

points_events3

Table 6.2.-1 Mapping tree register elements

Address 00005 (or 0005H hexadecimal address format is selected)
Function AR5Func

Function revision D

Description Breaker position

If a mapping is read from a device with the Relay Download Tool, some points may
have warning flags set. There are four warning flags:

* Invalid (the entry for a given point contains invalid information - point removed
from data map)

* Corrected (the entry for a given point contained incorrect information and was
corrected by the device during mapping parsing)

* No block (the device application does not have a function that contains this data -
point removed from the data map)

* No object (the device application does have a function, but there is no such data
item - point removed from the data map)

Tree nodes representing registers with warning flags set have different background
colors (see Fig. 6.2.-2):

* Purple background color indicates object flag set

* Light green background color indicates no block flag set

* Yellow background color indicates corrected flag set

* Red background color indicates incorrect flag set

o - 2] Binam Inputs / Binamy Input Events

------------- E’ 00000 ARSFunc-D Out SHOTI
------------- E? 0000 ARBFunc-D Out SHOTZ2

- E? 00002 -ARSFunc-D-Out SHOT3
------------- E? 00003 ARSFunc-D Out SHOT4
............. %

------------- % 00005 &R5Func-D Breaker position
------------- 7] 00006 DMP_3+4 Constant O

warning_flags

Fig. 6.2.-2 Example of tree nodes indicating the active warning flags



1MRS755277 CAP 505
Protocol Mapping Tool
Operation Manual
When the user leaves the cursor over a tree node for a while, a tooltip window will
be shown (see Fig. 6.2.-3).
Corverzion factor, OnLine 0
Aeailability: immediate
IInzalicited reparting: enabled
tooltip_dnp
Fig. 6.2.-3 Tooltips for a DNP 3.0 register
The following tooltip will be shown if the user leaves the cursor over an addressed
data category or data object, i.e. Binary Inputs/Binary Input Events within the DNP
3.0 mapping tree (see Fig. 6.2.-4).
[Starting offzet: 02048 |
tooltip_datac
Fig. 6.2.-4 Tooltip window for an addressed data category
6.3. Mapping conventions
The DNP 3.0 protocol supports the following mapping convention:
* Binary input objects are used to represent the state of the digital input points
(hardware or software).
 Binary output objects are used to represent the state of controllable binary points
(hardware or software).
* Control relay output block information objects are used to make control
commands on binary output points.
* Binary counters represent accumulated values. They can be accumulated pulses
or transitions from hardware or software points.
* Analog inputs are information objects used to represent hardware or software
analog points. Their values can represent digitized signals or calculated values.
* Analog output status information objects represent the actual values of analog
output points and associated statuses.
* Analog output block information objects are used to set a new value for analog
output points.
» Time and date objects are the objects that represent the time of day and date used
to perform time synchronization.
* Internal indications are information elements used to convey internal states and
diagnostic results of a responding station.
Points from Timers and Internal Indications must always be present in mapping and
cannot be altered by the user. The user can change the content of Applications
category, but its base address cannot be changed.
6.4. Complex structures

DNP 3.0 mappings support:

* Analog points having an editable conversion factor

¢ Internal indications

85



CAP 505

1MRS755277
Protocol Mapping Tool

Operation Manual

86

Analog points having an editable conversion factor

Some analog points have a conversion factor, which can be changed by using the
appropriate menu option. The editable conversion factors are:

» Multiply by 1 (no operation)

* Multiply by 10 (signed)

* Multiply by 100 (signed)

* Multiply by 1000 (signed)

* Divide by 10 (signed)

* Divide by 100 (signed)

* Divide by 1000 (signed)

Internal indications

Internal indication are information elements used to convey internal states and
diagnostic results of a responding station. This information can be used by a
receiving station to perform error recovery or other functions.

The definitions of internal indications are stored in a separate data category called
Internal Indications within DNP 3.0 mapping. The Internal Indication data category
is not editable and is composed of 16 binary points.

The meaning of 16 internal indications is specified in Table 6.4.-1 below:

Table 6.4.-1 The meaning of 16 internal indications:

Internal indication Meaning

Bit 0 All stations message received

Bit 1 Class 1 data available

Bit 2 Class 2 data available

Bit 3 Class 3 data available

Bit 4 Time-synchronization required from the master

Bit 5 Set when some or all of the Outstation's digital output points are in the
Local state

Bit 6 Device trouble

Bit 7 Device restart

Bit 8 Function code not implemented

Bit 9 Requested object(s) unknown

Bit 10 Parameters in the qualifier, range or data fields are not valid or out of
range

Bit 11 Event buffer(s), or other application buffers have overflowed

Bit 12 Request understood but requested operation is already executing

Bit 13 Set to indicate that the current configuration in the Outstation is corrupt

Bit 14 Reserved for use by agreement, currently always returned as zero (0)

Bit 15 Reserved for use by agreement, currently always returned as zero (0)
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6.5.

Mapping editing features

Base address editing

ﬂ This option is available in the advanced mode.

The "Change base address" pop-up menu item allows to change the base address of
the selected data category. As a result, all registers within such a data category will
be readdressed. A dialog box is used to enter a new base address (see Fig. 6.5.-1
below).

¥ Offset of Analog Outpu =10 x|

Set basze address to: ID j

LCancel |

base_address_dnp

Fig. 6.5.-1 Base address editor

The format of an edited address (either decimal or hexadecimal value) presented in
the base address editor depends on the format of the addresses presented in mapping
tree.

Removing events

ﬂ This option is available in the advanced mode.

This operation removes the event definitions from points defined within the
mapping.
The Protocol Mapping Tool provides two ways of removing events:

1. Removing all events within all the defined points either by selecting Remove
All Events in the Edit menu or by selecting the following toolbar button:

remove_events

2. Removing events within the currently selected points by selecting Remove
Events in a pop-up menu.

Such an action must be confirmed (see Fig. 6.5.-2).
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\ij) Operation removes all event definitions For selected points. Do wou wank to proceed 7

remove_events_confirm

Fig. 6.5.-2 Operation confirmation

@ The Removing events operation is irreversible.

Unsolicited reporting management

All DNP 3.0 events defined within static points have associated unsolicited
reporting flag (UR flag). The Protocol Mapping Tool allows the editing of this flag.

The user can enable all UR flags within events defined in all static points either by
using Enable All UR Flags in the Edit menu or by selecting the following toolbar
button:

-

'
urep1

To enable UR flags only for currently selected points, the user has to choose Enable
UR flags in a pop-up menu.

Similarly, the following ways can be used to disable all unsolicited reporting flags
for events within all defined static points:

* By selecting Disable All UR Flags in the Edit menu or
* By selecting the following toolbar button:

>

To disable UR flags only for selected points, the user needs to choose Disable UR
Flags within a pop-up menu.

urep0

Class assignment

Class assignment is used to set an appropriate class to events provided by currently
selected points.

Fig. 6.5.-3 is used to assign class (see below):
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Edit x|

Set point'z Clazs to;

[].4 Cancel |

Fig. 6.5.-3 The class editor

class_editor

The following values are available during class editing:

* Class 1
e Class 2
* Class 3
*» Not assigned

ﬂ If operation is executed for more than one point, the class editor will

present a "Not assigned" value by default (regardless of class values
being currently set within all edited points).

6.6. DNP 3.0 specific menu items

6.6.1. Edit menu
Fig. 6.6.1.-1 shows the components of the Edit menu of the Protocol Mapping Tool.

Edit Settings

& Add Paints Ins
7% Delete Points Cel
Change Base address
Zhange Conversion Factor
Assign Class
& Cut Paints Chrl+
& Paste Points Chrl+y

Insert Consktant 0

Enable all UR Flags
i Disable &l LR Flags
\@ Remove All Events

Werify fgainst Patkerns  Chrl4+A

menu_edit_dnp

Fig. 6.6.1.-1  The Edit menu for DNP 3.0 mapping
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Assign Class

This menu option is used to set the appropriate class to events produced by the
currently selected points. More information is provided in Section 6.5. Mapping
editing features under Class assignment.

Enable All UR Flags

This menu option enables the unsolicited reporting flag for events mapped within all
registers defined in the mapping. More information is provided in Section 6.5.
Mapping editing features under Unsolicited reporting management.

Toolbar button:

urep1

Disable All UR Flags

This menu option disables the unsolicited reporting flag for events mapped within
all registers defined in the mapping. More information is provided in Section 6.6.
DNP 3.0 specific menu items under Unsolicited reporting management.

Toolbar button:

-
xax
urep0

Remove All Events

ﬂ This option is available in the advanced mode.

This operation removes the event definitions from all registers defined within the
mapping. More information is provided in Section 6.5. Mapping editing features
under Removing events.

Toolbar button:

hic]

remove_events

DNP 3.0 specific pop-up menu

This section describes the DNP 3.0 specific pop-up menu available for the mapping
tree in the Protocol Mapping Tool.

Fig. 6.7.-1 shows the components of the pop-up menu shown for the mapping tree
in the main window:
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Change base address
Change conversion Fackar

Disable UR flag
Enable UR. flag

Remove evenks

Assign class

Hezx poinks
3 cut points Chrl+
E Paste poinks ChelY

Insert constant O

menu_popup_dnp

Fig. 6.7.-1 Pop-up menu for DNP 3.0 mapping editing

Pop-up menu items are available only for certain types of tree nodes and each pop-
up menu item is enabled only when the user selects the appropriate type of tree node
within mapping tree.

Disable UR Flag

This menu option disables the unsolicited reporting flags of all currently selected
points. Section 6.5. Mapping editing features under Unsolicited reporting
management provides more information.

Enable UR Flag

This menu option enables the unsolicited reporting flags of all currently selected
points. Section 6.5. Mapping editing features under Unsolicited reporting
management provides more information.

Remove Events

This menu item deletes event definitions from all currently selected points. Section
6.5. Mapping editing features under Removing events provides more information.
Assign Class

Assign Class menu option is used to set the appropriate class to events produced by
currently selected points. Section 6.5. Mapping editing features under Class
assignment provides more information.
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71.1.

IEC 60870-5-101

This chapter provides detailed description of the Protocol Mapping Tool features
supporting the [EC 60870-5-101 protocol.

Protocol Mapping Tool Wizard

Fig. 7.1.-1 shows the Protocol Mapping Tool Wizard. First the user decides whether
to create a new mapping, open an existing one or import a mapping from a different
CAP project. It is also possible to delete mappings no longer needed.

-i0x]

Help

Application: RMU3 [RECE23-TMRS118517 rev. F] - Protocol: [EC B0270-5-101

[  Create New Mapping

Open Exigting Mapping

gy | Import Mapping

[+ [w o

B | Delete Mapping File

=

Ezit | << Back |

A050092

Fig. 7.1.-1 The Protocol Mapping Tool Wizard

Creating a new mapping

The user needs to choose the desired format of measured values, control command
type, addressing mode and, if continuous addressing mode was chosen, the base
addresses for data categories.

Choosing the format of measured values

In the IEC 60870-5101 protocol, measured values can be transferred as normalized
values (fraction of nominal value) or scaled integer values (original value multiplied
by some scaling factor known to the slave and master station). The user can decide
which format should be used (see Fig. 7.1.1.-1). The measurement format can later
be changed individually.
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Application: RMU3 [REC523-1MRS5118517 rew. F]  Protocol: [EC B0370-5-101

Select Measurement W alue Format

&' Preserve Default YValue Format

= Set Mormalized Value

 Set Scaled Integer Walue

Measured values can be reported in two altemnative formats of the [EC B0870-5-101 protocol: as nomalized values
[fraction of nominal walue) or as scaled integer walues [oniginal walue multiplied by some scaling factor known to slave
ahd master station).

Congult master gtation profile to chooge the right option.

At any time it iz pozsible to change the value format for each data paint individually.

E xit | ¢ Back

A050093

Fig. 7.1.1.-1  Choosing the format of measured values
Preserve Default Value Format

Measurements will be sent by using the format designed in patterns.

Set Normalized Value

Measurements will be sent by using the normalized format.

Set Scaled Integer Value

Measurements will be sent by using the scaled integer format.

Choosing the control command type

Two types of control commands are defined in the IEC 60870-5101 protocol. In
Single Command the information about the desired position is encoded in the data
frame by using only one bit. In Double Command, two bit representation is used for
encoding the desired position.

The user can decide what type should be used (see Fig. 7.1.1.-2).
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Help

Application: RMU3 [REC523-1MRS5118517 rew. F]  Protocol: [EC B0370-5-101

—Select Single/D ouble Command

f* Single and Double Commands

" Single Commands Only

" Double Comrmatds Dl

In Single Command the information about desired position iz encoded in the data frame using only one bit 10 Double
Command twa bit representation iz uzed for encoding the desired position.

Congult the master station profile to choose the right option.

If ot certain what convention iz used, it iz recommended to select both typez of commands.

E xit | ¢ Back

A050094

Fig. 7.1.1.-2  Choosing the control command type

option. If you are not sure what convention is used, it is

ﬂ The master station profile should be checked to choose the right
recommended to select both types of commands.

Single and Double Commands

Both command types will be supported in the device.
Single Commands Only

Only single command type will be supported in the device.
Double Commands Only

Only double command type will be supported in the device.

Choosing the addressing mode

In fixed addressing convention all the data points will have default addresses. In this
convention, the address map will be compatible with REC 523 releases prior to
revision F.

If the master station does not accept some default addresses, continuous addressing
convention can be used. In this convention all the data points in each data category
(e.g. measurements) will be placed in continuous address order and each data point
will be assigned a unique address to avoid overlapping. Changing the order of points
in continuous addressing convention will always be possible.
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The user can decide what type should be used (see Fig. 7.1.1.-3).

-i0x]

Help

Application: RMU3 [RECE23-TMRS118517 rev. F] - Protocol: [EC B0270-5-101

Set Addressing Conventior

* Fized Addressing

7 Continuous Addrezsing

In fixed addressing convention all data points will have default addresses. In thiz convention the addresz map will be
compatible with REC523 releases prior bo revizion F.

If the mazter station does not accept some default addrezses, use the continuous addressing convention. In this
corwvention all data points in each data category (.9, measurements] will be placed in continuous address order and
each data point will be aszigned a unique address to avoid overlapping. Changing the order of points in continuous
addressing convention is always possible.

Switching from fixed to continuous addressing convention will be pogzible at any time, howewver the reverse operation is
ot allovwed.

Ezit | {¢ Back

A050095

Fig. 7.1.1.-3  Choosing the addressing mode

Switching from fixed to continuous addressing convention is
possible at any time (see Section 7.5.1. under "Set continuous
address space"). However, the reverse operation is not allowed.

Choosing the point base addresses of data categories

Starting offsets can be adjusted for each ASDU type. For convenience, addresses
can be given as decimal or hexadecimal values (depending on convention used by
the master station). See Fig. 7.1.1.-4 and Fig. 7.1.1.-5.
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E Protocol Mapping Tool

o [=] 3

Help

Baze Addresses Format
' Decimal

= Hexadecimal

Application: RMU3 [RECS23-1MRS118517 rew. F)

Protocal: IEC E0870-5-101

—Set Point Base Addresses For D ata Categorie:

Bitstringz [M_EBO]
Meazured values [M_ME]
Integrated tatals [_IT)

Strings [M_SR]

Maonitar direction

Single-point information [M_SF) ID 3,

[iouble-point information [M_DP) (3132 =
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Fig. 7.1.1.-4

A050096

Choosing the point base addresses of data categories (decimal

values).
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Fig. 7.1.1.-5

A050097

Choosing the point base addresses of data categories (hexadecimal

values).
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Mapping tree

The structure of a mapping tree is fixed during the editing of the IEC 60870-5-101
mapping (see Fig. 7.2.-1).

-] Single-point infarmation [M_5P)
p]---JiE] Double-point infarmation [M_DP)
-] Meazured values [M_ME]
L] Bitstrings [M_B0)

2| Integrated totals [M_IT]
Single commands [C_5C)
=| Double commands [C_DC)
=| Set point commands [C_SE]
Bitstringz [C_BO)
Strings [M_SR]
Clock read commands [C_CS)
=| Stringz [C_5SR]

e I O e O |

A050098

Fig. 7.2.-1 Data objects within the IEC 60870-5-101 mapping tree
The root node indicates the current addressing convention (fixed or continuous).

Data categories (ASDU types) are represented by branches with the following icon:

A050099

Tree nodes can contain both static and dynamic (event) information. It can be
determined by a node icon set for a tree node representing a single point:

1. Node containing only static points

. A050100
2. Node containing only events

A050101
3. Node containing both static points and events

A050102

Table 7.2.-1 Mapping tree point elements:

Address: 00002 (or 0002H if hexadecimal address format is selected)
Function: NOC3Low

Function revision: |D

Description: Output TRIP
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If a mapping is read from a device with the Relay Download Tool, some points may
have warning flags set. There are four warning flags:
* Invalid (the entry for a given point contains invalid information - point removed
from data map)
* Corrected (the entry for a given point contained incorrect information and was
corrected by the device during mapping parsing)
» No block (the device application does not have a function that contains this data
- point removed from the data map)
» No object (the device application does have a function, but there is no such data
item - point removed from the data map)
Tree nodes representing points with warning flags set have different background
colors (see Fig. 7.2.-2):
* Purple background color indicates object flag set
 Light green background color indicates no block flag set
* Yellow background color indicates corrected flag set
* Red background color indicates incorrect flag set
[ j Continuous addreszzing corvention
El ----------- 1=] Single-point infarmation [M_SF]
------------- E’ 00000 MOC3Low-0 Output CBFP [High Prarity] [Gl=0€]
E’ 00001 WOC3Low-0 Output START [High Praority] [G1=0Ff]
------- E’ 00002 MOC3Low-0 Output TRIP [High Prority] [Gl=0FF]
------- E’ 00003 MOC3Law-0r Input BS1 [High Prarity] [G1=0F]
............. E}
A050103
Fig. 7.2.-2  Example of tree nodes indicating the active warning flags
When the user leaves the cursor over the tree node for a while, a tooltip window will
be shown (see Fig. 7.2.-3).
Correersion factar: FLOAT _SINTI0
Type: in uze
A050104
Fig. 7.2.-3 Tooltips for IEC 60870-5-101 point
The following tooltip will be shown if the user leaves the cursor over an addressed
data category, i.e. Measured values (M_ME) within the IEC 60870-5-101 mapping
tree (see Fig. 7.2.-4).
[ Starting offzet; 13200 |
A050105
Fig. 7.2.-4 Tooltip window for IEC 60870-5-101 data category
7.3. Mapping convention

IEC 60870-5-101 protocol supports the following mapping convention:

* Single point information (M_SP) nodes are used to represent the state of the
digital input points (hardware or software).
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* Double point information (M_DP) nodes are used to represent state of two bit
encodes binary points (hardware or software) such as breaker position.

* Measured values (M_ME) nodes are information objects used to represent
hardware or software analog points. Their values can represent digitized signals
or calculated values.

* Integrated totals (M_IT) represent the accumulated values. They can be
accumulated pulses or transitions from hardware or software points.

* Bit strings in monitoring direction (M_BO) nodes represent values for reading
that can be treated as bit masks.

* Strings in monitoring direction (M_SR) nodes represent strings of characters that
can be read from the device.

¢ Single command (C_SC) nodes are used to make control commands on relays by
using one bit convention for encoding desired position.

* Double command (C_DC) nodes are used to make control commands on relays
by using two bit convention for encoding desired position.

* Set point commands (C_SE) nodes are used to set new value of analog output
points.

* Bit strings in control direction (C_BO) nodes represent values for writing that can
be treated as bit masks.

* Strings in control direction (C_SR) nodes represent strings of characters that can
be written.

* Clock read command (C_CS) nodes represent devices current time of day and
date.

Mapping editing features

Base address editing

This option is available in the advanced mode and when the
ﬂ continuous addressing convention is selected.

The "Change base address" menu item (in Edit menu and pop-up menu) allows to
change the base address for the selected data category. As a result, all the points
within such a data category will be readdressed. The following dialog is used to enter
a new base address (see Fig. 7.4.-1).

Single commands {C_SC) 5[
Set baze address to: I32F"EF" 3,,

LCancel |

A050106

Fig. 7.4.-1 Base address editor
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General interrogation assignment

The Assign General Interrogation Group menu item (in Edit menu and pop-up
menu) allows to change the GI assignment flag value for the selected data points. As
a result, all the selected points will or will not be assigned to general interrogation
group. The following dialog is used to select GI assignment (see Fig. 7.4.-2).

Edt x|
Set point'z Interrogation azzignment to;

e j

Nl:n

LCancel

A050107

Fig. 7.4.-2 Gl assignment editor

Measurement value format change

The Change Measurement Value Format menu item (in Edit menu and pop-up
menu) allows to change the measurement format for the selected data points. As a
result, all the selected points will have selected measurement format (normalized or
scaled). The following dialog is used to enter a new measurement format (see

Fig. 7.4.-3).

edit x|

Set point'z keazurement value format to:

INu:urmaIized

(Scaled integer

Ok I LCancel |

A050108

Fig. 7.4.-3 Measurement value format editor

Data class (priority) assignment

The Change Data Class menu item (in Edit menu and pop-up menu) allows to
change the data class (priority) for the selected data points. As a result, all the
selected points will have selected priority (high or low). The following dialog is used
to select a new priority (see Fig. 7.4.-4).

Description of the data class priorities:
High priority = Class 1
Low priority = Class 2
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et x|

Set point'z Data clazs to:

A050109

Fig. 7.4.-4 Data class (priority) assignment editor

IEC 60870-5-101 specific menu items

Edit menu

Fig. 7.5.1.-1 shows the components of the Edit menu of the Protocol Mapping Tool
for the IEC 60870-5-101 protocol.

Edit  Setkings

& fdd Paints Ins
. 75 Delete Paints Dl

Set Continuous Address Space

Change Base Address

_hange Conversion Fackar

Assign General Inkerrogation Group
Zhange Measurement Yalue Formakt

—hange Data Class

& Cut Paints Chrl+
B, Paste Paints kY
werify Againsk Patterns Zkrl+y

A050110

Fig. 7.5.1.-1  Edit menu for IEC 60870-5-101 mapping

Set continuous address space

This menu option is used to switch to continuous addressing convention.

This option is available in the advanced mode, when the fixed
ﬂ addressing convention is currently used.

The following dialog is used to set new base addresses for all data categories (see
Fig. 7.5.1.-2).
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Base Addresses Format
* Decimal
" Hexadecimal
tanitar direction Caontral direction
Single-paint informatian [k_SF] ID 37 Single commands [C_SC) |3353B 3,,
Double-point information (M_DP) 8132 | Double commands [C_DC) |3?832 3,,
Bitstrings [M_B0) |192DU vi Set point commands [C_5E] |45055 3‘
Meazured walues [M_ME] |1?554 3‘ Bitstrings [C_BO) |451 52 3,
Integrated tatals [M_IT) |2D48U 3. Clock read command [C_CS] IE?SEB 3,,
Strings (M_35R] |5?344 ﬂv Skings (C_5F) |58388 3,
LCancel |
A050111
Fig. 7.5.1.-2  Selection dialog of base addresses
Continuous addressing convention is possible only when the reverse
ﬂ operation is not allowed.
Assign General Interrogation Group
This menu item allows to change the GI assignment flag value for the selected data
points. More information is provided in Section 7.4. under "General interrogation
assignment".
Change Measurement Value Format
This menu item allows to change the measurement format for the selected data
points. More information is provided in Section 7.4. under "Measurement value
format change".
Change Data Class
This menu item allows to change the data class (priority) for the selected data points.
More information is provided in Section 7.4. under "Data class (priority)
assignment".
7.6. IEC 60870-5-101 specific pop-up menu

This section describes the IEC 60870-5-101 specific pop-up menu available for the
mapping tree in the Protocol Mapping Tool.

Fig. 7.6.-1 shows the components of the pop-up menu shown for the mapping tree
in the main window:
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Change base address

Change conwversion Fackor

Aszsign general inkerrogation group
Change data class

Zhange measurement walue Format

Hex points
% Cut points el
E Paste points Chrl+Y

A050112
Fig. 7.6.-1 Pop-up menu for IEC 60870-5-101 mapping editing

Pop-up menu items are available only for certain types of tree nodes. Each pop-up
menu item is enabled only when the user selects the appropriate type of tree node
within the mapping tree.

Assign General Interrogation Group

This menu item allows to change the GI assignment flag value for the selected data
points. More information is provided in Section 7.4. under "General interrogation
assignment".

Change Data Class

This menu item allows to change the data class (priority) for the selected data points.
More information is provided in Section 7.4. under "Data class (priority)
assignment".

Change Measurement Value Format

This menu item allows to change the measurement format for the selected data
points. More information is provided in Section 7.4. under "Measurement value
format change".
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Troubleshooting

This chapter provides answers to some frequently asked questions.

Some menu and pop-up items are disabled all the time. How to
activate them?

Some menu and pop-up items are enabled only if the appropriate nodes are selected
in the mapping tree (the pop-up menu's "Change base address" operation is enabled
when a data category node is selected).

The second reason why a menu/pop-up item is not available all the time is incorrect
working mode. The Protocol Mapping Tool provides two working modes: basic and
advanced. Some editing features can be used only in the advanced working mode. If
you need more information about working modes, see Section 2.2.1. Working
modes The switching between working modes is described in Section 4.2.1.3.
Settings menu under Working Mode submenu.

Why does the Protocol Mapping Tool allow saving an edited
mapping in two types of files: mapping file and/or binary
mapping file?

The mapping file is a text file containing complete information about a certain
mapping, whereas the binary mapping file is a binary file having only a binary
representation of mapping without additional information (i.e. information on the
protocol mode required in Modbus dependent mappings for REM 54  terminal is
lost).

The binary mapping files are still in use because only such files can be downloaded

into and uploaded from a terminal by the Relay Download Tool.

How to create a binary mapping file for the Relay Download
Tool?

The only way to create a binary file is to save the mapping file. The "Save binary
file" attribute must be checked in the Save dialog (see Fig. 8.-1):
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¥ Mapping file browser =101 x|

=81 MODBUS
@ POD_SO4BIN (20040409 15:5354)

g HOZ  [2004-04-09 15:53:54)

H | Delete mapping file

b apping file name:

¥ Save binany file

Save Cancel |

|.'5.|:||:|Ii|:ati-:|n 'HOZ' for device REXSZ21-REXS21 _HIGH rev. E =

Fig. 8.-1 Save mapping dialog

Saving a mapping file is described in detail Section 4.2.2.5. Selecting address format
(Hex/Decimal Points) under Saving an edited mapping.

What does it mean if "Cannot open file XXX.dat" messages are
shown when loading or creating a mapping?

Such messages are shown when the Protocol Mapping Tool's resources are
incomplete and the names of certain signals (maintained within loaded/created
mapping) are unrecognized. In this case all unrecognized signals are described by
the "Unknown signal" label.

The problem has no influence on how a mapping is processed by the Protocol
Mapping Tool.

What is the overlapping check operation and how does it work?

The overlapping check operation is provided only for Modbus mappings. It checks
the data category address range within Modbus data types, to determine whether any
data category begins at a memory address reserved by registers belonging to another
data category.
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The overlapping check is also capable of moving all points belonging to one of the
data categories into the nearest unallocated location. Such an operation allows to
avoid possible conflicts between points having the same Modbus address. The
overlapping check is described in Section 5.4. Complex structures under
Overlapping check.

More information concerning the data category moving is available in Section 5.4.
Complex structures under Base address editing. If you need more information about
Modbus data types and categories, see Section 5.2. Mapping tree
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9. Appendix

Export Conversion File format

The export file format is composed of columns (fields), which are separated by using

a tabulator (as an unique character not used in signal descriptions).

Each point is exported as a single row entry. The number and name of the fields in
the export file differ depending on the selected protocol. The following tables

present the order and names of the fields used in the export file:

Table 1: Fields in the export file for Modbus:

Z
o

Modbus

Address

DB name

Explanation

Read only flag

SPA event names

Scaling factor

Value range

N[ W|IN|—~

Unit

Table 2: Fields in the

export file for DNP 3.0:

4
o

DNP 3.0

Address

DB name

Explanation

Event class

Unsolicited reporting flag

SPA event names

Scaling factor

Value range

O|O(N|O|O|A|W|IN|~

Unit

Table 3: Fields in the

export file for IEC 60870-5-101:

Z
o

IEC 60870-5-101

Address

DB name

Explanation

SPA Event class

Data class

Gl assignment

Measurement value format

Scaling factor

O O|N[O|O|B[W|N| =

Value range

N
o

Unit

An empty field (carrying no information) is always marked by a dash "-".
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Address

Descriptive address format:

The format of this column depends on the provided protocol:

1. In case of a MODBUS Address=<Data Type> <Offset> (<Data Category>)
where all the elements are separated by a space character and
<Data Type>= CO | DI | IR | HR {CO-coils, DI-digital inputs, IR-input
registers, HR-holding registers}

<Offset> = {a decimal address within the data type}

e.g.

HR 0123 (PDE)

CO 1856 (SCH)

The content of pack registers/binary user-defined registers is addressed by using
the binary position indicator.

e.g.

HR 0001 (PBD).01bit

HR 0764 (PRG).15bit

<Data Category>=PDB | PDE | SCH | CTL | DGN | PRG | DDE {PDB-process
data basic, PDE-process data extend., SCH-slowly changing, CTL-control,
DGN-diagnostics, PRG-pack registers, DDE-device data}

Example rows:

CO 0001 (PDB) F0140001 PS1 14-D: Output 1 state Y F014E014/ F014E015

- 0/1 -

HR 0002 (PDE) F200I001 MECU3A-D: IL1 Y - MUL 100 0.0..20000.0 [Aa]
HR 2368 (PRG) .09bit F014I003 PS1 14-D: Input 3 state Y F014E004/
F014E005 - 0/1 -

2. In case of a DNP 3.00 Address = <Object Type> <Point> where all the elements
are separated by a space character and
<Object Type>=BI| BO | Al | AO |CT | TM | AP | Il {BI-binary input, BO-
binary output/control relay output block, Al-analog input, AO-analog output/
analog output block, CT-counter, TM-timers, AP-application, II-internal
indication}
<Point>= {a decimal address within the data type identified by <Object Type>}
e.g.
BI 0127
AP 0001

Example rows:

BI 0007 F0140001 PS1 _14-D: Output 1 state 1 Y F014E014/F014E015
- 0/1 -

AI 0001 F0160001 RTD1_16-D: Output 1 value - - - MUL_1000
-10000.00000 ..10000.00 [mAa]
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3. In case of IEC 60870-5-101 Address = <ASDU type><Point> where all the
elements are separated by a space character and
<ASDU Type>=M _SP|M DP|M _BO|M ME|M_IT|M SR |C SC|
C DC|C SE|C BO|C CS}
<Offset> = {decimal address within data type}
ie.
M_IT 08762
M_SP 01856

Example rows:

M_SP 00000 F0310001 NOC3Low-D: Output START
FO031E000/F031E001 1 0 -0..1-

M _ME 20226 FO017I011 PSC1_17-C: Minimum battery-2
0 N - 18.0 ...
33.0 [V]

SCADA address format:

Other offset format containing a word number and bit number is possible:
<Offset>=<Word Number>"<Bit number>

where

<Word Number>=integer of (<Offset>/ 16)

<Bit Number>=remainder of (<Offset>/ 16)

<Word Number> and <Bit Number> are 0-based counters.

<Bit Number> matters only for binary signals.

e.g.

BI10007~14

AP 0001

Example rows:

CO 0000700 F0140001 PS1 14-D: Output 1 state Y F014E014/ F014E015

- 0/1 -

HR 0001 F200I001 MECU3A-D: IL1 Y - MUL_ 100 0.0..20000.0 [Aa]
HR 2367709 F0141I003 PS1 14-D: Input 3 state Y F014E004/ F014E005 -
0/1 -

BI 0000707 F0140001 PS1 _14-D: Output 1 state 1 Y F014E014/
F014E015 - 0/1 -

AI 0001 F0160001 RTD1_16-D: Output 1 value - - - MUL_1000
-10000.00000 ..10000.00 [mAa]

ﬂ The format is selected in the Settings menu.
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DB name

DB name is the signal identifier in the terminal. When so-called shadow points are
reported, the exported DB name will be composed of several identifiers separated by
a backslash "/".

e.g.

BI0183 F200E20/F200E21 MECU3A-D: IL2 low alarmreset - - F200E20/
F200E21 - 0/1

Explanation

Description of the signal.

SPA event names

This field provides information concerning SPA events, which are associated with
an appropriate static point and are composed of event identifiers separated by a
backslash "/".

Scaling factor

This field describes the conversion factor applied for the appropriate static point.
For MODBUS protocol:

MUL_1000_SIGNED, MUL_100_SIGNED, MUL_10_SIGNED,
MUL_1_SIGNED,MUL_1000, MUL 100, MUL_10,NO_OPERATION, DIV _10,
DIV 100, DIV_1000, DIV_10_SIGNED, DIV_100_SIGNED,
DIV_1000_SIGNED

For DNP protocol:

MUL_1000, MUL_100, MUL_10, NO_OPERATION, DIV_10, DIV_100,
DIV_1000

For IEC 60870-5-101 protocol:

FLOAT UINT, FLOAT SINT10, FLOAT _SINT100, FLOAT_ SINT1000,
FLOAT SINTO1, FLOAT SINTO001, FLOAT_SINTO0001,

Read only

Marks whether a static signal is writable. Field may be equal to:

Y - readable only

N - writable/readable
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Event class

The event class column describes the class set for events associated with an exported
static signal.

The following single characters are used:

Table 4: Event class field values:

Value in event class field Explanation
1 Class 1
2 Class 2
3 Class 3
N Not assigned

Unsolicited reporting
Marks whether unsolicited reporting is activated. Field may be equal to:
Y - unsolicited reporting activated

N - unsolicited reporting turned off

Value range
This column provides a value range of the exported static point.

The field provides the real range of values possible for the static point (the value
carried by a protocol may be different because the appropriate scaling factor is taken
into account).

In case of binary signals the value range is always equal to 0/1.

Unit
This field provides the unit of measure of the exported point.

The field matters for analog static points only.

Data class

This column describes the data class priority set for the exported signals.
The following values are allowed:

1 - High Priority

2 - Low Priority

General interrogation group

Shows the general interrogation group assignment of the exported static points.
The field may be equal to:

0 - Not assigned to general interrogation
1 - Assigned to general interrogation

- - Undetermined (i.e. no static signal defined for this protocol point)
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Measurement value format

Shows the scaling format of M_ ME and C_SE analog values.
The field may be equal to:

N - Normalized (M_ME NA, C_ SE NA)
S - Scaled integer (M_ME NB, C_SE NB)

nn

For other data types, the field is always equal to

Containers (such as pack registers and user-defined registers used in
ﬂ MODBUS) are not specified, but their content is listed instead.

Contained points are described as common signals having

appropriate bit position within the container and its address.
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