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1. Introduction

1.1. Scope of the document

This document will take you through the configuration of CP600 panel and ABB Novolink modules to prepare for the OPC UA
communication via B&R Smart Gateway X20BCOO8T. The detailed step by step instruction shows all necessary steps and de-
scribes the relevant parameters which must be set carefully to establish a reliable and robust OPC UA communication.

1.2. Whatis Novolink?

The all-new ABB Novolink™ devices help digitalize motor starting solutions and gain insights into the connected
loads. They‘re easy to design into existing wiring plans and connect to standard AF contactors. Installation is fast
and simple, thanks to reduced wiring and fewer components, so engineering efforts are minimized. The Novolink
devices enables predictive maintenance to reduce downtime, as well as increasing efficiencies and boosting cost
savings. It’s fully integrated into the CP600 and B&R automation system. And the possibilities open up even more
as full remote access to your data creates new maintenance service and revenue opportunities.

1.3. Compatibility

The application note explained in this document has been used with the engineering system versions below. They
should also work with other versions, nevertheless some small adaptations may be necessary for future versions.

« CP600-Pro
« Panel Builder 600 4.5.0 or newer

1.4. Overview
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The figure shows that:

Smart Gateway SGWX20-OUA (1) is connected to ABB CP600(5) via ethernet switch (6).
SFM (3) should be inserted on AF contactors (3).

SFM are connected to SCV (4) over X2X cable.

All the SFMs are connected to Smart Gateway SGWX20-OUA (1) over X2X cable.

A Note: Smart Gateway SGWX20-OUA can be a OPC UA server.
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The figure below shows the main components and how they can be combined for complete motor starting solu-

tions.

1.4.1. Hardware used
Following hardware are used.

Device Description Part number Quantity
OPC UA Client CP6607 ABB CP600-Pro panel 7.0” 1SAP560710R0001 1
Novolink SFM-CAB-RJTB.1-500 Connection cable R145 - X20 1SVM823000R0500 1
Terminal block of X20BT9400, 5
m
Novolink SFM-CAB-S.1-50 Connection cable SFM to sensor ' 1SVM811000R0050 1
0.5m
Novolink SCV10-40.1 Current/Voltage sensor 1SVM320010R0000 1
Novolink SFM1-Al11.1 Advanced function module with = 1SVM120012R0000 2
X2X
Contactor AF09 Contactors 1SBL137001R1101 2
AF09-30-01-11
X2X OPC UA Gateway X2X OPC UA Gateway B&R controller X20BTO8T 1
X2X OPC UA Gateway OPC UA bus coupler B&R controller X20BTO8T 1
X2X OPC UA Gateway Power supply for the bus B&R controller X20PS9400 1
coupler
X2X OPC UA Gateway Power supply and interface of B&R controller X20BT9400 1
the X2X bus
X2X OPC UA Gateway Backplane module B&R controller X20BB80X 1
1.4.2. Software used
Following software are used.
- Panel Builder 600 version 4.5.0 build 678 or newer
(download link: https://new.abb.com/plc/automationbuilder/platform/software)
« SGWX20-OUA FW V1.3.2 or newer
1.4.3. Wiring and Power up
Please ensure that all wiring is done, and devices are powered up using the schematic shown below.
CP600-Pro [ ZIY Ethernet switch
® B&R OPC UA Gateway with Novolink
OPC UA
.......... Py s ] PS for Bus coupler X2X Interface SFM scv
e X20PS9400 X20BT9400 X1:24V DC 10-40.1
X20BTOS8T Eth port : .
o YR | | | )
Power supply -
@—— 220VAC
l ®—— 24VDC
220V AC
Power Source — Xx2x
®-----  Ethernet
24 VDC 24VDC is connected to the Smart Gateway, Novolink modules and CP600-Pro.
220 VAC 220 VAC is required for power supply. 220 VAC can also be used for power up contactors
OPC UA For OPC UA: Connect the Smart Gateway and CP600 -Pro(Ethernet switch).
X2X Connect Smart Gateway to SFM with cable “SFM-CAB-RJTB.1-500".

Use cable “SFM-CAB-S.1-50 “to connect Sensors to the SFM



https://new.abb.com/plc/automationbuilder/platform/software

6 CP600 WITH NOVOLINK TECHNICAL GUIDE

2. Basic configuration of the OPCUA Server Novolink

The bus controller is delivered with the factory settings. This means that neither device settings nor security settings are
configured.

In the following example, the OPC UA “UaExpert” client software is used for configuration. Other similar tools can also be
used.

The following minimum version should be used:
« UaExpert version 1.6 or later
Download here: https://www.unified-automation.com

This document assumes that you already have a basic knowledge of OPC UA in general and the X20BTO8T bus coupler in par-
ticular.

Note: Please visit the data sheet of X20BC0OO08T for the detailed steps.

2.1. Setting the network address

A DHCP server is not required for this method. The static IP address (in this example ‘192.168.1.1") is suggested to be estab-
lished for the connection.

The following’Endpoint URL'can be used in UaExpert/AC500 to establish the connection

Opc.tcp://192.168.1.1:4840

Or opc.tcp://<Product ID>-<MAC address>:4840

2.2. Creating user accounts

Creating the first user, setting the password and assignment to role SecurityAdmin.

- ~ w2
DeDB@ # =0 X% 2 B RO
Project & X | Data Access View
~ [ Project Al # Server Node Id Display Name Value Datatype  Source Timestamy Server Timestamp  Statusci
v [ Servers 1 X208C008T NS1[String|User.... Roles {'ConfiqureAd... String 18:33:00,686 18:33:00.686 Good
& 2 X20BCO0ST NS1[String|User.... UserName admin String 18:33:01.762 18:33:01.762 Good
X20BCO0BT
~ [@ Documents
1 Data Access View &4 B dit value X
Address Space 8 x Hame Value
% No Highlight i v String Array[2]
# MaxQueryContinuationPoint A [01 ConfigureAdmin

@ MaxStringLength [1] SecurityAdmin
# MinSupportedSampleRate
5 ModellingRules
) OperationLimits.
& Roleset
@ ServerProfileArray
# SoftwareCertificates
&% UserSet
& AddUser
@ RemoveUser
v & admin
% AddSshkey
¥ DisablePassword
# HasPassword

<

% RemoveSshKey
@ Roles
% SetPassword
@ SshKeys
@ UserName
W e
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.
IPPBO +=-nx48 0D

Project B X Dats Access View
v [ Project Al Server Nodeld Display Name Value Datatype source Timestamy Server Timestamp  Statu
v B Semvers 1 X20BCO0ST NS1|StrinalUser... Roles {'ConfiqureAd... String 18:33.00.686 Good

2 x20BCOIT 2 Xa0BCOOET NS1[StringlUser... UserName admin String 18:33.01.762 Good
3 X20BCOOET NSO|Numeric|T... Identities Double click to .. ExtensionObject 18:33:51.363 Good
~ [@ Documents o«
Data Access Vi v
13 Data fccess View 8 it Value x
‘Address Space 5 x -
3 Mo Highlght - e ke
v IdentityMappingRuleType Armayl1]
- %
99 Boleset v [0 IdentityMappingRuleType
& AddRole
CriteriaType 1 (UserName)
& Ananymous Criteria  admin

&% AuthenticatedUser
& ConfigureAdmin
&% Engineer
&% Observer
& Operator
& RemoveRole
v & SecurityAdmin
@ AddApplication
@ AddEndpoint
& Addidentity
@ Applications
@ ApplicationsExclude
@ Endpoints
@ EndpointsExclude
@ Identities
% RemoveApplication
% RemoveEndpoint
% Removeldentity
& Supervisor
@ ServerProfileArray
@ SoftwareCertificates
v @ UserSet
@ AddUser

% Removelser v

Note: A user must be created, otherwise, no further configuration can be performed.

2.3. Time Synchronization

Information about the current time is required in order for the bus controller to operate. This is mainly needed to process
digital certificates correctly and to correctly set the timestamps of OPC UA values.

The following description shows how to configure ,WallClock” to enable synchronization over the Network Time Protocol
(NTP). We are using ABB AC500 PLC as NTP server in this example (e.g. TimeServer01: ‘192.168.1.10°).

M Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”
File View Server Document Settings Help

D PBO =" X2 B RO

roject & X  Dats Access View
¥ [ Project Al # Server Node Id Display Name Value Datatype source Timestamp Server Timestamp  Statusc
il B Servers 1 X20BCOOET NS1|String|User.... Roles {'ConfigureAd... String 18:33:00.686 18:33:00.686 Good
(b X20BCO08T 2 X20BCO0BT MNS1|String|User.... UserName admin String 18:33:01.762 8:33:01.762 Good
= b 3 #20BCO0BT NSD|Numeric|1 |dentities Double clickto ... ExtensionObject 3 1. Good
3 Documents 4 X20BCO08T NS4{String|Br IP-Address 192.168.1.1 String Good
[A Data Access View > *@ X20BCOOBT MNS4|String|Br TimeServerd1 192.168.1.10 String Good
X20BCOOBT NS4|String|BrDe... EnableDHCP false Boolean Good
Address Space a x| |
3 | No Highlight
~ @ DeviceSet
&% DeviceFeatures
v ¢ X20BCODBT f
~ |2 Configuration /
@ Bridge p D}
& Control /
¥ & Network

EnableMulticastDNS
@ Gateway
Hostname
IP-Address
Netmask
rimaryDNS
SecondaryDNS
v D TimeSynchronization |
v (2 WallClock |
ool i v
@ TimeServerdl
@ TimeServerdz
TimeServer:
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2.4. Updating the self-signed certificate using UaExpert

The bus controller has a method in the information model that can be used to easily generate a new self-signed certificate
that contains necessary application-specific information. However, UaExpert contains tools(GDS Push View) that make it
easier to update certificates.

GDS Push View

= ' Mew Application Instance Certificate X =
X20BCO08T
DefaultApplicationGroup | Subject: i
SR =t oo v -
Organization: |BaR Industrial Automation GmbH | v | B
Organization Unit: |ABB | L o
ned certificate for download to :
" Localty: [ace3 | &
ite signing request from the serv State: |Baden | o
te to server: Country: |DE | o
{Two letter code, e.g. DE, US, ...)
: Key OPC UA Information
Application URI: |http:ﬂbr-auhomaﬁon.mmechaﬂ(ZUBCUDST,.’FG290168819,." | L
Do Naes: | Y20BE00EEOROESEZBECD +
Jers . 4
(—]
MName Valid From IP Addresses: zas » URI
[~
—]
Certificate Settings S
vocation Lists RSA Key Strength: | 4096 bits = | Signature Algorithm: |Sha25s = | Certificate Validity: iYear -
Walid From Mext Up
Concal |

Calling method ApplyChanges disconnects all connected clients. A new connection is only possible when the new certificate
is trusted.
After that, please accept the new Server certificate in UaExpert and save the certificate file on your PC.

B e ®
Default Certificate Store GDS Server 1
Default certiffcate store with self-signed certificate
Trusted | Issuers LS Issuers
Certificates
Status Name Valid From Valid To Organization OrganizationUnit Locality State Country AppURI DormainName l
5 16/04/2024 11:... 15/04/2029 ... ABBDE PLC ACP3 Baden  DE urn:HMIB60... CPGE07OpcUaSer...
 Trusted X20BCO0ST 16/04/202417:... 16/04/2025 ... BAR Industrial A... ABB ACP3 Baden  DE http://br-a... x20bcD0Bt-006065...
B Own.. UsExpet®OVAEXP.. 12/04/202422:.. 11/04/2029.. ABB PLC ACP3 Baden  DE urnOVAEX... OVAEXPWIN1O
oA Certificate x
General Detals  Certification Path
i Snow: | <all> ~ 24
Certificate Revocation Lists
Field Value &
Number Valid From Nel | [E]signature hash algorithm sha2se tate Country Filename
Issuer X20BCO08T, ABB, B&R Industr...
Tuesday, 16 April 2024 17:2
[Evalid to Wednesday, 16 Aprl 2025 17:...
DSubjECt X20BCO0ST, ABB, B&R Industr...
S [=]Public key RSA (4096 its) Btion Certificate To...| |Create new Appiication Certificate... |Open Certificate Location
[=]Public key parameters 0500
FelNeterane Comment “Tenerated with |Inified 81t &,
Tuesday, 16 April 2024 17:29:52 oK
ion OrganizationUnit Locality State Country
Edit Properties, ., Copy to File. ...

The certificate file will be stored on the PC folder:
C:\Users\<username>\AppData\Roaming\unifiedautomation\uaexpert\PKI\trusted\certs
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3. Panel Builder 600 for OPC UA Client

Using CP600 as OPC UA client, you can connect to the bus controller OPC UA server Smart Gateway X20BC0OO08T. The follow-
ing description refers to this program. Other OPC UA clients work in a similar way.

Create a simple Panel project.

Add the OPC UA Client protocol. Enter the IP address of the remote OPC UA server and its port number (4840).
Select the Security Policy = Basic256Sha256, and Security Mode = SignAndEncrypt.

Choose the above certificate file for Server Certificate field.

OPC UA Client =
[JPLC Network oK
Alias “ Novolink o
Hest “1921&5.1:
Port “ 4840 j: .
Timeout (ms) “ 1000 =
Security Policy Basic25685ha2568 N
Security Mode SignAndEncrypt N
Usemame “ admin
Password “admin
Server Certificate “ MIIHMDCCBRigAwIBAGIEZNEZCDANE D

Client Certificate “

Client Private Key “

I:l Hostname validation
[ App URI validation

@ Time validstion

PLC Models
Default

Note: The username and password please refer to the settings in chapter 2.2

Open tag editor and import tags. Select ‘OPC UA Discovery v1.0’ mode and click ‘OK’ button to continue.

[=] Panel Builder 600 X

o Multiple tag importers are available for this protocol. Please select the importer type and continue.

Version Type

OPC UA Discovery v1.0 Hierarchical

Tag Editor exported xml 1.1 General




10 CP600 WITH NOVOLINK TECHNICAL GUIDE

Accept the Server OPC UA certificate and import some tags. Now the CP600 Client scans the OPC UA server to find the vari-
ables and types of the OPC UA server. The OPC UA server must be in online mode to do this.

o Symbol discovery, click 'Browse' to pull symbols. Do you want to continue?

lUpc,tcp:_.-'_.-'lgz\lss.L.1:4840 _J Manual browse‘ Fause ]

—Security Settings

Security Policy ]BasicZSﬁShaZSﬁ |
Security Mode ]SiqnﬂndEncr\rpt __'_J
Client Certificate ]CIient‘s own certificate
| Private Key ]CIient's private key |
[=] oPC UA Server Certificate ? X

Do you want to trust this server certificate permanently?

— Certificate details

: X20BC008T A
- Organization B&R Industrial Automation GmbH
- Qrganizatio... ABB
- Locality ACP3
State Baden
- Country DE
- DomainCo...
- |ssuer X20BC008T ;]
Accept permanently §  Accept temporarily| Copy to clipboard ‘ Cancel |

OK Cancel ]

Now select one or more variables. The variables can be exchanged later via encrypted communication between the OPC UA
Client and the OPC UA Server. After that, click ’'OK’ to continue.
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E OPCUA Client importer X

Symbol discovery, click 'Browse' to pull symbols. Do you want to continue?

—Security Settings

I ope.tep://192.168.1.1:4840

Manual browsel Full Browse |

Security Policy ~ |Basic2565haz56

Security Mode |S\anndEncr\¢pt

" Anonymous

Client Certificate IChent‘s own certificate
Private Key IChent‘s private key
— Authenti Settings

Username I admin

Password I 1

Symbols found: 51286 / Remaining nodes to process: 0

X2XIF1

[ Configuration

SubDevices

[ SupportedTypes

[ 5T001 | X20P59402

[[]1 5T002 | X20BT9400

ST003 | SFM1-A11_1

[] Configuration
ProcessData

ModuleOk
SerialNumber
ModulelD
HardwareVariant
FirmwareVersion
Digitallnputx3
RunningForward
SumStatusDataReady
SumFault
ContactorVoltagelLow
ParameterOutOfRange
SmartFunctModuleHWFault
ContactorQutputShortCircuit |

oK Cancel |

You can select all the ProcessData tags or only the tags are needed.

+ = AV
v B Novolink
[E@ Project propertes
v B peges
~v G2 unified
v B normal
W 1:Pagel
@ Dislog
@ Templstes
v [ Confguraton
£} Protocols
v & Teos
57 Indexed Tag 52t
B vrends
& reporss
A Aerms
2 Events Buffer
¥ Scheduler
% MultLanguage
BB screen Saver
(B Database Links
[ Data transfers
> P Interfaces
> £y Securty
9 Recpe
~ [ Dictonaries
'OPCUA Client
> D Keypads

77 tPagel [ Protocals,”  Tags* x|

+ = 4 001D % B E R(P = T ey

[——

Data Type  Tagname
OPC UA Clientzproti
4 Alias: Novolink Container
Model: Default
4 X20BC008T Container
4 Objects Container
4 Deviceset Container
4 X20BCO0AT Container
4 X1 Container
4 SubDevices Container
Container
4 SFML-ALLL Container
4 ProcessData Container
ActivePowerl 1 umnts2 X2X [F 1]5ubDevices|STO03 | SFM1-A11_1[ProcessData |ActivePowerl 1
ActivePowerl2 Umnts2 8T [42X IF 1]5ubDevices|STODS | 57M1-A11_1 [ProcessData|ActivePowerl 2
ActivePonerl3 Unnts2 8T [X2X [F 1/SubDevices|STOD3 | SFM1-A11_1|ProcessD: tivePowerl3
umnt32 8T [X2X [F 1]5ubDevices|STO03 | SFM1-A11_1|ProcessData|Apparentowert 1
umnt32 F1M1-A11_1|ProcessData|ApparentPowerl 2
ApparentPowerl 3 Umts2 3 | SFM1-A11 1jProcessDatalApparentPowerl3
ContactorCutputshoriCiraut  Bookean  Hovolit X20BC0OSTIObject [DeviceSet X A0BCO0ST XX IF 11SubDe vices ST0O3 | SFM1-A11_1 FrocessData|ContactorCutputhertCirait
ContactorvoltageL ow Boolean Nnvo«nkﬁmﬂcnnmnmem|Demmesat|xmscnumxa TF15ubD: | SFM1-A11_1ProcessData|C VoltageLow
CoolingTimeRunring Boolean link/X 20BCO! X2X IF 15ubDevices|STOD3 | SFM1-A11_1 [ProcessData|CoolingTmeRunning
CurrentimbalanceTrip Boolean 1X2X 1F1jSubDevices|STO03 | SFM1-A11_1|ProcessData|CurrentimbalanceTrip
CurrentPhaselossTrip Bookean X2X [F 15ubDevices|STOD3 | SFM1-A11_1[ProcessData|CurrentPhaseLossTrip
CurrentPhaselossTrpl 1 Boolean X2X IF1{SubDevices|STO03 | SFM1-A11_1|ProcessData|CurrentPhaselossTrplL 1
CurrentPhasel ossTripl 2 Boolean X2X IF 115ubDevices|STi Mi-A11_1|ProcessData|CurrentPhaselossTripl 2
Curr enwhaceLucsTnuH Boolean X2X [F 1iSubDevices|ST003 | SFM1-A11_1ProcessData|CurrentPhaseLossTripl 3
CurrentTH X2X IF 15ubDevices|STOD3 | SFM1-A11_1[ProcessData|CurrentTHD
D\g.ta\[nuuu: X2X IF 1]5ubDevices|ST003 | SFM1-A11_1|ProcessData|Digitallnputxs

EarthFaultCurrent
FirmwareVersion

]atLesITHD
TatLastTripAbs
Timbalance
ImaxStartup
ImaxStartupAbs
IrmsL 1

1rmsL 1Abs
IrmsL2
IrmsL2Abs
IrmsL3
IrmsL3
IrmsMean
IrmsMeanabs

OBCODBT[Objects [DeviceSetx
Nav w\mk&zjs 8TIObjects [DeviceSet )

8T |Objects [Deviceset,
08T|Objects |DeviceSet)

(Objects |DeviceSet|¥ 208C
LineFrequencyNotDetected 8T |Objects|DeviceSet{X208C0
MechSwitchCounta Nuvuhnk/xzoscoos'rlomddﬂ

X2X IF 1|5ubDevices|STOD3 | SFM1-A11_1|ProcessData EarthFaultCurrent
[X2X IF1jSubDevices|ST003 | SFM1-A11_1|ProcessData|FirmwareVersion
X2X IF 115ubDevices[STO03 | SFM1-A11_1|ProcessDatalFrequency
X2X IF1]5ubDevices ST]D‘ SFM1-A11_1 ProcessData|Hardy
X2X IF1|SubDevices|STO03 | SFM1-A11_1|ProcessData|lat.astTrip
XX TF1[5UbDevices STOD | SFM1-A11_1/ProcessDate at astiripabs
XX TF 1{5ubDevices|STOD3 | SFM1-A11_1|ProcessData|Timbalance
X2X TF1}5ubDevices|STO03 | SFM1-A11_1|ProcessData|ImaxStartup
XX IF1jSubDevices|STO03 | SF 11_1|ProcessDat
[X2X [F1jsubDevices|STOD3 | SFM1-A11_1jProcessD:
X2X IF1]5ubDevices|ST003 | SFM1-A11_1|ProcessData[rmsl 1Abs
X2X IF115ubDevices|STO03 | SFM1-A11_1[ProcessDatalrmsL2
X2X [F 1]SubDevices|STOD3 | SFM1-A11_1[ProcessData|Irmsl 24bs
XX IF1{SubDevices|STO03 | SFM1-A11_1|ProcessDatalirmst 3
X2X TF1|5ubDevices|STO03 | SFM1-A11_1|ProcessData|rmsL 34bs

Numhnk\zUBuJJs’ IObjects [DeviceSet|X 208C008T[X2X IF1{SubDevices|STO03 | SFM1-A11_1[ProcessData|ImsMean

X2X IF 1]SubDevices|STO03 | SFM1-A11_1|ProcessData|IrmsMeanAbs

8T [X2X IF 1]5ubDevices|ST003 | SFM1-A11_1[ProcessData LlnEFrEquEnqHn\DE\E(lEd

X2X TF1ISubD | SFM1-A11_1]P D:

ModulelD Ulnt16  Novalink/X20BCO!

Objects [DeviceSet|¥ 0BC008T|X2X [F1{SubDevices|ST003 | SFM1-A11_1 ProcessData [ModuleID

ModuleOk Boolean Nnvu\lnk/XZDBCDﬂBTlDbJemlh iceSet|X 20BC008T [X2X IF 1]SubD: | SFM1-A11_1|Pre

11
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Note: In this example we will use the next variables:
« ProcessData >> ModuleOk

» ProcessData >> RunningForward

« ProcessData >> ContactorVoltageLow

« ProcessData >> OverloadTrip

« ProcessData >> SensorModuleMissing

« ProcessData >> OSPValid

« ProcessData >> RunForward

« ProcessData >> ResetErrors

« ProcessData >> ResetCounterContactorA

Right-click on the ‘Templates’folder and select’Insert new template in Unified’.

ProjectView o x 1:Pagel r Protocols/v_'

My, LY )
+ AN 4 »]
b Nawolink
’E Project properties

Data
OPC UA Client:proti

v B Pages 4 plias: Novalink
v G unified Model: Default
v 7 Normal 4 ¥208C008T
4 (Objects
1: Pagel
* oy 4 DeviceSet
; 4 ¥20BCO0ST
S G B Insert new templzte in Uniied
Q\ Protocols ]

- Fl

v E] Tags

At the ‘Insert new page’, change the page name with ‘Background’ and click ‘OK’ button to continue.

=] insert new page ? x

Page name: |M Dashboard
Page type
O MNormal O Dialog @ Template

Unified

Categories:

=

Create the graphic as below with the time and date.

14:37:33

11 Jun 2024
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Now we will create the main page.
At the main page properties,select the ‘Background’from the drop down menu.

Properties o X
&1 &0 &
-I Page : Pagel

Id Pagel

Width 800

Height 480

Fit to Screen ¢ Fit to Screen

Background |[ [255, 255, 255] 3_111

Background

Static Optimizz true
Static File Typi png
JavaScript Deb false
Keyboard true

Draw the graphic as below.

14:19:37

11 Jun 2024
ModuleOk OSPValid SPVali
RunningForward RunForward
ContactorVoltageLow ResetErrors
OverloadTrip ResetCounterContactorA
SensorModuleMissing MechSwitchCountA 99999
OSPValid

After that link the tags for the value field in the main page.

Properties o x
&1 & &1
- Lights : LgtStd3 A

=l Value 0 ;"J
= Datalink  Novolink/X20BCDOS8T) | Objects) | DeviceSet\ | X20BCOOST\ | X2X IF1\ | SubDevices\ | ST003 \ | SFM]J
Access TR

Stroke Color | i} [0, 0, 0] al +|

Repeat the same for others.

13
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When complete, download the project to the CP600 device. Now the communication will start.

11 Jun 202¢

CP600

OPCUA o !
e Ethernet

l switch

AF09...AF96
contactors

“Smart function
module J

Xz2X

Smart
current/voltage
sensor module

Smart Gateway
SGWX20-OUA

ModuleOk 0SPValid
RunningForward RunForward
ContactorVoltageLow ResetErrors
Overload Trip ResetCounterContactor/ [[EREEE

SensorModuleMissing MechSwitchCountA

0SPValid ‘

Note: CP600 HMI simulator can also work with real protocols in case we don’t have the CP600 hardware
in the hand.




CP600 WITH NOVOLINK TECHNICAL GUIDE 15

4. Important disclaimers & recommendations

4.1. Cyber security legal disclaimer

CAUTION!
Generally, the user in all applications is fully and alone responsible for checking all functions carefully,
especially for safe and reliable operation.

The Smart Gateway and Novolink modules are designed to be connected in the ABB and 3" party products and communicate
information data via network interface. It is the user’s sole responsibility to provide and continuously ensure a secure con-
nection between the product and the user’s network or any other. The user shall establish and maintain any appropriate
measures (such as but not limited to the installation of firewalls, application of authentication measures, encryption of data,
installation of anti-virus programs, etc.) to protect the product, the network, its system, and the interface against any kind
of security breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or information. ABB and its
affiliates are not liable for damages and/or losses related to such security breaches, any unauthorized access, interference,
intrusion, leakage and/or theft of data or information. The data, examples and diagrams in this manual are included solely
for the concept or product description and are not to be deemed as a statement of guaranteed properties. All people re-
sponsible for applying the equipment addressed in this manual must satisfy themselves that each intended application is
suitable and acceptable, including that any applicable safety or other operational requirements are complied with. Any risks
in applications where a system failure and/or product failure would create a risk for harm to property or persons (including
but not limited to personal injuries or death) shall be the sole responsibility of the person or entity applying the equipment,
and those so responsible are hereby requested to ensure that all measures are taken to exclude or mitigate such risks. This
document has been carefully checked by ABB, but deviations cannot be completely ruled out. In case any errors are detected,
the reader is kindly requested to notify the manufacturer. Other than under explicit contractual commitments, in no event
shall ABB be responsible or liable for any loss or damage resulting from the use of this manual or the application of the
equipment.

4.1. UaExpert

UaExpert is software, provided by Unified Automation. We suggest using this software for monitoring the data as described
in chapter “UaExpert”.

Important: This software does not belong to ABB, and we don’t take any responsibility on its functionality.
4.2. Making your Networks more secure

Following points are strongly recommended to make networks more secure:

« Isolate your network - separate the OT network (operation technology) from the IT network (information technology).
This helps prevent any attack reaching the IT network from spreading to the OT network.

« Use firewalls - Implement firewalls to prevent unauthorized access to the OT network.

« Use access control — Implement access controls to restrict the human and device access to the OT/IT network and de-
vices.

- Keep software up to date — Make sure all software/firmware of the devices are up to date to have the latest security up-
dates installed.

« Reduce attack surface on devices — Disable device functions, services and ports not needed.

« Replace default passwords — Replace all default passwords of the devices to prevent attacker from getting access using
default credentials.

« Monitor network activity — Monitor the OT network for any malicious activities that could be a sign of an attack. Example
of network monitoring tool is intrusion detection system (IDS).

« Train employees - Train operators and service people on IT and OT security best practices.
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Additional information

We reserve the right to make technical
changes or modify the contents of this
document without prior notice. With
regard to purchase orders, the agreed
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potential errors or possible lack of infor-
mation in this document.
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