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Notice

The information in this document is subject to change without notice
and should not be construed as a commitment by ABB. ABB
assumes no responsibility for any errors that may appear in this
document.

In no event shall ABB be liable for direct, indirect, special, incidental
or consequential damages of any nature or kind arising from the use
of this document, nor shall ABB be liable for incidental or
consequential damages arising from use of any software or hardware
described in this document.

This document and parts thereof must not be reproduced or copied
without written permission from ABB, and the contents thereof must
not be imparted to a third party nor used for any unauthorized
purpose.

The software or hardware described in this document is furnished
under a license and may be used, copied, or disclosed only in
accordance with the terms of such license.

Copyright © 2004 ABB

All rights reserved.

Release: January 2004

Document number: 3BGB200004 - DO002 A

TRADEMARKS
Registrations and trademarks used in this document include:

Microsoft Registered trademark of Microsoft Corporation.
Windows Registered trademark of Microsoft Corporation.
ComplyIT Trademark of ABB.
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TRAC

Trip Requirement and Availability
Calculator

TRAC is a validated, professionally developed package for
Instrumented Protection System SIL Determination and Design in
accordance with IEC 61508 & IEC 61511.
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Welcome to TRAC.

This User Guide provides an introduction to the basics behind TRAC,
its user interface and the database that has been designed to be

flexible and configurable to meet your needs.

This User Guide covers TRAC versions 1.9(30) onwards.
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1 Product Description

TRAC is a proven approach for the SIL assessment, architectural
technical specifications and data storage, of plant instrumented
safety or product critical systems.

TRAC uses a new software package that has been professionally
developed and fully validated by ABB. The software is designed to
simplify the task of managing data with ease of use, based on
standard Microsoft PC technology. The system is supplied via a
licensed agreement with ABB and comes complete with the
necessary backup support.

The product is based on the highly successful BP developed Trip
Test Interval Calculator ‘TTIC’ system, developed specifically for the
chemicals and related sectors, which has been in existence since
1997. TRAC incorporates the proven features of the ‘TTIC’ system in
addition to new features designed to take into account new user
features and in accordance with the requirements of IEC 61508 &
IEC 61511.

Benefits
The key benefits of the TRAC system are that it:

Draws together all relevant data in a customised, user-
friendly database.

Demonstrates the rationale and selection of appropriate
safety integrity levels and aids the reduction of maintenance
costs by proof testing at optimum intervals.

Provides concise reporting of SIL determination and
instrumented protective system design configurations.

Determines the optimum design configuration and periodic
test intervals for instrumented protective systems.

Provides a competent and recognised source of reliability
data.

Windows based software with easy to understand menu and
help displays.

Fully integrated with Microsoft technology for data access
and Office tools for special reports.
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2 Getting Started

Having installed the TRAC software (see section 7), first ensure the
server that your TRAC database is located on, is running.

For networked TRAC installations, this is done by your

TRAC System Administrator.
For stand alone TRAC installations, use the icon % on the

taskbar, or select Windows menu item Programs, MSDE,
Service Manager.

2.1  How to Start
Launch TRAC using the Windows menu item Programs\ABB Eutech\
TRAC.

S TRAC - Disconnected - [TRAC Navigator] : . — o] x|
Eile Tables Admin Window Help |8 5||

Server: Notconnected
e e %
Far support contact ABB: :.
Tel: +44 (01642 372322

E-mail: trac@oh.abb.com

o)

wersion : 1.9 (13

LICENSED TRAC
@ ABB I002-200% ‘. I. l.
Trip Requirement and Availability Calculator ot 1)

in accordance with IEC 61508 & IEC 61511
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Click on the ‘Open’ button found on the Right hand side of the TRAC
navigator screen.

If TRAC is not licensed on this PC, a licensing form will
appear. Refer to section 10 ‘Licensing TRAC'.

If this is the first time you have opened a database with this
version of TRAC, the licensing agreement form will appear.
Read this carefully, and click yes if you accept the terms.

TRAC will produce an open database form
Check the server name is correct for your application
Enter your login name

Enter your password
Select from the drop down list the database you require

Now click on the open button on the top right hand side of
the log in screen

5 TRAC@E: Dpen Database B =1x]
Computer Mame (Server). [CBBHWLI0DD022
Login Mame (User): [JonesF Cancel |
Password: [7+]
jt Help |
Database: |TRAC_Training j Eefresh |
i
Change
auto-
backup
path
Notes:

For stand-alone users, launch TRAC and open the new database
you created on your server during the installation process (section
11.1). Once the Open database form has been launched, type in
‘(local)' to the server box, then type in 'sa’ for your login hame and
confirm your 'sa’ password (which was created as part of the
installation process, section 11). Finally select the database that you
initially created from the drop down list.

If you are running via a separate server, then your Systems
Administrator is responsible for ensuring that it is running, and that
you have been granted access to the TRAC database(s). Please
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contact your Systems Administrator for you login name and initial
password.

TRAC may ask if you wish to create an automatic backup of the
chosen database (section 13.4).

The TRAC navigator screen will now indicate which server, database
and user ID is in operation. The selected TRAC database is now
ready for use.

The user may now choose from the selection of ‘Shortcut Buttons’
that have become active on the right hand side of the TRAC
navigator form.

& TRAC - (local). TRAC 1.9 Demo.bradbyi - [TRAC Navigator] -10] x|
ile Tables Admin Window Help .- 5||
T
Databass © TRAC 1.8 Dema
Iax Tol Risk
User: bradhyi
Loap Library
Safety Function
Far support contact ABB:
Tel: +44 (0)1642 372322
E-mail: trac@oh.abb.com
“iersion © 1.8 (13
LICENSED
@ BB 3002-2003 TRAC . R A DD
Trip Requirement and Availability Calculator fatl )
in accordance with IEC 61508 & IEC 61511
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2.2 The Navigator

TRAC has been designed so the navigation buttons the user is
required to follow to successfully utilise the tool are in sequential
order starting from at the top and working down.

Shortcut buttons on the Navigator

Open Opens a database - enables other buttons
server name (or local for your PC)
username (for that server)
password (for that username)
Database name (for a business / plant)
Organisation Create a business organisation structure

Business

Control Room

Plant
(Optional) Plant Area, Plant System
The Plant is key because each Safety Function
belongs to a plant
Max Tol Risk Set the maximum tolerable risk for each plant in
accordance with operating requirements and
company safety policy
Loop Library Create or modify a Loop Library Template; this is a
list of instruments that comprise the template. Can
be designated as either input or output.
Safety Function Create or modify an instrumented protective
system belonging to a plant and consisting of a
number of /0O Functions. Each I/O Function has a
voting configuration (simple, 2003 etc) and has its
'shape’ determined by its Loop Template.

Reports Reports that provide detailed information from the
database.
Exit Close database and exit TRAC.

The following sections describe how to create a safety function in
TRAC. The TRAC help files also contain the same explanation in the
‘Quick Tour’.

Organisation, Max Tol Risk & Loop Library are all associated with
the initial set up of a database only. Please skip to section 2.6 to
only create a safety function.
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2.3 Organisation

Click the ‘Organisation’ button on the TRAC Navigator to open the
Organisation Wizard.

The Organisation Wizard guides you though creating an organisation
structure. This structure is needed for reporting purposes as each
safety function must belong to a plant.

You can select an existing Business from the drop down box or
create a new business by clicking the ‘Create’ Button. This brings up
a dialogue box in which the new name can be entered.

You can then create Control Room(s) and Plant(s) in a similar way.

B9 Organisation Yizard x|

Thig wizard will guide you through creating an organisation structure. This is required Heln |

% because each Safety Function must belong to & Plant.

You gb not meed to use this form i you have abeady crested & organisation
StUCire B contain oLy SafEty FUnctions.

1 Select or Create a Business || J Create | Bename... | Delete |

2 Select or Create a Contrel Roatm | d Create | Eename [ Move..,. | Delete |

3 Select or Create a Plant | d Create | Eename /fIove..,. | Delete |

4 (Optionaly Create 2 Flant Area | J Create | REerarme. .. | Deletz |

S (Gptionaly Create 3 Plant System | El create | BEnarmme. ., | Delete |
Done |

You should create a structure down to Plant level. (Plant Area and
Plant System are optional.) Alternatively, you may if you wish use the
predefined Default plant.

Once you have created the organisation you do not need to open this
form again, unless you want to use expert mode to amend the
structure.

Use the 'Rename/Move' button to modify the organisation structure.

Click the ‘Done’ button to return to the main menu screen.
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2.4 Maximum Tolerable Risk

Click the ‘Max Tol Risk’ button on the TRAC Navigator to open the
Maximum Tolerable Risk form.

Once the organisation has been created and the specific plant you
wish to work within has been created in the database, then the next
step is to identify the maximum tolerable risks for each of the risk
types. In other words, what is acceptable for the safety functions in
the selected plant in terms risk to people, the environment and plant
equipment. This allows the user to have risk targets that are plant

specific.

Please note that Maximum Tolerable Risks apply to the Safety
Function in the selected plant.

8 Maximum Tolerable Risk x|
Salact 3 Plarnt Save |
Plant  [bemo | Urido |
This plant has 4 Safety Functions Dane |
Do not alter the Maximum Tolerable Risks —
unless you understand the consequences!
Help |
Maximum Tolaratie Risks for
Sarety Functions in Salected Plant Safety - 10 steps wa|wa wi
P! -
Set the maximurm tolerable risk for /_i;;‘“_igg;:_ =] 1] -
each risk type by clicking in the FRAE ;e (P Y P
Tolerable Risk colurmn below. ég‘; _Fa R N
cd Fb:=_=:Pa
CQCFEHE;— I
. - Fa Pb . .
The selection you make must b i Fbo :’,';;::_ - "

secordance with your Company s
rigk policy for this plaet (503

Risk Type
ct
Environmental impact

Asset or Production loss

Justification

Man loss per vear = £ 45k fAr

Mancirurn tolerable risks for asset and production loss are taken from document X00¢ and

have been agreed with senior business managers,

Mancirurn tolerable risk for environmental impact has been declared in the environmental

case Y for this operating site in line with EA requirerments.

Manirurn tolerable risk for safety impact is based on the company's individual risk criterion

Lirk

Browse... Cper...
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If you click on the Maximum Tolerable Risk entry e.g. Asset or
Production loss, then a drop down menu appears.

B Maximum Tolerable Rislk : x|

Sejact 5 Plart Save |
Blant |Dem0 | Undla |

This plant has 4 Safety Functions

Do not alter the Maximum Tolerable Risks
unless you understand the consequences! |

Help

Maximuim Toleratile Risks B
Safety Aunctions it Seiected Plant

Asset w3 wa | wi
Set the maximum tolerable risk for Er— B
each risk type by clicking in the o SN
Taolerable Risk calurmn below, ég? 3 =13

o e EHEE

The selection you make must be in e K E

SECOrdance With yoLy Company s
risk palicy for this piant. ()
Risk Type [ Max Tolerable Risk

| [Safety impact Risk of on-site fatality = 0.000003 fvr

| [Enwironmental impact Frequency of Major off-site impact = 0.0003 Ay
i Ma Ioss per year = £ 45k A

Justification ax loss
[Mavimum tolerable risks for as: Max Ioss per year = E 4 5k fY"
have been agreed with senior business managers.

Maimurn tolerable risk for environmental impact has been declared in the environmental
Case ¥y for this operating site in line with EA requirements.

Manimurn tolerable risk for safety impact is based on the company's individual risk criterion

Link | Browse‘..l []a=T P |

Here you can select the level of tolerable risk. This needs to be
repeated for each risk type. This should be in line with your published
company safety policy tolerable risk figures. (See guidance in section
3.1)

This exercise should be repeated for each plant in your database
before carrying out any Safety Integrity Level (SIL) assessments.

Once you have selected values for each topic, click 'Done' to save
your settings and return to the main screen.

Note: - Please do not use the Demo plant to evaluate safety
functions on your plant, as the Maximum Tolerable Risks may not
match your company standards. Please create a new plant and
calibrate the three risk graphs to match your company criterion.

Page 12 of 109 ‘l .! l.
© ABB 2003 MIPDEp



3BGB200004-D0002 A

2.5 Loop Template Library

This is where the I/O functions (which are used to create a safety
function) are built up of individual components, either as input or
output templates. One Template can be re-used many times in
several different 1/O functions. Hence, a common equipment
configuration used on your plant, can be described in one template
and then used to configure several safety functions on your plant.
This should save you time in configuring TRAC.

Loop Templates can be used to build up into a library of standard
components that can be re-used across many safety functions in
your database.

A simple safety loop (shown below) would consist of one input and
one output template either side of the E/E/PES logic solver.

Configuration of Safety Loop
Loop Type = [nput Loop Type = Output
Logic
Solver
Sensors & (E) Relays Lctuators &
asgoriated (E) Solid State Lagic agzorciated
components (PES) PLC components

Once a loop template has been selected, the following tabs become
active; Basics, Instruments, Where used as shown below.

Page 13 of 109 ‘l .. l.
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251 Basics Tab

The Basics tab view allows you to identify the loop template with a
short and full name. If this is a loop template which is to be used
many times, then the name should include a prefix such as ‘Generic’
to differentiate this template from a unique template which is used
only once (as shown in the example).

% Loop Template

x|
%@ St oo et List All Versions [ oz |
Loop Template  [Demo Gen Level SW (v1) | e |

or click New o creste o new Loap Tempists Mew 0
Dore
Help |
EHBTED LI Ve Rename... | Wersion Copy | Delete |

4 Bﬂﬂf L_J!mtrwmntsl 2 Where used

The shart name For this template must be unique in this database,

If you inkend that this template is ko be used only within one Safety Function {rather than being a re-usable
standard configuration), ¥ou should give it a name that reflects that, Far example, prefix the name with the plant
name andjor the loop kag. If you intend it for re-use, prefix it with the word 'Generic',

This template is used by 2 I/0 Functions.

*ou cannot modify this Loop Template because it is
used by one or mare locked 10 Functions.

Shart Name  |[Demo Gen Level Si
FullMame JLoop Termplate Dermo Generic Level Switch Wersion 1

Type [N M Lambdal (dry) 0.01500

Cost Of Test I £250 (wetted) | 0.05000

Here it is important to set the loop Type' whether it is an input or
output loop and a value for the cost of testing this portion of the
instrumentation.

Now we can select the instruments for this loop template by moving
to the Instruments tab.

Page 14 of 109 ‘l .! l.
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252 Instruments Tab

The Instruments tab allows you to select the instruments that make
up this loop template from the instrument database held in TRAC.

Guidance on TRAC Instrument Reliability database is given in
section 3.4

% Loop Template E
%E Select 3 iogp Templste List &ll Versions [ —Iﬁave
Loop Template |Dem0 Gen Level (v1) = |
or click New o creste o new Loap Tempists Mew éz:: |
Help |
Selected Loop Tempiste Rename. . | warsion Copy | Delete |

This lists all the instrurments that make up this template.
Click Configure to change the details of an instrument (after selecting the one you want o wark an). Click Delete ta remove
selected instrument. To add an instrument, click Add.

G . Add... Eemmye Configure..

Manufacturer LambdaD Wetted |Count

Here we can add new items of equipment to make up the loop
template required for this portion of the safety function by clicking on
the 'Add" button.

This launches a new form ‘Instrument (as part of a Loop Template)’
as shown below.

The name of the loop template that you are about to add a new
instrument to is shown at the top of the screen.

Page 15 of 109 ‘l l. l.
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8 Instrument (as part of a Loop Template)
Salect ar fnstrument v & Loog Templste st ol versions T

Loop Template |Test {wl) =1

Instrument |New Instrument

ar chick New 0 S0t S Instruiment (0 this Tempiste = |

- Done |
__teb |

Help

Selacted fnstrument

Here you can change the details {model etc) For an instrument that forms part: of this
template, or change the number {count) of this instrument type that this template has.

Type || =] Count
Manufacturer | il % Larnbdal
Model =] Wetted

Click on the ¥ buttons to clear the Type, Manufacturer or Maodel dropdowns.

Delete |

-

You can then select from the type, manufacturer and model drop
down boxes to locate the instrument you wish to add to this template.

Note - By clicking on one of the buttons marked 'X', this removes the
selection from the dropdown box.

E Instrument {as part of a Loop Template}

Salact an fnstrument for g Loop Tempiste st ol Yersions T

Loop Template

Test (v1)

[

x|

Sawe |

Undo |

Instrument Default {hon-wetted) ™ Generic ™ Default instru j
Cone |
[ews
Help |
Selorted nstrumant

Here you can change the details (model etc) For an instrument that Forms part of this

template, or change the number (count) of this inskrument type thak this kemplate has.

Delete |

Type [Barrier d il Count 1
Manufacturer |Demo | il X LambdaD 0.01500
Mode! [ - il Wetted Mo

Click on the X butions to clear the Type, Manufacturer or Model

Page 16 of 109
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Finally click 'Done’ to return to the loop template screen.

& | oop Template

' x|
%@ St oo et List All Versions [ oz |
Loop Template  [Demo Gen Level SW (v1) | |

Unda
or click New o creste o new Loap Tempists Mew

Dione

Help |

Selected Looy Templsts e — | TP ——

Copy | Delete |

1 Basics g}mtr ts = . us'gdl

This lists all the instrurments that make up this template.

Click Configure to change the details of an instrument (after selecting the one you want o wark an). Click Delete ta remove
selected instrument. To add an instrument, click Add.

J Al | Eemmye | Configure.. |
Type | Manufacturer | Model | LambdaD | Wetted [Count
| » | Barrier Demao Barrier - dema use only 0.01500 False 1
Lewel Switch Dema Lewvel Sw - dema use anly 0,05000 True 1

If you wish to delete one of the Instruments in the list, click on the
row to select it (note the back arrow head should move to the

selected row) click on the 'Delete' button. This selection should now
be removed.
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253 Where Used Tab

The Where Used tab view shows where the Loop Template is used
within a safety function within the database

5 Loop Template

x|
et @lieue Ve List &l varsions [ Save |
Loop Template IDemD Gen Level S (vl) ;I

Unda |
or ciick New fo create g new Loop Tempisie Mew i |
Help |
Seiected Logp Tempiste Rename... | “ersion Copy | Delete |
1 Basics | 2 mstruments _
This shows whete this Loop Template is used. It is mainly fior information, but you may if you
wish select one of the listed IO Functions and click on Configure to view (or alter) it,
L0 Functions Configure. ..
| Safety Function | 1/0Function | Template [ oting [ Type [ le Tag| Lock
L High Lewvel KJO Pat (1) LS 8174 Input Dema Gen Level SW (v1)  |Simple IN LS 8174 Yes
High Lervel KO Pak (w2) L5 8174 Inpuk

Demo Gen Level SW (w1) | Simple TN LS 8174

On completion - you can press the 'Done' button to return to the
main screen.

Page 18 of 109
© ABB 2003




3BGB200004-D0002 A

2.6  Safety Function

Click the ‘Safety Function’ button on the TRAC Navigator to open
the Safety Function form.

This is where the key information for your safety functions is held.
Here you can carry out an assessment of the risk, configure your
safety loop using equipment details held in the database, and see if
your safety loop meets the requirements of your assessment.

& Safety Function 4 ]

= Select @ Sarely ACtion List &ll Versions S
El= Select Blant |DemD | organisation...
Undo
Cl B Safaty Function | =] _—I
ar chok Mew {0 create S mew SSfEly FURCHDn New ﬂl
Help

First of all, you must select the plant you are considering from the
drop down list. Then you can either create a new safety function by
clicking the ‘New’ button, or view an existing safety function again by
selecting this from the drop down list.
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Once you have chosen your safety function - you can then view the 4
key tab sections (Basic Information, SIL Assessment, Configuration
& Achieved SIL) for that safety function.

2.6.1 Basic Information Tab

The Basic Information tab view allows you to identify the safety
function with a short and full name. You can also change the plant
area and plant system that this safety function belongs to, by
selecting from the appropriate drop down boxes.

The 'Purpose’ field should contain the reason why the safety loop is
required. Any references to the hazard study reports etc (HAZOP)
can be recorded in the 'Comments' field.

EH Safety Function x|
Salart 5 Sty FLUCHoT List &ll Wersions [ e |
Select Plant [Demo =] organisation...
& Safety Function |High Level K/O Pot (w1} = Qn_dul
or chitk Mew io creaie o new Saigly Aunction New —IgmE
Help |

Sajarted Safty FLGCHOT
Rename...l Mave. .. | Yersion | Copy | Delebel

{ I Basic information)| 2 611 Assessment | 3 Configuration| 4 Achieved sit |

you cannat modify this Safety Function because it is loded.

Short Mame |High Level KO Pot

Full Mame  [Safety Function High Level Knock Out Pot ‘Yersion I 1
Plant |Dermo Plant Area |Default area

Plant System  [Default system

Purpose [This stops the flow to flare on high level in the knock out pot,

Link Brovese.., Open:,, |

Comments [Hazard Study 3, Meeting 10, Action 12,

Link Browse. ., OpEn.,, |

Once this section is complete, then move to the next tab along, SIL
Assessment.
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2.6.2 SIL Assessment Tab

The SIL Assessment tab is for identifying the required SIL of the

proposed system.

Before carrying out this assessment, you need to check and update

the Asset Cost of Failure and Demand Frequency fields.

However, if the SIL is already known for this safety function,

then

check the Set SIL without Assessment box, as this will then allow
you to enter a Risk Type & SIL value directly from the drop down

boxes. You can then move on and select the Configuration tab.

If you wish to carry out an Assessment using the T
methodology, then click the '‘Assess' button on.

B3 Safety Function
Selact 5 Safety Function List &ll Wersions Save |
Select Plant IDEmD d Crganisation, .. | —
Unda
& Safety Function [High Level K/O Pat (v1) | ——I
ar chick New i craste 3 new Safety Function MNew ﬂl
Help |
Selortod Safety Funchion _
Rename... | Mave... | Yersion | Copy | Delete |

1 Basic information 2 5H Assassmen fl 2 Conﬁgw'atrbnl 4 Achvieved Sit |

Asset Cost OF Failure m No assessment carried out for these risks:
e Safety
Dermand Frequency 0.1 per year
Unritigated ssset Cost £125,000 per year
St SIL without TRAC assessment [ Risk Type [Ervvic =l Jomciess ]
but always oo TRAC assessment I Ton Aseeesed Risk IAgget |SIL 1

ASsEss, .. Team... | Assessment Date |

Assessment |(no justification provided)
Justification

Link | Browse.., OBEr,.. |

Locked 5L
Lock Assessment |
Risk Type Mz tolerable risk

SIL

Locked at | by I

RAC

X
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When the Safety Integrity Level Assessment screen appears, you
can then make the appropriate selections from the radio buttons for
each of the risk types, asset, environment and safety.

Guidance on the following selections is provided in section 3.2:
Consequence of Trip Failure
Probability of Exposure if the hazardous event occurs
Probability of avoiding the hazardous event

Frequency of demands on the instrumented protective
system

[ safety Integrity Assessment x|

Save
Safety: Mot Assessed
—————— Asset wz [wz]w
Enviri UNCLASS rdo
—_— p—1 |- |-

Aszessed Sz

Asset: SIL 1

Ca pa = !

Ch Fb 1
Ce Pa

Cd Ph

Help

Assessment Justification...

Safety: Safety impact (1) | Envir: Environmental impact (2) Asset: Asset or Production loss (3)

- Consequence of tp Faitwe

© MNA Mot assigned Help
" Ca  Total loss less than £ 150k
% Ch* Total loss between £ 150k and £ 1,5M
" Cc  Totalloss between £ 1.5M and £ 15k
© Cd  Total loss more than £ 15M
.. | JLoss of the column would cause @ major plant upset of 16 weeks whils a replacement column was Fabricated and installed, =
[~ Frobabiity of exposure I the hazardous avent occwy
WA Mok assigned Help
@ Fb  Frequent ko permanent exposure in the hazardous zone
oo | Jirtegral part of plant Fabric, =
- Frobabiity of avoiding the Aarardous event
© MNA Mot assigned Help

£ Pa  Possible to avoid on at least 90% of occasions
@ Pb Almost impossible to avoid
<+ | |5hould the operator activate dischargs pumps JL00A/B within 5 minutes, it is possible bo transfer column contents to recsiver Y123, |—

[~ Frequency of gemands on metrumented protective ysfan
© MNA Mot assigned Help
W1 Demand frequency less than 0,03 per vear (>33 years)
& W2z * Demand Frequency between 0.3 and 0,03 per year (3 to 33 vears)
" W3 Demand frequency between 3 and 0.3 per year (4mths - 3 years)
IOperating team estimates demand ewvery 10 years., :"

Once the assessment is complete you can return to the safety
function main form by selecting the ‘Done’ button.
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A team who fully understands the plant should carry out this
assessment activity. Click the 'Team' button (on the Safety Function
form) to open the form shown below, where you can record the
names and roles of those present during this assessment activity.

B Assessment Tear Members |
Select 3 SSiety FUCion List &l %ersions =
Select Plant |DemD |
8 Safsty Function [High Lewel KO Pot (v1) |

Cone |

Predefined teams: Maintain | Thase butfons woik on Eha feam name enferad n Ha
drapdons an the faff.

Team Code I v| Save Team | Load Team | Delete Teaml

You cannot modify this SIL Team because the Safety Function is locked
Memibers of the Assessmant Team

Role | Discipline | Name

i | Safety Manage | Jomes, F
Control Engine | Garlick,
Lead Process ¢ Ogg, M
Engineering Te  Prachet, T
Shift Manager  ‘Weatherwax, G

Once the details of the team members have been completed you can
then return to the safety function main form by clicking the ‘Done’
button.
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Finally, returning to the SIL Assessment tab, you should populate the
‘Justification' field with the chosen reasoning reached by the team,
which will be printed in the safety function report.

82 Safety Function x|
= Select & Safely ArCHion List &ll Yersions T -
=H 1= Select Plant IDEmD ;I Organisation. .. =
Unide
=} 8 Safety Function |H\gh Level K/0 Pot {v1) =1 ’—I
ar chick Mew fo create & new Sorety Fuaction New ﬂl
Help
Sefected Sarely Function
Renarme... | Move. . | VErsion | Copy | Delete |

X Basic fnformation | 2 Hl Assessmen fl 2 Conﬁg\r_w'anbnl 4 Actveved 51 |

No assessment carried out for these risks:

Asset Cost Of Failure £ 1,250,000
Safety

Demand Frequency 0.1 per year

Unmitigated Asset Cost £125,000 per year

Set SIL without TRAC assessment [ Risk Type I =1 | []
but always co TRAC assesstent IT Top Assessed Risk |Aaset ISIL 1

Assess... | Team... Assessment Date |21—Oct—2003 06:57

Agsessment  |(ho justification provided)
Justification

Link| Browse... | CRER, .

Locked ST
Lork Assessment |
Risk Type IAsset Max tolerable risk IMed
*fou cannot modify this SIL
Assessment because it is sl ISIL 1
lncked. Locked at [p1-Oct-2002 07,17 by fionesf

Note that if only one of the risk types is complete, the SIL
assessment tab form will highlight that one (or more) of the other risk
types has been ignored or is incomplete. You will also notice that the
calculation date and user name fields have now been updated.

Before moving on to the design of the loop, it is good practise to lock
the results of the assessment so that it can no longer be edited within
the database, click the 'Lock Assessment' button.

Once this section is complete, then move to the next tab along,
Configuration.
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2.6.3 Configuration Tab

The Configuration tab is where the equipment used to carry out this
safety function is identified and linked together.

2 Safety Function : X
= St & Safely Aunction List &ll versions Save
=HiE Select Plant IDEmD ;I Qrganisation. .. |

) - Uricle
=] 8 Safety Function |H|gh Level K/0 Pot (v1) |
or chick Mew fo creste a new Safety Aunction New ﬂl
Help
Selarted SafEtly AL :
Rename. | Mave. .. | Wersion | Copy | Delete |
1 Basic Informatfbnl 2SIt Assassment | 3 Configur. ;ffﬂﬂél 4 Achieved 5ii I
Logic Solver [/ Function
Configure... | Add... | Delete | Carfigure. .. |
|
E/EIFES
LS 8174 Input Legic Salver X4 E174 Dutput
Dema Gen Level SW (1] Deme Gen ESD Yalve [v1]
Tags: 0. Tags:
e | B e
Malve

So now for this 'Safety Function' we need to design the input and
output elements. Each input and output element within TRAC is
called an '/O Function'. In this case, this safety function has one
input, and one output function.

Each /0O function has a number of instruments connected together to
form either an input loop or an output loop. This collection of
instruments is called either an input or output '‘Loop Template'.
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Click 'Add' to create a new I/O Function for this safety function.

(Note - if the safety function you have selected is 'locked’, you will not
be able to add/delete or configure any data. Please use the 'Version'
button to create an 'unlocked' copy of this safety function.)

If you wish to delete one of the I/O Functions shown, click on the
function in the graphic (note the I/O function will now turns grey to
indicate that it has been selected) now click the 'Delete’ button. This
selection should now be removed.

To edit an existing I/O Function select the graphic by clicking on it
once and click the I/O Function 'Configure' button, or simply double
click. This brings up the 1/O Function form.

To edit the Logic Solver settings click the Logic Solver 'Configure’
button, or simply double click on the graphic. This brings up the Logic
Solver form. This is where the logic solver PFDavg can be set and
the architectural constraints for the logic solver are considered.

& Logic Solver x|
Save l
WUndg l
Done |

Help l

i Set Logic Solver PFDavg: r i If not set, default value of 0.00100 will be used

Plarit iDe ligls]

Safety Function [High Level K/0 Pat (v1)

LefLed

Harchware Fault Tolerance IHFT 0 M I
Is the Logic Solver programmable? [~ Safe Failure Fraction i ki I

The [EC 61511 Maxirmurm SIL for this Logic Solver architecture is |SIL 1
The target SIL is [SIL 1

Solver |(no justification provided)

Justification
Link I Browse,.,, Dpen..,
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2.6.4 I/0 - Input/Output Function

I/O Functions are used to describe how the loop templates are
connected together to define your safety function.

A safety function must have at least one input and one output
template, and can have many input and output templates.

For the safety function to operate successfully, all I/O Functions
must operate correctly. Each I/O Function can be configured with
voting in TRAC.

To demonstrate how /O functions work, we will consider an input
function.

Please create a new (by clicking the 'New' button) or select an
existing I/O function from the drop down box. Once an I/O function
has been selected, the following tabs can be viewed; Definition,
Factors & Tags.
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2.6.5 Definition Tab

The Definition tab view allows you to identify the I/O function with a
short and full name.

'0 Function x|

Sayve |

Selact g IO Function Lizt &l Yersions
Select Plant, |Dem0 =1
) (e}
%D Safety Function [High Level K/O Pat (1) = | Safety R | ——I
and L2 Function |LS 8174 Input ;I —Igone

or click New {0 creste 3 mew 0 Aunction Tew ]
Elp |

Sederted 70 Function Copy | Deletel

| X Defit ”§|2Factor5*| 3 Tags'

*fou cannot modify this I/0 Function because the Safety Function is locked.

The shart name is typically the tag of the loop, or group of loops if voting is employed. {eg TZ4123) If you don't
know the tags vet, set any name you like; you may change the short name here later,

Short Name |LS 8174 Input
Full Mame [I/0 Function Level Switch LS 8174 Input

Loop template List All Yersions T
Dierno Gen Level St (v1) - |IN e, | Configure. .. |
Type [Manufacturer [Model
Covel S eme Level - dom oo nl LarmbetaD (cry) [ 0.01500
{(wetted) |  0.05000
Test cost {per loop) [ £z30

Vating Configuration [Simple -] additional costoftest [ £0
IEC 61511 Max SIL [SIL L (per 1/0 Functior)
Target SIL |SIL 1

If this is a new I/O function, please add a full descriptive name and a
short name so that this 1/O function can be identified.

Next the loop template used by this I1/O function must be selected
from one of the existing loop templates from the dropdown box. This
describes the instrumentation making up the input side of this safety
function. (Alternatively clicking the ‘new’ button can create a new
loop template).
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Note - The selection of generic loop templates comes in handy when
you have to repeat a large number of similar design systems. These
are then held in the ‘Loop Library’ for future reference.

If the loop template you desire is not within the current drop down list
or you wish to modify an existing template, then click the '‘configure’
or ‘new’ button. TRAC will then display the loop template library
form. (See section 2.5).

The voting configuration for this I/O function can be selected from the
dropdown box. From this, the loop architecture can be calculated
(using IEC 61511) and this can be compared against the target SIL
from the SIL Assessment for this safety function.

Once this section is complete, then move to the next tab along,
Factors.
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2.6.6 Factors Tab

The Factors tab allows you to configure a number of factors that will
influence the performance of your safety function.

'0 Function x|

Selact g IO Function Lizt &l Yersions Save |
Select Plant, [Dermo
7 - ) (e} |
Safety Function |High Level K/ Pot (v1) Safety Fii. |
and L2 Function |LS 8174 Input

Dione |

or click New {0 creste 3 mew 0 Aunction Tew ]
Elp |

Sederted 70 Function Copy | Deletel

1 Definition 2 Factors | 3 Tags |

If not set, default of 0% will

r ‘Consider diagnostic coverage:  Sef diagnostic % r I he used

Justification Jino justification provided)

Lirik Browse. .. (6]a=1n

Set common cause (Beta) % r I If not set, default of 15% will be used

Justification [(no justification provided)

Lirk Browse...l Oper... |

Duty Factors: “Wetted' |x1.5 'I Mon-\Wetted' le {good/clean’ 'I

Justification |Instrumentation on the knockout pot is subject to vibration

Lirk Browse...l (0]a=1 |

If you wish to consider loop diagnostics, checking the tick box will
allow you to enter a figure and justification in the adjacent boxes

If you have a complex loop configuration, then you can set the Beta
factor and enter a justification.

You can also select a number of different duty factors for both the
wetted and non-wetted components. A justification should also be
entered.
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Guidance on the selection of these factors is given in section 3.3.

Once this section is complete, then move to the next tab along, Tags.

2.6.7 Tags Tab

The next step is to assign a 'Tag' identification letter/number unique
for this input.

/0 Function x|

Sefect g 0 Function List &l Yersions [T Save |

Select Plant, [Dermo [
%‘D Safety Function |High Level K/O Pot (v1) = | Safety R | Qn—dol
and L2 Function |LS 8174 Input ;l &I
or click New {0 creste 3 mew 0 Aunction Tew Help |
Seiertsd J0 Function ﬂl %'

1 Definition| 2 Factors 3 Tags

Here you may enter the actual tags For the loop, or loops if voting is emploved. (&g
TZA123-A, TZA123-B) Or you can leave this blank if you want,

Required tags |1
Actual tags |1
Fags

Tag

> |15 8174
*

Here a unique 'Tag' identification number letter sequence for this
input 1/0O Function can be entered e.g. LS 8174

TRAC will remind you that the voting arrangement of this template
may require more than one Tag identification sequence e.g. 1-0-0-2:
LS128HH-A & LS128HH-B.
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You have now created an input 1/O function. Now you are required to
repeat the process for the output side. This is achieved by following
the same steps as we have just completed - but by renaming and
reconfiguring the details necessary for the output or final element
side of this safety function.

Click the ‘Done’ button to return to the Safety Function shown below.

82 Safety Function x|
= St & Safely Aunction List &ll versions Save
=HiE Select Plant IDEmD ;I Qrganisation. .. |

X - Undo
=] 8 Safety Function |H|gh Level K/0 Pot (v1) |
or chick Mew fo creste a new Safety Aunction New ﬂl
Help
Selarted SafEtly AL :
Rename. | Move. . | Wersion | Copy | Delete |
I Basic Informatfbnl 2 5l Assessment Eonﬂfgw' ;ffﬂﬂél 4 Achisved 51 I
Logic Solver [/ Function
Configure... | Add... | Delete | Carfigure. .. |
|
E/EIFES
LS 8174 Input Legic Salver X4 E174 Dutput
Dema Gen Level SW (1] Deme Gen ESD Yalve [v1]
Tags: 0. Tags:
e | B e
Malve

Once the 1/O functions are complete, you can move to the final tab,
Achieved SIL.
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2.6.8 Achieved SIL Tab

The Achieved SIL tab is where the test intervals are chosen and the
actual SIL achieved with the loop design (section 2.6.3) is compared
with the results of the assessment (carried out earlier in section
2.6.2), to see if all the safety integrity requirements have been met.

B3 Safety Function x|
Select 3 Safaty Fuction List all Versions [~ Save |
Select Plant IDE!rrID J Organisation, ., | —
Upclor
& Safety Function [High Level K/O Pat ¢v1) B ;I
or chick Mew i create & new Sty FUnCion New ﬂl
Help |
Selectad Ssfaty Frction .
Rename... I Move,.. | Wersion I Copy | Delete I

1 Basic Infurmattbnl 250 A.Rsmmentl 3 Configuration 3 Achieved Sit |

Test Intervals, .. | Table... I

Input test interval Iﬁm Output test interval |1y

Test Interval [The lowest cost is at 3m/3m, but practically it is unreasonable o take the
Justification [plant down for test this often,
(e should really have included the cost of production loss to test the output
loop in the testing cost for the loop template.)
1y/am is realistic and sufficiently close to the centre of the SIL band.

Link | Browse. .. Oper,,,

Test intervals and Achieved’ St
Lock Safety Furnction | — . —
Required SIL Achieved SIL
Annual test cost Achieved PFDavg
Annual incident cost Annual total cost
Locked at by

In order to be able to calculate the PFDavg for the safety function,
appropriate test intervals must be selected. By clicking the 'Test
Intervals' button you can enter a graphical display that represents
the gradients associated with the required SIL band.

The green band shows the SIL band, which the safety function has to
meet, in this case SIL 1. The centre of the band is highlighted in
darker green.
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The areas shaded out indicate that the minimum test interval
constraints for demand rate and mean time to dangerous failure have
not been met. It is strongly recommended that the shaded areas be
avoided, as testing may not be frequent enough to show up any
unrevealed faults before an incident occurs or the loop may not be
sufficiently reliable.

The red square indicates the chosen cursor position and as the
position is changed, the total, testing and failure annual costs are
updated on the right hand side of the screen. You can select various
solutions within the graph by clicking the mouse pointer into a
chosen area. Here a red marker moves around with the pointer to
advise you which portion of the grid is currently selected.

The blue square represents the position that TRAC would
recommend for this loop. TRAC will select a default portion of the
graph based on the optimum test interval and overall cost of failure.

Once happy with the selection, you can return to the achieved SIL
tab by clicking the ‘Done’ button.

The results for this safety function are then displayed; Required SIL,
Achieved SIL, Achieved PFDavg, Annual Test Cost, Annual Incident
Cost & Total Annual Cost.

Once you are satisfied that the design of the safety function is
complete, it is good practise to lock the results in the database so
that it can no longer be edited, click the 'Lock Safety Function’
button.
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2 Safety Function : : x|
= Seiect @ Sarety FUnchion List &ll Wersions e
=HiE Select Plant IDEmD | organisation... |

Unice
=] & Safety Function [High Level K/O Pat (r1) =1 ——I
or chitk New 0 creste o new Safaty Funchios Mew &I
Help
Salarted Saraty FLCHion

Rename...l Move... | Wersion | Copy | Deletel

1 Basic Informattbnl 251 Assmmenr' 3 Configuration i?ACfﬂEVBUS‘fI'

Test Intervals... | Table... |

Input test interval |4m Qutput test interval Ily

You cannot modify the Test Intervals because the Safety Function is locked

Test Interval |The lowest cost is at 3m/3rm, but practically it is unreasonable to take the
Justification [plant down for test this often.
{We should really have included the cost of lost production to test the output
loop. This can easily be evaluated by including an 'Additional Cost of Test' in
the output function, )
1y/f4rm is realistic and sufficiently close to the centre of the SIL band.

Link | Browse. .. | [0]a[=Ig |
Test infervale and Achieved SI
Lock Safety Function | . — . —
Required SIL  |SIL 1 Achieved SIL |SIL 1
Annual test cost  |£ 1,000 Achieved PFDavg  |0.05350
Annual incident cost  |£ 6,688 Annual total cost |£ 7,688
Locked at |21-Oct-2003 07:43 by |smithb
The architecture is valid.
The chasen test intervals are walid.

(Note — ‘Versioning’ in TRAC allows you to make changes to a
locked Safety Function by creating a new 'version', where the SIL
Assessment and Safety Function have been unlocked to allow
changes to be made. This function is similar to the copy function but
keeps the original Safety Function name and increments this by one
version number e.g. High Level K/O Pot (v2). This then creates an
‘audit’ trail of changes in the database against each Safety Function.)

Now you can exit the form by pressing the 'Done' button and move to
print a summary report.
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2.7 Report

On the TRAC Navigator Click the ‘Report’ button.

Here TRAC will allow you to select a plant and specific safety
function that can be either; viewed directly, sent for printing or copied
to a file.

E3 safety Function Report Selector
Salact a Plant and Safefy Function fo raport.

Select Plant || j il Test Prink I

& Safeky Funckion I j il Inkervals File |
ar fgdua ana or Aof Hank fo report on mesbipie Safety FLnctions. Done |
Chick Bhe X buftons fo clear Ehe entras. Help I

Make the appropriate selections from the drop down boxes for your
plant and selected safety function.

B3 Safety Function Report Selector o |
Salect a Flanf and Safely Function fo raport. Wiew I
Select Plant IDemD j il - Print I
# Safety Funckion IHigI-. Lewvel ki Pot (w1)] j iI Intervals Fila I
ar fgdua ana or Aof Hank fo report on mesbipie Safety FLnctions. Done |
Chick Bhe X buftons fo clear Ehe entras. Help I

(By clicking on one of the buttons marked 'X', this removes the
selection from the dropdown box.)

The ‘View’ button allows you to preview the report before printing.

The ‘Print’ button sends the safety function report to your local
printer.

The ‘File' button allows you to create an electronic copy of your
report (which cannot be edited).
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TRAC: Save Report Snapshot d |
Save in: Ia TemplRB j L EF EH-

TRACSafetyFunctionRepart

File name: I F4C5 afetyFunctionB epor j Save I
Save as lype: | Shapshat file [*.snp) =] Cancel |
v

You can select where you wish to save the report and choose a
suitable filename. The report is saved in a 'Microsoft Snapshot' file

(*.snp).

Note - if you are unable to open the Microsoft Snapshot file which
you have just created, then please install Microsoft Snapshot Viewer
from the Microsoft web site or from the TRAC installation CD. Please
navigate to Utilities\MS Snapshot Viewer\SnpVw90.exe on the TRAC
installation CD, and double click, to install the viewer.

You have now completed your first safety function within TRAC.
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3 TRAC User Guidance

The following guidance is offered by ABB to help you decide on the
key values that should be used within TRAC;

Setting TRAC Maximum Tolerable Risks
Carrying out TRAC SIL Assessments
Selecting values for Input/Output Functions
TRAC Reliability Data

3.1 TRAC Maximum Tolerable Risk

3.11 Introduction

TRAC uses a simple risk graph approach to assessment of the
appropriate Safety Integrity Level for an instrumented Safety
Function. Before use, the risk graph needs aligning with the company
safety policy. This is the responsibility of the company safety policy
manager. It is suggested that a company risk policy document be
produced by the manager. The justification box in TRAC under
"Maximum Tolerable Risk" for each plant can refer to the document
and indicate how the choice used in TRAC aligns with the policy.

3.1.2 Tolerable Risk

The term "Tolerable Risk" here is intended to indicate a level of risk
associated with a safety function that permits the company overall to
achieve its targets for safety, care of the environment and financial
risk.

"Maximum Tolerable Risk" is the level of tolerable risk for a safety
function that just permits the company overall to achieve its targets
for safety, care of the environment and financial risk.
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3.1.3 Safety Risk

Setting Maximum Tolerable Risk

The Maximum Tolerable Risk setting for Safety Risks determines the
frequency for the Consequence " Cp - Onsite Fatality" from each of
the safety functions assessed for safety risk on the plant selected.

The current choices available are:
Risk of on-site fatality = 0.0003 /yr.
Risk of on-site fatality = 0.00003 /yr.
Risk of on-site fatality = 0.000003 /yr.

Example

We can see the effect in the choice of risk setting by using an
example.

If we have made the top selection, the frequency for the
Consequence Cp, - "Risk of on-site fatality = 0.0003 /yr."

Consider, for example, a situation where the conditions for Exposure
and Avoidance are as follows:

"Pg - AlImost impossible to avoid"

"Fg - Frequent to permanent exposure in the hazardous
zone"

These two selections imply that there will be no reduction in risk from
these factors.

If we take the demand range W, (0.3/yr. to 0.03/yr.) the highest
demand rate within that range is 0.3/yr. We therefore require a risk
reduction of 1000 to bring the frequency down to 0.0003/yr.

This is the risk reduction that needs to be provided by the
Instrumented Trip System of being assessed. A requirement for risk
reduction of 1000 means that we require at least SIL 3 to ensure this
is achieved. This is the value that will be given by TRAC.

Page 39 of 109 ‘l .! l.
© ABB 2003 MIPDEp



3BGB200004-D0002 A

Consequence Levels

The consequence levels are labelled Cg, Cp, Cc, Cg, and Ca. The
tolerable risk associated with Cp is set as described above. The
tolerable risks associated with the other consequence levels in TRAC
are linked by factors of 10. The table below shows an example for Cp
set as 0.0003/yr.

Level  Typical Description Maximum Frequency
Ce Multiple on-site fatalities =0.00003 /yr.

Co On-site fatality =0.0003 /yr. (set value)
Cc Major Injury =0.003 /yr.

Cs Loss Time Injury =0.03 /yr.

Ca Minor Injury =0.3 lyr.

However, it should be noted that the ratio between each pair of
consequence levels is a factor of 10. TRAC does offer the facility to
change this to a factor of 100 instead of a factor of 10. Details of how
to do this and why you might want to are given in section 3.1.6.

Plant Level

Maximum Tolerable Risk is set on a Plant-by-Plant basis. This allows
the user to have risk targets that are plant specific.

Safety Function Targets

Clearly, the frequency set for Cp is used as the basis to assess the
required SIL for each Safety Function on a plant that protects against
safety risks. This must reflect the overall targets for the plant as a
whole. For example, a plant as a whole has a target of 0.003/yr. for
safety consequence of Cp. The plant has 10 safety functions that
protect against hazardous events with the Cp level of safety
consequence. The level set in TRAC should be 0.003/yr. divided by
10 (i.e. 0.0003/yr.) in order to ensure that the whole plant target is
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met. Where there are a number of plants on a site, the target for a
plant should be a realistic proportion of the target for the whole site.

3.14 Environmental Risk

Setting Maximum Tolerable Risk

The Maximum Tolerable Risk setting for Environmental Risks
determines the frequency for the Consequence " Cp - Extremely
serious on-site impact; Major off-site impact” from each of the safety
functions assessed for environmental risk on the plant selected.

The current choices available are:
Frequency of Major off-site impact = 0.003 /yr.
Frequency of Major off-site impact = 0.0003 /yr.
Frequency of Major off-site impact = 0.00003 /yr.

Example
We can see the effect in the choice of risk setting by using an
example.

If we have made the middle selection, the frequency for the
Consequence Cp: "Frequency of Major off-site impact = 0.0003/yr. "

Consider, for example, a situation where the conditions for Exposure
and Avoidance are as follows:

" Pg - Almost impossible to avoid"

" Fg - Frequent to permanent exposure in the hazardous
zone"

These two selections imply that there will be no reduction in risk from
these factors.

If we take the demand range W, (0.3/yr. to 0.03/yr.) the highest
demand rate within that range is 0.3/yr. We therefore require a risk
reduction of 1000 to bring the frequency down to 0.0003/yr.

This is the risk reduction that needs to be provided by the
Instrumented Trip System of being assessed. A requirement for risk
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reduction of 1000 means that we require at least SIL 3 to ensure this
is achieved. This is the value that will be given by TRAC.

Consequence Levels

The consequence levels are labelled Cg, Cp, Cc, Cg, and Ca. The
tolerable risk associated with Cp is set as described above. The
tolerable risks associated with the other consequence levels in TRAC
are linked by factors of 10. The table below shows an example for Cp
set as 0.0003/yr.

Level  Typical Description Maximum Frequency

Ce Long term Extremely Serious =0.00003 /yr.
on-site and off-site
contamination and damage

Co Extremely serious on-site =0.0003 /yr. (set value)
impact; Major off-site impact

Cc Major on-site impact, Serious =0.003 /yr.
off-site effects

Cs Serious on-site effects, Consent = 0.03 /yr.
levels exceeded

Ca Minor on-site effects, Consent =0.3 /yr.
levels slightly exceeded

However, it should be noted that the ratio between each pair of
consequence levels is a factor of 10. TRAC does offer the facility to
change this to a factor of 100 instead of a factor of 10. Details of
how to do this and why you might want to are given in section 3.1.6.

Plant Level

Maximum Tolerable Risk is set on a Plant-by-Plant basis. This allows
the user to have risk targets that are plant specific.

Safety Function Targets
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Clearly, the frequency set for Cp is used as the basis to assess the
required SIL for each Safety Function on a plant that protects against
environmental risks. This must reflect the overall targets for the plant
as a whole. For example, a plant as a whole has a target of 0.003/yr.
for environmental consequence of Cp. The plant has 10 safety
functions that protect against hazardous events with the Cp level of
environmental consequence. The level set in TRAC should be
0.003/yr. divided by 10 (i.e. 0.0003/yr.) in order to ensure that the
whole plant target is met. Where there are a number of plants on a
site, the target for a plant should be a realistic proportion of the target
for the whole site.

3.15 Asset Risk

Setting Maximum Tolerable Risk

The Maximum Tolerable Risk setting for Asset Risks determines the
financial risk limit for a safety function.

The current choices available in GBP units are:
Max loss per year = £ 450k /yr.
Max loss per year = £ 45k /yr.
Max loss per year = £ 4.5k /yr.

There are equivalent levels for currency units of USD and EUR.

Example

We can see the effect in the choice of risk setting by using an
example.

If we have made the middle selection, the risk level is set at " Max
loss per year = £ 45K /yr."

Consider, for example, a situation where the conditions for Exposure
and Avoidance are as follows:

"Pg - Almost impossible to avoid"

"Fg - Frequent to permanent exposure in the hazardous
zone"
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These two selections imply that there will be no reduction in risk from
these factors.

If we take the demand range W, (0.3/yr. to 0.03/yr.) the highest
demand rate within that range is 0.3/yr.

For a Consequence level of Cc we have a maximum loss of £15M.
At the above demand rate of 0.3/yr., we have a risk level of £15M x
0.3/yr. This is a financial risk of £4.5M/yr. To meet the risk level
selected "Max loss per year = £ 45k/ yr." we need risk reduction of
100.

This is the risk reduction that needs to be provided by the
Instrumented Trip System of being assessed. A requirement for risk
reduction of 100 means that we require at least SIL 2 to ensure that
this is achieved. This is the value that will be given by TRAC.

Consequence Levels

The consequence levels are labelled Cp, Cc, Cg, and C,. The
tolerable risk associated with asset loss is set as described above.
The consequence levels for asset loss in TRAC are linked by factors
of 10. The table below shows the frequencies for a Maximum
Tolerable Asset risk set at £ 45k /yr.

Level  Typical Description Maximum Frequency
Co Total loss more than £ 15M =0.0003 /yr.
Cc Total loss between £ 1.5M and = 0.003/yr
£ 15M
Cs Total loss between £ 150k and =0.03 /yr.
£1.5M
Ca Total loss less than £ 150k =0.3/yr.
Plant Level

Maximum Tolerable Risk is set on a Plant-by-Plant basis. This allows
the user to have risk targets that are plant specific.

Safety Function Targets
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Clearly, the risk level set is used as the basis to assess the required
SIL for each Safety Function on a plant. This must reflect the overall
targets for the plant as a whole. For example, a plant as a whole has
a target of £ 450k /yr. for asset risk. The plant has 10 safety functions
that protect against hazardous events with asset loss as the
consequence. The level set in TRAC should be £ 450k /yr. divided by
10 (i.e. £ 45k /yr)) in order to ensure that the whole plant target is
met.

3.1.6 Setting Alternative Ratios - Safety & Environment

Purpose of Alternative Ratios

The purpose behind this option is to allow the user-company to align
TRAC most closely to match the company risk targets. The tables
given in the earlier sections of this document use factors of 10.
TRAC allows the possibility to set either (or both) the safety or the
environment consequence ratios to factors of 100 rather than 10.

Below are the similar tables for safety and environment using the
factor of 100 setting. (Note the ratio between the lowest two
consequences is unchanged.)

Safety Table with factor of 100
The table below shows an example for Cp set as 0.00003/yr.

Level  Typical Description Maximum Frequency

Ce Multiple on-site fatalities =0.0000003 /yr.

Co On-site fatality =0.00003 /yr. (set value)
Cc Major Injury =0.003 /yr.

Cs Loss Time Injury =0.3 /yr.

Ca Minor Injury =3 /yr.
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Environment Table with factor of 100
The table below shows an example for Cp set as 0.00003/yr.

Level  Typical Description Maximum Frequency

Ce Long term Extremely Serious =0.0000003 /yr.
on-site and off-site
contamination and damage.

Co Extremely serious on-site =0.00003 /yr. (set value)
impact; Major off-site impact.

Cc Major on-site impact, Serious =0.003 /yr.
off-site effects

Cs Serious on-site effects, =0.3/yr.
Consent levels exceeded.

Ca Minor on-site effects, Consent =3 /yr.
levels slightly exceeded.

Selection Interface

Select Tables\System\Risk Graph Calibration from the top menu to
launch the Risk Graph Calibration form.

This form allows you to change the Risk Graph step sizes for Safety
and Environment.

Changes to the Risk Graph settings must be made before any SIL
assessments have been carried out i.e. when a database is first
created.
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89 Risk Graph Calibration ' x|

This form shows you the previousy-set Risk Save |
Graph step sizes, and allows you to change

these, Done |

This database already has Safety Functions whose
SILs have been assessed. Changing the Risk Graph
step sizes will invalidate those assessments!

Safety ] Ervironment ———
= ot & %10
 x100 w100

These were last changed by

The Risk Graph Calibration ratios can be set using the interface
shown here.

It allows the user to select whether factors of 10 or 100 are used for
Safety or Environment.

They are intended to reflect company policy and, once set for a
database, these should not be changed. There are warnings given
to prevent unintentional changes being made to the database
settings.

Changes to these settings must be made when the database is first
set up and the maximum tolerable risk settings are being
entered.

The following diagrams show the risk profiles that can be selected in
TRAC, along with the maximum tolerable risk selections.
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TRAC Safety Calibration (x10)

31 07 fyr

31 05 dyr

CONSEQUENCE TRAC
CATEGORY Description
Category 5 (Ce) Multiple fatalifies on-site
Extremely Serious or off-site fatality
Category 4 {Cd) "
Severe Consequences | TSite fatslity
Category 3 (Cc)

Major Consequences Malorinjury en-sits
Category 2 (Ch)

Serious Conseguences | Do% Hme iniuy
Category 1{Ca)

Significant Minarinjury
Consequences

1 04 Py

Event Frequency

per year

TRAC Safety Calibration (x100)

3106 1 31050 e ling)

CONSEQUENCE TRAC A SR A
CATEGORY Description
Category 5 (Ce) Multiple fatalifies on-site
Extramely Seriaus or off-site fatality
Category 4 {Cd) "
Severe Conseguences | Toite fatslity
Category 3 (Cc)
Major Consequences Malorinjury en-sits
Category 2 (Ch)
Serious Conseguences | Do% Hme iniuy
Category 1(Ca) H
Significant Minarinjury H
Conzequences H

Event Frequency

peryear
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TRAC Environment Calibration (x10)

CONSEQUENCE TRAC Jax1 075 fyr 31 0t dyr 31 0 Py
CATEGORY Description
Category 5 (Ce) Long lem on-sit: end exkemely 3erous

Extremely Serious

offse Gunbmine$in snd dermge.

Category 4 {Cd)
Severe Congequences

Eceemzly azrioua on-ik impac mejor
offat impect

Category 3 (Cc)
Major Conseguences

Mbjor an-se impact seious o s
efiech

Category 2 (Ch)
Serious Consequences

Seroumon-ge ety snmnbiuk

enmeded.

Category 1({Ca)
Significant ::;;:;:;::_@ il
Consequences
Event Frequency 107
peryear
TRAC Environment Calibration (x100)
CONSEQUENCE TRAC Il 06 fyr 31 075 dyr 3l 0 fyr
CATEGORY Description
Category 5(Ce) Long ke on-it: end e chemely aeious

Extremely Serious

offse Gunbmine$in snd dermge.

Category 4 {Cd)
Severe Congequences

Eceemzly azrioua on-ik impac mejor
offat impect

Category 3 (Cc)
Major Conseguences

Mbjor an-se impact seious o s
efiech

Category 2 (Ch)
Serious Consequences

Seroumon-ge ety snmnbiuk

enmeded.

Category 1{Ca)
Significant
Consequences

Mnor an-e e fiech, cnsenthuen
dghy emeeded.

Event Frequency

peryear

107
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3.2 TRAC SIL Assessment

3.2.1 Probability of avoiding the hazardous event (P, or Pg)
Selection

There are two options under this heading on the TRAC SIL
Assessment Form

P, - Possible under certain conditions (credit claimed for risk
reduction should be limited to a factor of 10 i.e. risk reduction
is effective on 90% of occasions)

Pg - Almost impossible (no reduction in risk)

Great care should be exercised when selecting P, that the risk
reduction claimed is not already included in the source of demand
(usually the control system) or the trip system that is being assessed.

P, - should only be selected for operator involvement if all the
following are true:

facilities are provided to alert the operator that the protection
has failed

independent facilities are provided to shut down such that
the hazard can be avoided or which enable all persons to
escape to a safe area

the time between the operator being alerted and a
hazardous event occurring exceeds 30 minutes

Note: In this context, "independent” means "independent of the failed
protective system" and also "independent of the sources of demand
(e.g. failed control system)".

Factors which would prompt the selection of Pg:

operation of a unsupervised process (control room not
continuously manned);

hazardous event would develop quickly;
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danger not easily recognised by those at risk

difficult to avoid the hazardous event (no effective escape
routes available for the specific event)

P, - may be used to include risk reduction from passive protection
means.

3.2.2 Probability of Exposure (Fa or Fg) Selection

This is only used for Safety Risks not for Environment or Asset. The
Environment and Assets are assumed to be permanently exposed to
risk from process hazards.

For safety risks, the Probability of Exposure in the hazardous zone
(F) is calculated by determining the proportion of time when the area
is occupied during a normal working period.

Notes:

If the time in the hazardous area is different, depending on the shift
being operated then the maximum should be selected.

It is only appropriate to use F, where it can be shown that the
demand rate is not related to times when occupancy could be higher
than normal.

3.2.3 Consequence (C) Selection

During SIL Assessment the user is required to select a Consequence
(C) from a table. There is a different table for Safety, Environment
and Asset risk.

The choice should reflect a high likelihood that the consequence
would be realised if none of the protective measures included in the
SIL Assessment were effective.
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3.24 Demand Frequency (W, W,, W3) Selection

There are three demand rate options when carrying out SIL
Assessments. (Default settings in TRAC).

These cover three ranges:
W3 is 3 /yr. to 0.3/yr.
W, is 0.3 /yr. to 0.03/yr.
W, is above 0.03 /yr.

From experience, the failure rate for a specific demand cause will fall
clearly into one of these ranges.

It is important that the range selected is consistent with the numeric
demand frequency specified for the safety function under the "SIL
Assessment Tab"
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3.3  Input/Output (I/0O) Function Factors

3.3.1 Duty Factor Selection

Each safety function has at least one input I/O function and one
output I/O function. Each of these 1/O functions is configured by the
user when the safety function is created.

Each 1/0 function comprises of instruments that are in contact the
process fluid (wetted) and others that are not on contact with the
process fluid (non-wetted). For each I/O function, two duty factors
can be set: one for the wetted instruments and another for the non-
wetted.

The duty factor is used to increase the dangerous failure rate used
by TRAC for calculation.

A wetted duty factor of x1.5 on and input I/O function means that
TRAC will take from the database the dangerous failure rate for the
sensors in that loop and multiply that rate by 1.5. The wetted duty
factor is used to reflect the effect process fluid on the reliability of the
measurement. A heavy hydrocarbon or polymeric material that could
block the impulse line of a pressure sensor might be described by a
duty factor of x4. Less "difficult” materials can be covered by lower
duty factors.

The non-wetted duty factor is used in a similar to increase the failure
rates for barriers, trip amplifiers, solenoid valves, etc. in a loop where
they may be subject to vibration or other adverse environmental
influences.
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3.3.2 Diagnostic Coverage Selection

Simple instrumented systems have no means of detecting fail-to-
danger faults; that is why they are tested at regular intervals.

Some logic solvers have the capability to detect some types of fail-to-
danger faults in 1/0O loops. If the logic solver can detect this type of
fault, then the diagnostic coverage factor may be used to reflect this.

The factor claimed (%) should be the proportion of fail-to-danger
faults that can be detected AND be guaranteed to be corrected within
a short enough period of time that the contribution to the PFDavg of
the loop from the detected faults is negligible. This needs to be
demonstrated before making the claim including consideration and
contribution from human error.

3.3.3 Beta Factor Selection

Where the 1/O function has a multi-channel voting arrangement (such
as 1003) failure of that function requires failure of more than one
channel be in a failed state. It is important to include the potential for
dependent failure in any calculations.

TRAC uses a Beta Factor model for inclusion of dependent (common
mode or common cause) failure.

If you have no knowledge of the potential for dependent failure in a
multi-channel 1/0O Function then you are recommended to use the
default beta factor of 15%. Assessment of the I/O Function and
justification of some other beta factor requires specialist knowledge
and understanding.
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3.4 TRAC Reliability Data

34.1 Introduction

TRAC is provided with a database of generic instrument failure rate
data. This allows the new user to carry out basic trip system reliability
calculations using TRAC.

3.4.2 TRAC Reliability Database

The TRAC reliability database has a number of columns to define
instrument types and the information associated with them. The
following guidance outlines the data in each column of the database
table. Select Tables\instrument from the top menu to launch the
Instrument Input/Update/Delete form.

[E]TRAC®H - GBBHWLOD00029.TRAC1.4(17).bradbyi - [Instrument: Input / Updak =18 =]
Eile ~ | Tables ~ | Admin ~ Window ~ Help - |
Inst Type \Manufacturer| Model | LambdaD Information Source | Tag 4|
| |Default (ne Generic Generic 0,005 per year (Mon-we 0.00500 For use when device failure LBDD 0,005 (N)
| |Default the Generic Generic 0.01 per year (Non-wett 0.01000 For use when device failure LBOD 0.01 (M) J
| |Default (ne Generic Generic 0.02 per year (Mon-wett 0.02000 For use when device failure LBOD 0.02 (M)
| |Default the Generic Generic 0.05 per year (Non-wett 0.05000 For use when device failure LBDD 0.05 (M)
| |Default e Generic Generic 0.1 per year (Non-wethe 0.10000 For use when device failure |LBOD 0.1 iMN)
| |Default (e Generic Generic 0.2 per year (Non-wethe 0.20000 For use when device failure LBOD 0.2 (M)
| |Default ¢wn  Generic Generic 0.00S per year {Wetted) 0.00500 For use when device failure LBOD 0,005 (W)
| |Default fwn  Generic Generic 0,01 per year (Wetted) 0,01000 Far use when device failure \LBOD 0.01 (i)
| |Default fwn  Generic Generic 0.02 per year (Wetted) 0.02000 For use when device failure LBOD 0.02 (t)
| |Default (wn  Generic Generic 0.05 per vear (Wetted) 0.05000 For use when device failure \LBOD 0.05 (i)
| |Default twi  Generic Generic 0.1 per year (Wetted) 0.10000 For use when device failure LBOD 0.1 (A0
Default (wi  Generic Generic 0.2 per year (Wetted) 0.20000 For use when device failure LBDD 0.2 (i) _';I
record: e[ 4 [T 1 v [ eales(@@]a | of 39 4 a3
[Datashest view | |
Inst Type

This defines the category of Instrument. There are a number of types
already defined. For example: Valve, Thermocouple, and Trip
Amplifier. Other types may be added if required.

Manufacturer

This column labels the manufacturer of the instrument. Again, there
are a number of instrument manufacturers already in the database.
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Model

This defines the model of the instrument. Typically, this would be the
appropriate model name and number. This is a free-form field and is
not predefined.

LambdaD

This is the dangerous failure rate per year for the instrument. For an
instrument used in a trip loop, this is the failure rate associated with
failure of the trip to operate on demand. This will be a proportion of
the total failure rate for the instrument.

Information Source

This is a free-form field in which to note the source of the failure data.
This may be from another database, from site instrument failure
records or from manufacturers. See important note below regarding
manufacture sourced information.

Tag

This is a short-form field to identify the instrument and is only used
internally within TRAC.

IsPredefined

Initially, this field is initially "True" for instrument data shipped with
TRAC and is "False" for user-entered data.

3.4.3 New Data

New Data - where will it come from?

Most TRAC users will want to add new reliability data. This will be
for a variety of reasons. These may include: (1) you have specialist
instruments that are not already in the database (2) you have local
failure rate information that you wish to add to the database to use as
an alternative to the existing TRAC generic data.
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A word of warning: manufacturers are not in a position to record
failure data from field experience. Some will try to gauge the failure
rate from complaints or returns; this will tend to be on the optimistic
side. Others will try to look at quality control testing to gauge the
failure rate. In general, this will not be as realistic as data from
genuine field operation. This is especially true for applications where
the process fluid has an influence on the failure rate; for example
sensors and valves.

An exception would be electronic circuitry - assessment of this can
be carried out using FMEA techniques and can provide a realistic
assessment of reliability.

Dangerous Failures and Safe Failures

For safety function assessment, instrument failures can be broadly
classed into two types: safe and dangerous. The distinction between
these failure modes is best illustrated by consideration of a sensor in
a single channel trip. Failure of the sensor such that it's output
spuriously operates the trip; this would be classed as a safe failure.
The failure is revealed (by the trip operating).

An example of a dangerous failure would be where a solenoid valve
is normally energised and seizes in that position. When the power is
removed, the valve stays in the energised position. The dangerous
failures for the solenoid valve would be this and others where it fails
to respond on demand.

Dangerous Failure Rate (I p)

The key information used by TRAC is the dangerous failure rate for
the instrument. This is the failure rate for the instrument when the
failure mode is such that the safety function would not operate on
demand if the instrument were the only one used for that safety
function. The dangerous failure rate is designated by the symbol | 5
(Lambda D) and has units of "per year of use".

It is therefore important that the user is able to assess the dangerous
failure rate from the data recorded for instrument failures on site.
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3.4.4 Adding new data

To add a new instrument to your database, select Tables\Instrument
from the top menu to launch the Instrument: Input/Update/Delete
form.

[ TRAC® - GBBHWLOD00029.TRAC1.4(17).bradbyi - [Instrument: Input / Update / De L =10] x|
Fie = | Tables = | achnin « Window - Help - |
Inst Type |Manufacturer] Model | LambdaD | Information Source | Tag ]
| |Default (e Generic Generic 0.00S per year (Mon-we 0.00500 For use when device failure |LBOD 0.005 (M)
| |Default (ne Generic Generic 0,01 per vear (Non-wett 0.01000 For use when device failure LBDD 0.01 (M) J
| |Default the Generic Generic 0.02 per year (Non-wett 0.02000 For use when device failure LBDD 0.02 (M)
| |Default (e Generic Generic 0.05 per year (Non-wett 0.05000 For use when device failure LBOD 0.05 (M)
| |Default (e Generic Generic 0.1 per year (Non-wethe 0.10000 For use when device failure LBODD 0.1 (M)
| |Default (e Generic Generic 0.2 per year (Non-wethe 0.20000 For use when device failure |LBOD 0.2 {MN)
| |Default fwn  Generic Generic 0,005 per year (Wetted, 0,00500 For use when device failure LBOD 0,005 (4)
| |Default fwn  Generic Generic 0.01 per year (Wetted) 0.01000 For use when device failure |LBOD 0.01 (i)
| |Default (wn  Generic Generic 0,02 per year (Wetted) 0,02000 For use when device failure \LBOD 0.02 (i)
| |Default twi  Generic Generic 0.05 per year (Wetted) 0.05000 For use when device failure LBOD 0.05 (M)
| |Default ¢wn  Generic Generic 0.1 per year (Wetted) 0.10000 For use when device failure |LBOD 0.1 {A)
Dafault fwi  Generic Generic 0.2 per year (Wetted) 0.20000 For use when device failure |LBDD 0.2 (i) _'j
Record: 14 4| T v | rrrlErL] of 39 bl L4
[Datasheet Yiew |l | |

Navigate to the last blank entry in the form. Click in the Inst Type
column to activate the dropdown box. In this case we have chosen a
PT - pressure transmitter.

Click in the Manufacturer column to activate the dropdown box and
make your selection, in this case we have selected ABB.

[AlTRACE - (local). TRAC1.5 test.bradbyi b =81 x]
File ~ | Tables » | admin + Window + Help - |
Inst Type |Manufacturer| Madel [ LambdaD [ Information Source Tag IsPr

[#|Pressure T ABB False

* False:
— -

Record: 14] 4 42 > [ rx[@]L] of 42

|atashest View | | [ [ [ v

Please consult the help files if the manufacturer or instrument type
do not appear in the dropdown boxes.

Now type in;

Model Details — Enter a Model name and Number, e.g.
"Prowirl 77",

LambdaD - This is the numeric value of the dangerous
failure rate per year.

Information Source - Record here details of where the
failure rate information has come from.
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To complete this new entry in the database, leave the Tag column
blank and allow TRAC to select a unique tag for this new instrument.

[l TRAC® - (local).TRACLS test bradbyi - [Instrument: Input / Updak ; —[of x|
File ~ | Tables - | Admin -+ Window - Help ~ ‘

Inst Type |Manufacturer| Madel [ LambdaD | Infarmation Source Tag [ 1sPredefined
| |Pressure T ABB Mew rmodel details entered 1.00000 Exarmple only 90B414C4-6ABE-41F9-02 False

False
—

Record: 14 4 43 b | wifrelealrn] of 43
|Datashest View: | [ [T [ v

You have now entered a new instrument into the database.

Select Window\Close from the top menu to close this form.
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4 TRAC Roles

Roles for TRAC.

TRAC uses Microsoft SQL Server security to protect your data. The
level of protection you implement will depend on the user group who
need access to the information and your computer network.

The security barriers are:
gaining access to a PC that has network access to the
server
login name and password control access to the server

assignment of access for that login name to one or more
databases

the TRAC security profile and roles in the database

Passwords are used to stop login names being used by unauthorised
people.

Each TRAC database user name can have one of three roles. When
a new database is created for the first time, three login names are
created with their associated database user names and roles.

TRACReader - view data and run reports.

TRACUser - as TRACReader, plus create and modify Safety
Functions, perform backups.

TRACOwner - as TRACUser, plus modify configuration data,
create and delete databases, restore backups. Grant/revoke
database access to logins created by the systems
administrator.

Note: Do not modify configuration data unless directed to
do so by ABB!
In addition there is the server role of:

SystemsAdministrator (sa) - responsible for the computer
environment, software upgrades and server security,
creating/revoking server login accounts.
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5 Frequently Asked Questions

How do | configure TRAC to meet my needs?

There are many features in TRAC that allow the main tables to be
reconfigured to your needs. However it is best to discuss and
develop your specific requirements with the TRAC support team
during the initial licence period as personal reconfiguration may lead
to errors within your TRAC system.

How is TRAC supported and developed?

TRAC has been developed to meet the needs of people responsible
for managing safety system determination and suitable designs.

Bugs and undesirable features are logged and corrected during
further releases of the software. Suggestions for improvements are
encouraged as part of the development plan. Contact TRAC support
at ABB - see back page for contact details.

Do | need to start the server?

The TRAC server has to be started before the client can access the
information. The server can be started automatically as part of the
PC start up (eg if the database is used frequently by a variety of
people) or manually from the windows start menu (eg if the database
is used infrequently by a small number of people). Running a server
does consume windows resources and therefore may slow down
other software if there is not enough memory or disk space.

What is the server called?

Client PCs access the server PC using the network's name for the
server PC. (A special case exists for the client PC being the same as
the server PC where the name "(Local)" can be used).

I get an error when | try to access the server.

The computer network has to provide a route from the client to the
server. If you get errors such as a general network error when trying
to access the server, it is likely that the client is trying to use the
wrong protocol to traverse this route. See section 13.3
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What is the database called?

A database is given a name when it is created by a system owner
(role TRAC Owner). The name needs to be published to all the users
who want access to the data together with the server name.

What does the system administrator have to do?

The role of systems administrator is key to a secure, reliable
database - both physical and software. The system administrator
password gives complete access to the database structure,
information and security. Therefore the choice of system
administrator is very important and they should have the capabilities
to manage the database in a way that reflects the importance of the
information being handled. Immediately TRAC has been installed the
systems administrator password should be changed, written down,
and kept in a safe place (login name of "sa")

The system administrator is responsible for issuing login names and
passwords.

What is Backup / Restore?

The information in TRAC is stored in a database that is attached to a
server, whilst the data is stored in a file by the server on its local hard
disk it must not be copied or moved directly. TRAC provides
functionality to manage a comprehensive set of backups. These
backups make data secure from corruption or loss due to problems
with people, hardware and software. Backup copies of the data
should be taken before and after any major information is changed or
added. A backup file can be stored on a network drive and backed
up to tape. See Help for more details.

Do | need a Licence to run TRAC?

To run the TRAC program you need to be issued with a key by the
TRAC support desk. The key is only valid for a specific PC and
therefore if you install the client software on 6 different PCs you will
need 6 keys. The first time you open a database on a new PC you
will be prompted to ring ABB and obtain a new key.
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I've opened a 'spreadsheet' view on a table. How do |
close it again?

Press Ctrl-F4, or choose Close from the Windows menu.

There are a large number of forms in TRAC that have no close
button, mostly spreadsheet views in the Maintenance and System
Menus. All can be closed by the Ctrl-F4 key, which is the standard
Windows shortcut for closing a 'child’ window.

I've opened several 'spreadsheet’ views. How do | switch
between them?

Use Ctrl-F6. This is the standard key assignment to switch windows
in Microsoft Office products. (This will not work if you have
reassigned shortcut keys in Office.)

Alternatively, select Next or Previous from the Windows menu.

| want to use TRAC for the first time - how do | gain
access to database XYZ which is on server ABC?

1. Contact your system administrator for ABC and ask them to
create a login account for you. When they have done this,
they will tell you what password to use.

2. Contact the Database Owner for XYZ and ask them to grant
you access to database XYZ. You will need to agree
between yourselves what level of access is required, if
Owner, User or Reader. You must tell them your login name
but not the password.

3. Open the database.
4. Change your password.

How do | change my password?
1. Open any TRAC (or TRAMS) database.

2. Select Admin, Passwords from the menu bar.
3. Enter you existing password
4. Enter your new password the New Password field.
5. Re-enter this in the Confirmation field.
6. Press Set.
Page 63 of 109 ‘l .! l.

© ABB 2003 MIPDEp



3BGB200004-D0002 A

How do | change someone else's password?
Only the system administrator can do this.

The procedure is the same as changing your own password, but the
Login Name list will contain a list of all logins on this server. Select
the login whose password you want to change.

Alternatively, use Microsoft tools such as Enterprise Manager.

Help - I've forgotten my password?
1. Contact the system administrator and ask them to change it
for you. They will tell you what your new password is.
2. Open any TRAC (or TRAMS) database.
3. Change your password to something you can remember.

Help - I've forgotten the sa password?

This is really bad news. Contact ABB for assistance.

How do | create new Server Login accounts?
Only the system administrator (sa) can do this.

1. Open any TRAC (or TRAMS) database as login sa.
2. Select Admin, Server Logins from the menu bar.

3. Enter your password, followed by tab or press Refresh. This
will produce a list of all current logins.

4. Click New.

5. Enter the name for the new login. If your company has a
standard for login names, you should follow this.

6. Click any roles you want to give the login.
Note: Do not grant Sysadmin or SecurityAdmin roles
unless you understand the consequences!
7. Enter the password and confirmation.
8. Press Apply followed by Close.

9. The same form may be used to change the password or
change server roles, by selecting the login name and clicking
Edit.

Alternatively, use Microsoft tools such as Enterprise Manager.
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How do | delete a Server Login account?

Only the system administrator (sa) can do this.

1.
2.
3.

4.
5.

Open any TRAC (or TRAMS) database as login sa.
Select Admin, Server Logins from the menu bar.

Enter your password, followed by tab or press Refresh. This
will produce a list of all current logins.

Select the login you want to delete.
Click on Delete.

You cannot delete a login if they are still a user in any database.

How do | grant access to a database?

You can only grant access to a database if you are the owner.

1. Open the TRAC database you want to give access to.

2. Select Admin, Database Users from the menu bar.

3. Enter your password, followed by tab or press Refresh. This
will produce a list of all current database users.

4. Click on New.

5. Enter the login name for the person you wish to grant access
to. (If you are system administrator you can select this from
a list.)

6. Tab to the next field. This is the name the user will have in
this database. By default it is the same as the login name;
there is no good reason to change it.

7. Click on Owner, User or Reader to set up the user with the
required access roles.

Note: Although you can individually select roles from the
check boxes and list, this is not recommended.

8. Click Apply followed by Close.

9. The same form may be used to change the database roles
for a user, by selecting the user name and clicking Edit.
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How do | revoke database access?

You can only revoke access to a database if you are the owner.

1. Open the TRAC database you want to revoke access to.
2. Select Admin, Database Users from the menu bar.
3. Enter your password, followed by tab or press Refresh. This
will produce a list of all current database users.
4. Select the user to be revoked.
5. Click on Delete.
Note: This does not revoke the server login. You may
wish to ask the system administrator to do that.
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6 System Requirements

Computer / Processor - PC with Pentium 400 MHz or higher
processor (1 GHz recommended)

Memory - minimum 64 MB (96 MB recommended)
Hard Disk - 200 MB for typical installation
CD-ROM drive

Display - 800 x 600 pixels or larger (1024 x 768 if large fonts
selected) (1024 x 768 recommended)

Operating System - Windows 95B, Windows 98, Windows
ME, Windows 2000 Windows XP or NT4.

Peripherals - Mouse
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7 Overview of TRAC Installation

What sort of installation will best meet your needs?
TRAC comes in two parts Client (TRAC) and Server (MSDE).

The TRAC client is used to provide a user interface to
manage and display data.

The MSDE server holds the data on its hard disk and
provides the client computer with useful packets of data.
There can be many servers on a single network. The server
has to be running for the data to be available ie databases
that are to be shared should not be on portable computers or
switched off for holidays!

There are three types of installation -

single computer - both parts run on one computer,

multiple clients - a single server supports multiple clients.
This allows different PCs to access a common set of data.

multiple server - this implies multiple clients and allows many
databases to be managed independently but made available
to a group of users.

A server can be installed on any PC; it does not necessarily need the
client software to be installed on the same PC.
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8 Installation Flowchart

(1) TRAC already
installed?

(2) Uninstall
TRAC

3) MSDE on anothel
machine, accessed over
Network?

Yes—

(4) Is MSDE already
installed?

(5) Is it Version 7.00.839
or later?

Yes
No No
} | ,
(7) Upgrade (8) Install TRAC
(6) Install MSDE MSDE client

Finish <
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Notes:
1.

You can check this by going to Control Panel, Add/Remove
Programs, and looking for an entry called TRAC. (The name
will have version numbers after it, eg TRAC 1.4 (18))

Uninstall TRAC by going to Control Panel, Add/Remove
Programs, and selecting an entry called TRAC. (The name
will have version numbers after it, eg TRAC 1.4 (18)) Then
click on Add/Remove. This does NOT remove either MSDE
or your database.

If you are going to locate the database on this PC, you need
to install MSDE (on SQL Server 7) on this PC. See section
11 below for details.

You can check this by going to Control Panel, Add/Remove
Programs, and looking for an entry called MSDE. Please
note that MSDE must originally have been installed using
Mixed Mode (Windows Authentication and SQL Server
authentication).

Right-click the Service Manager icon =t on the taskbar,
select About. The information displayed includes the version
number.

Run setup.bat from the MSDE directory on the TRAC
installation CD. See section 11 below for details.

This will upgrade MSDE (or SQL Server 7) to version
7.00.839. This is essential for TRAC. This step is how
automatically carried out as part of the MSDE installation.
See section 11 below for details.

Run setup.exe from the TRAC directory on the TRAC
installation CD. See section 9 below for details.
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9 How to Install a TRAC Client

If TRAC is already installed, uninstall it first. See section
8 'Installation Flowchart'.

On each PC that will be used as a client -

1. Insert the TRAC CD into the CD drive on the PC. The TRAC
menu system should autostart (if not double click on
autorun.exe)

2. Navigate to 'Install TRAC Software (menu)'

Please read the instructions and then select 'Install TRAC
Client Software'.

Notes:

When prompted by the software, we recommend that you do not
over write existing system files with those from the TRAC CD;
i.e. when prompted "Keep existing file?" respond "Yes".

If Microsoft Access 2000 is already installed on your PC, then
please ensure that you have upgraded to Service Release 1
(SR-1) or TRAC will not run.

If you are using Windows NT, Windows 2000 or Windows XP, then
the following permissions need to be set as a minimum. The ABB
Eutech and ABBeutCIMlIib directories security permissions - Read,
Write, Execute and Delete for each person accessing TRAC.

On the first occasion that the TRAC client is launched, the software
must be registered. Please refer to section 10, licensing TRAC.

If you are running TRAC as a network application, please refer to
section 13 on how to configure your client.
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10 Licensing TRAC

TRAC is a licensed software product.

The licence covers a number of PCs. Each PC will need to be
registered with ABB.

The first time that you use a client to open a database, the licensing
form appears.

i, ABB Software License Registration x|

Application Name ABB_TRAC Instructions

Serial Mumber 28700058 1 E-mail | ABE for an unlock code,
License Status LICEMSED ar

Level 5 Ring ABE (01642) 372322

Give person Application Name
Remaining and Serial Number

2 Select the unlock type and enter the
unlock code you are given by return

Unlock Type Enrl L TIOM e-mail or phone

Unlock code 3 Store License

Store License Cancel "“====

1. E-mail ABB using the button on the licensing form or phone
(the telephone number is on the form), and give your serial
number from the licences form.

2. Select the type of license from the Unlock Type box, in this
case EVALUATION

3. You will be given an unlock code; key this into the form
4. Click on Store.

If you are using Windows NT, 2000 or XP, then you must have
permissions to write to the PC’s registry to be able to license the
software.

The Licence form can also be launched from the TRAC Help menu.

If your hard disc needs to be changed (for whatever reason) you will
need a new Licence Key from ABB.
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11 How to install the Server

On a PC that will act as a server —

1. Insert the TRAC CD into the CD drive on the PC. The TRAC
menu system should autostart (if not double click on
autorun.exe)

2. Navigate to 'Install TRAC Software (menu)'

3. Please read the instructions and then select 'Install MSDE -
the TRAC Server'.

4. The following window appears. The installation takes several
minutes (and installs MSDE followed by the upgrade to
service pack 4).

=101

This may take several minutes. During this time 1t may ap[fear' that
nothing 1= happening, but please be patient and wait untid

completion meszage appears in this window.

Copying files from . to C:\Temp

Finished copying files, starting dinstallatdion.

You may get an error "Error 2245 ... operation MetUserAdd". This 1=
unimportant - s‘lm[f:'l:,r dismiss the error message. (The error message

may hide behind this window.]

Basic MSDE dnstallation has finished.

Ferforming update. Thiz will take MANY minutes. During this time 1t may
appear_that nothing 1=z happening, but please be patient and wait until
a completion message appear:s in thiz window.

MSDE 1nstallation and upgrade 1=z complete.

ME! The databasze sa password iz blank! This 15 a serdious security rizk.
You should wse TRAC or TRAMS (or other program) to set a good quality
za password as soon as possible.

Pleaze press any ke then close this window (if it doez not
clase automahca'l'ly

| H

Notes:

If you get an "Error 2245 ... 'NetUserAdd™, click on OK to ignore
it. This happens e.g. in Windows 2000.

If the installation fails to install MSDE, please check that the
windows ‘temp’ folder exists e.g. C\WINNT\TEMP
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The TRAC Server software is now installed but there is no database
and the standard 'sa’ login created has no password.

A new database must be created on the server (to set up the
standard TRAC logins) by launching the TRAC client software, see
section 11.1

Please set a strong password for ‘sa’ and be careful not to forget it!
You will need this password to administer TRAC. The passwords can
be changed through Admin\Passwords form reached through the
TRAC drop down menus.

If you are running TRAC as a network application, please refer to
section 12 on how to configure your server.

Please note that MSDE, supplied as part of the TRAC installation,
can only be used for TRAC & TRAMS databases. Your organisation
must hold the appropriate Microsoft licenses to use MSDE for any
other application databases.

11.1 Create a New Database

Please register your copy of TRAC as outlined in section 10.

To create a New Database, select File\Database\New from the top
menu in TRAC to launch the Create New Database form.

B TRACE: Create New Database 21
Computer Name (Server): I(Iucal)
Login Mame (User): |sa Cancel |
Password: [
jt Help |
Mews Datahase: [TRAC [Training
Database Falder: |C\MSSQLVdata Default |
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Ensure that the Computer Name (Server) is correctly entered for the
server or enter ‘(local)’.

Type in your Login name ‘sa’ and password. (Password is initially
blank unless you have reset the password.)

Type in a suitable New Database name you wish to give to the
database, in this case 'TRAC_Training'.

To select the Database Folder where this new database will be held,
click the 'Default’ button. The Database folder (C:\MSSQL7\DATA)
for TRAC databases should then appear in the Database Folder
field.

Click the 'Create' button to start to create a blank database. A
dialogue box will then appear.

x|
u} = EVAL -DK
1 - STD
2 = BR Cancel |
3 = My-Database-Template

Enter the number for the datsbase type you
want to create.

Click ‘OK’ to accept the default database type (1) to create a
standard database or (0) to create and evaluation version. Note that
your TRAC license type will determine which database(s) you are
able to create.

Page 75 of 109 ‘l .! l.
© ABB 2003 " .. l.



3BGB200004-D0002 A

12 Configuring the Server on your
Network

This guidance is to help you set up a server PC on a network where
the TRAC database(s) are run. This procedure should be carried out
with the cooperation of your local IT department.

If you are running TRAC as a standalone package on one PC, then
you do not need to follow these steps.

Notes:

If you are planning to use and existing SQL7 server, please ensure
that the collating sequence and character set use the default
settings. When a SQL7 server is installed it is irrevocably set up with
a certain collating (sort) sequence and character set. A database
backed up on one sort/charset cannot be restored to a database with
different sort/charset. Providing you install MSDE from the standard
installation kit, you always get the same sort/charset, but SQL7
installed by other means can be set up differently.

If you are planning to use an existing SQL7 server, please ensure
that it has been configured with SQL Server Authentication.

12.1 Configure SQLserver Logon

If the server is running Windows NT, Windows 2000 or Windows XP,
then the server must have a recognised network logon.

We recommend that a static password be chosen so that there is no
need to update this password on a regular basis. Please ask your
local IT department to create this network logon with a static
password. This network logon also needs to be part of the
Administrator's Group for the domain you are working in. (Control
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Panel\Administrative Tools\Computer Management\System
Tools\Local Users and Groups\Groups\Administrators). If you wish to
restore database direct from a network drive, then the Logon must
have mappings to the relevant network drives.

Please note that you will need the new network logon creating
BEFORE you can proceed with the following steps.

From the Windows Control Panel, select Administrative
Tools\Services. Note - in Windows NT the Services icon can be
found in the Control Panel window.

Administrative Tools -0l =|
J File  Edit Miew Favorites Tools  Help ‘

J P Back + = - @ BE ‘ @Search @Folders i
J.ﬁ.ddress I Administrative Tools j ﬁGn

B =

Cornponent Computer Daka Sources  Event Yiewer
Services ranagement (ODBC)

D W B 4

Local Security  Performance Services Telnet Server
Palicy Administration

|8 objectis) |1III.? KE |E.EJ. Ty Computer 4

Double click the Services icon to bring up the ‘Services’ window.

-- —I—I' | 5‘
chtmn Yiew “Q--Dl@l‘@‘lblll L3
Tree | Mame [ Description [ Status [ Startup Type [ Log Onds =]
Services (Local) %Messenger Sendsand ... Started Automatic LocalSystem
MSS0OLServer Started Automatic eutechi TRAMS
%Net Logon Supporks po.. Starked Automatic Localystem
%Netmaatmg Remote...  Allows aut... Manual LocalSystem
%Netwurk Connections  Manages 0...  Starked Manual Localystem
%Netwnrk DDE Provides n... Manual LocalSystem
%Netwurk DDE DSDM Manages 5., Manual Localystem ;I
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Navigate to the MSSQLServer name.

(ol
| acion e ||+ o | B@|EF DE(2]] > =m0 w
Tree | Hame  # | pescription [ status [ Startup Type [ Log on as [~

Services (Local) %Messenger Sends and ... Started Automatic LocalSystem
e Automatic eukechy 5
%Net Logon Supports p...  Started Autarnatic LocalSystem |
%NetMsatmg Remote,,, Allows aut,.. Manual Localystem
% MNebwork Connections  Manages o...  Started Manual LocalSystem
%Netwurk DDE Provides n... Manual Localystem
%Netwnrk DDE DSDM Manages s... Manual LocalSystem ;I

Double click to bring up the properties window.

MSS0LServer Properties (Local Computer) ﬂﬂ

General |Log Dnl Hecover_l,ll Dependenciesl

Service name: MSSOLS erver

Dizplay narne:

D ezcriptioh:

Path to executable:
C:S5ELT binntsglserv. exe

Startup type: Autornatic j

Service status: Started

Start | Stop | Pause Fesume |

V'ou can specify the: start parameters that apply when you start the service
from here.

Start parameters: I

Ok I Cancel Apply

Select the Log On tab.
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MSSQLServer Propetties (Local Computer) B ﬂﬂ

General LogOn | Flecover_l,ll Dependenciesl

Lag an as:

" Local System account

™| Allovs service bojinteract with deskiop

* This account; Ieutech\THAMS Browsze... |

Ixxxxxxxxxxxxxxx

Passward:

Ixxxxxxxxxxxxxxx

Confirm password:

V'ou cah enable or dizable this service for the hardware profiles listed below:

Hardveare Profile | Service |
Undocked Prafile Enabled
Erable | Disable |

K I Catcel | Aoply |

Select 'This account' radio button and enter the Domain\Log On id.

Enter and confirm the password for the network Log On.

12.2 Create Backup Area

Create a central network area where all clients will have read and
write access. This area is to be used for backups of the TRAC
database(s) on your server. (It is strongly recommended that this
network area, where TRAC database backups are held, is itself part
of a regular network backup procedure.)
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12.3 Create Client Update Area

Create a central network area where all clients will have read access.
Copy the contents of the 'ClientUpdate’ directory on the TRAC CD to
this new directory. This area is to be used for client auto-updates for
TRAC.

This facility is designed to allow multiple client PCs running on a
network to update their copy of TRAC from a central location.

Every time TRAC is launched, the client software checks that it is
running the most recent copy of TRAC. If and update is required, you
will be asked if you want TRAC to be updated (from the 'Client Auto-
Update' directory). The latest version will then be copied onto the
client PC.

Select Admin\Set Client Update from the top menu to launch the
dialogue box shown below.

Please enter the location of the master Files For this ok
ity ok |

This is narmally of the Faorm Cemeal |
Y\ =Computertlame =}ShareMame, optionally Followed

by a directory specification, eg

VN TRAMSServer TramsMasteriMasterFilas |

Enter "none)’ {without the quokes) to turn of f auto
update.

Enter the location of the Client Auto-Update path and click ‘OK’.
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13 Configuring a Client on your
Network

This guidance is to help you set up a client PC on a network where a
TRAC database is run on a central server.

The following steps need to be carried out by someone with System
Administrator access once the server has been installed and
configured as outlined in section 12.

If you are running TRAC as a standalone package on one PC, then
you do not need to follow these steps.

13.1 Create a Backup Shared Directory

Create a local directory on the PC hard drive called TRAMSshare
and set the properties to 'share’ this directory with the server. (This
directory is needed to allow backups to be made on the network.)

'TRAMSshare' can be on any drive (C, D etc).
I —

Name Ext Size | Type Diate Time | Atk
e
(1 COMPEND File: Folder 2140342002 oz d
C1Data File: Folder 17/05/2002 0E:38  ad
1 Documents and 5. File Folder 16/05/2002 1459 ad
_IHFFants File: Folder 28/02/2002 1619 d
11386 File Folder 24104200 16:06  had
otus File: Folder 270242002 20:30 d
(C1Ms50L7 File: Folder 28/02/2002 1203 d
(1 Program Files File Folder 1B6./05/2002 1028 rad
1 Received Files File: Folder (08/06/2002 03:58 d
1 Services Demo_E.. File Folder 03/04/2002 1208 d
Ctemp File Folder 17./05/2002 0704 ad
(1 TemplRE File: Folder (08/06/2002 1024 d
1 TempTRAC File Folder (02/04/2002 1205 d
M5 File: Folder 16/06/2002 1402 d
e File Folder 09/05/2002 1448 ad
C1WINNT File Folder 16/05/2002 1453 ad
[FlauTOEXED bt 21 M5-DOS Batch File 26/02/2002 133 a
AUTDEXEC SYD spd 0 SYDFile 24/10/200 1519 ha
CONFIG.5YS T 0 System fils 24/10/200 1513 ha
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Right click on "TRAMSshare' to bring up the properties window.
|

Mame Ext Size | Type Date Time | Atk
.. 2| %
(1 COMPEND File Falc — 2
CdData File Fole  General Shating | Seculilyl
21 Documents and 5... File Falc
r “You can share this folder amaong other uzers on your
2 HPFonts F!Ie Foig network. To enable sharing for this folder, click Share this
Cdizes File Fole foldar
[ lotus File: Fiolc
CIMs50L7 File Folc " Do not share this folder
|21 Pragram Files File Fole | [—f* Share this folder
) Received Files FleFole | Gporename: [ TRAMSshare =]
21 Services Demo_E... File Folc
ZDtemp File: Folc Comment: I
21 TemplRE File Folc
[ TempTRAC File Folc Uzer limit: & tawimurn alowed
1 TempTRAMS File Falc
. ! Al =

CHTRAMS share File Folc o = | e
CwiNNT Fils Foig To zet permizsions for how users access this

Permissi
Elauroexec bat 21 Ms-D0: folder owver the netwark, click Permissions. M
AUTOEXECSYD  .ad 0 5vD Fik

%] COMFIG.SYS vz 0 System To configure settings for Offline access to Cachi |
Y ¥ this shared folder, click Caching. S

Mew Share |
e ok | e | |
[ LT N

Select 'Share this folder' and click 'OK'.

Notice that the icon changes on the TRAMSshare folder to indicate
that you have created an open share on this folder.

If you are using Windows NT, Windows 2000 or Windows XP, then
the following permissions need to be set as a minimum:

The TRAMSshare directory security permissions - Read,
Write, Execute and Delete for the 'SQLserver login'

The TRAMSshare directory share permissions - Read, Write,
Execute and Delete for the 'SQLserver login'
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13.2 Add SQLserver Logon

For Windows NT based operating systems, you may need to add the
SQL Server Logon account (used in section 12.1) to the
Administrators Group on each client PC, depending on your
network security configuration.

Please note that you will need the SQL Server Logon creating
BEFORE you can proceed with the following steps.

From the Windows Control Panel, select Administrative
Tools\Computer Management\Local Users and Groups\Groups.

E Computer Management - - |EI|1|
J&ction Wig |J¢'-D||><|@ |

Tree I

Description

“tAdmiristrators
gBackup Operators Backup Operators can override secu, .,
gGuests Guests have the same access as me...
gPower Users Power Lsers possess most administr. ..
gReplicator Supports file replication in a domain
gUsers Users are prevented from making ac...
gOperateITAdmin

gOperateITUser

@ Computer Management {Local) Administrators have complete and u. .
Elm System Tools

[]--@ Event Viewer

[]---% Syskem Information

(-4 Performance Logs and Alerts
G2 Shared Falders

----- _.5..'.;; Device Manager

|- #7 Lacal Users and Groups
D Users

a Groups

EI& Skorage

----- (2] Disk Management

----- e Disk Defragmenter

=2 Logical Drives

[]--@ Removable Storage

[]--& Services and Applications

Select the Administrators group and add the SQL Server Logon to
this group.
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Administrators Properties e b

General |

g Administrators

Description: implete atd unrestricted access to the computer/domain

Members:

mf—‘«dministrator

7 EUTECHADomain Admins
€ EUTECH Domain Users
JIEUTECH T rams

Add... Femave |

QK | Cancel | Apply |

In this example, we have added the 'EUTECH\Trams' SQLserver
logon into the Administrators group on this PC to allow network
backups to be made.

13.3 Set the Network Protocol

Set the network protocol with network library to TCP/IP for the
installed TRAC server. This setup may not be necessary on all
networks depending on your network configuration. The
indication that it is required is that attempting to access the server
from TRAC (e.g. when opening a database) produces and error
message, such as general network error.
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Select Run from the Windows start menu, enter cliconfg and press
return.

g 3

Internet resource, and Windows will open it for wou.

Open: | =l

@ Type the name of a program, Folder, document, or

o4 I Cancel | Brawse. .. |

This should run the SQL Server Client Network Utility; if this fails to
run consult the TRAC Help Files for an alternative method.

This lists servers (if any) for which specific protocol rules have been
defined, e.g.

O sqL Server Client Network Ukility X

General | Metwark Librariesl DB Library Options

If thiz client cannaot use the server computer name and the default Met-Libramn to connect
(1) ta SGL Server, change the default Met-Library or add a server alias with the required
=
= connechion parameters.

Diefault netwark library: TCP/F -

Server alias configurations

Server alias | Metwark library | Connection parameters |

acorn2s TCPAP acorndy, 1433

e2312 TCRAP e2312,1433

2416 TCRAP 224161433 Add...
e2693 TCRAP 226931433

e2874 TCRAP £2874,1433

GBEHWLO0OO0023  TCR/AP GEBHWLO000029.1433 Remove |

Edi... |

QK I Cancel I Apply | Help |

Click ‘Add’, and enter details as in this screenshot, replacing
GBBHWL0000029 by the name of your server.
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-E- Edit Metwork Library Configuration

Server alias: IEBEHWLDDDDD29

— Metwork libraries r— Conneclion parameters
® it gy ies e [GEBHw 0000023
& TCF/AP
" Multiprotocol Part nurnber: |1433
™ WwLink IPRASER
" AppleT alk
™ Banyan VINES
| DEGnet
" Other

] I Cancel |

Help |

Click ‘OK’ and then close the Client Network Utility.

Note: It is not recommended that you change the Default
Network Library (to TCP/IP) to achieve this, because that

may break other programs.
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13.4 Set up the Backup Path for each Database

Launch TRAC on the client PC using your System Administrator log

on, and open a TRAC database running on the server.

If this is the first occasion that this database has been opened on this

client PC then the message box below appears.
X

Flease define a Folder for the automatic backup of this oK
database. The Folder musk already exist. IF you leave -

this blank, no automatic backup will be performed this Cemee] |
time. I vou enter '{none)’ {without the quates) no

aukomatic backup will be performed, and this prompt
will not appear again.

Enter the network backup path where you would like the backup data

to be stored and click ‘OK’.

Please define a folder for the aukomatic backup of this oK
database. The Folder must already exist. IF vou leave -

this bBlank, no automatic backup will be performed this Caree] |
time. IF vou enter '{none)’ {without the quates) no

aukomatic backup will be performed, and this prompt
will not appear again.

|R:ATRAMS_Backupd

x|

Repeat this process for all the databases that this client PC will have

access to.
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13.5 Configure the Auto Client Update Path

Select Admin\Set Client Update from the top menu to launch the
dialogue box shown below.

X

Please enter the location of the master Files For this ok
ity ok |

This is narmally of the Faorm Cemeal |
Y\ =Computertlame =}ShareMame, optionally Followed

by a directory specification, eg

VN TRAMSServer TramsMasteriMasterFilas |

Enter "none)’ {without the quokes) to turn of f auto
update.

Enter the location of the Client Auto-Update path and click ‘OK’.

13.6 Create a New Server Logon

To create a Server Login for this new user (of this TRAC client),
select Admin\Server Logins from the top menu to launch the
Administer Server Logins form.

Having entered your password, click the 'Refresh’ button to view all
the current Login Names.

B TRAC®: Administer Server Logins - GBI [ il

(FEEEEL MEW |
Login Mames: [BUILTINWdministra =] Edit |

Password:

EUTECH\TRAMS

Eefresh | =5 D
TracChwner |
TracReader
Traclser

TramsDeveloper
TramsEngineer

TramsChwner = Close |

Click the 'New' button to launch the New Server Login form.
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ES TRACE: New Server Login - GEEHWLODODOZ9 il

Login Name: || Ly |

™ 1 Sysadmin IT| 5 ProcessAdmin Close |
™ 2 SecurityAdmin ™ & Dislkdmin

™ 2 Servertdmin T 7 DBCreator

= 4 SetupAdmin

Password: | W Set Passivord

Confirmation: | = 1o Password

Enter the server login name for the new user, in this case JonesF.

B3 TRACRE: Mew Server Login - GEBHYLODOODODZ9 i[

Lagin MName: |JunesF Apply |

™ 1 Sysadmin IT| 5 ProcessAdmin Close |
™ 2 SecurityAdmin ™ & Dislkdmin

™ 2 Servertdmin T 7 DBCreator

= 4 SetupAdmin

Passwaord: R W Set Passivord

Canfirmation: |*“*“| = 1o Password

We now need to select Server Privileges which you wish this person
to have.

Note - If JonesF were to have System Administrator access then
Sysadmin should be selected. If JonesF were to have TRACOwner
access then SecurityAdmin and DBCreator should be selected.

In this case JonesF is to be granted TRACUser so there are no
selections that need to be made.

Click 'Apply" and 'Close’ to return to the Administer Server Logins
form.
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B9 TRACE: Administer Server Logins - GBB 1 ﬂ
Password: [F** ey
Login Mames: |BUILTINAdministra «] Edit |
| EUTECHYTRAMS
Eefresh | §.|r|E:5:F || Delete |

TracCwner

TracReader

TracUser

TramsDeveloper

TramsEngineer =l

Notice that JonesF has now been added to the Login Names list.
JonesF will now have access this server.

Click 'Close’ to exit the Administer Server Logins form.

13.7 Create a New Database User for each Database

Create new database user for each database that this user requires
access to. Select Admin\Database Users from the top menu to
launch the Administer Database Users form.

B TRACE: Administer Database Users - GEBHWLOODOO 1 x|

Password: [***"
Mew
Databaze Users: |User Name | Lagin Mame Edit |
dbao TracOwner
TracReader TracReader Delete |

TraclUser TraclUser

d

Close

Having entered your password, click the 'New' button, which
launches the New Database User form.
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B TRACE: New Database User - GBBHWLODDOD x|

Server Login (User) Name: I vI Ay |
Database User Name: I Close |

Predefined TRACE Roles:
Chwner User | Reader |

Standard Roles:

I [0 Fublic ™ 5 Backup Cperator
™ 1 COwner " B Data Reader

IC| 2 Access Adrmin [ 7 Data Writer

= 3 Security Admmin = B Deny Data Read
= 4 DOL Adrmin =1 3 Demy Data Yinite

Special Roles: [Role_TRACUser
Role_ TRACReader

Select the 'Server Login (User) Name' from drop-down list of those
which have not been allocated to the current database.

I TRACE: New Database User - GEEHWLOD0OD '_ x|

Server Login (User) Name: |JonesF 'I Apply |
Database User Name: |JonesF Close |

Predefined TRACE Rales:
Onwner

Reader |
I I

™ Login has SysAdmin Role

Standard Roles:

¥/ 0 Fublic ¥ 5 Backup Operator
™ 1 Cwrer ¥ B Data Reader

T 2 Access Adrmin [ ¥ Data VWriter

[T 3 Security Admmin [T B Dery Data Read
T 4 BEL Admin =1 3 Dery Data Yiite

Special Roles:

Role_ TRACReader
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By default the Database User Name is the same as the Server Login
(User) Name (you are strongly advised to leave it to the default value
unless you understand all about MS SQL Server!).

Select one of the 'Predefined TRACRoles' by clicking one of the
buttons; Owner, User or Reader. In this case we have selected
'‘User' for JonesF. Notice that Role_ TRACUser is highlighted in the
Special Roles box.

Setting up of users with a pattern of roles different from those of
TRACOwner, TRACUser and TRACReader is not recommended,
and neither is changing the role assignments of these standard
users.

Note - If the Server Login (User) Name has System Admin Role then
there is no need to grant any further roles

Finally click 'Apply' and then 'Close’ the New Database User form.

B3 TRACE: Administer Database Users - GBEHWLOOD: x|
Bassward: [F
= ey
Database Users: [User Name [Login Name Edit
| TracCwner
Refresh | ‘JonesF JonesF Delete
— TracReader TracReader
TracUser TracUser
Close

We have now created an new database user JonesF with TRACUser
privilege.

Click 'Close' to exit the Administer Database Users form.

Log off and allow the new user to try out their log on to the TRAC
database(s).
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Appendix A - Main Menu

This is the full list of menu options:

Me Sub Menus
nu

File

Database

New
Open
Close
Delete
Backup
Restore

Exit

Tables

Instrument
Instrument Type
Manufacturer
Organisation
Configuration
System

Import/Export
Guided Import/Export
Script System Data & Selected
Plants
and Instruments
Script Selected Plants and
Instruments
Script Selected Plants for Export
Load from Script
Delete Selected Plants and
Instruments
Config
Currency
Discipline
Hardware Fault Tolerance
I/0 Function Config
I/O Function Duty Factor
Loop Type
Organisation Hierarchy
Report
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Me Sub Menus

nu

Report Signature

Risk Graph Calibration

Risk Type

Role

Safe Failure Fraction

SIL

SIL Assessment All

SIL Assessment All Currency

SIL Assessment Anomaly

SIL Assessment Anomaly Item

SIL Section

Test Interval

Tolerable Risk All

Tolerable Risk All Currency

Maintenance

I/0O Function

I/0O Function Calc

I/0 Function Flags

I/O Function Tag

I/O Function Tag Count

Instrument (in use)

Instrument Type (in use)

Loop Instrument

Loop template

Loop template Identity

Manufacturer (in use)

Organisation

Tolerable Risk

Safety Function

Safety Function Calc

Safety Function Flags

Safety Function Identity

Safety Function SIL

SIL Assessment

SIL Team

Team

Team Member

Admin

Passwords

Server Logins

Database Users
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Me Sub Menus

nu
Database Properties

Set Client Update

Client Update

Window

Next

Previous

Close

Help

Help

License

Logfile

About TRAC

Note: All menu items are visible to all users. Some will not
function depending of the authorisations you have for

the current database (see Appendix B.)
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Appendix B - Server and Database Security

Basics

Security is implemented using SQL Server authentication. That is,
the SQL Server is responsible for its own security, rather than using
the services provided by any NT domain of which the user and
server may be part of.

There are two aspects to security; gaining access to the SQL Server,
and having done that, gaining access to databases on the server.

The Security Module
SQL Server Login

This is the process of gaining access to the SQL Server, and
requires a Login Name and Password.

When the server is installed, only the sa (system administrator) login
exists. Although SQL Server allows the sa password to be blank, it
is strongly recommended that this be changed to a strong password
(see Appendix C - Strong Passwords), because sa has unlimited
privileges for the server and for all databases on the server.

Note: In anetworked environment, any machine on the
network can gain access to any SQL Server running
on any other machine on the network. With suitable
tools, which include TRAC, a malicious person
could damage the data in databases on that server,
or damage the server installation itself, or create
logins for unauthorised persons. The only
protection against this is using strong passwords
and keeping these secret. This is most important
for the sa password.

The sa login account is then used to create user login accounts, for
example using Enterprise Manager if available. In TRAC, the sa
account is used to create the first TRAC database on the server. As
part of this, TRAC creates a humber of TRAC-specific logins, which
are:
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TRACOwner
TRACUser
TRACReader

These all have an initial password of TRAC.

Note: Itis strongly recommended that the passwords for
the TRAC-specific logins are changed to at least
moderately-strong passwords. This is particularly
important for TRACOwner which has unlimited
privileges in any TRAC database. (TRACReader at
the other extreme has only read access and is much
less critical.)

Each login account may be granted one or more server roles, which
give the ability, for example, to make backups or create new
databases. These are described in more detail in 'Server Roles'
below.

Once the first TRAC database has been created, the sa account can
be used within TRAC to create additional logins. Typically these
would be name-based logins (eg huntjr), with strong passwords and
used in preference to the default TRAC-specific logins. In that case
the passwords for the TRAC-specific logins would not be made
public.

Note: The TRACOwner login cannot be deleted so long as
any TRAC database exists. The TRACUser and
TRACReader logins can be deleted, but this is not
recommended because they will be recreated every
time a new TRAC database is created.

Server Roles

All server roles are predefined. The following are of interest to
TRAC:

Sysadmin

SecurityAdmin

DBCreator
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Of these, normally only DBCreator is granted, to logins who are
TRAC database owners.

Database Access

Each server login may be granted access to one or more databases.
Within a database, the login is known not by Login Name but by User
Name. Although the User Name for each database to which a Login
has access can be different and need not be related in any way to
the Login Name. In TRAC the convention is that the User Name is
the same as the Login Name. The exception is that TRACOwner
login has the special User Name of dbo, meaning database owner.

Each database User may be granted one or more roles in the
database. These control for example whether the user has
read/write access or just read access, and are described in more
detail in 'Database Roles' below.

Each TRAC database is automatically set up with these users:

Login Name User Name Roles
TRACOwner dbo Owner - can do
anything in this
database
TRACUser TRACUser Role_ TRACUser

Backup_Operator
Data Reader

TRACReader TRACReader Role_TRACReader
Data_Reader

The database owner can grant or revoke access to the database for
other logins, again by convention keeping the User Name the same
as the Login Name. Note that the roles in different databases need
not be the same; an individual could have Owner role in one
database but only Reader access in another database.

Setting up of users with a pattern of roles different from those of
TRACOwner, TRACUser and TRACReader is not recommended,
and neither is changing the role assignments of these standard
users.

There is no required correlation between server roles and database
roles. So for example, a person with a TRAC database owner role
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would typically also have the server role of database-creator, to be
able to create new TRAC databases, but this is not necessary. By
removing the server database-creator role from TRACOwner, the
ability to create new TRAC databases is restricted to sa.

Database Roles

Database roles fall into two categories - predefined and custom.
Predefined roles allow generic access control such as ability to read
data. Predefined roles of interest to TRAC are:

Owner

Backup Operator
Data Reader
Data Writer

Custom roles allow finely tailored control of access to individual
database objects such as tables, views and procedures. In TRAC,
access privileges on database objects are always granted by role
rather than by user name, which makes it easy to add new users with
privileges that are the same as the predefined users. The custom
roles are:

Role Description

Role_TRACUser Has write access to all tables except system
tables, and execute permission on most stored
procedures.

Role_ TRACReader Has no write access.

Allocation of roles to users is described in 'Database Access' above.

There is no Role_ TRACOwner because the database owner always
has full access rights in the database, making it superfluous to grant
it role membership.

In the current implementation, TRACReader is not actually
necessary because read access to all tables has been granted to
role public, of which all database users are automatically a member.
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Appendix C - Strong Passwords

A strong password is one that cannot be easily guessed, nor found
by systematic probing by 'hacking' software. These guidelines apply:
At least 8 characters.
Not based on a dictionary word.
Contains at least 2 non-alphabetic characters.
Is not based on names of friends, family or pets.

A good way to create a password is to think of a pass phrase and
base password on the initial letters from each word of the phrase.

E.g. “TRAC is the ABB Trip Requirement and Availability Calculator”
could become “|TitATRaAC[". (Passwords in SQL server 7 are not
case sensitive.)
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Appendix D - Software Licence Agreement

THIS AGREEMENT which is a copy of the general licence
requirements as found within the signed ‘Master Licence’ agreement
is made between,

ABB Eutech (" Eutech ") whose registered office is at Daresbury
Park, Warrington, Cheshire, WA4 4BT, United Kingdom, and

The Authorised User of this Software.

WHEREAS

A ABB Eutech has the right to issue the computer programs
described in Schedule 1 and is prepared to license its use to
the Licensee.

B This agreement and the Schedules attached thereto sets out
the general terms relating to the use by the Licensee of the
Software. Any specific changes will be identified within the
signed master agreement copy held by the User and ABB
Eutech.

NOW IT IS HEREBY AGREED AS FOLLOWS:

1 Definitions

“Licence” shall mean this agreement between the Licensee
and ABB Eutech complete with the Schedules attached
hereto and referred to herein.

“Effective Date” shall mean the date, from which the
provisions of the master Licence shall apply.
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21

2.2

4.1

41.1

“Software” shall mean the computer programmes listed in
Schedule 1 in machine-readable and/or printed form, any
upgrades or modifications supplied in accordance with the
Licence but excluding any additional components that may
from time to time be developed by or on behalf of ABB
Eutech, which may be made available under a separate, or
revised licence agreement.

Licence

ABB Eutech hereby grants to the Licensee, subject to
Clause 5 hereof, a non-exclusive, irrevocable, non-
transferable licence to use the Software listed in Schedule 1
for its own internal use.

Such use shall be subject to and the compliance by the
Licensee with the System and Operating System
requirements listed in Schedule 1.

Intellectual Property Rights

The Licensee acknowledges that all and any proprietary
rights in the Software and in all associated documentation,
software or related materials now existing or to be developed
by ABB Eutech shall be and remain the sole property of ABB
Eutech under this Licence. The Licensee further
acknowledges that unauthorised copying or disclosure of the
Software may cause great damage to ABB Eutech.

Liabilities

ABB Eutech do not warrant in any way shape or form the
Licensed software.

Since ABB Eutech shall have no control over the use to
which the Software is put by or on behalf of the Licensee, the
Licensee shall assume full responsibility for any use by the
Licensee (including any employee of the Licensee) of all or
any part of the Software and shall indemnify and hold
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41.2

4.1.3

4.2

42.1

4.2.3

424

4.2.5

harmless ABB Eutech against any claims which may be
brought against ABB Eutech arising out of such use.

ABB Eutech shall not be liable to the Licensee for any
indirect or consequential loss or damage whatsoever and
howsoever arising from this Licence.

Neither party shall be liable for failure to perform its
obligations under this Licence if such failure results from
circumstances beyond that party's control.

Third Party Rights

ABB Eutech makes no warranty or representation that the
use of the Software provided under this Licence will not
infringe the rights of any third party.

Notwithstanding clause 4.1.2, ABB Eutech will defend any
action brought against the Licensee which alleges that any
Software supplied infringes any United Kingdom patent or
copyright provided that the Licensee promptly notifies ABB
Eutech of the  action, makes no admission of liability and
gives ABB Eutech sole authority, information and assistance
for the defence or settlement of the action. Any failure by the
Licensee to meet these obligations will completely bar the
Licensee’s right of recovery under this provision.

ABB Eutech will pay all damages and costs awarded against
the Licensee as a result of such action provided always that
the aggregate liability of ABB Eutech in under the provisions
of this clause shall not in the cumulative exceed the value of
the Fees.

ABB Eutech will not be responsible for any settlement or

compromise made without its consent. ABB Eutech may at

any time it is concerned about the possibility of such an

infringement at its option and expense: -

€)) replace or modify the Software so that infringement
will not exist; or
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4.2.6

4.2.7

51

5.2

5.3

6.1

(b) remove the Software involved and refund a portion
of the licence fee depreciate by an equal amount
over the lifetime of the Software as determined by
ABB Eutech; or

(© obtain for the Licensee the right to continue using
the Software.

ABB Eutech disclaims all other liability for copyright, patent
or other infringement including any incidental or
consequential damages.

Save as provided for elsewhere in this Licence, any liability
(including liability in negligence) of ABB Eutech for deficient
or defective Software shall not in the cumulative extend
beyond correction of its errors or omissions up to the value
of the purchase fee.

Acknowledgement of Intellectual Property Rights

All technical papers, sales and publicity material issued by or
on behalf of the Licensee and referring to the use of the
Software shall acknowledge the Software has been licensed
by: "ABB Eutech, Daresbury, Warrington, Cheshire, WA4
4BT, United Kingdom."

The Licensee shall not alter or remove any copyright, trade
mark, proprietary or other legal notice contained on or in the
Software and shall ensure any copy made in accordance
with this Licence bears the same markings as the original.

The Licensee undertakes not to make unauthorised copies
of the Software. The Licensee may make one copy of the
executable code for back up purposes.

Confidentiality
All information relating to the Software provided by ABB

Eutech to the Licensee is done so on the understanding that
the details thereof are confidential. Such details shall be
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treated by the Licensee, and any employee, agent or sub-
contractor of the Licensee, as confidential both during the
term of this Licence and after its termination or completion.
Such details shall not be divulged to any person whatsoever
other than those persons to whom it is necessary to supply
such details for the purposes of this Licence. The Licensee
shall procure that the persons to whom information is
divulged shall themselves observe the requirements of this
Clause.

6.2 The provisions of sub-Clause 6.1 of this Clause shall not

apply to:

0] Information which at the time of disclosure was
published or otherwise generally available to the
public;

(i) Information which after disclosure by ABB Eutech is

published or becomes generally available to the
public otherwise than through any act or omission on
the part of the Licensee;

(i) Information that the Licensee can show was already
in its possession at the time of disclosure;

(iv) Information which is acquired from others who did
not obtain it under an undertaking of confidentiality
to ABB Eutech.

7 Termination

ABB Eutech may without prejudice to any other right or
remedy hereunder terminate this Licence by written notice to
the Licensee following any of the events listed below:

€) if the Licensee is in breach of any of the terms of this
Licence and fails to rectify such breach within thirty
(30) days after receipt of written notice from ABB
Eutech requesting rectification; or
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(b) if the Licensee requests termination of this Licence
thirty (30) days after receipt of written notice by ABB
Eutech requesting termination; or

(©) if the Licensee shall have a Receiver appointed of
the whole or any part of its assets or if an order shall
be made or a resolution passed for winding up the
Licensee unless ABB Eutech agrees that such order
or resolution is part of a scheme of reconstruction of
the Licensee or if the said Receiver is willing and in
ABB Eutech's opinion is able to abide by the terms of
this Licence; or

(d) if the Licensee shall be amalgamated with or
become a subsidiary (as defined in Section 736 of
the Companies Act 1985 or any re-enactment or
modification thereof for the time being in force) of
any other company or be purchased by any person,
firm, company, corporation or other organisation.

Notwithstanding termination of this Licence pursuant to this
Clause 8, the terms of Clauses 4, 5, 6, and 7 hereof shall
continue in effect.

(d) Should ABB Eutech wish to terminate this
agreement in the future on the basis of commercial
or business reasons and no longer wish to support
the product, then the licensee can enter into
discussions with ABB Eutech for the purchase and
access to the product source code and operational
manual.

8 Duration and Term

8.1 This Licence shall come into force on the Effective Date
stated within the master signed agreement and shall, subject
to the provisions of clause 8, continue for the period of the
Licence stated within schedule 2 of the signed master
licence.
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8.2 At the end of the period of the Licence or following
termination in accordance with clause 8, the Licensee shall
cease to load, copy, store or use the Software and shall
return to ABB Eutech, by registered mail, the Software and
all related documentation and materials and any copies of
the same.

9 Assignment

No rights, duties or obligations under this Licence may be
assigned by the Licensee to any other party without the prior
written consent of ABB Eutech, which consent may be
subject to the agreement of terms.

10 Notices

Any notice, demand or other communication to be served
under this Licence may be served upon any party hereto
only by sending or delivering the same or sending the same
by registered first class post, telex, telegraph or facsimile
transmission to the party to be served at its registered
address or such other address as may be notified from time
to time.

11 Law

The construction, validity and performance of this Licence
shall be governed by English Law and both parties hereby
submit irrevocably to the non-exclusive jurisdiction of the
English Courts.
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SCHEDULE 1

Definition of Software

TRAC - A Trip requirement and availability calculator for the SIL
determination of Instrumented Protective Systems in accordance
with the requirements of IEC 61508.

System Requirements

PC with Pentium 400 MHz or higher processor
Minimum of 64 MB of physical memory

Adequate free disk space dependent of the size of the database

Certified Operating systems

Microsoft Windows 95 4.00.950 B (OSR 2)
Microsoft Windows 98

Microsoft Windows NT

Microsoft Windows 2000

Microsoft Windows XP
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Appendix E - Further Information and Support

To contact the TRAC customer support call:

Tel: +44 (0)1642 372322
E-mail: TRAC@gb.abb.com
Web: www.abb.com

Contact Address:

TRAC

ABB

Belasis Hall Technology Park
PO Box 99

Billingham

TS23 4YS

United Kingdom
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