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Style conventions used in this document:

Ul Text: Text that represents elements of the Ul such as button names, menu
options etc . is presented with a grey background and border, in Tahoma
font which is traditionally used in Windows Uls. For example:

Ok

Standard Terms (Jargon) : Text that is not English Language but instead refers to
industry standard concepts such  as Strategy, BACnet, or Analog Input is
represents in slightly condensed font. For example:

BACnet

Code: Text that represents File paths, Code snippets or text fil e configuration
settings is presented in fixed -width font, with a grey background and
border. For example:

$config_file = c: \ CYLON settings \ config.txt

Parameter values : Text that represents values to be entered into Ul fields or
displayed in dialogs is re presented in fixed -width font with a shaded
background. For example

10°C

Product Names : Text that represents a product name is represented in bold
colored text. For example

- A3 uAT A

Company Brand names: Brands that are not product names are represented by
bold slightly compressed text:

ABB Cylon®

PC Keyboard keys : Text representing an instruction to press a particular key on
the keyboard is enclosed in square brackets and in bold fo  nt. For

example:

[Ctri]+[1]
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The Cylon® FBTI Series
VisA A2 A+ A %Y,

The FBTi Series is a high performance, low cost BACnet®Unitary Controller with native BACnet/IP
communications support.  BTLlisted as BACnet Building Controller (B-BC), it perfectly complements the
FBVi (IP VAV controller) in the IP terminal unit controller range. Utilizin g the patented UniPut technology,
it provides reliable and cost -effective control solutions for Fan Coil Units, Chilled Ceilings, Heat Pumps
and Roof Top Units.

Dual IP ports with failsafe switchover connects the FBTi to any open BACnet network and also pr ovides
seamless integration to the ABB Cylon system.

T %Y - 2T AL Y,
The FBTi Series is designed to cover applications from  Fan Coil Unit, Chilled Ceiling, Heat Pump and Roof

Top Unit s. Leveraging the ABB Cylon FusionAir sensor series, the FBTi can execute IAQ applications such
as Demand Control Ventilation and optimize energy usage in the controlled terminal equipment.

Itis programmed using CXpro programming software as with other ABB Cylon controllers.

Reference strategies for Fan Coil Units and Roof Top Units are available for download and customization.

The FBTi-7T7-1U1Rfeatures 7TAON %Y UU & R &ht) PUnikedsl Eiits . FBTi-6T1-1U1Rfeatures 6
UniPuts& with Triac, and 1 Universal Input . Both feature 1 A O N % Wvithaut Triac, a 240 V AC relay
and a dedicated input for  ABB Cylon® FusionAir sensors.

©ABB 2023 All Rights Reserved.
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2  |IP Networking
AT~A - A . %%

IP (Internet Protocol) is an agreed standard that defines how devices communicate over the Internet or
other Internet -like Ethernet network.

IP is part of a 7 -layer architecture consisting of

I Physical Layer (Layer 1)
DataLink Layer (Layer 2)
Network Layer (Layer 3)
Transport Layer (Layer 4)
Session Layer (Layer 5)
Presentation Layer (Layer 6)

= =4 4 4 -—a A

Applications Layer (Layer 7)

PHYSICAL LAYER (LAYER 1)

This refers to the electrical impulses (or light signal or radio signals) carried on the cable (or fiber ,air or
other physical medium). For IP, the physical layer is usually Ethernet.

DATALINK LAYER (LAYER 2)

This is where data packets are translated to and from bits, which can be transferred on the Physical Layer

NETWORK LAYER (LAYER 3)

Layer 3 provides switching and routing to create paths for data to be transmitted from node to node
within the network. This is the layer that gives IP its name.

TRANSPORT LAYER (LAYER 4)

This layer is responsible for end -to-end error recovery and flow control, enabling transparent transfer of
data between hosts.

SESSION LAYER (LAYER 5)
Abpi AT UUONxO OEal U OEOETI U [ aEPEOIT U ExOpi UUEUNxOU; EI URI
PRESENTATION LAYER (LAYER 6)

This layer translates between application and network formats, so that communication independent of
data representation such as ASCII, GIF, JPEG etc.

APPLICATIONS LAYER (LAYER 7)
Everything at layer 7 is application -specific, such as Telnet, FTP, WWW browsers, HTTP etc.

©ABB 2023 All Rights Reserved.
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374 -2 2 A 3 A A . 1/4 u
Each device has at least one IP addre ss, which uniquely identifies it from all other devices on the network.

There are several forms of IP addresses, but the most commonly used is IPv4, which consists of 4
numbers (between 0 and 255) separated by dots e.g. 192.168.222.51

DHCP (DYNAMIC HOST CONFIGURATION PROTOCOL)

The address can be set manually on the device itself, or else the device can be assigned one by a master
controller on the network. This master controller is known as the Dynamic Host Configuration Protocol
(DHCP) server.

To use an IP address, a device must know several pieces of data, including the IPv4 address that the
device will use, the IP address of the Domain Name Server ( DNS) where the device can find IP addresses
of other devices, and the IP address of the Default Gateway devi  ce through which communications are
routed.

Using DHCP means that all these pieces of information are set automatically avoiding the need for
specialist knowledge of IP networking. If ~ DHCPis available on your network is the most convenient way
to configur e your devices.

DHCP reservation

A DHCP server can be configured to always assign a particular 1P address to a specific device. This is
called a DHCP reservation and enables a user to access a device by IP address even if the device power -
cycles and makes a new DHCPrequest.

SUBNETWORK (SUBNET)

A subnet is a logical division of a network  } that is while it might be physically connected to other
subnets, communications traffic from one subnet can be kept separate from comms origination on
other subnets.

A group of the most significant bits of the IPv4 address (the numbers at the start of the address)
specifies the address of a network or subnetwork. This is called the Network Prefix. The remainder
specifies the host } the address unique to the specific device

For example:

 onthe 192.168 subnet, an IP address of 192.168.2.54 refers to device 2.54.
{ Onthe 55.231.77 subnet, IP address 55.231.77.3 refers to device 3
The specific parts of the address that EUI NO [ EEDP @xUUNxO NEAYEONOI »EEAé UPADN
EEO Ei 1T agUiwB0DI EOPEUERN EQQONI |1 Eied2522660®nfedhk that 42  x @i UEC
only the last 2 segments of the address apply to the local subnet.
For example,
9 if the address 192168254 DEU E UYE Odssds5.0E 80 UOEU O loE16elis theBsEbhet
address, and 2.54 is the device address.
9 ifthe address 55231773 DEU E UOYE GbsUss.080008 BEDEU  O$58301 is the sibhet
address, and 3 is the device address.

The network can also be id entified by a decimal number following the first IP address on the network  }
e.g.55.231.77.0/ 24. This is called Classless Inter -Domain Routing (CIDR) notation. The decimal number
represents the number of bits allocated for the Network Prefix.

Each segment of an IP address represents 8 bits,

i.e.192.168.2.54 could also be written 11000000 . 10101000 . 00000010 . 00110110

©ABB 2023 All Rights Reserved.
Subject to change without notice
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In CIDR notation, /16 means that 16 of these bits represents the subnet, and the remainder specifies the
host:

CIDR 192.168.2.54/ 16
IP

Address 192
decimal

168 . 2 . 54

IP
Address 1 1000000 . 10101000 .00000010.00110110

Binary

16 bits representing the subnet host

Equivalen
t subnet 255 . 255 . 0 . 0

mask

CIDR 55.231.77.3/ 24

IP
Address 55 . 231 . 77 . 3

decimal

P
Address 00110111.111200111.010011201.00000011

Binary

24 bits representing the subnet host

Equivalent
subnet 255 . 255 . 255

mask

DEFAULT GATEWAY

Devices on the same subnet can address [P packets to each other without using a router device.

To communicate with devices on another subnetwork, the traffic must be routed through a router

11T PNEIi é0 A"w @xUU! ADPIi O E 11 PNEI ddieksithatis ndien the sa@dY ONEEUI R NU
Ol URxUO# NU Ui O61 0 UPI QEEOI U Ux UPI 21TEYOU pEUIREa# RDNE

Some BACnetUi UPNEI U YOI &EWmEIl EE ULAKWItE standard toutets, these

Note :
EUxEI EEOUU EUI & @tCBAEnétbrbaddasts aré linited thith€ 1P Subnet of the BACnet
device. With a BACnet/IP network of 2 or more |P subnets, a device that can act as a BACnet/IP
Broadcast Management Device (BBMD) must be used.
N~
>
o
[92]
n
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PORT NUMBERS

g%xUUI xO EBx OB DUPBBEUNBOExRU UUETT NE Ux EI OEg@gil RRNU
Ugi ENT NE @UxEI U0 UYOORNOI NO UPEU 11 PNEI! 7 #%xUU OYOEI U 1x
often set by convention, depending on the protocol that the packet uses. For exa mple, HTTP traffic by

convention uses port  80. If no port is specified in the IP address for HTTP traffic, port 80 will be assumed.
If a port is specified (e.g. port 8080 as in the address 192.168.100.33:8080), the specified port will be used
instead. This allows the device to communicate on multiple protocols at the same time.

Some of the services associated with port numbers include:

Service Protocol Default Port Number
SMTP TCP 25

DNS TCP, UDP 53

DHCP ubP 67

HTTP TCP 80

HTTPS TCP 443
BACnet/IP ubP 47808

Some of the port numbers recognized by ~ FLXeon Controllers are shown below. These can be changed in
the controller & Web Ulatl Wet weTkCP/ PDR t s

‘\I‘I' Device name: FBTi 222013 192.168.88.186 &~
l& Dashboard IP Network TCP/UDP Ports
" BACnet v IP Network TCP and UDP ports are ports open to the outside world, HTTPS/HTTP are used for this web configuration. HTTPS iz always enabled,
I§E 1P Network “ though the port can be changed if required. HTTP is disabled by default. The BACnet ports are needed if the controller must communicate with other
o Configuration BACnet controllers over IP,
¥ TCP/UDP Ports Protocol Port Number
& Edit SSL Cert. https
& SignSSL Cert, 443
. Smart Router M
IO Platform M http 80
[ Captures v
% Diagnostics M BACnet 47808
% UUKL M
BACnet NAT 47809
ssh
7 sams
~
>
[]
=
[92]
[Xo]
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Ao - vt ¢ A7 Y T w2 A3 pu»3 UAT AL By,
Physically splitting a networkinto 1 NT T 1 Ul 60U T YOEURxO TUxY@U NUO OOxRO EU &l
done to improve performance (by reducing the amount of traffic on each segment) and to improve
Of EYURU&! - U NU EEDPNIipPiil Ea&a ExOOi EUNOT AxYUIi U0 UxiiUPI U E

LAN INTERNET

1

S—" | T
o L T = |
L}

1 Segment 1 i Segment 1 '

Segment 1

-1 UxYUI UU EUI ExOOI EUIT RNUBxYU YUNOT UBPINU A % xU &A¥

LAN INTERNET

©ABB 2023 All Rights Reserved.
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s AAvBAL “22 A3 AA AAT vA° T A. wny, Ya A
Network Address Translation is a function of a router or firewall, which maps multiple local IP addresses to
a single public IP address. This is necessary because the number of  IPv4 addresses is finite.

2 Yo - Yo Ya »3 ACAA3 » 2 YaA
When communicating on the wider Internet, it can be difficult to remember the numeric IP address for

each device with which you want to communica  te. The Domain Name System (DNS) was created to allow
internet users to use a text -based Uniform Resource Locator (URL) with meaningful values such as

ERRR! EAOxO! ExOi Ux ExOOI EU Ux E UORUI xU 11 pPRNEI RNUBPxYU BDE
finds the URL in its distributed database and passes the corresponding numeric IP address to the
Ui uyi ODUNOT 11T PNEI! 1T E 1TipPNEIi eUO 3% EITUI U0 EPEOIT U# UDI

address, ensuring that other networked devices can still find this device from its URL.

When setting a devices IP parameter manually, between one and three DNS IP address are usually
provided. The second and third addresses are used if the first DNS becomes unavailable.

If you do not know the address of your DNS serv  er(s), you can use publicly available DNS server addresses
for example primary = 8.8.8.8 and secondary = 4.4.4.4

©ABB 2023 All Rights Reserved.
Subject to change without notice
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BACnet Networking
° T Y3 A%

BACnet is "a data communication protocol for building automation and control networks." This means it
is a set of rules for exchanging BMS information between systems from different manufacturers.

AT—A - A

Cylon® FBTi Series| BACnet Networking

The rules take the form of a written specification that spells out what is required to conform to the

protocol

The key feature of BACnet is that the rules relate specifically to the needs of building automation and

control equipment

schedule, or send a pump status alarm.

BACnet provides a standard way of representing the functions of

binary inputs or outputs, schedules, control loops and alarms.

- for example, how to ask for the value of a temperature, define a fan operating

any device - for example analog or

The standardized model of a device represents these common functions as collections of related

information called objects

Each object has a set of properti

optional.

The only required object in each BACnet controller is the
gUx @i UUNT O UPEU 111NOI
associated number called the Device Instance. It is this unique number that allows all other BACnet
devices to unambiguously access the controller.

Here is an illustration of

BAChnet objects:

Ubi

es that further describe it. Each analog input, for instance, is
represented by a BACnet "Analog Input object", which has a set of standard properties such as '
Value', 'Sensor Type', 'Location ', ‘Alarm Limits ' etc. Some of these properties are requ

Present
ired, while others are

Device object. This object contains the
Ex OQUUx OO0 U é Devide bbieé kablanU

- __

rSite Details

Number 2
Num. Devices |4

Name Cylon Controls

|
This is the BACnet Explorer dialog. Below is the list of devices that were discovered. To edit any of the details double dick on an
item in the list. To begin reading in the object list of a device expand its node in the Tree View.
Any newly discovered devices will be in white. Devices that have already been configured will be highlighted in Green or Red.
Green means that the device discovered matches the addressing of the site configuration. Red means there has been a dash
between the device information discovered and the device information in the site configuration.

% Cylon Controls

Er 001 - Network (5001)
[ Object-list

= 001 - CBM24 {5010)

5 Analog Input

- Temp1 (1)

- Temp2(2)

& Analog Value

E| @ Binary Value

i [ Zoned Alarm (1)

E|i Device

i Motification
E| [ Trendlog
L [ Zone1Min (1)
(- [¥] =) 002 - CBT13vAY (5011)

£ Object-List
E| @ Analog value
[ Battery voltage (1)
& sinary value
@ Device

v Select all devices to add to Site
I Sort Objects By Instance Number

- [ 001 - cBM24 (3010)

Cylon BACnet Router 43 (49)

mDewce is not online,

Property | Value |
object-identifier 0x00800001 (type = 2, instance = 1)
object-name ZoneiMin
object-type 2
present-value 29.160
status-flags in-Alarm = FALSE; fault = FALSE; overridden = FALSE; out-of-service = FALSE
event-state 0
out-of-service FALSE
units square_feet
Rescan Network Add Selected Devices to Site Close
AI

xO UDPI

©ABB 2023 All Rights Reserved.
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° W3 A % 3+ A ACIZA
The BACnet standard defines a number of  standard object types, and this number is increasing over time.
Cylon uses the following standard types (* indicates that the object is proprietary):

Device

Analog Input
Analog Value
Analog Output
Binary Input
Binary Value
Binary Output
Schedule
Calendar

Unitron Schedule *
Notification Class
File

Trend Log
Manufacturing Object *

° T +y3 A A3 AA. £3 A
The BACnet standard defines numerous services for interaction between BACnet devices. The following
are supported by Cylon BACnet products:

=4 =4 =8 -8 _8_8_9_9_9_2_-2._2_-2_-92

ReadPropert y
WriteProperty
ReadPropertyMultiple
WritePropertyMultiple

Read Range

Whols

IAm

WhoHas

IHave

UnconfirmedPrivate Transfer
TimeSynchronization
UTCTimeSynchronization
DeviceCommunicationControl
ReinitializeDevice
AtomicWriteFile
AtomicReadFile
AcknowledgeAlarm
GetAlarmSummary
GetEventinformation
ConfirmedEventNotification
UnconfirmedEventNotification
SubscriveCOV
ConfirmedCOVNotification
UnconfirmedOVNotification

=4 =4 =48 _2_-98_2_98_8_29_-292_-9_-2-_-9_92-_-9_-92_-29_-29-29_-2-2._-2_"2
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° W3 A)A x° .3 Yy,A ¢ A3 AA3ZA Y AAAS3
BACnetY Ui UOCligat/Sérver " architecture. BACnet messages are called service requests. A Client machine

sends a service requestto a Server machine that then performs the service and reports the result to the
Client.

Example:
A simple device such as a fixed function VAV controller wo  uld typically act as Server.

Front -end software running on a PC would actas a BACnet Client reading status values from the VAV and
changing set -points.

Notes :
Server devices cannot initiate communication. Higher end embedded controllers generally include both
server and client functionality. This allows them to share information such as outside temperature with
each other or send alarmstoa PC.
BAChnet currently defines 35 message types that are divided into 5 groups or classes. For example, one
class contains messages for accessing and manipulating the properties of the objects described above.
A common message type is the " ReadProperty " service request. This message causes the s erver
machine to locate the requested property of the requested object and send its value back to the client.
Other classes of services deal with: alarms and events, file uploading and downloading, managing the
operation of remote devices and virtual ter ~ minal functions.
v AAvAT AC¥%3 A
BACnet messages can be carried over the following types of network:
{ Ethernet
 ARCnet
1 Master -Slave/Token -Passing (MS/TP)
i Point-to -Point (PTP)
 LON
 BACnet/IP
Y- £ AA A3 »3 YA
Every BACnet device is required to have a” @Ux UxEx O NO@Oi O OUEURNx O ®RK§IAxUOEOEI U
PICSis a BACnet specification sheet, containing a list of a device's BACnet capabilities.
It contains:
9 ageneral product description
9 details of a product's BACnet capabilities
9 which LAN options are available
1 afew other items relating to character sets and special functionality
The PICSis the place to start to see what a device's capabilities are.
N~
>
Q
™
n
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° T+ 13 A A% LuC

A typical BACnet Network consists of devices connected to physical networks. Each device is a separate
piece of hardware and has a physical connection to the network. Devices are given a unique Device
Instance Number which can be a number between 0 and 4194302. BACnet MS/ TP devices have additional
addressing designations called MAC addresses. For most users it is the Device Instance Number which is
used as a reference, but the combination of the Network Number and MAC address of an MS/TP device
may be configured by a Syste m Integrator to avoid any MAC address conflicts on the EIA485 network.

BACnet Workstation
P—

IP Network (LAN)

BACnet to MS/TP Router BACnet to MS/TP Router BACnet IP Device BACnet IP Device BACnet IP Device

BACnet® MSTP
BACnet® MSTP

L=
Ea— L

©ABB 2023 All Rights Reserved.
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T xYBs A LY
BACnet/IP uses the User Datagram Protocol (UDP) to send data packets. ASHRAE adopted BACnet/IP
in annex j of the 135 - 1995 standard .

BACnet/IP communicates using four methods.

9 BACnet/IP to BACnet/IP (same subnet): Assuming that two devices know each other's IP
addresses and the UDP ports they are using, i.e., their respective B /IP addresses, there is nothing
that restricts them from communicating directly.

9 BACnet/IP to BACnet/IP (different subnet): The location of the two devices is already known by
the host and the message is routed to the device using switches and routers.

9 Broadcast (same subnet): This is a standard Who is/ | am message sent across a local subnet for
the BBMD to discover what the address are for the BACnet devices on the subnet.

9 Broadcast (different subnet): This is a standard Who is/ | am message sent across a local subnet
for the BBMD to discover what the address are for the BACnet devices on other subnets.

BACNET IP BROADCAST MANAGEMENT DEVICE (BBMD)

Some BACnetUi UPNETI U YUI &EWmEIT EE ULAKWitE standard toutess, these
EUxEI] EEUB@x EEQIi | iBACnét Broatltésts are limited to the  IP Subnet of the BACnet device.
With a BACnet/IP network of 2 or more IP subnets, a device with  BBMD can be used.

@

IP Router IP Router IP Router

BACnet Workstation

T —

I IP Network (LAN) IP Network (LAN) I I IP Network (LAN}

BACnet IP ta MS/TP Router BACnet IP to MS/TP Router BACnet IP device

BACnet IP device

== ~H1

A BBMD located on an [P subnet monitors the origin of a broadcast message on that subnet and, in turn,

ExOUUUYEUU E maddadelih ofderto gabsithtbughan IProuter! ABDNU é@i i U Ux @ii Ui C
received by other BBMDs on other IP subnets and transmitted as a broad cast on their attached subnet s.

Since the BBMD messages are directed messages, individual messages must be sent to each BBMD. Each

BBMD device maintains a Broadcast Distribution Table (BDT) , the content of which is usually the same for

all BBMDs within the network. BBMDs must know the IP address of all other BBMDs in the network.

It is possible to communicate to a device on a subnet that does not have a BBMD as in the BACnet

Workstation example above. This type of device is called a foreign device since it resides on a different IP

subnet from devices attempting to communicate with it.

Usually, in BACnet/IP, a foreign device is on a different subnet .

The foreign device (e.g. BOWS) register s with each BBMD, after which it can communicate with all other
devices on the network. The BBMD then maintain a Foreign Device Table (FDT) which keeps track of
foreign device s.

©ABB 2023 All Rights Reserved.
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Note :

Cylon® FBTi Series| BACnet Networking

° U3 A »ACAY
Cylon® FBTi Seriesis IP only, this section is provided for general information.

BACnet MS/TP (Master -Slave Token Passing) is an EIA-485 network layer intended for use with lower  -level
devices such as Unitary Controllers. In comparison to BACnet/IP and BACnet/Ethernet, MS/T P is more
cost -effective to implement due to the lower cost of wiring. Given the MS/TP network is a serial -based
network, devices may be configured to communicate at different baud rates specified by BACnet.

Therefore, it is essential to know informationr  egarding the BACnet network you are connecting to

before installing.

TOKEN PASSING

BACnet MS/TP uses token passing to allow devices to communicate on the network. Token passing is
controlled by each device, which contains an internal memory list of other MS/TP peers connected to the
network. The token is passed in order of the MAC Address (Unit ID) from lowest to highest. In most

MS/TP networks, each device is configured to be a master. Given all devices may be a master, MS/TP may
appear and react slower t han traditional building automation protocols. However, configuring your

network for faster baud rates will help provide better bandwidth and transport speed of network

messaging.

Token passing is a communications scheme that allows connected devices conne cted to

NOUI UExOOYONEEUI RRNUD xOI EOxUDIU! — OIURxUO &UxOI Oi
round -robin fashion by order of the MAC Address (lowest to highest) to provide a transport to access the

network. When a unit possesses the token, it may perform any network activity for which it is

responsible. When finished, the token is then passed onto the next device. At any time, the unit that

possesses the token is the only device permitted to initiate communications with another device on the

network or to request information from it. A device that receives the token may or may not need to

perform network functions (e.g. read values from a remote device, broadcast information, etc.). If not, it

will simply pass the token along the network.

pral
o

If you are connecting devices to an existing MS/TP network consisting of third -party devices, consult
third -party vendor documentation regarding MS/TP network considerations.

ADDRESSING

BACnet MS/TP devices contain two device addresses. One device addressis  known as a Device Instance,
and the other is a MAC Address. The Device Instance is an address assignment that is used to identify the
BACnet device on a global BACnet network. When a device is connected to a global BACnet network
consisting of multiple da ta layers joined together using routers, the Device Instance is used to uniquely
identify the device on a global basis. The valid range for the device instance in a BACnet device is 0 to
4,194,302. Devices must be configured for a unique, non  -conflicting D evice Instance. In the event that
multiple devices are assigned the same Device Instance, both devices will simply not communicate on the
BACnet network or could be subject to misdirected messaging (a message intended for Device -A may be
routed to Device -B)

The MAC Address is an address assignment used within the BACnet MS/TP segment to permit a device

to actively communicate on the BACnet MS/TP network. Valid MAC Address assignments range from O to
127 and are typically assigned in a logical and increment  al order to permit faster token passing between
devices. The MAC Address of a BACnet MS/TP device must be a unique, non -conflicting value that exists
on the local MS/TP network. In the event that multiple devices are assigned with the same MAC Address,

the effects can be far detrimental than that of a conflicting Device Instance; potentially resulting in a

failure of the entire local MS/TP network. In the event that the unitary controller encounters a duplicate
of its MAC Address, devices will inform the us er that a duplicate MAC Address has been detected and will
not perform client communications until resolved.
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BAUD RATES

As a serial-based protocol, BACnet MS/TP supports the following four baud rates: 9.6kbps, 19.2kbps,
38.4kbps, and 76.8kbps. Devices can be configured for any of these baud rates, as well as native PC baud
rates 57.6kbps and 115.2kbps which are currently not supported by the BACnet standard. Each device
communicating on an MS/TP network must be configured for the same baud rate at all times

NETWORK OPTIMIZATION

In BACnet MS/TP devices, specific device properties are available to permit optimization. Network
communications. By adjusting Device properties max  -master and max -info -frames, users can adjust the
token passing abilities of devices.  The functionality of these two properties is described as follows:

1 Max-Master - defines the highest unit ID of an MSTP master that is connected to the network. This
value specifies to what address extent a token may pass. For example, if you have 64 devi ces
addressed in a logical order, this value would be assigned to 64. This value should be set to the same
value across all devices connected to an MSTP network.

1 Max-info -Frames - defines the number of data frames that an MSTP master can use the token befo re
passing onto the next device. This value is typically set by the factory but can be modified if necessary.
In the event a device does not need to keep the token for the number of frames specified, devices will
automatically pass the token onto the next  device.

BACNET MS/TP DEVICE LOADING

MS/TP (Master -Slave Token Passing) is a protocol where each device is wired in series and they take

UYUOU ExOOYONEEUNOI # 11 @i 01 NOT xO RDPNED 11 pbPNEI EYUUI O6UOA4
simpler/cheaper than IP though less flexible in terms of int eroperability.

BACnet MS/TP is widely used in building automation, and usually uses ~ RS485 networking. As a result, the

OYOEI U x1 11 PpPNEIiU UPEU EEO EI ExOOIiEUIT UxiiUPIU xO E &U
load the device puts on the n etwork.

Unit Load is a concept created by the RS -485 specification to help determine how many devices can be
connected to each fieldbus. The number of devices that can be connected depends on how much each
device loads the fieldbus so the more a device loads the fieldbus, the fewer additional devices can be
used. The total Unit Loads on a fieldbus must be 32 or less.

BACnet MS/TP allows 127 master device addresses, but the Unit Loading usually prevents that number of
devices being active on a fieldbus.

READ PROPERTY MULTPLE

A single BACnet request can contain a sequence of BAChNet property references, each representing a
single BACnet property. This allows multiple properties to be read with a single BACnet request.

By default, FTViwill read 5 properties at once.

©ABB 2023 All Rights Reserved.
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BACNET PRIORITY ARRAY

BACnet uses a command prioritization scheme for objects that control equipment or software

parameters that affect the operation of equipment connected to devices.

prioritization scheme (commonly referred to as

types of devices that

The use of this command

Priority Array) allows a device to determine the order in
which an object is controlled. Command Prioritization assigns unique levels of priority to the different

can write values to a device. There are 16 prioritization levels with Level 1~ being
highest and Level 16 the lowest. For example:

Priority Level Application Priority Level Application
1 Manual-Life Safety 9 Available
2 Automatic -Life Safety 10 Available
3 Available 11 Available
4 Available 12 Available
5 Critical Equip. Control 13 Available
6 Minimum On/Off 14 Available
7 Available 15 Available
8 Manual Operator 16 Available

BACnet defines the types of objects that are either required or may optionally support the command

prioritization scheme.
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The Cylon® FBTi Series Web Ul

AA»» AC 2 AfT° Y A?
The Su mmaDrays h b diaptags the controller status including important information such as firmware
versions and /O status.

‘\I'I‘ Device name: FBTi 222013 192.168.88.186 & -

/& Dashboard Controller Status

" BACnet M Controller Name FBTi 222013

ms P Network ¥ Device Instance 222013

kL. Smart Router ¥ Serial Number FBTi222013A

IO Platform T MAC 60:b6ie1:3d:a4:60

% Captures ¥ Blocks Servicing 10

% Diagnostics ¥ Servicing Runtime 349
Stat Device Fusion Bus Operational
1/O Device Status
Onboard FBTi Online
Versions
Strategy Engine 9.2.0-a2 2022-07-29 08:22:21 +0000
System Supervisor 9.2.0-a2 2022-07-29 08:22:21 +0000
BACnet Router 9.2.0-a2 2022-07-29 08:22:21 +0000
Linux Kernel 5.4.27-yocto-standard

License Status

Hardware 1D 60a43de1b660
License ID 60a43de1b660
1D Matches License

License Is Valid
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° + 13 A »3 YA

DEVICE
The BACnet De v iNaenand De v il e set from this page.

‘\I'I' Device name: FBTi 222013 192.168.88.186 2 ~

@ Dashboard BACnet Device

L] -«
& BACnet Device Name ~ FBTi 222013
 Device
< Router Networks .
© Time Sync Device Instance 222013

3 BBMD/ NAT

B 1P Network v
2. Smar outer .

D Platform v

g Captures v
Diagnostics v

ROUTER NETWORKS
BACnetNetwork OYOET UU EUI YUiI1l Ux NIl OUNT & UPI é&rNUIiT Ux
9 For IP, all devices on the local LAN must have the same BAChet Network number.

1 For MS/TP devices, each serial bus line must have a unique BACnet Network number.

‘\I'I' Device name: FBTi 222013 192.168.88.186 & -

‘A& Dashboard BACnet Router Networks

‘;' BACnet “ BACnet network numbers are used to identify the "wire” that the device is attached to. For IP, all devices on the local LAN must have the
l Device same BACnet network number. For MS/TP devices, each serial line must have a unique network number,
% Router Netwarks Port Enabled Network Edit Details
© Time Sync P
[3 BBMD/ NAT 500
&% 1P Network M
X Smart Router v NAT o 504 4
IO Platform M
% Captures v Raw Ethernet ] 501

%" Diagnostics
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TIME SYNC

BACnet Time Synchronization messages can be sent from this device to any BACnet device in order to
ensure that those devices have the correct times.

T TheTr an ©Omi § wntl how often and when to send.
1 TheDe st i nlisttthedangets to which the  Time Sync messages will be sent.

Time Sync messages can be broadcast to an entire network if desired.

‘\I'I' Device name: FBTi 222013 192.168.88.186 & -

I@& Dashboard BACnet Time Sync

" BACnet N BACnet time synchronization messages can be sent from this device to any BAChet device in order to insure other devices have proper
times. The Transmit Options control how often and when to send. The destinations list the targets to send to. Time Syncs can be broadcast

P Device

< Router Networks o an entire network if desired.

© Time Sync Transmit Options

1 BEMD/NAT
k=5 1P Network v Frequency (min) 0
& Smart Router ’ If bled then ti 1 ited at the d ted (offset) minuts

v - . enables 2n time syncs are transmr a 2 gesignated (ofrset) minutes

O Platform Align Sending o past start of day or hour.

™ Captures

“® Diagnostics Offset (min) 0

Local TimeSync Destinations
Target Network Device +
UTC TimeSync Destinations

Target Network Device +
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BBMD / NAT

BBMD connects BACnet IP networks that are not on the same local network (see

BACnet IP

BACnet/IP uses the User Datagram Protocol (UDP) to send data packets. ASHRAE adopted BACnet/IP
in annex j of the 135 - 1995 standard .

BACnet/IP communicates using four methods.

il

BACnet/IP to BACnet/IP (same subnet):  Assuming that two devices know each other's IP
addresses and the UDP ports they are using, i.e., their respective B /IP addresses, there is nothing

that restricts them from communicating directly.

BACnet/IP to BACnet/IP (different subnet): The location of the two devices is already known by

the host and the message is routed to the device using switches and routers.

Broadcast (same subnet): This is a standard Who is/ | am message sent across a local subnet for

the BBMD to discover what the address are for the BACnet devices on the subnet.
Broadcast (different subnet): This is a standard Who is/ | am message sent across

a local subnet

for the BBMD to discover what the address are for the BACnet devices on other subnets.

BACnet IP Broadcast Management Device (BBMD) on page 16 for details).

NAT connects sites where there is a NAT gateway between them.

ABB

& Dashboard

" BACnet

B Device

< Router Networks
© Time Sync

I3 eBMmD/ NAT
=% |P Network

t Smart Router

O Platform

g Captures
Diagnostics

4 4 4 4 4

Device name: FBTi 222013 192.168.88.186 & -

BACnet BEMD / NAT

‘When this device is behind a NAT gateway, the NAT configuration is enabled to allow external BAChet devices/tools to route to the internal
network.

NAT Routing Enabled O
External IP Address | 192.168.1.1
UDP Port 47809
BACnet Network = 504
The peer lists allows this device to find BACnet routers on non local networks. The preferred configuration is to a BBMD enabled router on

the remote networks, In this setup, the IP is the remote BEMD and the netmask is 255.255.255.255

BBMD Peer IPs Peer UDP Port Netmask +

NAT Peer IPs Peer UDP Port Netmask +

©ABB 2023 All Rights Reserved.
Subject to change without notice
WWW.CYLON.COM

23

MANO0153 rev 7



Cylon® FBTi Series| The Cylon® FBTi Series Web Ul

Y, 143 A ABAAA
CONFIGURATION

This page allows basic 1P configuration , identifying the current device on the  IP network.

‘\I'I‘ Device name: FBTi 222013 192.168.88.186 s~

& Dashboard IP Network Configuration

L] v
;E!.; F;snet ) . Hostname | FBTi222013A
etworl
o Configuration Use DHCP to obtain IP address automatically

Automatic (DHCP)

¥ TCP/UDP Ports
& Edit SSLCert.

& Sign SsL Cert. IP Address 192.168.88.186/24
£, Smart Router M
O Platform M Gateway
g Captures M
. . v
Diagnostics Primary DNS

Secondary DNS

Recovery IP Address

Recovery IP Enabled This IP is a backup for when the primary IP
can not be found. For normal operations
always use the DHCP/Static IP configured
above

IP Address 10.22.20.13/24

@ Cancel Z Submit

If your network has a DHCPserver, clickthe Aut o m@al H @®¥. You can then use BACnet discovery to

list controllers along with their IP addresses, and can use the hostname to identify the IP address of a
specific controller. By default, all FBTi devices leaving the factory are configured touse ~ DHCP, and have a
DxUUOEODI FENUTGOO0&RIT Ea UBPI Ex O&diredioode 0 U UREO OVYOEI U
If your network does not have a DHCP server, then the controller will use a default  IP address, which is

made up as follows:

9 The first byte of the IP address is setto 10

9 The 6 digits of the numerical part of the serial number grouped into 3 sets of 2 digits to form the

last 3 bytes of the IP address.

For example, a controller with serial number 901001Awill be allocated the default IP address of
10.90.10.01 . See also Configuring the IP connection on page 33.The | R d d r iapusis also used to specify
the subnet mask in CIDR format. See Subnetwork (Subnet) on page 7 for a full explanation.

Recovery IP Address

If the primary IP cannot be reached } for example if the primary is set to automatic and there is no DHCP
server available, then the user must use the Recovery IP Address to access the Web Ul and properly
configure the primary. The recovery is only designed for access to the web UI.

The factory default value is based on the serial number in the same way a s the primary, but the Recovery
IP Address should not be changed or disabled unless it interferes with other network operations.
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TCP/UDP PORTS

Cylon® FBTi Series| The Cylon® FBTi Series Web U

This page defines IP ports that are open to the outside world, and the protocols those ports expect to

use.

HTTPS HTTP are used for this web configuration.

9 HTTPSis always enabled, though the port can be changed if required.
I HTTPis disabled by default.

The BACnet ports are needed if the controller must communicate with other BACnet controllers over IP.
‘\I‘I‘ Device name: FBTi 222013 192.168.88.186 &~
& Dashboard IP Network TCP/UDP Ports
=" BACnet |P Metwork TCP and UDF ports are ports open to the outside warld, HTTPS/HTTP are used for this web configuration. HTTPS is always
Iﬁ 1P Network enabled, though the port can be changed if required. HTTP is disabled by default. The BACnet ports are needed if the controller must
oy Configuration communicate with other BACnet contrallers over IR,
¥ TCP/UDP Ports Protocol Port Number
& EditSSL Cert. https s
& Sign SSL Cert.
% Smart Router
O Platform http 80
Captures
Diagnostics BACnet 47808
BACnet NAT 47800
ssh
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EDIT SSL CERT / SIGN SSL CERT

Thel Met wo EK B 8C e page allows you to enter the details for an SSL certificate, which can be
applied to the current  controller as a self-signed certificate, or else these details can be used to generate
arequest for a3 “-party SSL Certonthe | et wo 5k $15C e page

‘\I'I' Device name: FBTi 222013 192.168.88.186 &~
Edit SSL Certificate / Request
i@ Dashboard q
" BACnet v Edit the informaticn inside the SSL certificate.
<

=s 1P Netwoll’k ) ® For self signed certificates, this replaces the existing certificate. This information will be displayed by a browswer when the user

) Canfiguration requests to view the certificate.

¥ TCP/UDP Ports » For CA signed certificates, this creates the certificate signing request to provide the CA.

& Edit SSL Cert.

& Sign SSL Cert. ® self Signed Certificate © CA Certificate Request

X Smart Router M )

= . The host/domain name of this controller
) platform v Common Name FBTi222013A

% Captures M

% Diagnostics M Organization Cylon Controls

Organization Unit
Country IE Two letter country code

State/Province

City/Locality Dublin

To install a 3"-party SSLCert, or to generate a request fora3 ™-party SSLCert,use the | Net wo 5k Gi5Cer t

page:
‘\I'I' Device name: FBTi 222013 192.168.88.186 & ~
L& Dashboard Install Signed SSL Certificate
" BACnet v The certificate supplied with the system is self-signed. it will properly encrypt messages to prevent another party from viewing the
L2 1P Network 4 information being transferred. However, it will not prove that the device is who it claims to be. This causes browsers to display a security
o Configuration warning when accessing the site.
¥ TCP/UDP Ports Having the certificate properly signad by a trusted CA will avaid this warning, To do this:
& Edit SSL Cert. o : . o o
a . ® Use the Edit Certificate menu selection to insure that the identification information is proper.
. s Download the certificate signing request.
Sign SSL Cert. load th i gning req
Lt Smart Router M * Have the request signed by the CA.
IO Platform ¥ * Upload the signed certificate.
Captures T
Diagnostics M Download Certificate Signing Request
The downloaded request (.csr) will include your identification information as entered in the Edit SSL Certificate screen.
The Common Name in the certificate must match the FODN of this controller. LE: thiscontreller.yourcompany.com
4 Download
Install Signed Certificate
The file to be installed is a PEM text file, The file consists of the signed server certificate followed by the intermediate certificate used to
sign it,
X Install
©ABB 2023 All Rights Reserved.
Subject to change without notice
WWW.CYLON.COM 26

MANO0153 rev 7



Cylon® FBTi Series| The Cylon® FBTi Series Web Ul

3,0 T A7 UpMnlLA
STATUS REPORT

The PI at & &t mpags is useful for technical support and shows the U pT i nm{eunning time) of the
Controller and its serial number, along with the versions of various software components of the
Controller Memory usage is also displayed.

‘\I'I' Device name: FBTi 222013 192.168.88.186 & ~
l& Dashboard Platform Status
" BACnet M System Information
% 1P Network M
ik Smart Router M Up-Time 0 Days, 0 Hours, 11 Minutes
O Platform * Serial Number FBTi222013A
= Status Load Averages 0.02:0.15:0.16
L. Upgrade Firmware
B Backup / Restore Versions
B Set Time and Date
[
(f Restart Strategy Engine 9.2.0-a2 2022-07-28 08:22:21 +0000
© Security . System Supervisor 9.2.0-a2 2022-07-29 08:22:21 +D000
[® Captures . BACnet Router 9.2.0-22 2022-07-29 08:22:21 +0000
& Diagnostics Linux Kernel 5.4.27-yocto-standard
Resource Usage Used Max Percent
Memory 43.84 MB 504.6 MB
/ 0.190 GB 3495 GB
Jdev/shm 0.004 MB 252.3 MB
/run 8.940 MB 252.3 MB
Jvar/volatile 0.016 MB 2523 MB

FIRMWARE UPGRADE UTILITY

With assistance from technical support, you may upgrade the firmware of the Controller . Please besure
to back up your system before commencing the upgrade.

Note : The controller will be out of service while being upgraded.

To upgrade, click Pl at & drprgr B d e mmadan Op emi diaog will appear. Find the .aam file that you
would like to upload. Once uploading has started, your system will be out of service. After approximately
30 seconds, your system will be online with the new firmware.

‘\I'I' Device name: FBTi 222013 192.168.88.186 & ~

Dashboard Platform Upgrade Firmware

BACnet M The firmware is updated from a "flx" file that must be downloaded to your PC. Please read the release notes assaciated with the upgrade
1P Network v il

Smart Router
CAUTION! Insure your system is backed up prior to upgrade. Note that controller will be out-of-service while being upgraded

Ch I

Platform

Upgrade Firmware = Upgrade Bundle

Backup / Restore Status: Ready
Set Time and Date

Restart

Security

CCH DM

Captures

a4

Diagnostics
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BACKUP/RESTORE UTILITY

You may perform a full backup to a file that ~ can be downloaded to your PC. This includes Strategy data,
BAChnet settings and system settings configured via this web interface. Simply click the Do wn | Baak u p
f r «Cro n t 1 bwitoh and save the backup to your  PC.

This backup cannot be used by + Z£@ U to edit a restored  Strategy

You may also restore a backup to the Controller . By clickingthe Re s t Bvar cekt udpo n t 1 bhatton.eAn Op e n
F i tliadog will appear. Find the appropriate backup file and select it for restoring. After a few moments,
the controller will restart with the new  Strategy and data.

‘\I‘I' Device name: FBTi 222013 192.168.88.186 & -
L& Dashboard Platform Backup / Restore
" BACnet v
¥ Backups will perform a full backup to 2 file that is downloaded to you PC. This includes strategy data, BACnet settings, and settings
55 [P Network made through this web interface.
I+ Smart Router v
«
(O Platform Backup / Restore
= Status
X, Upgrade Firmware
B Backup/Restore L Download Backup from Controller
@ Set Time and Date
¢ Restart
| ; = Restore Backup to Controller
() Security L R Backup to G Il
I Captures M
% Diagnostics v

SET TIME AND DATE

On most networks, NTPis used to automatically keep the time and date  correct. Enabling it generally
requires no additional configuration.

Some private networks may have an NTP server that cannot be automatically located. If so, check the Us e
Cu s t e bexrand enter the hostname of the  NTP server if available. If a n NTP server is not available,
the time can be manually set.

‘\I'I‘ Device name: FBTi 222013 192.168.88.186 & ~
/& Dashboard Platform Set Time and Date
" BACnet v On mast netwarks, NTP is used to automatically keep time/date. Enabling it generally requires no additional options.
IP Network v
% etwar v Some private networks might have an NTP server that can not be automatically located. If so, check the "Use Custom Server” box and enter
W Smart Router the hostname of the NTP server.
O Platform «
I= Status If NTP is not available, the time can be manually set.
X Upgrade Firmware
B Backup / Restore NTP Time Service
e .
Set Time and Date
?I; festart Enabled ]
esta
) Security Use Custom Servers
W Captures v
s Diagnostics v Custom Servers
Date and Time
2020-02-07 | Use desktop date/time
A A Y
1% @ 04 @ 49
v v v
Time Zones
Europe/Dublin v
2 samt
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RESTART UTILITY

Several options are available for refreshing the  Controller platform, in case a condition has occurred
which stopped a portion of the functionality of the Controller and you do not wish to reboot the entire
Controller platform.

9 Choose Re b cPd ta t foeleanly shutdown the Controller and then restartit. Thisis equivalent to
rebooting your PC.

 Choose Re s tSa rrta E e g ftanséop and restart the processing of the Strategy .
Re s tt shi2A C nReotu ta e i S T Hops and restarts the internal  BACnet Router and MS/TP network

engine.
‘\I'I' Device name: FBTi 222013 192.168.88.186 & -
/& Dashboard Platform Restart
o v
& BACnet Reboot Controller
&5 IP Network M
v
i Smart Router “ Reboot the entire device, This will restart both the strategy engine and the BACnet communications. Browser access will be down.
© Platform CAUTION! Strategy will be interupted and outputs will be cycled for about 30 seconds.
i= Status
L. Upgrade Firmware Restart the strategy engine
B Backup / Restore
@ SetTi dD il be i ;
8 et Time and Date CAUTION! Strategy will be interupted and outputs will be cycled for about 5-10 seconds.
() Restart
M Secu rity Restart BACnet communications
¥ Captures M
i3 Diagnostics M Restart BACnet stack. Controller will continue to run with outputs enabled. BACnet communications will be briefly interupted. Tools such as
CXPro may take up to a minute to reconnect.

For security reasons, the USB ports, SSH and HTTP redirection are disabled by default. If required, they
can be enabled by selectingthe Pl at P&emupad e

‘\I‘I' Device name: FBTi 222013 192.168.88.186 2 ~

Dashboard Platform Security

BACnet M Enable USB Ports 0
IP Network

Smart Router v Enable SSH

T

Platform

Status

Upgrade Firmware
Set Time and Date
Restart

Security

Captures

Enable HTTP Redirection

CcBDBIii

14

Diagnostics
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2 . T uYaAAT BA
PROCESSES

The Di agn®Bt o cemgeedisplays a list of the pro  cesses that are running in the  controller . If
requested by Technical Support, a screenshot of this page can be useful in diagnosing certain types of

problems.

DEBUG LEVEL

If directed by Technical Support, you can change the debug levels to assist in t
field problems should the need arise.

roubleshooting difficult
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