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1.1

1.2

1.3

General information

General information

Use

MiniMAC software is a tool for the planning, configuration and management of an access control system
consisting of products from the ABB range.

Main functions

= system creation and configuration;

= customer check in/check out, with automated procedure to:

= enter customer data;

= assign a room;

= assign access rights;

= create or delete a TAG;

management of customers and staff personal data;

history and access statistics;

customer status;

room status;

generation of Tag Master for stand-alone systems;

air conditioning management in single rooms;

alarm control (for example alarm in the bathroom, technical alarm, fire alarm, etc.);
load control (for example lighting of common areas, electrical devices, etc.).

Supported devices

MiniMAC software supports the management of systems consisting of access control devices of they
are building automation devices for the integration into a KNX system.

MiniMAC software, as already summarized in previous paragraph, is needed for configuring devices

belonging to ABB Access control range. It's important to underline that ABB range includes different

devices and solutions with different characteristics and functionalities. In particular, different ABB access

control systems can be configured using MiniMAC software:

= ABB access control solution based on 125 KHz contactless technology (available for Chiara, Elos,
Mylos wiring accessories range)

= ABB access control solution based on Mifare (13,56 MHz) technology (available for Millenium and
Chiara wiring accessories range)

= ABB access control solution based on Mifare (13,56 MHz) technology (available for capacitive sensors
range, Tacteo)

These three access control system are all part of ABB range but cannot be included together in the

same installation.

They require specific transponder cards (CH/T for 125 KHz devices, TS/T for Millenium devices, TS/T

for Tacteo devices) and specific programming device (PRT/U for 125 KHz devices, TR/U configured as

programmer for Millenium, TP/T 1 for Tacteo).

The following table lists all ABB devices supported by MiniMAC:

Mifare

Technology 125 KHz (13,56 MHz)
ABB range Elos Chiara Mylos, white | Mylos, black Millenium, Chiara
Transponder reader LT/U 1.1 LT/U1.1.CH |LT/U11.MC |LT/U1.1.MS |TR/U1.1,TR/U1.1.CH
Transponder holder PTI/U 1.1 PTI/U1.1.CH |PTI/U1.1.MC PTI/U1.1.MS |TH/U 1.1, TH/U 1.1.CH
Transponder programming PRT/U PRT/U PRT/U
device PRT/U 1.1 1.1.CH 1.1.MC 1.1.MS TRU1.1, TRIU1.1.CH
Transponder reader with |\ 15,5 4 1| | TP/U 1.1.CH | LTP/U 1.1.MC | LTP/U 1.1.MS | -
POS function
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Technolo Mifare
Yy (13,56 MHz)

ABB range Tacteo
Card holder conventional TKK/U.X.X-CG
Card holder universal TKM/U.X.X-CG
Room outside sensor with TLM/UXX-CG
card reader
Room outside sensor with TSM/U.X.X-CG
room number and card reader
USB MIFARE Programmer TP/T A1

As you can see from the, identification types of the devices following 125 KHz techology are indicated
as follows:

LT/U 1.1.XX for the transponder reader;

PTI/U 1.1.XX for the transponder holder;

PRT/U 1.1.XX for the transponder programming device;

LTP/U 1.1.XX for the transponder reader with POS function.

TR/U 1.1 Mifare transponder reader (for Millenium range)

TH/U 1.1 Mifare transponder holder (for Millenium range)

TR/U 1.1.CH Mifare transponder reader (for Chiara range)

TH/U 1.1.CH Mifare transponder holder (for Chiara range)

The XX suffix changes according to the type of ABB wiring accessories series associated with the
access control device:

= CH = Chiara;

= MC = Mylos, white;

= MS = Mylos, black;

= No suffix = Elos.

The devices will be discussed later with a general reference to the versions without suffix: the
descriptions of functionality and configuration obviously apply to all devices in the range, as
summarised in the table above.

In the second table there is the list of Tacteo access control devices, based like Millenium on MIFARE
(13,56 MHz) technology, but not compatible with Millenium.

In the list of devices there is the generic name with suffix X.X that change according to the specific
dimension of device.
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General information

1.3.1 Transponders and Transponder reader with POS function (Chiara-Mylos-Elos: 125 KHz)

Transponders (LT/U and LTP/U) are devices to be flush-mounted in 3-module rectangular boxes and
are specifically designed for access
control installation systems. In addition
to this type of application, it provides
input and output functions that can be
managed via bus and programmed via
ETS, which allow you to implement
additional automation functions with
respect to access control.

The transponder reader allows the
user to access a room (or environment
or entrance) thanks to a transponder
TAG which, once approached to the
reader (no need to get in contact with
it, in contactless mode), is able to
send the authentication data to the
transponder reader. The transponder
reader is able to decide whether or
not to grant the passage (or, more
generally, the provision of a service) in
a completely autonomous way.
Access Control functions can be
adapted to system characteristics and use and can therefore comply with Access Control needs not
only of hotel applications but also, for example, of communities, car parks, harbours, offices and plants,
fitness and wellness centres, resorts, farmhouses and Bed&Breakfasts.

Authorisation modes

Transponders can be programmed for working in four modes: two "local" and two "central" modes.
1. A'local" authorisation mode means that the reader autonomously decides about authentication,
2. while a "central" authorisation mode means that the decision is taken by a supervisor.

= Authorisation modes are: Local and Central "White list" mode: only users programmed in the
individual transponders can be authorised. It is ideal for installations where there are many entrances/
environments in which a few users get access (example: hotel rooms).

= Local and Central "Black list" mode: registered users in the single transponders are not authorised.
It is designed for installations where there are a few entrances/environments, each of them has to
control many users access (example: entrance to a common area such as a parking lot).

Another mode (No TAG) can be defined. It expects that each transponder reader can authorise access
only if it receives ON messages coming from the KNX bus on the specific communication object made
available by the reader, or if it detects a special TAG (MASTER TAG).

"White" and "Black" lists of the transponder reader in local authorisation mode include:

= up to 65,535 TAG codes (transponder TAG of the CH/T1 type);

= moreover, each TAG is also identified by a "system code" that can have up to 16 millions of different
values.
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In this way the numerical combinations, which uniquely identify the TAGs that can be generated in an
access control system managed by MiniMAC, are virtually countless. Furthermore, up to 128 system
codes can be recorded in each transponder reader, which is able to handle up to 8 millions different
TAGs (65,535 TAG codes X 128 system codes). In a central authorisation mode, the number of TAG
codes and system codes is much higher: in this case, the system controller (MiniMAC software) decides
whether to validate a transponder TAG for the access to an entrance/environment and so the number
of manageable TAGs becomes equal to the theoretical maximum (24°).

Notification modes
Transponders notify events associated to each transponder card (TAG) in three different ways. Notification
means that the reader, after the authorisation of a transponder TAG (customer access to the entrance),
sends this information to the system controller (MiniMAC software). Each notification mode is designed
in order to enhance performance depending on the installation typology. In particular, they are:
= Spontaneous Emission: The transponder immediately notifies the system controller (MiniMAC) of the
authorised operation by sending, through the bus, a telegram containing:
= moment of authorisation: Year, Month, Hour, Minutes, Seconds;
= code of authorisation object TAG
= authorisation result: access granted/denied
= Spontaneous Emission with handshake: similar to the previous one, but MiniMAC sends an
"acknowledgement" telegram to the reader.
= Polling: Notifications are stored inside each reader and are not transmitted until MiniMAC requires
them.

Timeslots and TAG codes expiration time

Transponders are equipped with a clock programmable via bus, so they can work differently in different
time slots and handle TAG codes expiration time.

Up to 256 different timeslots can be managed; each of them is derived by 12 elementary timeslots.
Timeslots can be set with a precision of one minute and the indication of the day of the week. In any
case, the transponders refuse the authorisation of expired TAGs.

Transponder TAGs that are recognised by a reader contain information about System code, TAG type,
TAG Serial Number and Expiration Date.
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Main features

Transponders accept three types of TAG codes: Customer, Service and Master. Master TAGs allow
programming and normal use of the device even if there is no bus communication, thanks to the "Stand-
Alone" mode which is made possible by the fact that the reader requires a separate, external power
supply (10-32 VDC, 12-24 VAC) in addition to bus power supply. The additional supply is also useful for
systems that use bus communication, since it allows the operation of devices even in case of a voltage
drop on the KNX bus.

The reader has two 8A latching relay outputs working at 250V AC. One of the two relays is usually
programmed via ETS for the automatic door opening control (or, more generally, the provision of a
service), depending on the authorisation of the user transponder TAG.

However, it is possible to program the reader via ETS so that one or both outputs are not associated
with the authorisation of the TAG (customer or service).

General I [N 3 — l
tact ormally open conta -
Cutput A omtact type yop
Eu sl Operation mode [Staircase lighting function vl
General for Inputs
Input A Time base for staircase lighting [130 ms vl
Input B
Input C Faktor staircase lighting (1...127) 5 %
Preset position on power [Contact unchanged vl
supply recovery
Preset position on power [Contact unchanged vl
supply failure
Transponder type [No Tag v]
MNa Tag
Tag guest
Tag service personell
Tag guest/Tag service personell
Group Objects | Parameters Commissicning /|

The transponders are also provided with three not opto-isolated, voltage-free inputs, whose scanning
voltage is supplied directly by the terminals of the device itself.

4 LEDs on the front panel allow you to monitor device operation and send visual signals to the user
over the bus.

Transponder reader with POS function

The ABB device range for access control also comprises transponders with POS function, which are
the extension of the basic transponder: actually, they also perform POS functions with electronic wallet
mode (prepaid card) or credit card. The Transponder reader with POS function authorises or denies
customer access to a payment entrance/environment (i.e. swimming pool, car park, wellness centre, etc.)
depending on the credit associated with the customer transponder TAG. In particular, the Transponder
reader with POS function recognises up to 4 types of TAGs and applies a customised rate to each TAG.
All the rates declared by MiniMAC can be customised for each POS reader.
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1.3.2 Transponder holder (Chiara-Mylos-Elos: 125 KHz)
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The transponder holder shares
all the characteristics of the input-
output and bus communication
structure with the transponder
reader described in the previous
section.

The main function of the
transponder holder is to manage
and control user presence in a
certain environment (typically
hotel rooms).

In particular:

= Inserting a valid TAG into the reader, the system controller (MiniMAC software) is informed that the
customer is inside the room and could use electrical devices. Note that customers are not able to use
any electrical device until a valid and not expired transponder TAG is recognised by the transponder
holder.

= Removing the TAG previously inserted, the system controller (MiniMAC software) is informed that
the customer is leaving the room and that electrical devices are deactivated.

= Inserting specific master TAGs available to service staff into the transponder holder, it is possible to
automatically send details on room status to the system controller (MiniMAC software): cleaning,
Minibar supply, room status and request for maintenance. This information is useful, for example, to
the staff at the reception.
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1.3.3 Transponder programming device (Chiara-Mylos-Elos: 125 KHz)

The transponder programming device shares all the characteristics of the input-output and bus
communication structure with the transponder reader described in section “1.3.1 Transponders and
Transponder reader with POS function (Chiara-Mylos-Elos: 125 KHz)”.

The main function of a transponder programming device concerns its ability to interface, via the KNX bus,
the supervision program (MiniMAC) to create and delete Tags (for example, during customer check-in
and check-out operations). Both the client and master tag.
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1.3.4 Transponder reader (Chiara and Millenium: MIFARE)

The “transponder reader” is a flush-mounting device for British Standard wall boxes, designed to

realize access control systems with a communication support based on KNX bus.

It is equipped with:

= one relay (4A @24V AC/DC)

= one input to be used for connecting external conventional card-holder (e.g. Chiara and Millenium
wiring accessories card-holder)

The output can be programmed in three different ways:
“Linked to access control”, receiving in this case switching commands from the device itself (according
to transponder card validation). It's moreover possible to switch the relay according to a standard
KNX telegram received from the bus by a KNX device

= Being a standard KNX Switch actuator output, able to be controlled by every KNX-standard devices

= “Linked to card-holder”, that means that the relay is switched according to closing/opening internal
input contact available on transponder reader and connected to a conventional card-holder

The bicolor (red-green) LED placed on the front of the device allow you to monitor device operation (for
example GREEN = card validation ongoing, RED = card not authorized). The LED can be also switched
ON/OFF in the proper color according to KNX telegram (for example for DND/MUR purposes).

The transponder reader requires an external power supply enabling its operation even without bus. The
transponder reader is available for ABB Millenium and Chiara wiring accessories range.

The following functions are available for the relay output:

= Normal switching

= Staircase lighting function with programmable delay (in “Linked to access Control” and “Actuator”
modality)

= delayed OFF with programmable delay (in “Linked to card holder” modality)

The available input can be connected to a conventional card-holder in order to make the transponder
reader aware about guest presence/absence in the room, and consequently performing some actions
(for example sending 1bit or 1byte notification scenario on the KNX bus) or switching internal relay (this
only when the output relay is configured as “Linked to card holder”.

»
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General information

1.3.5 Transponder holder (Chiara and Millenium: MIFARE)

The “transponder holder ” is a flush-mounting device for wall boxes, designed to realize access control
systems with a communication support based on KNX bus. It is equipped with:

= onerelay (4A @24V AC/DC)

= oOne input to be used for connecting external conventional devices (such as push-button, door/window
contact, ...)

The output can be programmed in two different ways:

= “Linked to access control cards”, receiving in this case switching commands from the device itself
(according to valid transponder card inserted/removed into/from the card holder)
= “Being a standard KNX Switch actuator output”, able to be controlled by every KNX-standard devices

The white LED on the front is blinking when the card is not inserted, while is OFF when the card is
inserted. In the ETS file is available a communication objects for switching controlling LED behaviour
(blinking, fixed ON).

The transponder holder requires an external power supply enabling its operation even without bus. The
transponder holder is available for ABB Millenium and Chiara wiring accessories range.

The available input can be used to connect conventional push-button or for example door/window contact.
The input can be configured as Switch sensor, Dimmer sensor, Shutter sensor.
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1.3.6

Room outdoor sensor with card reader (Tacteo - MIFARE)

The devices are available in the dimensions 86 mm x 86 mm, 86 mm x 115 and 115 mm x 86, they are
KNX certified and are provided with:

1 output channel with 4AA@24YV relay.

1 “touch” push-button for controlling external door-bell which will be rung by touching the relative
icon on the glass panel.

3 llluminable icons on the glass (a make-up-room icon, a do-not-disturb icon, a bell icon) which can
be configured via ETS (e.g. bell can be omitted)

1 icon with signaling related to card validation: access allowed/denied

All push-button follow the same common application program of the other Tacteo devices

All push-button (including the hidden one in the middle) can be configured with Configuration Tool
(type oficon, color)

Al

privacy service
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1.3.7 Card holder (Tacteo - MIFARE)

The devices are available in the dimensions 86 mm x 86 mm and 115 mm x 86 mm, they are KNX
certified and are provided with:

1 output channel with 4AA@24V relay.

2 push-buttons on the front (corresponding to “make-up room” and “do not disturb” icons), which
can be configured through ETS in order to send (with the proper communication objects) a 1-bit KNX
telegram, for controlling associated illuminable icons on the glass transponder reader outside the room.
In the middle there is a third (hidden) push button available.

All push-button follow the same common application program of the other Tacteo devices

All push-button (including the hidden one in the middle) can be configured with Configuration Tool
(type of icon, color).

icon with signaling related to card validation: card valid/not valid

On glass panel will be available a card-holder for card insertion, and an illuminable status icon (with
signalling related to card validation).

The device can be supplied in two different versions: universal and conventional.

The universal card holder includes MIFARE antenna and access control capabilities. It works according
to valid cards with access control configuration software.

The conventional card holder includes MIFARE antenna but without access control capabilities (card
validation). This means that every MIFARE cards (also not programmed) is able to enable the relay
of the output channel included in the device.

]|
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1.3.8

Room outdoor sensor with card reader and room number

The device is available in the dimension 86 mm x 157 mm, it is a KNX certified device and it is provided
with:

1 “touch” push-button for controlling external door-bell which will be rung by touching the relative
icon on the glass panel.

1 output channel with 4A@24V relay

llluminable icons on the glass (a make-up-room icon, a do-not-disturb icon, a bell icon with touch
capabilities) which can be configured via ETS (e.g. bell can be omitted).

icon with signaling related to card validation: access allowed/denied

The indication of the room number on the display (the room number indication will be ON/OFF
switched by a KNX communication).

All push-button follow the same common application program of the other Tacteo devices

All push-button (including the hidden one in the middle) can be configured with Configuration Tool
(type oficon, color)
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General information

1.3.9 USB Programmer — MIFARE

For Tacteo Access Control range it is needed a USB Programmer (TP/T 1) for programing (writing/deleting)
cards used in the installation. The USB programmer connects directly to the PC using the USB cable.

1.3.10 Room thermostat

In an access control system based on bus communication, the traditional devices described in the
previous sections (reader, transponder and programming device) can be integrated with other devices
in order to implement a complete building automation system, also controlling other functions such as
lighting, shutters, temperature regulation, etc.

In particular, a room thermostat is foreseen for hotel applications to allow the user to adjust the temperature
(setting of the desired setpoint). As explained in section “4.7 Heating and Cooling Supervision”,
MiniMAC interfaces with the thermostats so that room temperature regulation can be managed from
the reception. The ABB range offers different thermostats for room temperature regulation that can be
controlled by MiniMAC in an access control system:

= Mylos KNX thermostat;

= Generic ABB KNX thermostat.
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1.4 Installation

Access Control devices are able to provide its services only if connected to the communication bus.
“Stand-Alone” operation is possible, but only manual programming through Master cards is possible. In
this mode, the only operations that can be performed are card validation and door relay control.

In “Stand-Alone” operation date and time cannot be set and the access control device does not handle
timeslots and TAGs expiration. TAGs programming with a far expiration time is a good practice in order
to avoid a rejection during the authorisation process: initially every device has the programmed date
January 1t 2000, which is updated during device operation.

Installing a system without a Bus requires the devices to be connected to the electrical system, as
described in the previous sections. Furthermore, the devices can be “locally” programmed by MASTER
TAGs that are created by MiniMAC with the procedure described in the specific section “7.6 Master

TAG management”.
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Configuration of the access control system

Configuration of the access control system

Filters

ABB access control can work in two different modes:
1. Stand-alone;
2. Using bus communication.

In access control systems integrated in a KNX bus installation, Access control generates telegrams
notifying each transit during its operation. Generated traffic on the bus cannot be predicted a priori and
depends on factors that vary from installation to installation. These factors are:

= Number of transponders in the system

= Use of the system by customers: Number of transit telegrams generated.

Since the system’s quality of service and supervision is lower when the generated bus traffic increases,
much attention must be paid in order to limit data traffic on the KNX installation main line. To
this end, the use of filters associated to line couplers is recommended in order to block messages sent
to the main line and unimportant for the devices not connected to the local line. A good design practice
foresees the assignment of the same address group to all the devices that have to be connected to the
same line. Messages related to the devices connected to the same line are blocked and do not reach
the main line.

Access Strategy

The Access Strategy sets the rules to be followed for granting or denying the access to a TAG that
requested the access to a transponder reader. Two main access Access Strategy can be chosen.

Localized access strategy

It's the device itself that decided to allow access to the gate/room controlled by transponder reader.

Local White List

How it works

Each device set up in White list has a list of TAG serial numbers. The transponder grants access only
to TAGs whose serial number is in the White list.

Use of a White List means denying access to everyone. Entering a TAG in the White List represents
an exception. It can be done only when authorised customers are considered an “exception” to the total
of customers to whom a TAG is assigned.

When to use it

White List use is recommended when there are many transponders in the installation and a few
customers (TAGs) are authorised.

Using White Lists, the system can control those who have the access right: only those customers
having a TAG in the White list can get access.

Example: in a hotel installation, in customers’ rooms. Only those customers having a valid TAG, who
checked-in for a certain room, have the right to enter that room.

2.2.1.2 Local Black List

How it works

Each device set up in Black List has a list of TAG serial numbers. The transponder grants access only
to those TAGs which do not have a serial number in its Black List.

Use of a Black List means granting access to everyone. Entering a TAG in the Black List represents
an exception.

It can be done only when unauthorised customers are considered an “exception” to the total of customers
to whom a TAG is assigned.
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When to use it

Black List use is recommended when most of the customers (TAGs) are authorised by transponders in
the installation.

Example: in a hotel installation, customers and staff with a valid TAG (valid system code, non-expired
TAG, etc.) must be authorised to access common areas and main entrances.

2.21.3 Notag

222

223
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Authorisation mode available only in transponder holder. It is a simplified system for TAG validation. lts
operation assumes that:

= the transponder holder is inside a hotel room

= Room accesses are controlled by a transponder

Therefore, a customer wishing to validate a TAG inside the transponder holder has already been
controlled by the transponder reader outside the room. However it does not happen that with NO TAG
access strategy configuration any type of card activate the electrical loads connected to the transponder
holder: transponder holder controls/checks System code and expiration date on the card/TAG, and only
cards for which there is valid match with System Code and Expiration date activate the electrical loads.
The transponder holder can be configured with a Black List if a more accurate control is required. However,
this does not allow activation of the White List or central modes (see next section).

Centralized access strategy

With the centralized operation, the result of the application of authorizations is submitted to the supervision
software (MiniMAC).
White list/black list available, as for localized access strategy.

Warning
Pay attention: if MiniMAC/KNX bus is not available, the decision cannot be taken and
opening the door is not possible

Access Strategy Selection

To be used for entrances where transit is allowed only to a few customers.
Example: all restricted areas.

Hotel rooms.

Local White List Areas reserved to the staff and not for hotel customers.

All areas requiring strict control of those who have an access right. The White List
shows all those who use a transponder to gain access. Therefore, it is easy to keep
under control who gains access and who does not.

To be used for entrances where transit is allowed to most customers.

Example: all common areas of an installation.

Local Black List Main entrance/exit of the building. All customers, regardless of their specifications,
access main entrances indistinctly.

Parking lots.

To be preferred when:

Central (White List Authorisation to access an entrance is limited to the presence of the supervisor (PC
or Black List) with MiniMAC), which must be running and connected to the installation.

Fast programming and database update are required.

NO TAG Only for transponder holder
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Notification mode selection

Every time the transponder is activated for validation of a TAG, it records the event and transfers it to
MiniMAC supervisor software.

Notification mode regulates information exchange from transponders to the supervisor (MiniMAC)
following up an access request. Thus the supervisor records such information in the Data Base, which
can be consulted by MiniMAC users (e.g. reception clerk).

O Note
Notification mode can be selected only when the transponder is connected to the bus.
A system in stand-alone mode does not provide any notification mode because the
transponder does not communicate with the supervisor (MiniMAC).

How to choose the notification mode:
1. Need of controlling/limiting data traffic coming from transit notifications.
2. Speed with which transits information is updated inside the data base.

The choice of the notification mode directly affects the type of authorisation that can be set up in
transponders.

ABB access control provides four notification modes, three for the local access strategy and one
notification mode for central access strategy:

Access strategy Notification mode

Spontaneous Emission

Local Spontaneous Emission with handshake
Polling
Central Central

Spontaneous Emission

O Note
The transponder sends to the supervisor (MiniMAC) a KNX telegram as soon as TAG
validation is terminated.

Information in the telegram sent by the transponder to the MiniMAC is:

= TAG number;

= Date/hour/minutes/seconds (with a 10 seconds accuracy);

= Authorisation result = granted/denied

MiniMAC receives the telegram and updates the Data Base with the information received, so the access
history can be consulted.

Warning

When the transponder is not able to send the telegram to destination due to collisions
on the bus/unavailability of communication with MiniMAC, information is recorded in
the internal memory and is not lost.

(The transponder can record up to 255 transits on 125 KHz range, 64 transits on
MIFARE range. When the memory is full, the oldest memory record is replaced with
the new one).
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2.3.2
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Spontaneous Emission with handshake

This notification mode is similar to the previous one but it is designed to quickly unload transits memory
inside transponders; it ensures telegrams recording inside the database.

O Note
In this notification mode, the telegrams management service (integrated in MiniMAC)
sends an acknowledgement telegram to the transponders that have sent a notification
telegram.

When the transponder transits memory is not empty:

= The acknowledgement telegram is used by the device as confirmation to download other transits that
might have accumulated inside the transits memory.

= Upon the reception of a notification telegram, the telegrams management service sends a new
acknowledgement telegram to the transponder which can keep sending telegrams until the memory
is empty or a confirmation telegram gets lost.

Polling
O Note
This notification mode has been designed to rigorously regulate the number of telegrams
that are exchanged on the bus.

In this mode, transponders do not immediately send notification telegrams on the bus. All transits are

registered inside the transponders' internal memory, which can record up to 255 transits on Chiara-

Mylos-Elos range, 64 tranansits on Millenium and Tacteo range.

MiniMAC, by means of its Telegrams management service (ACC), requests individual transponders

transits information. The protocol is:

= Scan of the list containing the devices working in polling mode.

= For each device, MiniMAC requires the number of registered transits.

= If this number is higher than a certain threshold (parameter set in MiniMAC), MiniMAC requests
transponders to communicate a limited number of transits, whose amount is programmed in MiniMAC.

= Ifthe number of registered transits is lower than the programmed threshold, transits request is ignored.
When the number of ignored requests is higher than a programmed value and the transponder has
some registered transits, MiniMAC requests the transponder to communicate all its transits.

= If the transponder memory is 75% or 100% (only these two thresholds can be programmed), the
device sends a warning telegram to ACC, which stops devices scanning and requests the transponder
to communicate its transits.

The frequency with which a transponder sends telegrams on the bus is limited to 3 telegrams per

second. Therefore, the maximum Bus activity required by polling is 3 telegrams/sec. Furthermore, all

parameters previously described can be set in order to reduce the average throughput required by the

polling to very low values.

Central Notification Mode

In central mode, TAG validation is not performed by transponders but directly by the MiniMAC. Indeed
the transponder sends a telegram with the required information to validate or not the TAG to MiniMAC,
which decides whether to grant or deny the access.

This way, there is no delay from the authorisation to the event registration in the database. Therefore,
central mode ensures that all transits are certainly registered.

However, to end validation, if access is authorised, the MiniMAC must send a telegram to the transponder
to confirm the opening. In short, to have a door opening, two telegrams must be exchanged: request
(from transponder to MiniMAC) and access confirmation (from MiniMAC to transponder). If MiniMAC
does not authorise the opening, it does not send any telegram and the transponder denies the access
after a 5 seconds timeout, waiting for the next TAG reading.
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2.4 Access strategy and Notification mode

Note
MiniMAC makes available a number of different combination for Access strategy and
O Notification mode
In most of the applications it's recommended to don’t touch these configuration and
:I:L use the default value
= Access strategy = localized (White List or Black list)

= Notification mode = Spontaneous Emission
Default values grant good performances in every kind of application

2.5 System codes

System codes are essential elements for proper TAG authentication and validation.

A system code is a number ranging from 1 (One) to 16,777,215.

Note that 0 (Null) is NOT A VALID system code.

Each transponder can record up to 128 different system codes in its internal list (with MiniMAC if the
system is set up with KNX bus communication, via Master TAG in case of a stand-alone system).

In order for a TAG to be recognized by a transponder and start validation, the TAG to use for door opening
must have a system code which is present in the transponder list of system codes.

2.5.1 How to and why use system codes

= System codes help to create a first TAG discrimination factor during validation. System codes may
be used to create different TAGS’ logic groups in the same installation. Since the number of possible
system codes’ combinations is really high, a TAG created for an ABB Access Control System customer
‘X’ cannot be recognized by an ABB Access Control System of customer ‘y’.

= System codes may be created to create different TAGs’ logic GROUPS in the same installation. To
these logic groups can correspond different cases, as for example:
= Acomplex of several buildings, where users of a building have no right to access other buildings.
= Several sectors in a building, where users of a sector have no right to access other sectors.
= NOTE: each transponder can recognize up to 128 system codes. Therefore, two parts of the same

installation having different system codes can always be merged. Merging is achieved entering
more system codes in the transponders' list.

= An example of code merging could be a big company having several offices in different sites. It
is logical to assume that each office has a different System code to differentiate its TAGs. On the
other hand, it is also expected that, for example, employees of office A can access offices C and F
but not other ones. In order to make it possible, transponders in offices A, C and F must be set up
to recognize system codes assigned to A, C and F, but must not able to recognize system codes
assigned to other offices.

= TAGs sharing the same system code can be simply, instantaneously and simultaneously disabled by
removing their system code from the transponders' lists.

= Aspecific system code must be assigned to Master TAGs to differentiate them from others. The illicit use
of a stolen or lost Master TAG can be prevented quickly and effortlessly by removing Master TAGs’ system
code from the system. Other TAGs (customers and service) will still be working without any problem.

2.5.2 Operation suggestions

1. Values to be assigned to system codes should be RANDOMLY chosen from the large range of
available values (1 to 16 millions).

Warning

Aprogressive assignment starting from 1 must be avoided: two access control systems
could likely share the same system codes. Such a situation does not cause any system
malfunctioning but reduces the security level of your access control system.

2. Reserve a particular system code to Master TAGs. Better would be a different system code for each
Master TAG.

3. Reserve a system code for customers' TAGs.

4. Reserve a system code for staff TAGs.
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Programming procedure through Master TAGs

Warning

In order to understand the installation procedure here described, the reader should
be aware of the following concepts:

Authorisation policies or TAGs validation

Use of system codes

TAG generation mode using MiniMAC

Reading of the chapters dealing with these subjects is recommended before reading
this section.

Warning
Please remember that Programming procedure through MASTER TAGs is supported
only by Chiara, Elos, Mylos range. Millenium adn Tacteo range does not support
this procedure and therefore creation of MASTER TAGs related to programming in
the specific menu (see “7.6 Master TAG management”), although available, is not
working.

Procedure description:
1. Using the “Insert System code” TAG, enter the first system code.
A.Ifthe system codes list is empty, the system code of the “Insert System Code” TAG will be entered.
= Using the “Insert System Code” to add system codes will be successful if the “Insert System
Code” TAG has a system code in the list.
B.LED no. 2 remains lit up orange until the “Insert System Code” TAG is reinserted a second
time or 5 seconds have elapsed.
C.Entering a system code is necessary because the device does not recognize TAGs with a
system code not present in its list. Warning: each Master and not Master TAG needs a system
code in the transponder list in order to be used for the following operations.
2. Enter any further system codes using any type of TAG as long as it contains the system code you
want to set.
3. Optional: Remove one or more system codes from the device: you can use the
“Remove system code” master TAG. After doing this, the LED 2 turns orange, then use
any type of TAG containing the system code you want to remove from the transponder.
LED no. 2 remains lit up orange until the “Remove System Code” TAG is reinserted a second time or 5
seconds have elapsed. There is also the “Reset system codes list” TAG which resets the listimmediately.
Use it carefully.
4. Enable the device through the “Enable MAC” TAG. Access control devices are factory-set as "Disabled".
5. Set the local authorisation mode: white list or black list (central mode is not available in a “Stand-
Alone” system).
A.Use the “set white list mode” master TAG or
B.Use the “set black list mode”master TAG
6. Enter the TAGs you wish to create in the White or Black list.
A.The White list must contain customer/service TAGs with the rights to access the service:
= There is a specific Master TAG (“Insert in White list”) to add the TAG numbers which will be
subsequently inserted in the transponder white list.
= Insertion Mode stays active (orange LED 2 on) until the “Insert in White List” TAG is inserted
a second time or a few seconds have elapsed.
A. The Black list must contain customer/service TAGs without the rights to access the service:
= There is a specific Master TAG (“Insert in Black list”) to add the TAG numbers which will be
subsequently inserted in the transponder black list.
= Insertion Mode stays active (orange LED 2 on) until the “Insert in Black List” TAG is inserted
a second time or a few seconds have elapsed.
7. Optional: White or black list items removal
A.The White list must remove the customer/service TAGs which no longer have the rights to
access the service.
= There is a specific Master TAG (“Remove from White list”) to remove the TAG numbers
which will be subsequently inserted in the transponder White list.
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Removal Mode stays active (orange LED 2 on) until the “Remove from White List” TAG is
inserted a second time or a few seconds have elapsed.

The “Reset White List” master TAG can be used to delete all elements in the white list. “Reset
White List” master TAG - This operation must be performed carefully.

B. The Black list must contain customer/service TAGs with the rights to access the service.

There is a specific Master TAG (“Remove from Black list”) to remove the TAG numbers which
will be subsequently inserted in the transponder Black list.

Removal Mode stays active (orange LED 2 on) until the “Remove from Black List” TAG is
inserted a second time or a few seconds have elapsed.

The “Reset Black List” master TAG can be used to delete all black list elements. “Reset Black
List” master TAG - This operation must be performed carefully.

Note 1
Customer/Service TAGs to be inserted in the transponder lists have to be created before
entering them into transponder White or Black lists.

Note 2

Master TAGs called “Unconditional Opening” and able to access everywhere can be
programmed by MiniMAC. They make the transponder open the door and they only
have a valid system code (in the transponder list). These TAGs never expire and do
not need to be entered in White lists (or not entered in Black Lists) and to be associated
to time slots.

Note 3

The set of available Master TAGs includes more MASTER TAGs than those used so
far. In any case MASTER TAGs commonly used are those just described:
Open! - “Unconditional Opening”

“Insert System code”

“Remove System code”

“Reset System code List”

“Set White List Mode”

“Set Black List Mode”

“Insert in White List”

“Insert in Black List”

“Remove from White List”

“Remove from Black List”

“Reset White List”

“Reset Black List”

Warning

Good practice is to save a specific and reserved system code only for MASTER TAGs
and adopt other system codes for all other TAGs (system codes used for customer/
service TAGs).

This expedient allows solving unpleasant events such as

= Theft

s Loss

= Improper use of Master TAGs.

Indeed, in case of a Master TAG theft or loss, its system code can be disabled in order to avoid fraudulent
use of the missing TAG.

All Master TAGs with the same system code cannot be used any more (therefore, fraudulent use of a
lost or stolen Master TAG can be avoided). At the same time all customer/service TAGs in the system
transponders can still be used. In order to end the emergency procedure, the Master TAGs need to be
re-programmed with a new system code and this code (if not already present) has to be entered inside
the system transponders. The customer/service TAGs already in the transponder lists will be preserved
by these operations and do not require interventions.
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Warning
Programming of a device through Master TAGs is possible also when the transponders
are connected to the KNX bus:

The use of master TAGs in a system where the bus connects all devices must be
avoided.

This is suggested because each operation made through a Master TAG is not under MiniMAC supervision,
which consequently cannot keep track of each operations performed by means of a Master TAG.
This way, MiniMAC cannot get a correct vision of the real system situation and the quality of service
cannot be guaranteed putting at risk fundamental Access Control functions.

O Note
Always use MiniMAC to configure the system once connected to the bus and use Master
TAGs for the “Stand-Alone” operation.
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3 Software installation

3.1

3.2

Minimum system requirements

We recommend to check your system compliance with MiniMAC installation requirements.

Operating system: Windows XP, Windows 7, Windows 10
Memory: 1 Gbyte
Fixed disk capacity: 150 GBytes available.

However, it is recommended to give MiniMAC the exclusive use of PC resources: the full effectiveness
of the program is not guaranteed (and the warranty is no longer valid) if there are additional programs
on the computer where the installation of MiniMAC resides.

Network configuration

In order to enable more security of the system, MiniMAC software should be installed on a PC not
connected to external network (Internet/web). It is in general responsibility of the system integrator
guarantying the right configuration of protection tools for the PC (firewall, antivirus, ...).

When protection tools such as firewall or antivirus are installed, it is important to configure correctly the
right exceptions in order to make possible for MiniMAC working correctly. In particular remember to add
the following exceptions in firewall/antivirus:

= ABB_ACC_Service.exe
= MiniMAC41.exe

These executables are usually installed in the following folder (C:\Program Files (x86)\ABB\MiniMAC4).
Networks ports used by MiniMAC software are the following ones, that need to be opened in the firewall
configuration:

6501/TCP
6543/TCP
8100/TCP
9000/TCP
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Cyber Security Statement

MiniMAC software is designed to be connected to and to communicate information and data via a network
interface, which should be connected to a secure network. It is your sole responsibility to provide and
continuously ensure a secure connection between the product and your network or any other network (as
the case may be). You shall establish and maintain any appropriate measures (such as but not limited
to the installation of firewalls, application of authentication measures, encryption of data, installation of
anti-virus programs, etc.) to protect the product, the network, its system and the interface against any
kind of security breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or
information. ABB Ltd and its entities are not liable for damages and/or losses related to such security
breaches, any unauthorized access, interference, intrusion, leakage and/or theft of data or information.

Additional software required

MiniMAC will install automatically during the installation phase, the following software components
required if not yet installed on the PC:

Microsoft .NET Framework 1.1

Microsoft .NET Framework 2.2 SP2

Microsoft .NET Framework 4.0

Microsoft SQL CLR Types 2008 R2 e 2014 x86

Microsoft SQL Management Objects 2008 R2 e 2014 x86
Microsoft SQL Native Client 10.5 x86 e x64

Microsoft Visual C++ 2010 SP1 x86

Microsoft SQL Server Express 2014

Installation procedure

Before proceeding with MiniMAC installation, close all running programs and search the CD ROM for
the ‘ABB Installation/MiniMAC4.1.x.x* folder (where 4.1.x.x indicates the version) and search for the
"setup.exe" file.
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Make sure that you have Administrator credentials since software installation cannot be performed by
a normal user. If you do not have Administrator rights, it is possible to run the set-up via the option Run
as Administrator. Right click with the mouse on the file called ‘setup.exe’.

MName Date modified Tvoe Size
J. Fonts 27/01/201011:01 File folder
. IS5etupPrerequisites 27/01/2010 11:01 File folder
. program files 27/01/2010 11:00 File folder
1 System32 21/01/2010 11:00 File folder
: .ini 03/, : onfiguration sett...
00409 08/03/2007 14:16 Cenfig TKB
: Jni 03/ : onfiguration sett...
0:0410 28/03,/2007 17:09 Cenfig TKB
' st f02/ : ile
1033 25/02/2009 08:56 MST Fil 32KB
Y .mst _.lr .."' = I e
1040 25/02/2009 08:57 MST Fil 4 KB
Desktop.ini 06/04/2009 17:55 Configuration sett... 1KB
@ instrsia.exe 28/11/2004 09:53 Application 1.669 KB
@ instrnsiw, exe 28/11/2004 09:53 Application 1.780 KB
|2 15Setup.dll 25/02/2009 08:56 Application extens... 2.375KB
ﬁ—' MiniMAC 4.msi 25/02/2009 08:57 Windows Installer ... 886 KB
|E setup.exe = 5:56 Application 382 KB
2| Setup.ini i j8:57 Configuration sett... 3 KB
, R dministrat
D) sctupisn | ISR s :47 1SN File 24 KB

Troubleshoot compatibility

B Scan forthreats...

4 WinZip 2
Send to 2

—

If the icon for confirmation is displayed, choose the option "Allow, | trust this program".

L

Don't run the program unless you know where it's from or you've used it

befare.
" =1 setup.exe
Unidentified Publisher
< Cancel

I don't know where this program is from or what it's for.

< Allow [??
1 trust this program. I know where it's ffom or I've used it before.

(v) Details

User Account Control helps stop unauthorized changes to your computer.
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Proceed with the installation following the wizard.
Proceed accepting the installation of Falcon library.

MiniMAC 4 - InstallShield Wizard
e — ]

-, MiniMAC 4 requires the following items to be installed on your computer. Click Install to
beqin installing these requirements.

Status  Reguirement

Pending Falcon Runtime 2.1
Pending Chilkat Library .NET 4.0 (x88) 9.3.2.0

mstal | [ cancel

i -~ -
MiniMAC 4 - InstallShield Wizard

-, MiniMAC 4 requires the following items to be installed on your computer. Clidk Install to
beqin installing these requirements.

Status  Reguirement

|| | MiniMAC 4 - InstaliShield Wizard &

% MiniMAC 4 optionally uses Falcon Runtime 2.1. Do you wish to run the
installation now?

si || m |

| mstal || cancel
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Welcome to the InstallShield Wizard for MiniMAC 4

InstallShield — < Back ﬁ Cancel r

Customer Information

Fle riter pour information,

User Mame:

Compaty Mame:

ABB

Inztall thiz application fe

o

& Only far mi

InstallSHeld ] e e [ caen |
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Select the type of installation (client, server, client+server).

MiniMAC 4 - InstallShield Wizar

Select functions

InstallShield

Select the technology for the connection to the bus.

= If you choose the connection to MiniMAC bus via an OPC server, an OPC Server together with a
valid licence must be installed.

= If you choose the connection to MiniMAC bus via Falcon libraries no additional software is required.

MiniMAC 4 - InstallShield Wizard

Select Features

Select the options you want to install

t the featur u v C you do not want to install.

™ Falcon

InstalIShicld I < pock: T
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The MiniMAC installation wizard proceeds with the installation of the Microsoft SQL 2014 database.

If Microsoft SQL Server 2014 had been previously installed on the PC, the MiniMAC database will be
installed using the Microsoft SQL Server 2014 that is already present: MiniMAC Database is created
using the following credentials:

= username = minimac

= password = ABB029034sace#

Itis recommended to create a new instance of database. In case of older instances are already installed,
if possible remove them using “Control Panel” utility of Windows.

The password of MiniMAC database can be changed during installation phase or later using SQL Server
Managment Studio (following the instructions of the tool). Once/if you change password of the database,
it is necessary to update the credentials configured into the 2 MiniMAC tools: MACWizardServer and
MacWizardClient.

r — ————
. —

50l Server instance selection

Pleas er instance where to create databases.

inatallation mode of databases:
Create new instance

Existing instance

KNXETS4
SQLABBMINIMAC
SQLABBMINIMACT

InstallShield

The installation is complete: Restart the computer in order for the changes to be made permanent.
After restart, if you already have a connection to the bus and the devices are ready for programming or
use, it is necessary to perform the configuration of the PC-BUS interface.
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3.6 Client-server architecture

MiniMAC is based on a client-server architecture. Therefore, there are different possibilities:

= Install both the MiniMAC client and server on the same PC

= Install only a MiniMAC server installation on one PC and several client installations on one or more
separate PCs.

= Install a MiniMAC server+client installation on one PC and several client installations on one or more
separate PCs.

The type of installation (client, server, client+server) can be selected when installing MiniMAC.
The client-server architecture gives you the possibility (especially, but not only, useful for large applications)
to have access to the information on access control system management and its remote control (i.e.

" MiniMAC 4 - InstaliShield Wiza

Select functions

Istal |Gl PN cpack | new, [N caca |

heating and cooling supervision, events management, loads management, etc.) on different positions,
also far from the system itself and the PC on which the MiniMAC server version is installed.
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To set the connection of client installations to the corresponding server installation, you need to run the
MACWizard Client and enter the values of the PC on which the server version is installed in the first two
boxes: these values are obtained running the MACWizard Server on the server machine.

In case of client-server installations, it is possible to encrypt the communication between client and server.
In order to configure the encryption, it is necessary to select the box “Use cryptography” and insert in
the box “Cryptography key” the same key inserted in the correspondent box of MACWizardServer on
the server PC.

For security reason the chosen key can’t be exchanged/sent via mail/web.

) MiniMAC Setup Wizard - Client

Telegrams service management server

|ITL-7252862

Database server

i LOCALHOST\SQLABBMINIMALC

Help...

MiniMAC workstation identifier

i IT-L- 7252882

Server communication crypthography

[ ] Use cryptography

Cryptography key
|b6576dc

| Restore default configuration... |

e | [
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3.7 Configuration of the KNX bus interface

For connecting MiniMAC 4.1 with KNX bus a KNX interface is required. Due to Falcon libraries compatibility
issues on some PCs with new operative systems (Windows 8, Windows 10), for connecting MiniMAC
4.1 with KNX bus an IP interface has to be used (ABB IPS/S 3.1), since connection with the bus using
USB/S 1.1 is not granted in every environment.

Warning
We recommend to us only IP interface for connecting MiniMAC PC to the KNX bus.
USB interface it is not supported by MiniMAC software for connection to the KNX bus

For configuring MiniMAC interface with KNX bus, run MACWizard Server program from the Programs-
ABB-MiniMAC 4.1 folder.

. ABB
Ass ABBSoftwareDesktop?

| MiniMAC 4.1
Wk MACWizard Client

| ;ﬂ MACWizard Server
& Minimac e
, ABE Local Applications
. ABE 5pa
. ABE Standard Applications
, Accessories

m

13 ...... up Wiza ‘ ﬁ
Interface used to access Konnex bus |
|
¥ Database Server
Data Source
LOCALHOST\SQLABBMINIMAC 1
User ID 1
minimac
Password 1
4
..I............
Initial Catalog
ABE_ACC
Click on “Choose” to select
| Help... and configure KNX interface
T
Konnex Falcon based connection

' ' Choose | '

'hlmrﬁ:netEdl.EibneEdu :

L&ame=‘1PS.‘53.1.1IP Interface MDRC':InAddr="192. 168. 1. 155":Port="3671"NAT='o Jd
CGED GED GED GED GED GID GED GID Gl GID D Gl Gl Gl Gl GIID GIID GIID GIID GIID GED GED o

Server communication arypthography

[[] Use cryptography ::
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It is now possible to select the desired KNX connection (USB interface, IP interface), through standard
ETS connection manager window. Remember to use an IP interface (USB interface is not supported).

ETS Connection Manager

>
Connessioni configurate: Proprieta
IP Interface | Tipo: IF Interface |
:Nnma' KNxnet/|IP v :
| © [KM¥net/IP Routing I
LUSE
‘---.----------J

Parameti JEP [EIBibAP) |

KNxnet/dispositivo IP:
IP) indica la modalita di pelrammaz. attiva
IPS#53

Indir. M

i

Select the type of KNX interface:
USB, IP

Mome:

Indirizza P |132.1EB,1.155 |

Porta: Modalits NAT []

\KNxnet/Creazione guidata diagnostica P

e

Muovo Elimina
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Interface used to access Konnex bus

Database Server

Data Source
[LOCALHOSTISQLABBMINIMAC |

User ID

|minimac |
Password

[llllll.lllllll |
Initial Catalog

|aBB_acC |

FalconEibnetEdi, EbnetEdi
Name="IP5/53. 1.1 IP Interface, MDRC';IpAddr="192. 168. 1. 155;Port="3671;NAT="off

Server communication crypthography

[[] use cryptography

Cryptography key |
[bs578cc

Click on “Save” button for | Restore default configuration... |
confirming selection and . = | | : |

Zave Exit
configuration of the desired

KNX interface for MiniMAC
(USB, IP)

Remember that in case of client-server installations, it is possible to encrypt the communication
between client and server. In order to configure the encryption, it is necessary to select the box “Use
cryptography” and insert in the box “Cryptography key” the same key inserted in the correspondent box
of MACWizardClient in all the clients PCs.

For security reason the chosen key can’t be exchanged/sent via mail/web.
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4  System configuration

The program runs through the link on the desktop or the PROGRAMS-ABB-MINIMAC-MiniMAC.exe menu:

. ABB
Ass ABBSoftwareDesktopd
. MiniMAC 4

Wy MACWizard Client
’iﬂ MACWizard Server
K Minimac 4

. ABB Local Applications

.. AMBEB Spa

. ABB Standard Applications

. Accessories

m

The first login to the program is possible entering the following access data:
User ID: Administrator
Password: Administrator

AL b ID s
FREDED MiniMAC 4 &ﬁ%
o

Legin

WP Inzert usemname and password ta access MinMAC 4:
| User ID:

Password:

| Login || Cancel |

The main menu is displayed, from which you can recall all program functions.
First of all, the access control system must be configured.

Main menu

ROOMS AND KEYS
MANAGEMENT

SUPERVISION

CUSTOMERS AND
STAFF

HISTORY

PLANT MANAGEMENT

&
e
i<

Power and productivity A.'
for a better world™
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41

42|

User accounts definition

L

In order to create a system, you first need to create the user accounts that belong
to the system. From the menu "Customers and staff", click on "Users" and
create the different necessary user accounts (typically one for each member of
the staff that uses the software). Administrator is reserved to the first login and
must be removed as soon as possible. This is a good practice since MiniMAC
keeps track of all operations performed on the system (see the following section
Event History Menu).

This way each event and programming action is registered and associated to the person who made it.
In order to grant transparency, each MiniMAC user must access the program with a personal username
and password. If Administrator is not removed from the system, everyone could use it (simply by reading
this manual) and operate anonymously on the system. Therefore, Administrator must be deleted as soon
as possible: in this way the event history will show the precise indication of the responsible user. This
is a very important safety and transparency function that cannot be waived.

Creation of a new user is easy: click on NEW, insert the required data and save.

= Users

Q@ (G

O O \j @ X HEave I£) undo [Jsave to fie

Selected user

Complete name: | Administrator

Username;  Administrator

Password: eesessssssene Confirm password: sesesssessssene

Group;  Administrators -

Administrators

Description:

Front Office

Users

Registered user
Username
p Administrator

Complete name Description Group
Administrator First login - default user Administrators
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The software allows you to manage two different User categories:
= Administrators

= Front Office

= Users

The Administrator can use all MiniMAC functions, whereas the User and Front Office is subject to some
restrictions.

Itis important that the administrators are not created indiscriminately. For security and stability issues of
system programming, administrator privileges must be assigned only to expert and/or responsible staff,

for example the person responsible for the planning and programming of the access control system.

“Front Office” and “Users” cannot operate on the system configuration.

Front Office

“Front Office” has minimal rights: they have only the possibility to access the “Room and keys

management” menu, in particular:
= Check-in/check-out operation

= Keys operation: it is possible only to BLANK key and READ key
“Front office” is the typical user created for hotel staff at reception, whose main task is check-in/check-

out guests.
Q MiniMAC4.1 Extended edition 4.1.14.0 E‘
ROOMS AND KEYS
MANAGEMENT
9 g
J«%
Check-in
Check-out LR
. DI
B Keys
@ First @ Previous e MNext @Last ﬂ ﬂ x n H iOI Close
———————— a . Fem——————q
: @Read I E @. : fi‘G,BIankkra\‘-I I m @
L 3 leccscsa=s a
Selected key
Filter by Key code
Key code Expiration date
Group - Expiration hour
System code -
Customer

Last name: ciro2 First name: & x

I Present keys - A grant for key
Key code Expiration date Group System Code Key type Pos Associated person Profile Credit
3 20/07/2018 12:00:00 Group Standard 2209076 Mormal key dro -

» 4 || 17/08/2018 12:00:00 Group Standard 2209076 MNormal key dro2 -
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Users

“Users” have intermediate rights: they can access the following menu:
= “Room and keys management” (every operation is possible, except creation of “Hardware keys” and

delete cards from Database)
= “Supervision” (only visualization, no configuration)
= “Customer and Staff” (without possibility to create new users in the “Users” menu)

= “History”

“Users” is the typical user created for hotel staff experienced in IT/software, who could be involved for
advanced tasks by staff at reception.

% MiniMAC 4.1 Extended edition 4.1.14.0

ROOMS AND KEYS

MANAGEMENT

SUPERVISION

CUSTOMERS AND

' STAFF

B Keys

@ First
@ Read

@ Previous
€

e Next
&

Filter by Key code
Key code

Group

System code

Last name: ciro2

] Present keys
Key code Expiration date

3 20/07/2018 12:00:00

17/08/2018 12:00:00

44|

HISTORY

@Last

<= Accesses grant for selected key

D ew @ Modify

@ Blank key E!Duplimte key
Expiration date
- Expiration hour
First name:
Group System Code
Group Standard 2209076
Group Standard 2209076

x|

Main menu

Power and productivity

for a better world™ A'l'

x Delete key
®

=

@ Update remote lists

)

g X
Key type  Pos Associated person Profile
Mormal key - dro -
Mormal key | - dro2 -

@ Close

Selected key

Customer

Credit
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4.2 Creation of system codes

)

| The second step for the creation of a system is the definition of system codes.
— Click on System Codes button in the “Plant management” menu and declare the
Iﬂ'

system codes to be used in the installation.

It is easy to create system codes: click on NEW, insert data and description and finally Save.

For security, usability and flexibility reasons, we suggest (but it is not mandatory) the creation of at least
THREE types of system codes:

= acode reserved to master TAGs

= acode reserved to service TAGs

= acode reserved to customers TAGs.

@Last e Mext e Previous @ First D Mew Maodify H

Code: | 72722

Descritpion: | code reserved fo customers' TAGs

] 8435736 Customer Code
4734621 | service code
7121962  master code
72722 code reserved to customers' TAGs

bl

Remember that this monitoring option must be enabled when you are working on the system:

F

= System settings

Modify H K) E Cloze

Graphical view Local settings Keep in tou
MAC settings Fidelio settings Polling settin

Verify Telegram management service state

X XX

= ' e '
() No |._-g_. Yes |

b o oo an d

Log telegrams on file

(#) No [ Yes
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4.3 Creating groups

The function of groups is to: assign elementary timeslots to a certain
homogeneous set of system users and then create a common temporal access
profile for each group.

‘ﬁ When a TAG is created, you must declare which group it belongs to. Each
transponder TAG gets access by transponder with active timeslots, according

to the temporal profile of its group.

O Note
‘ ‘ Group creation is essential: a TAG cannot be created if a group is not defined!

If you do not wish to use timeslots, simply leave the group with no timeslot. However timeslots must not
be activated in the devices: a group without timeslots is a group without authorisation.

Groups have a further role: apart from timeslots, they also collect data structures called "areas". The use
of areas is a MiniMAC function that makes the check-in wizard operations easier in extended installations,
as explained in the section.

Groups creation is easy:

1. click on ‘New’;

2. enter the descriptive data (Name, Type, Description) in the specific area;

3. click on ‘Save’ button to confirm.

= Groups
@Last eNext ePrevious @First Mew @ Modify xgelete HSBVE
Entry field of

' Description: | Customer Group A

(Y ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ Y Y r xrxx

1
' Name: | Customer Group A Type: Customer - '
| | /_
|
|
C )

€1 Present groups -« Extra accesses -« Timetables

Name Description Type
Group Standard Group Standard Customer
p Customer Group A Customer Group A Customer
Service Group A Service Group A Service
Customer Group B Customer Group B Customer
Service Group B Service Group B Service
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4.3.1 Timetables

Once useful groups have been created in the system, it is necessary to enter appropriate timeslots for
each group, in order to create an overall temporal profile associated with that group.

With the timeslots you can indicate a time interval during which the passage/access to an entrance/
room is allowed.

Elementary timeslots may be defined on a WEEKLY base and can be created without any limit.

Inside a specific group, up to 12 timeslots can be overlapped and up to 255 groups can be defined.
Timeslots combinations are then unlimited.

If timeslots are not useful, you can go directly to the next step: groups are not required to include timeslots
(but remember: if timeslots are activated, a group without timeslots will never get access).

To assign timeslots to a created group, you have to:

1. Select a group;

2. Click on Timetables TAB (1);

3. Activate Edit mode (2);

4. Click on New Element (3) and define a new timetable for the group.

Timeslots definition is easy and intuitive. The required data are:
= Start and end time
= The day of the timeslot or the possibility to use it every day

= Groups

r-----

5
Q- | @ |G @ L1Q| 4 | IX EHee | B O

L-----J

St

Name: | GR. CUSTOMER NR.1 Type: Customer -

Description:

r-------1

r-ﬁiD : .ntgm“pg < Extra am'i ) wTimetahles '
I " L-------J

1©® 0K

[ .

Giovedi [ =] 09:00
Tutti i giormi [=] 15:00
Sabato [=] 05:00

User manual 2CSN600047D0201 | 01.04.2020 |47



System configuration

4.3.2 Extra accesses

The concept of “Extra accesses” bases on the fact that a hotel has several rooms and common areas.
When creating a TAG for a customer or a staff member (for further details see section “7.2 Check-in”,
section “7.4 Check-out”), assignment of the access rights can be challenging in case of an extended
system with a lot of common transits.

“Extra accesses” definition can solve this problem with an automation of the operations that would be
unnecessarily repetitive. Assuming that there is a group of customers who need to have the right to
enter “Main entrance”, “Car parking” and “Wellness center”, with “Extra accesses” it's possible to have
automatically one/more groups of customer right to access these gates.

Configuration of “Extra accesses” is simple:

1. Select the specific Group for which you need configuration of “Extra accesses”

2. From “Extra accesses” TAB insert the access control devices you want to associate with present
groups.

By selecting some access control device, you grant automatically access at these gates to all users
belonging to these groups.

Groups

Q|0 ) Qe | A X Hee | © (O]

Selected group

Name: | GR. CUSTOMER NR.1 Type: | Customer v

Description:

€ Present groups = Extra accesses -« Timetables

REERIE]
MAC Name Room identifier Authorization type
4
=| Insertable MACs

Room 1/ Yes [ White list
Room 2 [ Yes [ White list

¥| Main entrance [ Yes [ White list

V| Car parking | Yes [ White list
Wellness center / Yes / White list
Select All oK. 1 Undo

48| User manual 2CSN600047D0201 | 01.04.2020



System configuration

4.4 Rate profiles definition

This step applies only to those systems where transponder readers with POS

function (electronic money) are installed. Otherwise, this step can be ignored
u and you can go directly to step 7 (see section “4.6 System Design”).

This menu allows you to assign a name to the four rate profiles that are handled by each reader device
with POS function. Such operation is not necessary because the 4 profiles are automatically named by
MiniMAC, but the assignment of a custom name to the rate profiles is useful during TAG creations and
can help avoiding errors.

Creation of customised profiles is very easy.

=/ Profiles

@Last @ Mext @ Previous @ First @ Modify H n @Clcse

Selected profile

Name: | FULL PRICE \ Index: |

Deseripion: | &iimg profile disponibile

11 Profiles

Name | Index | Description

|»| FULL PRICE 1 First profile available
DISC. 10% 2 Second profile available
DISC. 30% 3 Third profile available
FREE 4  Fourth profile available

During the creation of a TAG, a rate profile is assigned to the TAG (1 of the 4 available rate profiles).
The profile identifies in the system the rate to be applied each time a customer makes a payment. The
rate can change from access point to access point and system administrators have to make the rates
congruent with profile.

As an example, if a TAG belongs to the profile TOURIST DISCOUNT 10%, to each payment in the system
must be applied a rate with a 10% discount. This has to be taken into account in order to guarantee
transparency to customers.

Even if 4 profiles are available, not all of them have to be used. The differentiation of profiles makes it
possible to have 4 different rates for the same access, depending on customer type. It is possible to
have only one rate for all customers, but you can also configure 2 or 3 different rates.
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4.5

50|

Rates creation

Rates are managed in this menu. It is possible to create, edit and delete rates.

Generated rates are available for a following insertion in transponder reader with
M POS functions that are present in the system.

The procedure for rates creation is easy and similar to the other procedures described in the previous
sections.

Click on New Rate button, enter the required data including the amount (Default 0 means that the rate
is free).

As an example, assume that there are two payment points: sauna-fitness and discotheque.
According to the selected profiles, rates must be properly created keeping attention on discounts.

=| Prices

@Last e Mext e Previous @ First D New @ Modify x Delete H n @C\use

Selected profile

Name: | GARAGE_DISC 10%

Price value: ‘ E |

Description:

“ Prices

Price Description

Disco _Full price 30
Disco_DISC 10% 27
Disco_DISC 30% 21
Disco _FREE 0
GARAGE_Full price 10

P GARAGE_DISC 10% 9
GARAGE_DISC 30% 7y
GARAGE_ FREE 1]
DISCOTHEQUE RATE 10 FULL PRICE FOR THE DISCO

The previous table shows two payment points, 4 profiles available for each point. In this case up to 8
(=4x2) rates can be generated.

In our example we defined a VIP profile with a 0 € rate, so creation of two rates FREE SAUNA and FREE
DISCO is not necessary and a single FREE RATE can be defined.
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4.6 System Design

A series of important operations have been described in the previous sections

N and they are the starting point for system creation, which is configured using
.5 the PLANT submenu, in the System Management menu.

Assuming, for example, a very small basic system consisting of a room, some common areas and 2
payment areas (SAUNA and DISCO). Step-by-step system design is described below. Consider that
system dimensions do not change the design procedure: when learned how to create a room you know
how to create 3,000 rooms, the only difference lies in the time spent to enter the information necessary
to complete the project.

At the first startup it is necessary to enter the information concerning the various devices in the database
(the system is actually empty).

=| System configuration

File Modify Updating Help

Q@ @ O | O [ @ | B [ Xe | B- [ 190 [ P | @ || @om |
E Boot| Blra | €= | o= IS icd] Rt | posc | spcomee | JH, e iy
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4.6.1 Comunication between MiniMAC and access control devices

The room, called 101, is accessible through a transponder. A transponder holder checks physical

presence in the room.

These values must correspond to the group addresses configured in the ETS project on the related

device (see figure below).

For every access control devices belonging to the installation, it's necessary to configure the

communication with MiniMAC software.

Configure devices using ETS file according to desired behavior Pay attention to ABB communication

objects:

= On Millenium and Chiara-Mylos devices ACC1 and ACC14 objects have to be linked into MiniMAC
device configuration menu related to specific device: every device has to be configured with a couple
of group addresses for ACC1 and ACC14, different from those chosen for other devices

= On Tacteo devices “Access Data” object have to be linked into MiniMAC device configuration menu
related to specific device: every device has to be configured with a group address for “Access Data”,

different from that chosen for other devices

= For all devices (Millenium, Chiara-Mylos, Tacteo) Date and Time have to be linked later on into
MiniMAC Setting page (in the “Timing” TAB): every device share the same couple of group addresses

for Date and Time, since the all receive them from MiniMAC

52|

Number *  Name Object Function Description Group Address Length C R W T U DataType Priority
I2|3 Switch Switch 1 bit C Wo- Low
E 2|1 Scene Scene 1byte C - W - Low
I2|E Status Switch Status Switch 1 bit C R T Low
I2|3 Guest in the room Guest in the room 1 bit CR - T - Low
24 Accl Command Accl Command ACO 170 1byte CRWT U Low
E 2| 5 Accl4 Command Accl4 Command ACCI4 111 bytes C R W T U Low
[P Date Date Date 0/0/1 3bytes C W Low
B 2|._ Time Time Time 0/0/2 Ibytes C W - Low
R ] Guest card acknowledgment scene Guest card ack scens byte C T - Low
E 2|1C Services card acknowledgment scene Services card ack sce... 1 byte C T - Low
I2|“I Guest card acknowledgment Guest card acknowle... 1 bit C T - Low
E 2|12 Services card acknowledgment Services card acknow... 1 bit C T - Low
£ 2| 13 Card insertion scene Card insertion scene 1byte C T - Low
I2|14 Card removal scene Card removal scene 1 byte C = 1T = Low
I2|‘5 Green Led Green Led 1 bit C W Low
I2|16 Red Led Red Led 1 bit C W Low

ETS communication object (Chiara, Elos, Mylos devices)
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Number *  MName Object Function Description Group Address Length C R W T U Data Type Priority
l;_'|0 Cutput A Switch 1bit cC - WT - Low
l;_'|1 Cutput B Switch 1 bit C - WT - Low
l].’|2 Input &/ B short Telegr. Move up/down 1 bit CRWT - Low
l2_'|3 Input A/ B long Telegr. Move up/down 1 bit CRWT - Low
l2|4 Input C Telegr. Switch 1bit CRWT - Low
l;_'|5 Cutput A Telegr. Status 1 bit CR-T - Low
l;.’|6 Cutput B Telegr. Status 1 bit CR - T - Low

(Be]7 Accl ACC1 Management ACCI 7170 Tbye C R W T - Low
l2|8 ACC 14 byte ACC14 Management ACCI4 1141 Tdbytess C R W T - Low
[FiE] Date Date Telegr. Data 0/01 Ibytes C - WT - Low
IZ|1U Time Time Telegr. Cra 0/0/2 Ibytes C - W T - Low
ll’|1‘| Yellow LED 3 bi - ON/OFF Yellow LED 3 bi - ON/OFF 1 bit C - WT - Low
l].'|12 Red LED 3 bi - ON/OFF Red LED 3 bi - ON/OFF 1 bit cC- WT - Low
l;—'|13 Red LED 4 bi - ON/OFF Red LED 4 bi - ON/OFF 1 bit C - WT - Low
l3_'|1=1 Green LED 4 bi - ON/OFF Green LED 4 bi - ON/OFF 1 bit C - WT - Low
Y . - —_— - - - —_— - - - - —

ETS communication object (Millenium devices)

MNumber * Name Object Function Description Group Addres Length € R W T U Data Type Priority
l2|15 S1: Switching Input/Output 1bit C - WT U swich Low
l:l 23 52: Switching Input/Output 1 bit C - WT U swich Low
l:l N 53: Switching Input/Output 1bit C - WT U swich Low
l:l 39 RL: Switch object Input 1bit C - W - - swich Low
l2|4‘l CR: Card Valid Qutput 1 bit C R - T U swich Low
w42 CR: Date Input Date 0/01 3bytes C - W - U date Low
lz|43 CR: Time of the day Input Time 07072 Ibytes C - W - U timeofday Low
l2|44 CR: Access data Cutput Access Data 1110 dbytes C R - T U counter pulses (unsigned) Low
l2|45 CR: Customer card valid Cutput 1bit C R - T U swich Low
l:lrl-ﬁ CR: Service card valid Cutput 1bit C R - T U swich Low

ETS communication object (Tacteo)
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4.6.2 Room configuration

For configuring a Room you need to follow two steps:
= configuration of transponder reader installed outside the Room (mandatory)
= configuration of transponder holder installed inside the Room (optional)

This means that every Room must have a transponder reader associated to it, while you could have
installations where rooms have not card holder installed inside.

4.6.2.1 Transponder Reader

1. Select by the menu drop-down the type of transponder reader:
= TR/U for Millenium
= LT/U for Chiara-Mylos-Elos
= TLM/U - TSM/U for Tacteo
2. Configure the communication between MiniMAC and device specifying group address “ACC1, ACC14”
for Chiara-Mylos and Millenium devices, “Access Data” for Tacteo devices
= Only for Tacteo devices configure the KNX physical address (Individual address) as already
configured in the ETS project for this specific device
insert Name (and Descriprion, optional) of device
specify Hotel Room = Yes
configure Access Strategy: the recommendation for transponder reader related to Hotel Room is
White List
6. configure the device as “Enabled”
7. Enable Timetables if requested. If you enable Timetables please be sure to configure Timetables for
every Group. A user belonging to a Group without Timetables configured, by default has no right to
access a transponder reader with Timetables enabled

ok w

=| System configuration

File Modify Updating Help

Ir = )
O First G Previous O Mext OLast Ij Insert ﬂ Edit X Dele ?‘-’) Copy _f\ﬂ E’a @Clase
T New | T y - Restart Backy Resto
E—:‘J Sy:;m \_ﬁstlmpurt lELI Reload % Reset *-_ J“ m ‘@ J‘( ?‘ s:rs\ricrs *D\s:. *Cunne:t g aDB P @ EEB =
&l 4| MAC device properties [ | White List % System code & Group - Timetables Room

General properties

Mame: Room 101 14bytes group address (ACC14) |5 - 1

x| e
| e

8bit group address (ACC1) 7 - 1

ABB Device

TR/ (MIFARE Access control)

/)evica picture 4| Hotel Room ]
No
s /
Enabled features 1|| Access strategy

W Timetables enabled ) White List
Strong handshake Black List
/| Enabled

Central

Room associatii~

Centghl stratd~

Info read from MAC

/

Firmware version: Keep in touch:
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Fie Modfy Upcatng Heh
@Fm Orevos Qrec Quast [Juaet  [fleae XM- L i pc‘w m"““ ."Tfmru EG'-
sm g‘ﬂ’" .Rdoad & Reset ﬁw ‘Z‘f;im EMACI hw *M *M am’

- TLMU - Card Reader Tacteo - Wellness

TLMJU - TSM/U (MIFARE Tacteo card reader)

Ifﬁ-lumu «[Access strategy

me

Click on the ROOM TAB and then EDIT to enter further information that are necessary for the hotel
management:

= room number
» floor
= type of room

56 | User manual 2CSN600047D0201 | 01.04.2020



System configuration

After the requested information is entered, system CODES must be associated with the device. Remember
that the device will grant the passage only to the TAGs with one of the system codes contained in the
list that is filled in in the "System code" TAB.

'2 System configuration

@ n D x ESave I£) undo % &:
€= | o= B oo B | e | spamee | B 77

| [J] MAC device properties [ White roup - Timetables =3Room
@3

CoNe |
8435736 Customer Code
4734621 | service code
7121962 | master code

[
@
No

]

72722 | codice riservato alle chiavi dienti

[ Select Al ® || undo

Click on "Groups-Timeslots" TAB and, in EDIT mode, you can enter the groups associated with the
device/room.

r
'=| System configuration

File Modify Updating Help

l G| © O | d A= | X Bl | © A
EERE: € [F B BB et [ B
-W = 1] MAC device properties ] White List stslemcod:a Room
(DDA
\ G
o m——
Gruppo ClieN iaggi A ]
3’*(@ 2

GR. CUSTOMER NR.. 1/
GR. CUSTOMER NR..2 /
GR. SERVICENR. 1/
GR. SERVICENR.2 |
GR. SERVICENR. 1-2 /

= s [ Select Al ook | [ undo | " — Jm
| MORNING 1 NORMAL MORNING OPENING
| | Fascia puLIzZEE ACCESSO NEGATO TUTTI I GIORNI AL MATTING
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If you click on the dedicated button (“View Timetables”) you see for every group the timetables configured,
if configured. In the example below As you can see, the green area is reserved to the room cleaning
service staff which has a set of TAGs part of this group and can enter the room only in that timeslot.

=| System configuration

File Modify Updating Help
@ [@-[0-]© e [ 190 [ 2o [ R ] Bm

a-| @ [ %
B8 € [ I B (R ene | S| B e

™ “| [/] MAC device properties [ ] White List % System code i Group - Timetables = =3 Room

PREIES

Groups

| | Group name | Description

% Gruppo Clienti Viaggi A Clienti che usufruiscono del servizio solo r

=| Timetables view ==

4.6.2.2 Transponder Holder

If in the installation there are transponder holders, it is necessary to add them in the “Plant” view and
configure.

58|

1.

> w

Select by the menu drop-down the type of transponder holder:
= TH/U for Millenium

= PTI/U for Chiara-Mylos-Elos

= TKM/U for Tacteo

Configure the communication between MiniMAC and device specifying group address
“‘ACC1, ACC14” for Chiara-Mylos and Millenium devices, “Access Data” for Tacteo devices
Only for Tacteo devices:
= configure the KNX physical address (Individual address) as already configured in the ETS project
for this specific device
= configure the group address related to MASTER TAG with special functionalities (Clean Room,
Usable Room. Minibar full, Maintenance, Card Inserted), as already configured in the ETS project
for this specific device
insert Name (and Descriprion, optional) of device
configure Access Strategy: for Transponder Holder devices, also if in the menu it’s possible to select
other possibilities, the only acceptable methods are “No List” and “Black list”. The recommendation is
configuring Access Strategy for Transponder Holder as “No List”. This means that the device accepts
every valid (not expired) transponder cards with a system code correspondent to one of the system
codes configured in the device
configure the device as “Enabled”
link the transponder holder to the related transponder reader using the menu “Room Association”. A
room is composed by a transponder reader and (when present in the installation) a transponder holder

. insert configured system codes using the menu in the tab “System code”. This operation is similar to

that carried out for the transponder reader
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D Insert Edit XD&I{ 'Save q Undo ﬁ&py % Paste ‘:Transfer @(kne

[Freox | £

[.a] mmgﬁm

Transponder resder - Room 1
‘@) Transponder holder - Room 1
Transponder reader - Reom 2
] Tanspondder holder - Room 2
Wellness Transponder Resder

File Modify Updating Help

Program| [l . MAC “Restzl’t ; Backup Restore
'Upbad 'Syshem [ Dovrio=d g Time senvee | Hpose | ol comect DB @ DB
"

o

Transponder holder - Room 1

[4]
TH/U (MIFARE Key Holder)

-

2.0.10 - 07/11/2016

_E i g""’" (2] reoss

&) TLM/ - Card Resder Tactes - Room 1

@u-t Dm Eit X peete P Qus Pcm mmm .:Trm:fer Ecm T
Greet o PRTI Boowiont [/ OIS o | fpcomen ST e

D TLM/U - Card Reader Tactea - Roam 2
i-{5) TKMAU - Card holder Tactec - Room 2
[BD TLM/U - Card Reader Tacteo - Wallness

Neme: (TR -Cos ol Tata oo ] 23] (e 3]
w[ }mmmmm 1 Tllz THi T
Geanroom [t 2] 23] [3_¢
eabieroom [1 2| [2 i] [ 2]
webrt 1 3] 2 3] [ ¢
wantenence [1 2| [2 2]
Cordimerted [1 3] [2 3]s ¢
| TKM/U (MIFARE Tacteo card holder) v|

v
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4.6.3 Configuration of common areas and entrances

60|

In a hotel installation there are not only rooms but also common areas as main entrance, wellness area,
swimming pool, car parking, to add new devices to the system, from System menu click on NEW to
insert new transponder readers required. These are transponders not associated with a hotel room and
the flag "NO" has to be set in the "Hotel room" setting.

Next Last Insert | Edit Delete Save Undo Copy Paste :Transfer Close
© Q= | ] x B |9 | Po | R @ (©)

Reluad ‘Rmet tUDIoad “Zry?sgéi:n N Download !hﬂrfnsej um *Eﬁsc_ *Cu’nect & [BI ’ DB
] % -

L]

o |
.
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In the example, the device has been configured in the Black list, since usually for main entrance and
common areas it is necessary that access is granted to every person owning a valid TAG. Every created
TAG is automatically accepted by the device, only the exceptions decided by the system administrator
do not get access. Such exception must be inserted in the device Black list.

Obviously itis also possible to configure the devices in White List, and simplifying configuration of accesses
granted for these common areas using the “Extra Access” tab in the Group menu (see paragraph “4.3.2
Extra accesses”)

After the device is created, it must be programmed with the system codes. The procedure is the same
as previously described: SYSTEM CODES TAB, EDIT and clicking on the appropriate button in the
minitoolbar, system codes can be added to the list.

©) Note
‘ ‘ System codes insertion is mandatory: a device without system codes does not let pass
anybody.

Finally, consider the groups: each device can contain any number of groups, even none. In this case,
no group is defined because there is no need to set timeslots for this access. Apart from the fact that
groups are not defined, timeslots are disabled in the device properties.
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4.6.4 Configuration of notify mode

Note
O Please pay attention that “Notify mode” menu is by default hidden in the “MAC device
properties”, and therefore the Notification mode is automatically set as “Spontaneous
ﬂ emission”, which is the mode suitable for all the installation, granting good performances.
When and if required, it's possible to show the menu “Notify mode”, enabling it in the
“Settings” menu, under “MAC settings” TAB, the “Show notify mode option”.

Gt
New Program| [ MAC / hR&:ﬂa’t A Bac
% System gmurt System Download g Time e *I]sc. *Cn’nect D
— —_——
Car Parking " g
IMain entrance -
_J=com 101]

Room 101
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4.6.5 Configuration of payment entrances

O Note
Management of payment services with access control system is available only using
Chiara, Elos and Mylos range, where you can find transponder reader with “virtual
money” functionality.

Itis possible to manage the access to payment entrances (i.e. wellness centres, discotheques, car parks,
etc.). In these cases, it is necessary to use transponder readers with POS function (LTP/U). A LTP/U
is not very different from a normal transponder (LT/U): it is perfectly identical, apart from the fact that it
contains information about rates management that needs to be entered for the access to the entrance.
To insert the device, click NEW from the system menu and insert, for example, a device for the disco
access control. You can configure it in the Black list and timeslots will be activated: for example, for
client access only from 22 to 3.00. For this purpose, a timeslot beginning on the evening of a certain day
and ending the following day is created. Therefore two slots must be defined: the first from 23:00:00 to
23:59:59 and the second from 00:00:00 to 03:00:00. The group must contain both timeslots:

S
Qrrst | Qprevious | = st D M @ et | Koeete | feave | M) unao (© [

Selected group

Mame: | Group Disco customers Type: Cristomer |3|

Description:

@1 Present groups |- Timetables:| <% areas

BUEMP NS
Hame Description Start day Start hour End day
» | Discoslat 1 || Disco Slot 1 kefore midr)| Al days ||22.00 || &1l days
Dizco slot 2 Dizco slot 2 after midnigh A1 days 0000 Al days

.} O Timetables view
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Create discotheque access control in the usual way:

Garage
Main entrance

ﬂ Transponder card holder

B Disco
B carage
Main Ertrance
B Room 101

() presence o Foom 101 || crowmame
E Group Disco custamers

- 'TIME_TABLE_IM( _Description Start day Start hour  End day Endl hour  Positive
L Disco slot 1 Dizco Siot 1 before midnight 2200 2359 es
~ Disco slot 2 Disco slot 2 after midnight 00.00 03.00 fes
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Click on Rates TAB, a window shows up to insert the suitable rate for each one of the 4 profiles we

previously defined:

& Disco
B Garage
&3 Main Ertrance

BB

@ MAC device properties D Black List Q system codes | 88 Groups - Time (Ables | =Ratess

EJ Room 101
ﬁ Presence control Roam 101

WM taukist)
Full Pricel)

LT Profile assignemen

€ Dizco 10% discount= 9 euros ()
€ Dizco 20% dizcounNG euros [
e Dizco free access= 0 eNGE ()

€ Dizco full price= 10 2uros

Available profiles Available rates
Toaurizt 10% discaunt | Disco 10% discount =
Tourizt 20% discount | Dizco 20% discount E”
WIP tourist | Dizco free access E”
Full Price | Dizco full price 5 E"
Profile-Tariff
association
Ok | | Undo | ]
[l
Assigning the rates to the profiles, we get for example:
B Disco [¥/] MAC device properties | [ Black List | % syste
B Ga_rage D E @
EX Main Ertrance
E) Room 1M
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£ Disco 10% discourt= 9 euros ()
= Tourist 20% dizcount()

- e Dizco 20% discount= 8 euros [
= WP taurist()

- e Dizco free access= 0 euros [
= Full Pricer)

(- € Dizco full price= 10 euroz ()
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At the same time you can proceed, as in the example, with the transponder reader with POS function
associated with the SAUNA: the procedure is the same as those previously described.

B System configuration

File  Modify Updsting  Help

| Qs | Qs

eNext [ @Last [ Dlnser‘t [ @Edﬂ [XDalete !Save nUndD é@Copy ?%Paﬂe E:Transfer EC\OSE |

- =
| Mew & Program| l MAC [ Restart l a ' Backup Restore
[ B Sisem % Import @ Reload -4 Reset [7 f‘ Uplozc ’ﬁ Ssem & Dizrvvnilozd \ Time service Disc. Connect 1 B e
£ Disco ] i i D Black List Q System code & Group - Timetables
B Garage
B3 Main entrance General properties
B Room 101 _ _ _
-5 Tranzponder card holder Naime: | Sauns fitness 14 btes group address [ACC1 5 & 1 = {15 £
e SaLnE finess: : : : :
Description: | Bhit graup address (ACCT) = = {15 £
ABE Device A]|
E LTiS 1 (Access control v. 1) E LTl (Access contral v.2 without POS functions)
E LTPU (Access control v.2 with POS functions) E PRTM (Bus key programmet]
E PTIN (Inteligent key holder)
Device picture 4  Hotel Room Ak
b
a] No g
w
€
E Yes E
=}
=3
Enabled features 4 | Hotify mode 1 | Access strategy 4 |u>J
Iv Timetshles snabled = Poling L] White List E
E Strong handshake E Black List =
| Enbiled = o £
Spontaneous emission e —— =

To sum up, in order to configure payment entrances in the system, you have to:

= Create all rates for payment entrances (wellness centre, discotheque, car park, etc.) both at full price
and discounted (section “4.5 Rates creation”).

= Rename the default profiles available in MiniMAC, based on manager needs, so that they clearly
refer to a specific customer type: i.e. regular customer, holiday packages, etc. (section “4.4 Rate
profiles definition”)

= Associate one of the 4 available profiles, or more, with each POS reader (see above).

= When creating transponder TAGs (i.e. for the check-in to a hotel), program the TAGs associating
each customer with the profile that corresponds to the appropriate rate type (section “7.2 Check-in”).

B Disco [¥] MAC device properties | [ Black List | %@ sys
Bl carage
B Main Ertrance Cl E @
Bl Room 101
- B Presence control Room 101 : o
B Sauna - fitness S l loan=al: -
I e Zauna 10% discount= 9 euroz ()
o - Tourist 20% dizcount()
- € Zauna 20% discount= 5 euroz ()
- WIP tourist(
- € Sauna free acceszz= 0 euroz [
[=14 1 Full Price()
- e Zauna full price= 10 eurosz ()
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4.6.6 Transponder programming device

To complete the system, the last device to be set is the TAG programmer (transponder cards, TAGs).
The programming device is used to program transponder TAGs to be used in the system for the access
to the various entrances. The programming device is used together with the MiniMAC software (section
“7.2 Check-in”, section “7.4 Check-out”).

The transponder programming device interfaces with the KNX bus like all other devices, therefore it
must be inserted in the system.

There are three types of transponder programming devices to be used, according to type of access

control system chosen:

= For Chiara, Elos, Mylos system use as programming device PRT/U

= For Millenium and Chiara MIFARE (MIFARE) system use as programming device TR/U, configure its
behavior in the “Plant” menu, under “MAC device properties” of the specific device

= For Tacteo (MIFARE) system use a USB programming device. This USB programmer has not be to
be added in the Plant menu, as on the contrary is required for PRT/U and TR/U

Chiara, Elos, Mylos programming device (PRT/U)

eum @m DImErt Eit X Delete !s.m [ JEEE ﬁ(kpy %Pasle ‘\.Transfer @ume
BB (e Ao | s | B
9 -

Programming device {reception)

OE BE e
S o

|

Millenium programming device (TR/U)
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68 |

Since in a system there are
as much clients as TAG
programmers, the device to be
used must be specified in the
program. In our example we
have just one device; however,
the type of programmer must be
specified in the setting menu.

For Chiara-Mylos programmer

% MiniMAC4 Extended edition 4.0.3.6

Main menu

BB ROOMS AND KEYS
[¥}| MANAGEMENT

SUPERVISION

CUSTOMERS AND
STAFF

HISTORY

PLANT MANAGEMENT

OPTIONS

SF @9 £ F

Backup Settings

Power and productivity A.'
for a better world™

(PRT/U) and Millenium programmer (TR/U) you need to select which device using, since more than one
programmer (client) you can have in one installation

[Bhil me what you want to do.

] Iﬂ Modify Hgave n Undo

2
' Programming device (Reception L d|
[}

MAC settings PMS settings Polling settings Timings Hotel management Superview
Graphical view Local settings Keep in touch International settings Import Backup
DB connection string Log directory v bd
P c:\
Provider=SQLNCLI11.1;Password=ABB029034sace®; Parsist Securi .
| rovider= BSTWON S5 SIS G.il'lf?' ._-‘ Program Eies {XBG}
Help!! [ #e8
[ MinMAC4
[ Log

Telegram management service machine

ITL7252082

r--------------’
Key programmer

Programmer type
(@) PRT/U or TRJU

l (OPRIT1 (") USB Mifare

Q> L
Programming device (Reception)
‘--------------

‘ () No (®) Yes

Lo

Open event management window on event verification

() No (@) Yes

DB Connection Timeout

DB Command Timeout

200

Execute sound file when an event is verified

() No (®) Yes

Sound file associated to an event

iC.-.F'mgram Files {x88)ABB\MiniMAC&\Sounds\event wav

Select sound file

T . S S | e —
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For Tacteo range USB Programmer is not a device belonging to the system and therefore you need only
to select the type of programmer (USB Mifare)

Awas  Heoe  Buso ‘ [B)cose
MAC settings | PMSsettings | Pollingsettings | Timings | Hotelmanagement | Superview
Graphicalview |  Localsettings |  Keepintouch | Internationalsettings | Import |  Backup
DB connection string Log directory el
- . . - 2 c\
| Frovider=SQLNCLIT 1. Fassuword=ABE023034saces Persist Security B Program Fies (x86)
[ v | g
R NelANGH B —
Telegram management service machine | Pl
||T-L-7252m2 |
r-----zvn-w-------I‘
| Programmer type |
I Orrira ORTNorTRU @ LSS Mfare |
| |
| |
‘--------------I‘
Verify device state on this machine Open event management window on event verification
() No (@) Yes I Ne (@) Yes
DE Connection Tmeout Execute sound file when an event is verified
Im I () Ne (®) Yes
D6 Command Tineout Sound file associated to an event
Im I ‘ C:\Program Files {xB8)\ABB'MiniMACS\Sounds\avent wav
| selectsound fie
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4.7

70|

Access Control keys encryption (only for Tacteo range)

In order to grant an higher level of security, contents of access control keys/TAGS writen by MiniMAC software
is encrypted. The encryption key is automatically and randomly generated at every MiniMAC installation.
During programming phase (when MiniMAC software write/download the access control configuration into
the memory of the devices), this encryption key is saved into the devices. It is therefore recommended to
perform the first download of MiniMAC configuration on the devices in a protected environment in order
to avoid that someone try to read this encryption key on the KNX bus. Once the encryption key is saved
onto the Access Control devices, no other encryption keys can be downloaded overwriting the previous
one. In order to reset the encryption key of the devices and downloading a new one, it is possible to press
5 times consecutively the KNX programming button, taking care that the LED of the push-buttons on the
front of the device turn to “blue” color: when this happens it is necessary to press the KNX programming
button one last time. The device is now ready to receive from MiniMAC software a new encryption key.
As an alternative it is possible to create a new encryption key in an existing installation/plant, using the
menu Options > Setttings. In the tab “MAC settings” it is possible to create a new encryption key clicking
on the button “Change card Cripthography Key”. It is asked confirmation 3 times in order to complete this
procedure.

(= T systemsettngs =5 B
A = S T .
Graphical view Local settings Keep in touch International settings Import Backup
| MAC settings PMS settings Polling settings Timings Hotel Superview
|
Require confirmation on MAC delete Require confirmation on MAC command sending
() No (@) Yes ) No @) Yes
I Exit if Konnex connection fails Enable;elaﬁ successive IElegl;ns
| (@ No () Yes () No (®) Yes
| Verify firmware version for MAC programming Interval for delayed telegram sending (msec)
(@) No ) Yes 500
Read sending retries Interval for successive telegram sending (msec)
3 500
| MAC read return timeout (sec)
2
‘ Wirite Remote MAC on Save
) No (@) Yes
| Card arypthography
] Show notify mode option
_ ) Change card cryptography key
(@ No (JYes
i
Warning

With the change of encryption key the installation/plant is no more usable: all the keys/
TAGS previously created, and all the access control have stored internally the previous
encryption key, and therefore the access control devices do not work with the old keys/
TAG created. In order to download the new encryption key, follow the above procedure.

Warning

With a firmware update of the device, for security reason the encryption key is reset.
In this case, after a firmware update, it is enough go to the “Plant” menu of MiniMAC
and pressing “Download” / “Program system” button: with this operation the new
encryption key is downloaded into the Access Control devices that have update the
firmware, without need of additional operation on the devices.
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Heating and Cooling Supervision

MiniMAC allows you to manage room Heating and Cooling.

MiniMAC allows you to manage KNX thermostat, especially three different thermostat types, as you will
see later:

= TUX/U thermostat of the access control range (discontinued product)

= Generic ABB KNX thermostat (i.e. Mylos KNX thermostat, or thermostats of the Busch Jaeger range)
= Generic KNX thermostat

The supervision operations that can be performed by MiniMAC from the reception are summarised below:

10,0410 SAB 15:37 Es -' "-'O'-
218+ ‘ CoL
nnnn I ‘/m\ Gl S
o b Clam VA CrF
' OO00OO
.

set summer-winter season

set the set-point between day and night

set anti-frost or overheat function

set the setpoint (stand-by/comfort)

adjust room temperature set-point in real time
display current room temperature

It is worth remembering that MiniMAC allows you to manage generic KNX thermostats, not necessarily
belonging to the ABB range.

In this case, the supervision function is still available with limitations depending on the model used.

In any case, all KNX thermostats offer more or less the same communication objects and most of them
allow you to monitor the main functions (for example, setting the room setpoint temperature, display of
the current temperature and summer/winter selection).



System configuration

Configuring a KNX thermostat is easy.

Go to "Room Management" menu, select the room (1) that you wish to equip with a thermostat, then

click on Room details (2):

| @ et [ Q@ rrevons| Ot | Qe ||

Room state

L L1 I

@ Fres' 3.:-9 p Room details [ |] Refresl:1

Eclose |
=

72|

r—"
l
-

Filter selected room

Room identifier

Floor - Room type - Beds

Availability - Presence  Clean - Minibar

Usability - Mai

| Period | Conditions

Period filter settings

Arrival: From day:

Departure:

25/11/2012

ey

] | Fitter by initial date

To day:

[ Filter by initial date

™
37112012 I_J

|| Filter by final date

|| Fiter by final date

Present rooms

” Floor

" Beds || Special " Tag code ” Customer

I

=¥

A

| Arrival | Departu

! | /=] Room detail 103

P e em e oy

Air conditioning | l‘um infos Room state Checked-in customers People with access to room Room messages

=8

g
e..[

C panel

Active th reslloldO Comfort

i

Comfort Stand By

O Stand By

) Night

O Antifrost/Overheat

L

Summer Winter:

INACTIVE

Night Antifrost /

Too hot

Temperature

Actual temperature in room

“oC

Set temperature (set-point) heating

-D-D-b-b-b-bwwwwww-b-hwwwwr—‘l—‘h‘l—‘l—‘l—‘l—‘l—‘rlh‘l—‘l—‘l—‘l—‘

IQMI

Once you entered the "Room details" screen, click on Heating/Cooling (3) TAB to configure, using the
"Configuration" button (4), Heating and Cooling supervision for the specific room.
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System configuration

It is necessary to:

= Choose the thermostat type: TUX/U, generic ABB KNX (i.e. Mylos KNX or any Busch Jaeger
thermostat), generic KNX thermostat

= Connect thermostat group address to MiniMAC supervision.

=| Room detail 203 =|E3

Air conditioning  Room infogs Room state Checked-in customers People with access to room Room messages

T ]

E Hgave q Undo

[ [ | [
) TUU Generic

[ [ | [

General switch Summer | winter

.
.
.
.
-
.

Comfort | Stand By Thermostat state

Hight Temperature setpoint heating

Antifrost / too hot Temperature set point cooling

Actual temperature

Exit from configuration. ..

The available group addresses will be connected based on the type of thermostat: if some addresses
are not available (for example, on the generic thermostat) the associated function is not available.
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System configuration

As you can see from the figure, it is possible to set the heating and cooling setpoint from the room
supervision. To manage room Heating and Cooling in this mode, it is necessary to configure the ABB
KNX thermostat (Mylos KNX or Busch Jaeger thermostat) using individual set-points (and not dependent
setpoints): in this case, specific setpoints are displayed (it is usually linked to comfort setpoint supervision);
using dependent setpoints on the thermostat, it is not possible to manage Heating and Cooling supervision
via MiniMAC.

To manage the cooling (summer) and heating (winter) setpoint, the thermostat will be configured as
Summer-Winter, with the possibility to switch between summer and winter directly managed by the
thermostat, or performed "manually” sending a communication object to the thermostat.

| |=| Room detail 103 =

| Air conditioning Room infos Room state Checked-in customers People with access to room Room messages

Commands panel

Active thresh(:bldlaI Comfort Stand By Night Antifrost/Overheat
Oon | . ON on | ACTIVE | I ON
OFF OFF OFF AT OFF
General Comfort Stand By Night Antifrost / Summer Winter:
Too hot

Temperature

Actual temperature in room

wdog

Set temperature (set-point) heating

iog

Set temperature (set-point) cooling

-

g

Configuration

In case a NON ABB (GENERIC) thermostat is used, the supervision screen allows you to control the
data indicated in the figure: as compared with the TUX/U thermostat, it does not show fan coils speed,
thermostat status and other functions that depend on the thermostat characteristics.

Note

O Please remember that for all kind of KNX thermostats managed by MiniMAC, the
possibility of changing operating mode (comfort, standby, night, anti-frost/heat protection)
is based only on three 1bit KNX communication object (using of 1byte object is not
supported).
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System configuration

4.9 System Events Supervision

MiniMAC offers the chance to create a panel including indicators that can be
associated with system events. Each event must be associated with group
addresses.

In the case an event is detected, the panel shows up with the blinking indicator;
an acoustic signal can also be emitted to draw operators attention.The acoustic
signal is customisable adding a .wav or .mp3 file to the sounds folder as indicated

in the Settings panel.

To create an event, click on CONFIGURATION (1)

=| Event managements = ||E a‘
5 ;D GED GED T -
' ‘ Eoﬁguraton ' Close
D D GED GED T -
No configured events
and then on NEW (2). Insert a description and select the associated group address.
Then SAVE (3) and EXIT FROM CONFIGURATION (4).

=| Event managements == a
|| @First e Previous °5umessive @Last

r---- ---- CGED GED GED GED GED GED T

' e D New ' @ Modify XQ| ee HSave ' n ' o @ Exit configuration @Close

LII---- ---- L-------

Selected event
Event description Group address
Bathroom alarm Room 102 | |g : | 1 : 2 :
Events
| Event IlEI:riptll‘l qup_ address =
| .: Bathroom alarm Room 101 0/1/1 |
) Bathroom alarm Room 102 012
| Bathroom alarm Room 103 0/1/3
| Bathroom alarm Room 104 0/1/4 3
|| Bathroom alarm Room 105 0/1/5
| Bathroom alarm Room 111 0/1/11
| Bathroom alarm Room 112 0f1f12
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Note

O If one of the configured events happens, associating them with the appropriate group
addresses of the KNX building automation system, the panel with the blinking event
shows up on all Customers connected to the LAN:

F

=| Event managements ==

Iﬂ Configuration i ‘l-ICIose Mo active event...

Bathroom alarm Room 101 Bathroom alarm Hoom 102 Bathroom alarm Room 103 Bathroom alarm Room 104

Bathroom alarm Hoom 105 Bathroom alarm Room 111 Bathroom alarm Room 112 Bathroom alarm Room 113

B athroom alarm Boom 114 B athroom alarm Boom 115 Bathroom alarm Room 201 Bathroom alarm Room 202



410 Loads Management

EE MiniMAC can create a control page including ON/OFF commands and red/green
LEDs. Through this page, ON/OFF group addresses can be connected to actuators
of the KNX system.

An ON/OFF command can be easily created: from Loads Management menu click on configuration (1).

|=| Power loads management == E3

r 1
l :0 Configuration l ‘ ECIOS&

Click on NEW (2) and insert a description with the associated group address:

iéi Power loads management iEiIEi
” ‘ @First | ePrevious eNext @Last ‘
r -“ .: l_ -a— T -' X X
| o D Mew l Modify | xgelete H | Q ‘ ‘ Exit from configuration ‘ ‘ Eclose ‘
L .“ . l- - T -.
Selected power load
Power load description Group address
o s | ot
Power loads
| |Pmerhadd|sl:riptinn ||Gmupa|ldrﬁs | =
b LIGHTS, HALL /1
" | LIGHTS, 1STFLOOR 0f1/2
] LIGHTS, 2MD FLOCR 0/1/3
LIGHTS, PERIMETRAL 0f1/4 i
| LIGHTS, TENMIS 0/1/5
| l1eHTs. caracF niia
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Saving and exiting the configuration, you directly enter the control board where the corresponding red/
green indicators are already present.

=| Power loads management o= a
” @ Configuration @Close
FY
LIGHTS. HALL LIGHTS. 15T FLODR LIGHTS., 2ND FLDOR LIGHTS. PERIMETRAL
LIGHTS. TEMNIS LIGHTS. GARAGE LIGHTS. OFFICES CONDITIONING, HALL
CONDITIONING, 15T CONDITIONING, 2ND
FLODR FLOOR ALARM SISTEM ALARMS SHUTOFF
i
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411 Other installations

The ABB access control solution is particularly appropriate for hotel applications, where managers need

every day to:

= Grant controlled access to hotel rooms to customers and authorised personnel
= Check the presence of customers in the rooms and automatically activate room loads only in the

case of presence

= Have a complete supervision software allowing the management of the entire system from the
reception and in particular also customer check-in/check-out and transponder TAGs.

The ABB access control solution can be perfectly used also for other applications, where there is still
the need to grant a controlled access to entrances/rooms/environment. For example:

= Wellness and fitness centres
= Paying car parks

= Offices

= Laboratories

= Common areas in apartment buildings

In all cases where ABB access control is used for other applications, MiniMAC software can be configured
from the Settings menu, "Hotel management" TAB (1): set the "Hotel installation" flag to "No", which is
set on "Yes" by default. In this way, MiniMAC is configured to manage other installations different from

hotel installations.

=| System settings

Luesrs | 1K)
Graphical view Local settings
MAC settings Fidelio settings

Hohel's_yshem

#) No Yes
Default déparf.lre time

[12:00:00
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80|

As you can see, the main menu changes accordingly (i.e. the menu "Rooms and cards management"
becomes "Cards management"). All functions for room management will disappear from MiniMAC, since
they are specific for hotel installations (i.e. check-in/check-out, Heating and Cooling supervision, room
presence history, etc.).

The management of other installations is the same as that for hotel installation: the functions are exactly
the same as those already described, expect for the ones that are specific for a hotel installation.

% MiniMAC 4.1 Extended edition 4.1.14.0 =]

Main menu

MANAGEMENT

SUPERVISION

CUSTOMERS AND
| STAFF

| HISTORY

PLANT MANAGEMENT Keys

OPTIONS

Power and productivity A"
for a better workd™
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412 Importing a project via ETS

In order to use this function, you must activate it using the MiniMAC Settings icon shown below:

Save the settings and restart the application to
activate the function.

= System setting al|E B
I . . | i i
Maodify I H I | | Egose |
A Qe ||| |
MAC settings Fidelio settings Polling settings Timings Hotel managemant Superview

Graphical view Local settings Keep in touch International settings Backup
Import Workstation

Access control String
(8 No |LT/5 2 -V. 31n 20ut;%7;81LT/S 2 -V. 3In 20ut;*7;81LT/5 2- |
Default import Username Date time String
|----- | |LT,|"52 -V, 3In 2 Out*:9; 10]LT/S 2 - V. 3In 2 Out;*:9; 10]LT/S
Default import Password Default Import connection string
|- - | | Provider=MSDASQL. 1; Password=bigpassword; Persist Security Infﬂ=|
Impart Driver | Help!!

| C:\Program Files\Common Files\Eiba scEagle'SybaseR TS Win32\d |

Import Engine Start

| C:\Program Files\Common Files\Eiba sn‘.Ea.gIE\SybaseRTS\WinS\Z‘rt-|

Imnport EngineMame

| rtengs |

Imnport EngineMame

| Sybase SOL Anywhere § for Eagle |

Going back to "System" menu, under "System management" you can import an ETS project.
The import process adds the devices present in the KNX project that you choose to your MiniMAC project.
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If you wish to have, inside the system, only the devices of the KNX project to be imported, you need to
start another project before performing the import process, clicking on "New system" (1):

Selecting YES (2), the current MiniMAC project will be deleted.

The project will be lost if it was not saved with the backup (3).

At this point, to start importing an ETS project in MiniMAC, you only need to select the IMPORT (4) icon
in the System menu:

In order to save the current project, make a
Backup

_____________1

|

|
- [
5- o Impart | |
=_ System po I
E———— /_______.l
=| System configuratio
File Modify Updating #Fielp

@F\rst

.
|
|
|
|
|
L.

revious

°Next QLast Dlnsert @Edit XDeIete - m ;)Copy ?& “ ’

=] vt | g @wm o | e IR NG| ) | oo | Arcmes | BT R
gﬂ-ﬂ*m [ MAC device properties [] White List % System code 3 Group - Timetables  Rates
Coffes 420

IO Dinner Room 412 General properties

[ Dinner Room 814 Name: ‘ DISCO 201 | 14 bytes group address (ACC14) -

B3 oiReCTION 801

£ piscozo1 Desaription: 8bit group address (ACC1) -
{5 pisco_sevicss

4 DISCO 2011

ABB Device <
(7 LT/S 1 (Access contral v. 1)

{3 DISCO_Sevicest
€ DIsco 20110
{3 DISCO_Sevices10
s DISCO 20111
{3 DISCO_Sevices11
£ Discoz0112
B DISCO_Savicas12
£ Discozon1z
B DISCO_Sevices13
4 DISCO 20114
DISCO_Sevicest4
4@ DISCO 20115
{5 DISCO_Sevicests

() LT/U (Access control v.2 without POS functions)

/) LTP/U (Access control v. 2 with POS functions) () PRT/U (Bus key programmer)

() PTIA (Intelligent key holder)

Device picture +|| Hotel Room .

&No

n associati -

Y i (B D D D D D CED CED CED CED CED CED CED CED D D - - - e =
ini

82|

€ Disco20118

{5 Disco_sevicsste
€ Disco20117

{3 DISCO_Sevices17
s DISCO 20118

{3 DISCO_Sevices18
£ Discozo11

{3 DISCO_Sevices1o
4§ DIsCO 2012

£ Disco20120
B DISCO_Sevices20

|| Enabled features

Timetables enabled
Strong handshake
/| Enabled

€l

eerauon will delete MinMAC current project and can't be recovered,unsaved project wil be lost, are you sure you want to perform this operation?

Info read from MAC

Firmware version:

-

EDEE R g ¥ —F—F— R O O O

[ p———

At this point, MiniMAC allows you to choose the type of KNX project to be imported:

= ETS3
= ETS4

Clicking on the image ETS 3 or ETS 4 and then on "Next", you choose the type of ETS project to be

imported.

Importfrom ETS4.
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4.12.1 Importing a project from ETS 3
When importing from ETS 3 you need to:

1. select the ETS 3 Database where the KNX project to be imported was saved.

2. after selecting the reference Database, the KNX project to be imported is selected from the list.

Data Import Wizard

s |

Chioose the Project you sant to import inbo your Minib2C oroject

-{7) EamyTaSyne
[#-{5) EIB OPC-Server
[#-{5) EIB-Programs
() eteCFalcon
-3 eteCSDK
B3 Bs

() Database

%)

ITA2008 di
Reports10
{3 Winrkspaces
-3 ETS2V13
[ Ets3Plugin
. Feican Test  TestiGSb
ABS11.0b

[l HighMaT CD Wiiting Wizard

o B B o @

24

D

ttalzs b

3 8 8 3§ 3y 4§ 9

Test progetti
clierti.ch

o 8 8 |

9503 eih2005.dh  eintestENG.db ‘

9 8 9

Panmelli.k Parmello TestB136_1.
EB.cb

244

Panneli
RoaddShow b

MAC2_TUX..

Test Test USU.dh Testobh  Tracuzione.dh

StSver 2.ob

T THE FOLDER CONTAINING THE PROJECT DBS, THEN SELECT DESIRED

DB

I - i Data Import Wizard

Choosze the Project you want to import into your MinikAC project

Name

|Descriptiun |Pruj. numb. |Enntr. Nu...

|5tart date |End date |

Muovo progetto

TUx1-MACZ ENG

Mock-Up TIX1-MACZ ENG
Demo Panel TUX1-MACE ENG
Test LFA best

Tesk DG/51.1

Test Data Logger & SMESS 1.1
MaC2_TU=1_ENG

Tesk Data Logger

Fas_EIE

Display LCD 6136

Display LD 613662)
Powernet Lakarre

Exposanita TILR1-MACZ ENG
Powernet Autostrada
Devices Test Accesss Conkrol Syskem
Test MACZ_TUx1_EMNG

First class Hotel
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Z2{04/2007
22/04/2007
ZBi01 /2007

20/0zf2007

DOUBLE-CLICK TO SELECT
THE PROJECT

ol Rarlulnied

PRESS "NEXT"

v
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4.12.2 Importing a project from ETS 4/5

If importing from ETS 4/5, you are asked to directly select the ETS 4 project file (.knxproj format),
previously got from ETS via the “Export” process.

Therefore it is not necessary to select the ETS Database, as for the import from ETS 3 and then choose
the reference project: in the import from ETS 4/5 you directly select the .knxproj file of the project that
you wish to import.

. FileZills-3.2.3
| Hyperion

| mail

| PerfLogs

| Program Files
| Quarantine

| temp

| Users

- |, Windows
-t} DWVD RW Drive (D:)
-8 datiS (MTVEV-5-0000002 it abb.com) (Q:)
]--E ‘Soratch (Vistoressg. it.abb.com\fs_Datis) (T:)
-8 Carzaniga_Diego-D22788 (Vitvev-s-D000002.it ab
- € Network
Control Panel
-{B§ Al Gentrol Panel Items
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After selecting the project to be imported (or ETS 3 or ETS 4/5 based on the instructions given above
in the two cases), the list of all access control devices present in the imported ETS project is displayed
(transponder, transponder readers with POS functions, transponder holder, programming device). For
each one of these devices, group addresses (ACC14, ACC1) and physical addresses are displayed and
it is possible to select them and have an identical or customised programming for all devices.

Data Import Wizard

Chooge the Project you wartt to import into your MindAC project

Data Import Wizard

all Name ACC14 |ACC1 | ABB device Timetable |Strong Enabled Notify Auth type | Hotel Room |Room
enabled handshake maode number
Oho  [PRTULL 05 0fs  (OLTYS 1 (Access control v, 1 o ®Mo Oto Ordling | @white list ENo
(Dyes | Transponder (CILTR{U (Access control v.2 with POS Functi O ves Oives @ves (@ spontaneus OBlack st Oves
PRI kit (OPTIU (Inkeligent key holder) OMotag
(OLTJU (Access contral v, 2 without POS fung Ocentral wl
(SIPRTJU (Konnes key proarammer) (CiCentral bl
Oto  [LTHLL 0foft 0fL (OLTYS 1 (Access control v, 1 o ®Mo Oto Ordling | @white list  ONo Room 101
(@Yes Transponder reader (OILTRIU (Access control v.2 with POS Functil O)Yes Oies (®)yes (®)5pontaneus OBlacklist  &)ves
ol (OPTIU (Inkeligent key holder) OMotag
(@LTJU (Access contral v, 2 without POS fung Ocentral wl
(OPRT/U (Konnes: key programmer) (O entral bl
Oha FTIULL ofofz o2 OLT)S 1 (Access contral v, 1) (O] ®no OHla Oroling — @white st o
@ves ;nlagsponder card (LT faceess control v 2 with POS Functil (O es Oves ()ves (®)5pontaneu; OBlacklist | Oes
older 1.1.29 (®PTIU (Inkeligent key holder) OMotag
(OLTJU (ceess control v, 2 without POS fund OiCentralwl
(OPRTU (Konnex key programmer) (OCentral bl
Ohin LTju1.1 03 03 (OLTYS 1 (Access control v, 1 o ®Mo Oto Oroling | @white st ONo Room 102
()ves | Transponder reader (LT faceess control v 2 with POS Functil (O Yes Oves (B)ves (®)5pontaneus OBlacklist | (&)Yes
ol (OPTIU (Inkeligent key holder) OMotag
(ELTJU (dceess control v, 2 without POS fund OiCentralwl
(OPRTU (Konnex key programmer) (OCentral bl

Choose the Project you want to impott into your MiniMAC project

A key holder can't be et to White List, zet it to Mo tag sutentication or Black list

something seems to be wrong in your project, check data and restart later When everything will be ok your next button will be enabled

If some parameters are not correct, the inconsistency is reported so

that it can be removed before the import.

Data Import Wizard

Choose the Project vou want to import into your MiniMAC project

Alliz ok inyour project, click next toinsert data into Minibac

This is how to end a correct parameter setting.
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This final screen may be used to automatically create system codes and groups and insert them in the
devices being imported. Choose the desired options and click on NEXT.

At the end of the import process, the next screen shows the imported system, with the previously selected
options already active.

LT 1 Transponder reacer 1.1.1
LT 1 Tramsnonder rearier 1.1 1
LTPA 1.1 Transponder reader POS 1 | |
PRTU 1.1 Transponder programmer 1
PTIL ransponder card holder 1.1

The system set up in this way can subsequently be expanded and/or modified as described in the
chapters that follow.
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5 Management of the project

Inserting a device

Management of the project

Toinsert a new device (2) in the project, go to SYSTEM menu and select INSERT (1) from the main toolbar:

=| System configuration

File Modify Updating Help
rx X X X

@ First e Previous e Next Ci )Io D Insert i @ Edit x Delete

9 | P | R
E Sr:t:m @Immrt @Relnad é(eg 1-:1"- Jﬁ 6 E mz::u"\acret

w‘. @C\use

Backup Restore
Hros | glpcomect \% DB @ D8

{3 DISCO_Sevices2 “

[4] MAC device properties [] white List % System code €1 Group - Timetables

€ DISCO 20120

Gi ! it
" 5 Disco_se eneral properties

DISCO 20121

ﬁ D150, Sevicas2t MName: | New device

€ Disco 20122

Description:
(] DISCO_Sevices22

| 14 bytes group address (ACC1- ‘0 : | |0 : ‘ |0 |
:

] e 3||

| 8hit group address {ACC1) ‘0 - |

€ DISCO 20123

-------J

{5 Disco_sevices2a ABE Device

€ DISCO 20124
B DISCO_Sevices24

£ DISCO 20125
- DISCO_Sevices25

DISCO 2013

() LT/5 1 (Access control v. 1)
() LTPU (Access control v. 2 with POS functions)

() PTTU (Intelligent key holder)

) LT/U (Access control v.2 without POS functions)

(") PRT/U {Bus key programmer)

") 015CO_Sevicesd Device picture +|| Hotel Room

4 DISCO 2014
--{ DISCO_Sevicess

DISCO 2015
{3 DISCO_Sevicess

€ DISCO 2016
B DISCO_Sevicest

It is necessary to define the group
addresses in order to save the new
element

Room associati{~

Enabled features

e DISCO 2017 Notify mode

- DISCO_Sevices?
g DISCO 2018
---{3 DISCO_Sevicest

1/| Access strategy

Timetables enabled
Strong handshake
+/| Enabled

(%) Poling

€ DIsco 2019

(") Spontanecus emission
--{J DISCO_Sevicese

(&) White List
(") Black List

() Central

Central straf]

&) Free Park 4139 Info read from MAC

& GARAGE 802 B 2
Firmware version:

L]

=L L -
| B MAIN GATE 603

» e

"B Mew devicel13E3 2385-18DA-42B5-841

Note

O To insert a device, it is necessary to define at least group addresses used by MiniMAC

1l

ETS.

to communicate on the KNX bus with the devices (ACC1 and ACC14 for Chiara-Mylos
and Millenium; Physical address and Access Data for Tacteo).
These group addresses must correspond to the values configured on the device via

The devices saved in the project, but still without group address, are displayed within the structure

together with the following icon:

My .
System

Iz

m

% Irmppart

B room 102

e Sauna
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Management of the project

5.2 Deleting a device

1. Select the device to be deleted;
2. press ‘Delete’ (1);
3. confirm the deletion.

=| System configuration

File Modify Updating Help
@ First c Previous e Mext
N
Sy:tuevm @Immrt @Reload

-3 DISCO_Sevices2 i

ast | [ msert @ E_o X Delete ' ] ﬁ Copy
& Reset @ BL -w- ST l‘ﬁ *D\sc.

MAC device properties ] White List % System code &3 Group - Ti

)

Restart
service

*Cunnect

EC'DSE
| Bacup Restore
DB DB

€ & et savono Seners! propertes

DISCO 20721 Name: [ New device | 14 bytes group address (ACC14) |u ‘ | ‘U . | |U : ‘
.- DISCO_Sevices21 - . =
€ascozmzz Description: | | 8bit group address (ACC1) |U :| ‘U :| |U :‘
7. (5 DISCO_Sevices22

DISCO 20123
€& DISCO_Sevices23 AKE Device [

DISCO 20124
‘(5] DISCO_Sevices2¢
£ Disco 20125
‘(5] DISCO_Sevices25
€ Disco 2012
‘{5 DISCO_Sevices3

(71 LT/ 1 (Access control v. 1)
(7) LTPJU {Access control v.2 with POS functions)
(71 PTIMU (Inteligent key holder)

(%) LT/U {Access control v. 2 without POS functions)

() PRT/U (Bus key programmer)

Device picture Hotel Room

L]

4 DISCO 2014

‘{5 DISCO_Sevicess

DISCO 2015

B DISCO_Sevices5
€ Disco 2016

B DISCO_Sevicest
4 DISCO 2017

(3 DISCO_Sevices?
4 DISCO 2018

(5 DISCO_Sevicass
€ DIsco 2018

-] DISCO_Sevicess
D) Free Park 419
£ GARAGE 602
D) Lsundry 417
BJ MaIN GATE 802

n associati{~ |

Enabled features Notify mode
|| Timetables enabled
|| Strong handshake
Enabled

@ This operation will delete selected MAC { New device ), accesses could not be managed!Would you procede?

.

(%) Polling

(") Spontaneous emiss

Info read from MAC

Firmware version:
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Management of the project

5.3 Copy and paste

If a configured device is already available, you can make any number of copies using the copy/paste
function:

1. Select the sample device (1);

2. Select Copy (2).

\%! System configuration

File Modify Updating Help

@First IePrevious[ eNext ] @Last ] Dlnsert! Edit [Xnelatel ! LF_G%)CW '% l&\
E Sr:;f'ml @Immrt] @ Reload ] & Reset l@ is }'@ | & Iﬂ"s?;féé 3 Sopvf ! *C"””m]%%dw

3 Coffes 418 . MAC device properties [ ] white List % System code @ Group - Timetables

&) coffes 420
Genemf erties
&) Dinner Room 418 Lt

B Nicnss Don 14
r L -

&) DIRECTION 91

| @:z== |

i.ff DISCO_E gvices

' = ¥

B DISCO_Sevices1
€ DISCO 20110

ﬂ DISCO_Sevices10

| Eclose

Resmre

_ Rates

Mame: | p1sco 201

| 14 bytes group address (ACC14) E
| 8bit group address (ACC1) IZ

ABB Device [4]
(") LT/S 1 (Access contral v. 1)

Description: |

) LT/J (Access contral v.2 without POS functions)

TP /U (Access control v.2 with POS functions)

&2 DISCO 20111
() DISCO_Sevices11
£ Disco 20112
.. DISCO_Sevices12
€ DIsco 20113
ﬂ DISCO_Sevices13
4 DISCO 20114
{3 DISCO_Sevices14
& DISCO 20115
L[ DISCO_Sevicess
DISCO 20118
ﬂ DISCO_Sevices18
£ Disco 20117
{5 DISCO_Sevices17
&a DISCO 20118

(1 PTIU (Inteligent key holder)

() PRT/U {Bus key programmer)

Device picture

[+]| Hotel Room

Room associati(~|

Enabled features

| 4| Notify mode

| +]| Access strategy [4]

|| Timetzbles enabled
|| strong handshake
Enabled

(1 Polling

(% Spontaneous emission

() white List
() Black List

(") Central

Central strate~ |

ﬂ DISCO_Sevices18
DISCO 201189
"5 DISCO_Sevices19
4@ DISCO 2012
. DISCO_Sevices2
€ DIsco 20120
ﬂ DISCO_Sevices20

L missA e

|| Info read from MAC

Firmware version:

50,56 ozpscs |

After having copied the sample device, you need to activate the Paste function from the main toolbar.
All characteristics will be copied except the group addresses ACC1 and ACC14 and any TAG codes that
could be present on the white or black lists.
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The Paste function (3) provides two options: with or without automatic group address assignment.
If you select the automatic group address assignment option (4), you must define the strategy by which
the addresses are to be assigned. In the ACC1 and ACC14 (5) boxes, you must indicate the increments

to be attributed to each address field starting from the original group address.

In the example shown in the figure below, it can be seen that for the ACC1 and ACC14 the first field will

not be incremented, while the first and second will be incremented by 2 and 1, respectively.

Insert Edit Delete Cn\i; ) Faste —" tTransFer cl
| Aese | X [ % 7
L -_—" I- -—— e

= m 6 E 2:?30? * Disc. *Ccnnect \g Eag;‘lp =
woperties [ ] White List % System code @I Group - Timetables - Rates
CO 201 | 14 bytes group address (ACC14) |8 - | |2 - | I:
8bit group address (ACC1) |? B | |2 - | I:
1
ntrol w. 1) =| MiniMAC copy options == B
atrol w. 2 with POS functions) Copy options:
key holder) Mumber of Copies:
1|| Hotel Room |25 |
() Don't copy group addresses
' {o}} iJse strategy in group address assignement: '
L---------------J
I:.—.:I YES = . ‘rﬁ:ﬁ------I
0 - |2 -1 - °|
- - 2
- |0 | |2 1 ACC1

1 || Notify mode ko hl 'L---------
8 Cancel
- © Poling R
3

() Spontaneous emission

The copied devices will have a default name that is similar to that of the original plus a progressive

number appended to this name.

ey | @mpcﬂg

System :

] Hey Programimer
B Room 101

------ B Card Halder
EJ Room 102 o

£ Sauna

£ Saunal
£ Sauna2
£ Sauna3
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5.4 Transferring parameters

You can change the characteristics of a device present in your project to make them correspond to those
of a sample device using the COPY/TRANSFER PARAMETERS function.
Select a sample device:

&
Copy

Select a device to which the sample characteristics are to be transferred:

%

s Transfer

In this way, all the sample characteristics will be transferred to the target device.

Obviously, the operation can be repeated on all desired devices, but remember that you must copy the
parameters from the sample before transferring them. In fact, the TRANSFER PARAMETERS icon is
disabled if the COPY key has not been pressed first.

The "copy format" function includes the following parameters:
Type of device
Notification method
Validation method
Time bands enabled or disabled
Mac enabled or disabled
MAC Room or not
Mac room, copy also:
= Type of room.
= Number of beds.
= Floor.
= System codes
= Groups-Timeslots
= Profile-Tariff association

' m ®m ®E ®E ®E &®m
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5.5

5.5.1

92|

Backing up and restoring a project

MiniMAC enables you to back up and restore projects. In this way, an installation engineer can have
several projects on the PC, loading each time the required project. This function also enables the end
user to backup his data regularly and keep the database in efficient order.

The tool for backing up and restoring the database is provided on the MiniMAC CD Rom. You will only
need it if you want to import the MiniMAC database into the MiniMAC environment. Reference should
be made to the specific manual for details on how to import MiniMAC projects with MiniMAC.

Backing up or saving the project

To make a backup of a MiniMAC project, you simply need to click on the "Backup DB" (1) icon:

@ First e Previous e Next QLast D Insert @ Edit x Delete ! n ) Copy .!.r%\ “\. @Clos(

f_ Sr:t:m @Immrt @Ra\oad “Raset ﬁ ﬂ 5 g I::rs‘tlacret *DISC *'annecto BESQ.ID Rest(

L----‘

[ ]
b
=
@
>

[4] MAC device properties | [] Black List % System code @ Group - Timetables
General properties

1| Dinner Room 418

1) Dinner Room 814 T |Gfoee 416 | 14 bytes group address (ACC14) - |:
H -4 il

) DIRECTION €01

= DIsco 201 Description: | | 8bit group address (ACC1) E

() DISCO_Sevices = =

# DISCO 2011

‘5 DISCO_Sevicest

5 DISCO 20110 (8] LT/S 1 (Access control v. 1) () LT/J (Access control v. 2 without POS functions)

i DISCO_Sevices10

@ DISCO 20111 b g

i..{§) DISCO_Sevices11 | Savefile ]

= pisco 20112
(5 DISCO_Sevicest2 | | Backup '| Q| =

2 pisco 20113 | 125-11-13 .abb

B DISCO_Sevices13

# DISCO 20114

‘(5 DISCO_Sevices14

 DISCO 20115

) DISCO_Sevices15

2 misco 20118

i--{5] DISCO_Sevices16

= DISCO 20117

B DISCO_Sevices17

& DISCO 20118

i[5 DISCO_Sevices1s L

= Disco 20118 I Fie name:

‘() DISCO_Sevices13 I

BDES002012 File type: | ABE files M | ‘ Cancel |

(] DISCO_Sevices2

= DISCO 20120

ABB Device 4

rammer)

Ll

Central strate -

| e |

You will be prompted to select the folder and the file name to be assigned to the saved project.

The extension of the file must be ".ABB", as suggested by the dialog box: Do NOT change it, otherwise
you will not be able to restore it. It may take several minutes to save the project, according to the size
of the system and the amount of information present. Do NOT stop the operation once started, do not
start or use programs in the background during the saving operation.
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5.5.2 Restoring the project

To recover a MiniMAC project, you simply need to click on the "Restore DB" (2) icon:

=| System configuration

File  Modify Updatng Help
l @ First @ Previous O Next @Last D Insert Edit X Delete - n Copy @ 'gl s Lﬁldcﬁ ’
l Sr:t:m .@mmrt @ Reload e Reset @ B 8 E E:rsfcg *Disc‘ *Connect

7 Restore
A
I Coes 416 ~| | [4] MAC device properties | [] Black List % System code €3 Group - Ti 4

- eap eap ea» e
) Coffe= 420 B

I Dinner Room 218

3 Dinner Room 614 Name: |Cﬂﬂ9941ﬂ ‘14bmgwmm(ﬂccw IE

[ DIRECTION 801
Easeom Desrn: | [pms e s
_Sevices
s DISCO 2011
-3 DISCO_Sevicest
€ DIsco 20110

General properties

ABB Device [4]
al LT L& eol v. 2 without POS functions)

{3 DISCO_Sevices10 Open file (15
&2 DISCO 20111

- DISCO_Sevicest1 | ) Backup - |

€ DIsco 20112
{3 DISCO_Sevices12 [ J25-11-13 .abb

€ Disco 20112
-] DISCO_Sevicest3
& DISCO 20114
-] DISCO_Sevicest4
& DISCO 20115
-] DISCO_Sevicests s
€ Discoz011e [
-] DISCO_Sevicests
DISCO 20117
- DISCO_Sevicest?
& DISCO 20118
--{J] DISCO_Sevicests
€ DIsco 20118
--{J] DISCO_Sevicesto
& DISCO 2012
) Disco_sevices2

LTS 1 ol 1)

Central strat -

Fie name: | 25-11-13 .abb [[ gpen

Fie type: | AgE fies -] | canca |

You will be prompted to specify the folder and the name of the .abb file containing the project that you
wish to restore/load.
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5.6

94 |

On-line and off-line mode

MiniMAC allows you to work in off-line mode using a direct command (System menu/Disc.(off-line)/
Connect (on-line), which can also be used by the installation engineer to avoid having to access the bus
repeatedly while programming the system. This will speed up system maintenance operations.

At the login MiniMAC by default tries to start working in connected mode (Online). If no connection to
the bus is available, MiniMAC starts in Disconnected mode (Offline). In the “Plant” menu it's possible to
switch from/to Connected/Disconnected mode with specific buttons.

* Disc, *Cnnnect

An Icon on the Windows Icon Tray displays the current status of MiniMAC (Connected to or Disconnected
from the Bus):

e
€
.

@ Q@ 0w = | e
S £ E W 9
* e

[
]
i

0]

\Customize... Customize...

CONNECTED DISCONNECTED

The configuration of the whole system (room definition and insertion of devices, configuration of lists,

notification modes, timeslots, rates, areas, groups, etc.) is usually performed with the MiniMAC software

working in disconnected mode.

It is then possible to download the programming to the various devices of the access control system,

proceeding as follows:

= passage from disconnected to connected mode (MiniMAC is then connected to the KNX-bus)

= click on "System programming"” (1) to start transferring the programming to all devices of the access
control system:

@ First e Previous @ Mext @Last D Insert @ Edit x Delete

r L
= | New y o
E System \@Immrt @ Reload g Reszet ‘Lf‘ | o m @

L-----J

Once you have executed the system programming command, you must wait for it to end before carrying
out any other activities with MiniMAC. System programming may take several minutes, depending on
the size of the system.
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MiniMAC interfacing with hotel management software (PMS)

MiniMAC interfacing with hotel management software (PMS)

MiniMAC allows integration with hotel management software applications, usually called PMS (Property
Management System).

If a hotel is equipped with PMS software and MiniMAC monitoring and configuration software for access
control, the two applications can communicate with each other, each performing its own specific function.
MiniMAC by default offer two plug-in available for granting interfacing with two important PMS software:
= Micros Fidelio

= Protel

Other PMS software can be interfaced developing the related plug-in. System integrators/software house
interested in developing a dedicated plug-in for a a specific PMS software, can contact ABB sales team
for more information.

= PMS software allows the proprietor and reception staff to manage all the information concerning
booking, customer records, billing, management of room and services fees, etc.

= MiniMAC software for the configuration of the access control system (TAG programming, definition
of access to rooms and readers, load management, climate control from the reception, display of
alarms from the reception, ...)

The interfacing between the two systems allows you to enter the customer in the database from PMS
software, which will recall the necessary check-in/check-out and transponder TAG programming
operations on MiniMAC software.

Installation of PMS-MiniMAC interface
To interface PMS and MiniMAC, it is necessary to install the following ABB PMS software.

ABB PMS Service and ABB PMS Wizard

Close all running programs, search in the USB stick for the ‘PMS ABB (Fidelio-Protel) folder and launch
the ABB PMS Service.exe as administrator.

Mame Date modified Type Size
W ABB PMS Monitor.exe 05/03,/2020 09:54 Application 109.812 KB
#Z ABB PMS Service.exe 05/03/2020 09:54 Applicg™ R

Open
) Run as administrator
a Classify and protect
Troubleshoot compatibility
Pin to Start
Share
Zip and Share (WinZip Express)
WinZip
Pin to taskbar

o8 o

Restore previous versions

Send to

Cut
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For the installation of PMS Service it is required Microsoft .NET Framework 4.8 software, that it will be
installed automatically if not already installed on the PC.
You have to read Licence and terms conditions, and tick the box. Click then on Next button.

ABB Asea Brown Bowveri Ltd

ABB PMS Service

Setup requires 107 MB in:

C:\Program Files [x86)\ABE\PMSY, | !

You must agree to the £s : ns before
you can install ABB PMS Service.

+ | agree to the License terms and conditions.

INSTALL

If there are some software to be installed as ABB PMS Service prerequisite, please confirm the installation.
The installation will proceed: wait the completion of the installation.

ABB Asea Brown Bowven Ltd

ABB PMS Service

Please wait while the Setup Wizard installs ABB PMS Service.
This may take several minutes.

Status:
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ABB Asea Brown Bowven Ltd

ABB PMS Service

ABB PMS Service has been successfully installed.

At the end of the installation, 3 software have been installed on the PC:

1) ABB PMS Service
This service is responsible of management of the communication between PMS (Fidelio, Protel)
and MiniMAC

2) PMS Wizard
This application allow configuration of “ABB PMS Service”

3) Log Viewer
This application allows reading of log files related to ABB PMS Service
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6.1.2 ABB PMS Monitor

98|

PMS monitor allow monitoring of the PMS-MiniMAC interfacing.
It is an optional tool that helps in the diagnostic of the communication between PMS and MiniMAC.

Close all running programs, search in the USB stick for the ‘PMS ABB (Fidelio-Protel)’ folder and launch
the ABB PMS Monitor.exe as administrator.

Marne Date modified Type Size
™ ABB PMS Monitor.exe 05/03/2020 09:54 Applig
4 ABB PMS Service.exe 05/03/2020 09:54 Applig

Q Run as administrator

a Classify and protect

Troubleshoot compatibility

Pin to Start

Share

Zip and Share (WinZip Express)

WinZip >
Pin to taskbar

@ a o

Restore previous versions

Send to i

Cut
Copy

Create shortcut
Delete

Rename

Properties

You have to read Licence and terms conditions, and tick the box. Click then on Next button.

ABB Asea Brown Bowver Ltd

ABB PMS Monitor

Setup requires 76 MB in:

C\Program Files [x286]\ABBEWPMS, ‘ !

You must agree to the s ons before
wemat e ineksllADD DRAC AdAanidar
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If there are some software to be installed as ABB PMS Service prerequisite, please confirm the installation.
The installation will proceed: wait the completion of the installation.

ABB Asea Brown Bowveri Ltd

ABB PMS Monitor

Please wait while the Setup Wizard installs ABE PMS Monitor.
This ' may take several minutes.

Stato:

ABB Asea Brown Boveri Ltd

ABB PMS Monitor

ABB PMS Monitor has been successfully installed.
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6.2

6.2.1

100 |

PMS Service configuration

After having installed the ABB PMS Service, it is possible to configure it using the ABB PMS Wizard.
You can launch it from the Windows search bar, or directly from the installation folder, or alternative using
the icon added by the setup in the Windows taskbar.

ABB PMS - Senvice Wizard

"Eﬁ Unpin from taskbar

H 0 Type here to search

ABB PMS Wizard is the application which allows configuration of ABB PMS Service.
You have to click on MODIFY button on the top and perform the following steps for the configuration.

PMS Protocol

In the TAB “PMS protocol” it is possible to configure the type of PMS software used, and the characteristics
of the interfacing with ABB MiniMAC.

1. Plug-in List: you can select which PMS you have to interface with MiniMAC software. There are two
PMS that MiniMAC is able to interface, both based on FIAS protocol:
= Opera/Fidelio (in this case select from the menu “ABBMMC_FIDELIO”)
= Protel (in this case select from the menu “ABBMMC_PROTEL”)

2. The below parameters are specifically related to the PMS protocol and it is not needed to change
them. Please keep the default values, and change it only if suggested by ABB customer support:
= Waiting for connection
= Waiting for link-alive
= Link-alive failure management
= Enable link-end command

3. Welcome message: this is the welcome message sent by ABB PMS Service to PMS Software (Fidelio/
Protel) in order to declare which commands is able to execute, and synchronize correctly with it. Also
this parameter is not necessary to be changed

4. Default Workstation Name: it is the default name that ABB PMS Service insert in the message
received from PMS software if PMS software does not send it. You can insert the name that you
prefer, or configure the value using the Default Workstation Reading button (5), that allows reading
the configuration of the association between PMS Workstation and MiniMAC client done in MiniMAC
“Settings” menu (see paragraph 6.4 MiniMAC-PMS workstation association). It is possible to choose
from this menu one of the PMS workstations correctly associated in MiniMAC “Settings”
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Click on SAVE button when you’ve done the configuration and wait until it is completed the ABB PMS
Service restart (automatically done).

Looking at the other buttons in the top part of the window:
a) Info Pugin: give information about the version of ABB PMS plugin

b) Info Welcome: give information on how it is possible to change Welcome message (typically it has
not to be changed, the default is ok), and open the FIAS protocol help

= ro—=
91 10 |
-' - q -| PMS Wizard - Procedure for configuring the ABE_PMS Service
Bl g R R

Quit Modn‘y" Cancel Info Info pefault  Default Workstation Getaccess
- J Plug-In Welcome Jleﬂmme Reading (WS) dBasze
= S .5 Protocol Info miniMAC dBase

'0 @ PMS Protocol

L - e e o Definition of the type of protocol used
(e i—X XX X X X X X X X X X X X X X X X X _X]
LDIDA DAITI_TI|V#L.01|IFDLI\LR|RIGI |FLRNG#G5DAGAGDGFGNGTSFTI INLRIRIGO] M
FLG#RNGSDRSFII | \LR|RIGC | FLENG#GNGLGVGGGSRC | \LR | RIKD | FLKCENWSDRG#II | \LR |RIER |
FLE#KCETRNWSDADTG#GAGDREOTIST | \LE | RIKA | FLWSKCAS |\LA|DA DRITI TI|

' _ﬁ 5QL ABBMINIMAC . PMS Client QSWE Settings

Plug-in list | LBBMMC_FIDELIO

|WM[‘ Fl'fﬁ lﬂ

;D GED GED GED aED aED
'r Waiting for |ABBMMC pROTEL ¥

|
connection 10000 @ ' :
[

Waiting for
link-alive S2led E—“. '
'e Link- allve '
Sm 1 |

|
|
|
|
4

' management
Ensble r ST
| link-end /] Enable 1E '0 R '
command

The Configuration file was found and the definitions were loaded correctly
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6.2.2

Quit

SQL ABBMINIMAC

In the TAB “SQL ABBMINIMAC” it is possible to configure the connection to MiniMAC database and the
management of database table of MiniMAC used for interfacing with PMS.

P~
| |

PMS Wizard - F"rDEEI € for configuring the ABE_PMS Service

m L ' =
B« g | =+ |
Modify Save Cancel Info Info Default | Default Warkstation Get access
Plug-In Welcome Welcome Reading (W5) ' dBase '
Actions PMS Protocol Infa [ |

PMS Protocol Lﬂ S0L ABBMINIMAC . PMS Client Q Service Settings

r-----------------------------------1

L----—-—-—-—-—----------------------J

r----

Definition of the access properties to the ABB minimac database

Connect To IT-L-7252662%SQLABBMINIMAC User minimac PASTHOE | = o= taaam s aaane o '

FIAS Tables Maintenance

Definition of the maintenance intervals of the FIAS xx tables -)Enablede '

Set every day to perform maintenance of the FIAS GC table (Guest Change) 15 : uﬂ

Set every day to perform maintenance of the FIAS GI table (Check In)
Set every day to perform maintenance of the FIAS GO table (Check Out)
Set every day to perform maintenance of the FIAS KR table (Hey Reguest)

Set every day to perform maintenance of the FIAS KD table (Key Delete)

L----

102 |

The Configuration file was found and the definitions were loaded correctly

1. Click on the button “GetAccess dBase”, and it will open the window for configuring the connection
with MiniMAC database

A. Server Name: it is the name of MiniMAC database, as you can see in the “MACWizard Server”
tool. The default is <hostname>/SQLABBMINIMAC, where <hostname> is the hostname of the
PC on which server instance of MiniMAC (and therefore MiniMAC database instance) is installed

B. Authentication: SQL Server Authentication

C. User Name: the default value is minimac. If you have changed username of the MiniMAC database
with Microsft SQL Studio, insert here the new username

D. Password: the default value is ABB029034sace#. If you have changed password of the MiniMAC
database with Microsft SQL Studio, insert here the new username (click on “Save my password”)

E. Select or enter a database name: ABB_ACC

F. Click on the button “Test Connection” to check the successfully connection with the Database
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PMS Wizard: Take SCL miniMAC Instance x
Server name:
| IT-L-72526620SQLABEBMINIMAC R Refresh

r----------------------

Log on to the server
(1 _
Puthertication: | SGL Server Authertication

L-----

User name: |mir1'rrnac |

Password: |-------------- |

Save my password

Connect to a database

(®) Select or enter a database name:

ABB_ACC o

() Mtach a database file:

,.
|
|
|

Browse...

Lagical narme:

ok | [ s | Aot

2. Now in the section “Definition of the access properties to the ABB MiniMAC database”, you will find
parameters (login, password, database name) configured at step 1)

3. The values under “FIAS table maintenance” are the parameters related to deletion of FIAS table used
by MiniMAC for managing the interfacing with PMS. Please keep the default values, and change it
only if suggested by ABB customer support.
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6.2.3 PMS Client

104 |

In the tab “PMS Client” it is possible to configure the parameters related to the PMS client that connects
to the ABB PMS Service.

1. IP_Address: IP address or hostname of the PMS machine/client that send (FIAS) telegrams o ABB
PMS service. This value has to be communicated by PMS Software provider (Fidelio/Oracle or Protel)

2. Port: Port number on which PMS ABB Service listen/wait for FIAS telegrams sent by PMS client.
Please don’t change the default value, unless PMS Software provider (Fidelio/Oracle or Protel)
communicate to use another port number

3. “Maximum wait time ...” and “Maximum number of consecutive unsuccessful attempts ...” are

parameters specifically related to the PMS protocol and it is not needed to change them. Please keep

the default values, and change it only if suggested by ABB customer support.

PMS Wizard - Procedure for configuring the ABB_PMS Service

] T
B« g
Quit Modify Save Cancel Info Info Default: | Default Workstation Getaccess
Plug-In Welcome Welcome Reading (Ws) dBase
Actions PMS Protocol Info miniMAC dBase

. PMS Client

‘ H PMSP!DBDLDI| Lﬂ SQL ABEMINIMAC

Description of the connection parameters of the Client (Opera or Protel or ....) to the ABB PMS service
[ g KK XXX X XX XX XX X X _X_X_X_X_X_X_X_X_X_X_X_X_X_X)

# Service Settings

'o IP address (XXxX.XXX.XXX.XXX) or browser machine name (Opera, Protel |1Dcelh03b |'
O ...)

g g g S G G —

[ g X KX XXX _X X _X X _X X X X X X X_X_ X XK X _X_X_ X X _X_X_X_X_X ]

' Port number on which the Service listens for incoming requests from c008 ne '
the client =

L----------------------------------J

r----------------------------------1

Maximum wait time, (in milliseconds) between the transmissions of 1000 Iﬁ
'e TCE frames = '
' Maximum number of consecutiwe unsuccessful attempts to synchronize = '
between the Service and the client 318

L----------------------------------J

The Configuration file was found and the definitions were loaded correctly
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6.2.4 Service Settings

In this tab it is possible to configure diagnostic/maintenance tools available for ABB PMS Service

1. In the first section it is possible to configure the dimension of the log file of ABB PMS Service. Log
file can be read with “TracerX Log Viewer” (see paragraph 6.3 TracerX Log Viewer) that is installed
together with ABB PMS Service

2. In the second section there parameters specifically related to the PMS protocol and it is not needed
to change them. Please keep the default values, and change it only if suggested by ABB customer
support.

3. In the last section you can decide to enable/disable the ABB diagnostic tool (ABB PMS Monitor, see
paragraph “6.6 PMS Monitor”) and on which port ABB PMS Service send telegrams to ABB PMS
Monitor. It is moreover possible to choose the level of details of the logging in the PMS Monitor and
the color for signaling errors

PMS Wizard - Procedure for confiquring the ABE

H e &

Quit Modify Save Cancel Info Info Default | Default Workstation Get access
Plug-In Welcome Welcome Reading (WS) dBase
Actions PMS Protocol Info miniMAC dBase

= 4 . Service Settings
= PMS Protocol Lﬁ SQL ABEMIMIMAC PMS Client ‘I} ng:

Parameter setting of the ABB PMS service

|o (LOG Buffer) Max size of the output log file in megabytes |2DDD uf '
{LOG Buffer) Specified number of Megabytes, it will be opened in Append mode |2DDD uﬁ

(° T D b Cib CID GED GID GED G GED GED GED GED GED GED GED GED GED GED GED GED GED GED GED GHED GED GED GED GED GED GED GED GED Gmb b oy

le Upon receipt of a telegram with the W5 field, check that there is a relation in the miniMAC dbase lv| '

Select whether the service should send the Link-End command when it 1s closed ¥ '

r-----------------------------------1

'0 Enables the display of telegrams via the PMSMonitor ABB application [-.f' |°lUU [[9| '
Select the color to display the error in the Monitor application | | % '
' Define the detail level of the Monitor application mHigh '

L-----------------------------------J

The Configuration file was found and the definitions were loaded correctly
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6.3

106 |

TracerX Log Viewer

After having installed the ABB PMS Service, and having configured it using the ABB PMS Wizard, it is

possible to look at the Log file created by the ABB PMS Service, when necessary.

You can launch it from the Windows search bar, or directly from the installation folder, or alternative using

the icon added by the setup in the Windows taskbar.

Once launched, you can double click on one specific log file (the most recent one is always at the top)

0 Type here to search

£ ABB PMS - View Log Service

Unpin from taskbar

Close window

and then see the contents of the ABB PMS Service log file.

Lot

File Edit View Help
Sl X A £ € EEX | TEIOLHOB % OO0 -
Session  Line # Level Logger Th#  ThName Time M Text
12 k3 Info StandardData 187 ABB_PMS_... E... Environment.UserInteractive = False
12 12 Debug StandardData 187 ABB_PMS_... E... Environment.CommandLine = "C:\Program Files (x86)\ABB\PMS\A
12 13 Ver. StandardData 187 ABB_PMS_... E Environment.MachineName = IT-L-7252662
12 14 Ver., StandardData 187 ABB_PMS_... E... Environment.UserDormainMame = EUROPE
12 15 Ver.. StandardData 187 ABB_PMS_... E... Environment.UserName = SYSTEM
12 16 Info StandardData 187 ABB_PMS_... E.. JEnvironmentInfo: exiting
12 17 Info ABB_PMS_... 188 MAIN_THR... 03/06/20 18:28:38.926 BREREHRT - = #FREH:
12 18 Info ABB_PMS_... 188 MAIN_THR... [ABB_PMS SERVICE] THE SERVICE IS OPERATIONAL, THE CONFIGL
12 19 Info ABB_PMS_... 188 MAIN_THR... »»
12 20 Info ABB_PMS_... 188 MAIN_THR... [ABB_PMS SERVICE] »»[INFORMATION SETTINGS ON PM5- [Plug-!
12 21 Info ABB_PMS_... 188 MAIN_THR... [ABB_PMS SERVICE] #»WORKSTATION VERIFICATION = [ENABLEL
12 22 Info ABB_PMS_... 188 MAIN_THR... [ABB_PMS SERVICE] #»DEFAULT WORKSTATION USED: [Fidelio-w!
12 23 Info ABB_PMS_... 188 MAIN_THR... [ABB_PMS SERVICE] #»LINK-END MANAGEMENT (LE) = [ENABLED]
12 24 Info ABB_PMS_... 188 MAIN_THR... [ABB_PMS SERVICE] #»LINK-ALIVE MANAGEMENT. [Round Second:
12 25 Info ABB_PMS_... 188 MAIN_THR... 03/06/20 18:28:38.942 [ABB_PMS SERVICE] #»LINK-ALIVE FAILURE. THE COMMUNICATIO!
12 26 Info ABB_PMS_... 188 MAIN_THR... [ABB_PMS SERVICE] »»MAINTENANCE KEYs MANAGEMENT TABLES
12 27 Info ABB_PMS_... 188 MAIN_THR... [ABB_PMS SERVICE] »»  [MAINTENANCE KEYs -NO=DISABLED &l
12 28 Info MAIM_THR... [ABB_PMS SERVICE] »»FILE BUFFER SIZE LOG. [MaxSize:2000] [Ar
12 29 Info MAIM_THR... [ABE_PMS SERVICE] »»THE APPLICATION: PMSMONITOR_ABB, HA
i) 30 Info | | s MAIN_THR... ##
12 31 Info ABB_PMS_... 188 MAIN_THR... [ABBE_PMS SERVICE] »»DATABASE TO USED: IT-L-7252662\5QLAB
12 32 Info ABB_PMS_... 188 MAIN_THR... [ABE_PMS SERVICE] »»DATABASE CATALOG: ABB_ACC
12 33 Info MAIN_THR... [ABE_PMS SERVICE] »»DATABASE LOGIN: minimac
12 34 Info MAIN_THR... ##
12 35 Info .. 1B9  WORKER_... 03/06/20 18:28:38.973 [ABB_PMS SERVICE] IT's CONNECTED PROPERLY WITH THE DBASI
12 36 Info ABB_PMS_... 189  WORKER_... FREFHFHHHR IR IR PR AT TR E R B AR
12 37 Info ABB_PMS_... 189 WORKER_... [ABB_PMS SERVICE] THE PLUG-IN IS LOADED CORRECTLY!
12 38 Info WORKER_... ##
12 39 Info WORKER_... 03/06/20 18:28:39.005 [ABB_PMS SERVICE] WAIT PMS CLIENT RESEARCH [Protocol: FIAS
12 40 Info | . WORKER_... 03/06/20 18:28:39.020 [ABB_PMS SERVICE] WAITING... [HOST=PMSMONITOR_ABE] [POF
12 &1 Info ABB_PMS_... 190 Thread 190  03/06/20 18:28:40.036 [ABB_PMS SERVICE] CHECK THE CONNECTION STATUS TO PMS EY
< >
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MiniMAC-PMS workstation association

It is important to complete also the configuration of MiniMAC-PMS workstation association. Go in the
menu Options-->Settings, and then click on the tab “PMS settings”.
As first thing you have to select “PMS is present = Yes”

System settings

Lvess | | 1K)
Graphical view Local settings
MAC settings PMS settings

PMS is present

Mo *) Yes

Linked PM5 workstations
MEEE

PMS workstation 1
PMS workstation 2

MiniMAC - PMS assodiations
NEIEE

MinMAC workstation-=PMS workstation 1

Egose

Keep in touch

Polling settings

International settings Import

Timings Hotel management

Linked MiniMAC workstations
MEEE

MiniMAC workstation

FMS key settings

Creation key group
GR. CUSTOMER MR.1

Creation key systermn code

Guests system code

Enable key removal

ol =B

Backup

Superview

In the Settings menu ("PMS Settings" tab) three windows must be configured:

Connected PMS workstations
To enter the name of all workstations where there is a PMS client.
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Connected MiniMAC workstations
To enter the name of all workstations where there is a MiniMAC client installation.

MiniMAC — PMS association
To enter the associations between workstations (PMS and MiniMAC) for which the interfacing should
be operating.
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Moreover some specific menus are available in the “PMS key settings” located in the bottom part of the

page, on the right:

= Creation key group: you can choose the group of MiniMAC customer in which guest are inserted
when check-in/card creation is triggered by PMS

= Creation key system code: you can choose the MiniMAC system code assigned to the card when
check-in/card creation is triggered by PMS

= Enable key removal: if this option is flagged, on card creation via PMS for a specific room/transponder
reader, all the cards already inserted in the white list of this transponder reader are deleted

O Note
The interfacing between two workstations (PMS and MiniMAC) is not operating (even
after the installation is complete, as described in section 6.1) until you enter the names
of these two workstations in the window "MiniMAC - PMS associations".

Warning

Configuration of parameters under “PMS setting” tab has to be performed on PC
where MiniMAC client is installed. Remember that it could be possible having several
MiniMAC client workstations and several PMS client workstations. In the “MiniMAC
- PMS associations” you are configuring which MiniMAC client is used by a specific
PMS client for check-in/card creation operations.

6.5 ABB Popup

ABB Popup is a software that can be combined with PMS service and allows the creation of TAGs
without using MiniMAC software.

Close all running programs, search in the USB stick for the ‘PMS ABB (Fidelio-Protel)’ folder: inside the
‘ABB Popup’ folder launch the setup.exe as administrator.

Open D>
. G Run as administrator
B Classify and protect
Troubleshoot compatibility

Mame

ISSetupPrerequisites

pragram files

= & Share |

5] ox0d0a.ini 9 Zip and Share (WinZip Bipress) |24 KB
5] ox0d0c.ini “'rp EZ” Sl N
£] 0x0407.ini ) WinZip _ _ 258
] 0x0409.ini Restore previous versions 191 kB
f2] OxD10.ini Send to > |24kB
] 1031.mst |92 kB

L Cut
: st |80 K
| ] 1033 c 80 KB

= opy
[ ] 1034.mst |92 KB
I:I 1036.mist Create shortcut 592 KB
[7] 1040.mst Delete |84 KB
IJ ISSetup.dl| Rename 191 KB
i Popup.msi T 555 KB
setup.exe b rroorroseTrer —ppTTCTTToT 1 00 KB
£ Setup.ini 11/03,/2020 17:40 Configuration sett... 4 KB
p
setup.isn 10/06/2009 15:29 ISM File 55 KB
p

[8g Windowslnstaller-KB893203-x86.exe 16/05/2005 17:42 Application 2.525 KB
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The set-up checks the presence of MiniMAC software: if the software is not present, installation will not
be possible.

In the absence of ABBPopup, MiniMAC and PMS software communicate with each other, but MiniMAC
must be used in order to create a customer TAG. The reception staff will then use two software applications:
MiniMAC to create TAGs, PMS software for the management of customer records, reservations and more.

With the installation of ABB Popup, reception staff can create TAGs without using MiniMAC
software.

Warning
Remember that ABBPopup has to be installed on a PC where a MiniMAC client
instance is installed.

Warning

ABB Popup is an application that allows creating keys without using MiniMAC. It
obviously requires presence of a PMS software installed (i.e Fidelio, Protel). Without
a PMS installed, ABB Popup is useless.

ABB Popup is a Windows application that is positioned in the tray-icon (at the bottom right of the display)
and that is able to write the TAG according to the indications of the service, after the confirmation by
the operator.

The TAGs to be created must have the following characteristics: they must be "white" or expired (in this
last case they will be automatically overwritten).

In all other cases, a writing error is displayed.

1k Available connection to KNX bus

Arctive reguests

| & [Information

The Client is activated with the right button of the mouse and will be as follows:

Available connection to KNX bus

= Green icon: it indicates that the connection to the ServicePopup is up and running

= Yellow icon: it indicates a connection problem towards both the service and the KNX bus
= Red icon: it indicates a failure to connect to the service

Active requests
selecting this menu you access a window containing all the requests that are not processed and still
hanging, from which the user can select the TAG(s) to be created.

Information
Information about version and use of the ABB software.

The EXIT button is not present to prevent accidental closure of the program.
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The client is usually activated automatically by the service as soon as it detects one or more TAGs to
be created.

This screen is only triggered by the service and cannot be recalled at user level. An example of customer
TAG creation request is shown below.

Use to write the TAG later.
The writing of this TAG

Use this button to is loaded in the Active
write the TAG Requests screen.

Insert the TAG for write

Guest  Bianchi
Room 102 Use to ignore TAG
writing. The creation
of this
Available connection to KMNX bus TAG is aborted. :— TAG 1011 . "

Requested number
of TAGs

Screen with active requests and reports.
= TAG not yet written

Date/ftime Guest sumame Guest name Details

27/02/2014 13:23 | Bianchi ancesco 2 TAG 1 of 1 code 3

Available connection to KNX bus B

110 User manual 2CSN600047D0201 | 01.04.2020



MiniMAC interfacing with hotel management software (PMS)

= TAG not written due to problems

CE]

Dateltime Guest sumame Status  Last operation

TAG 1 of 1 code 3 1327 TAG not inserted or inserted incorrectly

Available connection to KNX bus A

= Writing error

@ Writing error ? X
TAG not inserted or inserted incorrectly

= Writing

© Writing A X
Request for TAG writing sent to the server...

User manual 2CSN600047D0201 | 01.04.2020 [ 111



MiniMAC interfacing with hotel management software (PMS)

6.6

112]

PMS Monitor

ABB PMS monitor allow monitoring of the PMS-MiniMAC interfacing.

It is an optional tool that helps in the diagnostic of the communication between PMS and MiniMAC: it is
in particular possible to display the FIAS telegram received by ABB PMS Service.

You can launch ABB PMS Monitor from the Windows search bar, or directly from the installation folder,
or alternative using the icon added by the setup in the Windows taskbar.

L} ABB PMS Monitor

':,;j Unpin from taskbar

H O Type here to search

You can configure the connection of ABB PMS Monitor to ABB PMS Services, clicking on the button
“Preferences” and filling the following parameters:

1. IP Address: it is the IP Address of the machine where ABB PMS Service has been installed
2. Port: it is the port number used by ABB PMS Monitor to receive telegrams by ABB PMS Service.
The default value is 8100. If you change this value, please remember to use the same port number

configured for the ABB PMS Service with ABB PMS Wizard (see paragraph “6.2.4 Service Settings”)

3. Ping Machine: click on this button in order to check if ABB PMS Service machine (IP Address and
port number configured at step 1 and 2) is reachable

4. Event Management Preferences: list of events saved by the ABB PMS monitor (default is 2000 events)

5. Service Notification Management: flag YES in order to receive telegram by ABB PMS Service

User manual 2CSN600047D0201 | 01.04.2020



MiniMAC interfacing with hotel management software (PMS)

D B [ @ &

Quit Connect Disconmect  Preferences Clear Frint Analyze  Help
List  Events List LOG FIAS

Program Connection Actions Interface

ABE PMS Monitor: Preference

Unde and Save and

Close Close

Settings

r-----------------------------I--q
'IP address {m_m.nnn.nnn.nnn) or m..achir.le name on LC-EM_.HC'ST [If| o .
[ which the ABB PM5 service is located | d

GED GED GED GED Gl Gl Gl Gl Gl Gl GID Gl GID GED GID GED GED GED GED GID GID GED GED GED GED GED GED GED GED GED aED

Port used | 8100 2
l (2 ) | N Y
Automatic connection to the RABB PMS service YES achas
r-------------------------------1
' Events Management Preferences '
The list of events received is automatically deleted when a certain number of
| [ 20 - 9 |
prefixed lines is reached. The maximum number of lines is set to: 2000 © @

L-------------------------------J
r-------------------------------1
' Service Motification Management '
' Select this flag to view traffic from the ABB PMS service. D = '
{Note: The wisualization will be considered only if the level of detail is maximum)

Once configured, it is possible to connect PMS Monitor to ABB PMS Service, clicking on the button
“Connect”.
The 3 status icons on the top must be all green:

A. INTERFACE CONNECTED: if it is red, ABB PMS Service could be down or not correctly configured
with ABB PMS Wizard (see paragraph 6.2 PMS Service configuration)

B. PMS CLIENT CONNECTED: if it is red, no PMS client is connected or correctly configured. Check
in this case the configuration of PMS client with ABB PMS Wizard (see paragraph 6.2 PMS Service
configuration) and/or parameters/configuration of PMS itself (Fidelio/Protel)

C. PMS Client Synchronized: if it is red, the PMS Client (Fidelio/Protel) has not yet exchanged with ABB
PMS Service the synchronization message

The PMS Monitor shows the list of FIAS Telegrams sent by PMS (Fidelio/Protel) to ABB PMS Service.
In the example below two telegrams are listed:

= One telegram where Workstation name (the value after field “WS”) is 1, not recognized by ABB PMS
Service as one of the Workstation listed in the MiniMAC association table between PMS Workstation
and MiniMAC workstation

= The other telegram has Workstation field which is “WS-Fidelio-1” and it is recognized as one of
the Workstation listed in the MiniMAC association table between PMS Workstation and MiniMAC
workstation. Therefore the telegram is received and processed by MiniMAC plugin
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Clicking on the button “FIAS Help” it is possible also to have a look at the FIAS protocol help, containing
the description of FIAS protocol and usage, and the list of telegrams and commands with their syntax.
If you want to disconnect from ABB PMS Service, click on “Disconnect” button.

AEE PMS Monitor - Display of telegrams r from the ABEB
8 x . INTERFACE CONNECTED Service Version: 3.0.0.3 Default WS: WS-Fidelio-1 . I|_|I D Eﬁ
PMS CLIENT CONNECTED Plug-In: ABEMMC_FIDELIC Management Tables: ENABLED ‘ Q
Quit Connect Disconnect  Preferences Clear Print Analyze  Help
. PMS CLIENT SYNCRONIZED  Protocol: FIAS Detail Messages: HIGH List EwventsList LOG FIAS
Program Connection Actions Connection Status Service information {(ABB PMS) Interface
Date | Time Received Telegram

~ | wenerdi 13 marzo 2020
1622016 KRIKC1[KTN[RN101[WS1|DA200313[DT10:30[G#12345673]GA 140214|GD140215 K0 1[T1162216]
16:22:22 »»[FIAS PROTOCOL] [WARNING] [THE FIELD= K# :0F THE TELEGRAM IS UNKNOWN]
16:22:22 »»[FIAS PROTOCOL] [WARHBIG][THE FIELD= SI :0F THE TELEGRAM IS UNKNOWN]
16:22:22 [ FLIAS PROTOCOL] [WARNING] [THE FIELD= GN :0F THE TELEGRAM TS UNKNOWN]

[THE PLUGIN HAS WRITTEN IN THE DATABASE]
KR IKC LKTN|RN 101[W5 1[DA200313|DT 10:30|G# 123456 78|GA 140214|GD 140215 KO 1 [TT 162216 |

16:22:22 | »»[FIAS PROTOCOL] [>>>T] [ATTENTION" WORKSTATION NOT FOUND. WS= 1]

16:22:22 | KRIKCLKTN[RN101[WSWS-Fidelio-1|DA200313|DT10: 30 |G # 123456 78 |GA140214]GD 140215 [KO1[T1162222|
16:22:34 | »»[FIAS PROTOCOL] [WARNING] [THE FIELD= K3 :0F THE TELEGRAM IS UNKNOWN]

16:22:34 | »+[FIAS PROTOCOL] [WARNING] [THE FIELD= SI :0F THE TELEGRAM IS UNKNOWN]

16:22:34 | »»[FIAS PROTOCOL] [WARNING] [THE FIELD= GN :0F THE TELEGRAM TS UNKNOWN]

[THE PLUGIN HAS WRITTEN IN THE DATABASE]

KR IKC LKTN RN 10 1[WSWS-Fidelio-1]DA2003 130T 10: 30 ]G # 123456 78 |GA 140214/GD 140215 K0 1[T1162222|
[MESSAGE FROM SERVICE]

16:22:34 | [SERVICE]

QUEUE MANAGEMENT: DATA RECEIVED AND ANALYZED BY THE RELATED PLUG-TN

16:22;22

16:22:34
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71 Room Management

MiniMAC gives you the possibility to use the functions of the intelligent tag holder (PTI/U) in the best
way: this device allows you to manage the hotel, to monitor presence and stay in the room as well as:
= Room cleaning

= Minibar status check

= Maintenance required

= Room usability

From the menu “Room Management” it is possible to have an exhaustive overview of the hotel:

=| Room state

@ First e Previous e Mext e’ Last @Free Room pRoom details @ Refresh EOICIose

Filter selected room

Room identifier  Floor - Room type - Beds  Availability - Presence  Clean - Minibar  Usability - Maintenance = Period | Conditions

Period filter settings

Arrival: From day: Filter by initial date To day: Filter by final date
Departure: From day: Filter by initial date To day: Filter by final date

Present rooms
Room identifier | Floor Beds | Special Tag code | Customer Arrival Departure Presence | Cleaness  MiniBar | Maintenance | Usability
115 1 i Mo 559 bianco mariella 30/12(1899 | 25/03/2009 12:00:00 | Empty Clean MiniBar Full| OK Usable
501 5 74 fes 501 Gilanza Adele 22012003 | 17/04/2009 12:00:00
403 4 2 No 403 Vissani 22012003 | 14/07/2009 12:00:00 Empty Clean MiniBar Full OK Usable
402 4 1 Yes 402 Mortese Simona 22/01/2003  26/03/2010 12:00:00 Empty Dirty MiniBar Full OK Usable
401 4 2 No 401 girottissimo Francesco | 22/01/2003  25/04/2009 12:00:00 Occupied  Dirty MiniBar Full OK Usable
301 3 2 Mo 301 Asso Gianpiero 22/01/2003 | 28/05/2009 12:00:00 | Empty Dirty MiniBar Full| OK Usable
D 114 i i Mo 114 Armani Giorgio 22/01/2003 13/04/2009 12:00:00 Empty Clean MiniBar Full OK Usable
113 1 1 No 113 Aprile Tlaria 22012003 | 18112009 12:00:00 Empty Dirty MiniBar Full OK Usable
112 1 1 No 112 Chiodini Pierangelo 22012003  10/09/2009 12:00:00 Empty Clean MiniBar Full OK Usable
111 i 1 Mo 111 CASPER FANTASMING  22/01/2003 02f07/2009 12:00:00 Empty Dirty MiniBar Full OK Uzable
105 i i No 105 Febbraio Francesca 22012003  13/09/2009 12:00:00 Empty Dirty MiniBar Full OK Usable
104 1 1 Mo 104 Gennaio Silvia 22/01/2003 | 17/10/2009 12:00:00 | Empty Dirty MiniBar Full| OK Usable
103 1 i Mo 103 Giani Marta 22/01/2003 | 13/09/2009 12:00:00 | Empty Clean MiniBar Full| OK Usable
102 1 1 No 102 Biarese Davide 22 22012003 | 17/10/2009 12:00:00 Empty Dirty MiniBar Full OK Usable

Room situation shows whether a room is available for a new customer to check-in. Furthermore, it shows
when a room will be available in order to accept a reservation (check-in with check-in date in the future).
For each guest, room situation shows his/her assigned key code.

Furthermore, room type is also shown and it is possible to search a room that satisfies customer
preferences.

You can click the column header at the top of any column to sort the list in ascending or descending
order.
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Floor - Room type - Beds  Availability

Enable filter on room identifier

Search of a specific room

1

[

o e

| | Roomid 105

|| 115 111

| [s01 112

| [203 |13

| | 402 114 -

[ | 401 4 2
Room identifier [ Floor - Room type - Beds l Availability - Presence  Clean - Minibar Usability - Maintenance Period Conditions

[ Enable filter by floor [ Enable filter by room type [ Enable filter by room beds
1 | Mormal |
3 = Special 112
4 = 3
\

A

View of room type and location

Room identifier  Floor - Room type - Beds  Awvailability - Presence  Clean - Minibar = Usability - Maintenance

& Enable filter by room deaning & Enable fitter by minimar state
Clean | | Minibar empty
Dirty || Minibar full
It

i

View of Minibar status and room
cleaning

| Room identifier  Floor - Room type - Beds  Availability - Presence  Clean - Minibar  Usability - Maintenance

Enable filter by room usability (] Enable filter by room maintenance
Lisable | Maintenance required
Mot usable [ Maintenance not required

View whether the room can be used
and technical maintenance status
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Room identifier Floor - Room type - Beds Availability - Presence

Clean - Minibar Usability - Maintenance Period

Conditions

Period filter settings

Arrival: From day: Filter by initial date
Departure: From day: Filter by initial date
|

Today: |27/11/2013
Today: | 27/11/2013

Filter by final date

Filter by final date

Room identifier

Floor - Room type - Beds  Availability - Presence  Clean - Minibar

i

View of guest arrival and departure

Usability - Maintenance  Period

Conditions

|_)iAt least one condition is verified:

(#) Al conditions are verified

All conditions previously described
can be made up

Selecting a room and clicking ROOM DETAILS, further information is shown.

| =| Room detail 112

Air conditioning Room infos Room state Checked-in customers People with access to room Room messages

=3

People with check-n without key in room

|Last Name

| First Name | Key code | Arrival date

| Departure date

| -

¥ chiodini

Pierangelo 112 22/01/2003

10/09/2009 12:00:00

List of guests who were checked-in in the
room
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Room status

A

Room type
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|=| Room detail 102

Air conditioning Room infoe Room state |Checked-in customers | People with access to room Room messages

=&

People with check-n without key in room

|Last Name | First Name | Key code | Arrival date | Departure date -

List of persons who can access the room,
apart from the guest

\W < Room detailRoom 101

Room infos | Room status

|E Biarese Davide 22 102 22f01/2003 17102009 12:00:00

Checked-in customers

| - TUX thermostat - Command panel

ON | Il ON | == ON | I ENABLED | NN
OFF OFF OFF RACITE

General Comfort Stand By Night Antifrost /Overheat

Temperatures State

Current temperature in room

1 225 <

Set temperature (set-point)

22,5 = : | Inactive fan

Fan speed

People allowed to access the room [p— — — 1[ Room messages

Active thresholdf_'i:? Comfort 0 Stand By { ' Night { ' Antifrost/Overheat

i

Summewinter:

Heating adn Cooling
information
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7.2 Check-in

CHECK-IN WIZARD makes check-in operations very easy. During check-in, the

system has to register the new guest, assign a room and generate for him/her

and his/her fellows the TAGs for the access to the reserved areas.

The CHECK-IN procedure is supported by CHECK-OUT, whose function is to
‘ 4 manage and automate the operations that are necessary to free the room and

remove the TAGs (physically/logically) from the system.

Consider a check-in example. Mr. Brown and his wife will be guests of the hotel. Only a TAG will be
generated and assigned to Mr. Brown.

‘Welcome in key management Wizard

wizard will guide you to the creation and the
management of the keys

Choose a desired action

?;Fe) Check In
% Chedk Cut

Key management

Key creation

Welcome in the MiniMAC wizard. Here you can easily
create keys and grant access rights to all customers
and employees

Program will help you to create keys and grant
accesses inside plant

Choose if you want to create a key for a customer or
for an employee

Q Employee key

8 Customer key

<< Previous | | Next = | | Undo
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In a installation where there aren’t devices with virtual money function (i.e. LTP/U, transponder reader with
POS function), window to be filled with check-in data does not include automatically POS parameters.

06/08/2015 | |
Hi/08/2015 | |
12:00:00

101

Create a TAG for the
customer

In a installation where there are devices with virtual money function window to be filled with check-in
data automatically include POS parameters.
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Insert personal data and assign a room. Define the type of TAG. Decide whether the generated TAG
can use POS services or not. Choose for example a POS-Credit card TAG.

Note that GR. CUSTOMER NR.1 has been selected for the customer. This means that, for devices with
active timeslots, the allowed time profile will be that defined in GR. CUSTOMER NR.1.

GR. CUSTOMER NR.1 definition:

|4] MAC device properties [ | White List % System code 1 Group - Timetables -~ Room

BIEIES
Groups
Group name Description
} GR. CUSTOMER NR.1

=| Timetables view =l =B

Warning

In an installation where there aren’t devices with virtual money function (i.e. LTP/U,
transponder reader with POS function), on card creation memory reserved on the card
for storing data about credit, is instead used for saving data about number of floor
of the room associate to the card/guest. This data could be useful for integration of
access control system with elevator systems.

Please notice that functionalities of ABB access control system does not include
integration with elevator system. When and if required, this integration has to be
realized by system integrator, for example using data about number of floor stored on
the transponder card.
In the check-in window by default the “Advanced key access” option (see figure below) at the bottom
is not enabled. This means that after clicking on “Next” the

check-in immediately ends writing the card inserted in the

programming device. It’s like a “fast” check-in. Check-in without key

View also assigned rooms
o View only usable rooms

View only dean rooms
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Otherwise, if “Advanced key access” option is enabled, the check-in procedure does not terminate
immediately with card writing, but it's possible to choose the entrances to which this customer (and

therefore his/her card) has access.
In the figure below transits assigned to the TAG are shown.

A TAG assigned to a White list device means the TAG can access; a TAG assigned to a Black list device

means the TAG cannot access.

The guest has automatically access to assigned room (Room 101), and to entrances assigned

to GR. CUSTOMER NR.1 in “Extra accesses” tab.

Q= | O Qe O |

GR. CUSTOMER NR.1

iy e =

|

r------------------------------------q

Main entrance | Not appliable | White list N
L------------------------------------‘
X X TR CEpL D ! TR

It's obviously possible to select other entrances to give access.

Variations to authorization rights can be performed by moving devices icons from the right to the left

window, and vice versa.

-%g# Programming device (reception) (White List) e A G e -2
-5g# Reoom 102 (White List) 1" &% GR. CUSTOMER NR.1
' —sge Car Parking (White List)

g Main ntrance (White List)

L------J
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X

Hoom U5 (White List)
Room 306 (White List)
Room 307 (White List)
Room 308 (White List)
Room 303 (White List)
Room 310 {White List)
Room 311 (White List)

Roore 212 Alhita Licth

Roor
Roor
Roor
Roor
Roor
Roor
Roor

MiniMAC 4 INTL

Place a key near the reader or press cancel. (1) .

Room 320 (White List)

Choose Next'to confirm modifies

.

| s<Previous | | Next == ] | uee §

SUmmary

Hoorm 3U5 (WWhite List)
Room 306 (wWhite List)
Room 307 (White List)
Room 308 (White List)
Room 309 (White List)
Room 310 (White List)
Room 311 (White List)
Room 312 (White List)
Roorm 313 (White List)
Roorm 314 (White List)
Roorm 315 (White List)
Room 316 (White List)
Roorm 317 (White List)
Roorm 318 (White List)
Room 319 (White List)
Room 320 (White List)

25 - All data has been updated successfully )

[ End 1 e
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Check-in is completed and the TAG can be handed to the guest.

Room status shows room 101 assigned to Mr Brown.

Room identifier | Floor - Room type - Beds | Availability - Presence | Clean - MiniBAR | Usability - Maintenance |jResiod| Conditions |

Users manual

Period filter seftings

Arrival: From day: E || Fiter by start date
Departure: From day: | 220402007 || 1] Fiter by start dats

To day: 240472007 [ i

[ Fitter by enct date

[ Fitter by enct date

Available rooms

_ Room identifier Floor  Beds  Special Tagcode Customer rrival Departure Presence Cleaness MiniBar Maintenance  Usability
}_ 10 1 1 Yes 5 Brown John 23!0_4_2007 9.03.48 MTUU? 12.00.00 Empty To clean MiniBar Full Ok Usable
12 1 1 Yes 2 White Kewin Occupied Clean MiniBar Full OK Usahle
PRRLIE] 1 1 Yes 3 Red Antony 2110472007 25M04/2007 Occupied Toclean MiniBar Full | Ok Usakle
104 1 1 es 4 Green Paul 0472007 260452007 Oecupied Clean MiniBar Full Ok Usable
105 1 1 es Empty To clean MiniBar Full Ok Usable

- 108 1 1 Yes Empty Clean MiniBar Full OK Mot usable

People allowed to access the room

I

Air conditioning

Room infos ] Room status
ople checked-in weithfweithout key inthe room
Last Hame : First Hame Key code rrival date Departure date
L Browen Johin 5 2300452007 9.03 45 24/04/2007 12.00.00

Room detail
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Now, check-in Mrs. Brown Lucy, Mr. Brown’s wife. Obviously, she will be checked-in to the same room. She
will be registered in same room 101. She has not requested a TAG so no TAG will be generated.

o OKeycreation. Fee
Customer infos h 1
€ Choose customer
Last Hame | Brown | Tile | Pres. [ [lrst rame: | Lucy |
Address | |
City | | P
Phane | | Mokile [
VAT | |
Motes
Artival date Group | Group 1 B [=liC <::|
Departure date aystem | 467589 E| Izl Wiesw assigned rooms s well <::|
Departure hour C:gz | Mo Pos = [ vieww only usable rooms
Room Rumber (::l Price profile | = e = E| D Wiesee only clean rooms
| wpevous | [ met» ] [ ume

|=| Key creation

Resume Info

Check-in operation on user type:Customer
Inserted a new Customer, data come from Fidelio

Ok - All data has been updated successfully
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Available rooms

Room identifier Floor  Beds _ Special Tagcode  Customer
P10t 1 1 Ves Brown Lucy

101 1 1 ves 5 Brown Jobn

102 1 1 es 2 Wihite Kevin

103 1 1 es 3 Redl Artony

104 1 1 ves 4 Green Paul

105 1 1 ves

106 1 1 ves

107 1 1 ves

Arrival Departure Presence Cleaness MiniBar Maintenance Usability
220452007 21 51.24 23/04/2007 12.00.00 Empty To clean MiniBar Ful OK Usable
220472007 21 40.20 27042007 12.00.00 Empty To clean MiniBar Full Ok Usahble
Oceupied Clean MiniBar Full | O Usakle
2110472007 250472007 Occupied To clean MiniBar Full | O Usakle
2110472007 250412007 Oceupied Clean MiniBar Full | OK Usable
Empty To clean MiniBar Full | OK Usable
Empty Clean MiniBar Ful | OK Mot usable
Empty To clean Empty Maintenance re: Usable

Room status shows that Mrs. Brown is a guest of room 101.

{aH ) Room detail101

People allowed to access the room
Room infos

Peaple checked-in withivwithout key in the room

Last Hame First Hame
b Browen Lucy
Braowwn John

le]

Room messages
Checked-in customers

Air conditioning
Room status

Key code Arrival date Departure date I
Check-in without key 220472007 2304/2007 12,0000
] 2300472007 3.03 .45 240472007 12,0000

Details of room 101
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Customer TAG management

The guest can use the TAG to access his/her room and a defined number of
entrances. The collection of accessible entrances is defined during Check-In.

In the example shown in the previous section, the TAG was enabled to POS functions with Credit Card:
this means the card can access to POS transits an unlimited number of times. Only a final statement
will show the expenses total amount.

In TAGS menu, clicking on POS (1) button, a report of POS transits shows up.

The report lists the payments made with the POS TAG:

= date and time of the event

= location of POS entrance

= applied rate.

It is possible to save the report as an EXCEL file and then print it. It is not a fiscal receipt, but it is an
"expenses summary" to be used at the administrator's discretion.

In the example of Mr. Brown, we simulated two accesses: one to the fithess room and the other to the
discotheque.

) Keys

@ First e Previous | o Mext QLast D Mew @ x Delete key g H @Close

r----1

@' o tpos Iﬁ.Delete key fromps| % I puplicate key . ' @

Selected key
Filter by Key code ‘ |
e R -
System code ‘ - | Master key |
Key not associated to al
4
T Present keys | < A grant for key

' Al - (_‘ 13 ‘ Memo of operations done by user: i
A B c | ..
: 1 |Memo of operations done by user:|Brown John : o= = e e e -
2
'3_er Key: s ' Q |e ESEVE to file | mclnse
4 |Print date and time: 23/04/2007 9.40 b o an cn cn e o= o
Is | /
'E-_ Payements list ! /
'?_ Access point Access date and hour Value '
3 |Disco 23/04/2007 9.35 E]
| 10/sauna - fitness 23/04/2007 9.35 9 | Rehcrfa kit vckis | |
o |
12 |Total payements value: -18
a I
|2] |
'E Recharges list '
16 |Operator Recharge date and hour | Value
17 |
s |
'19 Total recharge values: 0 '
o4

L-----------------
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Remember that the rates paid by the customer depend on the Rate Profile assigned to Mr. Brown's TAG
during check-in. In this example, a VIP profile was assigned to Mr. Brown's TAG.

VAT

Motes

Arrivel dete

Departure date

Departure hour

Room Mumber

343434352

23/04/2007 ]
24/04/2007 L]

12.00.00

101 =

Group ' Group 1

system | 467669

cioce
POS | Arfhum noet ane

El K E K

Price 1. (ofle | Tourist VIP

It is possible to check which rate is associated with this profile in the two payment accesses under
examination, using the System menu and clicking the "Rates" Tab corresponding to the payment entrance
in question ("Fitness room" in this case).

£, FITNESS ROOM
] Free Park 418
£, GARAGE 602
) Laundry 417

B mam GATE 802
B oFFICE 804

@ Programmatore per Postazione 21014

EJ) roOM 101

TAG HOLDER ROOM 101

Bl room 102

B TAG HOLDER ROOM 102

Bl room 103

B TAG HOLDER ROOM 102

Bl room 104

In this case, you can see that the "Fitness room" rate: for Tourist VIP profile = 33,33 €.

f {3 TAG HOLDER ROOM 203 -

“ /] MAC device properties [_] White List % Sy

(2=

TOURIST TYPE 1{1st AVAILABLE PROFILE)
b2 FT1= 11,11 euros ()

TOURIST TYPE 2{2nd AVAILABLE PROFILE)
oS FT2= 22,22 eurcs {)

TOURIST VIP(2rd AVAILABLE PROFILE)

€ FT3= 233,33 euros [}

DCCASIONAL TOURIST{4th AVAILABLE PROFILE)
e FT4= 44,44 eurcs ()

@ MAC device properties D ‘White List g System code 9. Group - Timetables

1=

E) room 205
.-{3) TAG HOLDER ROOM 205

E) rRoom 211 -

b B TAG HOLDER ROOM 211
B room 212

...... G TAG HOLDER ROOM 212
E) room 213

Bl room 201

...... {53 TAG Holder ROOM 201

E) room 411
) RoOM 412
) RoOM 412
EJ) room 414
) ROOM 415
) rRoom 501

€ EZEm

] TAG FROGRAMMER 1

SOLARIUM rate: for Tourist profile VIP = 3 €

€ T85= 1 euros )
€ Té= 2 euros [}
........ € T7=3 euros ()

) To= 4 suras
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TOURIST TYFE 1{1st AVAILABLE FROFILE)
TOURIST TYFE 2{Znd AVAILABLE FROFILE)
TOURIST VIF{3rd AVAILABLE FROFILE)

OCCASIONAL TOURIST(4th AVAILABLE FROFILE)

£ T5= 1 eurcs )
£ Te=2 urcs ()
€ T7=3 euros ()
€ T2= 4 euros ()
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Note that customers with different profiles have to pay different rates (obviously this is an example: you
can decide to have only one rate for all customers).

A POS TAG can also be created with a prepaid amount. During check-in this type of TAG can be chosen
and the administrator decides the amount to be charged on the TAG. During the entire stay, guest can
recharge his/her card an unlimited number of times (TAGS menu, POS and RECHARGES). Otherwise
when the residual amount in the TAG is not high enough to pay the rate applied by a POS device, transit
is not authorised.

Key creation 18]

Customer infos
€ Choose customer

Lazt Name | VWwhite Title | Sig. B'irs‘tname Kevin

Address | Street of Cangaroos

City | Mew York ZIF (23342323
Phone | 34345454 Mobile | gsgsesTET
WAT | 63434
Motes
Arrivaldate | 23/04/2007 [ ] Group | Group 1 = C:l Check-in without key
Departure date | 24/04,/2007 || system | 467889 B Wiewe assigned rooms as well
codle
Departure hour | 12.00.00 POS | Active prepaid POS E! C:. ® | igw only usable rooms
Room Mumber | 102 B Price profile | Full Price B <::l .x'_ Wiy only clean rooms
Credit | 100 e

== Previous | Mext == Undo

In this example, a prepaid POS TAG is created for the customer. Note that Mr. White has a profile “Full
price”: if he goes to the fithess room, he pays a rate in accordance to his profile which is different from
Mr. Brown’s one.

Key
Keycode |6 Azzigned | VWhite Kevin
Expenses total value | -=0,00 Recharges total walus | 100,00
Calculated remaining credit | 50,00 Credt on key
Payments Recharges

Access point Access date and time Rate
P Sauna - fitness 2300472007 12.53.47 -10 4

Disco 230452007 12.53.38 -0

Mr. White can recharge the prepaid POS TAG:



‘r (e & Pos Menu

~
@ Read key t.- Recharge H Save

Key

Key code (5

Expenses total valu

Calculsted remaining cred

Payments Recharges
Operator Recharge date and time

P abi_develop 23/04/2007 12.49.34

ahi_develop 23M04/2007 130316

@ Lpdate

Users manual

E) Unda ES&VE to file

A ssigned [vhite Kewvin

Recharges total valu

Credit on key

Rate
(11

Now consider Mrs. Brown wishes to get a personal TAG. She checked-in before, so a new TAG can be

generated in TAGS menu.

Since her personal data have already been recorded during check-in (for further details see previous
section), click to associate the new TAG with the customer already present in the database, then save

and assign access rights.

Selected key
Keycode |12 Expiration date | 24/04/2007]_] POS | Active credt pos [ER=]
Group | Group1 <:I =] Expiration hour | 23.50.1 Price profile | Tourist 10% discount |+ <::|
system code | 457889 4
LAST_HAME FIRST_NAME  CITY
Key not ated b 1
ey not associated to any user! P o Londion
€ Assign key to & ussr! } | Brown Luc:
Green Paul
Red Antany
CAvailable kayss| < Access rights granted to selected key Vbite Wevin News York
Keycode  Expiration date Group Associated person  Profile Credit
5| 21042007 120000 | Group1 & credit POS Brown John Tourist 10% discourt
8|24ma2007 120000 | Group 1 o prepaid POS  Vihite Kevin Full Price 13000
b 12 |[24/04/2007 23.53.00 || Group 1 e credit POS Il || Tourist 10% ciscount || =
E
B
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132

With respect to the check-in procedure, where access rights to the room and various entrances are
automatically set when creating the TAG, during the 'manual’ procedure you have to pay particular
attention since access rights must be set manually.

After saving, the situation is:

Customer
Last name: Brown First name: Lucy & x
) Available k <@ Access rights granted to selected key e
Key code  Expiratiol system code Keytype Pos Associated person Profile Credit
5 24/04/2007 120000 Group 1 467883 Hormal key Active credit POS Brown John Tourist 10% discount | ==t
6 24/04/2007 120000 Group 1 457888 Hormal key Active prepaid POS | White Kevin Ful Frics 130.00
> 12 || 24i0d/2007 23.59.00 || Group 1 ||457889 || Mormal key | Active credt POS ||Brown Lucy || Tourist 10% discount ||

For the assignment of transit rights, click “ACCESS RIGHTS FOR THE SELECTED TAG” TAB (5):

Selected key
Keycode | 12 Expiration date | 24/04/200°_] POS | Sctive credt pos =
Group | Group 1 = Expiration hour | 23.50.1 Price profile | Tourist 10% discourt |~
system code | 467889 -
1)
Customer
MAC status Access rights
Lazt name: Brown
e Normal state MAC See MAC Name (White List) DEMNIED ACCESS [Key not present in "White list"]

O Available keys | i Access right | < MAC Name (Black List) DEMIED ACCESS [Key present in "Black list"]

N %  Disabled MAC
EENEE IR | G MAC Naime (Ahite List)  ALLOWABLE ACCESS [Key present in “White list")

= NDD areEK (e Lt “ Mot programmakle MAC “ge MAC Mame (Black List)  ALLOWABLE ACCESS [Key not prezent in "Black list™]
e Hey programmer & Li

[] <s# Main Entrance (Black List)

[ % Presence cortrol Room 101
=+ First Floor v e MAC Mame (Mo Lista) ALLOWABLE ACCESS [This MAC doesn't have access lists]

[ % Room 101 (White List)

[] “e# Room 102 (white List)

[ % Room 103 (White List)

[] <e# Room 104 (white List)

[ % Room 105 (White List)

[] “e Room 106 (White List)

[ % Room 107 (White List)

[] “e» Room 108 (White List)

[] % Room 109 (White List)

[] <e Room 110 (White List)

- -

“e= MAC Mame (Mo Lista) ALLOWABLE ACCESS [This MAC doesn't have access lists]

The current view shows the collection of all system devices. A legend explains that access is possible

when the TAG is in a White list, while it is denied when the TAG is in a Black list.

Assuming that Mrs. Brown needs the same access rights given to her husband, room (101) and POS

area are assigned.

TAG insertion in the devices lists is easy:

= Select EDIT in the Toolbar (6);

= MiniMAC asks you whether the TAG to be modified is the one inserted in the programming device
(PRT/U) or it has to be chosen from the TAGs list. In our case, the TAG is taken from the reader (7);
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= Select the devices (multiple selections allowed: SHIFT+LEFT CLICK) and click "Insert" in the

minitoolbar.
B Keys
r -ED GED GED oD 1
@First eprevious e Mext @Last D ' 0 @ Modify ' x Delete key @ H @Close
L D GED aED aED J
@ t: POS g.Delehe keyfromDe @9 I puplicate key g @ Update remote lists
=| Modified key (x]
DO YOU WANT TO UPDATE THE KEY ON READER. OR. THE OME SELECTED IN
THE KEY'S TABLE?
r GED GED GED GED GED GED GED aGED T 1
@ Take from READER || Take from TABLE
Customer
Last name: Brown First nams Lucy e

O Available keys

nRRE)

=<5 Mo area
o[ = Hey programmer (ARG
[] == hisin Entrance (Black List)
- [] % Presence control Room 101 (Mo

Sk Frst Flow INSERT TAG IN THE

W= JFoom 101 (Whits List)
[] =& Roam 102 (dvhite List) SELECTED LISTS button

L[] & Foom 103 (White List)
L[] % Raom 104 (White List)
[[] & Room 105 (ihite List)
-~ [] =@ Foom 108 (White List)
[] & Room 107 (White List)
v [] e Ragom 105 Mhite List)
L[] e Fiaom 109 névhite Listh

e Access rights granted to selected key
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Confirm il

| @ Are you sure you wwant to insert current key in selected MACs updating remote lists?

After confirmation, the TAG is inserted in the devices that have been selected.

Customer

Last name: Brown First name: Lucy 8 B

1 Available keys e Access rights granted to selected key

ENENERE

[] <& Room 417 (white List)

[] e Room 418 QMhite List)

[] = Room 419 (Mvhite List)

[] %= Room 420 (White List)
|-+ POS ares

< Disco (Black List)

e Garace (Black List)

age Sauna - fitness (Black List)
|-ty Reserved Area

Now consider that Mr. Brown wants to renounce the right to access the DISCOTHEQUE.

The procedure to remove an access right is: in TAGs menu, select Mr. Brown’s TAG and click Edit (6).
Click "Transits Right" TAB, select the device in which the TAG has to be removed and then click Delete
(8) in the minitoolbar.

©) Keys

= b a» oo o

@ First e Previous e Mext @Last Ij l 0 lﬂ Modify I Xgelete key n H D} Close
d

beranan e

@ éPOS gDelehe key from DB ﬁ E‘Duplimb& key ? @ Update remote lists

134 | User manual 2CSN600047D0201 | 30.03.2020



Customer

Lazt name: Brown

D Available keys

R O J(E)]

1wk

[] e Room 40

[] %e» Room 405 (White List
[] s Room 406 (white List)
[ % Room 407 (White List)
[] e Room 408 (White List)
[[] <e= Room 409 (#hite List)
[[]<e# Room 410 (White List)
[]%se Room 411 (wWhite List)
[ % Room 412 (White List)
[] s Room 413 (White List)
[[] “e» Room 414 (#hite List)
[ <e# Room 415 (White List)
[ 5ee Room 416 (white List)
[ % Room 417 (White List)
[] s Room 418 (White List)
[] s Room 413 (white List)
[ <e# Room 420 (White List)

First name: John

e Access rights granted to selected key

£ B

9

2

Confirm

Are yOU SUFE yOU Ya

o delete currert key in selected MACS updating remote lists?

1] |

POS area

<= Disco (Black List)

e Garage (Black List)

< Sauna - fitness (Black List)

Last name: Brown

D Available keys

FENENDNR

[[] %e Room 404 (White List)
[] < Room 405 (¥White List)
[] e Room 406 (white List)
[] e Room 407 (Wuhite List)
[[] %e Room 403 (Wwhite List)
[] < Room 409 (¥White Lizt)
[] e Room 410 0vhite List)
[] e Room 411 (Wuhite List)
[[] % Room 412 (Wwhite List)
[] < Room 413 (¥hite Lizt)
[] e Room 414 (vhite List)
[] e Room 415 (Wuhite List)
[[] %e Room 416 (Wwhite List)
[] < Room 417 (¥White Lizt)
[] e Room $18 (white List)
[] e Room 419 (Wuhite List)
[[] 5 Room 420 (white List)
POS area

[] s Disco (Black List)

“ge Garage (Black List)

g Sauna - fitness (Black List)

Firzt mame: John

e Access rights granted to selected key

After this modification, Mr. Brown will no longer be able to access the discotheque.

8 B
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7.4 Check-out

When the guests’ stay is completed, their room must be vacated so that other customers can use it.
Furthermore we have to decide what to do with the TAGs. There are two possibilities:

1. Check-out with TAG

2. Check-out without TAG

O Note
During check-out, remember to calculate the final balance of POS TAG-credit card.
Decide whether the residual amount in a prepaid POS TAG has to be refunded or not.

7.4.1 Check-out with TAG

In a Check-out with TAG, the guest returns his/her TAG. The procedure removes the TAG from all devices
where it was declared valid and the TAG is formatted/deleted and available for a new programming.

7.4.2 Check-out without TAG

In a check-out without TAG, the TAG is removed from the system (as in the previous case) but it should
not be returned (therefore it is not formatted). The reasons for such a check-out are several: the guest
decides to keep the TAG, or s/he lost it, or the administrator decides to leave it to the customer.

Note

©) Note that the TAG was removed from White lists, so it cannot get access to those transits.
However, the TAG is not automatically inserted in Black lists, typical of common areas,
so it keeps getting access to transponders working in Black list (at least as far as the

TAG expires, usually the check-out day).
This choice is due to the fact that customers may need their TAG after check-out as well.
For example, if the garage and the external entrances where inserted in the Black list, the customer can
use his/her TAG to exit the building without any assistance. If you are not interested in this last option:
after check-out without TAG, the administrator can insert the TAG in all Black lists and it will stop working.

In this example, Mr. Brown's check-out is with TAG whereas Mrs. Brown's check-out will be without TAG.

=| Key management

Welcome in key management Wizard

v wizard will guide you to the creation and the
management of the keys

Choose a desired action

Key management —
"'13\\ Check I
“ eck In

Start :J Undo
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Deleting key

Checked-in customers

Last Hame
Black
Blue
Bronze
B Brown
Brown
Cyan
Deark
Green
Light
Orange
Red
Silver
White:
ivhite
rellow

Save to file kev info

Checked-in customers

Last Hame
Black
Blue
Bronze
& | Brown
Browen
Cyan
Diark
Green
Light
Orange
Red
Silver
Wihite
white
ellow

Save to file kevinfo

Hame
Marc
Michael
Mary
John
Lucy
Ted
dully
Paul
Richard
Siman
Arntony
Jack
Kewvin
Kevin
Luke

Hame
Marc
Michael
Mary
John
Luicy,
Ted
July
Paul
Rich
Sime
Antc
Jack
Kevin
Kevin
Luke

City

Londan

Mewr York
ey Yok

City

Lonclon

Arrival date
230452007
230452007
230452007
230452007
22/04/2007
230442007
23/04/2007
2110452007
230452007
230452007
2110452007
230452007
23/04/2007
230442007
23/04/2007

Arrival date
230402007
230402007
230402007
23042007

Select checkout type

Checkout WITHOUT key

Mewy Yark
ey ark

23042007
230452007
230452007

Departure date
240422007
3000402007
2900422007
24042007
23042007
300042007
280452007
260452007
28042007
240422007
25042007
28042007
2410452007
240452007
280452007

== Previous

Departure date
24042007
3000442007
290042007
240042007

Checkout WITH key

24042007
240472007
29im4,2007

== Previous

Room
105
109
110
101
101
108
11
104
M2
106
103
M3
102
102
107

Mext ==

Room
105
108
110
101
gl
25
11
24
12
il
a3
A3
102
102
107

Mext ==

Key code
13

17

18

5

16
14
4
20
14
3

Undo

Key code

13
17
18
]

16
19
4

20
14
3

21

Undo
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Checked-in customers
~_ Last Hame Hame City rrival date Departure date Room Key code
~ Black Marc 23/04/2007 241042007 105 13 |
~ Blue Michael 230452007 3000452007 109 17
~ Bronze tdary 230452007 28/04,2007 110 18
B | Brown John London 230452007 2410472007 101 ]
.~ Brown Luﬁv 2210452007 2304/2007 101
= TFW_ 18
- Dark J : = 19
. Sreen Pl @ Do you wwant 1o check-out customer "Brown John" sith key:S from room 1017 4
©Light R 0
.| Orange SI [ Yes ] L Mo ] 14
. Red Al 3
| Siver Jack 230442007 2804,2007 113 il
| White Kevin ey Yark 23/04/2007 241042007 102 2
. White Kevin Mew Yark 230452007 2404/2007 102 =1
 Cellowe Luke 230452007 28/04,2007 107 15
s
|| Saveto file kev info
[ == Previous ] [ Mext == ] [ Undo ]

Key code a

Key group . Group 1
Key type 4 Key type MormalEmployee
system code 467559
Expiration data 24/04/2007 12.00.00
o D GED GED GED GED GED GED GED GED GED GED GED GED GED GED GED aED oS
e > <)
F'ls l Yes '
o

e X r r rrrrrrxrxxxrxxrxxxx YL

Profile index | Tourist 10% dizcount

Credit

Close

Note

O This panel reminds you that TAG type is POS-credit card and final balance must be
calculated before deleting the TAG.
If you have not calculated the final balance yet, stop checking out and in TAGs-POS
menu display the final balance of the TAG.
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Summary

These operations have been executed successfully:

s Deleting key with code 5

Remove key with code5 from these MACS:

. 1. Roam 101
. 2. Garage
. 3. Sauna - fitness
Updated info fram DE!
|

r------

Encl

] || Undo 1

|
L------J

Click Next (1) and the operation is completed.

The differences in case Mrs. Brown is checked-out without TAG are shown below.

Users manual

Checked-in customers:
~__ Last Hame Hame City rrival date Departure date Room Key code
. Black arc 230452007 240452007 105 13
~ Blue Wichael 230452007 300452007 109 17
_ Bronze tary 230452007 2904,2007 110 18
b [Brown Lucy i |[z20812007 |[23m412007 1101
~oyan Ted | | 2304i2007 | 300442007 108 16
_ Dark ! . Coofinm checkout 19
. Green = = 4
. Light Fil w Do you want to check-out without key customer "Brown Lucy from room 1017 I 20
. Orange 1 I 14
~ Red 4 [ Wes ] [ Mo ] I 3
| Siver Jg | 21
. White Kevin Mew Yark 230452007 24042007 102 G
. White Kevin Mew Yark 230452007 24042007 102 2
 ellow Luke 230442007 28042007 107 15
- [l Savetodie kevinio
== Previous ] [ Mext == [ Undo ]
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The only possible choice for Mrs. Brown is check-out without TAG. A check-out without TAG has to be
chosen because no TAG was generated during check-in. The TAG created after checking in must be

removed from TAGs menu.

) Keys

l @First IePreviousl eNext | QLast ‘ l

—r ]
D New @Le | xgelete key !

L

CRIES

[ ﬁ | épos lg.nelete key fomDe B4 [ I puplicate key ' l ‘
Selected key
Filter by Key code | |
Key code | | Expiration date | i:||
Expiration hour | |
System code | - | Master key |
Key not azsociated to any use
.t |

) Present keys | <w Accesses grant for selected key

| | ey code | Expiration date | Group | System Code | Key type

|: 33 11/03/2009 7121962 Master key

|E 555 11/03/2009 7121962 Master key

|: 556  11/03/2009 7121962 Master key

|— N2 1171042009 12:00:00 GR. CHSTOMFR MR .1 4734624 A =L

Mrs. Brown’s TAG could be definitively removed by pressing Delete button (2):
Key not associated to any use

[T e s |

B

:cesses grant for selected key

ation date | Group | system Code | Key type

f2009 7121962 Master key

{2009 7121962 Master key

12009 7121962 Master key

2009 12:00:00 GR. CUSTOMER NR. 1 4734674 ¥

2009 12:00:00 GR. CUSTOMER NR. 1 47 )
2009 12:00:00 GR. CUSTOMER NR. 1 47

2009 12:00:00 GR. CUSTOMER NR. 1 47 @ Rl E R L i m e
2009 12:00:00 GR. CUSTOMER NR. 1 47

2009 12:00:00 GR. CUSTOMER. NR. 1 47 | | w

2009 12:00:00 GR. CUSTOMER. NR. 1 473465 S

2009 12:00:00 GR. CUSTOMER NR. 1 4734621 Normal key

2009 12:00:00 GR. CUSTOMER NR. 1 4734621 Normal key

Answer NO because we want to leave the TAG to the couple.They will use the TAG to leave the hotel
through Black list transits (for example, the garage).
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If a customer has a prepaid POS TAG, MiniMAC warns you that during check out with TAG the residual
credit will be lost. The following example explains Mr. White’s check out:

—— e K

Checked-in customers

~_ Last Hame Hame City rrival date Departure date om Key code
| Black Marc 23m4r2007 240472007 103 13
~ Blue Mlichae! 2310442007 300442007 109 17
~ Bronze hebary 23i04/2007 29/04/2007 110 18
| Cyan Ted 23i04/2007 30042007 108 16
~ Dark July 230452007 29/04,2007 111 19
| Gresn Paul - 24007 IRM4NNT 104 4
.~ Light Richard _@MM&H_
~ Orange Siman

- Red Antony

| Silver Jack

pognie A=l s [ checkowwimouTkey | (| CheckowtwiThkey )
| ellow Luke

|| Savetn file ke info

[ == Previous ] [ Mext == ] [ Unclo ]

F

% &
Key code 1 51
Key group | Group 1
Key type | Key type MarmalEmployes
system code | 467589
Expiration data : 24/0472007 12.00.00
Pos 1 Yes
Profile index 4 Full Price
Credit (150,00 )

o

Last panel shows the residual credit in the TAG. According to the hotel administrator choice, it is possible
to define the amount to be returned to the customer.
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7.5

142 |

Service TAG management

During check-in, and in general during the creation of TAGs, service personnel are usually provided with
TAGs that are different from those handed over to guests.
To create a service TAG, click on "Staff TAG" button in the Check-in wizard.

( =| Key creation =

Key creation

Welcome in the MiniMAC wizard. Here you can easily
create keys and grant access rights to all customers
and employees

Program wil help you to create keys and grant
accesses inside plant

Choose if you want to create a key for a customer or
for an employee

Q Employee key
8 Customer key

<< Previous | Unde |

In a installation where there aren’t devices with virtual money function (i.e. LTP/U, transponder reader with
POS function), window to be filled with check-in data does not include automatically POS parameters.
It's possible to select the number of floor associated to the employee to store on the card (for example
for hotel owners who want that every waitress is able to access with the elevator only one specific floor,
the floor where he/she works).

=| Key creation

Employee info

Last Name
Address
City
Phone

Job Type

MNotes

Expiration date

Expiration hour

& Choose employee

Wilson First Mame Danny

Open house Street. 12

Manchester CAP 324234

886259008 Mobile | 2779434234

Waitress

01/08/2016 Group | GR. STAFF NR.1 -

12:00:00 System | 32315 -

Floor |0 -

D Y
. =
2
3
4 Previous Next >3 Undo
5
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In a installation where there are devices with virtual money function window to be filled with check-in
data automatically include POS parameters.

Open house stree, 12

01/09/2015 | |

Warning

In an installation where there aren’t devices with virtual money function (i.e. LTP/U,
transponder reader with POS function), on card creation memory reserved on the card
for storing data about credit, is instead used for saving data about number of floor
associate to employee, as chosen in the check-in window. This data could be useful
for integration of access control system with elevator systems.

Please notice that functionalities of ABB access control system does not include
integration with elevator system. When and if required, this integration has to be
realized by system integrator, for example using data about number of floor stored on
the transponder card.
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The difference of employee check-in operation compared with guest, is set during check-in or TAGs
generation. Panel for service TAGs creation do not request the assignment of a room. Furthermore the
box for the group assignment allows choosing between groups reserved to staff. Access rights can be

assigned in the same way as customer TAGs.

Service TAGs (similarly to customer TAGs) can control one or both relays of transponders (or even none).
Relays are assigned to TAG types by the system integrator, according to customer request, during the
system configuration with KNX programming tool (see below ETS file for Chiara-Elos-Mylos devices).

Please notice that on Millenium and Tacteo transponder reader there is no differentiation between Service
and Guest TAG: via ETS it's possible to define if the output channel (relay) is controlled according to

TAG validation, no distinction between Service and Guest TAG.

General
SEEseme—me=e Contact type ll"-.lormall_\,r open contact v]
' Output A '
ﬂtp-ut B_ — — — Operation mode [Staircase lighting function v]
General for Inputs
Input A \ Time base for staircase lighting l130 ms v]
Input B
Input C or staircase lighting (1..127) 5 %
[Contact unchanged v]

Preset positich on [Contact unchanged v]

supply failure

Transponder type [No Tag v]

Mo Tag
Tag guest
Tag service persanell
Tag guest/Tag service personell
Group Objects | Parameters Cormmissioning |/

144 |

For further information consult the device manuals.

MiniMAC gives you the possibility to check (not to edit) relays assignment performed via ETS from the

SYSTEM menu. The association can only be displayed: modifications can be made only via ETS.
In System menu, select a device in the system and click UPLOAD:

e Cow upumny  OeR

Qret | Qrrovos

B Room 305
2] Room 3068
B Room 307
B Room 308
) Room 309
B Room 310
B Room 311
) Room 312
B Room 313
B Room 314
) Room 315
B Room 316
B Room 317
) Room 318
B Room 312
B Room 320
R Room am
2] Room 402
B Room 403
R Room 404
B Room 405
B Room 408
R Room 407
2] Room 4028
B Room 402
R Room 410
2] Room 411
B Room 412
R Room 413
2] Room 414
B Room 415
R Room 416
) Room 417
B Room 418
B Room 413
B) Room 420

e pouriond

@Nexl @ Last ﬂ New Lﬂ Esiit

S MAGC [ Time

[ Amacd

Generatpn
Nerme:

Desctiptior

ABB Device |
st

| LTPU (. |
PTIL (I |
Device pict |

& s

MAC enabled

Timetables enabled

Authorization type
Notification mode:

Strong handshake enabled
MAC hour

Hot read transits

Code of the last MAC error

| Code of the last MAC failure

| MAC type

| pos

“ Remote MAC properties

xDe\ale @ Upclate

Device property
es

ves

Black List
Spontaneous emission
Yes

OB/D6/2007 0954 56

]

1

]

Access control

POS activated

Enabled e |

| Timeta |
[%] strong |
(] Enabies

Info read fro |

relay A - Customer group association
relay A - Service group association
relay B - Customer group association

relay B - Service group association

Associsted

Azsociated

Agsocisted

Aszsociated

Firmware,

Close
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Desired configuration
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Black List

Spontaneous emission
Yes

OB/D62007 09 54 56

a

Access cortral

POS activated
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Master TAG management

MiniMAC can generate special TAGs called MASTER TAGs.

In an access control system for hotel applications, over the KNX bus, such TAGs are:

= OPEN! Unconditioned: such TAG does not ever expire and can get access everywhere as long as
the system code in the TAG is recognised by the device.

= Cleaned room: special card that is used by service personnel to notify the direction that the room
has been cleaned. Note: room status becomes ‘dirty’ when a CUSTOMER TAG is inserted in the
transponder holder (PTI/U). Service TAGs (the TAGs that are handed over to service personnel) do
not change room status.

= Maintenance required/not required: signals the need to fix problems in the room.

= Minibar Empty/Full: keeps track of minibar filling.
Usable/not usable room: set room status as available/unavailable

For MASTER TAGS creation press MASTER TAG button in TAGS menu:

@ Write Maszter key

Master key creation

@ Initialize: key @ Wirite: Master key h{ll Close

Hey code: 36 Plart code: e = ,_
L m—— =
- 1456
Available master tags 4356
=) Master keys 45ETE

@ MASTER KEY TYPE CLEAM ROCM SIGHALIMG
@ MASTER KEY TYPE MIMIBAR EMPTY

& MASTER KEY TYPE MINIBAR FULL

& MASTER KEY TYPE MAINTEMAMNCE REQUIRED
@ MASTER KEY TYPE MAIMTEMANCE REQIUIRED DEACTIY ATED
& MASTER KEY TYPE ROOM NOT USABLE

& MASTER KEY TYPE ROOM USABLE

@ MASTER KEY TYPE FORCED OPER

3 Master key type: insert key in swhite list

@ Master key type: delete key from white list

B Mazter key type: reset white lizt

3 Master key type: insert key in black list

B Master key type: delete key from hlack list

B Master key type: reset black list

@ Master key type: zet white izt mode

B Master key type: set black list mode

& Master key type: set central mode

B Maszter key type: st spontaneous emission
B Master kew tune =2t malline modes

MASTER TAGS have to be used in the following way:
Insert the TAG in a transponder holder (PTI/U) or place it near the transponder as long as the
second LED turns on in yellow.

Master TAGs are much more than those listed before. Other master TAGs are used for devices
programming in a stand-alone mode. This last kind of operation is not recommended in a system based
on KNX bus. See the procedure for system programming in stand-alone mode with master TAGs (“2.7

Programming procedure through Master TAGs”).
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7.7 History management

MiniMAC offers you a powerful tool to control the use of the access control
system, with an access history available for entrances, room presence, cards
and events.

7} MiniMAC4 Extended edition 4.0.3.6 =

Main menu

ROOMS AND KEYS

MANAGEMENT
z SUPERVISION
CUSTOMERS AND
& STAFF - A -_— ’
Access Room
History History
HISTORY
. PLANT MANAGEMENT
H OPTIONS L ——
. Events
Keys History History

Power and productivity A"
for a better world™
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7.7.1 Presence history / room history

Thanks to this function you are able to view, for each room, time of entrance/exit,
duration of stay and guest ID. Such function is available only if a PTI/U device
(transponder holder) is installed in hotel rooms.

[ - > |

| Aeier ©Room history b= g

@Fm eprevinus ewext @Lsst D peete @Refresh [Fsavetotie Ec\nse

Room history filter configuration

Room identifier | Key and proprietary |iRoem-essupationsstarts| Filter on room accupation | Room ascupation delay | €
Period
From day: | 0410372007 [ Fromhour | 000000 | [ Fiter on il dete
Today: | 1110372007 [ monour | 000000 | [ Filter on final date

Room access list - —
Room identifier Key code Key’s proprietary Occupation room start Occupation room end Room occupation delay pr

v [ 1 19

Bl

MiniMAC allows you to sort the data in the display list: click the header in bold at the top of the column
that should be used as sorting criterion.

Furthermore, the available information may be filtered (so that it is possible to show only part of the
information) setting the most suitable criterion for the search you wish to perform. Filters are listed and
can be configured in the upper part of the table:

R
Room identifier  Key and proprietary =~ Room occupation start = Filter on room occupation  Room occupation delay  Conditions
Period
From day: | 20/11/2013 | For e | 00:00:00 | /| Filter on initial date
To day: | 27111/2013 | To hour: | 00:00:00 | Filter on final date

Also in this case data can be saved as an Excel file.
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7.7.2 Access History

Since an access control system does not only consist of rooms, a transit history

= is available for all system devices. This way you can monitor when someone
.li accessed a certain entrance.

r’ Access history

| @ [0 |0 | @ | X |[@ne

a ‘ ‘ Eclose ‘

Access history configuration filter

Parameters  Period = Accesstype Conditions

Period
From day |2m11x2013 |:|| Erom b |uu:nn:uo | [¥/] Filter by start date
To day |zw11xzn13 D| T Tae |uu:nn:uo | || Filter by end date
Access list

Also in this case it is possible to:

= Click the header at the top of any column to quickly sort the viewed list by that column (in ascending
or descending order).

= Filter data to display a specific set.

= Data can be saved as Excel file for separate filing or printing.

148 | User manual 2CSN600047D0201 | 30.03.2020



Users manual

7.7.3 TAGs History

For the system administrator it may be useful to know the details about creation

and deletion of TAGs.

Many frauds/swindles by unfaithful staff assume the ability to hide the operations
“ related to the assignment of TAGs and, consequently, of rooms.

MiniMAC keeps track of every operation on the TAGs in a history list.

Also in this case it is possible to:

a Key history

| ©- | O @] @ | Xowe | @i

E ‘ ‘ Eclose

Key and key owner  Expiration date | Operation date = MiniMAC user  Conditions

Operation date
From day | 20/11/2013 E” Bl | 00:00:00 | Filter by start date
To day | 2711172013 Lj| St banns | 00:00:00 | [ Filter by end date
| Key description | Key code | Associated person | Expiration d

= Click the header at the top of any column to quickly sort the viewed list by that column (in ascending

or descending order).
= Filter data to display a specific set.
= Data can be saved as Excel file for separate archiving or printing.
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7.7.4 Event History

MiniMAC keeps track of every operation on the TAGs in the event history list.
ALL operations performed on the system are stored in this history list. In case
of need, the administrator can go back to:
operations made by MiniMAC operators
events captured by MiniMAC telegrams management service

(et} Event history. (=

OFm oPrewDus ONext OLast XDe\ele @upume ESEVE|DNE chmse

Event history filter configuration

Parameters [[Periody| Search event description | Conditions

Period
From day | 22004/2007 || Fromhow | 0000.00 | Fiter by start date
Today | 2310472007 =] Athour | 235900 Filter by end date
Event list
MiniMAC operator Event date and time _ Event type Event source Event deseription
P abi_develop 23042007 17 5211 Key 5 Reset operation for key: 5. Opetation executed by abi_develop
abi_develop Z3M4/2007 175138 | Mey 5 Reset operation for key: 5. Operation executed by:abi_devslop
abi_develop 230472007 16.33.32 | Check-out Wihite: Kevin Check-out with key of custamer White Kevin. Operation completed it abi_d¢
abi_develop 230472007 163330 | Key 3 Deleted key 6, during check-out for White Kevin exscuted by user abi_dsvel
abi_develop TIM4/2007 163327 | Mey [ Deleted key 6, during check-out for White Kevin executed by user abi_devel
abi_develop 2042007 163320 | Key B Delsted key B, during check-out for White Kevin executed by user abi_devel
abi_develop 230472007 163313 | Mey 3 Deleted key 6, during check-out for White Kevin exscuted by user abi_dsvel
abi_develop THM/2007 155406 | Hey 12 Deleted key 12 by user aki_develop
abi_develop 23M4/2007 154008 | Check-out Brown Lucy Check-out wihout key of customer Brown Lucy. Opsation completed bt ak:
abi_develop Z3M4/2007 152127 | Check-out Brown John Check-out wih key of custamer Brown John. Operation completed bt abi_c

Also in this case it is possible to:

= Click the header at the top of any column to quickly sort the viewed list by that column (in ascending
or descending order).

= Filter data to display a specific set.

= Data can be saved as Excel file for separate archiving or printing.



7.7.5 Customer personal data

S@E

O First

Customer details

MiniMAC records customers’ personal data that can be used during their stay
in the hotel and in the future as well.
Once inserted, such data are available any time they have to be consulted. If data
are not useful, they can be removed from the list exporting them to an EXCEL file.

Customers

GPrEvmuS

ONE)d

Q Last

ﬂ Hew

e

< Dekets

Last Mame | Brown Title | Pres. B=irst Name | Lucy
Address City
Phone habile
WAT Mates
Related info
Aszsigned keys 4 Room identifier
o
Artival date | £ [ arrival houe | 00000 Departure date | £ [
Filter settings

H Save

“iew only checked-in customers

Customers in database

Last Hame First Nlame  City Phone Arrival date  Departure date = Room Humber  Key code
B Brown Lucy

Brown John Londan 4334342

White Kevin Mew York | 34345454

Red Antory 210472007 25042007 103 3
Green Paul 210472007 26/04/2007 104 4
Black hlarc 230472007 24/04/2007 103 13
Qrange Simon 230452007 240472007 1068 14
ellow Luke 230472007 29/04/2007 107 15
Cyan Ted 230472007 30042007 108 16
Blue hichael 230472007 30/04/2007 109 17
Bronze Mary 23042007 29M42007 110 18
Dark July 230472007 29/04/2007 11 19
Light Richard 23042007 28042007 112 20
Silver Jack 230472007 28/04/2007 M3 21

n Uncdo ESEVE to file hOI Cloze

Pl

D Departure hour | 0.00.00

Personal data previously inserted in the database can be recalled during check-in so customer information
is automatically filled in.

Key creation

L

Customer infas
Last_lame First_llame city
RSt Nams Black Marc
Blue Michael
Address Bronze Mary
Brown Jobn Loncon
Chty
Brown Lucy
Phone Cyan Ted
Derk iy
B Green Paul
Notes Light Richard
Orange Simon
Red Antany
Arivel date | 23/04/2007 b Siver Jack
White Kevin Mew York
Departure dete | 24/04/2007 ellow Luke
Departure hour | 12.00.00
Roomn Number | 102
oK Undo

& Choose custome

ag well
ms

=

:‘ Unda
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Personal data is kept stored even after customer check-out. Personal data can be saved in an EXCEL
file and removed from the MiniMAC database.

[ O
[ @Fim 1epreviousl °Nax‘t I @Las‘t ] | [ Duew I gd'n 1 xgelete I @g&ve I K’gndo ] |
1l
ri
Last Name | Red | Titie | Siy. [ First Mame | Antory 1
Address “ | City || | I " I |
Phone “ | Iiokile || |
VAT | | Motes | F i ]
— olzi=lm|
| . Look in: ” ) ABB E A
Aasigned keys | ey code:3 - Expiration: 23-08-2007 J =
Docs
M2
binibAC 5
Aitival date 211042007 [ serivalhour | 0.00.00
Fil -
| [ Wiew only checked-in customers
_Customers in database
~ Last Hame First Hame ~_ Departure date R
| Brown John
| White Kewvin File narme: u | [ Save ]
b |Red Antony 23M04/2007 1
Green Paul File: type: “ Comma separated value files (*.cav) E [ Cancel ] EM42007 1
~ Brown Lucy |
Al - @ fe | Last Name
A B | c [ o | E F G H 1 J K [ L] m™
1 |Last Name [First Name  Address City CAP Phone Mobile VAT Notes Arrival Date | Departure Date Room Key code
2 |Brown John Street of Lemon Trees London 124343 4334342 343434 34343432
3 |White Kevin Street of Cangaroos  Mew York 23342323 34345454 6,57E+08 65454
4 |Red Antony 21/04/2007 25/04/2007 103 3
5 |Green paul 21/04/2007 26/04/2007 104 4
6 |Brown Lucy
7 |Black Marc 23/04/2007 24/04/2007 105 13
2 |Orange Simon 23/04/2007 24/04/2007 106 14
9 |Yellow Luke 23/04/2007 29/04/2007 107 15
10 |cyan Ted 23/04/2007 30/04/2007 108 16
11 |Blue Michael 23/04/2007 30/04/2007 109 17
12 |Bronze Mary 23/04/2007 29/04/2007 110 18
13 |Da rk July 23/04/2007 29/04/2007 111 19
14 |Light Richard 23/04/2007 28/04/2007 112 20
15 silver Jack 23/04/2007 28/04/2007 113 21
16
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Management of service staff personal data is identical to that of customers.

Users manual

-
€ Customers

[ Qrest [@mm[ e [ Ot

l [ mew [ /] et IXDE'EE[

[ ) [ [Jsave onfie

@

Customer detail
Filter Last Name || |
Last Name | | it | - First Name |
i | | o] - |
Phone rumber | | Mobie | |
VAT | | Motes | |
info

\ssodiated kE\fS Key code:102 - Expiration:17-10-2009 - R idenlifier |

w
Arrival date [ ] arivalhour [00:0000 | Departure date | [ | peparturehour [ 20000 |
Filter setti
Show only checked-n customers
Available customers

|: Camporeale Federico Milano 6756735890
| Biarese Davide 22 Toring
|: Febbraio Francesca Bologna 55555
|: CASPER. FANTASMING Bresda 7567367837
|: Chiodini Pierangelo Bergamo 467568735685
|: Gennaio Silvia ROMA 645756745
|| Aorile Taria Genova 47575675
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7.8 Loads management

MiniMAC has a panel that allows you to control the electrical devices present
inside the system.

By means of the light buttons present on the Loads Management MiniMAC
screen, it is possible to activate/deactivate the loads previously configured by
the installer while performing software configuration.

. s ©Power loads management g
@ Configuration @ Cloze

External lights Irrigation Security system Fitnesz club main switch

= R

Dizco main switch
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7.9 System Events Management

. ! MiniMAC gives you the possibility of associating light indicators with the system
4 events that need to be monitored. Each indicator is assigned to a particular event
detected through KNX bus.

We remind you that the association of an indicator with an event that concerns the health and safety of a
person requires careful evaluation, since the type of communication via bus, although highly reliable,
cannot ensure the total absence of errors or delay in signalling.

You are therefore recommended to make redundant the possible connections of the type described
above using specific Hardware signalling devices.

Warning

ABB cannot be responsible for any harm to people or damage to properties caused
by an improper use of the bus event signalling.

=| Ewvent managements o=

m Configuration iﬂlc\ose N active event

Bathroom alarm Room 101 Bathroom alarm Room 102 Bathroom alarm Room 103 Bathroom alaim Room 104
Bathroom alarm Room 105 Bathroom alarm Room 111 Bathroom alarm Room 112 B athroom alarm Room 113
Bathroom alarm Room 114 Bathroom alarm Room 115 Bathroom alarm Room 201 Bathroom alaim Room 202

The activation of an indicator can be accompanied by an acoustic signal and by the automatic opening
of the panel above each window that could be open on the user computer monitor at that moment.
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7.10 Heating and Cooling management

711

156 |

MiniMAC can control heating and cooling devices installed in the rooms.

=| Room state

r-----1

@ First e Previous e Next Q Last @Free Rcor' pRoom details '@ Refresh Eclose
[N o

Filter selec

Room identifier  Floor - Room type - Beds  Availability - Presence  Clean - Minibar sability - Maintenance = Period | Conditions
A
r---------------------------

- =y
Arrival: F' Air conditioning Room infos Room state Checked-in customers People with access to room Room messages :
LrrmiE F' Commands panel '

.
Active thresholdo Comfort O Stand By O Night O Antifrost/Overheat =
!
: oN | . ON oN | . ACTIVE | NN ON :
: OFF OFF OFF TECLE OFF :
' General Comfort Stand By Night Antifrost / Summer Winter: '
' Too hot '
' Temperature Thermostat '
| . |
312 ' Actual temperature in room O Error '
313 ' '
2 Fan speed
304 | |
314 ' '
315
u KL ' '
| | 415 | |
| 00 | |

| | 205

[ | 414 ' '

s ) |

| | 114 | |

[_ 301 | |

| 114

L— 115 : :

l[_ = ' Configuration | '

111
E 105 i i No 105 Febbraio Francesca 224012003

]

From the room Heating and Cooling control panel it is possible to display the room status and edit air-

conditioning parameters.

Other installations

In all cases where ABB access control is used for other applications (car parks, wellness and fitness
centres, offices, laboratories, etc.), the MiniMAC software can be duly configured to work in this type of
contexts. The management of other installations is the same as that for hotel installation: the functions are
exactly the same as those already described, expect for the ones that are specific for a hotel installation,

which will not be present (check-in/check-out, room management, etc.).
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Uninstalling

Uninstalling the software from the PC

Uninstalling

Look in the MiniMAC CD ROM for the ‘ABB Installation/MiniMAC4.1.x.x’ folder (where x.x indicates the

version).

Start the set-up launching the “Run-as-administration” option. Right click with the mouse on setup.exe:

Mame Date modified Tvoe Size
| Fonts 27/01/201011:01 File folder
. I55etupPrerequisites 27/01/2010 11:01 File folder
., program files 27/01/2010 11:00 File folder
. Systemn32 27/01/201011:00 File folder
i | 0:0409.ini 08/03/2007 14:16 Configuration sett... TKB
| 10410.ini 28/03/2007 17:09 Configuration sett... TKB
|| 1033.mst 25/02/2009 08:56 MST File 32KB
|| 1040.mst 25/02/2009 08:57 MST File 4 KB
Desktop.ini 06/04/2009 17:55 Configuration sett... 1KB
@ instmsia.exe 28/11/2004 09:53 Application 1.669 KB
@ instmsiw.exe 28/11/2004 09:53 Application 1.780 KB
%) ISSetup.dll 25/02/2009 08:56 Application extens... 23715 KB
ﬁ—' MiniMAC 4.msi 25/02/2009 08:57 Windows Installer ... 886 KB
setup.exe 8:56 Application 382 KB
£ Setup.ini Open — 8:57 Cenfiguration sett... 3KE
| setup.isn B h:47 1SN File 234 KB

Troubleshoot compatibility
B Scanfor threats...

& WinZip 2

/ Send to 3

Some operating systems (in particular Windows Vista, for example) could have a confirmation panel: to
proceed with uninstalling, choose the option to run the program (“Allow”).

|8 An unidentified program wants access to your computer

Don't run the program unless you know where it's from or you've used it
before.

@ setup.exe
Unidentified Publisher

<+ Cancel

Idon't know where this program is from or what it's for.

2 Allow % |
Ttrust this program. I know where it's from or I've used it before,

(?} Details

User Account Control helps stop unautherized changes to your computer.
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Uninstalling

Alternatively, you can uninstall the MiniMAC software from the Windows Control Panel.

Mﬁol Panel » Programs » Programs and Features

File Edit View Tools Help

Control Panel Home .
Uninstall or change a program

View installed updates Te uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
@' Turn Windows features on or

it Organize * | Uninstall

Install 2 program from the - -
network Name Uninstall this program. i Publisher Installed On  Size Version

5 Microsoft SQL Server VSS Writer Microsoft Corporation 19/12/2012 184 ME  10.52.4000.0
[ Microsoft Visual C++ 2005 Redistributable Microsoft Corporation 1171272012 298 KB 8.0.61001

(" Microsoft Visual C++ 2005 Redistributable Microsoft Corporation 24/03/2013 261 MB 8059193

[ Microsoft Visual C++ 2008 Redistributable - KB24671...  Microsoft Corporation 1171272012 598 KB 9.0.30729.5570
[ Microsoft Visual C++ 2008 Redistributable - 86 9.0.3... Microsoft Corporation 11/12/2012 596 KB 9.0.30729

[ Microsoft Visual C++ 2008 Redistributable - x86 9.0.3... Microsoft Corporation 1171272012 224 KB 9.0.30729.4148
55 Microsoft Visual C++ 2008 Redistributable - x86 9.0.3 Microsoft Corporation 1171272012 600 KB 9.0.30729.6161
[B=] Microsoft Visual C++ 2010 %86 Redistributable - 10.0.... Microsoft Corporation 25/03/2013 453 MB 10030319
@M\cmsoﬂ Visual }# 2.0 Redistributable Package Microsoft Corporation 1471272012
|IMH’HMAC4 ABB 05/03/2013 158 MB  1.04.0000

[ MSKML 4.0 SP2 (KB954430) Microsoft Corporation 1171272012 127 MB  4.20.9870.0

[ MSXML 4.0 SP3 Parser Microsoft Corporation 24/03/2013 147MB  4.30.2100.0

all program featy d by the

[stallSHld — < Back n Nests ﬂr
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or incompleteness in this document.

We reserve all rights to this
document and the topics and
illustrations contained therein.
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