APPLICATION NOTE: AN-0315

AC500 V3 - USER MANAGEMENT
CONFIGURATION AND HANDLING
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1.1

1.2

AC500 V3 - USER MANAGEMENT

Introduction

Scope of the document

AC500 V3 PLCs support User Management for the Automation Builder project and for the
PLC. The PLC user management can be used for different protocols like online login, OPC UA

or visualization.

Compatibility

The application note explained in this document has been used with the engineering system
versions below. They should also work with other versions, nevertheless some small adapta-

tions may be necessary, for future versions.
e AC500V3PLC

e Automation Builder 2.9.0 or newer
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User Management

User Management gives the opportunity to have different rights for different user groups,
e.g. a user group operator can see all values in an HMI system and give some command to the
process behind. Another user group maintenance has the same rights but in addition the
group has the right to change parameters which have influence on the function of the pro-
cess or machine.

AC500V3PLC

Automation Builder Device

User
Management
Groups & Users
with different access rights

Set up, manage
Upload/ download

/ Project \

Mapyvisuto
device groups

Project
User

Management

Groups & Users
with different
access rights

Download

Project

= =

Working with AC500 V3 and Automation Builder enables the possibility to work with users
and groups.

Automation Builder
«  Working with User Groups and Users within one project
-  Different access rights for different user groups

AC500 PLC
e General User management inside the PLC used for
o Online Access
o OPCUA Server
o Web Visualization
e Different access rights for different user groups
e FTP Server - Access to different directories of the file system in the PLC
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AC500 V3 - USER MANAGEMENT

3 User Management in Automation Builder

User Management in Automation Builder is valid for the actual project. Detailed information
can be found in the online help.

3.1 Adding User Groups and Users

1. Open Project - Project Settings... in the menu bar.

2. Go to the tab Users and Groups, a new user or group can be inserted.

Project Settings X

W Communication Settings
Iﬁl Compile options

Users  Groups Settings

) Compiler warnings
B9 Fieldbus Scan

.ﬂ Library development
B Monitoring

% Online

% Page Setup

ﬁ Security

%] sFc

[’E Source Download

[ 1| Users and Groups

| Visualization
@] visualization Profile

Name Full Name  Description

+ 8@ Owner

Export/Import Add... Edit Remove

3.2 Editing Permissions

Go to the menu Project and choose User Management and Permissions

Permissions @
Actions: Permissions:
+-[ 4 ABB Safety Grant Deny Clear
&
4 Commands Everyone

+ [ Object types
+- [ Project objects
+ [ Users, groups and permissions

Key to the symbols: For this group,
permission for the selected actions is...

b ...explicitely granted

== explicitely denied
..not specified, but granted by default
wnot specified, but denied by default

Please note:  Members of the group 'Owner’ are granted all permissions.

Note: Permissions can be granted to the User Groups. Be careful with changing
permissions!
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4.1

4.1.1

Device user management in AC500 V3 PLC

User management inside the PLC is used for
e PLClogin
e HMI Tag exchange
e OPCUA
e Visualization/Web Visualization

Detailed information to the device user management can be found in the online help.

Configure Device user management

Activate user management

1. Configure the gateway.

7l PLC_ACS00_VE x

Communication Settings Scan Network | Gateway Device

PLC Settings

Version information

Statistics . o o °
Files
Gateway-1 152.168.2.10:11740 (active)
Log
PLC Shell

Users and Groups
Access Rights

Symbol Rights
2. Double click to PLC name in Devices tree and choose User and Groups.

3. Push the refresh Button.

Devices > I X PLC_ACS00_V3 X
=3 UserManagement - -
=T PLC_ACS00_V3 (PMS630-2ETH - TBS620-26TH | | Communication Settings = e
=B pLC Lagic Offline mode is not supported by the device, switch to

. PLC Settings
=} Application £ Users

) Diagnosis Version informatien
m Library Manager
PLC_PRG (PRG) Statistics
= @ Task Configuration
=38 Task Files
& PLC_PRG
10_Bus Log

+ Interfaces

+-M3 Extension_Bus PLC Shell

Users and Groups

MAccess Rights

4. Insert a username and a password for the administrator account.
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AC500 V3 - USER MANAGEMENT

CAUTION!

If the password is lost, there is no possibility of removing the user manage-
ment or downloading a project. Only possibility is a reset origin of the
whole plc via memory card.

5. Once created input Username and Password again to log in with the new account.

6. After doing this a default user management system is created and can be changed.

4.1.2 Create User Groups and User

& [ |pevis ser: na

Allchanges the device. This mode does not support undoing actions
Users

# 8 Ina & add
© Import
4 ed..

© Dekete

Groups

* 83 Administrator © Add..
83 peve

© Import...

83 watch 4 Edt..

& Dekete

1. Push “Add” in Groups area. And add a new user group e.g. ACP3.
Add Group >
Name |ACP3
Group Members
[] User Ina
Cancel
2. Push “Add..” in Users Area, to fill in Username and passwort together with desired group.
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Add User *

Mame Siman

Default group ACP3 et
Password |uu @|
Confirm password |uu| |

Password can be changed by user
[] Password must be changed at first login

Cancel

3. Repeat to add others users in the same group based on the requirement of project.

@ ﬁ n Device user: Ina

Synchronized mode: All changes are immediately downloaded to the device. This mode does not support undaing actions.

sers

=8 pomi
81 is member of group 'ACP3
=8 Ina
81 is member of group "Administrator’
-8 simon
81 is member of group 'ACP3
=8 Tmo
81 is member of group 'ACP3

Groups

-8 ace3

8  has user member 'Domi’

8  has user member ‘Simon’
8  has user member Timo'
=81 Administrator
8  has user member 'Ina'
81 Developer

ﬂ Service
81 watch

Below Users names and Passwords are used in this as example.
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AC500 V3 - USER MANAGEMENT

Groups: ACP3 Administrator
U = U 2 User name:
Username: ser name: Iser name: Ina
Users: Simon Domi Timo
PaSswornd: Password: Password: :;;sword:
1234 12345 123456
CAUTION!

Passwords should have a decent strength and must not be stored as plain
text somewhere. Check chapter 4.1.4 for password policies.

@

Note: Users, groups and access rights are saved in PLC.

Actual PLC user can be seen in the headline of the dialog.

4. To change user please use menu Online, go to Security and choose Logoff current device

3

b

| Online ii&bug
Login [PLC_ACS500_V3] Alt+F8

user.

Tools Window Help

Logout [PLC_AC500_V3] Ctrl+F8
Create Boot Application [PLC_AC500_V3]

Download

Online Change

Source Download to Connected Device

Download Manager...

Reset Warm [PLC_AC500 V3]

Reset Cold [PLC_

Virtual Mode

Simulation [PLC_ACS500_V3]

”

PLC Logic] ~ [¥

ers

Lﬁ |5  Device user: Administrator

chronized mode: All changes are immediately down

€  Administrator
8 Anonymous_OPCUAServer
-8 User_t

Security

Logoff Current Device User

Operating Mode

Add Device User...

| Users and Groups

Change Password Device User...

peelz

Remove Device User...

With the next login, the user management prompt asks for username and password

again.

To change the rights of a user group, change to the tab Access rights and give or reject
access to specified elements. This is shown for the OPC UA Server access in the chapter

4.22.
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413 Runtime Security policy

In the communication settings select Device > Change Runtime Security Policy...

PLC_ACS00_V3 X

Communication Settings Scan Metwork | Gateway - || Device ~
Options 3
PLC Settings

Version information

Statistics

Files

Log

PLC Shell

Rename Active Device...
Wink Active Device

Send Echo Service...

.
Encrypted Communication .
Change Runtime Security Policy. ..
|192. 168.0,10: 11740 (active) v|
Change Runtime Password Policy. ..
. . Device Name:
Security Settings... PM5630-2ETH
Port: Device Address:
1217 00FD. 2000.2DDC. COAS. 000A

By default, the Runtime Security setting is using

e Communication: No encryption

e Code Signing: All

e Device User Management: Optional user management with allowed anonymous login

Change Runtime Security Policy

Communication
Current policy

Mew palicy

Code Signing

Current policy

Mew policy

Device User Management

Current policy

New policy

x

Mo encaryption
No encryption ~

The device does not suppart encrypted communication.

Al
Al e

All types of application code accepted.

Optional user management
Optional user management ~

The user management is optional on the device.
Ttis up to the user to activate the user management or leave the device unprotected.

Allow anonymous login
1f anonymous login is activated, certain registered components (e.g. OPC UA) can

establish a connection without providing credentials even if user management is
enabled.

Cancel

The policies can be changed e.g. to Enforced user management. Regarding encryption and
code signing please check the AC500 V3 application notes Encryption and Certificates and
Encrypt and sign your application.

10
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AC500 V3 - USER MANAGEMENT

4.1.4 Runtime Password policy

Note: Runtime password policy is only available as of Automation Builder ver-
sion 2.8.0 and newer / CPU Firmware Version 3.8.0 and newer

In the communication settings select Device > Change Runtime Password Policy...

PLC_AC500_V3 X

Communication Settings Scan Metwork | Gateway ~ | Device -
Options 3
PLC Settings
Rename Active Device...
Version information Wink Active Device
Send Echo Service...
Statistis )
Encrypted Communication .
Files Change Runtime Security Policy. ..
- |192. 1680, 10: 11740 (active) v|
Change Runtime Password Policy. .. V\N}
Log ) ) Device Name:
Security Settings... PMS5630-2ETH
PLC Shell
© Port: Device Address:
1217 00FD, 2000, 2DDC. COAS.000A

e

Here the user has three possible settings which can be changed
1. Password policy with password settings

Minimum length of the password, unique characters and other settings like requires
digit can be configured.

2. Password expiration

A Time in days can be defined when a password expires and must be changed. This
can be configured either for the admins or for the non admins or for all users.

3. Loginlock

Alogin lock is by default activated for the admin group. After 5 unsuccessful login
tries the user is locked out for 1 hour. Also, here the groups, retries and duration are
configurable.

Change Runtime Password Policy n

i
Password policy is active
| Password settings

5]

Minimum length

| [

Mumber of unique characters 4
Requires lowercase letter
Requires uppercase letter
Requires digit
Requires special character
Must not contain usemame
Password expiration is active
Password expiration settings
Scope ADMINS ~
Timeout [days] 100 =
Login lock is active
Login lock settings
Scope: ADMINS n
Maximal Retries b B
Lock duration [s] 3600 5
Cancel
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12

When trying to add a new user “Test” with a password “12345” this is not working.

Add User

Name

Default group

Password

Confirm password

Passwaord strength

Password policy

X
|Test
Administrator ~
|....o (9|
| L1111 |
Weak [] Keep password

Password can be changed by user
[] Password must be changed at first login

& The password must have a length of at least 8 characters.
The password must contain lowercase letters,
The password must contain uppercase letters,
The password must contain special characters.

Cancel

The password created must match the password policy.

CAUTION!

In case the device user management with users were already added before
the runtime password policy was enabled or the password policy had bee
tightened, the existing users will still be able to login with the old too weak
passwords.

Therefore, it is highly recommended to either delete and create a new us-
ers.
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4.1.5

AC500 V3 - USER MANAGEMENT

Firmware update with activated user management

The PLC user management will remain also after a firmware update or downgrade.

Due to a structural change in the PLC user management in FW 3.5 there are some limitations
when updating the PLC firmware from a version 3.4 or lower to 3.5 or higher with activated
user management.

A

A

CAUTION!

When updating the PLC firmware from version 3.4 or lower to version 3.5
this must be done via Automation Builder. An update via memory card with
activated user management will result in losing all access rights to the PLC!

CAUTION!

When updating the PLC firmware from version 3.4 or lower to version 3.6 or
higher this must be done in two steps. First an update to 3.5 must be done
via Automation Builder (see above). Afterwards the FW can be updated to
any later firmware version - either via Automation Builder or via memory
card.

3ADRO010315, 6, en_US
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4.2 Working with OPC UA

The OPC UA server supports user management. The permissions on the server are set from
the Access Rights tab in the PLC.

4.2.1 Create Project with VARs

GVL_OPCUAZ [ x |
- S/ {attribute 'qualified only'} - J/{attribute 'qualified only'}
B 2 VAR GLOBAL N 8 2 N

[
)

Testcounter 1:WORD;
Testcounter 2:WORD;
Testcounter 3:WORD;
Testcounter 4 :WORD;
Testcounter 5:WORD; 7
Testcounter &:REAL; 3
Testcounter T7:REAL;
10 Testcounter_3:REAL; 10

Testcounter 11:BYTE;
Testcounter 12:BYTE;
Testcounter 13:BYTE;
Testcounter 14:BYTE;
Testcounter 15:BYTE;
Testcounter 16:DWORD;
Testcounter 17:DWORD;
Testcounter 13:DWORD;

4.2.2

14

11 Testcounter 9:REAL; 11

1z Testcounter 10:REAL;
13 END VAR

nn R

Testcounter 19:DWORD;
Testcounter 20:DWORD;
END VAR

nn R

1. Add Communication Manager with protocol ‘OPC UA Server’ to Application.

AW

Add IEC Symbol Publishing objects under the OPC UA Server tree.
Go to each IEC symbol edit, Push ,Refresh” Button.

Drag the Symbol variables to the right windows and enable the option ‘Use access rights

defined in the user management’ if needed. Specify the access rights.

Devices - 3 x IP-Configuration @ PLC_ACS500_V3

=-[F] PLC_AC500_V3 (PM5670-2ETH - TB5620-25TH,
=B pLC Logic

=} Application _
wr APP ) Why does my variable not appear?
=-{% Communication_Manager d

5 OPC_UA Server_1
=13 User_ Management = ||| & Refresh JUse access rights defined in the user management (]

IEC Symbols Editer - Symbol Type Editor - Symbol Set Result

Sync

[ IEC_Symbol Publishingl [~ IEC_Symbol_Publishing2 x

7 | [Fitter by symbol, Path, IEC Type, Symbol Type (Exported Type Name), Comment

Change Rights of User Groups

1. Login as Administrator

= OPC_UA_Server_1 Precompile Sets Symbol  Path EC Type Symbol Type (Ex... Comment
51 tEc_symbol_Publishing® || | =5\ ¢ acson_v3.applcation Testcount.. GV OPCUAZ.Testoou . BYTE BYTE 4 Read\Write v
[ 1EC_Symbol_Publishing2 = GVL_OPCUAL Testcourt... GVL OPCUA2 Testoou... BYTE BYTE "4p Read Write ~
* _l Diagnosis Testcounter_1 Testcount... GVL OPCUAZTestcou... BYTE BYTE "p Read/Write v
@ cv_opcuat Testcounter_2 Testcourt... GVL OPCUA2.Testaou... BYTE BYTE "4 Read/Write ~
i@ cv_orcunz Testcounter_3 Testcount... GVL OPCUAZ.Testoou.. BYTE BYTE "4p ReadWrite ~
(] Library Manager Testcounter_4 Testcount... GVL OPCUA2 Testcou.. DWORD DWORD "p Read)Write v
PLC_PRG (PRG) Testcounter_5 Testcount... GVL OPCUA2.Testoou.. DWORD DWORD "p Read/Write v
= {34 Tack Configuration Testcounter 6 Testcourt... GVL OPCUA2.Testaou... DWORD DWORD " Read/Write ~
= Tk Testcounter_7 Testcount.. GVL OPCUA2.Testou. DWORD DWORD "p Read)Write v
_ & re e Testcounter_§ Testcount... GVL OPCUA2.Testeou... DWORD DWORD "p Read)Write v
10 Bus Testcounter 8
~ e Interfaces Testcounter_10
K com(<Empty>) #-GVL_OPCUA2
K caN (<Emotr>) .
= &k Ethernet Eoal
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AC500 V3 - USER MANAGEMENT

2. Select Access Rights from the Access Rights tab on the CPU. To do this, select the object
Access Rights > RemoteConnections > OPCUAServer

Communication Settings & | Device user: Ina
Synchronized mode: All changes are immediately downloaded to the device.
rlesiinge Objects Rights
Version information =14 Runtime objects " Add/R...  Modify View Execute
= Device | aces | i i +
Statistics CodeMeter Administrator
Logger Anonymous_OPCUAServer

Files = PleLogic Developer

E Application Service
Log _ C-ModuleIntegration__ Watch

__Backup&Restore

PLC Shell Pleshel

Users and Groups
OPCUAServer

Access Rights Settings
= UserManagement
Symbal Rights Access Rights
= Groups
PM5670-2ETH Hardware ACP3

Administrator

[ R, T —

Note: If anonymous access to the OPC UA Server is permitted despite an active
@ user management, then the access rights can also be configured for this access
by granting corresponding permissions for the implicitly available group “Anony-
mous_OPCUAServer”.

3. Select an object and select the rights for the different User Groups. Rights can only be
given to Groups and not to User.

3ADRO010315, 6, en_US 15



4.2.3

16

Connect with OPC UaExpert Client

1. OPC UA Client can now connect with different Users from the group by granting corre-

sponding permissions.

DeBPBO =0 x\2 & 200

Project g X Data Access View
v [3 Project # Server Nodeld  Display Name Value Dat:
v [3 Servers
% User_Test
v [3 Documents . Enter user credentials ? X

[0 Data Access View
Please enter the user credentials for the connection

to the server "User_Test':

Address Space g X -
Username: |S|m0n |

Password: | |

2. If no encryption is enabled this error appears:

B connect Error >

Error '‘BadSecurityModelnsufficient’ was returned during
ActivateSession, press Ignore’ to suppress the error and
continue connecting.

Abort

CAUTION!

When clicking “Ignore” with “none” encrypted communication the

Username and Password are transferred as clear text.

To encrypt the communication please check Encryption and Certificates.

3. Connection gets established and Tags are visible.

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

L ~
Deg BB & X Sy & B [0
Project & X| Data Access View
~ D Project # Server Nodeld  DJisplay Name Value Datatype  urce Timestar rver Timestan Statuscode
v D Servers 1 User_Test NS5|0pagu... Testcounter_1 254 Ulnt16 3:04:01.057 ... 3:04:01.057 ... Good
2y User_Test 2 User_Test NS5|0paqu... Testcounter_... 0 Float 3:03:56.802 ... .. Good
v D Documents 3 User_Test NS5|0pagu... Testcounter 2 O Ulnt16 3:03:56.802 ... .. Good
4 User_Test NS5|0paqu.. Testcounter 3 0 Ulnt1e 56.802 ... . Good
U Data Access View 5 User_Test NS5|0paqu... Testcounter 4 0 Ulint16 56.802 ... ... Good
6 User_Test NS5|0paqu... Testcounter 5 0 Ulnt16 3:03:56.802 ... . Good
T = = % 7 User_Test NS5|0paqu... Testcounter 6 0 Float 3:03:56.802 ... .. Good
[EE2 ST 8 User_Test NS5|0paqu... Testcounter_7 0 Float 3:03:56.802 ... .. Good
3 Mo Highlight ~|[9 User_Test NS5|0pagu... Testcounter_8 0 Float 3:03:56.802 ... . Good
10 User_Test NS5|0pagu... Testcounter 9 0 Float 3:03:56.802 ... .. Good
2 Root A1 User_Test NS6|0paau... Testcounter_... 0 Byte 3:04:08.990 ... ... Good
v [ Objects 12 User_Test NS6|Opaqu... Testcounter_... 0 Byte 3:04:08.990 ... . Good
DeviceSet 13 User_Test NS6|0Opaqu... Testcounter_... 0 Byte 3:04:08.990 ... ... Good
% DeviceSe 14 User_Test NS6|0paqu... Testcounter_... 0 Byte 3:04:08.991 ... . Good
@ DeviceTopology 15 User_Test NS6|0paqu... Testcounter_... 0 Byte 3:04:08.991 ... .. Good
B 1EC_Symbol_Publishing’ 16 User_Test NS6|Opagu... Testcounter_... 0 Ulnt32 3:04:08.991 ... .. Good
e g 17 UserTest  NS6/Opaqu.. Testcounter. 0 Ulnt32 310408991 .. . Good
v [0 IEC_Symbol_Publishing2 ] 18 User_Test NS6l0paqu... Testcounter_... 0 Ulint32 3:04:08.991 ... . Good
#@ Testcounter_11 19 User_Test NS6|Opagu... Testcounter_... O Ulnt32 3:04:08.991 ... ... Good
@ Testcounter 12 ’ 20 User_Test NS6|0Opaqu... Testcounter_... 0 Ulnt32 3:04:08.991 ... . Good
@ Testcounter_13
@ Testcounter_14
@ Testcounter_15
@ Testcounter_16
@ Testcounter_17
@ Testcounter_18
@ Testcounter_19
@ Testcounter 20
&% NetworkSet
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4.3 User Management Visualization/Web Visualization

1. Double click Visualization Manager.

2. Open the tab User Management.

Devices > 3 x "2 Symbol Configuration PLC_AC500_V3 Visualization Manager X
=3 UserManagement ¥ || &) settings @] Dialog Settings [ Default Hotkeys @] \nsualimug Font Settings 8] Advanced Settings
= [ PLC_AC500_V3 (PMS630-2ETH - TB5620-26T|

=-&0 PLC Logic Create Empty Runtime Based
= ) Application L5

+-IJ) Diagnosis
i) Library Manager
[2] PLC_PRG (PRG)

®8 Symbol Configuration

Create Rur

3. Click “Create Runtime Based User Management with Default”.

48] settings ] Dialog Settings () DefaultHotkeys @) Visualizations S User Management ) FontSettings @] Advanced Settings
Groups  Settings

Group Name Automatic Logout Logout Time Description Id Mapping to runtime group
81 Administrator 1 minute(s) 1
83 Service O 1 minute(s 2
querator D 1 minute(s 3
81 none
O 1 minute(s

4. Go to Settings and choose “Allow decision on every download”.

@] Setings @ Dialog Settings () Default Hotkeys 8] Visualizations 8 User Management
Settings for Download of User Management
(O) Download on every login
(O Never download on login
I (® Allow decision on every download I

Access Rights for Elements

[] use group hierarchy

Logout Behaviour

[[] change to start visualization when logout, not relevant for Webvisu

5. Go to Groups and choose “Upload device groups names”. To do this a PLC must be con-
nected.

Growps  Settings

Group Name Automatic Logout  Logout Time Description i Mapping to runtime group
83 Administrator =] 1 minute(s) 1
B senice O
88 operator a
B None
O

Update Visusizations | Hotkeys List Usage of Groups Conwert to Legacy Download to Device:

St S| [Si o

3ADRO010315, 6, en_US 17
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6. Match the users under “Mapping to runtime group” to the Group Name

Groups  Settings
Group Name Automatic Logout Logout Time Description Id Mapping to runtime group
Q1 Administrator ] 1 minute(s) 1 Administrator
83 service O 1 minute(s) 2 Service
83 Operator O 1 minute(s) 3 B orcua_1
8 Nore
O 1 minute(s)
7. Choose “Download to Device”.
Groups  Settings
Group Name Automatic Logout Logout Time Description Id Mapping to runtime group
83 Administrator = 1 minute(s) 1 [ Administrator
83 service O 1 minute(s) 2 (& service
83 operator ] 1 minute(s) 3 (B opcua_1
83 none
O 1 minute(s)
Update [ Hotkeys List Usage of Groups ‘ ‘ Convert to Legacy Download to Device
Upload device groups names

Export Groups for Global Visualizations Delete Complete User Management ‘ [

8. Open or Create a Visualization page and add a Login Button the start page.

@) Visualization X

Configuration

3ADRO010315, 6, en_US



9. Configure “Inputconfiguration”.

¥ Fiter ~ | S Sortby * 2| sort order -

[¥] Advanced
Property Value
I+ Dynamic texts
'+ Fontvariables
'+ Colorvariables
i+ Statevariables
i+ Button state variable
'+ Bitmap ID variable
Animation duration 0
Bring to foreground
= Input configuration
OnDialogClosed  Configure...
OnMouseClick Configure...
OnMouseDown  Configure...
OnMouseEnter Configure. ..
OnMouseleave  Configure...
OnMouseMove  Configure...
|OnMouselp  |Configure... |

= Toggle

10. Select “User Management” and choose the Action for example Login and then click OK.

OnValueChanged Configure...

AC500 V3 - USER MANAGEMENT

Input Configuration

OnMouseUp
User Management

LZ_user Management |
# Close Dialog

# Open Dialog

$ Change Language

# Change Shown Visualization

# Execute Command

#  Switch Frame Visualization

*p Write Variable

# | User Management |

# Execute ST-Code

*p Toggle Variable
# File Transfer

3ADRO010315, 6, en_US
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O Logout

O change user password
O Open user configuration

X

] conel
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11. Now each Element in the Visualization can be assigned to a dedicated User Group.

Access Rights x Bring to foreground
= Input configuration

User groups operzble  onlyvisible  invisible OnDialogClosed  Cenfigure...
&3 Administrator OnMouseCick  Configure. ..
&3 Service = OnMouseDown  Configure...
83 Operator OnMouseEnter  Configure...
€3 None OnMouseleave  Configure...
OnMouseMove Configure...
= OnMouseUp Configure...
User Mana... # Logn
OnValueChanged  Configure...

- Toggle

(S]]
oooo
oooo

Group hierarchy is activated Variable
s ST r—
= Tap

Variable
Tap FALSE O
Tap on ent... ]

+_Hotke)
l Access rights Not set. Full rights. l

12. Only groups, which have checked “operable” can execute the action.
Groups with “only visible” can just see the button but not click it.
Groups with “invisible” cannot see the element at all.

Note: To see the web-visualization it is mandatory to be logged in as
authorized user. It’s not possible to have an anonymous user whe is able to
see the visualization. In case an anonymous login is required the legacy
visualization user management has to be used.
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AC500 V3 - USER MANAGEMENT

4.4 Delete Device user management

Note: To delete the device user management the administrator credentials are
required. In case these are lost a reset is only possible via memory card. Please
contact your local support contact and provide the used PLC type as well as the
used firmware version.

In case the device user management should be deleted from the PLC a reset original device
must be performed.

1. Connect to the device and login with administrator account credentials.

Gateway

2. Right click the PLC node and select Reset Origin Device.

PLC_ACS0N_ Y3 (PM5ASN-2FTH - TREA21-2FTH)

=& ey Communication Settings...
=} 2 Source Download...
E #  Cut
i Q Copy
Paste
X Delete
0B Rename
3 Inter
£ a Refactoring 3
L Edit 10 mapping
Compare Objects
Export J
Runtime Licensing J

Reset Origin Device [PLC_AC500_V3] DQ

Simulation [PLC_ACS00_V3]

Check configuration

3. Make sure the User Management checkbox is selected and confirm with Yes.

Automation Builder 2.6 - Premium *

. Do you really want to reset the device to its original state?
Resetting the device will delete all of the selected items below.

Deleting just a subset of items may render other items inoperable. Depending on the
configuration of the device, additional items may also get deleted.

Delete Iterm

User Management
PLC Logic
O Certificates

4. The PLC will reboot automatically. Afterwards the device settings (e.g. IP address) are
reset and the user management is removed. Also, the boot application or certificates
can be removed.
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User Management for FTP Server

Adding an FTP Server to one of the Ethernet Interfaces gives an FTP Client the opportunity to
have access to different directories of the AC500 V3 with different passwords.

Devices - o X 5| FTP_Server X
= UserManagement h
= 3 PLC_ACS500_V3 (PM5630-2ETH - TB5620-2ET|
+ |z i
J_[I PLC Logic 1P Server
i) I0_Bus
= Interfaces
L CoM (<Empty>)
Port
K CAN (<Empty>) o j
= ﬂ Ethernet Sessions 1‘ (Max. allowed: 2)
=@ ETH1 (P Settings) Passwords
— L_ﬂ NetCor'rﬁg {NetConﬁg) system -00000000'0
=@ ETH2 (IP Settings) :
tl] NetConfig_1 (NetConfig) sdcard sesssssene
3 |FI'P_Sen.-er (FTP Server) userdisk sssssansee
‘:I Protocols (Client Protocols)
= ﬂ;l Extension_Bus Security mode FTP only .
K Slot_1 (<Empty>)
K Slot_2 (<Empty>)

These passwords for FTP Server access are part of the project itself and not of the PLC. When
downloading a different project, the FTP access will be gone/ changed pending on the run-
ning program.

CAUTION!

A “system” FTP user has read and write access to all system files and can
also manipulate system files like the boot application even without device
user management rights.
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