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Outage Analysis: Italy  
Dr. Hermann Mueller, Project Manager, ENEL SCTI Project 
 
Statistically speaking, major power outages are a rare occurrence in developed, industrial 
countries but 2003 saw four such incidents on some of the world’s most reliable networks.  
Outages in North America and Europe made headlines, and are now driving policy debates as 
regulators and industry players try to prevent their recurrence. 
 
While the smaller Nordic and London outages can be attributed to specific technical 
malfunctions, the Italian and American events were both characterized by a confluence of errors 
both mechanical and human. The U.S./Canadian outage of August 14 has, understandably, 
garnered the lion’s share of media coverage in North America, but the Italian blackout six weeks 
later in fact affected more people—57 million—albeit at a less critical time (3:00am on a Sunday 
vs. 5:00pm on a Thursday). 
 
Like the American outage, the Italian event began with a fault on a transmission line, in this 
case a 380 kV line that was loaded close to its operating limit.  At the time of the outage, Italy 
was importing a total of 6651 MW on a stressed transmission system that was already 
experiencing low voltage levels in the northern part of the country. An automatic device failed to 
reestablish the flow of power, and 20 minutes after the first fault, a second line went down.  This 
in turn caused the cascade that blacked out the country’s entire electric system, except the 
island of Sardinia.  Continued on page 2 
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From the Editor 
The major electrical outages that swept across 
North America and Europe last year continue their 
ripple effect through the industry.  Regulators, 
policymakers and utility personnel in the affected 
countries are now working to implement new 
reliability measures, but the impact of the 
disturbances will not soon be forgotten.  In this 
issue of Network Manager News, we examine the 
Italian blackout in particular, take a look at what 
some of our customers are doing to boost 
reliability, and finish up with a report from the 
Network Manager Users Group Meeting held in 
Houston.   
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Continued from p.1 
Background on Italy’s Power System 
The Italian transmission system is operated by Terna and is comprised of three control centers 
(near Venice, Turin and Bari), 22 communication nodes, three backup communication nodes 
and a maintenance and testing system.  All systems are based on ABB technology.  In addition, 
three of Italy’s generation companies use the Network Manager precursor SPIDER to operate 
four communication nodes and three control centers.  The Italian ISO, GRTN, is in the process 
of implementing an ABB system, but at the time of the blackout was still running on a legacy 
system.  In all, 35 SPIDER systems make up the foundation of the Italian grid and it was these 
systems—in conjunction with around 250 ABB RTUs—that formed the IT backbone during the 
recovery. 
 
The Italian system also represents the largest implementation of the ICCP protocol in the world.  
All of the SPIDER systems are linked together via a frame relay network utilizing ICCP.  During 
the blackout, the independent power supply for the communication network reached its limits, 
and the available bandwidth was reduced, severely impacting data communications.  Terna 
used backup installations to link operator consoles directly to the SPIDER communication 
nodes. 
 
The SPIDER systems performed admirably, and ABB also provided direct support during the 
crisis through checking and observation of the system, and consulting with local operators. 
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Reasons 
The Italian blackout has been analyzed by several groups. The Investigation Committee from 
UCTE (Union for the Coordination of Electricity Transmission) identified some weaknesses that 
are now being analyzed in working groups. However, UCTE has cited human factors in its initial 
analysis as well.  Like the American blackout, the combination of technical failures and 
procedural breakdown made for conditions that precipitated the outage. 
 
UCTE has since recommended improvements in network control: 
 

• Take the dynamic aspects (voltage and phase angle stability) into account in the security 
analysis 

• Take neighboring networks into account in the security assessment process 
• Intensify the use of real-time data exchange between TSOs. 

  
Today’s market development, with its high level of cross-border exchanges, requires ongoing 
improvements in system functionality. ABB will continue to be the leading supplier of network 
control systems as these improvements are implemented. 
 

Hanoi Power Company Improves Distribution 
In an effort to improve the quality of service in normal operations as well as during disturbances, 
Hanoi Power Company recently ordered a new DMS from ABB that will be used in a new 
distribution center slated for operation in 2005. 
 
Hanoi Power Company supplies electricity to 325,000 customers on a 110 V to 400 V 
distribution network.  The new installation will provide real-time monitoring and control of the 
network.  By making the right information available to the right individual at the right time, the 
company hopes the new system will enhance the decision making process, reduce the number 
of interruptions, and make restoration faster when interruptions do occur. 
 
The software integrates network operations with maintenance crew work scheduling, and also 
provide operational information to the existing call center.  The contract calls for computer 
systems, data acquisition servers, and terminals in substations and feeder units.  It also 
includes a technology transfer program that consists of initial training at ABB facilities in 
Sweden, and on-the-job training for substation installation and operator training in Hanoi. The 
data engineering of the distribution network model will be done by Hanoi Power Company. 
 
 
New Distribution Management 
System to Boost Reliability in 
Growing Chinese Cities 
China’s Zhejiang Provincial Power Company has 
tapped ABB to install new distribution centers in the 
southeastern cities of Hangzhou and Ningbo.  Each 
is home to around one million people, and with the 
population expanding at a rate of 20% per year, both 
cities are experiencing tremendous growth.  

A lake view in Hangzhou 
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Currently, peak loads for both locations are around 
2000 MW, but that figure too is likely to increase 
dramatically. 
 
In addition to facilitating capacity upgrades, the new 
control centers will help the companies to more 
accurately match energy supply and demand, 
enabling Hangzhou and Ningbo to improve the 
reliability of their current distribution networks. 
 
ABB will install distribution management systems in 
the new centers with solutions that integrate network 
operations and outage management, including 
management of working crews. The contract also 
calls for the installation of computer systems and 
data acquisition terminals in substations and feeder 
units, and includes network analysis and planning 
functions that use real-time data to optimize the 
utilization of assets. The systems will provide web 
interfaces as well as operator interfaces with all 
displays and computer dialogue in Chinese. They will 
further integrate with many existing systems, among 
them a GIS delivered by SmallWorld.  The Hangzhou 
and Ningbo are scheduled for implementation later 
this year. 
 
 
‘Evergreen’ Maintenance Contract to Keep Landmark CFE 
System on Cutting Edge 
In the late 1990’s, Comisión Federal de Electricidad (CFE), Mexico’s state power agency, went 
shopping for a replacement for its aging SCADA/EMS system.  Motivated additionally by the 
legacy system’s known year 2000 issues, CFE worked with ABB to implement what would 
become the largest integrated multi-tiered network control system.  The result was SITRACEN, 
a Spanish acronym for Real-Time Information and Control System. 
 
The system was vast, covering nearly 2 million square kilometers and 70,000 km of 
transmission lines, and was based on the Network Manager forerunner, RANGER.  It was also 
one of the largest implementations of the ICCP protocol, which connects all of the system’s 
components.  The hierarchy works by establishing groups of data at each level—one for local 
use and others to share with subordinate or superior levels.  So, the Level 1 National Control 
Center has access to shared data from each of its Area Control Centers in Level 2, which in turn 
have access to certain data in the sub-areas of Level 3.  There are two National Control Centers 
(one is a backup and training facility), eight Area Control Centers and many more sub-Areas. 
 
The SITRACEN system originally went online in September of 1999 and performed well in the 
years that followed.  Now, as CFE looks to the future, the agency has recently signed a so-
called evergreen maintenance agreement in which ABB will continually upgrade the SITRACEN 
components as new advancements become available.  One of the features that originally 

Hangzhou/Ningbo DMS 
Characteristics 

 
Two Client/Server configurations 

• Servers – 9 each 
• Redundancy 

 
User Interfaces 

• Operator workstations - 49 at 
Hangzhou, 41 at Ningbo 

• Web access stations – 25 each 
• Electronic wall diagrams 

 
Communication System 

• PCU400 Servers – 23 each 
• Communication lines – 128 each

 
RTU Communication 

• IEC870-5-101, IEC870-5-104 
• RP570 
• DNP3.0 
• SINAUT 8FW 
• CDT (Chinese protocol) 
• Modbus 
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attracted CFE to the RANGER/Network Manager platform was its modular, open design.  
Adding new functionality or scaling up hardware capacity is made easy by the system’s ability to 
keep running while components are added or replaced.  The maintenance agreement was 
implemented at the end of 2003 and will continue over four years. 
 
 
Houston Hosts Fall 2003 
Users’ Group Meeting 
The city of Houston played host to the Fall 
2003 Users’ Group Meeting.  Network 
Manager users from around the world came 
together to participate in a diverse range of 
caucus sessions, and there was a separate 
track for Integrators.  In his opening remarks, 
ABB Vice President of Operations John 
O’Shea discussed the Sugar Land office’s 
recent ISO9000-2000 certification, provided 
an update on current projects, and talked 
about his plans to structure the organization to 
meet the needs of warranty, upgrades and 
other support services.  Site reports from 
California ISO and Austin Energy rounded out 
the first day. 
 
Day 2 saw HP’s Steve Stebulis deliver a presentation on his company’s support for Tru-64 Unix 
and HP-UX, and John McDaniel followed this up with a discussion of ABB’s migration plans to 
HP-UX.  The 2004 release of Network Manager will run on both Tru-64 Unix and HP-UX.   
 
John also presented the Network Manager 2003 release, focusing on the Display Editor, 
Windows consoles, user interface highlights, and baseline enhancements.  The current release 
is also undergoing a security assessment at Idaho Labs’ National SCADA Testbed.  Gary 
Siefert explained the organization’s structure, focus and future plans. 
 
Operators traveled to ABB’s Sugar Land offices for training and a hands-on session with the 
new HMI, courtesy of Susan Miller, while Application Sessions offered presentations from 
Jamaica Public Service, NYSEG, and EPRI.   
 
On the final day of the meeting, board members were elected for the 2004-05 term, and 
operators heard about security issues from SRP’s Todd Johnson and NYSEG’s Mike Craven.  
The group also expressed a strong interest in future sessions devoted to security issues as they 
relate specifically to operators. 
 
Finally, attendees had a chance to discuss the agenda for the Spring 2004 meeting, which will 
be held in Phoenix, Arizona, May 16-19.  SRP will host the event, with sessions to include an 
update on the CIM DE toolkit, more HMI workshops, and more on security issues. 
 
 
 

A trip to Texas is never complete without a ride on a 
mechanical bull. 
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Events Calendar 
 
Date Event Location 
Mar 10-11 Russia Power Moscow, Russia 
Apr 19-24 Interkama Dusseldorf, Germany 
Apr 27-28 Distribution Europe 2004 Amsterdam, Netherlands 
May 25-27 Eliaden 2004 Lillestrom, Norway  
May 25-27 POWER-GEN Europe Barcelona, Spain 
Sept Network Manager User Group Meeting Norway 
 (date and location to be announced) 
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Coming in the Next Issue… 
Our next issue of Network Manager News will be 
published in April.  To submit articles, contact the 
editor at: bob.fesmire@us.abb.com. 


