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Executive summary

A hardware issue regarding a Flash PROM on the P14 modules 8lEU50R1210, 83SR50R1210
and 83SR51R1210 exists on modules with production date after October 2018.

This product bulletin describes which actions are necessary to identify affected modules and

projects.

It further describes which possibilities are available to overcome or solve the problem.
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1 Products concerned

The following P14 products are affected:
e 81EU50R1210
e 83SR50R1210
e 83SR51R1210

1.1 Effective date

Devices with production date after October 2018 may be affected.

1.2 Reference documents

N/A

2 Product issue number

TFSID Title Description

208750 Defekte 83SR50 Karten Wahrend der leittechnischen Erneuerung eines
Anlagenteiles sind neue 83SR50 Geréate geliefert
worden. Die Gerate wurden geladen, aber nachher
kdénnte man mit der PDAS nicht mehr auf die Karte
zugreifen. Beim Aufrufen des Gerates mittels PDAG
(STR,GER) erscheint die Meldung: "Disable. Kennung
nicht gefunden.”

(Defective 83SR50 modules)

Die Karten wurden gezogen, und gesteckt.
Allen Karten zeigen wieder Stérung an (ST und SG).

Die Karten sind wieder leer, beim Laden zeigt NOP
an.

(During the technical renewal of a plant part, new
83SR50 devices were delivered. The devices were
loaded, but afterwards you could not access the
module with the PDDS. When the device is called up
using PDDS (STR, ENG), the following message ap-
pears: "Disable, list code not found."

The modules were pulled and plugged.
All modules show an error again (ST and SG).

The modules are empty again, loading shows NOP.)
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Description

Due to the obsolescence of a Flash PROM (Manufacturer: AMD) on the three modules
81EU50R1210, 83SR50R1210 and 83SR51R1210 the replacement component (Manufacturer:
Macronix) was implemented in October 2018.

In one project which was delivered with modules using the new Flash it was discovered that
there are problems with writing/reading application programs with PDDS.

Modules are loaded via the PDDS with application programs. These are first written to the
RAM. Subsequently, the processing program of the modules copy the application programs
from the RAM into the Flash. For the PDDS, however, the process is complete after success-
fully writing to the RAM and therefore PDDS is not reporting any error.

Copying from RAM to Flash does not or only partly take place. If you try to read back the ap-
plication program with PDDS it is queried from the Flash. Since there are no data or incorrect
data, the error message appears "Disable, list code not found".

When pulling and plugging a module, the application program stored in RAM is deleted be-
cause the memory is volatile.

The following steps are necessary to identify if modules are affected:

1. Identify the production date of the modules. This can be done by checking the label on the
package or the connector. Or it can be done using GAF/OVE functionality of PDDS.

The label is e.g. printed with the following information:
Ident number Module Designation = HW-Index Date code + Serial number
GJR2403800R1210 81EU50R1210 HW-Index: B K1118 0050

The date code is structured as following: YMMY. (Y=Year, M=Month)
For example, for K1118 0050 production date would be 11718 (November 2018).

WM ABB  Made in Lithuania
~ GJR2403800R1210  81EU50R1210 HW-Index: B K1118/005¢
S gt Ao - - VAPROG: P0003

BAPROG: P0002
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2. Ensure that the modules are affected by checking the equipped type of Flash.
81EU50R1210

Component is located on the top left of the module as shown in the following picture.
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83SR50R1210

Component is located on the top left of the module as shown in the following picture.
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83SR51R1210

Component is located on the top left of the module as shown in the following picture.
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Label of faultless Flash (Manufacturer AMD):

AM29F010B
-70ED
XXXXXXXX X
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Label of faulty Flash (Manufacturer: Macronix):
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4 Corrective action or resolution

If modules are identified which are equipped with the Macronix Flash.

CAUTION: No changes should be made to the application. The module is running the

A application program stored in the RAM if no further actions are done via PDDS, KISS
or EDS.

Also, the module should not be pulled and plugged. After power off the application
program in the RAM is lost.

Either spare modules can be delivered to the project or the modules can be send di-
rectly back to Feeder Factory via normal repair process.
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) Document management
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Visit us

www.abb.com/powergeneration
www.abb.com/water
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TRADEMARKS

Symphony and Symphony Plus are registered or pending
trademarks of ABB S.p.A.

Ability is a trademark of ABB.

All rights to copyrights, registered trademarks, and trade-
marks reside with their respective owners.

Copyright © 2019 ABB. All rights reserved.

NOTICE

This document contains information about one or more ABB products and
may include a description of or a reference to one or more standards that may
be generally relevant to the ABB products. The presence of any such descrip-
tion of a standard or reference to a standard is not a representation that all of
the ABB products referenced in this document support all of the features of
the described or referenced standard. In order to determine the specific fea-
tures supported by a particular ABB product, the reader should consult the
product specifications for the particular ABB product.

ABB may have one or more patents or pending patent applications protecting
the intellectual property in the ABB products described in this document.

The information in this document is subject to change without notice and
should not be construed as a commitment by ABB. ABB assumes no responsi-
bility for any errors that may appear in this document.

Products described or referenced in this document are designed to be con-
nected and to communicate information and data through network interfaces,
which should be connected to a secure network. It is the sole responsibility of
the system/product owner to provide and continuously ensure a secure con-
nection between the product and the system network and/or any other net-
works that may be connected.

The system/product owners must establish and maintain appropriate
measures, including, but not limited to, the installation of firewalls, applica-
tion of authentication measures, encryption of data, installation of antivirus
programs, and so on, to protect these products, the network, its system, and
interfaces against security breaches, unauthorized access, interference, intru-
sion, leakage, and/or theft of data or information.

ABB performs functionality testing on the products and updates that we re-
lease. However, system/product owners are ultimately responsible for ensur-
ing that any product updates or other major system updates (to include but
not limited to code changes, configuration file changes, third-party software
updates or patches, hardware change out, and so on) are compatible with the
security measures implemented. The system/ product owners must verify
that the system and associated products function as expected in the environ-
ment in which they are deployed.

In no event shall ABB be liable for direct, indirect, special, incidental or conse-
quential damages of any nature or kind arising from the use of this document,
nor shall ABB be liable for incidental or consequential damages arising from
use of any software or hardware described in this document.

This document and parts thereof must not be reproduced or copied without
written permission from ABB, and the contents thereof must not be imparted
to a third party nor used for any unauthorized purpose.

The software or hardware described in this document is furnished under a li-
cense and may be used, copied, or disclosed only in accordance with the terms
of such license.

This product meets the requirements specified in EMC Directive 2014/30/EU
and in Low Voltage Directive 2014/35/EU.

The crossed-out wheeled bin symbol on the product and accompa-
nying documents means that used electrical and electronic equip-
ment (WEEE) should not be mixed with general household waste. If
you wish to discard electrical and electronic equipment (EEE),
I please contact your dealer or supplier for further information.

Disposing of this product correctly will help save valuable resources and pre-
vent any potential negative effects on human health and the environment,
which could otherwise arise from inappropriate waste handling.
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