Tender Specification for cloud based electrical
energy management systems
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TENDER SPECIFICATION FOR CLOUD BASED ELECTRICAL ENERGY MANAGEMENT SYSTEMS

1.1.

1.2.

2.1.

PART 1 - GENERAL

Introduction

The aim of this document is to provide outline specifications of cloud computing platform architec-
ture able to satisfy supervision of electrical system and performance, analysis of relevant data and
optimization of installation and implementation of energy management strategy.

The system shall be scalable, be able to collect data from main electrical low- and medium-voltage
equipment installed in main and sub-distribution switchboards and shall establish cloud connection.

Web clients can access dashboards and data on web, where it is possible to configure the system in-
cluding reports and alarms.

Reference Standards

Below are the reference standards/gquides related to overall energy management or industrial auto-
mation and control systems:

e |SO 50001:2018 Energy Management System
e LEED (Leadership in Energy and Environmental Design) - Green Building rating system

e Cyber security standards: IEC 62443-4-1:2018 “Security for industrial automation and control
systems - Part 4-1: Secure product development lifecycle requirements

Physical devices:

e |EC 60364-8-1 Low-voltage electrical installations - Part 8-1: Functional aspects - Energy effi-
ciency

ISO/IEC 17021-1:2015 Conformity assessment -Requirements for bodies providing audit and certifica-
tion of management systems

BREEAM (Building Research Establishment Environmental Assessment Method)

ANSI/ASHRAE Standard (ANSI/ASHRAE 135).

PART 2 - PRODUCT AND SYSTEM DETAILS

Environmental characteristics

For low voltage equipment the following environmental conditions shall be considered:
Temperature:

Operating temperature: -25 °C ...+70 °C

Storage temperature: -40 °C...+70 °C

Environmental parameters: device shall comply with IEC60721-3-6 (class 6C3) and IEC60721-3-2
(class 3C2)
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TENDER SPECIFICATION FOR CLOUD BASED ELECTRICAL ENERGY MANAGEMENT SYSTEMS

2.2.

2.3.

2.4.

Pollution degree: device shall be used in environments type PD3

Vibrations: device shall comply with IEC60068-2-6 (1 mm displacement 1-13Hz, 13-100 Hz with accel-
eration = 0.7 g).

For medium voltage (indoor) equipment the following environmental conditions shall be considered:
Temperature:

Operating temperature: -25 °C ...+55 °C

Storage temperature: -30 °C...+70 °C

Relative humidity: 0...93% non-condensing

Functional characteristics

This part indicates the Supervision system shall be able to collect data from the field and, through
Modbus TCP or Modbus RTU protocols, store information in one system, accessible via Cloud. Data
and parameters measured depend on electrical devices connected, in addition to monitoring of elec-
trical magnitudes; system shall provide status, alarms and alerts.

Main device of supervision system architecture is a communication module with an integrated soft-
ware/firmware that behave as concentrator and gateway, allowing management of parts of electrical
system located in different areas directly from web application.

2.2.1 Scalability

It shall be possible to design different architecture sizes, with adoption of one single communica-
tion module or it shall be possible to integrate more communication modules to supervise one elec-
trical installation, according to number of devices interconnected and functionalities required.

System shall have high degree of flexibility enabling the integration on electrical systems already
installed with limited impact on existing architecture. System scalability shall ensure integration of
new devices without requiring re-programming or re-configuration of the connected system. It shall
be possible to add web-services at any time.

General requirements

a) The system architecture shall be modular and fully integrated with the Remote Energy Monitoring
system at cloud level. Each device shall be digitally addressable, and the meters communication net-
work shall comply with Modbus RTU or Modbus TCP open protocols. Systems which are single ven-
dor based and supporting only proprietary protocols shall not be acceptable.

b) The System shall include but not limited to the following components:
1. Edge and other types of Gateways.

2. Software subscriptions renewed annually or every multiple year.

Electrical devices

It shall be possible to connect supervision systems to electrical devices provided with communica-
tion protocols supported (Modbus RTU and Modbus TCP). It shall be possible to interconnect to
cloud supervision system devices of type specified below:
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TENDER SPECIFICATION FOR CLOUD BASED ELECTRICAL ENERGY MANAGEMENT SYSTEMS

. Air circuit breakers, also from multiple suppliers

. Molded Case Circuit breaker, also from multiple suppliers
. Metering devices, also from multiple suppliers

. Automatic transfer switch

. Digital Meters / sensors, also from multiple suppliers
. Analog Meters / sensors, also from multiple suppliers
. Arc flash protection system

. Low voltage relay used to upgrade brownfield

. Retrofitting low voltage air circuit breakers

. Medium voltage relay

. Interphase protection (grid monitoring) relay

. Power Converters

. Protection relay

. Universal motor starter

. Soft starter

. Temperature monitoring relay

. I/0 modules (digital/analogue/pulse)

. Connectivity interpreter for 3rd party devices

It shall be possible to set alarms for notifications through e-mail and/or whatsapp messages for
each user.

2.5. Communication

Protection and metering devices shall be provided with standard communication protocols Modbus
RTU or Modbus TCP.

Main communication module shall work as interface between electrical devices and cloud and shall
be provided with one of the following connections: Ethernet port, wi-fi or mobile connection.

2.6. Data storage and refresh time

Supervision system shall have a data logging interval of max 60 seconds to ensure a fast reaction in
case of warning or alerts and continuous measures for reliable efficiency analysis.

Supervision system shall be designed to monitor following data:

2.6.1 Consumption measures, depending on the device connected, might include:

. Currents

. Voltages

. Active Power

. Reactive Power
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TENDER SPECIFICATION FOR CLOUD BASED ELECTRICAL ENERGY MANAGEMENT SYSTEMS

. Apparent Power

. Active Energy

. Reactive Energy

. Apparent Energy
. Power Factor

. Peak active Power

2.6.2 Status and alarms

It shall be possible to monitor status of devices and alarms. It shall be possible for web users to set
up different alerts, identifying alerts for specific devices or on all devices, in order to schedule
maintenance and to check health of installation.

Alerts shall include:

. Phase and neutral currents

. Phase to phase and phase to neutral voltages
. Total active power

. Total reactive power

. Total apparent power

. Power factor

. Circuit breakers trip

. Status Open/ close

. Connectivity Status

It shall be possible to set alarms for notifications through e-mail and/or whatsapp messages for
each user.

It shall be possible to delay the alerts by minutes, hours or days starting from the moment the condi-
tion for alerting is triggered, and once the alert has been triggered, it shall be possible to define a
minimum time interval between alerts, in minutes hours or days.

For Electricity alerts on Power Factor, Active Power, average Voltage and Currents, the alert shall be
configured combining up to 2 assets, where each one has to respect a certain condition for the alert
to be triggered.

2.6.3 Analytics and reports

The supervision system shall be provided with web app with preconfigured tabs to allow immediate
overlook of plant consumption and analytics based on collection of data on selectable periods of
one day, one week, one month, one semester, one year or on custom period. The supervision system
shall provide the option to select or deselect certain loads to compare or deeper analyze the metrics.
To identify potential savings, the platform shall allow users to highlight standby consumptions at
load level, using a 5 weeks baseline.

Web app shall allow the creation and configuration of “digital” representation of asset, allowing im-
portation of any picture or drawing, schema or switchboards’ front view.
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TENDER SPECIFICATION FOR CLOUD BASED ELECTRICAL ENERGY MANAGEMENT SYSTEMS

2.7.

2.8.

Export of data and trends in PDF/excel shall be possible on demand, via automatic report scheduling
function or through dedicated API. It shall be possible to generate reports or generate customized
reports selecting specific measures and devices.

Interface

System shall be supplied with pre-set graphic pages with dashboard for immediate evaluation and
management of power consumption. It shall be possible to display dashboard on personal computer
or tablet through a common web browser without the need to install any software
and/patches/drivers.

The Dashboard should show the main KPIs and be shared between all the users of the platform for a
certain site.

The platform should be available 24 /7.

Security

2.8.1 Security on the Edge

Encrypted communication channel and certification shall follow TLS protocol to ensure maximum
safety level available. TLS protocol shall be provided embedded in the module for supervision and
cloud connection.

EDGE Gateway devices shall be provided with the following measures implemented to prove cyber
security:

. Anti-tampering labels on the Gateway chassis

. External access physically removed:
- SD Card slot disabled at boot code level
- Serial console socket removed
- JTAG socket removed
- Serial access disabled at Firmware level
- USB ports disabled at Firmware level

- DIN railed, can be installed inside distribution panels

. Optimized and hardened YOCTO Linux operating system

. Unused software is not only disabled, but also removed from the system to reduce attack
surface

. Configuration and sensitive data are encrypted at rest

- AES-256 based encryption

. Encryption keys are stored in a hardware Trusted Platform Module (TPM)

. Boot process and kernel images are signed and verified by the TPM
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TENDER SPECIFICATION FOR CLOUD BASED ELECTRICAL ENERGY MANAGEMENT SYSTEMS

Firmware images are signed and encrypted
Firmware image is scanned regularly to discover new vulnerabilities
Possibility to perform Firmware Over the Air updates

- FOTA guarantees efficient and fast security patch delivery

2.8.2 Security on the Cloud

Cloud solution shall be provided with the following cybersecurity security measures:

Encrypted data communication via TLS 1.2 and TLS 1.3 protocols, together with AES-256 en-
cryption

Mutual TLS authentication between EDGE Gateway and receiver via signed digital certifi-
cates.

Continuous logging and monitoring of data streams and connection metrics for security and
service quality.

Industry standard authentication for end-users ensuring:
o Passwords or credentials are of appropriate length and complexity.

o Passwords or credentials are stored in a secure fashion, never in plain text, in accord-
ance with best practices.

o Passwords or credentials are encrypted or hashed using modern, secure crypto-
graphic methods.

o Multi-factor authentication shall be available for end user accounts.
o No default passwords are used for user accounts.

o Role based access controls where administrative privileges are restricted per ac-
count.

Web application shall follow modern web standards and ensure:
o General cybersecurity best practices.
o Defense against injection attacks through means such as input sanitization.
o Backend enforcement of all security measures.
o Denyinformation requests for unauthenticated or unauthorized users.
o Application will be available behind a Web Application Firewall.

Data will be encrypted in transit and at rest when stored in the cloud infrastructure with
modern cryptographic standards.

Data will be regularly backed up and be available for recovery in case of disaster or human
error.

Backups will also be encrypted and maintain a similar level of security as data in production.

Access to data in the cloud shall be limited to authenticated and authorized systems and us-
ers.
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TENDER SPECIFICATION FOR CLOUD BASED ELECTRICAL ENERGY MANAGEMENT SYSTEMS

2.9.

2.10.

e System shall be architected in such a way as to be scalable based on number of devices in
the field, incoming data volume, and shall utilize high-availability, high-resilience techniques
to ensure service availability.

Level of users

It shall be possible to define at least 4 different profiles for users. The administrator shall sign up the
EULA (end user license agreement) to start the data transmission and has the rights to renew license
of use.

Only administrator can send invitation to other users and have rights to change roles.

Admin role, shall have full access to all platform features. Intended for: Main users and project own-
ers.

Manager role shall have access to nearly all platform features, with a few restrictions (e.g., cannot
create and edit users or use the Webshop). Intended for: Trusted users who do not hold executive-
level decision-making rights.

Staff role shall have a limited ability to modify settings or input values, but can view most data avail-
able in the platform. Intended for: Users who need the software for specific tasks, such as operators
who explain stoppages or respond to alerts.

Read-only role shall not edit any global settings that impact data or other users, but can still view
most pages. Intended for: Guest users who should not be able to make any changes.

Mechanical characteristics

This part of outline specification describes the requirements for hardware to build up and perform
functionalities in previous paragraph.

To satisfy all installation conditions, it shall be possible to achieve monitoring functions by using a
module embedded in air circuit breaker or by adoption of external module.

2.10.1 Solution embedded in Circuit Breakers and Transfer switching

Module for supervision and cloud connection shall be provided as cartridge-type module to be
mounted in terminal box of air circuit breaker, transfer switching device or low voltage relay for
brownfield upgrade, without requiring additional space in electrical switchboard.

It shall be possible to mount the same module for supervision on external cartridge connected to
moulded case circuit breaker.

Module for supervision and cloud connection shall be provided as internal module to be mounted in
dedicated slot in the case of moulded case circuit breaker.

The module shall be connected to Ethernet switch via Ethernet cable.
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TENDER SPECIFICATION FOR CLOUD BASED ELECTRICAL ENERGY MANAGEMENT SYSTEMS

2.11.

2.10.2 Solution with external module

Module for supervision and cloud connection shall be provided as external module for DIN rail
mounting.

The module shall be connected to Ethernet switch via Ethernet cable or via 3G/4G or Wireless tech-
nology.

Gateway maintenance

There shall be the possibility to do the firmware updates automatically by the supplier.

PART 3 - EXECUTION

3.1

Commissioning and maintenance

System shall allow final user or panel builder to execute the commissioning with the use of free soft-
ware provided by manufacturer. Automatic recognition of devices shall be ensured so that there are
no needs of programming and free software shall include wizard for commissioning.
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