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Information Security Policy

Objectives

Managing and securing information is crucial
for ABB’s success. To maintain information
Confidentiality, Integrity and Availability (CIA),
we implement and follow adequate control
measures to provide appropriate assurance
to our personnel, customers and partners.

We continuously improve our documented
Information Security Management System
(ISMS) in the context of the company’s business
activities, risk assessments, and applicable
regulations.

Policy

In accordance with this policy, we ensure in our

operations that:

- Information is protected against
unauthorized access.

- Confidentiality, Integrity and Availability
of information- and business processes will
be maintained.

- Information security risks from internal and
external threats are managed and reduced.

- Legislative and regulatory requirements and
company policies are met.

- Business continuity plans are developed,
maintained and assessed.

- A culture of security awareness is promoted
through information security training.

- All actual or suspected information security
breaches are thoroughly investigated and
reported to the affected and relevant parties
based on contractual and legal requirements.

Scope

This Information Security Policy applies
across all ABB Oy business units, divisions and
locations, covering all employees, contractors,
partners, regardless of function, position or
role in the company and all systems, data and
offerings throughout their lifecycle.

Declaration of the Management

The Management team of ABB Oy has
established this policy. The management team
oversees its control areas, that established
Information Security Management System

is followed and that it fulfills regulatory
compliance. The ABB Oy management team
shall review this policy periodically.

All business units and function management at
ABB Oy are accountable for implementing this
policy and ensuring that employees understand
their responsibilities and comply with the set
Information Security Policy.

Compliance with the Information Security
Policy is mandatory.
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