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EXECUTIVE SUMMARY 

Cyber security for automation and control systems in the electric sector has gained considerable 
attention and importance over the last couple of years. While in the past, cyber security was not 
considered an issue or only “a nice-to-have”, it has become “a must-have”. In addition cyber 
security got special attention after several attacks were well covered in the media e.g. the 
Stuxnet attack. Several standards such as NERC-CIP, IEEE 1686 and IEC 62351 are 
addressing cyber security for control systems. Each of them covering and focusing on different 
areas and parts of the overall system leaving some gaps in between. 
 
TC57 WG15 has started to address security for IEC TC57 communication protocols, 
particularly the IEC 60870-5, the IEC 60870-6 and the IEC 61850. Some parts of this technical 
specification have been finalized while work on other parts has just started. 
 
Performance evaluations of the official released IEC 62351 Part 6, performed by ABB, showed 
that both software as well as hardware implementations can today not satisfy the real-time 
requirements defined in IEC 61850 for GOOSE and SV data. TC57 WG15 has accepted these 
findings and is now looking at a new approach, in which authentication will be done using 
symmetric cryptography. TC57 WG15 is currently also starting to address certificate handling, 
which in the authors’ views is the basis for all other IEC 62351 parts. These TC57 WG15 
efforts, addressing cyber security issues, must be driven further so that security can become an 
integrated part of IEC 61850.  
 
After all said, one should not forget that there are many other security mechanisms that can and 
must be used to improve the overall security architecture of modern substation automation 
systems. The fact that IEC61850 uses mainstream communication technology, i.e. Ethernet and 
TCP/IP, makes a wide variety of solutions available. Firewalls for examples can protect the 
security perimeter and VPN technology can build up secure channels to remote centers. Access 
to systems and devices have to be further protected by using user authentication and 
authorization coupled with detailed logging of all user activity. 
 

As most substations and control centers are interconnected by a wide-area communication 
network, performance and security of such interconnections play a key-role in running the 
utilities core business in a highly reliable and efficient way. Even though the majority of these 
backbone networks are today SDH/PDH dominated, the usage of packet switched technology is 
increasing and along with it the security threats that need to be addressed carefully.  
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1 Introduction 

Substation automation, protection and control systems have changed significantly in the past 
decade. Systems have become more interconnected and provide end users with much more 
information to allow for higher reliability and increased levels of control. Interoperability 
between different vendor products and systems has been achieved by developing products and 
solutions based on open standards (e.g. IEC 61850 or IEC60870-5-104) and by leveraging 
hardened Ethernet technology. 

This change in technology has brought huge benefits from an operational point of view, but it 
has also exposed utilities to similar cyber security threats that traditional enterprise systems have 
been confronted with since years. The fact that some utility applications have very stringent 
requirements for instance regarding timing (e.g. for IEC61850 GOOSE / SV messages), 
availability and environmental conditions (e.g. EMC) makes applying off the shelf technology for 
substation automation and communication equipment a challenging task and demands tailored 
solutions. 

 

2 Main cyber security requirements for substation automation 

Cyber security for automation and control systems in the electric sector has constantly gained 
attention and importance over the last couple of years. While in the past, cyber security was not 
considered an issue or a nice-to-have, it has become a must-have and continues to do so. There 
are different drivers and trends that affect the industry as a whole, e.g. how vendors must 
continue to address cyber security in their products, systems, processes, procedures, and 
services, or how end users must address security in procurement, installation and operation 
through both technical and non-technical means. 

For substation automation the cyber security requirements can be grouped in three main 
categories of  

Group 1 – Basic Security Requirements: 

 Secure system architecture such as different security zones 

 Protect the electronic security perimeter 

 Improve the robustness and hardening 

 Authentication and authorization (User Account Management) 

 Auditability and logging (User Activity Logging) 

 Antivirus Protection 

Group 2 – Enhanced Security Requirements: 

 Patch Management 

 Application White Listing 

 Secure communication from outside the system using https, VPN, … 

 Intrusion detection and protection systems 
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Group 3 – Security in protocols / comply with upcoming standards e.g. IEC62351: 

 DNP 3.0 / IEC 60870-5-104 Secure authentication based on IEC 62351 

 Central user Account Management 

 Certificate Handling 

The security requirement Group 1 needs to be addressed at first to increase the overall security 
of the substation automation system. Requirement Group 2 can provide additional security 
measures for those devices which are connected to a network outside the substation e.g. via a 
TDM or packet based WAN to the control- or maintenance centre.  

While the requirements Group 1 and Group 2 can be implemented already today, the 
requirement Group 3 needs further clarification of the IEC62351 standard. This standard is still 
in a changing process affecting all parts and needs at least two to three years until it is finalized. 
In the meantime intermediate security measures shall be considered as described in the following 
chapters. 

 

3 Overview of available and upcoming standards 

Several standards such as NERC-CIP, IEC 62351 and IEEE 1686 are addressing cyber security 
for control systems. Each of them covering and focusing on different areas and parts of the 
overall system leaving many gaps in between.  

The following picture shows an overview about the standards around substation automation: 

 
Figure 1: Cyber Security standards for substation automation 
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The standards in this field are in different phases. Some have been finalized, some are still under 
development. For instance, the IEC 62351 standard, which secures all TC 57 protocols, is still 
under development. Some parts are being revised because the implementations based on the first 
versions have turned out to be difficult. The completed IEC 62351 Part 6 has been proven not to 
be feasible for practical implementation and a second edition is under way. Several important 
areas like Role Based Access Control or key handling have just been started and need some time 
until they are finalized (see also Table 1).  

          
Table 1: Ongoing changes in IEC62351 will affect the final version 

 

Other parts like Parts 3 to 6 are changing in a way that they are not interoperable anymore to the 
former version. This makes an implementation of this standard today impossible. 

 

4 The long way to go for the standard IEC 62351 

Today the major hurdle to implement IEC 62351 parts is the lack of cryptography key material 
such as private keys and certificates. To get there, the organizations will need to implement IEC 
62351 Part 9 which has just started. TC57 WG15 is currently working on Part 9 first draft 
which will specify the features, methods and algorithms that vendors will have to implement. 
IEC 62351 Part 5 offers a work around by allowing the use of pre-shared-keys, unfortunately 
pre-shared-keys do not scale well and are less secure than working with certificates. 

The idea and goals of TC57 WG15 to secure TC57 protocols look at a first glance logical and 
simple. But a deeper look into the challenges shows that it is not so trivial to achieve. Here a 
few reasons why it is taking so long and some of the major challenges to finalize the related 
standard: 

 Real-Time constrains 
Cryptography has to be used to secure today’s protocols. Unfortunately cryptography 
means mathematics and a lot of calculations which are time consuming. Many TC57 
protocols are used in real-time applications in which reaction times cannot be longer 
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than 1 or 2 milliseconds. Unfortunately the more secure the protocols become, the 
slower the reaction times will be. 

 Methods lifetime 
Security methods and algorithms have to be updated regularly, methods and algorithms 
picked a few years ago are today broken, as an example we have the hash algorithms 
case: MD5 was replaced with SHA-1 and now SHA-1 is being replaced by SHA-256, 
which itself will have to be replaced a few years from now. So by the time a security 
standard reaches the maturity to be released, its algorithms and methods will probably 
be obsolete or unsecure. 

 Consensus 
As with all standards, common consensus has to be reached among all members 
working and reviewing the standards (vendors, countries, etc.). There are a lot of 
players with different security cultures and it takes time for all to agree on all issues. So 
agreement in all details of a standard takes long. 

Still even when we overcome all these hurdles listed above and the standards are signed off, 
there will be the need for huge investments to replace existing devices (so the devices can handle 
cryptography and they provide minimal security features, such as secured non-volatile memory 
to store device cryptography keys). 

While the main focus of this paper is about security for Substations and related control systems, 
one should not forget security aspects of today’s and future communication-services outside 
substations. This topic shall be addressed in the following section, while today available and 
affordable security measures are presented in chapter 6. 

 

5 Security challenges for communication outside the substations  
 

5.1 Communication trends 

Most utilities maintain today an extended communication infrastructure. Depending on their 
business model, it is used exclusively or in combinations for: 

 Mission critical, operational communication services 
(e.g. Teleprotection, SCADA) 

 Corporate network services (e.g. Office / admin applications) 

 Selling telecom services to 3rd parties (e.g. public telecom) 

The majority of these wide-area-networks are still TDM (legacy, PDH/SDH) based and provide 
additional Ethernet over SDH (EoS) functionalities. There is a trend to use packet-based 
interconnections (e.g. Ethernet) also for wide-area communication. A Cigré-Poll in 2010 
however shows that nearly 50% of utilities don’t expect to change their operational WAN-
services from TDM to pure Ethernet & IP within the next 10 years. 

 
Historically, Ethernet/IP was purely seen as a “best effort” technology, which excluded it largely 
from being applied for mission-critical real-time applications. Ongoing developments gradually 
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pave the way to using Ethernet-based applications for services that put certain requirements on 
real-time performance.  

Various new mechanisms attempting to add deterministic behaviour, fast traffic protection 
schemes and improved security to Ethernet were proposed in the past. Meanwhile rather well 
accepted in the field of public telecommunications is MPLS. Its aim is to provide ‘virtual 
networks’ for a big number of individual customers & services while maintaining ‘TDM-like’ 
protection schemes. MPLS however turns out to be too complex for most utilities, why new 
approaches were followed up, among them PBB-TE and MPLS-TP. 
The later seems to be most promising as it fits at least to a certain extent the requirements for 
‘transport-services’ for utility wide-area communication networks. If and how critical 
applications like differential protection can cope with such upcoming solutions is subject of 
further investigations though. 

Having Ethernet for IEC61850 in mind, one can clearly see a two-step approach: In a first phase 
IEC61850 clearly focused communication-wise on applications within substations. The technical 
report IEC61850-90-1 and the not yet published IEC61850-5 are however next steps for the 
definition of IEC61850 based applications between substations or between substations and 
control centers. It does however not specify security specific aspects of such interconnections at 
the transport layer. 

The following clauses just touch some application-independent, transport-layer oriented security 
aspects of wide area networks. 

 

5.2 Security relevant infrastructure access & tools 
 
Substations and control centers provide at least some level of physical security, reducing the risk 
of undesired physical access to the communication infrastructure. This is however not the case 
for wide-area communication links. Independent of the selected media (cable, fibre, wireless or 
even PLC) communication channels cross public space. Eavesdropping or data manipulation 
however needs for most cases a specialized, costly and powerful infrastructure (e.g. coupling 
devices, analyzers) which is definitely not the domain of ‘normal’ hackers. 
Most at risk are still traditional Ethernet/ IP connections via dedicated cable or non-WDM fibre 
optic systems. A port mirroring device plus PC-based free from the shelf LAN-analyzer 
Software combined with related know-how obtainable from the Internet may be the entry point 
for a security breach. For traditional attacks from outside, official (e.g. Gateways) or unofficial 
(e.g. private/computer modems) IP-connections from the utility infrastructure to public 
networks (provider / internet) remain the main-risk. A clear WAN / LAN demarcation concept 
and strict implementation control (  human factor!) are key to defend against those outsider 
threats. 
 
5.3 Security aspects in SDH based WAN-networks 
 
The SDH transport protocol is currently the dominant technology for fibre optic transport 
networks of utilities. SDH networks operate at layer 1 of the ISO/OSI model carrying different 
traffic types and higher layer applications between destinations. SDH uses time-division 
multiplexing to divide the available bandwidth into so-called virtual containers. Each of the 
incoming networks is mapped to a set of virtual containers, which are used to transmit the user-
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traffic. The data of each virtual container is transmitted in an exactly specified time slot of the 
communication. Through these mechanisms it is possible to keep the different applications / 
users clearly and reliably separated even though they use the same physical media. This adds a 
first puzzle part of security aspects to SDH-transport networks. 
 
Another native SDH mechanism is called Link Capacity Adjustment Scheme (LCAS) and 
reduces security risks significantly. LCAS allows without interrupting the network connection to 
pseudo-dynamically adjust the bandwidth to the actual demand. The protocol employs multiple / 
alternative paths to transmit payload in separated streams to the destination. Therefore, 
eavesdropping a single fibre /path is not sufficient to receive all data that has been sent to a 
recipient. This lack of information makes a data analysis and semantic interpretation extremely 
difficult or even impossible. Not only TDM-connections but also Ethernet over SDH 
connections benefit from this protection mechanism. 
 
5.4 Security aspects in Ethernet based WAN’s 
 
Intercepting and analyzing a pure point to point Ethernet-connection on a WAN-segment is a 
rather easy task. Even in physical ring or meshed topologies of switched networks, packets of a 
certain connection will typically follow the same working path based on Spanning Tree rules and 
possibly defined path costs. The concept of MPLS or MPLS-TP is even built upon predefined 
working and backup paths. 
Separation of different services as a security aspect may be based on VLANs ( (IEEE 
802.1Q), VPNs and in the future combinations thereof with MPLS / MPLS-TP functionalities 
allocated in Layer 2/3 of the ISO/OSI-model. Except some Port Based Network Access Control 
restrictions (  IEEE802.1x) most security measures are implemented above Layer 2. Many 
more details can be found in [2], [3] and for SCADA / IEC61850 applications specifically in IEC 
62351. 
 
5.5 Technical considerations 
 
Many of the WAN-applications running between substations / control centers are not time-
critical or only to a certain extent. This applies to delays / propagation times, jitter and service 
restoration time after a failure. 
 
This is completely different for ‘mission critical’ services like Teleprotection that limits the usage 
of standard Ethernet / IP security measures and redundancy schemes for high availability 
significantly. Just a few aspects to be considered: 
 

 Routing / L3 functionalities are often part of security implementations. IEC61850 
GOOSE / SV-mechanisms are however currently L2-dependent. A L3-extension is under 
elaboration but L3-delays remain critical. 
 

 Possible encryption/decryption of WAN-data adds additional critical delays to a system 
 

Due to the need for highest availability and reliability, utility communication systems require 
sophisticated redundancy concepts. Such topologies often contain path-diversity over different 
media including narrow band channels like Power Line Carrier (PLC). Especially when 
following the Gateway approach, this poses additional challenges in terms of implementing 
VLANs, VPNs and other security measures. 
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6 Possible solution to address security for substation automation solutions 

Interactions between the substation automation system, corporate networks and the outside 
world are usually handled on the station level, which means that ensuring a high level of security 
on the station level is vital to the security of the SA system itself. Therefore, firewalls, intrusion 
detection or prevention systems, or VPN technology should protect the substation automation 
system. All communication from the outside world to a substation should, for instance, be 
protected by using a firewall and/or VPN-enabled communication. Systems can additionally be 
divided into multiple security zones as needed to further improve security as shown in Figure 2. 

 
Figure 2: Example for a secure system architecture 

Verified malware prevention software can protect station computers against attacks and viruses. 
This is however only efficiently possible in an automatic way, if connected to the Internet, 
bearing the well-known risks.  

Another possibility to protect the substation computer is the application white listing that can 
provide a heightened degree of security for substation automation systems. The approach of the 
application white listing is to maintain a white list of the authorized applications that are installed 
and make sure it doesn’t change. 

Cyber security can be for instance further improved by limiting the use of removable media in 
the station computers. Additionally, the system should have integrated security mechanisms such 
as robust against security attacks, advanced account management and detailed security audit 
trails. 
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7 Conclusions 
 
Cyber security for automation and control systems has gained considerable attention and 
importance lately. The standardization process especially for security related aspects is lagging 
behind. Within Substations and Control Centers Ethernet/IP technology is fully established, 
whereas interconnections between sites are still mostly TDM / EoS based. IT-security has to be 
addressed for both parts of the infrastructure but the Ethernet/IP/ MPLS based applications are 
definitely the most vulnerable fields. Especially for mission critical services (e.g. teleprotection) 
processing time intensive processes like encryption and fire-walling are in contradiction to the 
stringent timing requirements. Here new methods and realistic, implementable standards have to 
be developed. 

 

8 List of Abbreviations 
EMC Electro Magnetic Compatibility 

LCAS Link Capacity Adjustment Scheme 

MPLS Multi Protocol label Switching 

MPLS-TP Multi Protocol label Switching – Transport Profile 

PDH Plesiochronous Digital Hierarchy 

PKI Public Key Infrastructure 

PLC Power Line Carrier 

TDM Time Division Multiplexing 

SDH Synchronous Digital Hierarchy 

VLAN Virtual Local Area Network 

VPN Virtual Private Network 

WAN Wide Area Network (TDM or Ethernet based)  
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