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Since the infancy of electrification, 
more than 130 years ago, protecting 
assets from power failures has been 
a main objective. New embedded 
information technologies incorpo-
rated in power system automation 
are now handling protection as-
pects plus many additional dedicat-
ed applications. This evolution and 
its future trends are discussed in 
this overview article of power 
 system automation, as applied to 
the generation, transmission and 
the distribution of electricity.
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Power system automation has its ori-
gin in the protection of high- or 

medium-voltage equipment from dam-
age in case of a power system failure. 
This equipment includes  power switch-
ing devices, circuit breakers, and pow-
er lines, and also motors and genera-
tors. The first protective devices were 
developed more than 130 years ago at 
the time when the first electrification 
projects began. Protective devices at 
that time were built on electromechani-
cal principles and their operation was 
mechanical. Even today, such electro-
mechanical relays exist in large num-
bers in many power systems world-
wide. As electronics and semiconduc-
tor technologies emerged, power sys-
tem protection also took advantage of 
new possibilities and a second genera-
tion of protective devices was designed 
with electronic components. These 
 solid-state relays enabled new applica-
tions, incorporating enhanced protec-
tion functions in addition to power 
measurements, alarm triggering and 
basic trending. Eventually, when mi-
croprocessors became commercially 
available in the early eighties, numeri-
cal protection emerged. Microprocessor 
technology has enabled a wealth of 
new functionality. These embedded 
numerical devices now deliver key 
benefits in protection, control, moni-
toring, and self-supervision, as well as 
in the field of data communication. 

Power system automation business 
drivers
While in the past the sole purpose of 
a protective device was to protect 
high- and medium-voltage equipment, 
today’s power transmission and distri-
bution business environment imposes 
new requirements that call for new 
solutions. Technical considerations are 
complemented by a great number of 
new challenges. Electricity market 
 deregulation, utilities’ customer-focus, 
customer retention, power quality and 
reliability, value added service, finan-
cial performance, reduced operation 
and maintenance cost, and asset man-
agement are just a few of the chal-
lenges that drive the implementation 
of modern automation solutions in the 
power delivery process. Real-time 
 data communication is a key feature 
and ubiquitous access to process in-
formation is key to reaping the bene-
fits of advanced solutions.

Power system automation application 
areas
Power system automation is a distinct 
variant of general industrial automa-
tion. Due to the proximity of high- 
and medium-voltage equipment, pow-
er system automation solutions have 
more stringent requirements. Com-
pared to industrial automation, the key 
differences include higher voltage sig-
naling, high current and voltage sens-
ing, system time synchronization of 
1ms accuracy for event time tagging, 
short typical response time (in the 
range of some milliseconds) and more 
stringent EMC (electromagnetic com-
patibility) and EMI (electromagnetic 
interference) testing requirements. In 
the following section, some typical 
power system automation applications 
are introduced and characterized. 

The number of embedded system 
components is increasing rapidly and 
these components with their varied 
tasks cover the entire chain of the 
electrical power delivery process from 
production to consumption. A key 
 criterion for the characterization of an 
embedded system or system compo-
nent is its ability to react to process 
events or conditions within a deter-
ministic timeframe. Such real-time 
 applications are typically executed 
 cyclically. The cycle time determines 
the fastest response time and must 
therefore be designed specifically for 
the application. In general, applica-
tions closer to the power process 
 require shorter cycle times than appli-
cations in remote locations such as 
network control centers. The title pic-
ture depicts a typical power delivery 
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structure involving several automation 
applications with different characteris-
tics. In general, the basic functionality 
of power system automation includes 
protection of power system equip-
ment, control of power flow, monitor-
ing of the power process and condi-
tion monitoring of the equipment.

Power station
Industrial control is the predominant 
automation technology at the power 
station. However, higher voltage de-
vices such as power generators utilize 
power system automation devices. 
Typical functionality includes:
 Generator protection and control
 Functions to verify synchronous 
 operation (Synchrocheck), ensuring 
proper timing when the generator is 
connected to the power transmis-
sion network.

 Circuit breaker protection and con-
trol

Power system automation devices 
are usually integrated into the power 
plant automation system, enabling 
central control of the complete 
 station.

Power transmission network
Substations are usually located at each 
end of a power line. The most typical 
application in the transmission net-
work is the power line protection 
function, which is embedded as a 
dedicated task in the automation sys-
tem that is installed in the substation. 
Line differential protection is built on 
two electronic devices that measure 
voltage and current at both ends of 
the line. Specialized communication 
links transmit these measurements, 
which under normal operating condi-
tions would show zero differences. 
A difference in measured quantities 
would indicate a fault on the power 
line and circuit breakers would be 
 operated (tripped) in a matter of a 
few milliseconds, disconnecting the 
line from the transmission network. 
Such faults can be temporary, as in 
the case of a lightning strike, or per-
manent, as in the case of a fallen tree. 
In the case of a temporary fault, auto-
mation functions will reconnect the 
line automatically.

Another common application is the 
line distance protection that performs 

a similar function but is based on the 
power line impedance rather than 
voltage or current differences. In the 
event of a line fault, the embedded 
device will not only disconnect the 
line, but it will provide some indica-
tion of how far from the substation 
the failure is thought to have oc-
curred. Automation devices in a sub-
station are generally connected to a 
remote communication terminal or 
gateway, which exchanges informa-
tion with the network control center.

Today’s power transmis-
sion and distribution busi-
ness environment impos-
es new requirements that 
call for new solutions. 

While the transmission network oper-
ates at alternating current (AC), high 
voltage direct current (HVDC) is usu-
ally employed for very long distance 
power transmission. Power at both 
ends of the line needs to be converted 
from AC to DC and from DC to AC by 
thyristor controlled converters. These 
circuits require highly sophisticated 
and very powerful control and protec-
tion equipment, executing at cycle 
times as short as 100 ns.

Transmission substation
At the substation, large oil-insulated 
power transformers convert voltage 
levels from the transmission voltage, 
which might be 240 kV, to the distri-
bution voltage, which might be 
110 kV. Specific arrangements of cir-
cuit breakers enable reliable control 
of the power flow. Many embedded 
systems are installed for automation 
purposes. In general, one distinguish-
es between object protection func-
tions, such as line protection, trans-
former protection, and breaker protec-
tion, and system protection functions, 
such as busbar protection. Short cir-
cuits in the substation can become as 
high as 100,000 Amps, so protective 
devices need to react in 10 to 20 ms 
by disconnecting the faulting part of 
the station.

For dependability reasons, separate 
embedded devices are used for pro-

tection and control. Thus, a substation 
will need many dozens of automation 
devices, and large stations can require 
several hundred. The automation de-
vices are modular system components, 
which vary in their number of process 
inputs and outputs, as well as in their 
computing power.

Primary distribution substation
The primary distribution substation 
performs the same functions as a 
transmission substation but on lower 
voltage levels. Smaller power trans-
formers convert voltage levels from, 
for example, 110 kV to 38 kV. At this 
level, protection and control are gen-
erally integrated in a single device, 
executing all functions concurrently. 
The energy involved in a fault is less 
critical than in a transmission system 
and thus, real-time response require-
ments are somewhat relaxed. Howev-
er, operating times are still in the 
range of a few tens of milliseconds.

Secondary distribution substation
The secondary distribution substation 
is located closer to consumers and at 
lower voltage levels. It may or may 
not include a transformer and the 
complete arrangement is considerably 
less complex than in the primary sub-
station.

Sophistication in automation is also 
very limited and most often reduced 
to simple protection functions. Devic-
es are standardized and available at 
very low cost. Most often, no commu-
nication is employed at this level of 
the distribution network.

Distributed power generator station
The most common application of a 
distributed power generator is an 
emergency backup power supply for 
critical consumers, such as hospitals, 
industrial applications or mission-criti-
cal infrastructures. A key application 
in such stations is the transfer switch 
from the standard power source to the 
backup supply. Appropriate embed-
ded automation functions ensure cor-
rect operation of all devices involved, 
including the ability to disconnect the 
power line, start the generator, and 
connect the generator to the critical 
consumer. In case the power supply 
needs to remain uninterrupted, as is 
commonly required in information 
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server farms, large batteries or fly-
wheel technology would be employed 
to overcome the generator startup de-
lay. Complete fast transfer operations 
can be executed within a few millisec-
onds, leaving critical computer equip-
ment uninterrupted.

Feeder automation
The application of protection and 
control devices outside the substation 
and on the power distribution line is 
called feeder automation. Typical 

functionality includes overcurrent pro-
tection, fault location, breaker reclos-
ing. Smart and quick restoration of 
faulted distribution feeders are other 
good examples of advanced embed-
ded automation functions. 

Industry network
Large power consumers such as indus-
trial parks, chemical plants and facto-
ries operate and maintain their own 
on-site power distribution network in 
order to power motors and other large 

equipment. A great number of devices 
are installed to perform protection, 
control and measurement functions.

These power system automation de-
vices are typically integrated into the 
overall process control system.

Network control center
The network control center is the cen-
tral location for network operation. 
Large supervisory control and data 
 acquisition (SCADA) systems collect 
information from all substations and 
perform complex computations. At 
this level, energy management appli-
cations are executed, enabling proper 
and stable operation of the genera-
tors, transmission network and con-
sumers.  Complex power flow calcula-
tions are performed to monitor critical 
conditions and enable appropriate ac-
tions to be taken by network control 
personnel. 

Due to the proximity of 
high- and medium-voltage 
equipment, power system 
automation solutions have 
more stringent require-
ments.

Embedded power system automation 
devices perform real-time-critical 
functions on all levels of the system 
and control hierarchy. The graph in 1  
classifies the applications mentioned 
above according to their real-time 
 response requirement.

Technology Trends
The future of embedded components 
in power system automation will be 
determined by three distinct technolo-
gy trends:

Electronics integration
As integrated circuit technology ad-
vances, more and more functionality 
will be incorporated into single auto-
mation devices. Because of higher 
CPU clock speeds and increased 
memory, a single embedded device 
will be capable of executing new and 
additional functionality, which will 
need to be processed by multiple 
 devices, or even off-line. 

Embedded system technologies

Early implementation of numerical 
power system protection and control 
devices used specialized digital sig-
nal processing (DSP) units. Today’s 
implementations are leveraging the 
vast computing power available in 
general purpose central processing 
units (CPU). As such, PowerPC mi-
crocontrollers deliver high comput-
ing power at low power consump-
tion and, therefore, low power dissi-
pation. Random Access Memory 
(RAM) is utilized for the program 
execution memory and erasable read 
only memory (EPROM) stores pro-
gram and configuration information. 
A typical configuration can include a 
400 MHz PowerPC, 64 Mbytes of 
EPROM and 64 Mbytes of RAM. The 
CPU can be complemented with 

field programmable gate arrays 
(FPGA ) that integrate logic and sig-
nal pre-processing functionality. An 
automation device usually includes a 
number of printed circuit board 
 assemblies (PCBA), accommodating 
requirements for the diversity and 
number of different input and out-
put circuitry. High-speed serial com-
munication is built in for inter-mod-
ule communication that enables the 
CPU to send and acquire data from 
the input and output modules. 
 Application-specific circuits are de-
signed to optimize overall technical 
and economical objectives. The pic-
ture below shows a sample of a 
high-performance CPU module, con-
nected to a binary input and Ether-
net communication module.

Substation automation technology

a  EPROM
b  Signal preprocessing FPGA
c  Device internal 100 bit/s 
 serial communication
d  Power supply

e  Multi-port Ethernet switch with optical and 
electrical 100Mbits/s Ethernet media access

f  18-300V binary inputs
g  Binary input processing ASIC
h  RAM
i  PowerPC micro-controller
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Moreover, modern system implemen-
tations are based on more generic 
electronics and software platforms, 
 allowing for the most economical 
 configuration of specific applica-
tions.

Switchgear integration
Embedded systems will also be inte-
grated into the switchgear apparatus 
itself. Automation devices are current-
ly mounted in switchgear panels and 
connected to the apparatus by 
 extensive wiring.

Thus, the apparatus and its automa-
tion functionality represent a compre-
hensive functional unit that is also 
 referred to as the intelligent appara-
tus. Hardware engineering activities, 
such as drafting and wiring will be 
substituted by software engineering 
and configuration.

Integrated electronics in 
low-voltage equipment is 
 already well established and 
state-of-the-art. In medium 
voltage, the first intelligent 
circuit breakers have been 
launched and market accep-
tance is growing. On high-
voltage levels, research is 
ongoing and market accep-
tance still needs to be estab-
lished 2 . However, what is 
common to all application 
areas is the continuous drive 
towards more integration. 

It is only the rate of progress that dif-
fers.

Data communication
The strongest trend however, is to-
wards more and higher-speed commu-
nication, which in general means 
 Industrial Ethernet implementation. 
The new utility industry standard, 
IEC61850, is fostering inter-operability 
on all levels of power automation 
 systems, boosting the benefits and the 
acceptance of base communication 
technology. Future devices will in-
clude integrated multi-port network 
functionality, such as routing and 
switching capabilities, as well as high-
ly accurate time synchronization. 
 Additionally, most of the commonly 
used protocols, such as Modbus and 
DNP (Distributed Network Protocol) 
will be extended for Ethernet net-

working, enabling the utilization of a 
multitude of standard protocols in a 
single Ethernet network.

Today’s protection and control devices 
have the potential to become fully 
 capable communication network 
nodes with automation functionality.

Industrial control is the 
predominant automation 
technology at the power 
station. 

Future trends in embedded power 
 protection technology
Highly sophisticated embedded sys-
tems are employed in great numbers 
in the electrical power delivery pro-
cess at all levels. The main function 
of these systems is to protect the 
power system components, control 
the power flow, and monitor the pro-
cess, as well as the condition of its 
equipment.

Power system automation devices are 
integrated in communication networks 
for the exchange of information be-
tween several such devices, as well as 
with supervisory systems.

Technology trends predict an even 
higher level of functional complexity 
per device and also deeper integration 
with medium- and high-voltage appa-
ratus. The need to enhance automa-
tion and communication will continue 
to grow. To meet this demand of the 
future automation devices must be 
equipped with sophisticated data 
communication and networking capa-
bilities. 
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1  Real-time requirements for different embedded applications in a power system hierarchy
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2  Device integration related to voltage levels
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