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The DeviceNet network has linear topology con-
sisting of a main line (trunk line) and of the deri-
vations (drop lines) for device connection. Up to 
64 devices (slaves), including the master and with-
out using repeaters, can be connected to the main 
line; the trunk line must be closed at its ends with 
120 Ω terminating resistance. The terminating re-
sistances must never be integrated into the 
nodes/slaves. The terminating resistances must 
not be installed at the end of a drop line, but they 
can be installed only at the two terminations of 
the trunk line.

According to the baud rate and with thin10 type 
cable, these are the lengths:

Baud rate
[kbps]

Length of the 
main line or 
trunk line 
(with thin 
cable) [m]

Maximum 
length of the 
single stub 
[m]  

Maximum 
length of the 
derivations 
(∑ of all 
derivations) 
[m]

125 100 6 156

250 100 6 78

500 100 6 39

For further information: 
www.odva.org – www.can-cia.org

10 An example of thin cable is Belden 3084A, having the 
following characteristics: a pair of twisted cables, red and 
black (AWG 22), for  24V DC power supply, and a pair of 
twisted cables, white and blue (AWG 24), for signaling.
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3.3.3 	 Integration of Emax 2 into 	
		 the DeviceNet system

The MAC Address (the devices connected to the 
same network must have different addresses) 
and the baud rate can be set in the communica-
tion module, either directly from the display of 
the trip unit or via the Ekip Connect application 
and the Ekip Programming unit (or, as an alterna-
tive, Ekip T&P)11.

Example of configuration of Ekip Com DeviceNet 
with Ekip Connect + Ekip Programming (or Ekip 
T&P)

Setting of parameters and assigning of values are 
customer’s responsibility

11 Ekip Programming is connected on one side to one USB 
port of the PC and on the other to the USB port of the 
trip unit (for further information refer to the kit sheet 
1SDH001257R0001  in ABB Library).
The Ekip T&P unit is connected on one side to one USB 
port of the PC and on the other to the USB port of 
the trip unit (for further information see the kit sheet  
1SDH001000R0517  In ABB Library).

The EDS* (Electronic Data Sheet) file is used to 
configure and integrate the circuit-breaker into 
the DeviceNet system for the communication 
with the master (PC or PLC). The EDS file (Ekip_
COM_DeviceNet_02v01.eds) for the Ekip Com De-
viceNet modules is available in ABB Library.

For further information, see the “Installation, op-
eration and maintenance instructions for the in-
staller and the user”, document no. 
1SDH000999R0002 (for E1.2) and document no. 
1SDH001000R0002 (for E2.2, E4.2, E6.2), and the 
“Communication System Interface”, document no. 
1SDH001140R0001 in ABB Library. 

*The EDS file is an electronic data sheet that identifies 
and describes a DeviceNet device and contains detailed 
information about it. The EDS file, when used with a 
DeviceNet configuration software, allows the device to be 
configured and integrated into the communication system.
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4.	 Communication in 
Ethernet TCP/IP

	 networks 
This Chapter illustrates the solution with SACE 
Emax 2 air circuit-breakers for the communication 
in the networks type “industrial Ethernet”.
In particular, it presents the solution for the com-
munication in the Ethernet TCP/IP networks with 
the Modbus TCP and IEC 61850 protocols12.

4.1	Communication in Ethernet 
TCP/IP networks

Developed in 1999, Modbus/TCP has been one of 
the first industrial protocols using Ethernet and 
TCP/IP. As indicated by the name, this protocol is 
an adaptation of traditional Modbus (on serial 
port) to the Ethernet networks that use the TCP/
IP13 protocols for data transmission. 
The main advantages are:
- 	ease, which makes it simply implementable 

both on new devices and for adaptations of ex-
isting devices

- 	 the similarity with the traditional Modbus pro-
tocol, already known by many programmers and 
developers of control and supervision systems.

From a conceptual point of view, the master-slave 
architecture of Modbus RTU (see § 3.1) is replaced 
by a client-server architecture. The sensor, or ac-
tuator, acts as a server: a device making available 
for other devices (the clients) data for reading, or 
space for writing. This representation is the same 
as the traditional Modbus protocol, in which the 
data are registers that can be read or written. The 
client is the device wishing to read or write the 
data; to do it, it sends a request telegram, to 
which the server responds with a response tele-
gram. 

12For the Ekip Com Profinet and Ekip Com Ethernet/
IP modules please refer to the following documents: 
“Installation, operation and maintenance instructions 
for the installer and the user”, document no. 
1SDH000999R0002 (for E1.2) and document no. 
1SDH001000R0002 (for E2.2, E4.2, E6.2), and the 
“Communication System Interface”, document no. 
1SDH001140R0001.

13TCP/IP (Transmission Control Protocol/Internet Protocol): 
transmission protocol developed to implement geographic 
connections, it is the basic element for internet connection 
and data transfer via Ethernet. TCP/IP defines a suite 
of protocols that transfer data from a device to another 
one, over one or more interconnected network. TCP/IP 
is also used to transfer files (ftp protocol), Web pages 
(http protocol), e-mails (SMTP protocol), and videos to be 
watched in real time (streaming). In short, the TCP protocol 
organizes the fragmentation into packets of the data to 
be transmitted and controls transmission, whereas the IP 
protocol controls the addressing and routing of the data 
packets.

The structure of the telegram is the same as tra-
ditional Modbus, as regards both length and cod-
ing:
- 	 the reading request consists of a command (in-

dicated in the Function Code) that tells the type 
of action to be performed (e.g.: reading of 
data), followed by the address of the register 
(or registers) to be read (these information are 
contained in the field Data of the telegram); 

- 	 the request of writing includes: command (indi-
cated in the Function Code), address and data 
to be written (included in the field Data);

- 	 the response telegrams, to indicate that the 
command has been successfully completed, re-
peat the command (in case followed by the re-
quired data); on the contrary, if the command 
cannot be performed, the response telegrams 
include an error code (exception response).

The data format is the same as traditional Mod-
bus, and also the codes (Function Code) used to 
indicate the reading and/or writing functions and 
the exception response codes are the same. This 
allows system developers to re-use a large 
amount of the code already written to implement 
the traditional Modbus. Besides, this enables the 
single telegrams to be converted with no need of 
storing additional data and without losing infor-
mation.

NOTE: For in-depth information, refer to the following 
documents: “MODBUS Protocol Specification”, available 
on http://www.modbus.org/specs.php, and “MODBUS 
Messaging Implementation Guide V1.0b”, available on 
http://www.modbus.org/specs.php.
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4.1.1	 Ekip Com Modbus TCP com	
		 munication module

With the Ekip Com Modbus TCP communication 
module, which complies with the Standard IEEE 
802.3, the low voltage air circuit-breakers SACE 
Emax 2 equipped with the Ekip Touch, Ekip G 
Touch, Ekip Hi Touch and Ekip G- Hi Touch trip 
units can be used in the Ethernet TCP/IP net-
works. This module implements the Modbus TCP 
protocol on the communication port 502. 
To activate communication:
-	 use the Ekip Supply module (see Annex A), 

which supplies 24V DC to the Ekip Com Modbus 
TCP module and to the trip unit;

-	 enable the Local Bus of the trip unit directly 
from the display (Display -> Settings -> Modules 
-> Local bus -> ON).

It is possible to use, together with Ekip Com Mod-
bus TCP, also the corresponding Ekip Com Mod-
bus TCP Redundant module. 

Ekip Com Modbus TCP

Characteristics of the module

Protocol Modbus TCP on the communication 
port 502

Baud Rate 10-100 Mbps

Ethernet Port RJ45 female connector (W9)

Default parameters of the module

Parameter Default

Function Modbus TCP

Force Static IP Address OFF (*)

Static IP Address Modbus TCP 0.0.0.0

Static IP Address Modbus TCP 
Redundant

0.0.0.0

Static Network Mask 0.0.0.0

Static Gateway Address 0.0.0.0

TCP clients These are the IP Addresses
of the clients
connected to the module.
Up to 3 clients can be
connected to one module.

MAC Address (**) It is the address assigned
by ABB; it has the following
OUI ac:d3:64.

On the same circuit-breaker, only a single Ekip 
Com Modbus TCP, and a single Ekip Com Modbus 
TCP Redundant can be installed.
These modules enable the control of the cir-
cuit-breaker and the access to the data contained 
in the trip unit, therefore they must be connected 
only to the networks provided with all necessary 
requirements of security and access prevention 
from unauthorized addresses (e.g. the network of 
the control system of a plant). It is the responsi-
bility of the panel builder to guarantee that all the 
necessary security measures (for instance, fire-
walls) have been adopted. The modules must not 
be directly connected to Internet. Connection is 
recommended to dedicated Ethernet networks 
only, via the Modbus TCP communication proto-
col.

(*) With the Force Static IP Address in OFF, the module 
waits to receive the IP Address from a DHCP (Dynamic Host 
Configuration Protocol) server. Without a DHCP server, the 
modules adopts an Autoconfiguration IP Address in the 
range 169.254.xxx.xxx, calculated through an algorithm, 
such as to be the same at each switching on.
(**) The MAC address is a unique address that identifies 
the Ethernet interface of each module; it is formed 
by 6 bytes, the first 3 of which are used for OUI. OUI 
(Organizationally Unique Identifier): it consists of the 
first 3 bytes of a MAC Address and is unique to the 
manufacturer of an Ethernet device, identifying it 
unequivocally.
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4.1.2 	 Connection to the Ethernet 	
		 network

The circuit-breaker is connected to the Ethernet 
network via the RJ45 female connector (W9) of 
the Ekip Com Modbus TCP module, according to 
the following diagram. Use of Ethernet Cat6 S/
FTP cables is recommended.

As regards the implementation of the communi-
cation networks, for which customers are respon-
sible, the usual installation procedures of the Eth-
ernet industrial networks must be complied with, 
for instance, in terms of maximum length and 
types of cable. 

Choice and installation of the Ethernet switches 
are customer’s responsibility. The maximum 
length of the cable for the connection of the Ekip 
Com Modbus TCP module to the switch is 100 m 
(Ethernet Cat6 S/FTP cable).

Wiring diagram
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R
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Note:
X: Connector for the auxiliary circuits of the circuit-breaker 
in withdrawable version
XV: Terminal box for the auxiliary circuits of the circuit-
breaker in fixed version
S75I/5 = Contact for signalling circuit-breaker in racked-in 
position (available only for circuit-breakers in withdrawable 
version). When more Ekip Com modules are present, or 
in the presence of the module Ekip Com Modbus TCP 
Redundant, the contact S75I/5 must be connected to 
one single module only once, and never to the redundant 
module.
Bus 1/Bus 2: Ethernet cable.
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4.1.3 	 Configuration of the Ekip 	
		 Com Modbus TCP module

This module is configured with Force Static IP Ad-
dress OFF by default.
The Ekip Com Modbus TCP module can be ad-
dressed either directly from the display of the trip 
unit, or through the Ekip Connect application and 
the Ekip Programming unit (or, as an alternative, 
Ekip T&P)14, by modifying the following parame-
ters:
-	 Force Static IP Address ON
-	 Static IP Address (the address must be valid 

and unique in the Ethernet network)
-	 Static Network Mask
-	 Static Gateway Address.

Configuration example of the static IP Address 
with Ekip Connect + Ekip Programming (or Ekip 
T&P).

Setting of parameters and assigning of values are 
customer’s responsibility.

14 Ekip Programming is connected on one side to one of the 
USB ports of the PC and on the other to the USB port of 
the trip unit (for further information refer to the kit sheet 
1SDH001257R0001 in ABB Library).
The Ekip T&P unit is connected on one side to one of the 
USB port of the PC and on the other to the USB port of 
the trip unit (for further information see the kit sheet 
1SDH001000R0517 in ABB Library).

To configure the other parameters, the Ekip Con-
nect software must be used: 
-	 together with the Ekip Programming unit (or, as 

an alternative, with Ekip T&P) connected to the 
trip unit, and ABB Key scan  

or
-	 with SACE Emax 2 circuit-breakers, equipped with 

the Ekip Com Modbus TCP module, connected to 
the Ethernet network, and Ethernet scan. 

The parameters of the module configurable only 
through Ekip Connect are:

-	 Enable IEEE 1588 (to enable the IEEE 1588 protocol 
for clock signal distribution and synchronization)

-	 IEEE 1588 master (to set the modules as master in 
the related network segment)

4.1.4	 Connection to the 
	 Ethernet network
The circuit-breaker is connected to the Ethernet 
network through the RJ45 female connector (W9) 
of the Ekip Com Modbus TCP module, according 
to the following scheme. 
The use of the Ethernet Cat6 S/FTP cable is rec-
ommended.

Wiring diagram
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Note:
X: Connector for the auxiliary circuits of the circuit-breaker 
in withdrawable version
XV: Terminal box for the auxiliary circuits of the circuit-
breaker in fixed version
S75I/5 = Contact for signalling circuit-breaker in racked-in 
position (available only for circuit-breakers in withdrawable 
version). 
When more Ekip Com modules are present, or in the 
presence of the module Ekip Com Modbus TCP Redundant, 
the contact S75I/5 must be connected to one single 
module only once, and never to the redundant module.
Bus 1/Bus 2: Ethernet cable.

-	 IEEE 1588 time zone and IEEE 1588 Daylight 
Saving (to calculate the time starting from the 
clock signal received)

-	 Disable Gratuituos ARP (to enable/disable the 
periodic generation of a message Gratuituos 
ARP, which is used by Ekip Connect to find 
quickly the modules through Ethernet scan 
without knowing in advance their IP Address). 

 
For further information, see the “Installation, op-
eration and maintenance instructions for the in-
staller and the user”, document no. 
1SDH000999R0002 (for E1.2) and document no. 
1SDH001000R0002 (for E2.2, E4.2, E6.2), and the 
“Communication System Interface”, document no. 
1SDH001140R0001 in ABB Library. 
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4.2  IEC61850 protocol
The standard IEC61850 is becoming more and 
more widespread as communication protocol for 
the protection and control systems of the electri-
cal plants. Unlikely other protocols, chiefly de-
signed for process control, IEC61850 has been de-
signed with specific characteristics, suitable for 
the applications related to electrical power (e.g. 
electrical substations and distribution plants).  
From a functional point of view, data communica-
tion in the applications for electrical plant protec-
tion and control must satisfy two different re-
quirements:
-	 under normal operating conditions, the super-

vision system collects the data on the electric 
values (voltages, currents, power, energies) 
without pressing speed requirements. Usually, 
in this case, the communication is cyclic (i.e. at 
regular interval) and “vertical” (i.e. between 
each of the measuring devices and a central su-
pervision and control system)

-	 in case of fault, the information on the state of 
the protections must be transmitted very 
quickly to permit the implementation of com-
mon behaviors (e.g.: fault signaling for selectiv-
ity). In this case, data transmission must occur 

19 GOOSE (Generic Object Oriented Substation Event) is a 
communication service offered by the protocol IEC 61850, 
through which the information about the events can be 
transmitted rapidly between different devices. The quick 
exchange mode of GOOSE messages permits a horizontal 
type communication which can be possible also between 
devices which are normally used as IEC 61850 servers. For 
further details see the following Standards: IEC 61850-7-2 
and IEC 61850-8-1.

with the shortest possible delay since the mo-
ment of the fault and this without a cyclic 
scheduling of the access to the communication 
medium, in fact, by taking priority over the cy-
clic data. Thus, we talk of “event-driven” commu-
nication. Furthermore, the information about 
the fault must be transferred from a protection 
device to another one, without involving the su-
pervision system. In this case, we talk of “hori-
zontal” communication via GOOSE19 messages.

The IEC 61850 protocol allows both communica-
tion modes to function simultaneously in an ef-
fective way.

REF 630SACE Emax 2SACE Emax 2
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Besides these functional characteristics, the 
IEC61850 protocol has some other features:
-	 the types of data, the parameters measured 

and the available protection functions are uni-
vocally defined, as the format and the names 
used to access the data. It is a real language 
that describes the informative content of the 
devices in a significant way from the point of 
view of the application; thus, it becomes possi-
ble to simplify system engineering and design, 
to reduce the likelihood of errors and to allow 
interoperability of devices by different manu-
facturers

-	 the physical level and the wiring system are the 
same for all electronic devices. Ethernet is used 
both for data exchange between the measuring 
devices and protection trip units, as well as be-
tween the last ones and the supervision and 
control systems 

-	 each transmitted data is completed with addi-
tional information describing the quality of 
measurements (e.g.: accuracy, unit of measure-
ment, etc.), possible diagnostic alarms of the 
device from which the data is transmitted (e.g.: 
disconnected current sensors), etc.; this offers 
users all the necessary elements to asses how 
to use the received data.

4.2.1	 Ekip Com IEC61850 
	 communication module
Thanks to the Ekip Com IEC61850 communication 
module, the following LV air circuit-breakers SACE 
Emax2 equipped with the Ekip Touch, Ekip G 
Touch, Ekip Hi Touch and Ekip G- Hi Touch trip 
units can be used in the Ethernet TCP/IP commu-
nication networks with IEC61850 protocol. 

To activate communication:
-	 use the Ekip Supply module (see Annex A), 

which supplies 24V DC to the Ekip Com module 
and to the trip unit

-	 enable the Local Bus of the trip unit directly 
from the display (Display -> Settings -> Modules 
-> Local bus -> ON).

The Ekip Com IEC61850 module cannot be sup-
plied through the PoE20 system. 
Together with Ekip Com IEC61850, also the corre-
sponding module Ekip Com IEC61850 Redundant 
can be used. 

20 PoE: Power over Ethernet is a technology that permits 
power supply through the infrastructure of the LAN 
network. In other words, this system permits to supply the 
devices using the same cable that connect them to the 
Ethernet data network.

Ekip Com IEC61850

Characteristics of the module

Protocol IEC61850

Baud Rate 10-100 Mbps

Ethernet Port RJ45 female connector (W12)

IMPORTANT:
On the same circuit-breaker, only a single Ekip Com 
IEC61850, and a single Ekip Com IEC61850 Redundant 
can be installed. Since these modules permit the cir-
cuit-breaker control and the access to the data inside 
the trip unit, they can be connected only to the net-
works that are equipped with the necessary require-
ments of security and prevention against unauthorized 
access (e.g. the network of the control system of a 
plant). It is the installer’s responsibility to verify that all 
the necessary security measures (e.g. firewalls) are 
used. The modules must not be directly connected to 
Internet. Connection is recommended to dedicated 
Ethernet networks only, via the IEC61850 communica-
tion protocol.

For further information, see the “Installation, op-
eration and maintenance instructions for the in-
staller and the user”, 
document no. 1SDH000999R0002 (for E1.2) and 
document 
no. 1SDH001000R0002 (for E2.2, E4.2, E6.2), and 
the “Communication System Interface”, docu-
ment no. 1SDH001140R0001 in ABB Library. 
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4.2.2	Connection to the Ethernet 
network

The circuit-breaker is connected to the Ethernet 
network through the RJ45 female connector 
(W12) of the Ekip Com Modbus IEC61850 module, 
according to the diagram shown in the following 
figure. The connector is usually linked to an Ether-
net cable that, in turn, connects the cir-
cuit-breaker to one of the port of an Ethernet 
switch. The use of the cable Ethernet Cat6 S/FTP 
is recommended. 

Wiring diagram
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For the implementation of the communication 
network, which is the customer’s responsibility, it 
is fundamental to comply with the standard in-
stallation procedures of the industrial Ethernet 
networks in terms, for instance, of maximum 
length and type of cables. Choice and installation 
of the Ethernet switches are customer’s responsi-
bility. It is also his responsibility to make sure that 
the switches can be used in the Ethernet net-
works with the IEC61850 communication proto-
col. The maximum length of the cable for the con-
nection from the Ekip Com IEC61850 module to 
the switch is about 100 m (Ethernet Cat6 S/FTP 
cable).  

Note:
X: Connector for the auxiliary circuits of the circuit-breaker 
in withdrawable version
XV: Terminal box for the auxiliary circuits of the circuit-
breaker in fixed version
S75I/5 = Contact for signalling circuit-breaker in racked-in 
position (available only for circuit-breakers in withdrawable 
version). 
When more Ekip Com modules are present, or in the 
presence of the module Ekip Com Modbus TCP Redundant, 
the contact S75I/5 must be connected to one single 
module only once, and never to the redundant module.
Bus 1/Bus 2: Ethernet cable. 
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4.2.3	Logic interface
Emax 2 circuit-breakers with the Ekip Com 
IEC61850 module provide both types of interface 
foreseen by the protocol: MMS for vertical com-
munication, and GOOSE for horizontal communi-
cation. 
The information made available by the cir-
cuit-breaker through MMS objects/messages  are 
listed in the table below. 
MMS (Manufacturing Message Specification) is 
the service on which all client-server messaging 
systems of IEC 61850 is based. It defines the com-
munication messages between the control cen-
ters or clients (e.g.: SCADA) and the server sta-
tions (called IED), for instance, for the reading or 
writing of the process variables. In particular, the 
MMS service is used to send demands from the 
client stations (e.g.: SCADA) to which the server 
station (called IED) answers with the data re-
quired. 
GOOSE (Generic Object Oriented Substation 
Event) is a communication service offered by the 

IEC 61850 protocol, through which the informa-
tion about the events can be quickly transmitted 
between different devices. 
The quick exchange mode of GOOSE messages of 
the IEC 61850 protocol permits a horizontal type 
communication which can be possible also be-
tween devices which are normally used as IEC 
61850 servers. For further details see the follow-
ing standards: IEC 61850, Part 7 (7-1; 7-2; 7-3; 7-4) 
– Modelling of the data and of the communication 
services and IEC 61850, Part 8-1 – Mapping of the 
communication services onto Ethernet.
Through the Ekip Com IEC 61850 module, it is 
possible to command from remote the cir-
cuit-breaker closing.

*IED (Intelliget Electronic Device): In this context, 
a SACE Emax 2 circuit-breaker equipped with trip 
unit Ekip Touch/Ekip Hi Touch + module Ekip Com 
IEC61850 is an IED.

Logical Node MMS Information

XCBR (circuit-breaker state) Circuit-breaker state: open/closed

Warning, if state information is not available

RBRF (breaker failure) TRIP command failed (the trip unit has opened the circuit-
breaker through the back-up protection) 

PTRC (trip and timing of protections) Trip indication of all protections (e.g.: L,S,I,G, UV/OV, UF/OF, RP ) and 
timing of delayed protection functions (e.g.: L,S, G, UV/OV, UF/OF) (*)

MMXU (measures) Phase currents (IL1-IL2-IL3), neutral current (**), earth fault current [A]

Frequency [Hz]

Line-to-line voltages (U12, U23, U31), phase-to-neutral 
votages (U1, U2, U3) (***) and residual voltage [V]

Total power factor

Total active power (Ptot) and phase power (P1, P2, P3) [kW]

Total reactive power (Qtot) and phase power (Q1, Q2, Q3) [kVAR]

Total apparent power (Stot) and phase power (S1, S2, S3) [kVA]

LPHD (warnings/alarms) Indication any warning (OR of all notices) (****)

Indication any alarm (OR of all alarms)  (****)

(*) For further information about the protection functions available with Ekip trip units see the following documents: 
1SDH001000R0002, 1SDH000999R0002, 1SDC200023D0202	
(**) Available with 4-pole or 3-pole circuit-breaker + CT for external neutral 	
(***) Available with 4-pole circuit-breaker
(****) For further information on the warnings and alarms available see the documents 1SDH001000R0002 and 
1SDH000999R0002.
For further information on the data available from remote, see the document Communication system interface - 
document  1SDH001140R0001.	
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he information released through GOOSE are 
listed in the table below. 
GOOSE messages comply with class P1: in fact, 
the GOOSE referred to an event in the cir-
cuit-breaker takes place in a time t<10ms after 
the event itself.
The Ekip Com IEC61850 module handles both 

GOOSE input and output. This guarantees the 
possibility to implement advance selectivity log-
ics and to interlock different circuit breakers.
For further information about the available mea-
surements and data, see the document “Commu-
nication System Interface” (1SDH001140R0001) in 
ABB Library.

Logical Node GOOSE information

RBRF (breaker failure) TRIP command failed (the trip unit has opened the circuit-
breaker through the back-up protection) 

XCBR (circuit-breaker state) Circuit-breaker state: open/closed

Warning, if state information is not available 

PTRC (trip and timing of protections) Trip indication of all protections (e.g.: L,S,I,G, UV/OV, UF/OF, RP ) (*)

Timing  of the time-delayed protections (e.g.: L,S, G, UV/OV, UF/OF) (*) 

(*) For further information about the protection functions available with Ekip trip units see the following documents: 
1SDH001000R0002 - 1SDH000999R0002 and 1SDC200023D0202

Logical Device 

Logical Node

Circuit-breaker

XCBR 
(circuit-breaker state)

RBRF 
(breaker failure)

PTRC
(trip and timing of 
protections)

MMXU 
(measurements) 

LPHD (warnings/
alarms)
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MMS and GOOSE messages

REF 630
(Server)

SACE Emax 2
(Server)

SACE Emax 2
(Server)

SCADA (Client)

Ethernet network

GOOSE Messagges 

SCADA (Client)
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g
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4.2.4	Configuration and putting 
into service of the 

	 circuitbreaker
The configuration of the IEC61850 module must 
be performed by using PCM600 software. The 
configuration procedure with the PCM600 soft-
ware comprises the following steps:
 
1.	Creation of the project with all the servers in-

volved.

REF 630

SACE Emax 2

PCM600 

.icd file

.icd file

2. Communication configuration: specifies which 
devices must send or receive the information 
and which information are exchanged between 
the devices (either in GOOSE or in MMS format).

3. Generation of the plant configuration files .scd 
and .iid/cid that contain all the relations be-
tween the single devices (servers) configured.

REF 630

SACE Emax 2

PCM600 

.icd file
.iid/.cid file

.icd file
.scd file

4.	Transfer of the files to every device (server).

REF 630

SACE Emax 2

PCM600 

.iid/.cid file

.scd file

For further information on the configuration, see 
the document “Communication System Interface” 
(1SDH001140R0001) in ABB Library. 
For a guide on how to commission IEC61850 on 
Emax 2 Circuit breaker, please refer to the Appen-
dix C: IEC61850 Getting started.
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4.3	Ekip Com Hub
Emax 2 equipped with the new Ekip Com Hub can 
establish the cloud connection for an entire 
switchboard. This module just needs to be in-
serted into the terminal box of the Emax 2 and 
connected to the internet.

4.3.1 Architecture
The Ekip Com Hub module works as a gateway 
that, thanks to the fact that Emax 2 can operate 
as a master in a Modbus network, collects all the 
data from the devices connected through Mod-
bus (both TCP and RTU) and send them to the 
cloud. 

Each Ekip Com Hub can connect up to 50 devices 
through TCP or TCP + RTU (note that due to a limit 
of the protocol a maximum of 32 devices can be 
connected on a Modbus RTU network) .

It is possible to install only one Ekip Com Hub in 
the terminal box of an Emax 2 circuit breaker but 
it is possible to provide multiple Ekip Com Hub in 
a whole installation. 

The data logging time is 30 seconds, but the per-
formance could change if a large number of de-
vices are connected to one Ekip Com Hub (it may 
be better to use more than one Ekip Com Hub 
when there are multiple ACBs in the system)

4.3.2 Connection to the internet
The connection to the internet can be done both 
by LAN or by SIM Card (GPRS). If your internet 
connection is via the site network, you should 
open the following ports:

- 443/TCP: needed for the upload of the data via 
HTTPS

- 53/UDP: needed for public DNS
- 123/UDP: if connecting to public NTP server or
ABB SNTP server

The module works with the TLS cryptographic 
protocol that provide full communication secu-
rity, guarantying privacy and data integrity.

Modbus TCPModbus RS-485

Cloud Platform
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ABB AbilityTM

ABB AbilityTM
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A complete shopping list for an Emax 2 that also
needs to be connected to Modbus slaves comprises:
- 	Ekip Supply
- 	Ekip Com Hub
- 	Ekip Com Modbus TCP with firmware version
	 2.37 and above
- 	Ekip Com Modbus RS-485 with firmware 
	 version 2.12 and above
- Ekip Connect 3.0.303 and above
- Ekip T&P or Ekip Programming

The mainboard and the trip unit of the Emax 2
must be equipped with a firmware version 2.20
and above.
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5.	 Ekip Connect software 
Ekip Connect 3 is the ABB programming and com-
missioning software, thanks to whom the user 
can manage power, acquire and analyze electrical 
values and perform diagnostic functions.   
This document takes into consideration the use 
of the Ekip Connect 3 software for the communi-
cation between a PC and one or more ABB cir-
cuit-breakers simultaneously connected to a RS-
485 serial line with the Modbus RTU protocol, or 
to an Ethernet network with the Modbus TCP pro-
tocol.
Ekip Connect can be used also for:
- 	putting into service, testing and monitoring the 

devices connected to the RS-485 serial net-
works with the Modbus RTU protocol or con-
nected to the Ethernet networks with the Mod-
bus TCP protocol; 

- 	 interacting and exchanging data with ABB elec-
tronic trip units with Modbus RTU or Modbus 
TCP communication interfaces.

Ekip Connect is useful during the phases of put-
ting into service, configuration, monitoring, 
maintenance and testing of the circuit-breakers 
equipped with Modbus RTU or Modbus TCP 
communication interfaces. 

The software permits the user to:
1) carry out the control and complete scan of the 

communication network to identify all the de-
vices connected 

2) interact, in real time, with the following 
devices:

5.1	Ekip Connect and Modbus RTU
To make the PC (on which Ekip Connect is in-
stalled) communicate with the trip units 
equipped with Ekip Com Modbus RTU and con-
nected to a RS-485 serial line, a serial converter 
can be necessary for the conversion from the RS-
485 physical layer to the physical layer available 
on the PC (e.g.: RS-232, USB, Ethernet). 
The communication protocol used is Modbus 
RTU.

5.1.1	Scanning of the RS-485 
	 serial bus
When testing an electrical switchboard equipped 
with devices that communicate via Modbus RTU 
and designed to be installed in a plant with a su-
pervision system, scan of the system bus is par-
ticularly useful. In fact, this control operation per-
mits detection of any possible anomaly in the 
cabling of the devices connected to the serial net-
work, or of configuration errors (e.g.: speed, par-
ity, stop bit, serial address, etc.), with the conse-
quent possibility of correct them when the 
switchboard is still to be put into service. Before 
scanning, attention shall be paid that all the trip 
units connected to the network have different se-
rial addresses. 

Setting of the serial address and assigning of val-
ues is the customer’s responsibility.
The serial address of the trip units already con-
nected to the network can be modified:
1)	from the display of the trip unit (trip unit in lo-

cal mode and local bus enabled)
or
2)	from the PC (connected to the network of the 

switchboard) on which the Ekip Connect soft-
ware is installed and supplying one trip unit at a 
time

or
3)	from the USB port of the trip unit by using Ekip 

Connect and the Ekip Programming unit (or, as 
an alternative, the Ekip T&P unit).

  
When pushing the button “Serial”, Ekip Connect 
performs an automatic scan of the RS-485 net-
work and identifies all the devices connected to 
the bus. At the end of the scan, the found devices 
are displayed:
-	 in the Navigation Tree, which lists the trip units 

found by scanning and the pages available for 
each of them;

-	 in the Working Area in the page Device List  that 
shows the trip units found while scanning, with 
their main communication parameters, and 
gives indications  about any possible configura-
tion error detected while scanning (e.g.: two de-
vices with different transmission speed or two 
devices with the same serial address). Ekip Con-
nect signals also the presence of non-ABB de-
vices able to communicate through the Modbus 
RTU protocol. 

Circuit-breaker Trip unit

SACE Emax 2 E1.2÷E6.2 Ekip Touch/G-Touch + Ekip Com 
Modbus RTU/TCP module
Ekip Hi-Touch/G Hi-Touch + Ekip 
Com Modbus RTU/TCP module

New Emax E1÷E6 PR122/P + PR120/D-M module
PR123/P + PR120/D-M module

SACE Tmax XT2-XT4 Ekip LSI + Ekip Com module
Ekip LSIG + Ekip Com module
Ekip M-LRIU + Ekip Com module

Tmax T4÷T6 PR222DS-PD
PR223DS
PR223EF

Tmax T7 - Emax X1 PR332/P + PR330/D-M module
PR333/P + PR330/D-M module

Emax DC PR122/DC + PR120/D-M 
communication module 
PR123/DC + PR120/D-M 
communication module

Emax E2/VF-E3/VF PR122/VF + PR120/D-M 
communication module

Circuit-breaker with 
thermal-magnetic 
or microprocessor-
based trip unit 
Switch-disconnector 

Flex interface SD030DX 
(Modbus RTU protocol)
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After scanning has been completed, for each trip 
unit connected to the network it is possible to 
find in the Working Area some pages with all the 
information and the data contained in the trip 
unit. From these pages, it is also possible to mod-
ify the communication and protection parame-
ters of the trip unit or to send the commands to 
the circuit-breaker (see § 5.3).

5.2	Ekip Connect and Modbus TCP

5.2.1	Scanning of the Ethernet 
network

After the installation of Ekip Connect on a PC con-
nected to an Ethernet network, it is possible to 

scan the network and identify the ABB cir-
cuit-breakers that are connected and communic-
ate via the Modbus TCP protocol. 
The ABB circuit-breakers that are connected and 
communicate via the Modbus TCP protocol. After 
scanning has been completed, the devices that 
have been found are displayed both in the Naviga-
tion Tree and in the Working Area through the 
page Device List, where the trip units connected 

The following figure shows an example of the 
Navigation Tree generated after scanning of the 
Ethernet network.

to the network can be viewed with their IP Ad-
dresses. 
The following figure shows an example of the 
window of Ekip Connect, the Navigation Tree and 
the Device List generated after scanning of the 
Ethernet network.
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5.2.2	Scanning of the electrical 
switchboard

When testing an electrical switchboard housing 
air circuit-brakers Emax 2 equipped with the Ekip 
Com Modbus module and designed to be in-
stalled in a plant with a supervision system with 
the Modbus TCP protocol, scanning of the Ether-
net network is useful. In fact, it permits the user 
to control all the connected Emax 2 circuit-break-
ers when the switchboard is still to be put into 
service. Besides, thanks to Ekip Connect, all the 
protection functions can be set (curves, times 
and thresholds of the protections), or all the trip 
units of the circuit-breakers connected to the 
network can be configured from a unique station 
(e.g. as regards rated voltage, network frequency, 
neutral).   
NOTE: before using the Ekip Connect software to 
scan the Ethernet network of the switchboard, be 
sure that the connected trip units are configured 
with Force Static IP Address OFF or have different 
IP addresses. 

Setting of parameters and assigning of values is 
customer’s responsibility.

The IP address of the trip units connected to the 
switchboard network can be set:
1)	from the display of the trip unit
or
2)	from the PC (connected to the network of the 

switchboard) on which the Ekip Connect soft-
ware is installed and supplying one trip unit at a 
time

or
3)	from the USB port of the trip unit by using Ekip 

Connect and the Ekip Programming unit (or, as 
an alternative, the Ekip T&P unit) 

by modifying the following parameters:
-	 Force Static IP Address ON
-	 Static IP Address (the address must be valid 

and unique in the Ethernet network)
-	 Static Network Mask
-	 Static Gateway Address

Example of configuration of the static IP Address 
with Ekip Connect + Ekip Programming (or Ekip 
T&P)



Co m m u n i c ati o n fu n c ti o n s w ith s ace e m a x 2 ci rcu it b r e a k e r s 31

5.3	 Communication with the 
	 single device
Ekip Connect provides some graphic screens 
through which it is possible to interact with the 
electronic trip units with Modbus RTU or Modbus 
TCP communication interface.
Through those pages is it possible:
- to read the information about the circuit- 
breaker and the protection trip unit;
- to know the circuit-breaker state (e.g.; open/ 
closed/tripped, racked-in/out position);
- to view the alarms of the protections;
- to read the values measured in real time (e.g.: 
current, voltage, power, energy);
- to view the settings of the protection functions 
associated to the trip unit;
- to view the history data relevant to the last trips 
of the unit;
- to view the history of the events and the mea-
surements stored in the trip unit.

Besides, through these graphic screens it is pos-
sible:
- to send opening and closing commands to the 
circuit- breaker;
- to set the protection functions (curves, times, 
and thresholds);
- to configure the trip unit (e.g.: rated voltage, 
network frequency, neutral conductor);
- to view the time-current curves of the protec-
tions;
- to send wink commands through which the 
blinking of a LED of the trip unit is activated to 
make easier to locate the circuit-breaker when, it 
is installed in the plant.
- to enable the advanced functions for microgrids 
and cloud connectivity

The amount and type of information that can be 
viewed through the graphic pages vary according 
to the type of trip unit you are interacting with.
Hereunder you find some examples of these 
graphic screens.

Dashboard

This page shows a general overview of the 
device. It is completely customizable and 
gives to the user, at a glance, all the relevant 
information.

This page displays all the general parame-
ters of the device, such as number of poles, 
standard reference and rated current. Mo-
reover, the user has access to other relevant 
information: from the trip unit version to the 
operations number, from the circuit breaker 
status to the last maintenance date.

This page allows the user to check real time 
not only the currents, the voltages, the fre-
quencies, but it gives also a clear and effec-
tive visualization of the alarms, the warnings 
and the trips.

Is it possible to see all the last 200 events 
and measures with a precise indication of 
the date and the time. Moreover, a dedicated 
list of the trips occurred is available, in order 
to analyze deeply how the circuit breaker 
worked.

Information

Historic data

Monitoring
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Protections and time curve current

Modules

Tools

Ekip Com Hub

Through this menu, the user can view and set 
the parameters (thresholds and trip times) 
of the protection functions of the trip unit. 
The protections available depend according 
to the trip unit type. It is also possible to 
display the time-current curves of the main 
protection functions (L, S, I and G) in order to 
easily visualize the settings done.

Thanks to this page, the user can set com-
munication modules available on the circuit 
breakers and exploit the features he needs.

Accessing to this menu, it is possible to ena-
ble the new advanced logics for microgrids* 
such as embedded ATS, Load Shedding, 
Interface Protection or Synchro Reclosing. 
Following a wizard installation the user can 
set his network and purchase the license that 
activate the logic.

This is a dedicated menu for the provisio-
ning of the cloud connectivity. Following the 
wizard installation, the user can easily com-
mission ABB Ability – Electrical Distribution 
Control System**.

*Further information on Emax 2 All-in-one available on 
the dedicated webpage: http://go.insideplus.abb.
com/divisions/electrification-products/bu-portals/
protection-and-connection/product-launches-home-

page/microgrid
**For further details refer to the document 
1SDC200063B0201 “Ekip Com Hub - Getting Started”
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The Ekip Supply module must be used to activate 
communication and to supply, with 24V DC volt-
age, the Ekip Com modules and the trip units Ekip 
Touch, Hi-Touch, G Touch and G Hi-Touch. 
Two versions of Ekip Supply are available accord-
ing to the input primary voltage used to feed it:
– Ekip Supply 110-240V AC/DC
– Ekip Supply 24-48V DC
The auxiliary voltage available in the electrical 
switchboard can be used to supply this module. 
The voltage is carried to the input terminals 
marked with K1 (+/L) and K2 (-/N) as shown in the 
following diagram:

X

XV

XV

Ekip Supply 110-240V AC/DC
Ekip Supply 24-48V DC

K2

+/L
-/N

Uaux
110-240V AC/DC

24-48V DC

K2
K1

K1

W2 (LOCAL BUS)

(A)(B)

W3
W3

W4
W4

X
—
Connections outside 
the circuit-breake

X: Connector for the auxiliary circuits of the circuit-breaker
XV: Terminal box for the auxiliary circuits of the circuit-
breaker in fixed version
K1-K2: Supply terminals of Ekip Supply.
W2: Local bus of Ekip Supply (terminals W3 and W4) to 
communicate with ABB SACE devices.
 

Supply Ekip Supply DC Ekip Supply AC/DC

Primary voltage 24÷48 V DC 110÷240 V AC/DC

Voltage interval 21.5÷53 V DC 105-265 V AC/DC

Frequency interval - 45÷66 Hz

Rated power 
(modules included)

10 W max 10 VA/W max

Electrical features of Ekip Supply:Annex A: Ekip Supply 
power supply module
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Annex B: Measurements-
Information-Commands

Ekip Touch
Ekip Touch + Ekip Measuring / Measuring Pro
Ekip G Touch

Ekip Hi-Touch
Ekip G Hi-Touch

Measurements

Phase currents (IL1-IL2-IL3), neutral current (*), earth fault current (**) • • •
Peak factor (Ip/Irms) in the three phases and in the neutral • • •
Measurement history: currents (Imax, Imin, Imean) • • •
Line-to-line voltages (U12, U23, U31), phase-to-neutral 
voltages (U1, U2, U3) (***) and residual voltage • •

Measurement history: voltages (Uline-to-line max, Uline-to-line min) • •
Frequency • •
Total active power (Ptot) and phase power (P1, P2, P3) • •
Measurement history: Ptot (Ptot mean, Ptot max) • •
Total reactive power (Qtot) and phase power (Q1, Q2, Q3) • •
Measurement history: (Qtot mean, Qtot max) • •
Total apparent power (Stot) and phase power (S1, S2, S3) • •
Measurement history: Stot (Stot mean, Stot max) • •
Total power and line power factor • •
Total active energy meter [kWh] • •
Total reactive energy meter [kVARh] • •
Total apparent energy meter [kVAh] • •
Waveforms of phase, neutral (*) and ground (**) currents •
Waveform of line-to-line voltages •
Harmonic analysis (THDi, THDv and spectrum up 
to the 50th harmonic at 50 Hz and 60 Hz) •

Network Analyzer (supply voltage characteristics 
in compliance with EN 50160) •

State information

Circuit-breaker state (open/closed/tripped, racked-in/out-test position) • • •
Circuit-breaker ready to close • • •
Mode (local, remote) • • •
Protection parameters set (curves, times and protetion thresholds) • • •
Maintenace data

Number of total operations (from closed to open) • • •
Total number of trips due to protection intervention • • •
Number of trip tests • • •
Number of operations (from closed to open) with opening command • • •
Number of trips failed • • •
Contact wear (estimated percentage) • • •
Data of the last 30 openings (type of protections 
tripped, fault values, date and time of trip) • • •

Date of installation of the circuit-breaker • • •
Date of last maintenance operation • • •
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Ekip Touch
Ekip Touch + Ekip Measuring / Measuring Pro
Ekip G Touch

Ekip Hi-Touch
Ekip G Hi-Touch

Alarms and protection trips

Trip indication of basic protections (e.g.: L,S,I,G, MCR, IU) and
advanced protections (e.g. UV/OV, UF/OF, RP) (****) • • •

Timing and trip/Timing and alarm of the time-delayed protections, 
basic (e.g. L,S,G) and advanced (e.g. UV/OV, UF/OF) (****) • • •

Pre-alarm of L and G protections • • •
Diagnostics alarms

Current sensors disconnected • • •
Trip coil disconnected or in fault condition • • •
Rating Plug disconnected or not installed • •
Maintenance signal necessary • • •
Fault on the opening mechanism (TRIP command failed) • • •
Battery not working or absent • • •
Harmonic distortion > 2.1 • • •
Pre-alarm (contact wear ≥ 80%) • • •
Contact wear = 100% • • •
Commands/Configurations

Opening/Closing of the circuit-breaker • • •
Alarm reset (Trip reset) • • •
Trip test • • •
Setting of the protection functions (curves, times and protection
thresholds) • • •

Configurations of the trip unit (e.g.: rated voltage, network frequency,
neutral) • • •

Dual setting •
Event Logs (the last 200)

Change of state of the circuit-breaker, of the protections, of all alarms
and modification of parameters • • •

For the information and the commands from remote with the IEC 61850 protocol, see § 4.2.

(*) Available with 4-pole or 3-pole circuit-breakers + CT for external neutral conductor
(**) Available with LSIG version of the trip unit
(***) Available with 4-pole circuit-breaker
(****) Advanced protections are available with: Ekip Touch + Ekip Measuring Pro, Ekip G Touch, Ekip Hi-Touch and Ekip G Hi-Touch. With Ekip G Touch 
and Ekip G Hi-Touch trip units, the protections for low voltage generators are available. For further information see the White Paper Generators 
protection: Ekip G trip unit for SACE Emax 2 - 1SDC007409G0202.				  

For further information about the basic and advanced protection functions and about the data available with Ekip trip units see the documents: 
1SDH001000R0002 and 1SDH000999R0002.  
For further information on the data available from remote, see the document Communication system interface - document 1SDH001140R0001 in ABB Library.
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Getting started:

1)	 Create your project with PCM600

-	 Launch PCM600 2.8
-	 File → New project: choose the name of your 

project
-	 Right click on Getting Started: New → Gen-

eral → Substation
-	 Right click on Substation: New → General → 

Voltage Level
-	 Right click on Level: New → General → Bay
-	 Right click on Bay: New → LV Circuit Breaker 

IED → Emax 2 IED (and follow the wizard for 
the configuration of the devices, as ex-
plained in the following point

Annex C: IEC 61850 on 
Emax 2. Getting Started
Requirements:
-	 Emax 2 equipped with Ekip Touch, Ekip Hi-

Touch, Ekip G Touch or Ekip G Hi-Touch trip unit
-	 Ekip Com IEC 61850 module equipped on every 

CB
-	 PCM600 2.8 with Emax 2 connectivity package 

installed
-	 Firmware 2.x for handling only GOOSE outputs 

messages

-	 Firmware 3.x for handling both GOOSE input 
and outputs messages 

-	 Mainboard firmware version 2.22 or further for 
handling GOOSE inputs

-	 Ekip Touch version 2.22 or further

Provisioning the system:
-	 Disable the firewall if one is present on your 

laptop
-	 Connect your laptop to the same network of the 

Ekip 61850 modules through the Ethernet
-	 Set the static IP address of the modules with 

Ekip Connect
-	 Enable TFTP security level with Ekip Connect

Configuration file hierarchy:
-	 .icd → file that contains the main info of the de-

vice
-	 .iid → file that allows only to send GOOSE mes-

sages
-	 .cid → file that allows to send and receive 

GOOSE messages

SACE Emax 2

Ethernet Switch

IEC61850

Laptop SACE Emax 2

IEC61850
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2)	 Configure the devices

•	 Select SW version: 
-	 2.x for GOOSE outputs only
-	 3.x for GOOSE inputs and outputs

•	 Set the IP address of the module
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•	 Select the version of the IEC61850 protocol

•	 Check the values filled-in and finish
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•	 Add all the Emax 2 circuit breakers present in 
the network and change the technical key 
(name of the device) that was automatically 
generated by PCM600 

3)	 Configure the communication inside the net-
work

•	 Tools → IEC61850 configuration

•	 Set the recipients of the GOOSE messages and 
change the MAC address and the AppID of every 
single messages (every message MUST have 
different address)

•	 Save the project

•	 Save your project
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4)	Set the GOOSE inputs and upload the .cid file 
to the CB

•	 Right click on the device → write to IED with 
custom logic

•	 Application → Edit

•	 Choose the messages in input and set the out-
put that triggers a function on the device:

Example: interlock between two CBs:

1.	Select the operator: CB on 
2.	Select from what device I want to receive the in-

formation CB on
3.	Select the quality that has to populate the sta-

tus CB on
4.	Select the output that triggers the function of 

the recipient (remote programmable status E)
5.	Click on Add
6.	Ok

1

5

6

2

3

4
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•	 Upload the logic created (.cid file) to the Ekip 
Com IEC 61850 module (it is possible also to 
save the .cid file created: file → save file)

•	 Check the correct functionality (green tick) of 
file uploaded to the device
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•	 Set your function with Ekip Connect in order to 
make the logic active:

4 Bis) 	 Upload the .iid file to the CB (only for 
sending GOOSE messages)

•	 Right click on the device → write to IED without 
custom logic
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•	 Upload the .iid file to the device

•	 Check the correct functionality (green tick) of 
file uploaded to the device

Remark:
-	 If only Emax 2 circuit breakers are present in the 

project, it is not possible to set a client-server 
(master – slave) communication (vertical com-
munication) because Emax 2 is able to perform 
only as server (slave). In order to implement this 
vertical communication it is necessary a client 
(master) that asks the information to Emax 2. 










