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1 Overview

1.1 Information on the manual

This manual describes the ABB-AccessControl system. It supports you in the selection and
planning of the correct structure.

It contains an overview of currently available components and provides ideas for practical
combination and integration.

For detailed technical information about the individual components please also note the
respective product documentation.

In Chapter 4.3 “Case studies” on page 69 the topics of this document are explained by means
of examples. The information in the chapters is structured logically. If you wish to familiarise or
re-familiarise yourself again with the topic, read through all the relevant subchapters on this
topic.
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1.2

1.3

Target group / Qualifications of personnel

Installation, commissioning and maintenance of the device must only be carried out by trained
and properly qualified electrical installers.

The electrical installer must have read and understood the manual and follow the instructions
provided.

The electrical installer must adhere to the valid national regulations in his/her country governing
the installation, functional test, repair and maintenance of electrical products.

The specialist staff should have general knowledge about networks.

Introduction to ABB-AccessControl

The "Electronic cylindrical lock" are designed and provided for application within the "ABB-
AccessControl" IP system.

Communication and current

The "Electronic cylindrical lock" communicate via radio control. A separate power supply is not
required. The "Electronic cylindrical lock" obtain the necessary power via the supplied batteries.

Scalability

Smaller objects can be installed as easily as large objects. Existing installations can be
extended at all times.

Operation

Central management of all access points via the ABB-Welcome® App app.

Loss of keys

No change of hardware when keys are lost.

New or retrofitting

The "Electronic cylindrical lock™ can be installed on almost all doors. Either new or for
retrofitting.
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Power failure

The "Electronic cylindrical lock" obtain the necessary power via the supplied batteries.

— The "Electronic cylindrical lock" are used independently:
— The "Electronic cylindrical lock" continue to function.
— The "Electronic cylindrical lock" are integrated in a system:
— The "Electronic cylindrical lock" continue to function, the system does not.
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1.4 ABB-AccessControl and smartIP

smartiP

ABB-Welcome IP ABB-AccessControl

Door communication Access control

ABB-VideoControl

Video control

=
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i
=

\
PanN
)

Fig. 1:  ABB-AccessControl and smartIP

The ABB-AccessControl access control is an integral part of the entire smartIP system.

The ABB-AccessControl access control can be used exclusively for itself. Or it can, as desired,
be supplemented by additional systems or also be integrated into additional systems. This can
take place at any time in the future.

For planning purposes, a separate system manual is available for each system.
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1.5

Fundamentals of structured cabling

Structured cabling is a uniform setup plan for a network infrastructure. The network
infrastructure is independent of the application and future-oriented. Additional designations for
the structured cabling are Universelle Gebaudeverkabelung (UGV) (universal structured
cabling) or Universelle Kommunikationsverkabelung (UKV) (universal communication cabling).

Structured cabling is to prevent expensive faulty installations and extensions and also make the
installation of new network components easier.

Unstructured cabling is normally bound to requirements or a specific application. If the
changeover to a new technology or technology generation becomes necessary, this could easily
lead to a cost explosion.

Structured cabling is based on a generally valid cabling structure. This cabling structure, among
others, takes the requirements for several years into the future into consideration. It contains
reserves and can be used independent of the applications. E.g., one lets the local network and
the telephony operate via the same cabling.

Structured cabling includes the following points:

= Standardized components (wires, connectors, etc.)

= Hierarchical network topology (star, tree, etc.)

= Recommendations for laying and installation

= Standardized measuring, testing and documentation processes

Objectives of structured cabling

=  Support of all current and future communication systems

= Reserve of capacity regarding limiting frequency

= Neutral behaviour of the network regarding the transmission protocol and terminal devices
= Flexible expandability

= Fail-safe due to star-shaped cabling

= Implementation of data protection and security

= Adherence to existing standards

Standards for structured cabling

Area of validity Standard Description

Cabling standard information system - application-
neutral cabling systems

TIA/EIA 568 B.1 (2001) | Telecommunication cabling standard for building

Europe EN 50173-1 (2003)

North America

/B.2 1 (2001) cabling
World ISO/IEC 11801 (2002) g:tl;)l:lrr:gg standard for application-neutral building

Table 1: Standards for structured cabling
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Overview

ISO/IEC 11801 (2002) and EN 50173-1 (2003)

Fig. 2: Structured cabling
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A Location distributor
B Building distributor
Cc Floor distributor

D Connection unit

E Terminal device

1 Optical fibre

2 Copper conductor
3 Primary area

4 Secondary area

5 Tertiary area

6 Tertiary area including patch cable

Table 2: Structured cabling

In the European standard (EN) and the globally valid ISO standard, structuring is carried out in
the form of hierarchical levels. These levels are formed by groups. These groups are joined
topologic and administrative.

Cabling is divided into the following areas:
= Site cabling (primary cabling)

= Building cabling (secondary cabling)

=  Floor cabling (tertiary cabling)

The cabling standards are optimized for the following geographic expansion:
= Expansion: 3000 m,

= Area: 1,000,000 sqm

= Users: 50 - 50,000

Maximum admissible cable lengths have been specified in every cabling sector and must be
adhered to during installation. Many transmission techniques refer to the defined cable lengths
and quality requirements.

@) Notice
All ISO standards are recommendations for handling. The adherence to the ISO
standard is voluntary. Adherence to the ISO standards my be demanded by

different parties, such cooperation partners, manufacturers and customers.
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Primary cabling - Site cabling

The primary area is designated as campus cabling or site cabling. The primary area implements
the joint cabling of individual buildings. The primary area includes large distances, high
transmission rates as well as a minimum number of stations.

In most cases is glass fibre cable (50 um) with a maxim length of 1,500 m used. Normally these
are glass fibre cables with multi-mode fibres or also single-mode cables in case of greater
distances. Sometimes also copper cables are used for smaller distances.

The primary area should fundamentally be planned in greater detail. The transmission medium
should, with regard to the transmission speed, be open upwards. This equally applies to the
transmission system used. As a rule of thumb, a 50 percent reserve applies to the current
requirement of the investment.

Secondary cabling - building cabling

The secondary area is designated as building cabling or rising area cabling. The secondary
area implements the joint cabling of individual floors or storeys within a building. Here the
preferred use is glass fibre cables (50 um) or copper cables with a maximum length of 500 m.

Tertiary cabling - floor cabling

The tertiary area is designated as floor cabling. The tertiary area implements the cabling of floor
or storey distributors to the connection sockets. While a network cabinet with a patch field is
located in the storey distributor, the cable at the workplace of the user leads to a connecting
socket on the wall, to a cable duct or a floor tank with outlet.

Twisted pair cables are used for these relatively short distances whose length is limited to a
total of 100 m (90 m plus 2 x 5 m connecting cable). Also glass fibre cables (62.5 ym) are used
as an alternative.

Components of structured cabling:
= Patch field (patch panel)

= Patch cable

= Connection sockets

= Network cable

= Distributor cabinets

= Switch, hubs, router
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1.6 Design lines

This system manual serves for the technical planning of the simple to complex installations.

The different design lines (with the respective special colours and shapes of the devices) are
not listed in this system manual.

Please obtain the desired current design versions and the corresponding complete article
numbers as well as the order numbers from the respective product catalogues or the online
catalogue at https://busch-jaeger-catalogue.com.

1.7 Basic principles

Information about basic functions and principles of operation of the devices are available at
Chapter 4 “Information about planning and application“ on page 62.
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2 Overview of product range

2.1 Application

The battery-operated access devices of the "ABB-AccessControl" are basically intended for
application in an IP system. For the management of the battery-operated access devices, a
"Smart Access Point Pro" is required. The battery-operated access devices and transponder
keys as well as access authorizations for persons are managed in the management software of
the "Smart Access Point Pro".

The local communication of the battery-operated access devices is carried out via radio control.
The "ABB-AccessControl" can be operated independent or via the "Smart Access Point Pro"
with additional systems, e.g. ABB-Welcome IP or the home network. This makes the battery-
operated access devices part of the Smart Home. Also an app control via a smartphone is then
possible.

System Manual 2CKA001473B5074 | 14



2.2

Areas of application

Areas of application of wireless access systems

Possible accesses

Accesses

= Access doors
= Server and rack doors

— Only for intended installation of "Electronic cylindrical lock"

= Machine doors
= Lifts

Table 3: Accesses

Areas of application

PRIVATE HOMES

TRADE AND INDUSTRY

= Office buildings

Industrial buildings

RETAIL BUSINESS

EDUCATIONAL SYSTEMS

= Universities
= Dormitories
= Academies

Schools
Research institutes
Kindergartens

HEALTH SYSTEMS

* Hospitals
* Nursing homes
= Assisted living

Infirmaries
Home nursing sevices

PUBLIC FACILITIES

= Parliaments
= Town halls

Ministries
Authorities and administrative facilities

LOGISTICS

= Airports
= Harbours
= Logistic centers

Railway stations
Ships
Warehouses

HOTEL CHAINS

= Design and luxury hotels
= Family hotels

Business hotels
Holiday facilities

LEISURE TIME and ENTERTAINMENT

* Stadiums

= Cinemas and theatres
= Swimming pools

* Restaurants

Fitness clubs
Amusement parks
Museums
Sporting facilities

Table 4: Areas of application
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2.3 Device overview

2.3.1 Setup of article numbers

$

EU 30 00 03

M
RN

2

®

-0

w

Fig. 3 Overview of article numbers
No. | Meaning
1 System: = DO ABB-AccessControl
=1 Cylindrical lock
=2 Reserved for: Fitting
2 Device tvpe: = 5 Reserved for: Wall reader
ype: " 6 Reserved for: Door controller
= 8 Accessories
=9 Spare part
= EU Europe
= CH Swiss
) = MO Mortise
3 Profile type . RIM RIM
= SCAN Scandinavian oval
= DB Deadbolt
4 CyllnFjer Igngth for . XX In mm
exterior side of door
5 .Cyllr?derllength for . XX In mm
interior side of door
Spacing . 3 3 mm
6 (between rea_dlng = 8 Reserved for: 8 mm
head and cylinder . 13 R dfor 13
mechanics eserved for: 13 mm
= T Rotary knob
7 End piece = K Reserved for: Electronic reading head
= N No end piece

Reading head:
= F1

CSB (Chrome-Satin-Black)

" F2 CWS (Reserved)
= F3 PPB (Reserved)
8 Surfaces
Transponder keys:
- 1 GY: Grey
= C2 WH: White (Reserved)
= C3 BK: Black (Reserved)
= -03 Busch-Jaeger
9 Brand . 04 ABB
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2.3.2 Cylindrical lock

Cylindrical lock for Europe: Profile EU
i L é,
1
d—"%
2
Fig. 4: Cylindrical lock profile EU
No. Cylindrical lock
[1] Semi-cylinder with reading head
[2] Double-cylinder with reading head and hand knob
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Cylindrical lock for Switzerland: Profile Switzerland oval

Fig. 5:

2

Cylindrical lock profile Switzerland oval

No.

Cylindrical lock

(1]

Semi-cylinder with reading head

(2]

Double-cylinder with reading head and hand knob
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Cylindrical lock for Scandinavia: Profile Scandinavian oval

Fig. 6: Profile Scandinavian oval. Semi-cylinder with reading head

Cylindrical lock for Great Britain:
= RIM profile

Fig. 7: RIM profile. Semi-cylinder with reading head

= Mortise profile

Fig. 8: Mortise profile. Semi-cylinder with reading head

System Manual 2CKA001473B5074



2.3.3 System devices

Fig. 9: System devices

[1] ,,Smart Access Point Pro“ D04011-04
The management software is installed on the "Smart Access Point Pro".

The "Smart Access Point Pro" offers the access point for commissioning and managing the
"ABB-AccessControl" system with the PC or a mobile terminal device.

For opening the Web-based user interface of the "Smart Access Point Pro" you require a
computer with a LAN or WLAN network adaptor and an installed Internet browser.

The "Smart Access Point Pro" has the following main functions:
= Direct activation of up to 16 "Electronic cylindrical lock".
=Managing up to 600 "Electronic cylindrical lock” in the "ABB-AccessControl" system

= Power supply via PoE or separate power supply adapter.
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[2] "RF/IP Gateway"

The "RF/IP Gateway" extends the activation capacity of the "Smart Access Point Pro" to the
"Electronic cylindrical lock". Up to 64 "RF/IP Gateway" can be connected to a "Smart Access
Point Pro". The connection is made via a PoE switch.

The "RF/IP Gateway" has the following main functions:
= Activation of up to 16 "Electronic cylindrical lock".

= Transferring the communication between the activated "Electronic cylindrical lock" and the
"Smart Access Point Pro".

= Floor distribution of the radio signal

= Power supply via PoE or separate power supply adapter.

[3] ,,RF Repeater”

The "RF Repeater" increases the radio range of the "Smart Access Point Pro" or a "RF/IP
Gateway" to the "Electronic cylindrical lock". Up to 3 "RF Repeater" can be switched in
sequence in one line on a "Smart Access Point Pro" or a "RF/IP Gateway".

The radio range between the devices amounts to a maximum of 10 meters.
The "RF Repeater" has the following main functions:
= Transferring the communication of up to 16 "Electronic cylindrical lock".

= Power supply via a separate power supply adapter.

[4] Transponder keys

The "Electronic cylindrical lock" are operated with the transponder keys.
The transponder keys are ordered separately.

The transponder keys are preconfigured and ready for operation.

The transponder keys are personalized in the management software of the "Smart Access Point
Pro" in three steps:

— A user is created in the management software of the "Smart Access Point Pro".
— The user is assigned a transponder key, which he is permitted to use.
— The user is assigned the "Electronic cylindrical lock", which he is permitted to open.

A user is then permitted or not permitted to open a door via the communication of the
"Electronic cylindrical lock" with the management software of the "Smart Access Point Pro".

[5] Maintenance card

The reading heads of the "Electronic cylindrical lock™ are put into operation with the
maintenance card.

— For commissioning, a radio connection must be established between the reading head of a
"Electronic cylindrical lock" and the "Smart Access Point Pro".

A maintenance card is ordered separately.

Maintenance card is preconfigured and ready for operation. There is no personalization. A
maintenance card can be used in every "ABB-AccessControl" system.
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[6] Construction site card

With the construction site card the reading heads of the "Electronic cylindrical lock" can be
operated when they are already installed but have not yet been put into operation.

— To operate the construction site card no radio connection is required between the reading
head of a "Electronic cylindrical lock" and the "Smart Access Point Pro".

A construction site card is ordered separately.

A construction site card is preconfigured and ready for operation. There is no personalization. A
construction site card can be used in every "ABB-AccessControl" system.
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2.34 Accessories

Fig. 10:  Accessories

i
[ TTITITITTTTo T TTTTTTTTITTTTT )
[

1 Mounting tool

Article number: DOSOMT-04

2 Batteries (commercially available)

* One set of batteries (4x LR1) is enclosed with
every "Electronic cylindrical lock".
— For normal use, this set lasts approximately
2 to 3 years.
— For normal use, this set lasts for
approximately 130,000 actuations.
= Commercially available LR1 batteries are used
for replacement.

3 Gauge for cylindrical lock (commercially
available)

To facilitate the measuring of the width of doors

the trade offers a variety of gauges.

— Yet, special gauges are not absolutely
necessary for measuring the width of doors.
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2.3.5 Mounting possibilities
2.3.6 Prerequisites

Safety fittings

Fig. 11:  Mounting situation for safety fittings

[A]: Standard door fitting

— Mounting the "Electronic cylindrical lock" possible.

[B]: Door safety fitting with core pulling protection / cylinder protection

— Mounting the "Electronic cylindrical lock" is not possible.
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Conditions of space

N Z
»> <«

Fig. 12:  Mounting situations and conditions of space

To mount the "Electronic cylindrical lock", sufficient space must be available to the door frame.
After the "Electronic cylindrical lock" is mounted, one should still be able to fully wrap the fingers
around the the knob. During the cold season or in refrigerated areas also when wearing gloves.
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Overview of product range

2.3.7 Measuring the cylindrical lock

YT

(o] () .
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Fig. 13:  Measuring the cylindrical lock: Width of door
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Fig. 14:  Cylindrical lock: Width of cylinder profile EU

A

w
o
w
3]
D
o
H
(3]
A
o
3]
a
[=2]
o

[=2]
a
N
o

*

30

x

*

35

x

X< | x

40

X x| x| x

45

*

50

x

55

60

X [ X | X | X | X | X
X | X | X | X | X

65

X | X | X | X [ X | X | X | X |X
X [ X | X | X | X | X | X |[X [X
X [ X | X | X | X | X | X |[X [X
X [ X | X | X | X | X | X |[X [X

X | X | X | X

70 X X

X [ X | X | X | X | X | X | X |X
X [ X | X | X | X | X | X | X |[X

Table 5: Lengths in millimetres

* : Standard sizes
— Standard sizes are available immediately.
— All other sizes have delivery period of 4 to 6 weeks.
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2.3.8

Dismantling old cylindrical locks

Aside from the normal local standard cylinders, also other cylinder systems are used when the
situation requires it. If for the use of the "ABB-AccessControl" old cylindrical locks must be
removed, you will find information in the following about the dismantling of conventional

cylindrical locks.

Dismantling old cylinders: Profile Europe (EU) and Switzerland (CH)

Fig. 15: Dismantling old cylinders: Profile Europe (EU) and Switzerland (CH)

To dismantle the existing old cylinders, perform the following items:

1. Turn the driver down vertically.
2. Screw out the forend screw.
3. Remove the cylinder.

Dismantling old cylinders: Profile Scandinavian oval
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Fig. 16: Dismantling old cylinders: Profile Scandinavian oval

To dismantle the existing old cylinders, perform the following items:

1. Dismantle the head on the interior side.

2. Dismantle the mounting set of the cylindrical lock on the interior side.

3. Remove the cylinder on the exterior side.
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Dismantling old cylinders: Profile RIM

©)

Fig. 17:  Dismantling old cylinders: Profile RIM

For the "RIM" cylinder profile there are two basic types of locks.
[A] With base and separate base plate
[B] Complete lock body

(Al
1. Screw out the lateral screws and remove the lock body.
— The baseplate remains in position.

2. Remove the cylindrical lock.

[B]
1. Screw out the screws and remove the entire lock.
2. Remove the cylindrical lock.
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Dismantling old cylinders: Mortise profile

Fig. 18: Dismantling old cylinders: Mortise profile

1. Insert the key.

2. Loosen the fixing screw to the point where the cylinder can be turned.

3. Screw out the cylinder with the aid of the key.
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3 Commissioning

31 Overview of commissioning

During commissioning it is differentiated between the commissioning of the system devices
("Smart Access Point Pro", "RF/IP Gateway" and "RF Repeater") and the adding and
commissioning of "Electronic cylindrical lock".

If the "Smart Access Point Pro" or the building structure already exists, e.g. in a "ABB-Welcome
IP" system, this part of commissioning is dropped. The same applies when a device is not
required in the planned system. The further steps can be carried out directly in the management
software of the "Smart Access Point Pro".

Step 1

Initial
commissioning of
"Smart Access
Point Pro"

see chapter 3.1.4 “Commissioning the "Smart Access Point"™ on page 36

Step 2

Creating the
building structure

see chapter 5.2 “Building structure® on page 95

Step 3

Placing of "Smart
Access Point Pro"

* Placing the "Smart Access Point Pro" in building structure of the
management software:
— see chapter 5.4.1 “Placing the "Smart Access Point Pro"™ on page
114

Step 4

Commissioning of
"RF/IP Gateway"

* Commissioning the "RF/IP Gateway" in the management software of
the "Smart Access Point Pro":

— see chapter 3.2.3 “"RF/IP Gateway" on page 55

Step 5

Commissioning of
"RF Repeater"

= Commissioning the "RF Repeater" in the management software of the
"Smart Access Point Pro":

— see chapter 3.2.4 “'RF Repeater

on page 56

Step 6

Adding "Electronic
cylindrical lock"

= Commissioning the "Electronic cylindrical lock":
— see chapter 3.2.1 “"Electronic cylindrical lock" on page 51
— The "Electronic cylindrical lock" is already mounted: see chapter
5.3.2 “Add "Electronic cylindrical lock" on page 105
— "Electronic cylindrical lock" is not yet mounted: see chapter
3.2.2 “Adding larger projects / devices in advance® on page 55
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3.2

Prerequisites

»Electronic cylindrical lock*

Every reading head must have a radio connection to the "Smart Access Point Pro" during
commissioning.

— This radio connection can be established directly or indirectly via other devices.

— The connecting path to their later area of application must be specified in the
management software of the "Smart Access Point Pro" prior to the installation of the
devices.

All "Electronic cylindrical lock" can be commissioned together locally. For this all devices of
the system must be located in close proximity to the "Smart Access Point Pro". After the
joint commissioning, the devices are then mounted at their area of application.

If additional devices are required for the application of the "Electronic cylindrical lock"
("RF/IP Gateway" or "RF Repeater"), they should have already been put into operation for
the commissioning of the "Electronic cylindrical lock".

"Smart Access Point Pro"
A "Smart Access Point Pro" is required for the application of the "ABB-AccessControl" system.
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3.1
3.1.1

3.1.2

Commissioning of the system - "Smart Access Point Pro"
Overview

Commissioning of the "Smart Access Point Pro" system is carried out in 3 sections.

— Please observe the order of the steps. They are dependent on each other.

1. Connect the "Smart Access Point Pro" via WLAN with | see chapter 3.1.2 “Connecting a PC with
a computer any call up the website of the "Smart the "Smart Access Point ““ on page 33
Access Point Pro".

2. Make a preliminary decision about the system mode. see chapter 3.1.3 “Preliminary information:
Selection of the system mode* on page 35
3. Run through the wizard with selection of the system see chapter 3.1.4 “Commissioning the
mode. "Smart Access Point™ on page 36

Connecting a PC with the "Smart Access Point *

Attention! Loss of data

The "Smart Access Point" safely integrates the device found into the system with
the aid of certificates. This makes encrypted communication between all devices
possible.

= Perform a backup after commissioning.

— If the Smart Access Point becomes defective, without a backup you
would need to re-commission the entire system.

Connecting the "Smart Access Point" with the PC via WLAN

—

PoE ([

Fig. 19:  Connecting the "Smart Access Point" with the PC (Access-Point mode)

As soon as the "Smart Access Point" is supplied with voltage via the PoE switch, the device
boots up automatically.

The device is in Access-Point mode (the LED lights up permanently red).
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Commissioning

Use the following steps to connect with the PC:

Lb Internet access P

Wireless Network Connection -~ i
-1!!!_‘ bl |
a!!l!
ﬂm

Smart Access Point ,,!!!
-ﬂ!ﬂ
1!!!!
)
||

Open Network and Sharing Center

Fig. 20: "Smart Access Point" in the network list of the PC

1. Connecting the PC with the WLAN of the "Smart Access Point".
— The WLAN access data are located on the device. Remove the cover of the device.

Privates Surfen X

@ [2.192.168.3.1

Fig. 21:  Entering the IP address in a browser

2. Call up the start page of the "Smart Access Point" in a commercially available browser.
— For this, enter the IP address "192.168.3.1" in the address line of the browser.
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Commissioning

3.1.3 Preliminary information: Selection of the system mode

The meaning of the operating mode can be illustrated best with the example of a "ABB-
Welcome IP" system.

Also when an integration of additional systems is not or not yet intended, you should already
now consider the selection of the system mode. The system mode cannot be changed later.

Preliminary information about the selection of the system modes

B

]

j =

o w  w |

E 18

Act

i
i
i
I
|
!
I
;
|
I
i [ ]
g
!
I
!
!
!
I
i
i
I

Fig. 22:  Preliminary information about the selection of the system modes
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The graphics illustrate two basic areas within buildings (here a residential building). Both areas
of the installation are strictly separated by the first indoor station (master) of a unit which
operates as |IP gateway. No area can access the other area.

= Area [A]: The public area (building network)

— Here, for example, the caretaker receives the visitors and guides them to the individual
apartments.

= Area [B]: The private area (units network)

— This area is, as the name indicates, private. The public area cannot access the private
area from behind the 1st indoor station. Access is also not possible from the private
area to the public area.

System modes of the "Smart Access Point"

For the later adding of the devices the system mode must already be specified during the
processing steps of the commissioning of the "Smart Access Point".

= Mode "Multi-unit house / commercial":
— For a building network.
— The "Smart Access Point" is located in the building network.
— The "Smart Access Point" has the static IP address "10.0.0.1".

— The 10s IP address range is used to communicate with the "ABB-Welcome IP"
participants.

— In parallel the "Smart Access Point" can be connected with a router per WLAN or
LAN and act as DHCP Client. Here the device receives an additional IP address
assigned by the router. This it uses in addition to its own 10s IP address.

= Mode "One-family house / terraced house":
— For a units network.
— The "Smart Access Point" is located in the units network.
— The "Smart Access Point" has the static IP address "10.0.0.1".

— The 10s IP address range is used to communicate with the "ABB-Welcome IP"
participants.

— In parallel the "Smart Access Point" can be connected with a router per WLAN or
LAN and act as DHCP Client. Here the device receives an additional IP address
assigned by the router. This it uses in addition to its own 10s IP address.

3.14 Commissioning the "Smart Access Point"

When the "Smart Access Point" is connected to the PC and the start page of the "Smart Access
Point" is called up in the browser, the "Smart Access Point" is ready for commissioning.

During commissioning a wizard guides through the individual steps.
Commissioning must be carried out in the following situations:

= For initial commissioning
= After a reset to the factory settings

To commission the device, perform the following steps:
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Bitte wahlen Sie lhre Sprache

(51782 2B
Cesky
Dansk
Deutsch
English

Espafiol

Fig. 23: Commissioning "Smart Access Point": Language

1. Select the language.

Endnutzer-Lizenzvereinbarung
ABB End User License Agreement (“EULA")

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT
CAREFULLY BEFORE CONTINUING WITH THIS PROGRAM INSTALL

This End-User License Agreement ("EULA") is a legal agreement between you (either an individual or a single
entity) and ABB GENWAY XIAMEN ELECTRICAL EQUIPMENT CO., LTD or its affiliates (the “Company”) for

the "SOFTWARE PRODUCT". SOFTWARE PRODUCT means the machine readable (object code) version of
the computer programs including firmware, any copies made, bug fixes for, updates to, or upgrades thereof, and
associated software components, media, printed materials, and "online" or electronic documentation.. “Use” or
“Using™ means to download, install, copy, activate, access or otherwise use the SOFTWARE PRODUCT. By
Using the SOFTWARE PRODUCT, you agree to be bound by the terms of this EULA. If you are entering into

thic 11l A An hahalf nf an antitu unii ranracant that unii haua aitharitu tn hind that antity. Thie Fl Il A ranracante

[ Ich habe die "Endbenutzer-Lizenzvereinbarung” gelesen und akzeptiert.

< >

Fig. 24: Commissioning "Smart Access Point": Licence agreements

2. Accept the following licence agreements:
= End-user licence agreement
= Software licence agreement
= Data protection declaration
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Gebaudetyp

@4 Einfamilienhaus / Reihenhaus

. Mehrparteienhaus / Gewerbe

Fig. 25: Commissioning "Smart Access Point": Building type

3. Select the building type (system mode).
— Detailed information: see chapter 0 “Mode "Multi-unit house / commercial" on page 36.
— Attention:

The building type can only be specified in the initial setup and it cannot be changed after
the initial setup.

If you want to change the building type, you need to reset the "Smart Access Point" to
the factory settings.

Standort

Zeitzone (UTC+01:00)Amsterdam,Ber... v

Datum und Uhrzeit 2020-11-17 12:52:49

Fig. 26: Commissioning "Smart Access Point": Location

4. Enter the location.
— Atime zone can be selected from a drop-down menu.

— This step can be skipped. During the later reconnection there is an automatic request for
an adjustment if the values between the PC and the "Smart Access Point" do not match.
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WiFI-AP Einstellungen

SSID SmartAP_071C

Passwort

Passwort wiederholen

Landercode Germany

Fig . 27: Commissioning "Smart Access Point": WIFI settings

5. Entering the WIFI settings of the "Smart Access Point".
= SSID (Name):

— The name can be freely selected. This can, for example, be the name of the device
(located on the device) or the name of the building in which the "Smart Access
Point" is located.

= Password:

— The password must be changed during the initial setup. The password rule is
displayed in a dialogue window when you enter the password.

This password replaces the previous WLAN Access Point password of the "Smart
Access Point". The factory password is printed on the "Smart Access Point".

— The password is later necessary each time the "Smart Access Point" is called up.
— Note down the password.

= Country code
— Ensure that the country code is selected correctly for the location of the device.

The "Country code" setting ensures that your router will only activate WLAN settings
that conform with the country's official regulatory laws.
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Verbindung zum lokalen Netzwerk

Oberspringen

Fig. 28: Commissioning "Smart Access Point": Connection to the local network

6. Connection to the local network

— Attention! Do not skip this step if devices are to be integrated now or later into the ABB-
Welcome IP.

For the application of the "Smart Access Point" in the "ABB-Welcome IP" system a
selection of the type of connection is absolutely necessary. Even when no connection to
a local network is planned. If this step is skipped, no devices can be added to the
system after commissioning.

If currently no connection to a local network is currently planned, select "LAN" or "WIFI".
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= Option 1: LAN

= All communication with system devices of the ABB-Welcome IP is carried out via a
LAN interface.

= All system devices of the ABB-Welcome IP keep their own IP address when they are
used in the building network. The "Smart Access Point" can reach them even if they
use a DHCP client IP address.

= Option 2: WLAN

= All communication with system devices of the ABB-Welcome IP is carried out via a
WLAN interface.

= All system devices of the ABB-Welcome IP keep their own IP address when they are
used in the building network. The "Smart Access Point" can reach them even if they
use a DHCP client IP address.

= Option 3: Skip the selection

= Communikation with system devices of the ABB-Welcome IP is not possible.
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Netzwerkeinstellungen

() IP-Adresse automatisch beziehen

ﬂ IP-Adresse 192.168.3.1

Subnetzmaske

Gateway

Fig. 29: Commissioning "Smart Access Point": LAN Network settings

7. Network settings

— If a LAN connection was selected, the IP address must be specified to establish the LAN
connection.

= Checkbox "Obtain IP address automatically' is activated:
— The "Smart Access Point" functions as DHCP client.

— If the "Smart Access Point" is connected to DHCP server/router, the IP address is
assigned automatically.

= Checkbox "Obtain IP address automatically' is deactivated:

— The "Smart Access Point" is to be reached in a network that operates with static IP
addresses.

— Here the network parameters such as IP address, subnet mask and gateway must
be configured manually.

Bitte verbinden Sie sich mit eine...

SMA3008707471

FRITZ!Box 7362 SL

Aktualisieren

Fig. 30: Commissioning "Smart Access Point": WLAN connection
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— If a WLAN connection is selected, a connection with a WLAN network must be
established.

— All available nearby WLAN networks will be displayed on the list.

— If you can’t find the desired WLAN network, click the "Update" button to search
again.

— Click on the desired WLAN name (SSID) in the list, enter the password and then
click on "Connect" to establish the connection to the WLAN network.

Administratorkonto erstellen

Benutzername JohnDoe

Passwort

Passwort wiederholen

Fig. 31:  Commissioning "Smart Access Point": Administrator account

8. Create administrator account (first admin user)

— The administrator account has management and modification rights for the entire
system. Additional accounts can be added at a later point in time. For example, an
account with rights only for the administration of keys and names.

— The first admin user cannot be deleted. It manages all other users.

— If you want to reset the password for the first admin, see chapter 3.5.1 “"Smart Access
Point" on page 60.

Optionen fir das Zuricksetzen

% Ohne myBuildings-Konto *
7 Mit myBuildings-Konto (empfohlen) **

* Das Zurucksetzen des Passworts des SmartAPs erfolgt ohne
Sicherheitsfreigabe und kann durch jedem Uber den Resettaster
durchgefiihrt werden

** Das Zuriicksetzen des Passworts des SmartAPs erfolgt mit
Sicherheitsfreigabe, der das myBuildings-Konto per Email
versendet wird

<
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Fig. 32:  Commissioning "Smart Access Point": Options for resetting

9. Options for resetting the "Smart Access Point".
= Without MyBuildings account

— If this option is selected, anyone can reset the password for the first admin user by
pressing the reset button.

— This configuration is used when the "Smart Access Point" is installed in a private
area and is not physically accessible to unauthorized users.

= With MyBuildings account

— If this option is selected, a one-time valid security code is needed to reset the
password for the first admin user by pressing the reset button. The security code will
only be sent to the email specified during the initial setup.

— This configuration is used when the "Smart Access Point" is installed in a public area
and is not physically accessible to unauthorized users.

— For this option the registration for a "myBuildings account" is necessary.

If you are not yet registered for a "myBuildings account", this can be done for this
selection in the next step.

e Notice
= The reset option can only be specifies during the initial setup and cannot be
changed after the initial setup.

— The reset option can only be changed later when you restore the "Smart
Access Point" to the factory settings.

= An Internet connection is required for the reset option of "With MyBuildings
account”. If this is not available or it should not be used, skip the next step.

10. Performing "myBuildings" settings:

MyBuildings-Konto

Benutzername

P . ?'W(m _

Klarname

Fernzugriff D Aktiviere

och keinen h‘!yﬁmﬁzmn besitzen, g

Oberspringen

Fig. 33: Commissioning "Smart Access Point": Without myBuildings account

= Reset option: "Without myBuildings account"

— This page is displayed when the reset option is set on "Without myBuildings
account".
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[1] Click on the "Skip" button to change to the next step if no connection is to be
established with myBuildings.

[2] The myBuildings portal is called up via the "Register" link. There an account can be
registered if necessary.

[3] Enter the user name, the password and the display name. Then click on "Connect".
A connection with the MyBuildings portal is established.

[4] If access is to be gained to the "Smart Access Point" via the MyBuildings portal, the
remote access must be activated (activate the checkbox).

MyBuildings-Konto

Bitte geben Sie Ihre E-Mail Adresse ein

Passwort

Fernzugriff Aktivieren
Falls Sie noch keinen MyBqudin& besitzen,
konnen Sie sich hier ¢

<

Fig. 34: Commissioning "Smart Access Point": With myBuildings account

= Reset option: "With myBuildings account”
— This page is displayed when the reset option is set on "With myBuildings account".

[11 A myBuildings account is required for this reset option. The myBuildings portal is
called up via the "Register" link. There an account can be registered if one is not yet
available.

[2] Enter the user name, the password and the display name. Then click on "Connect".
A connection with the myBuildings portal is established.

[3] Enter the e-mail address that is to be used to activate the myBuildings account. This
e-mail address will receive a security code when the first admin user is to be reset. If
you want to reset the password for the first administrator, see chapter 3.5.1 “"Smart
Access Point" on page 60.

[4] If access is to be gained to the "Smart Access Point" via the myBuildings portal, the
remote access must be activated (activate the checkbox).
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Eindeutigen Geratename definieren

Geratename SmartAP-071C

Fig. 35: Commissioning "Smart Access Point": Device name

11. Define an unmistakable device name.
— The UPnP device name is defined with the device name.

— The device name will be displayed on the log in screen.

Einstellungsiibersicht

Sprache Deutsch
Zeitzone (UTC+01:00)Amsterdam...
SSID SmartAP_071C
Verbindungstyp LAN
IP-Adresse 192.168.3.1
Subnetzmaske 255.255.255.0

Gatewav

Fertig

Fig. 36: Commissioning "Smart Access Point": Overview of settings

12. Overview of settings

— The "Overview of settings" page is merely a display in which all the settings made can
be checked again.

— If you navigate with the mouse pointer to the right next to the text, a photo sequence
is faded in.

— If a setting is to be changed, navigate via the forward/back buttons to the page with the
desired settings to change them. All other settings are retained.
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INFORMATION

{I- System wird konfiguriert, bitte warten.

Fig . 37: Commissioning "Smart Access Point": Confirm settings

13. Confirm the settings made.
— The system configures itself.

INFORMATION

Erfolgreiche Installation. Moglicherweise missen Sie auf eine
A neue Netzwerkadresse zugreifen, da sich die

Netzwerkadresr' geandert hat.

v

Fig . 38: Commissioning "Smart Access Point": Confirm commissioning

14. Confirm the configuration.
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Fig. 39:

Fehler: Verbindung fehlgeschlagen

Firefox kann keine Verbindung zu dem Server unter 192.168.3.1 aufbauen.

e Die Website kdnnte vortibergehend nicht erreichbar sein, versuchen
Sie es bitte spater nochmals.

e Wenn Sie auch keine andere Website aufrufen kénnen, iberpriifen
Sie bitte die Netzwerk-/Internetverbindung.

) e Wenn Ihr Computer oder Netzwerk von einer Firewall oder einem
= Proxy geschitzt wird, stellen Sie bitte sicher, dass Firefox auf das
Internet zugreifen darf.

Nochmals versuchen

Commissioning "Smart Access Point": Separation of connection

At the end of initial commissioning the "Smart Access Point" switches automatically into
the Access-Point mode (the LED lights up red).

The WLAN connection with the "Smart Access Point" is activated with the new data.

From now on the "Smart Access Point" switches directly into the Access-Point after
every boot-up.

For the additional commissioning access can be gained to the Smart Access Point either via
WLAN AP or via LAN.

— Attention:

The "Smart Access Point" can only be accessed via WLAN with the new access data.
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3.1.5

Preliminary information: Adjusting IP addresses to a PC

Depending on the setup of the system, the IP address of the connection must be put on the

same area on the PC / laptop as that of the device (only required once). Otherwise the Web
browser does not establish a connection to the device.

Setting of the IP address according to the example of Windows 10 operating system

L¥ Systemsteuerung\Netzwerk und Internet\Netzwerk- und Freigabecenter

&« v P =a.: > Systemsteuerung > Netzwerk und Internet > Netzwerk- und Freigabecenter

. Grundlegende Informationen zum Netzwerk anzeigen und Verbindungen einrichten
Startseite der Systemsteuerung

Aktive Netzwerke anzeigen
Adaptereinstellungen dndern

Erweiterte
Freigabeeinstellungen éndern

Netzwerk
Offentliches Netzwerk

Internet
@ Ethernet

Zugriffstyp:
Verbindungen:
Medienstreamingoptionen

Netzwerkeinstellungen dndern

@l

Neue Verbindung oder neues Netzwerk einrichten

Breitband-, DFU- oder VPN-Verbindung bzw. Router oder Zugriffspunkt einrichten.

E-' Systemsteuerung\Netzwerk und Internet\Netzwerkverbindungen

@ Probleme beheben

Netzwerkprobleme diagnostizieren und reparieren oder Problembehandlungsinformationen

abrufen.

1+ JE' > Systemsteuerung > Netzwerk und Internet > Netzwerkverbindungen

Organisieren v

Netzwerkgerat deaktivieren

- Ethernet
L-
S _ Netzwerk
@ Realtek PCle GRE Eamils Canteall

Fig. 40:
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Verbindung untersuchen

Sl |@

Deaktivieren
Status

Diagnose

Verbindung umbenennen

Status der Verbindung anzeigen

Verbindungen tberbriicken

Verkniipfung erstellen
Loschen

Umbenennen

Eigenschaften

§ Eigenschaften von Ethemet

Netzwerk

Einst

Verbindung herstellen iiber:
(5 Reattek PCle GBE Family Controller

==

Diese Verbindung venwendet folgende Elemente:

Eigenschaften von Intemetprotokoll, Version 4 (TCP/IPvd)
Algemein

tomatisch zuge: ,
Netzwerk diese Funktion unterstiitzt. Wenden Sie sich andernfalls an den

um die geeigneten IPEinstellungen zu beziehen.

™ B Gient fior Microsoft-Netzwerke ~
¥ %8 Datei- und Druckerfreigabe fiir Microsoft-Netzwerke (O1P-Adresse automatisch beziehen
¥ 958 Qos-Paketplaner (@ Folgands IP-Adresse verwenden:
[T irtemepyotokol., Version 4 (TCP/IPv4) -
p-a fresse: LX X .
[ "2 Microy/f- Miilexorprotokol fur Netzwerkadapter [P-Afresse: (X . X.X.X]
M s Micrfacht-LLDP-Treber Jx XX x
Wl . Interetprotokoll Version 6 (TCP/1Pv6) v
a 5 <[endardgatenay: [ |
nstalien| Deinstalieren Eiqenschaften DNS ome| er

Beschreibu|g
TCP/IP. df s Standardprotokoll fiir WAN-Netz/erke, das den
Datenaus!fusch tber verschiedene, miteinar [ler verbundene

@ 6

Setting the IP address in the PC (example Windows 10)

@] Folgende DNs- erveradres:|n verwenden:

£|wvorzugter DN [ierver:

#|ternativer DNS-|erver:

[|] Einstellungen I{zim Beende | uberprifen

Erweitert...

o] [ e

@ ®
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Use the following steps to set the IP address:

1.
2.

© © N o o

Switch to the system controller.
Open: The network and the enabling centre.
"Network and Internet" / "Network and enabling centre".
Open: "Changing the adapter settings" [1].
— The dialogue field "Network connections" is displayed.

Mark the network connections in the dialogue field and open them with a right click:

Properties [3].

Mark in dialogue field: "Internet protocol Version 4 (TCP/IPv4)" [2].
Open in dialogue field: Properties [3].

Activate in dialogue field: Use the following IP address [4].

Enter the desired IP address at "IP address" [5].

At "Subnet mask": Only enter a click [6].

— The address is located automatically.

10. Confirm and close all windows.

The device can now be called up via a Web browser.
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3.2 Adding devices

3.21 "Electronic cylindrical lock"

The method of commissioning of the "Electronic cylindrical lock" is the same for all profile types.

Attention! - Damage to the electronics
When touching electronic components they can be damaged by the electrostatic
discharge of a person.

— When pulling the knob housing off, keep the reading head on the contact
protection provided.

The following points are a prerequisite for commissioning the "Electronic cylindrical lock":

A connection to the "Smart Access Point Pro". This must be the "Smart Access Point Pro"
that is used in the system.

= "Smart Access Point Pro":

= The "Smart Access Point Pro" must be ready for operation.

= A PC is connected with the "Smart Access Point Pro".

= The management software of the "Smart Access Point Pro" is opened on the PC.
The serial number of the "Electronic cylindrical lock". This is located on the reading head.
The batteries of the "Electronic cylindrical lock" (are supplied).
The maintenance card.

If locking rights for persons are to be assigned already during commissioning, also
transponder keys are required.

— ltis recommended, however, to carry this out separately especially for larger projects.
— For the assigning of locking rights, see chapter 5.5 “User management” on page 131.
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Use the following points for commissioning the "Electronic cylindrical lock™:

1. Ensure that there is a radio connection between the reading head and the "Smart Access
Point Pro". The radio connection can be implemented in different ways.

= The "Electronic cylindrical lock" is already mounted:

— The communication is carried out directly with the "Smart Access Point Pro" or via

the already available installation of interconnected auxiliary devices ("RF Repeater" /
"RF/IP Gateway".

— If communication is not possible, the reading head of the "Electronic cylindrical lock"
must be dismantled and put near the "Smart Access Point Pro". For additional

information: see chapter 3.2.2 “Adding larger projects / devices in advance® on page
55.

= The "Electronic cylindrical lock" is not yet mounted:

— The "Electronic cylindrical lock" together with the required ancillary devices is
brought into the radio range of the "Smart Access Point Pro". For additional

information: see chapter 3.2.2 “Adding larger projects / devices in advance® on page
55.

Fig. 41:  Pulling the head housing off

2. Unlock the head housing of the reading head with the mounting tool [1] and pull it off [2].

Fig. 42:  Serial number

3. Note down the serial number [1].

— The serial number is necessary for logging into the management software of the "Smart
Access Point Pro".

- Also scanning the QR code and logging in with the ABB-Welcome® App is possible.
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Fig. 43: Inserting the batteries

4. Inserting the batteries of the "Electronic cylindrical lock".

Fig. 44: Mounting the head housing

5. Remount the head housing of the reading head.

— Ensure that the contact protection remains within the head housing and does not buckle
during mounting.

Fig. 45: Maintenance card

6. Log the reading head into the "Smart Access Point Pro" with the maintenance card.

— Tolog in the reading head, change into the management software of the "Smart Access
Point Pro.

— For the necessary steps in the management software, see chapter 5.2.2 “Creating
floors" on page 99.

— The reading head is added to the list of available devices.
7. Placing the reading head in the building structure of the "Smart Access Point Pro".

— To place the reading head, change into the management software of the "Smart Access
Point Pro.

— For the necessary steps in the management software, see chapter 5.4.3 “Placing the
"Electronic cylindrical lock™ on page 120.

— If the building structure is not yet available, first create it, see chapter 5.3.2 “Add
"Electronic cylindrical lock™ on page 105.
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8. Coupling the reading head in building structure of the "Smart Access Point Pro" with the
"Smart Access Point Pro", "RF/IP Gateway" or a "RF Repeater".
— To couple the reading head, change into the management software of the "Smart
Access Point Pro.
— For the necessary steps in the management software, see chapter 5.4.4 “Coupling the
"Electronic cylindrical lock" with the "Smart Access Point Pro" on page 122.

— If the "Smart Access Point Pro", "RF/IP Gateway" or "RF Repeater" is not yet
placed, carry this out first, see chapter 5.2 “Building structure® on page 95 and see
chapter 5.4 “Access control“ on page 113.

If the "Electronic cylindrical lock" is logged, placed and coupled into the management software

of the "Smart Access Point Pro", locking rights for the lock can be created for persons.

To assign locking rights, change into the management software of the "Smart Access Point

Pro.

— For the necessary steps in the management software, see chapter 5.5 “User management®
on page 131.
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3.2.2

3.2.3

Adding larger projects / devices in advance

Adding the "Electronic cylindrical lock" can become a time-consuming and bothersome matter
particularly for larger projects. Especially when the "Electronic cylindrical lock" are mounted
further removed from the "Smart Access Point Pro".

In such cases it is recommended to commission all devices ("Electronic cylindrical lock", "RF
Repeater", etc) directly on the "Smart Access Point Pro" before mounting, and to mount them
only later at their area of application. Create for this an appropriate plan.

One thing needs to be observed for this procedure. During commissioning of the "Electronic
cylindrical lock" the entire communication path between the reading head and the "Smart
Access Point Pro" is stored in the management software. If the "Electronic cylindrical lock", with
the additional devices that may be required, is later mounted at the area of application, this
communication path must match. If it does not, the respective "Electronic cylindrical lock" is
displayed as not recognized and must be commissioned again.

This also applies if a "Electronic cylindrical lock" is mounted at a different area of application at
a later point in time.

O Notice
This slightly more complex commissioning takes place against the background
that the entire device control is carried out outside of the battery-operated

access devices. This reduces the energy consumption of the reading heads and
increases the service life of the batteries.

"RF/IP Gateway"

The following points are a prerequisite for commissioning the "RF/IP Gateway".
= The "RF/IP Gateway" is connected to the network.
= The power supply of the "RF/IP Gateway" is established.
— Via PoE or via a separate 24 V power supply.
= The serial number of the "RF/IP Gateway". This is located on the device.

= The "Smart Access Point Pro" is ready for operation. This must be the "Smart Access Point
Pro" that is used in the system.

= ,Smart Access Point Pro*:
* A PC is connected with the "Smart Access Point Pro".
= The management software of the "Smart Access Point Pro" is opened on the PC.

If the commissioning process has been prepared, the "RF/IP Gateway" is added in the
management software of the "Smart Access Point Pro".

Use the following points for commissioning the "RF/IP Gateway":
1. Add the "RF/IP Gateway" in the "Smart Access Point Pro".
— To add, change into the management software of the "Smart Access Point Pro".

— For the necessary steps in the management software, see chapter 5.3.4 “Add "RF/IP
Gateway"“ on page 108
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Place the "RF/IP Gateway" in building structure of the "Smart Access Point Pro".

— To place the "RF/IP Gateway", change into the management software of the "Smart
Access Point Pro".

— For the necessary steps in the management software, see chapter 5.4.2 “Placing the
"RF/IP Gateway"“ on page 117

— If the building structure is not available, first create it, see chapter 5.2 “Building
structure® on page 95

Notice
Depending on the installation, it can be practical to commission the "RF/IP
Gateway" in advance together with the "Electronic cylindrical lock".

— For the advance commissioning, see chapter 3.2.2 “Adding larger projects /
devices in advance® on page 55

3.24 "RF Repeater"

The following points are a prerequisite for commissioning the "RF Repeater".

The power supply of the "RF Repeater" is established.
— The power is supplied via a separate 24 V power supply.
The serial number of the "RF Repeater". This is located on the device.

A connection to the "Smart Access Point Pro". This must be the "Smart Access Point Pro
that is used in the system.

= "Smart Access Point Pro":
= The "Smart Access Point Pro" must be ready for operation.
= A PC is connected with the "Smart Access Point Pro".
= The management software of the "Smart Access Point Pro" is opened on the PC.

Use the following points for commissioning the "RF Repeater":

1.

Ensure that there is a radio connection between the "RF Repeater" and the "Smart Access
Point Pro". The radio connection can be implemented in different ways.

= The "RF Repeater" is already mounted:

— The communication is carried out directly with the "Smart Access Point Pro" or via
the already available installation of interconnected additional "RF Repeater".

— If communication is not possible, the "RF Repeater" must be dismantled and put
near the "Electronic cylindrical lock". For additional information: see chapter 3.2.2
“Adding larger projects / devices in advance®” on page 55.

= The "RF Repeater" is not yet mounted:
— The "RF Repeater" together with the required ancillary devices is brought into the

radio range of the "Smart Access Point Pro". For additional information: see chapter

3.2.2 “Adding larger projects / devices in advance” on page 55.

2. Add the "RF Repeater" in the "Smart Access Point Pro".

— To add, change into the management software of the "Smart Access Point Pro".

— For the necessary steps in the management software, see chapter 5.3.5 “Add "RF
Repeater" on page 111
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3. Place the "RF Repeater" in building structure of the "Smart Access Point Pro".

— To place the "RF Repeater", change into the management software of the "Smart
Access Point Pro".

— For the necessary steps in the management software, see chapter 5.4.5 “Placing the
"RF Repeater"™ on page 126

— If the building structure is not available, first create it, see chapter 5.2 “Building
structure® on page 95

4. Coupling the "RF Repeater" in building structure of the "Smart Access Point Pro" with the
"Smart Access Point Pro", "RF/IP Gateway" or a "RF Repeater".

— To couple, change into the management software of the "Smart Access Point Pro".

— For the necessary steps in the management software, see chapter 5.4.6 “Coupling the
"RF Repeater"™ on page 129

— If the "Smart Access Point Pro", "RF/IP Gateway" or an additional "RF Repeater" is
not yet placed, carry this out first, see chapter 5.3 “Device configuration“ on page
103 and see chapter 5.4 “Access control“ on page 113

@) Notice
Depending on the installation, it can be practical to commission the "RF
Repeater" in advance together with the "Electronic cylindrical lock".

— For the advance commissioning, see chapter 5.5 “User management” on
page 131
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3.3
3.3.1

3.3.2

3.3.3

Delete device in the "Smart Access Point"

"Electronic cylindrical lock"

If the "Electronic cylindrical lock" is to be removed from the system, this is carried out in the
management software of the "Smart Access Point Pro".

1. Uncoupling the "Electronic cylindrical lock", see chapter 5.7.1 “Uncoupling "Electronic
cylindrical lock" from "Smart Access Point Pro" “ on page 153.

2. Removing the "Electronic cylindrical lock" from the building structure, see chapter 5.7.2
“Removing the "Electronic cylindrical lock" from the room “ on page 156.

3. Removing the "Electronic cylindrical lock" from the management software, see chapter 5.8.1
“Deleting the "Electronic cylindrical lock" from the system® on page 162.

"RF/IP Gateway"
If the "RF/IP Gateway" is to be removed from the system, this is carried out in the management
software of the "Smart Access Point Pro".

1. Removing the "RF/IP Gateway" from the building structure, see chapter 5.7.5 “Removing
the "RF Repeater" from the room* on page 160.

2. Removing the "RF/IP Gateway" from the management software, Page 164.

"RF Repeater"
If the "RF Repeater" is to be removed from the system, this is carried out in the management
software of the "Smart Access Point Pro".

1. Uncoupling the "RF Repeater", see chapter 5.7.4 “Uncoupling the "RF Repeater" Fehler!
Textmarke nicht definiert.“ on page 158.

2. Removing the "RF Repeater" from the building structure, see chapter 5.7.5 “Removing the
"RF Repeater" from the room* on page 160.

3. Removing the "RF Repeater" from the management software, see chapter 5.8.2 “Deleting
the "RF Repeater" from the system* on page 163.
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3.4 Backup / restore the project
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Fig. 46: Data backup / data restoration

Create the first data backup after the first initialization has been completed.

Then create a backup after every major change, such as the addition or deletion of devices.

To create the data backup, carry out the following steps:
1. Connect a PC with the "Smart Access Point".

— More detailed information for connecting, see chapter 3.1.2 “Connecting a PC with the
"Smart Access Point ““ on page 33

In the main menu of the "Smart Access Point", change to the "Settings" function.
3. Change to the "Project backup® function.

Creating data backup

1. The backup file is created via the "Create new project backup" function.

Playback of data backup

1. The backup file is imported via the "Import project backup” function.

Attention! Loss of data

If no backup is available and the data in the "Smart Access Point" are lost, the
battery-operated access systems can no longer be uncoupled for re-
commissioning. The old data remain in the reading heads. Since these are
locking systems, access from outside is not possible. This could be an
unauthorized access.

— The battery-operated access systems must then be reset in the
manufacturer's factory.

— Make absolutely certain that you have a backup of the data of the "Smart
Access Point".
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3.5 RESET (Reset system / devices)

3.5.1 "Smart Access Point"

Completely resetting the "Smart Access Point".

Here all entered data, performed settings, etc., are deleted. After the reset the "Smart
Access Point" will be in the state at the point of delivery.

After the reset, an initial commissioning of the "Smart Access Point" must be carried out.

After the initial commissioning, old data can be read in via an available backup.
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—“— Die Website ist nicht erreichbar
Fernzugriff zuriicksetzen
3 rtwort von 10.0.0.1 h
Benutzerdaten und Einstellungen léschen
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[ Ich habe ein aktuelles Backup auf meinen Computer geladen und weiB, dass
ich hiermit die Konfiguration ldsche [ i |
X v

Fig. 47: Completely resetting the "Smart Access Point"

Use the following steps for the reset:

1.

o k0D

Connect a PC with the "Smart Access Point".

— More detailed information for connecting, see chapter 3.1.2 “Connecting a PC with the
"Smart Access Point ““ on page 33.

Change to the "Settings" / "Service" function.

Call up the "Reset default settings" function.

Select the areas that are to be reset.

Confirm the selection.

— The "Smart Access Point" is being reset.

— After the reset the connection to the "Smart Access Point" is no longer active.

— The "Smart Access Point" must be put back into operation via an initial commissioning,

see chapter 3.1 “Commissioning of the system - "Smart Access Point Pro" on page 33.

System Manual 2CKA001473B5074

| 60



Resetting the password of the 1st administrator.

The reset depends on the option of resetting that was selected for the commissioning of the
"Smart Access Point".

= Option "Without MyBuildings account":

— The password of the 1st administrator is reset on the rear side of the "Smart Access
Point" via the "Reset" button.

= Option "With MyBuildings account":

— The password of the 1st administrator is reset via a security release that is sent by e-
mail via the "myBuildings account".

Resetting the settings when the "Smart Access Point" can no longer be reached.
This can happen, for example, when the network settings are entered incorrectly.
1. Connect a PC with the "Smart Access Point".

— More detailed information for connecting, see chapter 3.1.2 “Connecting a PC with the
"Smart Access Point ““ on page 33.

2. Call up the start page of the "Smart Access Point" in a commercially available browser with
one of the following IP addresses.

= Via the static IP address "10.0.0.1".

= Viathe IP address "192.168.3.1", if the "Smart Access Point" is in the Access-Point
mode.

— The "Smart Access Point" switches automatically into the Access-Point mode after
every boot-up. The LED on the rear side of the device then lights up red.

= Via an IP address that was assigned by the DHCP function of a router.

— For this a router must be connected with the "Smart Access Point" in addition to the
PC.

— The assigned address is obtained via the router. This depends on the router used.

The settings can be changed normally if the start page of the "Smart Access Point" is called up.
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4 Information about planning and application

4.1 Principles of function / principles of operation

"Electronic cylindrical lock" with transponder key (radio control communication device)

Fig. 48: "Electronic cylindrical lock" with transponder key

[11 Transponder key in the form of a tag
[2] Reading head "Electronic cylindrical lock"

The "Electronic cylindrical lock" is switched with the aid of a transponder key via RFID. The
RFID transponder key is a small tag that contains a programmed chip. The transponder key that
is held in front of the reading head of the "Electronic cylindrical lock" permits authorized persons
access to the building or room.

Every transponder key has its own individual serial number that is stored in the "Smart Access
Point Pro". It is only when this serial number is correctly recognized and the owner has access
rights, does the reading head switch and the lock can be opened.
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Switching process of the reading head
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Fig. 49:  Switching process of the reading head

In a locked state of the door the reading head can be freely turned in front of the cylinder (A).
Operation of the cylindrical lock is not possible. It is only when a person with access rights holds
his transponder key in front of the reading head that the reading head switches and establishes
a mechanical connection to the cylindrical lock for a few seconds. The lock can then be opened
(B). After the preset time has expired, the reading head automatically switches back into the
locked state of the door.
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Communication of the reading head

(g
%S
@ﬁ? (((r((())) < (_\
- ) @
EN S SN
(( CCeeecnn (( “UHMHH) @]9
2 ) \,
= ww\ﬂ iy, N
( \? - «
\j 2 N)j
X
@«i? ((((((m))))) ((=\\v -
() CCCCCCON NN ((
(( cceeon? K‘J‘
U 2
(( ‘ g \\\\\‘ ((
(\‘Jl ((((())))) —\: N“O l\.J‘
= (~ B
((‘ () CCCCCCOMN) ((‘
»%9 CCCCCCO) NN n f%
(ij - > (””m,, (\.Jl
(( \\k\\k“w ) ((
\) \)

~ ~
~ ~
~ ~
~ ~
~ ~
~ ~
~ ~
~ —
~ —
~ 2
~ —
~ 2
~ -
~ —

(( ((

Fig. 50: Communication of the reading head

The communication of the reading head with the management software of the "Smart Access
Point Pro" is carried out via the radio frequencies of Bluetooth. The transmission range between
the individual devices therefore amounts to approximately 10 meters.

— Toincrease the transmission range, "RF Repeater" are used. With the use of "RF Repeater"
the total transmission range in a radio line can be increased to approximately 40 meters.

— If a transmission range larger than 40 meters is required, this is implemented with the use of
additional "RF/IP Gateway".

@) Notice
Only Bluetooth frequencies are used. The conventional functionalities of
Bluetooth are not integrated (e.g. visibility of the reading head on a smartphone).
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4.2 Capacity / Transmission range

Overview

System capacity "ABB-AccessControl”

Management software in the "Smart Access Point
Pro"

Up to 600 devices

Table 6: System capacity "ABB-AccessControl"

Activation capacity

"Smart Access Point Pro"

Up to 16 "Electronic cylindrical lock"
Up to 3 "RF Repeater"”
Up to 64 "RF/IP Gateway"

"RF Repeater"

Up to 16 "Electronic cylindrical lock"

— Feed-through of the capacity of the "Smart
Access Point Pro" / "RF/IP Gateway"

"RF/IP Gateway"

Up to 16 "Electronic cylindrical lock"
Up to 3 "RF Repeater"

Table 7: Activation capacity

Transmission ranges

Radio range between 2 individual devices

Approx. 10 meters

Radio range within a radio line

Approx. 40 meters

System range via radio and IP network

Up to approx. 1.5 kilometres

Table 8: Transmission ranges
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Radio range
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Fig. 51: Radio range between devices

The radio range between each device amounts to a maximum of 10 meters

Seen from a "Smart Access Point Pro" or "RF/IP Gateway", up to 3 "RF Repeater" can be
switched in sequence. Such a sequence forms a radio line.

This results in a maximum radio range between a "Smart Access Point Pro" or "RF/IP Gateway"
up to the remotest "Electronic cylindrical lock" of around 40 meters.
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Maximum number of "Electronic cylindrical lock" in a radio line.
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Fig. 52:  Maximum number of "Electronic cylindrical lock" in a radio line

Up to a total of 16 "Electronic cylindrical lock" can be activated via the "Smart Access Point Pro
or a "RF/IP Gateway".

The "Electronic cylindrical lock" can be freely distributed in the radio line to the "RF Repeater".
Each "RF/IP Gateway" in the radio line can operate from 0 to 16 "Electronic cylindrical lock".

— However, the maximum number of 16 "Electronic cylindrical lock" in the radio line must not
be exceeded.

No "Electronic cylindrical lock" can be operated on the "Smart Access Point Pro" or "RF/IP
Gateway" if the signals are transmitted to "RF Repeater".
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Total capacity and total transmission range

=)
=)
@”’

CCCEECON NN ) nmm
-

@«?

o POE

=)
&) ‘

t]’

CCCCCCOMMNIMN ) amm
- >

@8)

=)

TGN (R mEm
>

t]’

Fig. 53:  Total capacity and total transmission range

Up to 64 "RF/IP Gateway" can be activated from a "Smart Access Point Pro". From these up to
16 "Electronic cylindrical lock" can be activated in an independent radio line in addition to the
"Smart Access Point Pro". This results in a theoretical total capacity of 1040 ,Electronic
cylindrical lock” in one system.Therefore, the total number of all devices in a system ("Electronic
cylindrical lock”, "RF Repeater". etc.) must not exceed 600.

The maximum transmission range of 40 meters in a single radio line is often insufficient. In this
case the more remotely located devices are activated via "RF/IP Gateway" with independent
radio lines. The transmission range that can be implemented within a "ABB-AccessControl"
system is therefore only limited via th transmission range of the IP network.

— For the details of the transmission range that can be implemented within an IP network see
chapter 1.5 “Fundamentals of structured cabling”“ on page 9.

@) Notice
= If thick walls are located within the planned radio line, the attainable
transmission ranges are greatly reduced. In this case it would be practical to

split the radio line via several "RF/IP Gateway".

= The same applies to connections on other floors where the radio signals
must pass through floor ceilings. Here it would be practical to plan a
separate "RF/IP Gateway" for every floor.
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4.3 Case studies
4.3.1 One-family house

In a "ABB-AccessControl" system the main entrance in a one-family house is equipped with a
"Electronic cylindrical lock".

Aside from the "Electronic cylindrical lock" a "Smart Access Point Pro" is necessary for the user
management.

— The "ABB-AccessControl" system in this example is not networked with other systems. The
use of a PoE switch is not planned, and that is why the "Smart Access Point Pro" a separate
24 V power supply.

The distances are within the radio range of around 10 meters. That is why additional devices to
increase the range are not required.

Up to 16 "Electronic cylindrical lock" can be activated via a "Smart Access Point Pro". If the total
number of the "Electronic cylindrical lock" is smaller, additional devices to increase the capacity
are not required.

Detailed information about the capacity and network planning is available at: see chapter 4.2
“Capacity / Transmission range“ on page 65
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Fig. 54:  Overview: One-family house with an "Electronic cylindrical lock"
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Fig. 55: Connection: One-family house with a "Electronic cylindrical lock"
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Fig. 56: Building structure: One-family house with a "Electronic cylindrical lock"

Example of the setup of the ground floor of a one-family house in the management software of
the "Smart Access Point Pro". The "Electronic cylindrical lock" is connected with the "Smart

Access Point Pro".
— Information for the creation of a building structure: see chapter 5.2 “Building structure® on
page 95
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4.3.2

Multifamily house with one floor

In a "ABB-AccessControl" system the main entrance and the entrances to the apartments in a
multifamily house are equipped with "Electronic cylindrical lock"

Aside from the "Electronic cylindrical lock" a "Smart Access Point Pro" is necessary for the user
management.

— The "ABB-AccessControl" system in this example is not networked with other systems. The
use of a PoE switch is not planned, and that is why the "Smart Access Point Pro" a separate
24\ power supply.

The distances are within the radio range of around 10 meters. That is why additional devices to
increase the range are not required.

Up to 16 "Electronic cylindrical lock" can be activated via a "Smart Access Point Pro". If the total
number of the "Electronic cylindrical lock" is smaller, additional devices to increase the capacity
are not required.

Detailed information about the capacity and network planning is available at: see chapter 4.2
“Capacity / Transmission range“ on page 65
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Fig. 57:  Overview: Multifamily house with 3 "Electronic cylindrical lock"
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Fig. 58: Connection: Multifamily house with 3 "Electronic cylindrical lock"
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Fig. 59:  Building structure: Multifamily house with 3 "Electronic cylindrical lock"

Example of a setup of a floor with 2 apartments in the management software of the "Smart
Access Point Pro". The "Electronic cylindrical lock" are connected with the "Smart Access Point

Pro".
— Information for the creation of a building structure: see chapter 5.2 “Building structure® on
page 95
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4.3.3

Information about planning and application

Multifamily house with several floors

In a "ABB-AccessControl" system the main entrance and the entrances to the apartments in a
multifamily house are equipped with "Electronic cylindrical lock"

Aside from the "Electronic cylindrical lock" a "Smart Access Point Pro" is necessary for the user
management.

The ceiling of the floor greatly reduces the transmission range of the radio signals. That is why
the additional use of an "RF/IP Gateway" is required for the distribution of data for each
additional floor.

— The "ABB-AccessControl" system in this example is not networked with other systems. A
PoE switch is required for the use of an "RF/IP Gateway". The power for the "Smart Access
Point Pro" and the "RF/IP Gateway" is supplied via the PoE switch.

The distances within a floor are within the radio range of around 10 meters. That is why
additional devices to increase the range are not required within the floors.

Detailed information about the capacity and network planning is available at: see chapter 4.2
“Capacity / Transmission range“ on page 65

Fig. 60:  Overview: Multifamily house with 4 "Electronic cylindrical lock"
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Fig. 61:  Connection: Multifamily house with 4 "Electronic cylindrical lock"
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Fig. 62: Building structure: Multifamily house with 4 "Electronic cylindrical lock"

Example of a setup of the apartments of a multifamily house in the management software of the
"Smart Access Point Pro".

— Information for the creation of a building structure: see chapter 5.2 “Building structure® on
page 95

Floor 1:

The "Electronic cylindrical lock" is connected with the "Smart Access Point Pro".

Floor 2:

The "Electronic cylindrical lock" are connected with the "RF/IP Gateway".
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4.3.4

Multifamily house with a medical practice

In a "ABB-AccessControl" system the main entrance and the entrances to the apartments in a
multifamily house are equipped with "Electronic cylindrical lock"

The building contains a medical practice. The archive in the basement should also be equipped
with an "Electronic cylindrical lock" for the medical practice. There is no radio connection to this
room.

Aside from the "Electronic cylindrical lock" a "Smart Access Point Pro" is necessary for the user
management.

The ceiling of the floor greatly reduces the transmission range of the radio signals. That is why
the additional use of an "RF/IP Gateway" is required for the distribution of data for each
additional floor.

— In this example the "Smart Access Point Pro" is already available (e.g. in a "ABB-Welcome
IP"). That is why it is also being used. The power for the "Smart Access Point Pro" and the
"RF/IP Gateway" is supplied via the PoE switch.

Upper building:

The distances within a floor are within the radio range of around 10 meters. That is why
additional devices to increase the range are not required within the floors.

Detailed information about the capacity and network planning is available at: see chapter 4.2
“Capacity / Transmission range“ on page 65

Basement with archive:
The installation of an increase of the transmission range into the basement is not available.

Since there is no radio connection between the "Electronic cylindrical lock" and the "Smart
Access Point Pro", the emergency function must in this case be set up in the user management
for the necessary "Electronic cylindrical lock™ and the associated transponder key. The

emergency function allows the archive then to be opened and closed without a radio connection

to the "Smart Access Point Pro".

— To set up the emergency function an initial radio connection of the "Electronic cylindrical
lock" to the "Smart Access Point Pro" is required. E.g. by dismantling the reading head from
the "Electronic cylindrical lock". To set up the emergency function the reading head is then
positioned in close proximity of the "Smart Access Point Pro".

— To set up the emergency function in the management software of the "Smart Access Point
Pro" see chapter 5.3.3 “"Electronic cylindrical lock" Settings — Emergency function® on page
107
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Information about planning and application

Fig. 63:  Overview: Multifamily house with medical practice and archive
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Fig. 64: Connection: Multifamily house with medical practice and archive
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F arment2 K parment

Fig. 65: Building structure: Multifamily house with 4 "Electronic cylindrical lock"

Example of a setup of the apartments of a multifamily house in the management software of the

"Smart Access Point Pro".

— Information for the creation of a building structure: see chapter 5.2 “Building structure® on

page 95
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Floor :1
The "Electronic cylindrical lock" are connected with the "Smart Access Point Pro".

— The "Electronic cylindrical lock" for the archive is marked as device with missing connection
as soon as it is outside the transmission range of the "Smart Access Point Pro" for its use.

Floor :2
The "Electronic cylindrical lock" are connected with the "RF/IP Gateway".
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4.3.5

Residential building with a longer floor

In a "ABB-AccessControl" system the main entrance and the entrances to the apartments in a
single-floor residential building are equipped with "Electronic cylindrical lock"

Aside from the "Electronic cylindrical lock" a "Smart Access Point Pro" is necessary for the user
management.

Fire walls greatly reduce the transmission range of the radio signals. That is why the additional
use of an "RF/IP Gateway" is required for the distribution of data for each area between the fire
walls.

— The "ABB-AccessControl" system in this example is not networked with other systems. A
PoE switch is required for the use of an "RF/IP Gateway". The power for the "Smart Access
Point Pro" and the "RF/IP Gateway" is supplied via the PoE switch.

The distances within an area are within the radio range of around 10 meters. That is why
additional devices to increase the range are not required within these areas.

Detailed information about the capacity and network planning is available at: see chapter 4.2
“Capacity / Transmission range“ on page 65
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Information about planning and application

Fig. 66: Overview (top view): Residential building with more than 10 meters transmission route and radio signal inhibition
through fire walls
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Fig. 67: Connection: Residential building with more than 10 meters transmission route and radio signal inhibition through
fire walls

System Manual 2CKA001473B5074 | 81



~ 4
~ \ y
~‘~ . ’,
>
)
s
’r‘ ,I ~
.
o @

|

Apartment 02

Apartment 03

Apartment 04

Apartment 05

Apartment 06

Apartment 07

Apartment 08

Apartment 09

Apartment 10

Apartment 11

Apartment 12

Corridor / fire prevention area 2

Corridor/ fire prevention area 3

%Y %% N%YN%YY%YN%Y YN YN YY"

Hall

«

Fig. 68: Building structure: Residential building with more than 10 meters transmission route and radio signal inhibition

through fire walls

Example of a setup of the apartments of a multifamily house in the management software of the

"Smart Access Point Pro".

— Information for the creation of a building structure: see chapter 5.2 “Building structure® on

page 95

Main entrance:

The "Electronic cylindrical lock" is connected with the "Smart Access Point Pro".

Fire protection areas:

The "Electronic cylindrical lock" are connected with the "RF/IP Gateway".
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4.3.6

Residential buildings with several floors

In a "ABB-AccessControl" system the main entrance and the entrances to the apartments in a
multi-floor residential building are equipped with "Electronic cylindrical lock”

Aside from the "Electronic cylindrical lock" a "Smart Access Point Pro" is necessary for the user
management.

The ceiling of the floor greatly reduces the transmission range of the radio signals. That is why
the additional use of an "RF/IP Gateway" is required for the distribution of data for each
additional floor.

— The "ABB-AccessControl" system in this example is not networked with other systems. A
PoE switch is required for the use of an "RF/IP Gateway". The power for the "Smart Access
Point Pro" and the "RF/IP Gateway" is supplied via the PoE switch.

The distances within a floor are above the radio range of around 10 meters. Therefore, "RF
Repeater" are used to increase the transmission range.

— The "RF Repeater" are not PoE-capable. They require a separate 24 V power supply.

Detailed information about the capacity and network planning is available at: see chapter 4.2
“Capacity / Transmission range“ on page 65
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Information about planning and application

Fig. 69:  Overview: Multi-floor residential building with more than 10 meters transmission route
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Information about planning and application
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Fig. 70:  Connection: Multi-floor residential building with more than 10 meters transmission route
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Fig. 71:  Building structure: Multi-floor residential building with more than 10 meters transmission route

Example of a setup of the apartments of a multi-floor multifamily house with a transmission
route of more than 10 meters within a floor in the management software of the "Smart Access
Point Pro".

— Information for the creation of a building structure: see chapter 5.2 “Building structure® on
page 95

Floor :1
The "Electronic cylindrical lock" is connected with the "Smart Access Point Pro".

Floor 2 and additional floors:
The "Electronic cylindrical lock" are connected with the "RF/IP Gateway" via "RF Repeater".
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4.3.7

Perimeter
An installation with a perimeter is illustrated in the following example. The perimeter comprises
two houses and associated parking garage.

In a "ABB-AccessControl" system the residential buildings and parking garages are equipped
with "Electronic cylindrical lock".

Next to the "Electronic cylindrical lock" a "Smart Access Point Pro" is necessary for the user
management.

The distribution of signals in the additional buildings and the respective floors is taken over by
"RF/IP Gateway".

A LAN network is required for the connection between the different buildings. The power for the
devices used in this example is therefore supplied via PoE.

— In this example there are no further IP devices in operation in the parking garage. The
"RF/IP Gateway" can therefore be operated without a separate PoE switch.

Detailed information about the capacity and network planning is available at: Chapter 4.2
“Capacity / Transmission range“ on page 65

O Notice
It is absolutely essential that the houses are always connected with glass fibre
cables.

System Manual 2CKA001473B5074

| 87



Information about planning and application
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Fig. 72:  Overview: Perimeter with more than 40 meters transmission route and less than 16 "Electronic cylindrical lock".
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Information about planning and application
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Fig. 73:  Connection: Perimeter with more than 40 meters transmission route and less than 16 "Electronic cylindrical lock".
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UP-link connection for the cascading (series switching) of switches:

— When the switch has an up-link connection:

Connect the up-link connection with a normal LAN cable with a LAN connection of the next
switch.

— When the switch has no up-link connection:
Connect a LAN connection with a crossover cable with a LAN connection of the next switch.

Attention!

Malfunctions

— For building-interlinking cabling, observe the specifications of the structured
cabling (glass fibre line), see chapter 1.5 “Fundamentals of structured
cabling“ on page 9.
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Fig. 74:  Building structure: Perimeter with more than 40 meters transmission route and less than 16 "Electronic cylindrical
lock".

Example of a system setup with several buildings including parking garage in the management
software of the "Smart Access Point Pro".
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— Information for the creation of a building structure: see chapter 5.2 “Building structure® on
page 95

Building 1 Floor 1:

The "Electronic cylindrical lock" is connected with the "RF/IP Gateway".

Building 1 Floor 2:

The "Electronic cylindrical lock" are connected with the "RF/IP Gateway".

Building 2 Floor 1:

The "Electronic cylindrical lock™" is connected with the "Smart Access Point Pro".

Building 2 Floor 2:

The "Electronic cylindrical lock" are connected with the "RF/IP Gateway".

Parking garage:

The "Electronic cylindrical lock" is connected with the "RF/IP Gateway".
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4.4

Sources of interference

Errors between transponder key and reading head

The connection between the reading head of the "Electronic cylindrical lock" and the
transponder key is triggered via RFID technology by induction.

If during the switching process of the reading head the transponder key is located next to other
transponder keys or RFID cards, this can cause mutual influences.

— E.g. when the transponder key is kept in the purse with other RFID cards and the purse is
held in front of the reading head.

Such influences do not cause damage. However, it is possible that then the reading head does
not switch.

Errors of communication of the reading head with the management software of the "Smart

Access Point Pro"

The communication between the reading head and the management software of the "Smart
Access Point Pro" is carried out via the frequencies of Bluetooth.

= Errors during installation:

— The normal transmission range of 10 meters between the individual devices of the
"ABB-AccessControl" is influenced by the building structure. If the radio signals must
pass through a reinforced concrete wall, the transmission range can be reduced.

= Errors during running operation:

— The devices of the "ABB-AccessControl" are permanently installed. This causes no
problems due to changes of location.

— Errors can be caused when foreign devices near the communication process send on
the same frequencies. E.g. wireless telephones or microwaves. The reading head may
then not switch. If the source of the error in the area is rectified, everything will function
again as usual.

Newly installed "Electronic cylindrical lock” cannot be operated

= The "Electronic cylindrical lock" is being operated in a location different to the area of
application stored in the management software. That is why the communication path no
longer harmonizes with the original one. The "Electronic cylindrical lock" must be coupled
anew, see chapter 5.4.4 “Coupling the "Electronic cylindrical lock" with the "Smart Access
Point Pro"™ on page 122.

= The "Electronic cylindrical lock" was put into operation on a different "Smart Access Point
Pro".

— The "Electronic cylindrical lock™ must be uncoupled on the original "Smart Access Point
Pro" and then put into operation on the current "Smart Access Point Pro".
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5.1

Management software in the "Smart Access Point Pro"

Overview

For the setup and management of the "ABB-AccessControl" access system the following areas
are significant in the management software of the "Smart Access Point Pro".

~

C A Nichtsicher | 1000.1/# w % B O

v @ @ ss @ B HAUPTMENO

I

M e = g A & L

GEBAUDESTRUKTUR ~ ZUTRITTSKONTROLLE PLATZIEREN + BENUTZERVERWALTUNG AKTIONEN ZEITSTEUERUNG TORKOMMUNIKATION
VERBINDEN

Gebéudestruktur Konfigurieren der Gerite  Geriite platzieren und
llen durch Anl des verbinden.

Zutittskontrolisystems

2.B. Zylinder, Repeater

Innenstatiop.

AuBenstay 4

& bruchhaus (= Geratehonfiguration ¥ Einstellungen

Fig. 75:  Main menu "Overview"

1

Building structure

— A building structure that has been set up is a prerequisite for the placement and
coupling of devices of the "ABB-AccessControl" system.

— For the functions in the "Building structure" area, see chapter 5.2 “Building structure® on
page 95.

2 Access control

— The devices of the "ABB-AccessControl" are placed and coupled with each other in the
"Access control" area.

— For the functions in the "Access control" area, see chapter 5.4 “Access control“ on page
113.

3 User management

— The locking rights of persons are assigned and managed in the "User management”
area".

— For the functions in the "User management" area, see chapter 5.5 “User management®
on page 131.

4  Device configuration

— In the "Device configuration" area the devices of the "ABB-AccessControl" system are
added in the management software of the "Smart Access Point Pro".

— After being added, the devices of the "ABB-AccessControl" system are placed and
coupled in the respective other areas in the building structure and then the locking rights
are assigned.

— For the functions in the "Device configuration" area, see chapter 5.3 “Device
configuration“ on page 103.
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5.2 Building structure

The buildings, floors and rooms are created via menu item "Building structure" in the main menu
of the "Smart Access Point Pro".

<« C A Nichtsicher | 192.168.17834/# wm e :

v O = ss ™ B MAIN MENU

- m 5 0 0

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater .. station
& bruchhaus (=) Device configuration ¥ Preferences

Fig. 76:  "Building structure" menu

The following settings are made in menu item "Building structure":
= Add buildings

= Add floors

= Add rooms
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Management software in the "Smart Access Point Pro"

5.2.1 Creating buildings

To create the building, perform the following steps:

l I Sty BLORS STRUCTU

€ 5 C A Nintsicher | 1921681783476 % e :

SELECT BUILDING STRUCTURE TYPE

Please choose an option

1 0

Single building Multiple buildings

Fig. 77:  Selecting the building structure type

1. In the "Building structure type" window select whether it is a "Single building" or "Several
buildings".

l I S B ST

€ 5 C A Nhtsicher | 19216817834/ % e :

SELECT BUILDING STRUCTURE TYPE

Please choose floor plan type

Similar floors Different fioors

Fig. 78:  Selecting the floor plan type

2. Inthe "Floor plan type" select whether the floors exhibit a similar or different floor plan.
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HoME @ & sos @ B BUILDING STRUCTURE
— - + Buildings

@

Fig. 79:  Selecting the building form

3. Select the suitable building form in the list [1] and pull it onto the working area [2].

l I SmoretP - BUILDING STRUCTUR X
<« C A Nichtsicher | 192.168.17834/# W % o :

HoME @ & sos @ B BUILDING STRUCTURE

E5 SITE PLAN
— - -+ Building!

DuplicateBuildings

— ]

bukdog  Buldngl x V save

Fig. 80:  Adjusting the building form

4. Click on the building.

— The building gets a blue background. Buttons appear at the edge of the building with
which the form and size of the building can be adjusted.

— The building is turned with button [1].
— The position of the individual edges is changed with button [2].
— The size of the building is enlarged or reduced with button [3].
5. Enter the name of the building in field [4].
6. Click on the "Save" button [5].
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Management software in the "Smart Access Point Pro"

[ I S SIS STRUCTLRE X
«

C A Nichtsicher | 192.168.17834/% LR 3 LN - I
HoME @ & sos @ B BUILDING STRUCTURE
- =+ Buidings
A single family house >
sty asa
m k
Buikding. Building L

Fig. 81: Selecting a building for further editing.
— Click on the building name in the list [1] to select the building for further editing.
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Management software in the "Smart Access Point Pro"

5.2.2 Creating floors

To create the floors, perform the following steps:

<

C A Nichtsicher | 192.168.17834/% W [

HoME @ & sos @ B

BUILDING STRUCTURE

E51 Single family house i LISTVIEW
Floors

@

New floors

=

e
. «
Fig. 82: Selecting the floor version
1. Select the floor versions from the list [1] and pull it onto the building [2].
<« C A Nichtsicher | 192.168.17834/% w % e
HovE @ m sos W B BUILDING STRUCTURE
E5 Single family house
Ground floor
@—Gmu d fio
1.floos

Fig. 83:  Floor characteristics

Click on the floor [1].

3. Select the floor type from the list [2] and click on the "Save" [3] button.
4. Add additional floors if required.
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Management software in the "Smart Access Point Pro"

€ 5 C A Nihtsicher | 19216817834/¢ mx B O
HoME @ & sos @ B BUILDING STRUCTURE
Floors
A | Ground foor >
# Ground floor >
—
N -
Floor Mutitoor “«

Fig. 84: Selecting a floor for further editing.

5. Click on a floor in the list [1] to select it for further editing.
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5.2.3 Creating rooms

To create the rooms, perform the following steps:

< C A Nichtsicher | 192.168.17834/% & % o :
HoME @ & sos @ B BUILDING STRUCTURE
- = 4 Roorms

ol

/—CD

M L B W

Foom ect Outdoorarea  Muliroom «

Fig. 85: Selecting the room version

1. Select the room version from the list [1] and pull it onto the working area [2].

€ C A Nicht sicher | 192.168.178.34/% & % e :

HovE @ m sos W B BUILDING STRUCTURE | >

E5 Ground floor v
-_ - + Room1

Bathroom

Kitchen
{ : )—-n
Living room
Bedroom
Washroom
Children's room
Hall

Front gate

Side Door

Back door

L B

Poml  Oudoorase  Mutiem x V save

‘m

Fig. 86: Edit room

2. Click on the room.

— The room gets a blue background. Buttons appear at the edge of the room with which
the form and size of the room can be adjusted.

— The room is turned with button [1].
— The size of the room is enlarged or reduced with button [2].
— The position of the individual edges is changed with button [3].
3. Enter the name of the room in field [4] or select an available room name from the list [5].
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Management software in the "Smart Access Point Pro’

4. Click on the "Save" button [6].

< w % -

C A Nichtsicher | 192.168.178.34/%

HoME @ & sos @ B BUILDING STRUCTURE | >

-_— - -+ ooms

Bathroom

2

Bedroom

Hall

Kitchen

Y % % % %

Living room

# deoom.

E L B W

Room rect RoomlL  Ouldooraca  Muliroom

Fig. 87: Creating additional rooms

5. Repeat the working steps until the floor plan of the floor has been fully created.
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5.3

Device configuration

Devices are added via menu item "Device configuration” in the main menu of the "Smart Access
Point Pro".

€ C A Nichtsicher | 192.168.178.34/# & e :

v ® = sos @ B MAIN MENU

M e = 8 B &

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater .. 4 1 i
& bruchhaus (= Dovice configuration 4} Preferences

Fig. 88: Menu "Device configuration"

The following settings are made in menu item "Device configuration" [1]:
— Add devices,

— Delete devices from the system,

— Change device properties.
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Management software in the "Smart Access Point Pro"

5.3.1 Add "Smart Access Point Pro"

& % e :

< C A Nichtsicher | 192.168.178.34/%

HoME @ & sos @ B DEVICE CONFIGURATION
Device type Cylinder(0)
M SmartAP(1)
F  Cylinder(0) >
© Repeater(0) >
Wl RF/IP gateway(0) >
8 IP camera(0) >
B outdoor station(o) >
3 Indoor station(0) >
O IP actuator(0) >
= Guard unit(0) >
+ *

Fig. 89: "Smart Access Point Pro" in the list of available devices

The "Smart Access Point Pro" is not added. After initial commissioning the "Smart Access Point
Pro" automatically in the list of available devices [1].
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5.3.2 Add "Electronic cylindrical lock"

To add a "Electronic cylindrical lock", perform the following steps:

HoME @ & sos M B

GERATEKONFIGURATION

Geratetyp
M SmanAP(1)

F 2ylinder(0)

© RF-Repeater(0)

A8 IP-Kamera(0)

W& Netzwerkvideorekorder(0)
B Augenstation(1)

[ innenstation(2)

O IP-Schaltaktor(0)

E= concierge Station(0)

Fig. 90: Add "Electronic cylindrical lock"

1. Click on the "Cylinder" button [1].

HovE @ & sos @ B

Geratetyp
B SmartAP(1)

F zylinder ©

@ RF-Repeater(0)

W8 IP-Kamera(0)

W& Netzwerkvideorekorder(0)
B Auenstation(t)

[ innenstation(2)

O~ IP-Schaltakior(0)

= concierge station(0)

Fig. 91:  Enter "Electronic cylindrical lock" data

Zylinder(0)

GERATEKONFIGURATION

RF-Zylinder KI RIM 1

Seriennummer: xX000CO00000K
Kurz-ID:

Softwareversion:

Firmware-Aktualisierungen

Gebéaude
oo
Etage
D
aum
Seriennummer

Kanile
Funkverbindung
Verriegeln/Entriegeln
Zylinderkopt

Biromodus

v v iviv|e

Notfallkarte

2. Enter the name of the "Electronic cylindrical lock" in field [1].

Assign the "Electronic cylindrical lock” to the building structure [2] (building, floor, room).

— The assignment to the building structure can also be made later, see chapter 5.2

“Building structure® on page 95.

4. Enter the serial number [3] of the "Electronic cylindrical lock".

— The serial number is located on the type plate in the battery compartment, see chapter
3.2.1 “"Electronic cylindrical lock™ on page 51.

5. Click on the "Save" button.
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Hove @ & sos @ B GERATEKONFIGURATION

Geritetyp Zylinder(1)
M SmartAP(1) > L X000000KKXKX

F RF-2Zylinder KI RIM 4 1
b 2oy > Gebéudet> Elage2>Raum
@ RF-Repeater(0) >
8 IP-Kamera(0) >
W& Netzwerkvideorekorder(0) >
B Ausenstation(1) >
3 innenstation(2) >
O~ IP-Schaltaktor(0) >
E= concierge Station(0) >

+ &

Fig. 92:  "Electronic cylindrical lock" created

The created "Electronic cylindrical lock" is displayed in the "Cylinder" field [1].
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5.3.3

"Electronic cylindrical lock™ Settings — Emergency function

In the setting area of the "Electronic cylindrical lock" various device statuses can be viewed and
settings made.

A prerequisite for some areas is that the "Electronic cylindrical lock" has already been coupled
and a user with a transponder card has a closing right for the "Electronic cylindrical lock".

The following example lists the setup of the emergency situation for a transponder key. With this
emergency card the selected "Electronic cylindrical lock" can also be opened when the
"Electronic cylindrical lock" has no radio connection to the "Smart Access Point Pro". This, for
example, is the case during a power failure of the "Smart Access Point Pro" or in a room to
which a radio connection has not been set up.

Use the following steps to set up the emergency card for a "Electronic cylindrical lock™:

HoME @ @ sos @ P GERATEKONFIGURATION
Gerdtetyp Zylinder(1)
. SmarAP(1) > _ XXOOKXKXXXKXXX XHHOOXKKXXXXXXX
F 2yinder >
F 2ylinder(1) > sion: V1.11
Firmware-Aktualisierungen
© Repeater(1) >
I RF/IP Gateway(0) > Gebaude
wa IP-Kamera(0) >
B Ausenstation(o) > Etage
Erdgeschoss v
L Innenstation(0) >
Raum
O~ IP-Schaltakior(0) > Fur v
= Concierge Station(0) >
Funkverbindung >
Verriegeln/Entriegein >
Zylinderkopt >
Biromodus >
Notfallkarte >
Batteriestatus >
- * «

Fig. 93:  Setting area of the "Electronic cylindrical lock"

1. Display the setting area of the "Electronic cylindrical lock".
— For this, click on the desired "Electronic cylindrical lock" [1].

HovE @ @ sos @ B GERATEKONFIGURATION
Geratetyp Notfallkarte
™ SmarAP(1) > XXXKKKKXIXXXX XOXKHXXKXKXKIXKXK
- ad H Notfallkarte
F 2zyinder(1) >
© Repeater(1) > . . 2
I RF/IP Gateway(0) >
wa IP-Kamera(0) > -
B Ausenstation(o) >
[ innenstation(0) >
O~ IP-Schaltaktor(0) > v
= Concierge Station(0) >

>

>

>

>

1 >
>
«

Fig. 94: "Electronic cylindrical lock" emergency function setting
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Management software in the "Smart Access Point Pro"

2. Select the "Emergency card" setting [1].
3. Open the "Emergency card" function [2].

NOTFALLKARTE

Auswahlen Kartennummer

O 00699596

o

Fig. 95: Set up the "Electronic cylindrical lock"

4. Select the desired transponder key in the list [1].

— All transponder keys that are stored via the authentication in the system are shown in
the list, see chapter 5.5.3 “Add authentication“ on page 138.

— The emergency function can be set up for every listed transponder key. This turns the
transponder key into an emergency card.

5. Confirm the selection.
— The emergency function for the transponder key has been set up.

— The selected "Electronic cylindrical lock" can be opened with this emergency card even
during a non-existing radio connection to the "Smart Access Point Pro".

5.3.4 Add "RF/IP Gateway"

To add a "RF/IP Gateway", perform the following steps:
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Management software in the "Smart Access Point Pro"

«

C A Nichtsicher | 192.168.17834/# & % N - I
HoME @ & sos @ B DEVICE CONFIGURATION
Device type RF/IP gateway(0)
W SmartAP(1)
F Cylinder(1)
© Repeater(0)

Ml RF/IP gateway(0)
w8 IPcamera(0)

B outdoor station(o)
3 indoor station(0)

O~ IP actuator(0)

viviviv v v v v v

= Guard unit(0)

Abb. 96: Add "RF/IP Gateway"

1. Click on the "RF/IP Gateway" button [1].
2. Click on the "Search" button [2].

INFORMATION

Loading, please wait...

Fig. 97:  Search for "RF/IP Gateway"

— The system searches for reachable "RF/IP Gateway".
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€ C AN 192.168.178.34/% & % e :

HoME @ & sos @ B DEVICE CONFIGURATION

Device type RF/IP gateway(1) RF/IP gateway BN

. SmanAP(1) > #) Seralnumber.
I RF/IP gateway > Short ID:
F Cylinder(1) > Software version:

Signed status: unsigned

© Repeater(1) > License Agreement for Software
Update firmware
Ml RF/IP gateway(0) >
Replace device
P camera(0) > Network information
B outdoor station(o) > MAC Skdvoes:
P address:
3 Indoor station(0) > ‘Subnet mask:
Default gateway: 1.66.22.0
O~ IP actuator(0) > Position
= Guard unit(0) > Building
<not allocated> v
Floor
g —_@
Room
<not allocated>
Parameter
DHCP

Enable v

o]

[«

Fig. 98: "RF/IP Gateway" characteristics

— All "RF/IP Gateway" found are displayed in the list view.
3. Enter the name of the "RF/IP Gateway" in field [1].
4. Enter the serial number [2] of the "RF/IP Gateway".
5. Assign the "RF/IP Gateway“ to the building structure [3] (building, floor, room).

— The assignment to the building structure can also be made later, see chapter 5.2
“Building structure® on page 95.

6. Click on the "Save" button [4].
The "RF/IP Gateway" has been created.
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5.3.5 Add "RF Repeater"”

To add a "RF Repeater", perform the following steps:

uor B 2]

HoME @ & sos @ B DEVICE CONFIGURATION
Device type Repeater(0)

M SmartAP(1) >

F Cylinder(1) >

© Repeater(0) >—®

Wl RF/IP gateway(0) >

8 IP camera(0) >

B outdoor station(o) >

3 Indoor station(0) >

0~ IP actuator(0) >

= Guard unit(0) >

+ *

Abb. 99: Add "RF Repeater"

1. Click on the "RF Repeater" button [1].
2. Click on the "Add user" button [2].

HoME @ & sos @ B DEVICE CONFIGURATION
Device type Repeater(1) Repeater ]
- SmatAR(l) Serialnumber: oo

> Short ID:

Software version:

F Cylinder(1) >
Update firmware
© Repeater(0) >
Position
Wl RF/IP gateway(0) > Building
<not allocated> v
8 IP camera(0) >
B outdoor station(0) > oo
<not allocated> Y EE—
3 Indoor station(0) >
Room
O~ IP actuator(0) > <notallocated>
= Guard unit(0) > Parameter
Serial number
I The content must contain 15 char
J
Channels
RF connection >

Fig. 100: "RF Repeater" characteristics

3. Enter the name of the "RF Repeater" in field [1].
4. Assign the "RF Repeater" to the building structure [2] (building, floor, room).

— The assignment to the building structure can also be made later, see chapter 5.2
“Building structure® on page 95.
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5. Enter the serial number [3] of the "RF Repeater".
6. Click on the "Save" button [4].

The "RF Repeater" has been created.
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5.4 Access control

In menu item "Access control" [1] in the main menu of the "Smart Access Point Pro" the devices
of the "ABB-AccessControl" system are distributed to the individual rooms and floors in the
building structure. Also the coupling of the devices of the "ABB-AccessControl".

<« C A Nicht sicher | 192.168.17834/% w % o :

v O = ss ™ B MAIN MENU

M e = 8 B &

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater .. station
& bruchhaus (=) Device configuration ¥ Preferences

Fig. 101: Menu "Access control"
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5.4.1 Placing the "Smart Access Point Pro"

To place a "Smart Access Point Pro", perform the following steps:

l B Smoretp - R Wi
€ C A Nicht

x

r | 192.168.17834/% I8 3 L -

HOME @ & sos @ B < RF WIRELESS CONNECTION >

S
S

—® Single family house L-shape >
Singie famiy house L.

Buildings(8)

Fig. 102: Selecting the building

1. Select the desired building [1].

o s
< C A Nicht

r | 192.168.17834/% 8 % L e

HovE @ m sos W B < RF WIRELESS CONNECTION >

Single family house L-shape

All >

Ground fioor >

Ground floor —®

Fig. 103: Selecting the floor

2. Select the desired floor [1].
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<« C A Nichtsicher | 192.168.178.34/¢ W % -
HoME @ & sos @ B < RF WIRELESS CONNECTION >
-_ - + Ground floor
All >
Living room 3
F irnguem Kitchen >
Bathroom >
Hall >
Bedroom >
A Kichen
# Bedoon
/ Batoom. ™ ::
SmartAP  Cylinder «

Abb. 104: Pulling the "Smart Access Point Pro" onto the room

3. Pull the "Smart Access Point Pro" [1] onto the desired room [2].

Allocation:SmartAP

XMU

#105807A7F03071C > O
Smart Access Point

Please choose an item

Use the serialnumber printed on the device to find
the corresponding device from the list on the left
side.

Fig. 105: Allocation of "Smart Access Point Pro"

4. Select "Smart Access Point Pro" from the list [1].
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Allocation:SmartAP

XMU
#105807A7F03071C
Smart Access Point

M Device

Building
Floor

Room

Device name

Short ID
Serial No.

Single family house L-shape
Ground floor

Hall

Smart Access Point

XMU
105807A7F03071C

Fig. 106: Allocation of "Smart Access Point Pro" - Details

Smart Access Point @

5. Enter the desired designation for "Smart Access Point Pro" in field [1].

6. Click on the "Save" button [2].
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5.4.2 Placing the "RF/IP Gateway"

To place a "RF/IP Gateway", perform the following steps:

€ C A Nichtsicher | 192.168.178.34/# LIS -3 B - B

HOME @ & sos @ B < RF WIRELESS CONNECTION >

S
S

—® Single family house L-shape >
Singie famiy house L.

Buildings(8)

Fig. 107: Selecting the building

1. Select the desired building [1].

l S B e oo X

€ 5 C A Nichtsicher | 192168.17834/% w % o @ i

HovE @ m sos W B < RF WIRELESS CONNECTION >

Single family house L-shape

All >

Ground fioor >

Ground floor —®

Fig. 108: Selecting the floor

2. Select the desired floor [1].
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l S B e oo X

<« C A Nichtsicher | 192.168.178.34/¢ W % -
HOME @ & sos @ B < RF WIRELESS CONNECTION >
-_ - + Ground fioor
All >
Living room 3
F irnguem Kitchen >

Bathroom >

Hall >

Bedroom >

RFIIP Gateway «

Abb. 109: Pulling the "RF/IP Gateway" onto the room

3. Pull the "RF/IP Gateway" [1] onto the desired room [2].

Allocation:RF/IP Gateway

XMU
#105807A7F03071C

RF/IP Gateway _®

@ Please choose an item

Use the serialnumber printed on the device to find
the corresponding device from the list on the left
side.

Fig. 110: Allocation of "RF/IP Gateway"

4. Select "RF/IP Gateway" from the list [1].
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Allocation:SmartAP

XMU
#105807A7F03071C
RF/IP Gateway

Fig. 111: Allocation of "RF/IP Gateway" - Details

M Device

Building
Floor

Room

Device name

Short ID
Serial No.

Single family house L-shape
Ground floor

Hall

RF/IP Gateway

XMU
105807A7F03071C

RF/IP Gateway 4@)

f

5. Enter the desired designation for "RF/IP Gateway" in field [1].

6. Click on the "Save" button [2].
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5.4.3 Placing the "Electronic cylindrical lock"

To place a "Electronic cylindrical lock", perform the following steps:

€ i her | 10.00.1/# @« B e
HoME @ = sos @ B < ZUTRITTSKONTROLLE >
- = 4+ Erdgeschos
Alle >
Badezimmer
Flur
pr—
Kiiche
Schiafzimmer
‘Wohnzimmer
F K
F scatcomer
# Badezimmer. @ & P
F
Zyinder “«

Fig. 112: Pulling the "Electronic cylindrical lock" onto the room

1. Pull the "Electronic cylindrical lock" from the list [1] onto the desired room [2].

Zuordnung:Zylinder

XXXXXXXXXXXXXXXX >
@ Bitte wahlen Sie ein Element...
Verwenden Sie die auf das Gerat aufgedruckte
Seriennummer, um das entsprechende Gerat auf
der Liste links zu finden.
X

Fig. 113: Allocation of "Electronic cylindrical lock" 1.

2. Select the "Electronic cylindrical lock" from the list.
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Zuordnung:Zylinder

OHA

),:9,0.0.0.0.9.:0.9.0.0.9.9.:0.0.0.4¢ > '} Gerat

Zylinder [,;?

Einfamilienhaus
Erdgeschoss
Flur
Haupteingang

Kurz-ID OHA
Seriennummer XXVODCOOOVDOCNNK

Name Haupteingang —®

- 4 v

il E
Fig. 114: Allocation of "Electronic cylindrical lock" 2.

3. Enter a name for the "Electronic cylindrical lock" and click on the "Save" button.

a ]

er | 1000.1/# e+ B O :

J m sz
¢>c a

HoME @ & sos @ P <  ZUTRITTSKONTROLLE = >

[ Erdgeschoss v i LISTENANSICHT
= | =

Erdgeschoss

Alle >

A Kiche Badezimmer >
Fiur

Kiiche. >

A Schlafzin| | Schiatzimmer

O : Wohnzimmer

A Badezimmer... A Fur.

Fig. 115: "Electronic cylindrical lock" in the room

The newly created "Electronic cylindrical lock" [1] and the "Smart Access Point Pro" [2] are
displayed in the room.

The icon "I" and the missing connecting line show that there is yet no connection between the
two devices.
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5.4.4 Coupling the "Electronic cylindrical lock" with the "Smart Access Point Pro"

Attention! Loss of data

If no backup is available and the data in the "Smart Access Point" are lost, the
battery-operated access systems can no longer be uncoupled for re-
commissioning. The old data remain in the reading heads. Since these are
locking systems, access from outside is not possible. This could be an
unauthorized access.

— The battery-operated access systems must then be reset in the
manufacturer's factory.

— Make absolutely certain that you have a backup of the data of the "Smart
Access Point".

The newly created "Electronic cylindrical lock" must now be linked (coupled) with the "Smart
Access Point Pro".

Use the following steps to couple the "Electronic cylindrical lock" with the "Smart Access Point

Pro™
€ 5 C A Nehtscher | 10003 T—
roue @ oo @ B < ZUTRITTSKONTROLLE >
[ suwewser |
== Erdgeschoss
Alle >
’thhe Badezimmer
i
Kiiche
A Schiatzin | Schiafzimmer

& Badezimmer... A Fur.

Fig. 116: Coupling the "Electronic cylindrical lock" with the "Smart Access Point Pro"

1. Click on the "Electronic cylindrical lock" [1].
2. Click on the "Smart Access Point Pro" [2].
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Kopplungsvorgang bestatigen (XXXXXXXXXXXXXXX) 1/3

=
E

@ Gerat aktivieren

Halten Sie die Wartungskarte auf dem Zylinder, um

Fig. 117: Coupling process 1/3

3. Follow the instructions on the display and hold the maintenance card in front of the
"Electronic cylindrical lock".

Kopplungsvorgang bestatigen (XXXXXXXXXXXXXXX) 2/3

L ad
E

@ Warten Sie auf blinkende LED
Die LED am Zylinder blinkt grun ...

Fig. 118: Coupling process 2/3

4. Hold the maintenance card in front of the "Electronic cylindrical lock" until the LED flashes
green.
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Kopplungsvorgang bestatigen (XXXXXXXXXXXXXXX) 3/3

-
E

@ Aktivierung erfolgreich
Der Zylinder ist nun aktiviert ...

Fig. 119: Coupling process 3/3

The "Electronic cylindrical lock™ is now coupled with the "Smart Access Point Pro".

l. Smouap - Zuvitskonulle X
< C A Nichtsicher | 10001/ % B O :
HoME @ & sos @ P <  ZUTRITTSKONTROLLE = >
- - Zylinder
A Kicche F

ete Gerdte
’ Sechletziy “

A Badezimmer...

Fig. 120: "Electronic cylindrical lock" created

The successful coupling of both devices is displayed with a broken line [1].

The "Electronic cylindrical lock" is ready for operation and can be occupied with locking rights
via the user management, see chapter 5.5 “User management® on page 131.

@) Notice
This example describes the direct coupling to the "Smart Access Point Pro".
Depending on the area of application, the "Electronic cylindrical lock" is coupled
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to the last interconnected "RF Repeater" or to a "RF/IP Gateway" (also with or

without interconnected "RF Repeater"). The coupling method is always the
same.

For different coupling situations, see chapter 4.3 “Case studies” on page 69.
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5.4.5 Placing the "RF Repeater”

To place a "RF Repeater", perform the following steps:

€« C A Nichtsicher | 192.168.17834/# LI 3 LN
HOME @ & sos @ B < RF WIRELESS CONNECTION >

S
S

—® Single family house L-shape >
Singie famiy house L.

Buildings(8)

Fig. 121: Selecting the building

1. Select the desired building [1].

o s
< C A Nicht

r | 192.168.17834/% 8 % L e

HovE @ m sos W B < RF WIRELESS CONNECTION >

Single family house L-shape

All >

Ground fioor >

Ground floor —®

Fig. 122: Selecting the floor

2. Select the desired floor [1].
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l S B e oo X

€« C A Nichtsicher | 192.168.17834/¢ w7 o @ i
HoME @ & sos @ B < RF WIRELESS CONNECTION >
— - + Ground floor
All >
Living room 3
F irnguem Kitchen >
Bathroom >
Hall >
Bedroom >
A Kichen
# Bedoon
/ Batoom. ™

Cyinder  Repeater «

Abb. 123: Pulling the "RF Repeater" onto the room

3. Pull the "RF Repeater" [1] onto the desired room [2].

Allocation:Repeater

KSO
#241790100000095
Repeater

@ Please choose an item

Use the serialnumber printed on the device to find
the corresponding device from the list on the left
side.

Fig. 124: Allocation of "RF Repeater"

4. Select "RF Repeater" from the list [1].

System Manual 2CKA001473B5074 [ 127



Management software in the "Smart Access Point Pro"

Allocation:Repeater

KSO
#241790100000095
Repeater

Fig. 125: Allocation of "RF Repeater" - Details

@ Device

Building
Floor

Room

Device name

Short ID
Serial No.

Single family house L-shape
Ground floor

Hall

Repeater

KSO
241790100000095

Repeater

5. Enter the desired designation for "RF Repeater" in field [1].

6. Click on the "Save" button [2].
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Management software in the "Smart Access Point Pro’

5.4.6 Coupling the "RF Repeater”

Use the following steps to couple the "RF Repeater” with the "Smart Access Point Pro":

C A Nichtsicher | 192.168.178.34/% LR 3 [
HovE @ m sos W B < RF WIRELESS CONNECTION >
-_ - + Ground fioor

All

Living room >
F g om Kitchen

Bathroom >

Hall >

Bedroom >

Gylinder «

Fig. 126: Coupling the "RF Repeater" with the "Smart Access Point Pro"

1. Pull the "RF Repeater" [1] from the list into the desired room.
2. Click on the "RF Repeater" [1].
3. Click on the "Smart Access Point Pro" [2].

@ INFORMATION

-~
® Processing, please wait!

Fig. 127: Coupling process

— The progress of the coupling process is displayed in the window
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% B o :

HoME @ & sos @ B < RF WIRELESS CONNECTION >

- Repeater

Fig. 128: "RF Repeater" coupled with "Smart Access Point Pro"

— The "RF Repeater" is now coupled with the "Smart Access Point Pro". The successful
coupling of both devices is displayed with a broken line [1].

@) Notice
If several "RF Repeater" have been coupled consecutively in a radio line, one
device will always be coupled with the next one. Finally the "Electronic cylindrical

lock" is coupled with the last "RF Repeater" in the radio line.
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5.5

User management

The management of the users, transponder keys and locking rights for the "Electronic cylindrical
lock" is carried out via menu item "User management” [1] in the main menu of the "Smart
Access Point Pro".

<

C A Nicht sicher | 192.168.17834/% wx B o :

v @ = sos @ B MAIN MENU

M ee = o 0 & Lf

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configure the devices of  Locating and linking Addand editusers.  Create and editactions  Create time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms. system e.g. Cylinder, indoor station, outdoor
repeater .. station

& bruchhaus (=) Device configuration g} Preferences

Fig. 129: Menu item "User management”

The following settings are made in menu item "User management" [1]:
= Create new users.

= Create new user groups.

= Create transponder keys.

= Create transponder keys and assign to a user (authentication).

= Assign and manage locking rights for users.

The following steps are required to assign locking rights:
1. Create user, see chapter 5.5.1 “Create user “ on page 132.

2. Assign transponder key to a user and read the data of the transponder key into the
management software of the "Smart Access Point Pro"(authentication), see chapter 5.5.3
“Add authentication“ on page 138

3. Assigning users the locking rights to a "Electronic cylindrical lock", see chapter 5.5.4
“Assigning locking rights“ on page 143
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5.5.1 Create user

To add a user, perform the following steps:

l B SrmoraP - USER MANAGEMENT X

€ C A Nichtsicher | 192.168.178.34/# LIS -3 B - B

HoME @ & sos @ B < | USER MANAGEMENT @ >

& USERS = LIST VIEW

Users

o bruchhaus

'Add user

Users

bruchhaus

Fig. 130: Adding users

1. Click on the "Users" button [1].
2. Click on the "Add user" button [2].

ADD NEW USER
New user
User name Doedohn
First name John
Last name Doe
User role Basic v
Password eosssscesesess

Repeat password ..............l

Fig. 131: User: Enter data
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3. Enter the data for the new user.
4. Confirm the entries.
— The new user has been created.

<« C A Nichtsicher | 192.168.17834/# 8 %

HoME @ & sos @ B < | USER MANAGEMENT @ >

Users
e bruchhaus
Add user
Do, Joh h
Users 0e,John(doejohn)
Do, Olivia(doeolivia)
DQ
bruchhaus Doe,John Doe Olivia

. o
] L
Users Users groups

Fig. 132: Selecting user

5. Select the desired user [1] from the list for further editing.

l I SrorthP - USER MANAGEMENT X

sicher | 192.168.178.34/%

< C A N

HoME @ & sos @ B < | USER MANAGEMENT @ >
Doe,John = LIST VIEW
R = = N ; wition code
o2 = =
(L] @ a (©] F - Py
Users groups 1D authentication Pairing devices Time Profle Cylinder() 1P camera G
u
ﬁ Personal data
Outdoor station Change password
User permission setings
Users groups
1D authentication
Pairing devices
Time Profile
Cylinder(1)
IP camera
please set user permission under each category &

Fig. 133: Editing users

6. Enter the data (e.g. rights groups, password, e-mail address and user role) in the parameter

fields.
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O Notice

The precise descriptions of the user parameters are available in the product
manuals of the respective devices.
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Management software in the "Smart Access Point Pro’

5.5.2 Creating user groups

User groups facilitate the management of the rights of users. If, for example, the allocation of a
locking right to a specific room is issued to a user group, all members of this group
automatically have the locking right. The locking right must not be assigned separately to each
individual user.

To add a user group, perform the following steps:

HovE @ m sos W B < USERMANAGEMENT | >

a5

f3d user group

s o
Users Users groups

Fig. 134: Creating a user group

1. Click on the "User groups" button [1].
2. Click on the "Add user groups" button [2].

Add new user group

New user group

Group name

Group icon 'il

Fig. 135: Data input of user group

3. Assign a name for the user group [1].
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Management software in the "Smart Access Point Pro"

4. Select an icon for the user group [2].
5. Confirm the selection.
— The new user group has been created.

[ I SrorthP - USER MANAGEMENT X

<« C A Nichtsicher | 192.168.17834/% LR 3 o :
HoME @ & sos @ B < | USERMANAGEMENT >
+ Users groups
Add user group Inhabitants >

Users groups

Inhabitants

Users Users groups

Fig. 136: Selecting a user group

6. Select the desired user group [1] from the list for further editing.

[ I SrorthP - USER MANAGEMENT X

<« C A Nichtsicher | 192.168.17834/# & % e :

HoME @ & sos @ B < | USER MANAGEMENT @ >

Inhabitants
Inhabitants

Cylinder >

° -3 z ) E
L © F -
IP camera
Users Time Profile Cylinder 1P camera Outdoor station >
Outdoor station >
please set user permission under each category «

Fig. 137: User group: Selecting rights / characteristics

7. Select the desired rights / characteristics [1] from the list for further editing.
— If users are to be taken into the group, select the "Users" area [1].
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% L - I

€ 5 C A Nintsicher | 1921681783476 @
HoME @ & sos @ B < | USERMANAGEMENT >
« EE LIST VIEW
Assigned Users.
Aosigned

] ]
(] ] bruchhaus
Bosin Dos,Oivia
Doe,John(doejohn)
Doe,Olivia(doeolivia)
o E-3 H )
L ©] F - i
Users Time Profile Cylinder IP camera Outdoor station

Fig. 138: User group: Adding users

8. To add a user, click on the available user [1] and confirm the selection.
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5.5.3 Add authentication

The term "Authentication" includes all available transponder keys in the system and their
allocation to the created users / user groups and "Electronic cylindrical lock".

For each transponder key in the system, an authentication must be created in the "Smart
Access Point Pro".

To add an authentication, perform the following steps:

l I St S MAAGET X —

<« C A Nichtsicher | 192.168.17834/# & % e :
HovE @ m sos W B < USERMANAGEMENT | >
Users
+ bruchhaus

Add user

Doe John(doejohn)

Users
Do, Olivia(doeolivia)
DQ
bruchhaus Doe,John Doe Olivia

. o
- L
Users Users groups

Fig. 139: Selecting user.

1. Select the desired user for the new transponder key in the list [1].

l B SrmoriaP - USER MANAGEMENT X

<« C A Nichtsicher | 192.168.178.34/# & % e :
HoME @  sos W B < | USER MANAGEMENT >
bruchhaus = LIST VIEW

bruchhaus ]
oc -

" - - . on code

o - =

s - 0 F - i i

Users groups 10 autheni ation(1) Paifing devices Cyinder 1P camera Oudoor station
Us
Personal data >
Change password >
=
Users groups : g
1D authentication(1) >
Pairing devices 3
Cylinder >
IP camera -
Outdoor station >
please set user permission under each category -

Fig. 140: Selecting the ID authentication

2. Click on the "ID authentication" button [1].
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Management software in the "Smart Access Point Pro"

l I St S MAAGET X

€ 5 C A Nichtsicher | 192168.17834/% w % o @ :

HoME @ & sos @ B < | USER MANAGEMENT @ >

1D authentication

2 i - 0} l©) F - f

Profile Users groups [IDETOSN Pairing devices  Time Profile  Cylinder(1) ~ IPcamera  Outdoor station

Fig. 141: Adding authentication

3. Click on the "Add authentication" button [1]
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Management software in the "Smart Access Point Pro"

ADD NEW AUTHENTIFICATION METHOD

Card type

- i

Add authentication Add authentication

©

Fig. 142: "Add authentication for access control" button

4. Click on the "Add authentication for access control" button [1].

ADD AUTHENTICATION

New identity authentication

Card name

Card type RFID

Validity period Unlimited validity

Card reader Select reader

Card number

Fig. 143: New authentication

5. Enter a clearly identifiable name in field "Card name" [1] for the new transponder key.
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Management software in the "Smart Access Point Pro"

ADD AUTHENTICATION

New identity authentication

Card name white Tag

Card type RFID

Validity period Unlimited validity

Card reader Select reader

Card number Select reader

Cylinder

Fig. 144: Select "Electronic cylindrical lock"

6. Select any "Electronic cylindrical lock" in field "Card reading device" [2].

— This selected "Electronic cylindrical lock" merely serves for reading the data of the
transponder key into the management software. No locking rights are assigned.

ADD NEW KEYCARD/TAG

Please hold the keycard/tag in front of the card reader to
register the credentials to the system.

Time out: 117 second

Fig. 145: Holding the transponder keys in front

7. Follow the instructions on the display and hold the transponder key in front of the selected
"Electronic cylindrical lock".

— The card number of the transponder key is automatically entered.
— The transponder key of the user is now carried in the system.
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O Notice

Then the user must still be assigned the locking right for the desired "Electronic
cylindrical lock".
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5.5.4 Assigning locking rights

All created "Electronic cylindrical lock" are displayed in area "Not assigned" [1].

The user does not yet have locking rights. This locking right must now be assigned to him.

€ C A Nicht sicher | 192.168.178.34/% & % e :
HoME @ & sos @ B < | USER MANAGEMENT @ >
Assigned Cylinder

Assigned

Not assigned

E‘ =
o Cylinder g

. o9y = = 2 |
- (L] ©] F Ed
Profile Users groups 1D authentication ~ Pairing devices  Time Profile Cylinder IPcamera  Outdoor station

Fig. 146: "Electronic cylindrical lock" not assigned

Use the following steps to assign the user the locking right for the desired "Electronic cylindrical
lock™:

€ C A Nichtsid 192.168.178.34/% & % e :
HoME @ & sos @ B < | USERMANAGEMENT | >
Assigned Cylinder
3 =
o Cylinder F
° o0 = A H !
- ins - a €] F - i
Profile Users groups  ID authentication ~ Pairing devices ~ Time Profile Cylinder IPcamera  Outdoor station

Fig. 147: Assigning locking right for "Electronic cylindrical lock"

1. Pull the "Electronic cylindrical lock" into the "Assigned" area via drag and drop.
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Management software in the "Smart Access Point Pro"

INFORMATION

JAN Would you like to add the device premissions?

X v

Fig. 148: "Device authorization" window

2. Confirm the question in the "Device authorization" window.

«

C A Nichtsicher | 192.168.17834/# & % o :
HoME @ & sos @ B < | USER MANAGEMENT @ >
Assigned Cylinder

Assigned

i Cylinder

. o - O = = " A
L] [H - ©] F -
Profile Users groups 1D authentication  Pairing devices  Time Profile  [ESYULE {0} IP camera Outdoor station

Fig. 149: "Electronic cylindrical lock" assigned

The "Electronic cylindrical lock" is displayed in the "Assigned" field [1].

— With his transponder key the user has the locking right to this "Electronic cylindrical lock".

O Notice
If several transponder keys have been assigned to the user, the user
ﬂ automatically has the locking right with all transponder keys for the "Electronic
cylindrical lock" that are displayed as assigned in field "Assigned".

O Notice
If the user is to receive the locking right to several "Electronic cylindrical lock",
repeat steps 1 and 2 in this chapter until all desired "Electronic cylindrical lock"

are listed in field "Assigned".
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5.6 Deleting data from the "User management menu

The deletion of the "Electronic cylindrical lock", transponder keys and locking rights is carried
out via menu item "User management” [1] in the main menu of the "Smart Access Point Pro".

0

<« C A Nichtsicher | 192.168.178.34/%

v ® = sos @ B MAIN MENU

M e = o A & L

PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM

BUILDING STRUCTURE RF WIRELESS
CONNECTION

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repealer .. station

@ bruchhaus (=) Device configuration g} Preferences

Fig. 150: Menu item "User management”
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Management software in the "Smart Access Point Pro"

5.6.1 Deleting locking right

Use the following steps to delete a locking right:

<

C A Nichtsicher | 192.168.17834/% LI 3 LN
HoME @ & sos @ B < | USER MANAGEMENT @ >
Assigned Cylinder
Rssigned
i Cylinder 'ﬁ-
Cyinder
Not
Not §
o * = z L
- ias - U F -
Profile Users groups  ID authentication(1) ~ Pairing devices Cylinder(1) IP camera Outdoor station

Fig. 151: "Electronic cylindrical lock" assigned

1. Click on the desired "Electronic cylindrical lock™ [1].

INFORMATION

A Would like to remove device permissions?

X v

Fig. 152: Confirming the withdrawal of locking rights

2. Confirm the question with button [1].
— The locking right for this "Electronic cylindrical lock" has been withdrawn.
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Management software in the "Smart Access Point Pro"

l I St S WA X

€« C A Nichtsicher | 192.168.17834/¢ w7 -
HoME @ & sos @ B < USERMANAGEMENT >
Assigned Cylinder
| | hesinea

E' =
Cylinder Cylinder F

H s ) a [3 - i

Profile Users groups 1D authentication(1)  Pairing devices [IReNT S IPcamera  Outdoor station

Fig. 153: "Electronic cylindrical lock" not assigned

The "Electronic cylindrical lock" is displayed in the "Not assigned" area [1].
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Management software in the "Smart Access Point Pro"

5.6.2 Deleting authentication

To delete an authentication (= a transponder key), perform the following steps:

l I SrmoriaP - USER MANAGEMENT X x
€ 5 C A Nichtsicher | 192:168.17834/% B % N -]
Hove @ & sos @ B < USERMANAGEMENT | >
bruchhaus = LIST VIEW
1}
i ) N F - A
Personal data :
Change password >
Users groups >
1D authentication(1) >
Pairing devices >
Cylinder >
IP camera >
‘Outdoor station >
please set user permission under each category -
Fig. 154: ID authentication
H n H H n
1. Click on the "ID authentication" button [1].
— All authentications of the user are displayed.
l I SrorthP - USER MANAGEMENT X £z
€ 5 C A Nichtsicher | 192:168.17834/% B % N -]

HoME @ & sos @ B < | USER MANAGEMENT @ >

& bruchhaus
Drops
o “

[ Only action function

Validity period >
( : : ) (]
Informaion in outdoor stat
+
° % = = i
L] . - D F L ﬂ
Profile Users groups [T ROl Pairing devices  Cylinder IPcamera  Outdoor station «

Fig. 155: Deleting authentication

2. Click on the desired authentication [1].
3. Click on the "Delete" button [2].
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Management software in the "Smart Access Point Pro"

INFORMATION

A Would you like to delete this authentication?

X v

Fig. 156: Confirming the deletion of the authentication

4. Confirm the question with button [1].
— The authentication is deleted.
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Management software in the "Smart Access Point Pro’

5.6.3 Delete users

To delete a user, perform the following steps:

€ 5 C A Nichtsicher | 192168.17834/% w % o @ i
HovE @ m sos W B i<

& USERS = LIST VIEW

USER MANAGEMENT = >

Users
+ bruchhaus
Acner
Users Doe,John(doejohn)
° “ e Doe,Olivia(doeolivia)
bruchhaus Doe flohn Doe,Olivia
- L]
Users Users groups
Fig. 157: Marking the user
1. Click on the username [1].
'. Smarh? - USER MANAGEMENT X £z
€ 5 C A Nichtsicher | 192:168.17834/% B % o @ i

USER MANAGEMENT = >

HoME @ & sos @ B <

Doe,John 1T LISTVIEW
[y
. = - =
o0
(L] (=] D o F - Invite
Users groups 1D authentication Pairing dovices Time Profie Gylinder 1P camera
User i
B Personal data >
Outdoor station Change password >
Usor p
Users groups >
1D authentication 22
Pairing devices >
Time Profile >
Cylinder > B
1P camera >
please set user permission under each category «

Fig. 1568: Deleting the user

2. Click on the "Delete" button [1].
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Management software in the "Smart Access Point Pro"

INFORMATION

@ Would you like to delete this user?

v

Fig. 159: Confirming the deletion of the user

3. Confirm the question with button [1].
— The user is deleted.
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5.7

Deleting data from the "Access control” menu

The uncoupling and removal of devices from the individual rooms and floors is carried out via
menu item "Access control" in the main menu of the "Smart Access Point Pro".

| L B
€ 5 C A Nchwsicher | 19216817834/

v ® = sos @ B

]

PLACE + LINK

M e

RF WIRELESS
CONNECTION

BUILDING STRUCTURE

Design a building by~ Configure the devices of  Locating and linking

creating floors and the access control devices
rooms. system e.g. Cylinder,
repealer ..

@ bruchhaus

MAIN MENU

C)

TIME CONTROL

= 0

ACTIONS

USER MANAGEMENT DOOR ENTRY SYSTEM

Configurate door entry
system devices, e.g.
indoor station, outdoor
station

Add and edit users. Create and edit actions Create time control

Create user groups

(=) Device configuration ¥} Preferences

Fig. 160: Menu "Access control"
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5.71 Uncoupling "Electronic cylindrical lock"” from "Smart Access Point Pro"

Use the following steps to uncouple the "Electronic cylindrical lock" from the "Smart Access
Point Pro":

l I Smorthp - R Wirless Connect X
€ w % [ -

C A Nichtsicher | 192.168.17834/#

HoME @ & sos @ B < RF WIRELESS CONNECTION >

E5] Ground floor v
- - Cylinder

Fig. 161: Marking the coupling

1. Search for the "Electronic cylindrical lock" [1] in the building structure and mark it.

2. Mark the "Smart Access Point Pro" [2].

Confirm unpairing operation

@ Do you want to unpair the device?

X v

Fig. 162: Confirming the uncoupling process

3. Confirm the question with button [1].
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Management software in the "Smart Access Point Pro"

Confirm unpairing operation(2503D00000000D3) 1/3

L d
E

@ Deactivate device

Hide the window

Fig. 163: Uncoupling process 1

4. Follow the instructions and confirm with button [1].

Confirm unpairing operation(2503D00000000D3) 2/3

L d
E

@ Wait for flashing LED
The LED on the cylinder flashes green ...

Fig. 164: Uncoupling process 2

5. Follow the instructions and confirm with button [1].
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Management software in the "Smart Access Point Pro"

Entkopplungsvorgang bestatigen(2503D00000000D3) 3/3

Ed
E

@ Erfolgreiche Deaktivierung
Die LED auf dem Zylinder blinkt gran ...

Fig. 165: Uncoupling process 3

6. Follow the instructions and confirm with button [1].

l I Smorthp - R Wirless Connectc X
€ 5 C A Nntsicher | 19216817834/ B B O

HoME @  sos W B < RF WIRELESS CONNECTION >

E3 Ground floor v
_ - Smart Access Point

.. A Hall..

o)
©

o

Repeater «

Fig. 166: The "Electronic cylindrical lock" is uncoupled

The "Electronic cylindrical lock" and the "Smart Access Point Pro" have been uncoupled. The
icon "I" on the "Electronic cylindrical lock" [1] shows that the two devices are no longer
connected.
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5.7.2 Removing the "Electronic cylindrical lock"” from the room

Use the following steps to remove the "Electronic cylindrical lock™:

% B o :

HovE @ m sos W B < RF WIRELESS CONNECTION >

EZ1 Ground floor w
-_— - Smart Access Point

1. A Hall..

@

Fig. 167: Removing "Electronic cylindrical lock" from the building structure

1. Search for "Electronic cylindrical lock" [1] in the building structure and mark it.
2. Click on the "Delete" button [2].
— The "Electronic cylindrical lock" will be removed from the room.
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5.7.3 Removing the "Smart Access Point Pro"” from the room

Use the following steps to remove a "Smart Access Point Pro™:

uor B o :

HoME @ & sos @ B < RF WIRELESS CONNECTION >

EZ1 Ground floor w
-_— - + Smart Access Point

(=
h... A Hall..

Gylinder  Repeater «

Fig. 168: Marking the "Smart Access Point Pro"

1. Search for the "Smart Access Point Pro" [1] in the building structure and mark it.
2. Click on the "Delete" button [2].
— The "Smart Access Point Pro" has been deleted from the room.
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Management software in the "Smart Access Point Pro"

5.7.4 Uncoupling the "RF Repeater” Fehler! Textmarke nicht definiert.

Use the following steps to uncouple the "RF Repeater” from the "Smart Access Point Pro":

l I SrmoraP - RF Wireless Connect X
€ C A Nichtsicher | 192.168.178.34/# LIS -3 B - B
HoME @ & sos @ B < RF WIRELESS CONNECTION >
-_ - + Hall
Smart Access Point
@ B
AN
\
1 K Hall
\
N\
\
\O
g
Cylinder «

Fig. 169: Marking the coupling

3. Search for the "RF Repeater” [1] in the building structure and mark it.
4. Mark the "Smart Access Point Pro" [2].

Confirm unpairing operation

Please enter the serialnumber of device for confirmation.

Serialnumber 241790100000095

K

Fig. 170: Confirming the uncoupling process

5. Confirm the uncoupling process with the entry of the "RF Repeater" serial number [1].
6. Click on button [2].
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HoME @ & sos @ B < RF WIRELESS CONNECTION >

E3 Ground floor v
_— - -+ Smart Access Point

- A Hall..

@

Cylinder ) ha

Fig. 171: The "RF Repeater" is uncoupled

The "RF Repeater" [1] and the "Smart Access Point Pro" have been uncoupled. The icon "!" on
the "RF Repeater" [1] shows that the two devices are no longer connected.

System Manual 2CKA001473B5074 [ 159



5.7.5 Removing the "RF Repeater” from the room

Use the following steps to remove a "RF Repeater™:

'.sw;v—ar‘.v:
€ 5 C A Nehtsicer

% B O :

HovE @ m sos W B < RF WIRELESS CONNECTION >
EZ1 Ground floor w
_— - -+ Repeater

Fig. 172: Marking the "RF Repeater"

1. Search for the "RF Repeater" [1] in the building structure and mark it.
2. Click on the "Delete" button [2].

— The "RF Repeater" has been deleted from the room.
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5.8

Deleting data from the "Device configuration” menu

Devices are deleted from the system via menu item "Device configuration" [1] in the main menu

of the "Smart Access Point Pro".

<« C A Nichtsicher | 192.168.178.34/%

v ® = sos @ B

|

RF WIRELESS
CONNECTION

BUILDING STRUCTURE

o

PLACE + LINK

Design a building by
creating floors and
rooms

Configure the devices of
the access control
system e.g. Cylinder,
repealer ..

Locating and linking
devices

@ bruchhaus

MAIN MENU

= 0 O

USER MANAGEMENT

ACTIONS TIME CONTROL DOOR ENTRY SYSTEM

Add and edit users. Create and edit actions Create time control

Create user groups

Configurate door entry
system devices, e.g.
indoor station, outdoor

(=) Device configuration ¥ Preferences

Fig. 173: Menu "Device configuration"
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Management software in the "Smart Access Point Pro"

5.8.1 Deleting the "Electronic cylindrical lock™ from the system

Use the following steps to delete the "Electronic cylindrical lock":

B Smora? - Gerstekonfgurstion X

<« C A Nichtsicher | 1000.1/# W % B O :

HovE @ @ sos @ B GERATEKONFIGURATION

Geratetyp Zylinder(1) Zylinder

PEp— > | 3000000000000000¢ Serenmummer XXOOUOIIX

F 2yunaer > 2

Do R Eitamilenhaus>Erdgeschoss>Flur oo i

© Repeater(0) N Firmware-Aktualisierungen
Position

1P-Kameral0) >

* i Gebaude

B Ausenstation(0) > [— .

[ innenstation(0) > Etage
Erdgeschoss >

©O= IP-Schaltaktor(0) >
Raum

=] Concierge Station(0) > -
Kanile
Funkverbindung >
Verriegeln/Entriegeln >
Zylinderkopt >
Biromodus >
Notfallkarte >
Batteriestatus >

+ * .

Fig. 174: Deleting the "Electronic cylindrical lock"

1. Mark the "Electronic cylindrical lock" [1].
2. Click on the "Delete" button [2].

INFORMATION

Mochten Sie es wirklich 16schen?

Fig. 175: Confirming the deletion of the "Electronic cylindrical lock"
3. Confirm the question with button [1].
— The "Electronic cylindrical lock "is deleted.
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Management software in the "Smart Access Point Pro"

5.8.2 Deleting the "RF Repeater"” from the system

Use the following steps to delete a "RF Repeater":

< C A Nichtsicher | 192.168.178.34/%
HovE @ m sos W B DEVIGE CONFIGURATION
Device type Repeater(1) Repeater
M SmartAP(1) #241790100000095(KSO) ‘Serialnumber: 241790100000095
@ Repeater > Short ID: KSO

Software version: V1.06

F Cylinder(1) >
Update firmware
© Repeater(1) >
Position
Wl RF/IP gateway(0) > Building
<not allocated> v
8 IP camera(0) >
B outdoor station(0) > Floor
<not allocated> v
3 Indoor station(0) >
Room
O+ iiactuedon(0) > <not allocated> v
= Guard unit(0) > Channels
RF connection >
+ & Al

Fig. 176: Deleting the "RF Repeater" from the system

1. Mark the "RF Repeater" [1].
2. Click on the "Delete" button [2].

INFORMATION

Are you sure to delete?

Fig. 177: Confirming the deletion of the "RF Repeater"

3. Confirm the question with button [1].
— The "RF Repeater "is deleted.
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Management software in the "Smart Access Point Pro"

5.8.1 Deleting the "RF/IP Gateway" from the system

Use the following steps to delete a "RF/IP Gateway":

Ju- -
€ C A Nichtsicher | 192.168.178.34/# LIS -3 B - B
HoME @ & sos @ B DEVICE CONFIGURATION
Device type RF/IP gateway(1) RF/IP gateway
. SmanAP(1) # Seralnumber.
Il RF/IP gateway > shonin:
F Cylinder(1) > Software version:
Signed status: unsigned
© Repeater(1) > License Agreement for Software
Update firmware
Ml RF/IP gateway(0) ¥ o
Replace device
s 1P camera(0) 4 Network information
B outdoor station(o) > MAC address:
1P address:

3 indoor station(0) > ‘Subnet mask:
Default gateway: 1.66.220
O~ IP actuator(0) > T
Building

= Guard unit(0) >
<not allocated> v

Floor

<not allocated> v
Room
<not allocated> v

Parameter
DHCP

Enable v

Fig. 178: Deleting the "RF/IP Gateway" from the system

1. Mark the "RF/IP Gateway" [1].
2. Click on the "Delete" button [2].

INFORMATION

Are you sure to delete?

Fig. 179: Confirming the deletion of the "RF/IP Gateway"

3. Confirm the question with button [1].
— The "RF/IP Gateway "is deleted.
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5.9

Deleting data from the "Building structure” menu

The buildings, floors and rooms are deleted via menu item "Building structure” [1] in the main
menu of the "Smart Access Point Pro".

< C A Nichtsicher | 192.168.178.34/%

v ® = sos @ B

|

RF WIRELESS
CONNECTION

BUILDING STRUCTURE

Design a building by Configure the devices of
creating floors and the access control
rooms. system e.g. Cylinder,
repealer ..

@ bruchhaus

o

PLACE + LINK

Locating and linking
devices

MAIN MENU

o
-3

USER MANAGEMENT

Add and edit users.
Create user groups

C]

TIME CONTROL

(A

ACTIONS

DOOR ENTRY SYSTEM

Configurate door entry
system devices, e.g.
indoor station, outdoor
station

Create and edit actions Create time control

(=) Device configuration g} Preferences

Fig. 180: "Building structure" menu

System Manual 2CKA001473B5074

| 165



Management software in the "Smart Access Point Pro"

5.9.1 Deleting rooms

REPORT ERROR

A The building can't be deleted as there are devices placed inside.

«

Fig. 181: Warning message

O Notice
A room can only be deleted if it contains no devices.
— Delete all devices of the room before deleting the room, see chapter 5.8

“Deleting data from the "Device configuration" menu“ on page 161

Use the following steps to delete rooms:

l I S SIS STRUCTLRE X
€ C :

C A Nichtsicher | 192.168.178.34/%

HovE @ m sos W B BUILDING STRUCTURE | >

E51 Ground floor v
= | &5 | ar

E L B W

Room rect RoomlL  Ouldooraca  Muliiroom x v save

Fig. 182: Delete room

. Search for the room [1] in the building structure and mark it.
2. Click on the "Delete" button [2].
— The room is deleted.
3. Repeat the step until all desired rooms have been deleted.
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5.9.2 Delete floors

O Notice
A floor can only be deleted if it contains no rooms.
— Delete all rooms on the floor before deleting the floor, see chapter 5.9.1

“Deleting rooms® on page 166

Use the following steps to delete floors:

C A Nichtsicher | 192.168.17834/#

HoME @ & sos @ B BUILDING STRUCTURE | >

E51 Single family house

—
N -
el x s |

Fig. 183: Delete floor

Search for the floor [1] in the building structure and mark it.
2. Click on the "Delete" button [2].

— The floor is deleted.
3. Repeat the step until all desired floors have been deleted.
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Management software in the "Smart Access Point Pro"

5.9.3 Delete buildings

O Notice
A building can only be deleted if it contains no floors.
— Delete all floors of the building before deleting the building, see chapter 5.9.2

“Delete floors” on page 167

Use the following steps to delete buildings:

HoME @  sos W B BUILDING STRUCTURE | > > . ‘
E51 SITE PLAN
— - -+ Single family house

DuplicateBuildings

Single family house
4.20m x 2.70m
8.67m?

Fig. 184: Delete building

1. Search for the building [1] in the building structure and mark it.
2. Click on the "Delete" button [2].

— The building is deleted.
3. Repeat the step until all desired buildings have been deleted.
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6 Notes
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