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Copyrights

The information in this document is subject to change without notice and should not
be construed as a commitment by ABB Oy. ABB Oy assumes no responsibility for
any errors that may appear in this document.

In no event shall ABB Oy be liable for direct, indirect, special, incidental or
consequential damages of any nature or kind arising from the use of this document,
nor shall ABB Oy be liable for incidental or consequential damages arising from
the use of any software or hardware described in this document.

This document and parts thereof must not be reproduced or copied without written
permission from ABB Oy, and the contents thereof must not be imparted to a third
party nor used for any unauthorized purpose.

The software or hardware described in this document is furnished under a license
and may be used, copied or disclosed only in accordance with the terms of such
license.

© Copyright 2010 ABB Oy

All rights reserved.

Trademarks
ABB is a registered trademark of ABB Group. All other brand or product names

mentioned in this document may be trademarks or registered trademarks of their
respective holders.

Guarantee

Please inquire about the terms of guarantee from your nearest ABB representative.
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1.1.

1.2.

1.3.

Introduction

This manual

This manual describes how to use the REF 542plus Configuration Tool program for
defining the needed actions for the remote operation.

Use of symbols

This publication includes the following icons that point out safety-related conditions
or other important information:

could result in electrical shock.

The warning icon indicates the presence of a hazard which could result

f The electrical warning icon indicates the presence of a hazard which
A in personal injury.

The caution icon indicates important information or warning related to
the concept discussed in the text. It might indicate the presence of a
hazard which could result in corruption of software or damage to
equipment or property.

iy
-_]
L

The information icon alerts the reader to relevant facts and conditions.

The tip icon indicates advice on, for example, how to design your
project or how to use a certain function.

< 3

Although warning hazards are related to personal injury, it should be understood
that operation of damaged equipment could, under certain operational conditions,
result in degraded process performance leading to personal injury or death.
Therefore, comply fully with all warning and caution notices.

Intended audience
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1.4.

1.5.

Product documentation

Name of the Manual

Document ID

Real Time Clock Synchronization, IRIG-B Input Time Master|1MRS755870
Product Guide 1MRS756269
Configuration Manual 1MRS755871
iButton Programmer User Manual 1MRS755863
Manual Part 3, Installation and Commission 1 VTA100004
Manual Part 4, Communication 1VTA100005
Motor Protection with ATEX Certification, Manual 1MRS755862
SCL Tool Configuration Manual 1MRS756342
Protection Manual 1MRS755860
Technical Reference Manual 1MRS755859
Technical Reference Modbus RTU 1MRS755868
Web Manual, Installation 1MRS755865
Web Manual, Operation 1MRS755864
IEC 61850 PIXIT 1MRS756360
IEC 61850 Conformance Statement 1MRS756361
IEC61850 TISSUES Conformance Statement 1MRS756362
Lifecycle Service Tool 1MRS756725

Document revisions

Version

IED

Revision

Date

A

3.0

01.03.2010

18t release, valid since V4F08x

This manual is applicable to REF 542plus Release 3.0, software version V4F08x
and subsequent.
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2. Safety information

A\

Dangerous voltages can occur on the connectors even if the auxiliary
voltage has been disconnected.

Non-observance can result in death, personal injury or substantial
property damage.

Only a competent electrician is allowed to carry out the electrical
installation.

National and local electrical safety regulations must always be
followed.

The frame of the device has to be carefully earthed.

The device contains components sensitive to electrostatic discharge.
Unnecessary touching of the electronic components must therefore be
avoided.



10
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3.1.

3.2

Project section overview

Overview

This manual provides thorough information about the new Project section of
Configuration Tool. The improvements introduced in this version allow:

¢ handling of a network composed of several REF 542plus devices connected to
each other via the TCP/IP protocol

¢ handling a new concept of project, composed of substation nodes, high-voltage
level nodes and bay nodes and also of physical devices, that is, the REF 542plus
nodes

e comparing the properties of each device

¢ uploading and downloading the configuration of a group of devices in the batch
mode

e downloading the firmware of the mainboard and the COM board of a group of
devices in the batch mode

¢ logging all the previous operations in a text file.

Project definition

Previously, Configuration Tool (ABB REF542conf) was only able to configure one
REF 542plus connected by a serial port RS232. This new version allows
configuring a network composed of several REF542plus units connected to each
other via TCP/IP.

Projects serve in handling this network. A project is a collection of .REF device
configuration files, mapping the real structure of the network. Devices are organized
under a hierarchy of nodes: Bay, Voltage Level and Substation, as shown in Figure
3.2.-1. A project is represented with a tree structure by using a Windows Explorer-
like representation.

The original ABB REF542conf window has been split into two panes where the left
one represents a new project section.

11
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-lo/x]
File Project Connect  Wiew Configure  Utilities  Options  Help
D||a| S| a\em] 22w sl n] == 5 5 &6 elel 2
NN ES (]
E..
E'T?T Substation ABB Technology Lid
Eﬁ \%It;geLevel Copyright @ ABB 2010
H ay
= VAF.08a
w0 MewlZ)
o0 Mew(3)
— PROJECT SUMMARY —
: 20 Mewl4)
7] Newi5) . o
s w—“.!’r voltageLevel?) Pm!ecl Title: . New
5 Bay Project Name:
0 Mewls) Project Feeder:
! [7]1 New(7) Project Date:
=T Bay(2)
..... e Mew(8)
----- [7] 0 New(3)
----- [ New(10}
&y Substation(2) — SITE ADDRESS DATA —
EWK,“; Yoltagelevel
E‘E Bary
----- [ New(11}
..... 7] Newf12) Customer Name:
----- [7] 1 New(13)
..... [ Mew(14) Street:
----- [7] 1 New(15)
City:
State:
Country:
Ready |coma29] | Englishvs.ste | Mo Language2 [Unicode Fonts w00z w001 A5 4
A100658

Fig. 3.2.-1 Main window

A project is composed of a project file with the extension *.rep and a folder with the
same name as the project. The folder contains all the device-configuring *.ref files
nested in the folder, followed by a tree scheme like in Figure 3.2.-2. Every
operation on the project tree also affects the project structure on the file system.

&)1, projects | | Test Project 01
=) I Test Project 01 ] Test Project O1.rep
= 125 Substation
= 15 voltagelevel
) Bay
2 Bay(2)
= [5) volkagelevel(2)
) Bay
[ Bay(2)
= |25 Substation(z)
= 15 voltagelevel

) Bay

A100694

Fig. 3.2.-2 Project file and its folder structure

12
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3.3.

Substation and device names must be unique in a project while voltage level and

bay names must be unique in their parent node scope.

Project menu

Projects are handled via a new Project menu.

w Connect  Miew Configure  Ukilities Opkions  Help
o E| 222 | So| M| ¥

E QOpern... i

= E[ Close

Backup | Restare k

Devices Properties
Cormmunication ]

1 Tesk Project 01 .rep
S S ==
[ Mew(4)
[ Mew(S)

=B volbagelevel(2)

- T3 Bay

Fig. 3.3.-1 Project menu

This menu allows completing the following functions:

e creating a new project

e opening or closing an existing project

e backing up or restoring a project

e previewing a project archive

¢ listing the properties of each device in the project

¢ downloading or uploading the configuration of the devices

e downloading the mainboard or COM Board firmware to the devices

A100682

13
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41.

Creating new projects

Create a new project by selecting New on the Project menu.

File BiEiE=8 Connect  “Wiew Configure  Uklities  Options  Help

Mrle 1 3
|15 u| S0 M| &

—{  Open...

TE Close

Backup | Restore k

Devices Properties
Communication k

1 Test Project O1.rep
ETETEEE)
[] 0 Mewid)
[] 0 MewiS)

= E¥ valtagelevel(2)

- T Bay

Fig. 4.-1 Project menu items

A100684

Naming new projects

e Type a name for the project in the Project Name box in the New Project dialog
window. Project name is mandatory.

e Select a folder where to save the project by clicking the ellipsis button ....

MNew Project g|

Project Mame:

Project Folder:

Project Dezcription:

ak. | Apnnulla

A100660

Fig. 4.1.-1 New Project dialog box

15



REF 542plus

Multifunction protection and switchgear control 1MRS757130
unit
Remote operations

Operator's manual

4.2.

16

e Add an optional project description in the text field.
e Click OK when done or Cancel to skip the project creation.

Adding elements to the project

A new project only contains the main project node.

% Mew Project

A100686

Fig. 4.2.-1 A new project structure
New elements can be added according to the node hierarchy: project node,
substation, voltage level, bay and device.

¢ Add a new substation to the project node by right-clicking the node and selecting
Add substation.

&dd substation
Import substation
Rename

Edit descripkion. ..
Paste substation
Check project

Expand project

Gm ko edited device
Sark g

A100590

Fig. 4.2.-2 New substation node
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e Add anew voltage level node by right-clicking the Substation node and selecting
Add voltage level.

E--g Mew Prajeck

Add volkage level

Import volbage Lewvel
Delete "Substation”
Rename “Substation”
Copy "Substation
Faste voltage [evel

Sark g

A100592

Fig. 4.2.-3 New voltage level node

e Add a new bay node by right-clicking the VoltageLevel node and selecting Add
bay.

E--% Mews Projeck
Eq%, Subskation
T

Import bay

Celete "YolkagelLevel"
Fename "Yaolkagelevel"
Copy "Woltagelewvel"
Faste bay

Soark g

A100586

Fig. 4.2.-4 New bay node

e Add a new device by right-clicking the Bay node and selecting Add device.

E--% Mews Project
EK“?T Substation
2--¥¥ yolbageLevel

add device

Impark device
Delete "Bay”
Rename "Bay"
Copy "Bay"
Paste device
Sork k

A100588

Fig. 4.2.-5 A new device

17
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The new device is an unconfigured REF 542plus device. Therefore, its icon is a
red square with the letter U in the middle.

- H Mew Project
= %Substatiun
- B¥ valkagelLevel
-|- T Bay
(D<)

A100624

Fig. 4.2.-6 Unconfigured device in error state

18
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5. Opening and closing projects

e Select Open on the Project menu to open an existing project.

File Connect  Wiew Configure  Ukilities Options  Help

o bl | 2ol W] ¥

i

COpen...

Close

Ao

Backup | Restore r

Devices Properties
Comrmunicakion k

1 Test Praject O1.rep
2 Mew Praject.rep

[T e
[ Mew(S)
- K¥ valtageLevel(2)

- 15 Bay

Fig. 5.-1 Project opening

A100688

The selected project is loaded and shown in the project tree section of the main
window, see Figure 3.2.-1

¢ Close the open project by selecting Close on the Project menu.

Close

File W= Connect  “Wiew Configure  Uklities  Options  Help

M -
o ] 3o(m] 1]
- !IZ

Backup | Restore k

Devices Properkies
Communication k

1 Test Project O1.rep

2 Mew Project.rep
[T e ]
[ s MewiS)

- ¥V Valkagelevell2)

|- T Bay

Fig. 5.-2 Project closing

A100678
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The ABB REF542conf window returns to the horizontal panes' mode.

o]
File Project Connect  Wiew Configure  Utillities Options  Help
D[] SR Sz« =] == 5] & G ele] 2
ABB Technology Ltd
Copyright © ABB 2010
VAF.08
— PROJECT SUMMARY —
Project Title: New
Project Name:
Project Feeder:
Project Date:
— S5ITE ADDRESS DATA —
Customer Name:
Street
City:
State:
Country:
Reardy [Tcpjte [192.165.2.139] | [EnglishivS.ste | [No Language2 [Unicode Fonts wooz.v001 [AAf 5 4

Fig. 5.-3 ABB REF542conf main window with no projects open

20
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6.1.

Project tree and its operations

A project is represented by a tree structure similar to a Windows Explorer tree. Each
node has its own icon. Each device node also has a status icon that depends on the
node's condition. There are six possible statuses.

Green tick: device OK

Red U: configuration file is new (not configured)

Red W: configuration file is wrong

Red I: configuration file is invalid

Red O: configuration file is generated by an old version of Configuration Tool

A e o

Red backwards E: configuration file does not exist

=158 Test ProjectPlant
~- 8, Substation
—-K¥ yaltagelevel

|- Bay

5 Mew
Mewi2)
Mew(3)
Mewid)
Mew(S)
Mew(E)

ElE]

_.,_
=

[ixd ] [

A100690

Fig. 6.-1 Possible device icon statuses

It is possible to modify an open project by using the shortcut menu associated with
each node. These operations are very similar in all node levels and therefore they are
grouped by type.

Importing nodes

Project nodes, substation nodes, voltage level nodes and bay nodes can all be
imported.

21
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e Right-click the parent node and select the option corresponding to the node in
question, for example Import voltage Level.

E--@ Mewy Project
E%

=--K¥ valt

E Imnport voltage Level

Delete "Substation"

Add voltage level

Renarme “Substation®
Copy "Substation”
Paste valbage evel

Sark g

A100652

Fig. 6.1.-1 Node import

¢ In the opening dialog box, select the folder to be imported into the project.

Browse For Folder x|

Please choose a voltage level branch to import:

@' Desktop il
B My Documents
= j My Cornputer: ITDME-W-0021847
=] “e Local Disk {C:)
I2) abb
B [C5) B Test Project
B I3 substation
SR olcageLevel
I Bay
I data ;l

oK I Cancel |

A

A100650

Fig. 6.1.-2 Node importing dialog

The selected folder must be structured similarly to a correct node, that is, in case
of a voltage level node, the folder must contain one or more bay folder nodes,
and in every bay node must be at least one device. Otherwise, the import fails.

6.2. Deleting nodes

Substation nodes, voltage level nodes, bay nodes and device nodes can be deleted.

22
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e Right-click the parent node and select the option corresponding to the node in
question, for example Delete Substation.

E--% Mews Praject
S .

"'\*-,'\

=K wol  Add valkage level
- T Import valtage Level

Delete "Substation"

Rename "Substation”
Copy "subskation”
Fasbe valbage [evel

Sark g

A100620

Fig. 6.2.-1 Node deletion

e Click OK in the appearing dialog box that prompts for confirmation to delete the
node. The selected node is deleted from the project and also from the file system.

6.3. Renaming nodes
Project nodes, substation nodes, voltage level nodes, bay nodes and device nodes
can be renamed.

¢ Right-click the parent node and select the option corresponding to the node in
question, for example Rename Substation.

E--g Mewvs Project
e ST

EERS

=K vl add volkage level
i b5 Import voltage Level
Celete "Substation"

Rename "Substakion”
Copy "Substation”
Faste vaolkage level

Sark g

A100704

Fig. 6.3.-1 Node renaming

¢ In the opening dialog box, type the new name and click OK.
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6.4.

24

Substation Rename E

M arme

Cancel (]

A100702

Fig. 6.3.-2 Node renaming dialog

Copying nodes

Substation nodes, voltage level nodes, bay nodes and device nodes can be copied.

e Right-click the parent node and select the option corresponding to the node in
question, for example Copy Substation.

E--g Mew Project
o

..‘“ﬂl

e add volcage level

T

P Es Import woltage Level
Delete "substation”

Rename "subskation”

Copy “Substation”
Paste voltage [evel
Sark g

A100614

Fig. 6.4.-1 Node copying

The node is copied and ready for pasting. Copying is possible only if the node is
safe, that is, if there are no unconfigured devices under the selected node.
Otherwise, an error dialog is displayed.

REF542conf x|

' "_n.‘ Copy SubStation <Mew ProjectiSubskation: is nok safe
L

A100616

Fig. 6.4.-2 Error dialog if the copied node is not safe
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6.5. Pasting nodes

Project nodes, substation nodes, voltage level nodes and bay nodes can be pasted.

e Right-click the parent node and select the option corresponding to the node in

question, for example Paste Substation.

E..
h] "!'\
=K
Fig. 6.5.-1

Add subskation
Impart substation
Rename

Edit descripkion. ..

Paste "Substation”

Check project
Expand project

5o to edited dewvice
Sark

Node pasting

A100668

The node is pasted in that position, see 6.5.-2. Pasting is only possible in suitable
nodes. For example, a substation node can only be pasted on a project node, a

bay node only on a voltage level node and so on.

ABB REF542conf also prevents name overlapping by adding a progressive
number in brackets after the node name that must be unique in the project, see

6.5.-2

25
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6.6.

26

= % Mew Project

—- % Substation
= E¥ valkagelewvel
- T 2N
[ Mew
= %Suhstatinn{?
= E¥ valkagelLewvel
|- T Bay
[7] e Mew(z)

A100670

Fig. 6.5.-2 Result of pasting

Editing project descriptions

This operation can only be done to a project node.

e Right-click a project node and select Edit description.

= 218 Subs Add substation

EERS

oy, Impart subskation
i Rename

Edit descripkion. ..

Paste "Substation”
Check project

Expand praject

G o edited device
Sork k

A100628

Fig. 6.6.-1 Description editing

¢ In the opening dialog, edit the description and click OK.
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REF 542plus

Edit project description

Froject Description;

3

iy description

Cancel

Fig. 6.6.-2 Edit project description dialog

The description text appears in the project node tooltip.

= ABB REF542conf - New

~- %, Substation
=BV vaolkagelLevel

|- T Bay

[] Mew

Fig. 6.6.-3 Project description in the tooltip

A100680

A100722
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6.7.

28

Checking projects

This operation can only be done to a project node.

e Right-click a project node and select Check project.

E"g
EK‘%" Subst:  @dd substation
=-¥¥ ve  Import substation
=-F Rename
i Edit description. ..
Paste substation

Check projeck

Expand project

G0 boedited device
Sork L

A100610

Fig. 6.7.-1 Project checking

ABB REF542conf performs a verification on the project structure to assure the
correctness and consistency.

The verification procedure consists of a sequential procedure checking for the
device configuration correctness and for the absence of the IP and COM board
address conflicts.

The device configuration check shows the device files that are in the configuration
error condition and finds out if the project file is consistent with respect to the file
system structure.

If this check is successful, the procedure continues with the check for the IP and
COM board address conflicts inside the project.

Definitions of the check project criteria:
¢ An Internal IP address is an IP address assigned to the mainboard or Ethernet
board of a device file.

e An External IP address is an IP address assigned to any other device or
component that communicates with the mainboard or Ethernet board, for
example, SPA TCP or MODBUS TCP authorized clients or SNTP servers
configured for a device file.

e A COM board address is an address assigned to the communication board such
as SPA, LON, IEC, MOD-SPA (excluded Ethernet board).

The procedure checks for address conflicts according to the following criteria:
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6.8.

¢ Internal IP address cannot be used for either another device’s internal IP address
or for any external IP address. In other words, an IP address assigned to the
mainboard and Ethernet board must be unique throughout the whole project.

e External IP address cannot be used as an internal IP address for any device.

e COM board address must be unique only inside the Substation level.

Check functionality is automatically performed just before starting each
maintenance operation. If an error is found, it must be corrected. Otherwise, no
download maintenance operations can be started.

The COM board address conflicts only block the configuration
download. In other cases, they only cause the showing of warnings.

The correction of an IP address conflict or a COM board address conflict is done
through the windows that list all the address conflicts and the devices containing the
related conflict. By double-clicking each of them it is possible to edit a new value,
and a list of the already used addresses can be shown to help the user in the choice.

The checking of other possible configuration inconsistencies is delegated to the
communication engineer via the "Device Property" dialog that allows grouping the
same configuration property for all the devices forming the project.

Expanding projects

This operation can only be done to a project node.

e Right-click a project node and select Expand project.

ER= e Proicct
i, sut Add substation
EEEY
=-¥¥  Import substation
Rename

Edit description. ..
Faste "Substation"
Check project

Expand project

5o ko edited device
Sork k

A100636

Fig. 6.8.-1 Project expanding in the shortcut menu

Configuration Tool expands the project tree, showing all the nodes in it.
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6.9. Going to edited devices

This operation can only be done to a project node.

e Right-click a project node and select Go to edited device.

E..
El% Substal  Add substation

=¥ vall  Import substation
2B Rename
~ o Edit descripkion. ..
Paste substation

Check project
Expand project

o to edited device

Sort 4

A100646

Fig. 6.9.-1 Going to an edited device in the shortcut menu

Configuration Tool expands the project tree, showing the device currently in the
edit mode.

- % Mew Project

- %Suhstatinn
= E¥ Valkagelewvel

|- T Bay
[ Mew
[7] e Mew(z)

|- T Bay(2)
[] 0 Mew(3)
T T

A100648

Fig. 6.9.-2 Device in the edit mode

6.10. Entering and exiting edit

This operation can only be done to a device node.
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e Right-click a project node and select Enter edit.

E--g Mew Project
E:%, Substation
=¥ yolkagel evel

& F Bay
----- [1E = Copy "New"
Lo IE L Mewy ; "
Rename "MNew
Delete "Mew"
Enter edit "Hew"
Exit edit "Mew"

(5 bomexk errar
(a0 bo preyious errar

A100632

Fig. 6.10.-1  Entering edit

All the configuration menus affect the device currently in the edit mode. The
device is marked with a pencil symbol on top of its icon.

- % Mew Project
- %Suhstatinn
—--E¥ volkagelevel

-1 I3 Bay
71
[0 Mew(Z)

A100630

Fig. 6.10.-2  Editing mode for the device "New"

e Right-click the device in the edit mode and select Exit edit.
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E--g Mew Project
E;.%.. Substation
2-¥¥ yalkagelevel

e 7] Mew  COPY “Me”
Rename "Mew"
Delete "Mew"
Enter edit "Mew”
Exit edit "Hew"
(50 b mexk errar:
(50 b preyious errar

A100634

Fig. 6.10.-3  Exiting edit

ABB REF542conf prevents any further modifications to its properties and
prompts for storing the unsaved modifications.

REF542conf x|

L ] E Save changes ko Ci\Projects\Ref542Plus\Release 3. 0y ConfigurationTooli Build\Drawings) Test_Praojects| TestCom| Substation) YolkageLeveliBayihew.ref?
L

Mo | Cancel |

A100710

Fig. 6.10.-4  Exiting the edit mode with unsaved changes

6.11. Going to next and previous errors

This operation can only be done to a device node.

¢ Right-click a device node and select Go to next error or Go to previous error
to identify a device in the error state and go to it. Configuration Tool selects the
next or previous device in the error state. The menu items are only available if
devices with errors exist.

6.12. Sorting nodes

Substation nodes, voltage level nodes, bay nodes and device nodes can be sorted in
an ascending or descending order.

e Right-click a project node, select Sort and then select:

32



1MRS757130 Multifunction protection and switchgear control REF 542plus
unit

Remote operations

Operator's manual

Sort All to sort all the child nodes of the project node

Sort Substation to sort only the Substation child nodes of the project node
Sort Voltage Level to sort only the Voltage level child nodes of the project node
Sort Bay to sort only the Bay child nodes of the project node

Sort Devices to sort only the Devices child nodes of the project node
E"% mE._-.|f'.-|;-|:| substation

ﬁ :EE Import subskation
Rename
Edit description. ..
Raste substation
Check project
Expand project
50 ko edited device
= SortSubstation
Sark Yalkage level
Sork Bay
Sotk Devices

Sort Ascending

Sork Descending

v v w - B4

A100800

e Right-click a substation node, select Sort and then select:

Sort All to sort all the child nodes of the node

Sort Voltage Level to sort only the Voltage level child nodes of the node
Sort Bay to sort only the Bay child nodes of the node

Sort Devices to sort only the Devices child nodes of the node

EI--{% Test Project 01
“'ﬁ" Smutl Add voleage level
iRk Impart valkage Level
Delete "Substation”
Rename "Subskation™
Copy "substation”
Paste voltage |ewel
Sort Wolkage level ® Sort Descending
Sork Bay 4

Sart Devices 4

A100802

e Right-click a voltage level node, select Sort and then select:
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Sort All
Sort Bay
Sort Devices

to sort all the child nodes of the project node
to sort only the Bay child nodes of the node
to sort only the Devices child nodes of the node

EI--@ Test Project 01
EK‘%’ Substation

Add bay

Import bay

Delete “Yoltagelevel"
Rename “Woltagelevel"
Copy "WoltageLevel"

o ¥ volkagele
»\._E?.\.. Substation(Z;

Paste bay

Sork Bay 4

Sark Devices ¢ I

Sort Descending

A100804

e Right-click a bay node, select Sort and then select Sort Devices to sort the
Devices child noes of the node.

E--@ Test Project 01

EK"?'\" Substation

| B-¥¥ voltagelevel
L Em

LY Voltage

.\._?\.. Substationt

Add device

Impaott device

Delete "Bay”

Rename "Bay"

Copy "Bay"

Faste device

3

Sort Ascending

Sork Sork Devices

Sort Descending

A100806

6.13. Dragging

The drag-and-drop operation is applicable only to voltage level nodes, bay nodes
and device nodes. It is similar to the drag-and-drop operation of files and folders in
Windows Explorer.

During dragging, a separator appears under the pointer to indicate where the node is
to be moved when the mouse button is released.
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El--% Test Project 02 (09 B
E;.%, Subskation

=LA o3 el eve
E‘E Bay
7] REF_134
L [7] REF_135
=-¥¥ volkagelevel(2)
= Bay
L [7] REF_138

=)y Substation(2)
=K% volkagelevel(Z)
E’E‘ Baw(2)
be[] e REF_139

Fig. 6.13.-1 Dragging a voltage level node

e Drag a Voltage level node under a substation type node.
e Drag a Bay node under a voltage level type node.

e Drag a Device node under a bay type node.

A100808
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71.

Project backup and restoration

Backing up projects

e To create a backup copy of a project, select Backup / Restore and then Backup
project on the Project menu.

i ABB REF542conf - New

File BeEisi=m® Connect Wiew Configure  Utlities  Options  Help
| 24| e| 3o| M| ¥ || B0 A3 HE| &

Backup prioject. ..
Festore project...
Archive preview,..

Devices Properties
Commmunication 4

1 Mewr Projectt.rep
2 Mew ProjectS.rep
3 Mew Project 2.rep P
4 Mew Projectd.rep Py

P
P

A100608

Fig. 7.1.-1 Project backup in the Project menu

A dialog window opens for selecting the destination folder for the project
backup.

e Select a folder where to save the backup by clicking the ellipsis button .... The
name of the backup file is automatically created using the name of the project,
date, time of day and the .rez extension.

Select the destination for the project backup

Deztination folder:

C:ADocuments and Settingzhall UsershDesktop

Project Mame:  Mew Project_20030825 164857 rez

(] 8 Cancel

A100640

Fig. 7.1.-2 Backup dialog
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Restoring projects

e To restore a project from its backup file, select Backup / Restore and then
Restore project on the Project menu.

fmi ABB REF542conf - New

File BEimEmS Connect  Wiew Configure  Utilities  Options Hel
Ju] e || | 20| W| ¥

Cpen... =
TE Close H

Backup [ Restore Backup project..,

Festare project...

Devices Properties
Communication

Archive preview...

1 New Projecta.rep
2 Mew ProjectS.rep
3 Mew Project 2.rep
4 Mew Projectd.rep

Fig. 7.2.-1 Project restore in the Project menu

e In the appearing dialog window, select a backup file by clicking the

corresponding ellipsis button .... A backup file has the file extension .rez.

A100708

o Select the destination folder where to restore the backup file by clicking the

corresponding ellipsis button ....

Restore a backup

Backup file:

|E:HD ocuments and SettingztAll D zershDesklophMNew Project_20090825_165121 rez

Destination folder:

|E:HD ocuments and Settingzhal UszershDesklop

ok,

Cancel |

Fig. 7.2.-2 Dialog for restoring a backup
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7.3. Previewing archives

e To have a preview of the structure of a project previously archived in a backup
file before restoring it, select Backup / Restore and then Archive preview on
the Project menu.

i ABB REF542conf - New

YWiew Configure  Utlities  Options

File BEiE=S Connect

Backup [ R = Backup project..,

] ] Festore project. ..
Devices Properties

Comrmunication r

&rchive preyi

1 Mew Projecta.rep
2 Mew ProjectS,rep
3 Mew Project 2.rep
4 Mew Projectd.rep

A100672

Fig. 7.3.-1 Archive preview in the Project menu

A preview of the selected .rez file is shown in the Archive Preview dialog.
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Archive Preview r)_(

=% Substation
—-¥¥ YoltageLevel
--F Bay
i Mew
e Mew(1]
=B voltagel evel2)
-] Bay
i Mew(2]
e Mewl(3]

A100642

Fig. 7.3.-2 Dialog for previewing archives
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Device properties

The Device Properties dialog shows the properties of the devices of a project. It is
possible to select a node of the project tree, and the corresponding devices with their
properties appear in the grid on the right side of the window.

Devices Properties @

= & Test Project 01
: o]

51 £ Substation(2)
=B VoltageLevel

agelevel
=T Bay

[0 Hew

[0 Mew(2)

[0 New(3)
5§ Bal2)

[0 New(4)

] New(5)

=B VoltageLewel2]

=T Bay

[] =5 Mew(E)

[ Mew(?)
=T Bayl2]

[0 Mew(8)

[0 New(3)

New[10]

=T Bay
[/ =0 Mew(11]
]2 Mew(12]
[ New(13]
e Nen(14]
[0 New(15]

Fie Info | Global Settings | Hardware | Cals. Values | ME TCPAP |

Device | Version | Date Created | Date Modified | Size |
New[8] E4F.0201 2009/07/231451 2009/041510.07 319KB
New[d] E4F.0301 2009/07/231451 2009/0411510.07 31.9KB
New(10] E4F.0201 2009/07/231451 2009/0411510.07 31.9KB
Mewl§) E4F.0301 2009/07/231451 2009/04/1510.07 31.9KB
Mew[7] E4F.0301 2009/07/231451 2009/041510.07 319KB
Mew[d] E4F.0301 2009/07/231451 2009/0471510.07 31.9KB
New[S) E4F.0S01 2009/07/231451 2009/04/1510.07 31.9KB
New  E4R.0S01 2009/07/231451 2009/06/3011.38 31.9KB
New[2) E4F.0S01 2009/07/231451 2009/04/27 16.47 319KB
New[3) E4R.0S01 2009/07/231451 2009/04/27 16.47 31.9KB

Exit

A100622

Fig. 8.-1 Dialog for device properties

The device properties are grouped under tabs, where each tab represents a set of
similar properties. Only tabs with at least one property whose value is other than
null are shown.

Double-clicking a device row in the grid allows editing the properties in the active
tab.
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Devices Properties

% Substation
=¥ WaoltageLevel
=T Bay
Lo New
[ New(2)
Lo e Mew(3)
BT Bal2)
Lo Mew(d)
] New(5)
(=¥ VoltageLevel(2]
=T Bap
L] e Mew(B)
[ Mew(?)
=7 Bayi2)
[0 New(s)
- [ Hew(d)
e Mewl10)
= ol Substation2)
=B VoltageLevel
= T Bay
[ Hew(11)
]2 Mew(12]
e Mew(13)
[
[

e Mew(14]
e New(15)

Fig. 8.-2
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File Info Global Settings | Hardware | Cale. Values | M8 TCPAP |

Device | Project

New(2] the project
New(3)  other proj

Feeder

My feeder

Events

Mot used
Mot used
Mot used
Mot used
Mot used
Mot used
Mot used
Mot used
Mot used
Not used
Not used
Not used
Not used
Not used
Not used

Coilsupervision

Mot used
Mot used
Mot used
Mot used
Mot used
Mot used
Mot used
Mot used
Mot used
Not used
Not used
Not used
Mot used
Mot used
Mot used

New(9) - REF542plus Global Settings

Projsct

Feerier

Global fiter time

Active protection set

—
——

!Fms
o

Changes r

Name of corfiguration [@e?

I~ Erarsupervision

I~ Doubleswitching

[~ Everts

7 Na function bincked

~ Coilsupervision
I~ card1_1

Caridl_2
Card2_1
Carc2_2
Card3_1

Card3_2

Com m mom m

. Everts

CTestMode

@ used

" notused

System Evernts 1

System Events 2

System Everts 3

]

Cancel |

Device property value editing

Exit

A100626
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9.1.

Communication

The main purpose of Configuration Tool is to communicate with the devices listed
in the project. With the new project section it is possible to do batch communication
operations between the PC and the REF 542plus units. The operations are divided
into four types.

e Configuration download: This allows loading on the selected remote devices
the configuration file created in the Configuration Tool project.

e Configuration upload: This retrieves the configuration of the selected devices
from the REF 542plus units and saves it in the corresponding project in
Configuration Tool.

¢ Mainboard software download: This sends to the selected remote devices
the mainboard software file selected in Configuration Tool.

e COM board (LON / IEC) software download: This sends to the selected
remote devices the COM board (of the type LON or IEC) software file selected
in Configuration Tool.

Configuration Tool implements these operations with four dialogs, accessible from
the Communication menu item of the Project menu. Due to their similarity, this
manual only describes the configuration download dialog. The chapters about the
remaining three dialogs only point out the differences compared to the first one.

Downloading configurations

Application download sends the configuration file to one or more remote devices.

e To download a configuration, select Communication and then Send
Configuration on the Project menu.

[ ABB REF542conf - New

File | Project Conmmect  Wiew Configure  Utilities  Options  Help

TEELEE

Open. ..
Close
Backup | Restore r

Devices Propetkies

I N=

Carnrmunication Send Canfiguratian

] Load Configuratian
1 Test Project 03.rep

Z Test Project 01 {03).rep Send Software ko... ¥
3 Tesk Project OK.rep I

A100596

Fig. 9.1.-1 Application download on the Project menu
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The appearing dialog "Send Configuration" contains the project tree on the left
side and two grids, upper and lower, on the right. In the project tree, a device
configured with an assigned IP address and the SPA TCP section enabled appears
with the default HMI icon, whereas an incorrectly configured device appears
with a red X over the HMI icon.

Send Configuration

EQTESIEDW[UE'US] Device | IPaddiess | Fuplastate | Project | Feeder | Fupladate | Shingsfle | Licensekey | Conl download ver | Mainboard ver. (SW/HW) | Enor | ‘Waming | |
E‘"“\"\&\' Substation

- VoltageLevel

=T Bay

There are no items to show in this wiew.

REF 135
REF 138
REF_139
REF_134
3 REF_New Read

Devicelnfn

il

Add Al
Add
Device | IP Addess | Progress bar | Enor | |
There are no ltems to show in this view
Flemove
Femove Al

Start
Bt

A100598

Fig. 9.1.-2 Application Download dialog

When a node is selected in the project tree, the corresponding configured devices
appear in the upper grid with additional information. Also Read Device Info
becomes available.
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Send Configuration

m Device | IPaddess | Fuplastate | Project | Feeder | Fupladate | Stingsfile | Licensekey | Conf download ver | Mainboard ver. (SWwi/HW) | Emor | Waming | |
=gl Substation REF1M 182160213 [Empty]  [Empty]
i -4 WoltageLevel REF_135  192.168.2.135 [Empty]  [Empty]
B~ F Bay REF_138  192.168.2.138 testO0l test
f FiEF 134 REF 133 1921682139 [Empty] | [Empty]

. REF_135
| B4 VolageLevel(2)

B Bay
: REF_138 Read
£y Substation(2] Device Info
=1 WoltageLevel
BT Bay

REF_139

Add &)l

Device | IPaddess | Progress bar | Enor | |

Add
There are no items to show in this wiew.
Remove
Remove Al

Start
bt

A100600

Fig. 9.1.-3 Read Device Info available

Read Device Info allows retrieving remote information from the devices listed
in the upper grid. If Configuration Tool successfully communicates with a
device, its information is shown in the upper grid, the Add All button becomes
available and the corresponding node in the project tree takes the transfer icon [,
see Figure 9.1.-4.

Otherwise an error message is shown in the Error column for each device with
problems. The row corresponding to the failed transfer device appears with a red
background and the corresponding node in the project tree takes the transfer icon
™, see Figure 9.1.-5.

Information received from the REF 542plus units is locally stored and shown in
the upper grid on request. If Read Device Info is clicked when a device already
inquired is selected, a dialog asks if Configuration Tool should require again the
remote information from the unit or keep the already downloaded information.
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Send Confi n

m Device | IPaddress | Fuplastate | Project | Feeder | Fupladate | Stingsfile | License key | Conf. download wer | Mainboard ver. (SWwW/HW) | Emor | Waming | |
E|"~\-—\$—\r Substation REF_134  192168.2134 Running [Empty] ~ [Empty] = 041610 55F.08aeng  DISTANCE AR08 E4F.08-08/6.0 Ok
- VaoltageLevel REF_135  192168.2135 Running [Empty] ~ [Empty] = 041610 55F.08aeng  DISTANCE E4F.08-05 E4F.08-08/6.0 Ok
B~ Bay REF_138 1921682138 Running testOt test 041910 55FDBaeng DISTANCE WAF.08 E4F.08-08/6.0 Ok
o FEF 134 REF_133 1921682139 Running  [Empty] | [Empt] 041510  SS5F0Ba-ena  DISTANCE VAF.08 E4F.08-06/6.0 Ok
@ REF_135
-4, VolkageLevel(2]
BT Bay
“.- mo REF_138 Read
=y Substation(2] Device Info
=12 WoltageLevel
£ Bay
@ REF_129
Add All
Add
Device | IPAddiess | Progress bar | Enor | |

There are no items to show in this wiew.
Remove
Remove Al

Start
Bt

Exit

A100698

Fig. 9.1.-4 Device information read successfully
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Send Configuration

m Device | IPaddress | Fupla state | Project | Feeder | Fupladate | Stingsfile | License kep | Conf. download ver | Mainboard ver. [SWi/HW) | | wham... |
Sy Substaion O 1s1eez1m  Eepd] [Empy] o Communicaonemar
i -4 WoltageLevel REF_135 152168.2135  Running  [Empty] [Empty] 041610  55F.0Ba-eng  DISTANCE E4F.08-05 E4F.08-08/6.0 Ok
B~ F Bay REF_138 192168.2138  PRunning  testOO1 test 041310  S5F.0Ba-eng  DISTANCE WAF.08 E4F.08-08/6.0 Ok
Lo REF_134 tsieRza Eepy] [Eewy o Communicationenar
! o REF_135
-4, WoltageLevel[2]
B Bay
f @ REF_ Read
£y Substation(2] Device not responding ! Device Infa
=¥ VoltageLevel Flease check connection and TCR/IP port settings
o Bay
- o REF_13
Add Al
Add
Device | IPaddess | Progress bar | Enor | |
There are no items to show in this view.
Remove
Fiemove Al
Start
Aebrt
Exit
A100696

Fig. 9.1.-5 Reading of device information failed

The lower grid contains all the devices to which the configuration is
downloaded.

e To add devices to the lower grid, select devices from the upper grid and either
click Add to add the selected device or click Add All to add them all.

Only devices whose information has been retrieved by clicking Read Device
Info are eligible for application download, that is, added to the lower grid.

¢ C(Click Remove or Remove All to remove some or all of the devices from the
lower grid.
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Send Configuration

m Device | IPaddress | Fuplastate | Project | Feeder | Fupladate | Stingsfile | Licensekey | Conf download ver | Mainboard ver (SW/Hw] | Enor | Waming | ‘
E|"~\-—\$—\r Substation REF_134  192168.2.134 Rurining [Empty]  [Empty] 041610  55F.08aeng  DISTANCE W4F.08 E4F.08-08/6.0 Ok
- VaoltageLevel REF_135  192168.2.135 Rurining [Empty]  [Empty] 042010  55F.08aeng  DISTANCE E4F.08-05 E4F.08-08/6.0 Ok
B~ Bay REF_138  192168.2.138 Funning testO test 04.20.10 SEF.08a-eng  DISTAMCE E4F 0805 E4F 08-08/6.0 Ok
. w REF 13 REF 139 1321682139  Punnng  [Emply]  [Emptd | 041510  S5F.08weng  DISTANCE VdF 08 E4F.08-08/6.0 Ok
@ REF_135
-4, VolkageLevel(2]
BT Bay
“.- mo REF_138 Read
=y Substation(2] Device Info
=12 WoltageLevel
£ Bay
- s REF_129
Add Al
Add
Device |  IPaddess | Progress bar Enor | |
REF_134 1592.168.2134 Heady
REF_135 1592.168.2135 Heady Remove
REF_138 1592.168.2138 Heady
REF_133 1821682139 Ready Remove Al
Start
Aot

A100714

Fig. 9.1.-6 Lower grid with devices ready

e Click Start. Downloading begins, and a progress bar shows the progression.

The result of a transfer session is shown with an icon for each device on the
project tree.

Table 9.1.-1 Device state icons
Icon Description

Default state: Transfer not done
1 Transfer successfully done
= Transfer unsuccessfully done
Error state: System error
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REF 542plus

Send Configuration

=
=& Substation
| B Voltagelevel
E|§ Bay
Lo w0 REF_134
[ @ REF_135
| B VolageLevel(2)
B E Bay
: © e REF_130
=} ;—?—\r Substation(2)
(=4, WaltageLevel
E!ﬁ Bay
- w REF_129

Fig. 9.1.-7

Device | IPaddress | Fuplastate | Project | Feeder | Fupladate |  Shingsfile | License key | Conf dowrload ver | Mainboard ver. (SWw//HWw) | Emor | wam.. | ‘
REF_134  192.168.2.134 Running [Empty]  [Empty] 041610 S5F.08a-eng  DISTANCE WY4F.08 Ok
REF_135  192.168.2.135 Running [Empty]  [Empty] 041610 S5F.08a-eng  DISTANCE E4F.08-05 Ok
REF_138  192.168.2.138 Rlunhing testOnt test 041310 SEF.0Ba-eng  DISTAMCE W4F 08 Ok
REF 133 1921682139  FRunning  [Empty] [Empty] = 041510 | S5F.0Bs-eng  DISTANCE V4F.08 Ok
Read
Device Info
Add &l
Add
Device |  IPAddess | Progress bar | Ener | |
REF_135 152168.2135
REF_138 1592168.2138 Remove

Configuration download in progress

Remove Al

Start

Abart

kL

Exit

:

A100676

If the downloads are successful, the configuration storing operation starts
automatically. New progress bars are shown.
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Send Configuration

=
E‘"“\"\&\' Substation
=¥, VoltageLevel
5T Bay
Lo w0 REF_134
@ REF_135
[=-E, VolageLevel(2]
E T Bay
“ ms REF_138
= ?‘?‘! Substation[2)
=12 WoltageLevel
£ T Bay
iies REF_133

Fig. 9.1.-8

50

Fead
Device Info

i

Sdd Al
Add

Femove

Device | IPaddress | Fuplastate | Project | Feeder | Fupladate | Stingsfile | Licensekey | Conf download ver | Mainboard ver (SW/Hw] | Enor | Waming | ‘
REF_134  192168.2.134 Rurining [Empty]  [Empty] 041610  55F.08aeng  DISTANCE W4F.08 E4F.08-08/6.0 Ok
REF_135  192168.2.135 Rurining [Empty]  [Empty] 042010  55F.08aeng  DISTANCE E4F.08-05 E4F.08-08/6.0 Ok
REF_138  192168.2.138 Funning testO test 04.20.10 SEF.08a-eng  DISTAMCE E4F 0805 E4F 08-08/6.0 Ok
I REF 133 | 1921682133  Puwing | [Empty]  [Empty] | 041510  S5F.08aeng | DISTANCE VdF 08 E4F.08-08/6.0 Ok
Device | IPAddress | Progress har Enor | ]
REF_134 1921682134 data, pl Ok
REF_135 1921682135 data, p 7] Ok
REF_128 192162.2132 [ Device is storing data, please wait...... [8%) Ok
REF_123 1921682129 Store done Ok

Storing in progress

Femaove Al

Aot

:

Exit

A100720

If one or more downloads fail, it is still possible to store the correctly
downloaded configurations. A dialog prompting for this appears. The row
corresponding to the failed transfer device appears with a red background and the

corresponding node in the project tree takes the transfer icon [X]
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m Device | IPaddress | Fuplastate | Project | Feeder | Fupladate | Shingsfle | Licemsekey | Conf dowrdoadver | Mainboard ver. [Swi/HW) | Enor | \War
=3 \-—?—\r Substation REF_134  132.168.2.134 Running [Empty]  [Empty] 04.2010 S5F DBa-eng DISTANCE WVaF 08 E4F.08-08/6.0 Ok
- [ WoltageLevel REF_135  192.168.2.135 Running [Empty] ~ [Empty] 04.2010 S5F D8a-eng DISTANCE E4F.0805 E4F.08-08/6.0 Ok
- F Bay REF_138  192.168.2.138 Runting testO0l test 04.2010 S5F DBs-sng DISTANCE E4F.08-05 E4F.08-08/6.0 Ok
s FEF 134 X REF 139 | 1921682138  Rurning | [Empty] | [Empty] | 042010  S5FOBasng | DISTANCE Vi 08 E4F.09-08/6.0 ok
@ REF_135
=1 K, YolkageLevel[2]
B Bay
Fes FEF_190 o
£ & Substation(2] Dexie lnfo
(=1 Woltagelevel
5T Bay
" ge REF_13
REFSazconf x]
1 Send Configuration fails For some devices |
L3 Shall the successful transferred files be stored 7
-
Addiall
< T |
Device | IPaddess | Progress bar Ener ]
REF_134 1921682134 [ Transfer done Ok
REF_135 1921682135 | Transfer done [al Hemave
REF_138 192168.2138 [ Transfer done Ok
| REFTs38 1 tea a1 =i TS I -1
Dbyt
Exit
A100712
Fig. 9.1.-9 Notification about failed downloads

e Click Yes to store the correctly downloaded configurations.
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Add Al
A T e
Device | 1P &ddess | Progress bar Error |
REF_134 192.168.2.134 Ok
REF_135 192.168.2.135 ng dat: | Ok Femove |
REF_133 1592.168.2.138 [ Dievice is storing data, please wait...... [125] Ok
|REF 133 | 1921882133 [ Error et RERSSZEEEsi N Fernove Al |

Aot |

Exit

|

A100718

Fig. 9.1.-10  Storing only the device without errors

¢ Click No to abort the configuration download for all devices.

Sdd Al
Add
< | |
Device | IP Address | Progress bar Error |
REF_134 192.168.2134 Abort done Ok
REF_ 135 192.168.2138 Abort done Ok Femove
REF_133 1592.168.2.138 Abort done Ok
[ 1921682139 | Errcr | Connectionto REFS4Zpluslost || Removedl

Start ]

Abart

[ IE L

Exit

i

A100716

Fig. 9.1.-11 Aborting the download for all devices

e Click Abort at any time during the download of a configuration to stop the
download in progress, see Figure 9.1.-7. This makes Start available again.
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Send Configuration

=
= T\&\' Substation
- VaoltageLevel

. REF_134
. REF_135
. REF_138
.~ REF_139

Device | IPaddress | Fuplastate | Project | Feeder | Fupladate | Shingsfile | Licensekey | Conf dowrloadwver | Mainboard wer. [SWwWHW) | Emor | Wan
(X REF_134  192.168.2.134 Running [Empty] ~ [Empty] 04.2010 S5F.08a-eng DISTANCE E4F.08-06 E4F.08-08/6.0 Ok
(X REF_135  192.168.2.135 Running [Empty] ~ [Empty] 04.2010 S5F.08a-eng DISTANCE E4F.08-06 E4F.08-08/6.0 Ok
DO REF_138  192.168.2.138 Rlunhing testO test 04.2010 S5F DBs-sng DISTANCE E4F.08-06 E4F.08-08/6.0 Ok
REF 133 | 1921682133 | FRunning | [Empty] | [Empty] | 042010  SEF.O8seng | DISTANCE E4F.08.06 E4F.08-08/5.0 Ok
Read
Device Info
Add &l
q gl |
Device | IPAddess | Progress bar | Error |
1mieez1 | Tror  Userbresk
1321882135 | Tror | G | e
[ Trar  Userbresk
REF_139 1921682139 [ Abort done ]

Ok Remove &l

bt

i

Exit

:

A100602

Fig. 9.1.-12  Start available during User break

In case of a download failure, an error message appears in the Error/Warning
column. Start is now renamed ReStart, and retrying of download is allowed.
The row corresponding to the failed transfer device appears with a red
background and the corresponding node in the project tree takes the transfer icon
X
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= Device | IPaddess | Fuplastate | Project | Feeder | Fupladate | Stingsfile | Licensekey | Conf downloadwver | Mainboard wer. [Swi/HW) | Emor | wan
=y Substation I FEF_134  192168.213  Fuwing  [Ewpty]  [Empt] 042010 55F0Baeng  DISTANCE V4F 08 E4F.08-08/6.0 i
-4 ValtageLevel I REF135  192168.21%5  Fuwing  [Ewph]  [Empt] 042010 55F0Baeng  DISTANCE E4F.0805 E4F.08-08/6.0 ok
B-TF Bay I REF_133 1921682138  Fuwing  testddl [ 042010 | SEFDBseng  DISTANCE E4F R0 E4F DR08/60 ik
e REF13 W REF_133 1921682133  Fuwing  [Empty]  [Empt] 042010 55F0Baeng  DISTANCE VaF e E4F 0R08/60 ik
' [ REF_135
14 VoltageLeveliZ]
BT Bay
e REF_138 Read
=y Substation(2] Device Info
=12 WoltageLevel
o Bay
L [ges REF_139
sadil
q il A
Device |  IPaddess | Progress bar Ermer |
REF_134  192168.2134 [ Store done Ok
REF135  192168.2135 [ Store done Ok HEnove
REF 138 1592.168.2138 [ Store done Dk
|REFL139 1921882139 T Eor ICERREhERIEFIEFSAZRNSIESN I Remave &)
Aot
Esit
A100594
Fig. 9.1.-13  ReStart is available and retrying of download allowed

Note that the REF 542plus Configuration Tool is able to send a
configuration to the REF 542plus device only if all the following
conditions are verified:

1. The version of REF 542plus in general must be compliant with the version of the
REF 542plus Configuration Tool.

e The REF 542plus software version must be equivalent to that of the REF
542plus Configuration Tool; otherwise, the error “Incompatible REF542plus
version!” appears.

Mainboard communication settings verification.

e The communication setitngs version of a REF 542plus device must be
compliant with that of the corresponding project REF 542plus configuration
file; otherwise, the error “Incompatible REF542plus version!” appears.

e The REF 542plus device TCP/IP configuration requires a correct ethernet
driver initialization (MAC address available); otherwise, the error
“REF542plus ethernet driver error. Check the MAC address!” appears.

54



1MRS757130

Multifunction protection and switchgear control REF 542plus
unit

Remote operations
Operator's manual

3. COM board verification

e Ifthe COM board is configured for a device in the project, it must be detected
in the corresponding REF 542plus device. Otherwise, the error “COM board
configured but not detected by REF542plus!” appears.

e If the COM board is detected in the corresponding REF 542plus device, it
must be of the same type than the one configured. Otherwise, the error “COM
board detected by REF542plus different from the one configured!” appears.

e If the COMboard is detected and it is of the same type than the one
configured, it must be version-compatible in the internal data. Otherwise, the
error “Incompatible COM board version!” appears.

4. License key verification

e The license key in the device must be valid and greater than or equal to the
license key of the corresponding configuration; otherwise, the error “Missing
license rights (%s)!” appears.

. RHMI version verification (if available)

e HMI hardware version of the device must be valid and equal to that of the
corresponding configuration; otherwise, the error “Incompatible HMI
hardware version!” appears.

6. Analog input 20mA board version verification (if configured)

e Analog input 20mA board version of the device must be valid and available;
otherwise, the error “Analog Input 20mA board not detected!”

. CAN interface (if configured)

e CAN interface must be valid and available; otherwise, the error “CAN
controller not mounted!” appears.
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9.2.

Uploading configurations

Configuration upload is identical to configuration download.

e Click Start to retrieve the remote configuration from the REF 542plus units and
save it in the selected local devices that compose the project. For other parts,
dialogs are similar here and in the cpnfiguration download.

oad Configuration

Device | IPaddess | Fuplastate | Project | Feeder | Fupladate | Stings file Licensakey | Conf. download ver | Mainboard ver, (SW/HW) | Eror | wan
B \"?'\' Substation [¥] REF 134 = 1921682134 Running [Empty] [Empty] 042010 S5F OBa-eng DISTANCE E4F D8-0F E4F 08-08/6.0 Dk
= Y VaolkageLevel REF 135 | 13921682135 Running [Ermpiy] [Empty] 04.2010 S5F OBa-eng DISTANCE E4F D806 E4F 08-08/6.0 Ok
=1 T Bay REF 133 1921682138 Running testO01 test 042010 S5F DBa-enn DISTANCE E4F D806 E4F 08-08/6.0 Ok
i [] REF_133 | 1921682133 Running [Empty] [Empty] 042010 S5F DBa-eng DISTANCE E4F.08-06 E4F 08-08/6.0 Ok
Fijes REF_134
e REF_135
" [jes REF_19
L. jes FEF_133
Head
Device Infa
5
i Load Configuration completed,
B Press 'Ok to refresh devices info.
Add All
Add
4 | i
Device | IP Address Progress bar Emor | ]
REF_134 1921682134 ore done Ok
REF_135 1921682135 oie done ak fFemove
REF_133 1921682138 ore done: Ok
REF_133 1921682139 ore done: Ok Femave &l
Abart
Exit
A100604
Fig. 9.2.-1 Application Upload dialog
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9.3.

ih“ Note that the REF 542plus Configuration Tool is able to load
-, configurations from an REF 542plus device only if the following
condition is verified:

1. The version of REF 542plus in general must be compliant with the version of the
REF 542plus Configuration Tool.

e The REF 542plus software version must be less than or equal to the one of the
REF 542plus Configuration Tool. Otherwise, the error “Incompatible REF
542plus version!” appears.

Version comparison is done on the first two digits after the dot, that is, the
comparison digits for V4F.08x are 08.

Downloading mainboard software

This dialog allows sending a software file to the mainboard of the selected remote
devices. The dialog structure is identical to that of the configuration download,
except for the addition of a text field at the top of the window and the Open SW
File button.

57



REF 542plus Mu_lttifunction protection and switchgear control 1MRS757130
uni

Remote operations

Operator's manual

Send Mainboard Software

Please. open a SW Mainboard file ...
= 150 TestCom [0505) Device | IPaddress | Project | Feeder | Mainboard ver [SW/HW) | SW Checksum | Evor | ‘waming | ]
-7 Substation U
Il;| 38 VokageLevel Thers are no items to show in this view. Open S
=-T Bay File
wo REF_135
wo REF_138
©o REF_129
b o REF_134
Lo w0 REF_New Fiead
Device Infa
Add Al
Add
Device | IPaddress | Progress bar | Emor | |
There are no items to show in this view.
Remove
Remove Al
Start
Aot
A100656

Fig. 9.3.-1 Mainboard firmware download dialog

Open SW file allows choosing a software file with the extension .sre and loading it.
Software information is shown in the upper text field, and version and checksum are
shown near the file name.

Read Device Info shows information about each device. A warning is shown if the
selected mainboard software file is already running in the device.
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Send Mainboard Software

File: REF542plus-MB-E4F08-8 sre Version: E4F.08-08 Checksum: 0xCBAC

Device | IPaddess | Project | Feeder | Mainboard ver (Sw/HW) | SW Checksum | Ermar | “wfami helloadediovgtielisleresdvinoninalipiteldericell
= \-—?—\r Substation REF_134  192.168.2.134 [Empty]  [Empty] E4F.08-08/6.0 OxCB4C Ok
- VaoltageLevel REF_135  192.168.2.135 [Empty]  [Empty] E4F.08-08/6.0 OxCB4C Ok " Open St
B~ F Bay REF_138  192.168.2.138 testO01 test E4F.08-08/6.0 (OxCBAC Ok File
L. ws REF_134 [ C[Empy]  E4FO0S08/60  OESEF

@ REF_135

& REF_138

w0 REF_133

Read
Device Info

A100810

Fig. 9.3.-2 Result of device information reading with sofiware file information at the top

Send Mainboard Software

e Click Start to download the software file to the mainboard of the remote devices
listed in the lower grid. Except for this function, the dialogs are similar to those
of the configuration download.

[f’ T"\ Restrictions: The REF 542plus Configuration Tool is able to send
e ’;' software to the REF 542plus devices only if all the conditions are
- verified.

1. REF 542plus Mainboard software and hardware minimum requirements

e The minimum version of the mainboard software running on the device must
be V4F.08.

e The minimum version of the mainboard hardware of the device must be 6.0.

e The minimum version of the mainboard bootloader running on the device
must be 4.2.

Only the devices without errors can be moved in the lower grid to start the
download process.

File: REFb42plus-MB-E4F08-8.sre Version: E4F.08-08 Checksum: 0xCB4C

= Device | address | Project | Fesder | Mainboard ver, (Sw/HW] | 5w/ Checksum | s
gl Substation REF_134 1921682134  [Empty]  [Empty] E4F.08-08/6.0 O4CBAC Software download not supported | T
=% VoltageLevel REF_135 | 192.168.2135  [Empty]  [Empty] E4F.08-08/6.0 OWCBAC The minimum required Mainboard Bootloader version is 4.2 DOpen St/
BT Bay REF 133 192168.2138  lestOO1 test E4F.03.08/6.0 0,CBAC — File
G REF_13 [ U [Empty] | [Empb] || E4F0808E0 I
. @ REF_13
. @ REF_138
s REF_139
Fead
Device Info
A100812

Fig. 9.3.-3 Version check after device info reading
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9.4. Downloading COM board software

COM board software download allows loading a software file to the COM board of
the selected remote devices. The dialog structure is identical to that of the
configuration download, except for the addition of a text field at the top of the
window and the Open SW File button. It allows choosing a software file with the
extension .sss and loading it. Software information is shown in the upper text field.

Send COM LON Software

Please. open a SW COM LON file .

E@TBSIEDW‘_UZ Device | IP addiess | Project | Feeder | Mainboard ver [SW/HW) | COM board version | Emor | Waming |

E‘"r?: Substation T toms to sh his i
o 8 VahageLevel ere are no items to show in this view. Open 5w
B-F Bay File

REF_134
REF_135
REF_138
REF_139

Fead
Device Info

A100612

Fig. 94.-1 COM board LON software download dialog

e Click Start to download the firmware file to the COM board of the remote
devices listed in the lower grid. Except for this function, the dialogs are similar to
those of the configuration download.

T'\ Restrictions: The REF 542plus Configuration Tool is able to send
[‘x -y software to the COM board of an REF 542plus device only if all the
o conditions are verified.

1. REF 542plus mainboard software and hardware requirements

e The minimum version of the mainboard software running on the device must
be V4F.08.

e The minimum version of the mainboard hardware of the device must be 6.0.
2. COM board verification

¢ Sending software operation requires that an appropriate type of the COM
board is installed and detected

¢ Sending software to COM IEC requires the IEC COM board type
e Sending software to COM LON requires the LON COM board type

e The COM board must be of the same type than the one configured.
Otherwise, the error “COM BOARD software cannot be downloaded.
Different COM board detected by REF 542plus” appears.
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10.

Customization dialog |

[E-  File locations
apa RCA file
: Corm RCE file
----- Language

- Log

e User Manager

Logging
ABB REF542conf allows logging all the main events generated by project section
operations in a text file. Logging is off by default.

e To activate logging, select Customize on the Options menu.

= ARB REF542conf - New

View Configure  Utilities Nejsldllyt

File Project Connect

D= &R MW

= @ Test ProjectPlant
=y Substation
- ¥¥ woltagelevel

-8 Bay

| | | | Cuskormize

A100618

Fig. 10.-1  Customizing

e Select "Log" from the tree structure on the left of the customization dialog. On
the right side it is possible to enable logging and choose a destination folder for
the log text file.

Location of the Log files

C:5Pragram FilesWABBAREFR42pluz S cuCanf_31 T |

0K I Cancel Apply

A100654

Fig. 10.-2  Logging parameter configuration dialog
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The log is archived in a text file named using the ABB REF542conf executable
name, the word "Log" plus the current date. When logging is enabled, a new log
file is created every day. Operations are logged in a single text row in the file like
in this example:

REF542confLog_2009-08-25.txt

2009-08-25 11:29:02 — [MAIN]: Beginning REF542conf.

2009-08-25 11:38:00 — [PROJECT]: Opened a project: New Project.
2009-08-25 11:38:55 — [DEVICE]: Opened a device: New.

2009-08-25 11:38:55 — [DEVICE]: Entering edit mode for device: New.
2009-08-25 11:43:17 — [DEVICE]: Exiting edit mode for device: New.

Each logged event contains the date with units in day and hour, the section inside
square brackets and the event message.

A section represents a specific area of ABB REF542conf that groups similar
functionalities. The logged sections are as follows:
e Main

¢ Project

e Device

e Backup/Restore

e Drawing

e Device properties

e Application download

e Application upload

e Mainboarb FW

e COM FW

e User management
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11.

11.1.

User profile management

This version of Configuration Tool has the optional functionality of setting Access
Control List in order to access Configuration Tool in a secure way.

Access Control List is stored on the local disk or in a remote folder of the LAN as a
hidden user file. It consists of user profiles defined by:

e User ID

e Password

e Authorization level

User profile management enabled means that it is possible to access Configuration
Tool only after having been granted authorization in the authentication login phase.

Further, some or all Configuration Tool functionalities can be accessed according to
the user authorization level.

There are four authorization levels to ensure minimum user rights needed:

e User
e Programmer
¢ Engineer

e Administrator

The authorization levels and corresponding allowed operations are listed in the
table:

User Level Operations

User L1 e Load in read/only the Project
Device properties view

Read device info

Upload application file (*.ref)
Saving disabled

Programmer L2 L1 operations

Download application file (*.ref)
Download FW mainboard
Download FW COM board

Parameter setting (like operation tool)

Engineer L3 e L2 operations
e Full access of functionality

Administrator L4 e |3 operations
¢ Manage user levels (assign/remove password, etc.)
e Import / export encrypted authorized user file

By default, user profile management is disabled.
Logging in

If the user profile management is enabled, Configuration Tool requires the
credentials through a login window.
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1 ABB REF542conf - New — =1ojxi

File Project Conmect  Wiew Configure  Utlities  Options Help

Dl (6] S| E(FE 22w 2| n] | & ml sle| 2

alo-| =]~ 5|5 =

ABB Technology Ltd
Copyright ©@ ABB 2010
V4F.08a

Log On to REF542plus Configuration Proi 5[

Please enter your Username and Password

User ID |

Password |

QK | Reset

Copyright @ ABE 2010
AEBE Technology Ltd
W4F Dda (build 00)

01.05.2010
Street:
City:
State:
Country:
Ready [TcryiP [192.168.2.138] | [EnglishvS.stc | [No Language? [Unicode Fonts vooz voo1 (AR5 2

A100734
Fig. 11.1.-1 Login
e Click OK to confirm the credentials and wait for the verification response of the
system.
e Click Reset to reset the User ID and password fields.

To quit the login dialog and exit immediately from the application,
Q click the Close button of the window or press ALT+F4.

If a wrong ID or password is entered, an error message appears.
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REF 542plus

i
File Project Conpect Wiew Configure  Ublities Options  Help
Dw(d] SR Wy 2n] =2 = @ &G elel 2
alo-|=| pof 5[E
ABB Technology Ltd
Copyright ©@ ABB 2010
V4F.08a
— PROJECT SUMMARY —
s socont
Proje
Proje Logon failed! Please retry,
Proje
Proje
— SITE ADDRESS DATA —
Customer Name:
Street:
City:
State:
Country:
Ready [Tcpyip [192.168.2.138] | [English¥S.ste | [Na LanguageZ [Unicode Fonts Yoo2.vool |06 2

Fig. 11.1.-2  Login failure

A100736

If user profile management is disabled, at startup no credentials are requested.
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66

Configuring user access control list

e To configure the list of users allowed to access Configuration Tool or make other
user profile operations, access the user management configuration page by
clicking Customize on the Options menu.

[ ABB REF542conf - New

File Projeck Conmect Wiew Configure  Ukilities lm Help
Dlﬁlnl %l&l ﬂl%l%l%l ml Zustomize
8|0 5] Pl

A100738

Fig. 11.2.-1 User manager access

e Select "User Manager" in the tree structure on the left.

Customization dialog

=R File locations |
{ Spa RCA file
Com RiCE file

Language
Log

A100746

Fig. 11.2.-2 User manager in the tree structure

A login dialog appears for an authentication to access the user management.
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Log On to REF542plus Configuration Pro il

— Pleaze erter your Uzername and Password
User ID ||
Pazsward I
8] 4 Rezet

Copyright @ ABE 2010
AEBE Technology Lid
W4F .05a (il 00)
01.05.2010

A100740

Fig. 11.2.-3  Login dialog

¢ Click OK to confirm the credentials and wait for the verification response of the
system.

¢ C(lick Reset to reset the User ID and Password fields.

and manage user profiles. If the user access list has not been created
before, the only account that can be entered in the user management
configuration page is the "Super User" account.

ﬂ The Administrator authorization level is required to access this page

An error message appears if a different user profile is used.

REF542conf x|

@ You do not have access rights to perform this operation. Only the ‘Administrator’ or 'Super Uset'can manage User access,

A100742

Fig. 11.2.-4  Incorrect user rights error

After a successful login authentication, the User Manager panel is shown.
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Customization dialog x|

- SpaRCAfile -
. Com RCE File |Jzers Authorization file — Current Status —
Language | = Enahble ¥ Disable | i Festore default File:
Lag :
Lser Manager I Dizabled
— zers profile
Logged On az:
Qﬁ Add user. . =
I Superllzer
g;; Edit uzer...
Qﬁ Remove user
— File operations on Local Disk——————— [~ File operationz an Metwork, Drives
& |mpart fram File o Eport to File | J Set Default | vy dpdate |

Ok I Cancel | Lpply |

A100744

Fig. 11.2.-5 User manager panel

User Manager consists of five main sections:

e User Authorization file

e Current Status

e Users profile

e File operations on Local Disk

e File operations on Network Drives

11.2.1. Users Authorization file

Izers Authonization file

_ Enatile ¥ Disable i3 Restore default

A100724
Fig. 11.2.1.-1  Users Authorization file
e Enable sets Configuration Tool to operate with user access control.

¢ Disable sets Configuration Tool to operate without user access control by
disabling the user profile management.

e Restore default sets Configuration tool to operate with the user access control
list stored in the default folder in the local disk.
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REF 542plus

11.2.2.

Users profile

This section allows managing user profiles by adding a new user profile or editing

or removing existing profiles in the list.

— Users prafile
USERNAME | USER LEVEL | = Add user...
Testddmin Adminigtrator
TestMomallzer  Uzer
TestEngineer Engineer g‘y Edit user...

TestProgrammer . Programmer

o MEMOVE Liser

i

Fig. 11.2.2.-1  User profiles

e Add user adds a new user to the user list.

[f’ T"\ The maximum number of users is 100.
./

A100748

A dialog window with the main user profile fields appears.

User Administration

— & thertication

U=er [T I

Pazsword I

Confirm password I

— U=ser &uthorization Lewvel

= Mormsl User

" Programmer

" Engineer

{ Administratar

0].4 Cancel

x|

Fig. 11.2.2.-2  User adding dialog

A100750
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e "User ID" is the username. It is case-sensitive and cannot be longer than 15

characters.

e "Password" is case-sensitive and cannot be longer than 15 characters.

e "User Authorization Level" must be selected to complete the user profile

before closing the dialog.

User authorization level is a mandatory selection. There can be more than one

user for each level.

I:f T\, The first user profile must be defined as "Administrator."
"\ s

o Edit edits the data of the selected user from the user list.

The edit mode can also be accessed by double-clicking a user ID on the

list.

A dialog window for editing appears.

— Authentication
zer 10 ITest flarmal Lser
Paszword W
Corfirm passward I**************

— Uzer Autharization Lewvel

* Mormal User

" Programrmet

" Engineer

" Administrator

o]

Cancel

Fig. 11.2.2.-3  User editing dialog
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User ID cannot be changed here. For a different user ID, the old user
Q profile must be deleted and a new profile added with the new user ID.
e Remove removes the selected user from the list.
A confirmation message appears, where clicking Yes removes the user.
User profile configuration |
' E Are vou sure, that the user selected should be removed From the list?
L]
[la]
A100754
Fig. 11.2.2.-4  User removing confirmation
All kinds of user profiles can be removed. However, an Administrator
profile cannot be removed with Configuration Tool if it is the only
Administrator profile in the list. An Administrator profile cannot be
removed last but there must be other user profiles left.
11.2.3. Current status

The Current status section contains information about the location of a user account
file and the profile of the user logged in.

The location of a user account file can be local or remote, depending on if a file is
used from the local computer or from a network storage.

The current profile can always be either Administrator or Super User.
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11.2.4.

11.2.5.
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— Current Status ——

File:

I Local

Logged On asz:

I Adrministratar

A100726

Fig. 11.2.3.-1  Current status section

File operations on Local Disk

File operationz on Local Disk,

11 Impart Fram File il Export to File

A100730

Fig. 11.2.4.-1  File operations on local disk

(
\

Import from File allows importing a user account file from local disk.

Export to File allows exporting user account settings to an external visible file.

'T'\, For both operations the path file established as default is used. All the
-0 user management operations only affect the default user file.

File operations on Network Drives

Set Default is used for selecting a user file located in a remote folder and setting
it as the default user account setting file. After this, the content of the local file is
updated with the content of the selected remote user file.

Update allows refreshing the user list if the network file is updated by another
administrator.
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File operations on Netwark, Drives

J Set Default

f} Update

Fig. 11.2.5.-1

File operations can be done remotely.

File operations on network drives

Customization dialog

- File locations
- Spa RiCA file

: Com REE File

Language

Log

ser Manager

Uzers Autharization file

_ Enable ¥ Disable | i<h Restore default
— Uzers prafile
ISERMAME | USER LEVEL | E‘a Add uger,..
TestAdmin Adrminiztratar
TestMomallser  User
TestEnagineer Enaineer g,}) Edit uzer..

TestProgrammer  Programmer

g‘g Femove user

— Cument Statuz——

File:

I Femote

Logged On as:

I Adrminiztrator

— File operations on Local Dizk

ﬂj Impaort fram File |l Expaort to File |

File operations on Metwark Dives

g Set Default | Ly Update |

o]

Cancel | Apply

A100732

Fig. 11.2.5.-2  Example of remote operations

A100700
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12.

Configuration detection differences

During maintenance, it must be known if the configuration file stored in the PC file
system and opened in Configuration Tool is the same as the one running in the
device.

To provide this information, the functionality to detect every real change done by
the user (that is, parameters, FUPLA logic, settings and so on) has been improved.

The difference detection is based on the date of configuration modification and on
the configuration revision. Only in case both are the same in the PC configuration
file and in the device, the two configurations can be considered equal.

The date of configuration modification is updated by the configuration tool when
saving or downloading a modified configuration.

The revision consists of a major and a minor number ("m.n," default "1.0").

e The major number is increased by the configuration tool when saving or
downloading a modified and already downloaded configuration. After a revision
upgrading, the minor number is reset to "0."

e The minor number is increased by the device after every parameter update.

The configuration modification date and state ("downloaded," "not downloaded" or
"modified") and the revision are shown in the Configuration Tool main window.

The configuration modification date and the revision are shown in the HMI versions
page.

The revision parameter can also be changed in the "Global Setting" dialog.

also a change on the parameter set causes an upgrade of the revision

ﬂ If the configuration file includes the "Parameter Set Selector" function,
number, that is, the minor number.

For example, a change from SET1 to SET2 or from SET2 to SET1
makes a configuration difference also if they are equal.
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13.

Appendix A: Project organization and
maintenance guideline

This chapter provides advice on how to keep the project files safely organized.

A project consists of a project file with the extension *.rep and a folder with the
same name as the project. The folder contains all the device-configuring *.ref files
nested in the folder, followed by a tree scheme like in Figure 3.2.-2.

It is recommended to define a meaningful name for the release folder where to store
all the project files, project folders and project archive relevant to the actual release.
For example, a folder called "Release 3.0" contains all the projects with the version
V4F.08x, while a folder called "Release 3.0 SP1" contains all the projects with the
version V4F.09x.

It is strongly recommended to keep the project files synchronized with the
configuration files running on the REF 542plus devices.

MAINBOARD SOFTWARE UPGRADE PROCEDURE

The recommended procedure to do in case a new release or a new service pack with
a changed version number has been delivered is to remotely upgrade the
maintenance software for the REF 542plus mainboard.

For example, a project is to be updated from "Release 3.0" to "Release 3.0 SP1" and
the mainboard version from V4F.08 to V4F.09.

1. Ensure the synchronization between the release 3.0 project configuration files
and the remote configuration files currently running on the REF 542plus devices.
2. If the project is already synchronized, go to step 3; otherwise:
2.1. Open Release 3.0 Conf Tool (V4F.08)
2.2. Open "Project" from the "Release 3.0" folder
2.3. Upload all the remote configuration files currently running on devices
2.4. If there are no errors, archive "Project” in the "Release 3.0" folder

3. Create, if it does not already exist, a new folder "Release 3.0 SP1" and store the
"Project" archive to the new "Release 3.0 SP1" folder.

4. Move the configuration files to the "Release 3.0 SP1" folder with the
configuration tool

4.1. Open Release 3.0 SP1 Conf Tool (V4F.09)
4.2. Open "Project" from the "Release 3.0 SP1" folder

4.3. Do the porting: "Enter Edit" to each Config file node of the project, change
at least the language and click “Save.”

5. Send the software and configuration to the mainboard
5.1. Open the communication dialog to send the software to the mainboard

5.2. Open the communication dialog to send the configuration to the mainboard
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