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NOTICE

This document contains information about one or more ABB products and may include a description
of or a reference to one or more standards that may be generally relevant to the ABB products. The
presence of any such description of a standard or reference to a standard is not a representation that
all of the ABB products referenced in this document support all of the features of the described or ref-
erenced standard. In order to determine the specific features supported by a particular ABB product,
the reader should consult the product specifications for the particular ABB product.

ABB may have one or more patents or pending patent applications protecting the intellectual property
in the ABB products described in this document.

The information in this document is subject to change without notice and should not be construed as
a commitment by ABB. ABB assumes no responsibility for any errors that may appear in this document.

Products described or referenced in this document are designed to be connected, and to communicate
information and data via a secure network. It is the sole responsibility of the system/product owner to
provide and continuously ensure a secure connection between the product and the system network
and/or any other networks that may be connected.

The system/product owners must establish and maintain appropriate measures, including, but not lim-
ited to, the installation of firewalls, application of authentication measures, encryption of data, installa-
tion of antivirus programs, and so on, to protect the system, its products and networks, against security
breaches, unauthorized access, interference, intrusion, leakage, and/or theft of data or information.

ABB verifies the function of released products and updates. However system/product owners are ulti-
mately responsible to ensure that any system update (including but not limited to code changes, con-
figuration file changes, third-party software updates or patches, hardware change out, and so on) is
compatible with the security measures implemented. The system/product owners must verify that the
system and associated products function as expected in the environment they are deployed.

In no event shall ABB be liable for direct, indirect, special, incidental or consequential damages of any
nature or kind arising from the use of this document, nor shall ABB be liable for incidental or conse-
quential damages arising from use of any software or hardware described in this document.

This document and parts thereof must not be reproduced or copied without written permission from
ABB, and the contents thereof must not be imparted to a third party nor used for any unauthorized pur-
pose.

The software or hardware described in this document is furnished under a license and may be used,
copied, or disclosed only in accordance with the terms of such license. This product meets the require-
ments specified in EMC Directive 2004/108/EC and in Low Voltage Directive 2006/95/EC.

TRADEMARKS

All rights to copyrights, registered trademarks, and trademarks reside with their respective owners.

Copyright © 2003-2015 by ABB.
All rights reserved.

Release: October 2015
Document number: 2PAA101888-600 A



Table of Contents

About this User Manual

Version Described in this User Manual ...........c.cocovveiiiiiiiiiieiieeceeeie e 9
User Manual CONVENTIONS ....cc..eervierieriiierienieeteesieesseeseeeseesseeseseessessssesssesssesssseessesssnes 10

Warning, Caution, Information, and Tip Icons ...........cc.ccceviiiiniiiinnnniincnnn. 10
TRIMUINOLOZY ..evenveeitentieiteteeiteeteete ettt sttt ettt ettt et et e sbe et e sbeesnesbeennenbeean 11
Released User Manuals and Release NOES.........ccccveeeeieeeiiieeeciieeciee e 11

Section 1 - Introduction
ABB SEATT IMIEINU ..o e e e e e e e e e e e e eaeee e et e e e eeaaaeeeeaaaaaaees 13

Section 2 - Configuration Wizard

Configuration Wizard Start-up WIindow ..........ccccecveririenerniinennenceicneene et 18
System Software USer SEttings ..........cocceveriiriniiiiiniiienieiee e 20
CTEALE SYSTEIM...ceutieiieriieeiieniteettestte st eteestesbeestaesseestaesbeesseessseenseesseessseesseesnses 22
CONNECE NOGE ...ttt sttt st 30
System AdMINIStIAtiON ........evvieiierieriteetiente ettt ete et e sre e et esbeesaeesbeesaeesanes 31
System Extension Maintenance ............eeceereerieeriienieniieenienieeieesee e siee e 36
SEATT SEIVET ..cuvviiiieriieetierte ettt ettt ettt ettt s st e s e e e e sbeesaaeeneens 47
SEOP SEIVET ..ottt ettt ettt et s e et e sae e s b e e saeesates 48
RESIOTe SYSEIM....uuiiiiiiiiiiiiiii e 49
MAINEENANCE ....c..eeviniieniiiieienteete ettt st ettt see et e et saeesaeeneenaesaeenaeennennens 49
APPLOZ et ettt e 53
DiSCONNECE CHENL .....veuieniieiieiiriieie ettt ettt s enesne e 55
DIAGNOSTICS ..ottt ettt sttt sttt b ettt et ettt sbe et nbe st b eaaens 55

Section 3 - System Configuration Console
Understanding the User INEIfaCe ..........eevuierieiiiiiieniiiieeieecie ettt 57
Using the System Configuration COonsole ..............cocceeieieiiiiiniiiiniieneceeeeeseeeee 58

2PAA101888-600 A 5



Table of Contents

Alarm ManagemMENT.........eevieiiieriierieentieeieette ettt et e st e st e ebeesbeesabeesbeesatesnbeesaeesaseas 60
ALAIM GIOUPING ..ttt ettt ettt ettt s b et s bttt eae et s itenaeebeenaesaees 60
Alarm Response NaVIZation ..........cocueerieriiriienieeieenie et sttt sieeseeens 60

Appearance and PersonaliZation ............ccccoeeeieririenenienienteiesi et s 60
Object HIghlight ........ooouiiiiiiiiiiiee e 60
Process ObJect LOCK .....cocueiuiiiiriiiiiieiieeee sttt 61
Workplace ConfigUuration.........c..cecueeeeriineenieneeneneeieneeneneete st eiee e 61

CLIENtS ANA SEIVETS ....eeutiiiiiiieiieeeiteeite ettt ettt et sb e et et e st e bt e s bt e sbe e bt e sabeebeesaeeeas 61
Load BalanCing .......c.coceeveiieiieniiniinieiieceiesteeete ettt 61
System Directory Configuration ..............ccccceceevuiiieiininiinienieeene e 62

MAINEENANCE .....cveviiiiiiiiiietetetet ettt sttt et et st aeeneas 62
Backup e s 62
USBIS oottt st 64
SECULILY ot et e 64

Section 4 - System Status Viewer

Tools in the System Status Application Bar..........ccocoiiiiiiiniiniiiineceeees 68
COIUMNS . 68
System Status Viewer Configuration ...........coeceeervecieiinntnineneneneniereeeeeeseseeseenennens 69

Section 5 - Reference Tool

Using the Reference TOOL.........cocooviiriiiiniiiiiiiieeceecteeetecec et 71
TAD VIBWS ittt ettt ettt et st bae st bee e 72
Main WINAOW.......ccciiiiiiiiiiiiiiieeeieet ettt 73
Changing References ...........coceoiiiiiiiiiiiiiiieceeeeeeee e 75
Resolving References ........c..coevieriiriininiiiniiiiciicnccteecceetccee e 75
Viewing References .........ocooiiiiiiiiiiiiicicecceeee e 75
APProving REfErences .........cocueviiriiniiiiniiieieiierteceeceete e 76
Find and Replace ...........ccooiiiiiiiiiiiiic e e 76

Section 6 - Consistency Check
Consistency Check TOOL.........ccoiiiiiiiiiiiiieicee et 78
Performing a Consistency Check  .......coccoviiiiniiiiniiiiicneceetcetec e 80

6 2PAA101888-600 A



Table of Contents

Resolving and Repairing Errors ..........covveeviiiiiiiiiniiiieeceee e 83
Consistency Check for LiDIaries ........cccoeueviiieriiienenieieetese ettt 85
Workflow for Consistency ChecK........c.eoviiriiiiiiinieiiieiieeieeee sttt 86

ASPECt ASSIZIIMENES ...cuveuveiieiietieteeteete st erte st ete st etesbe e besbeeeesbeentesaeeneeseeesesaeas 87

L0g CONfIGUIALIONS ....eeruvieiieiiieiieniie ettt ettt ettt st bae st s e e sanesnbee e 88

Section 7 - Diagnostics Collection Tool

Supported Diagnostics INformation..........cocuevveirieriiiinieniieenieeeeee ettt 90
BOOXA PIUZ-INS...cviiiieiiieieiicieietee ettt st 90
Standard PIUZ-INS ......coviiiiiiniiiiieieeieeteee ettt sttt 90
ON-1NE HEIP .ottt e 91
Starting DICT ..ottt sttt sae e s sae et 91

Configuring DCT OPHONS ....coueeueruiriieierierieieienietetetet ettt sttt e e saeas 95
Modifying Results LOCAtION..........coviiriiiriieniiiiienie ettt 95
INOAE EXECULION ...ttt ettt et s 97
Deleting RESUILS ....cc.eiiuiiiiieiiirie ettt ettt s 97
GEneTal SELLINES ....eouveuiiiieiiitiieiert ettt ettt er e e s e 98

AULO COIIBCLOT ...ttt ettt et st s e s b e eanenre e 99
Creating an Auto COIIECLOT ........coiriivieieieieiiiceitetee et 99
Running an Auto COIIECLOT ....cc.ueeriiiiiiiiieiieeiiceteete sttt st 105

COllECtNg DAta...c..eeuiiiiiieiiiiieeee ettt ettt st 107
Starting the Collection TOOl .........cocueriiieriiiiiiiierieeee e 107
Making Your First COIIECHION. ......cc.cetiriireiieiiieieniierie ettt 107
Description DIalog .....cc.eeevieriiiiiiiiieieeieete ettt 112
Saving Node and Plug-in Selections ...........cceeveererienienienenienenieneeeeieeieene 113
Searching FOr NOAES ......cccuiiviiiiiiiienieeitesteetest ettt ettt 113
Download BULtOn .....cc.eeiiiiiiiiiiieiiiieeeeeetee ettt 114
Selection RULES.......ccuiviiiiiiiiiiieecceeeeeet e 115
Selection WIZArd .......cc.oouiiieiiiiiiniieieeecee ettt s 117

EXPIOTING DAta...cccueiiiiiiiiiiieeieete ettt ettt sttt st ebee e 118
The Main WINAOW......c..cecuiriiiiriiiiiieieieee sttt ettt st 119
Using Collection LiStS......ccuevvuierieriiiriienieeieenie ettt et 120
Importing @ COIECHON .....ovuiriieiiiieitiiieiteete sttt ettt 122

2PAA101888-600 A 7



Table of Contents

Viewing Collection Properties ........ccoccveveeriiiiienieniieeniienieeieeseeeee e 123
Using Collection Contents LiSt........cceierieririeniinieniinieieneee et 124
Opening a Collected FIle ........cociiviiiiiinieniiiiiecceeee e 125
Locating a Collected File.........cooiiiiiiiiiiiieiieiectee e 126
View COlECtion LOZ .....cocvviiriiiiiiiniiinitesiteeie ettt sttt 126
ANALYZING DALA....c.eiiiiiiiiiiiie ettt sttt 128
Select Collection t0 ANALYZE........cccveereerieeieeiieeieeiee st eie et e e esieesareens 129
ANalyze SOftWATE.......cocooiiiiiiiiieiee e 131
ANALYZE PrOCESSES....vviitieiieeiieiieeiierte et et e steesteesieeebeeseaesabeessaesseenseesasesnseens 133
Search in Collections or ABB Library.........cccccccooviiiiiiniiiiniiiiiieeeeeee 134
Analyze Controllers Firmware and Log Files ..........cccceceviriininiinncniiicenieicce 138
Analyzing the Log Files........c.coooiiiiiiiiiiiiccceceeeeeee e 139
VIBWINE LLOZS - cveeiieiieieiierieeitet ettt st 139
Comparing Between NOAES ........cc.occeviiiiiiiiiiiiicieiieececeeeeceee e 141
Comparing With a Saved ColleCtion.........c.ceevveeviierieiieeneenieeieeiee e 142
Collect Software Consistency Data...........ccccooieiiiiiiiiiiiiiiniieececeeeeee e 143
PIUZINS ettt et sttt et st e et e st e e be e it e e beesaaeenbeesraennbeenne 145
IndustriallIT Related PIug-ins..........cccooiiiiiiiiiiiiiiiicieeececeeeeeeeee 145
Standard PIUZ-INS .....c.ievuiieiiiiieiieeiiecte ettt ettt 155
DCT Error Diagnostic MESSAZE .......cc.evieruirmieiiiiiiieniieieeieeee e 162
Frequently Asked Questions (FAQ) .....c.eevieiiiiriienieiiieeeeie ettt eie e sveesae v 162
Installation Of DCT .....cooiiiiiiii et 163

Revision History

Index

8 2PAA101888-600 A



About this User Manual

Any security measures described in this document, for example, for user access,

@ password security, network security, firewalls, virus protection, and so on,
represent possible steps that a user of an 800xA System may want to consider
based on a risk assessment for a particular application and installation. This risk
assessment, as well as the proper implementation, configuration, installation,
operation, administration, and maintenance of all relevant security related
equipment, software, and procedures, are the responsibility of the user of the
800xA System.

This User Manual describes some of the tools used to configure, check, and verify
an 800xA system.

The User Manual describes for example:

*  Configure and administrate an Operator Workplace (Section 2, Configuration
Wizard).

*  Configure an Operator Workplace using a simplified configuration console
(Section 3, System Configuration Console).

*  View System Status information (Section 4, System Status Viewer).

*  Gather diagnostic data from nodes (Section 7, Diagnostics Collection Tool).

Version Described in this User Manual

Unless otherwise noted, the versions of all 800xA Base System and Functional Area
software described in this user manual are the latest release of 800xA 6.0.

2PAA101888-600 A 9



User Manual Conventions About this User Manual

User Manual Conventions

Microsoft Windows conventions as defined in the Microsoft Manual of Style are
normally used for the standard presentation of material when entering text, key
sequences, prompts, messages, menu items, screen elements, and so on.

Warning, Caution, Information, and Tip Icons

This user manual includes Warning, Caution, and Information where appropriate
to point out safety related or other important information. It also includes Tip to
point out useful hints to the reader. The corresponding symbols should be
interpreted as follows:

Electrical warning icon indicates the presence of a hazard which could result in
electrical shock.

injury.

Caution icon indicates important information or warning related to the concept
discussed in the text. It might indicate the presence of a hazard which could
result in corruption of software or damage to equipment/property.

Information icon alerts the reader to pertinent facts and conditions.

Tip icon indicates advice on, for example, how to design your project or how to
use a certain function

: Warning icon indicates the presence of a hazard which could result in personal

Although Warning hazards are related to personal injury, and Caution hazards are
associated with equipment or property damage, it should be understood that
operation of damaged equipment could, under certain operational conditions, result
in degraded process performance leading to personal injury or death. Therefore,
fully comply with all Warning and Caution notices.

10 2PAA101888-600 A



About this User Manual Terminology

Terminology

A complete and comprehensive list of Terms is included in the System 800xA,
System Guide, Functional Description (3BSE038018%*). The listing included in
includes terms and definitions as they apply to the 800xA system where the usage is
different from commonly accepted industry standard definitions and definitions
given in standard dictionaries such as Webster’s Dictionary of Computer Terms.
Terms that uniquely apply to this User Manual are listed in the following table.

Term/Acronym Description
DCT Diagnostics Collection Tool.
Plug-in A module in DCT that collects a specific type of data. For

example "Installed Software" or "Event Log".

Node Interrogator A service that is running on all machines ("nodes") which
have DCT installed. This DCT uses the Node
Interrogator to collect data, plug-ins list etc.

Command File A file containing a node and plug-in selection. These
files are created in the Collection Tool by saving the
current selection.

Collection A collection is the result of collecting data. All data
collected at a certain time is considered to be part of the
same collection, regardless of how many nodes and
plug-ins that were collected from. Data collected from
one node is compressed and zipped into a single file. All
these compressed files together (one file from each
node) will make a collection.

Released User Manuals and Release Notes

A complete list of all User Manuals and Release Notes applicable to System 800xA
is provided in System 800xA Released User Documents (3BUAO00263 *).

System 800xA Released User Documents (3BUA000263 %) is updated each time a
document is updated or a new document is released. It is in pdf format and is
provided in the following ways:

2PAA101888-600 A 11



Released User Manuals and Release Notes About this User Manual

* Included on the documentation media provided with the system and published
to ABB SolutionsBank when released as part of a major or minor release,
Service Pack, Feature Pack, or System Revision.

*  Published to ABB SolutionsBank when a User Manual or Release Note is
updated in between any of the release cycles listed in the first bullet.

ﬂ A product bulletin is published each time System 800xA Released User
Documents (3BUA000263*) is updated and published to ABB SolutionsBank.
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Section 1 Introduction

ﬂ The latest version of this manual is available in ABB SolutionsBank.

This manual describes the tools available, and their purpose in the 800xA System.
These tools help in administration and configuration of a 800xA System, namely:

*  Configuration Wizard

*  System Configuration Console
*  System Status Viewer

*  Diagnostic Collection Tool

*  Consistency Check

ﬂ All the above mentioned tools can be accessed through the newly introduced
ABB Start menu.

ABB Start Menu

ABB Start menu is introduced in this release to access the ABB applications with
ease. Figure 1 is a snapshot of ABB Start menu.

It has various menu items categorized under different folders that are organized in a
collapsible tree structure. Users can open the relevant folder and click the
appropriate menu item to launch the required ABB application.

2PAA101888-600 A 13



ABB Start Menu

Section 1 Introduction

AEB Industrial [T B0ma
.' Contrel and 10
S MMS Server for AC 3000
2, Teol Reuting Service fer AC 200M
| OPC Server for AC 800M
| SeftController

) Enginsering

T

[ B Control Builder M
[ Unilities
! System
i" Cenfiguration Wizard
§f Import Export
! Systemn Configuration Consale
-*u'-';_l Warkplace
). Licensing
| Teok

Figure 1. ABB Start Menu

The ABB Start menu can be accessed in the following ways:

*  The ABB Start menu is available as a shortcut in the Desktop as shown in

Figure 5.

ABB Start Menu

Figure 2. Accessing ABB Start Menu through the Desktop shortcut

14
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Section 1 Introduction ABB Start Menu

*  The ABB Start menu is available in the Apps screen as shown in Figure 3.

Figure 3. Accessing ABB Start Menu through the Apps Screen

*  The ABB Start menu can be opened using Windows Search as shown in
Figure 4.

Search

Everywhere

star’m

ABB Start Menu

Figure 4. Accessing ABB Start Menu through the Search Window

The ABB Start Menu can be pinned in the taskbar as shown in Figure 5.

2PAA101888-600 A 15



ABB Start Menu Section 1 Introduction

Select the ABB Start Menu available from the Desktop or Apps screen or Windows
search and right-click Pin to Taskbar.

Figure 5. Accessing ABB Start Menu through the Taskbar

ﬂ If a user installs or un-installs any ABB application, it automatically reflects in
the ABB Start menu.

16 2PAA101888-600 A



Section 2 Configuration Wizard

ﬂ You must have 800xA Installer administrator rights to perform the tasks in this
section.

The Configuration Wizard is used for performing all the configuration and
administration after a completed installation of the Operator Workplace.
The Configuration Wizard handles both the server and client configuration.

Open ABB Start Menu > ABB Industrial IT 800xA > System > Configuration
Wizard.

You can browse through the steps by clicking the Back and Next buttons at the
bottom of each dialog box. You can always return to a previous dialog box and make
changes before applying the configuration data. No data will be applied until the last
dialog box of each wizard task is reached, where you click Apply or Finish.

During installation, upgrade, and configuring the system, use System
@ Configuration Console (SCC) instead of Configuration Wizard. SCC is used to
configure the system for the following configuration items:

*  Creating a new system.

*  Adding and removing Clients and Servers.
e  Connecting Clients.

*  Handling System Extensions.

When Configuration Wizard is started, a message appears as shown in the
Figure 6.

2PAA101888-600 A 17



Configuration Wizard Start-up Window Section 2 Configuration Wizard

Warning!

The following operations should be performed from the
I % Systern Configuration Console from version 6.0:

- Creation of a new system

- Connecting a client node

- Add and remove of clients and servers
- System extension handling

These functicn will be removed from the Configuration Wizard in
future releases. Using these functions will lead to problems with
updates and upgrades.

Figure 6. Configuration Wizard Warning Dialog Box

Configuration Wizard Start-up Window

When the Configuration Wizard is started it shows a start-up window from which all
wizard tasks are started, see Figure 7. The tasks are:

¢ System software User settings, configuration of the service account.

¢ System Administration, start, stop, delete and maintenance of systems.
e Start Server, starts all manually started systems on a server.

*  Stop Server, stops all systems running on a server.

*  Create System, creation and initialization of systems.

*  Restore System, restores a saved system.

*  Maintenance, maintenance of the server.

*  Applog, applog configuration.

e Connect Node, connect a client or server node to an existing system.

18
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Section 2 Configuration Wizard

Configuration Wizard Start-up Window

e Disconnect Client, disconnect a client connected to a system.

* Diagnostics, enabling of fault detection routines.

ﬂ Additional tasks may be added depending on connect families used. They are

documented in product specific manuals.

.‘.l\
)

Select Type of Configuration
Please choose which task to accomplish by selecting appropriate icon and pressing

Configuration Wizard

Mexk
Ackion Description
& System software User settings Windows Users and Groups used by the System software
-',_’.,-System Administration Skart, stop, delete and maintenance of syskem
ﬂ Start Server Starts all manually started systems on a server
aStop Server Stops all systems running on a server
[ Create System Creates a new system
ﬁ'Restore Swstem Restores a saved svstem
| Maintenance Maintenance functions For the local rmachine.
[ applog Applog settings
' Connect Mode Connect this compuker to a system
::f‘__l Diagnostics Allows enabling of Fault detection routines
Wiews Log .., < Back Mext = Exit Help

Figure 7. Configuration Wizard Start-Up Dialog Box

If you are running the Configuration Wizard from a server the tasks in Figure 7 are
ﬂ shown. If you are running the Configuration Wizard from a client the tasks System

software User settings, Create System, Restore System, Applog, Connect Node,

Disconnect Client and Diagnostics are shown.

The System Administration, Start Server, Stop Server tasks are shown, on a

server, when the system is created. The Disconnect Client task is shown on the

client when you have connected it to a system.

2PAA101888-600 A 19



System Software User Settings Section 2 Configuration Wizard

If only System software User settings is visible, make sure you are a member of
the IndustrialITAdmin group and have the right to administrate users on the local
machine or on the Domain Controller, and repeat the task System software User
settings.

System Software User Settings

The user administration is based on Windows user administration. To register a user
as a Windows user, see Microsoft documentation.

When you select the task System software User settings, Configuration Wizard,
System software User Settings dialog box is displayed, see Figure 8.

i Configuration Wizard

System software User Settings
Define the windows Users and Groups used by the System software,

Dornain: User Group:
System Admin, group name: IM-YW-ITLIS0OSS IndustriallTAdmin
System Lser, group name: | IN-W-ITLISOO0SE IndustriallTUser

Service Aocount: | IN-W-ITLISO0SEY300xAService

Password:

Apply these settings to
ol
Applicatinn logaing, koo,

Information
- The Service Account should have a password that never expires,

- Fill in the appropriate domain name For the user groups, otherwise local groups will be
used, If the local groups do not exisk, they will be created.

- Application logging is a service that enables Faulk tracing without the use of debuggers.,

Wigw Log ... < Back Cancel Help

Figure 8. System Software User Settings Dialog Box
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Section 2 Configuration Wizard System Software User Settings

¢  System Admin, group name
Members of this group have full rights in the System. Very few should be
members of this group. By default this Windows group is named
IndustrialI TAdmin.

*  System User, group name
All 800xA System users must belong to this group. By default this Windows
group is named IndustrialITUser.

¢ Service Account, used by System software
All System services run under this account. At startup the default account name
is displayed. The Service Account must be local administrator on all machines.

The entered groups are added to the Windows system if they do not already exist.
If you want to register the System Administrator and System User groups in a
domain other than the local machine, you have to enter the domain in the Domain
field.

If the user selects the Autostart System on Windows startup, the 800xA server
starts automatically along with the computer. This is not a recommended setting
when using a notebook, since the system requires a lot of resources.

If you select the Apply these settings to Application logging, too the Applog
function (see AppLog on page 53) will start with the specified service account.

ﬂ Use the NetBIOS name of the domain, eg “PTTDOMAIN" and not the fully
qualified domain name “pttdomain.abb.com”.

The windows groups created by the system are:

e  IndustriallTAdmin (may be renamed during installation in the installation
wizard).
A member of this group runs all the services and has full access to the system.

*  IndustrialITUser (may be renamed during installation in the installation
wizard).
All Industrial'™ 800xA users.

2PAA101888-600 A 21



Create System

Section 2 Configuration Wizard

After the new Windows groups are created, users can be added to the groups.

All users of the 800xA System must be members of the System User group,
which by default is, the Windows group IndustrialITUser.

Members of the System Admin group is running the system with full access,
i.e. with the Security system disabled.

Do not perform any configuration or administration work as 800xA Service user
(the account reserved for use by 800xA system services). Major functions like
audit trail and import/export will not work properly if configuration is performed
while logged in as the Service user. It is recommended to disable the interactive
login possibility for the Service user. It is also recommended that each person
using the 800xA System has a user account with the appropriate user roles
defined for this. This enables the possibility to synchronize or export the
modifications performed by a certain person.

System Software User Settings is part of the product installation if needed, can
also be applied after the installation.

If a wrong setting, regarding to the windows accounts is detected, a padlock is
shown in the tray icon (shown in the lower right corner of the screen). This is to
prevent the windows accounts of the user to be locked.

See the padlock in the figure below.

o

In most scenarios, the padlock is a result of an account verification that is not
permitted by the domain controller. To remove the padlock symbol and release
the lock state, reapply the System Software User Settings with the settings used
when installing the product.

Create System

When the system is created, using the Create System in the Configuration Wizard,
the user currently logged in is added to the system as member of the Industrial'T
800xA groups Everyone, System Engineer and Application Engineer.

22
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Section 2 Configuration Wizard Create System

It is recommended that the same user account that installed the 800xA also shall
create the system.

ﬂ US English should be used when creating the system. If you want the system to
be in other language than US English, you should install the translation of the
wanted language and add the translation using Add System Extension.

ﬂ Note that an Application Engineer does not have an Operator Role by default.
This means that there are tasks an Operator can perform, that an Application
Engineer can not.

It is recommended to add the System Engineer to the Application Engineer
group. It is also recommended to add the Application Engineer to the Operator

group.
1. Start the Configuration Wizard from the ABB Start Menu.

2. Select Create System, and click Next.

2PAA101888-600 A 23



Create System Section 2 Configuration Wizard

@h Configuration Wizard

Select Type of Configuration
Plzase choose which task to accomplish by selecting appropriate icon and pressing

Mexk

Action Description
& System software User settings Windows Users and Groups used by the System software
EECreate System Creates a new syskem
H:'Restore Swstem Restares a saved svstem

| Maintenance Maintenance functions for the local machine.,
-] applog Applog settings

' Connect Mode Conneck this computer to a swstem
::':J Diagnostics Allows enabling of Faulk detection routines

Wiews Log .., < Back Mext = Exit Help

Figure 9. Configuration Wizard - Create System

3. The Create New System dialog box is displayed. It is used to create an
Industrial'T 800xA System on the Aspect Server node. Enter a Name and a
Description for the system, then select one of the radio buttons in the Server
Type area.
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Section 2 Configuration Wizard Create System

& Configuration Wizard

Create New System
Define name and description of the system,

Mame: S00:¢A Systam|

Description: The svstem as created by the Configuration Wizard

Server Mode: IN-W-ITLISOO0SE

Server Type

() Aspect Server

(@) Aspect Server and Conneckiviby Server

Wiews Log .., < Back Cancel Help

Figure 10. Create System Dialog Box

Server type Aspect Server is used for medium and large configurations when it
is recommended to run Aspect Server and Connectivity Server on separate
nodes. The Connectivity Server must then be added later on, see Nodes on page
38.

Server type Aspect Server and Connectivity Server is used for small
configurations such as a Single node configuration. If this Server Type is
marked the Aspect and Connectivity Server will run on the same node.
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4. In the next dialog box you specify data directories, see Figure 11.

@h Configuration Wizard

Create New System
Define paths to data directories:

Server Data:

CrioperatelThata

Server DataZ:

C:\OperatelTDaka

Swstern Data:
CioperatelThata

Workplace Data:
C:\OperatelTData\ Temnp

Views Log ... < Back Cancel Help

Figure 11. Define Data Directories

Use a local disc on the Aspect Server node. Using a network disc will severely
@ decrease the performance of the server and risk the entire system availability.

5. If not using network filtering click Next in the next dialog box. This will take
you directly to Step 7. If using network filtering mark the Use network
filtering check box. Enter the number of network areas used in the Number of
network areas text field. Click Next. For more information about network
filtering and areas, see System 800xA, Network, Configuration (3BSE034463%).
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@h Configuration Wizard

Create New System
Configure Syskem Metwork,

Use netwaork Filkering (Highly recommended)

Muriber of network areas with Client - Server communication
in the syskem netwark,

1

Information

This is ko make sure that correct network is used For syskem
communication between Clients and Servers, Count network, areas
used For the Clisnt Server Mebwork, Do not count network areas
used as Control Metworks, The check box can be left unchecked if
all Clients and Servers are only connected ko one non redundant
nekwork,

Wiews Log .., < Back

Cancel Help

Figure 12. Configure System Network
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6. In the next dialog box specify the primary and secondary network address for
the first network area. If more than one network area was specified in the
previous dialog box, one dialog box for each area will appear. Click Next.

W Configuration Wizard

Create New System
Configure Swstem MNetwark

Area b
Primary Metwark Address Metwork Address Mask
172 .16 . 4 . O 255 255 0252 . 0

Secondary Mebwork Address

172 .17 . 4 . 0

Wigw Log ... < Back Cancel

Figure 13. Configure Network Area Address

Help

28
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Section 2 Configuration Wizard Create System

7. Verify your settings in the Apply Settings dialog box, see Figure 14.

)] Configuration Wizard

Apply Settings

Configuration wizard will configure the syskem according ko the Following
specification:

Swstem Mame: S00xA System ~
System Description: The system as created by the Configuration Wizard

Mode "IN-wy-ITLIS00SE" will be configured as Aspect Server and Connectivity Server,

Services executed in the server:
Alarm Manager
Ewvent Storage
Soft Alarms
Basic Histary
AspectDirectory
BackupService
File: St Distribution
Lock Server
Swstern Message Server
Swstem Skatus
Tirme:
Workplace Service

Wigw Log ... < Back Finish Help

Figure 14. Apply Settings Dialog Box

8.  Click Finish if the settings are fine. The system is created.
To start the created system it may take some time.

Change of Password

If a system has not yet been created and the service account owner changes the
Windows password, the first user who tries to start the Configuration Wizard must
know the new password. You can create a system only after the new password is
entered in the System software User settings dialog box.
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Connect Node

Before a client is able to connect to a system, the Workplace client must be enabled
from the server. This is done in the Add Client dialog box as described in
Nodes on page 38.

ﬂ The System Configuration Console task System Directory Configuration is used
to configure what disks to use for the services running on a server node. Refer to
System Directory Configuration on page 62.

In the Connect Node dialog box, go to the Connect to another System on Node
drop-down menu and select the node, then click Next.

In the Connect to System dialog box mark the Set as default system check box, see
Figure 15. This changes the default system for the client to be the same as the
default system on the connected server.

E Configuration Wizard

X
Connect to System ..:

—Select System ko connect

| Description
The system as created by the King o

| | i

™ set as default system

‘Wiew Log ... | < Back I Mext = I Cancel Help

Figure 15. Connect to System Dialog Box

You can connect a client, and set up its default system from the server node, with the
Add Client task, without having to go to the client node physically.
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System Administration

System Administration

General

To enter the Configuration Wizard task for system administration select the System

Administration task in the Configuration Wizard and click Next, see Figure 7.
In the Select System dialog box, select the system you want to administrate, see

Figure 16. Click Next.

)] Configuration Wizard

Select System
Pick the system to perform Futher actions on

Swstem MName State Start with server

Figure 16. Select System Dialog Box

ﬂ In this version only one system is supported.

The Configuration Wizard task for system administration appears.

o] Configuration Wizard

Select Type of Configuration - 800xA System
Please choose which task to accomplish by selecting appropriate icon and pressing

Mext
Ackion Description
E“System Extension Maintenance Syskem extension update and completion of aborted swstem &
EySystem Extension Load Initially load extension
Systems Start, stop or delete a system
o Modes &dd or remove nodes
.!El. System Metwork, Configure syskem network,
& Users Add o remove Windows users in the system
[V Erviranment setup Select the wanted environment setup,

Figure 17. System Administration Dialog Box
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System Administration Section 2 Configuration Wizard

The following administrative tasks are performed with this Configuration Wizard
task:

*  System Extension Maintenance, used for loading of system extension
updates.

*  System Extension Load, used for loading of system extensions.
e Systems

—  Start, start of the services for a system.

—  Stop, stop of the services for a system.

—  Delete, delete a system.

—  Set Default, setting the default system.
* Nodes

—  Remove Client, remove client nodes from a system.

— Add Client, add client nodes to a system.

— Remove Server.

—  Add Connectivity Server.

— Add Redundant Server.
*  System Network, configure system network and network area addresses.
*  Users, add and remove users to/from a system.

*  Environment setup, enabling of multiple environments.

System Extension Load

The System Extension Load dialog box is used to add a system extension to a
system after its creation.

1. Start the Configuration Wizard on the primary Aspect Server node.
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System Administration

2. Open the System Extension Load dialog by selecting: System Administration
> Select System > System Extension Load.

B00xA System - System Extension Load
Maove extensions vou wish to load From left ta right lisk

Arrange load order according to dependencies by clicking column header

fWr Configuration Wizard

M ame Installed N Press header to autosort
ABB EOW 5141
ABB SFC Wiewer 515 <
ABB VWideOMNet Connect 5141
B
Lcd
Drescription

Wiew Log ... Mext =

Figure 18. System Extension Load Dialog Box

Cancel Help
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System Administration Section 2 Configuration Wizard

3. Select the system extension to load in the list in the left pane and move it to the
list in the right pane by clicking >. To move all the system extensions from the
left pane to the right pane, click >>.

wh Configuration Wizard

B00xASystem - System Extension Load

Mowe extensions you wish ko load from left ta right: list
Arrange load order according to dependencies by clicking column header

Press header to autosort

W AEE SFC Viewer
24 ABE VideOMet Connect

Marme Installed
ABE EOW 511

LS

Figure 19. System Extension Load - Selected System Extensions

4. The Red Cross, Green Checkmark and Warning icons indicate the status of the
dependency evaluation. The Green Checkmark icon indicates that the system
extension must be added first, and the Red Cross icon indicates that the system
extension can not be added until the dependencies are loaded. The order of
which the extensions in the right column list will be loaded is top-down.The
Warning icon indicates that the system extension can be loaded, but that there
is additional information available in the lower part of the dialog box. The
additional information can for example be that the system extension contains
aspect types that are not environment aware.

If the list in the right pane contains more than one system extension, click
Press header to autosort to sort the system extension load order with regard to
dependencies.

B Configuration Wizard =
TICCO1 System - System Extension Load .
Move extensions you wish to load From left to right list -.

Arrange load order according to dependencies by clicking column header

Mame | Installed I Fresz header to autosort
Central Licensing System Estension h.015 > | ¢ 40 A00 Connect
¢ | V7 Safeguard Connect

/4 SFC Viewer

>>|

Figure 20. System Extension Load - Ok to Load
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Section 2 Configuration Wizard System Administration

5. All system extensions in the right pane should be marked with the Green
Checkmark icon or the Warning icon, click Next and the Apply Settings dialog
box appears.

6. Click Finish. The system extensions will load into the system.

7. A progress dialog is shown during the load. Click View Log to view log
messages during load.

The load is aborted if:

ﬂ - the user aborts the load by clicking the Abort button.
- an error occurs, for example if the Configuration Wizard fails to load a file into
the system.

An aborted system extension load can be resumed from the System Extension
Maintenance dialog.

8. When the load operation is finished, click Finished and view the Configuration
Wizard log to verify that no errors occurred during the load.

ﬂ The server must be running to start the system.

After the system extension maintenance load is completed, sometimes the older
customer adaptations are overwritten by the default system configuration updates
that exist in the same import file.

Therefore, it is recommended that a list of customer adaptations is extracted from
the existing system before the update or upgrade. This can be done using the Find
Tool.

The Find Tool provides functionality to search for Objects and Aspects. It is
possible to extend the tool and search features with attributes, columns, and
additional operations. It is possible to search for Aspects created by a system
extension, which has been modified by an user account.

To know more on collecting the data of the customized Aspects before the system
update or upgrade, refer to the System 800xA 5.1 to 6.0 Upgrade Manual
(2PAA111694%).

For more information about using the Find Tool, refer to the System S800xA
Operations Operator Workplace Configuration (3BSE030322%).
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System Extension Maintenance

System Extension Maintenance is used to load updates into the system, for example,
service packs. It can be also be used to resume aborted system extension loads.

See System Extension Load on page 32 for information on how to load an update of
a system extension.

Systems

Start System. To start a system follow the steps below:

1.  Go to the Configuration Wizard and select System Administration,
click Next.

2. Mark the system you want to start and click Next.
3. Select Systems, click Next.
4. Select Start in the Systems dialog box and click Next.

@t Configuration Wizard

Select Type of Configuration - 80DxASystem

Please choose which task to accomplish by selecting appropriate icon and pressing
Mext

Ackion Description

I_,, Stark Start systemn

astop Stop systemn

’__*Delete Delete system on a node

—’E Set Default Select current system as default system

Figure 21. Systems Dialog Box

5. Click Finish in the Apply Settings dialog box. The system is now started.

Stop System. To stop a system follow the steps below:

1. Go to the Configuration Wizard and select System Administration,
click Next.

2. Mark the system you want to stop and click Next.

36
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Section 2 Configuration Wizard System Extension Maintenance

3. Select Systems, and click Next.
4. Select Stop in the Systems dialog box and click Next, see Figure 21.
5. Click Finish in the Apply Settings dialog box.

Delete System.

When the system is deleted all application data is also deleted. If you want to save
the data, you have to export it using the Import/Export tool, or you can perform a
backup.

When making an upgrade from one version of the system to another you use the
Backup and Restore function.

ﬂ The following does not apply to a system running with redundant Aspect and/or

parallel Connectivity Servers. Then you first have to stop the servers by choosing
Stop Server in the Configuration Wizard Startup window before deleting the
system. For more information about stopping the server see Stop Server on page 48.

To delete a system follow the steps below:

1. Go to the Configuration Wizard and select System Administration,
and click Next.

Mark the system you want to delete. Click Next.
Select Systems and click Next.

Select Delete, see Figure 21, click Next.

Select system and click Next.

Click Finish in the Apply Settings dialog box.

A T R

Wait a few minutes, and when the Configuration Wizard appears again with the
System dialog box the deletion of the system is completed.

8. Click Exit.

Set Default .
If you want to have a certain system as default system follow the steps below:

1. Select Set Default in the Systems dialog box, see Figure 21.
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System Extension Maintenance Section 2 Configuration Wizard

2. In the next dialog box, choose which system that shall be the default system,
then click Next.

3. Click Finish in the Apply Settings dialog box.

The selected system is now the default system, and the System Administration
dialog box will appear.

Nodes

Remove Client. To remove a client follow the steps below:

1. Inthe System Administration dialog box, see Figure 17, select Nodes
and click Next.

2. Select Remove Client, see Figure 22, and click Next.

@t Configuration Wizard

Select Type of Configuration - 80DxASystem

Please choose which task to accomplish by selecting appropriate icon and pressing
Mext

Ackion Description
#Remave Client Remove a client node
% Add Client Add a client node
#Remave Server Remove a server node

Hadd Connectivity Server Add a Connectivity Server node
Fadd Redundant Server  Add a redundant server node

Figure 22. Nodes Administration Dialog Box

3. Select the client that shall be removed. It is recommended to check the
Update remote node check box. If it is checked services will be stopped in the
remote node. Click Next.

4. Click Finish when the Apply Settings dialog box is shown. The client is now
removed and the System Administration dialog box will appear.
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Add Client. The Add Client dialog box is used to add client nodes to a server.
You must run this command on the server node. Only nodes added this way can
connect to the server.

ﬂ Before adding a client, make sure that the node to be added has 800xA System
installed. It must also have the same system extensions as the Aspect Server.

To add a client follow the steps:

1. In System Administration dialog box, see Figure 17, select Nodes and click
Next.

2. Select Add Client and click Next.
3. Select the node to add in the Client Node drop-down menu, see Figure 23.

Click Next.
[V Update remote node [V sSet as default system
Q Client Mode: Im j
‘Wiew Log ... | < Back I Mext = I Cancel | Help
4

Figure 23. Client Administration Dialog Box (Extract)

4. If the Update remote node check box is marked, this server will be added to
the clients lists of servers. If the Set as default system check box is selected,
the default system on the server will be set as the default system on the added
node as well.

5. In the next dialog box, click Finish.

You can enable several clients without updating the remote node or set the default
@ system. This makes it possible to later on connect the client to the server from the
client node without having to do any work on the server node.

ﬂ Note that clients do not give status information. This means that the System
Status Viewer in the Node Administration Structure, only gives status from
servers. Refer to Section 4, System Status Viewer.
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Remove Server.

ﬂ To stop and remove a Connectivity Server, begin with stopping the server,
see Stop Server on page 48.

1.  Go to System Administration > Nodes, and select Remove Server.

2. Select the server node to be removed in the Remove Server Node dialog box
and click Next.

3. Click Finish in the Apply Settings dialog box.

ﬂ The remove server wizard task is also used if you shall change from a redundant
configuration to a single configuration.

Add Connectivity Server.

ﬂ System 800xA software must be installed on a connectivity server before adding
the server to the system. For System 800xA software installation, refer to System
800xA Installation and Upgrade Getting Started Manual (2PAA111708%).

ﬂ The System Configuration Console task System Directory Configuration is used
to configure what disks to use for the services running on a server node. Refer to
System Directory Configuration on page 62.

Perform the following steps to add a Connectivity Server:
1. In System Administration dialog box select Nodes, and click Next.
2. Select Add Connectivity Server, and click Next.

3. Finally select Connectivity Server node from the drop-down menu in the
Add Server Node dialog box. Click Next.

ﬂ It is recommended to check the Update remote node check box. If it is checked
the server will be updated and activated.

[V Update remote node [V sSet as default system
ms Client Mode: Im j
‘Wiew Log ... | < Back I Mext = I Cancel | Help
4

Figure 24. Add Server Node Dialog Box

40
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4.

Click Finish in the Apply Settings dialog box.

Add Redundant Server.

Before adding a redundant server, which could be a Connectivity Server or an
Aspect Server, make sure that the node to be added has 800xA System installed.
It must also have the same system extensions as the primary Aspect Server.

The System Configuration Console task System Directory Configuration is used
to configure what disks to use for the services running on a server node. Refer to
System Directory Configuration on page 62.

Follow the steps below to add a redundant server:

1.
2.
3.

5.

In System Administration dialog box, select Nodes, and click Next.
Select Add Redundant Server, and click Next.

In the next dialog box, a list of server nodes, both Aspect and Connectivity
Servers, are shown. Select the server node to be duplicated, click Next.

In the Add Redundant Server Node dialog box select node in the Client Node
drop-down menu, and click Next.

It is recommended to check the Update remote node check box. If it is checked
the server will be updated and activated.

Click Finish in the Apply Settings dialog box.

System Network

Follow the steps below to configure system network addresses:

1.

Go to the Configuration Wizard and select System Administration,
click Next.

Mark the system you want to start and click Next.
Select System Network, click Next.

If using network filtering mark the Use network filtering check box. Enter the
number of network areas used in the Number of network areas text field.
Click Next.
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For more information about RNRP and areas see System 800xA, Network,
Configuration (3BSE034463%*).

e Lonmnguranon wiZara

B800xASYstem - Create New System
Configure Syskem Metbwork,

Use netwark Filkering (Highly recommended)

Murnber of network areas with Client - Server communication
in the syskem network,

1

Information

This is ko make sure that correct network is used For syskem
communication between Clients and Servers, Count network, areas
used For the Clisnt Server Mebwork, Do not count network areas
used as Control Metworks, The check box can be left unchecked if
all Clients and Servers are only connected ko one non redundant
nebwork,

Wiews Log .., < Back Mext = Cancel Help

Figure 25. Configure System Network
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5. In the next dialog box specify the primary and secondary network address for
the first network area. If more than one network area was specified in the
previous dialog box, one dialog box for each area will appear. Click Next.

Wk Configuration Wizard

B800xASystem - Create New System
Configure Svstem Metwork

Area
Primary Metwork Address Metwork Address Mask,
172 .16 . 4 . 0 255 . 255 0252 .0

Secondary Mebwork Address

172 .17 . 4 . 0

Figure 26. Configure Network Area Address

6. Verify your settings in the Apply Settings dialog box, if the settings are ok,
click Finish.

Operator Workplace User Administration. The Users icon in the Configuration
Wizard activates the User Administration dialog box.

1. Open the Configuration Wizard.
2. Select System Administration and click Next.

3. Select the system in which you want to configure users to and click Next.
See Figure 16.
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4. Select Users, see Figure 17. The User Configuration dialog box is displayed,
see Figure 27.

@h Configuration Wizard

B00xASystem - User Configuration

Marme Full Marme Group Darnain

S00xAService B00xAService Swstem Engineers, Appli... | IN-W-ITLISO0SS

Reset User Delete User Add Guest Add Windows Accounts .

Mermnber Mok member

ﬁEverynne - IndustriallTUser A
ﬁSystem Engineets
ﬁ.ﬁ.pplicatinn Engineers

g:';.ﬂnnlirarinn Mananers R .
< » EMOYE < >

ﬁOperators
<- fidd

Wiews Log ... < Back Cancel Help

Figure 27. User Configuration Dialog Box

The top window shows the Industrial'T 800xA System users. Users can be added
and deleted. To delete a user select the user in the top window and click Delete
User. The Reset button is used to reset the group membership for a user to the state
it was before any changes were made.

You must have administrator permissions to delete a user.

To add a Windows user to an System 800xA group follow the steps:
1. Click Add Windows Accounts.

44
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2. The list of the Windows users of the selected domain are shown, see Figure 28.
Select the Windows users you want to add to the System 800xA users and click

Add.
Assign Windows Account
Show members of | VIN-W-ITLISO0SE W
Tame Full Wame Descripkion

ﬁBDDx.ﬂ.Service 800=A5Service

e ________________ |

ﬁ Adrninistrator Built-in account For administering the computerd

€ cuest Built-in account For guest access to the computer

€ >
Add

Add Mames:

Figure 28. Assign Windows Account Dialog Box

3. Repeat Step 2 to add more Windows users. Click OK.

4. In the User Configuration dialog box, you can select the Industrial™ 800xA
groups of which a Windows user must be member, see Figure 27.
Select Windows user in the top window and use the Remove and Add buttons
to move IndustriallT 800xA groups to the Member of field.

Environment Setup
The Environment Setup dialog box is used for enabling of multiple environments.

ﬂ A license is required both for the Environment support option and for the Load-
Evaluate-Go support option.
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Follow the steps below to enable the function:

1. Start the Configuration Wizard and select System Administration >
Environment Setup.

2. Select the Environment support check box if you want to enable version
handling. This action is non-reversible. See Figure 29.

3. If you want to enable the Load-Evaluate-Go support (only possible to select if
Environment support is selected) select the Load-Evaluate-Go check box.

ﬂ For more information regarding version handling and Load-Evaluate-Go see
System 800xA, Engineering, Engineering and Production Environments
(3BSE045030%).

i Configuration Wizard

800xASystem - Environment setup
Select wanted environment configuration.

Matel Activating Configure-Deplay support iz non-reversible.

Ervvironment configuration

[] Configure-Deploy suppart

Load-Evaluate-Go support

Refregh Engineering environment

Help

Wigw Log ... < Back Mext =

Figure 29. Environment Setup Dialog Box

4. Click Next.
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5. Click Finish in the Apply Settings dialog box.

The Refresh engineering environment check box is used if you want to make the
Engineering Environment identical to the Production Environment. Note that this
action will remove all modifications made in the Engineering Environment.

Start Server
To start a server follow the steps below:

1. Select Start Server in the Configuration Wizard and click Next. The system in
some scenarios can prompt for a reboot. For details, refer to the information
after step three.

Wk Configuration Wizard

Select Type of Configuration

Please choose which task ko accomplish by selecting appropriate icon and pressing
Mexk

Action Description

8 Syvstem software User settings Windows Users and Groups used by the System software
.1 i . .

i I_,, Start Server Starts all manually started swstems on a server
w ) o ]
IjECreate Swskem Creates a new system
WRestDre Swskem Restores a saved swsbem
| Maintenance Mainkenance functions For the local machine,
[-lapplog Applog settings
' Connect Node Zonnect this computer bo & swskem
::/j_i Diagnostics Allows enabling of Faulk detection routines

Figure 30. Configuration Wizard - Start Server

2. Select the server that shall be started.
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3. Click Finish in the Apply Settings dialog box.

ﬂ The system prompts for a reboot.This happens if Stop all processes associated
with the Process Portal A has been executed on the selected node and that node
has not been rebooted. If Start Server is executed locally the user is given the
option to reboot immediately. If Start Server is executed on a remote server that
node must be rebooted there.

ﬂ If the system is stopped the user needs to start the system apart from starting the
server.

Stop Server
To stop a server follow the steps below:

1. Select Stop Server in the Configuration Wizard and click Next.

@h Configuration Wizard

Select Type of Configuration
Please choose which task to accomplish by selecting appropriate icon and pressing

Mexk
Action Description
& System software User settings ‘Windows Users and Groups used by the System software
-',_’_-System Adrninistration Start, stop, delete and maintenance of syskem
_Ep..prr bapbe all oozl charbed cuckarne o i
( aStop Server Stops all systems running on a server
‘ME SWELET TTEalEs o NEW S7SLEm
H:'Restore Swstem Restares a saved system
[T Maintenance Maintenance functions for the local machine.,
-] applog Applog settings
' Connect Mode Conneck this computer to a swstem
::"_J Diagnostics Allows enabling of Faulk detection routines

Figure 31. Configuration Wizard - Stop Server

2. Select the server that shall be stopped in the Shut-down Server dialog box, and
click Next.

3. Click Finish in the Apply Settings dialog box.
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Restore System

The restore will recreate an equivalent system, after a node failure. It is also a
recommended way to transfer data between one version of the system to another
during an upgrade. A restore of a system is performed from the Configuration
Wizard. The same or a later version of 800xA System and any System Extension
that was installed when the backup was done, need to be installed before the system
is being restored.

Maintenance

Available under the Maintenance wizard task are functions to use when upgrading.
You can also change the Service Account password. See Figure 32.

@h Configuration Wizard

Select Type of Configuration
Please choose which task to accomplish by selecting appropriate icon and pressing

Mexk

Action Description
& System software User settings ‘Windows Users and Groups used by the System software
-',_’_-System Adrninistration Start, stop, delete and maintenance of syskem
I3 start Server Skarts all manually started syskems on a server
aStop Server Stops all systems running on a server
gECreate System Creates a new syskem
E | 2o L Lot gty

o
(JMaintenance IMainkenance Functions for the local machine)

= Applog Applog settings

' Connect Mode Conneck this computer to a swstem

::"_J Diagnostics Allows enabling of Faulk detection routines

Figure 32. Configuration Wizard - Maintenance

system, causes problems when starting the system. In that case make sure the new

@ If you want to change the Service Account when you already have a created
Service Account is correctly configured and added to the 800xA system.

To change password when you already have a created system, see Change Service
Account Password on page 51.
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Stop all Processes

1. When upgrading all processes must be stopped. Mark the Stop all processes
associated with the Process Portal A and click Next.

@h Configuration Wizard

Maintenance functions
Functions ko use on the local machine, For example when uparading.

(®)5kop all processes associated with the ABE 800:4 Base |

(") Set: Default Drive for remote actions €2

(_JChange stored logon password For the Service Account.

Accaunt S00xASeryvice

Password

Wiews Log ... < Back Cancel Help

Figure 33. Maintenance - Stop All Processes

2. Click Finish in the Apply Settings dialog box.

3. The system prompts for a reboot. The node must be rebooted before the server
is rebooted.

Set Default Drive

When adding a server you might not want to have the Workplace Data of the system
on the same drive as the Installation Files. You can change this by selecting
Set Default Driver for remote actions, and select your own drive. See Figure 34.
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ﬂ You must change the drive locally in the server before you can add it to the
system.

@h Configuration Wizard

Maintenance functions
Functions ko use on the local machine, for example when upgrading,

() 5kop all processes associated with the ABE 80024 Base,

(®)5ek Default Drive for remoke ackions: | C:h

() Change stored logon password For the Service Account.

Accaunt S00xASeryvice

Password

Wiews Log ... < Back Cancel Help

Figure 34. Maintenance - Set Default Drive

Change Service Account Password

If the password for the windows account used as the 800xA Service Account is
changed it is also necessary to update the stored logon password on each node in the
system. This can be done with System Software User Settings if the system on the
node can be shutdown.

If it is desired to change the password “on the fly”, Change stored logon password
for the service account must be used. In this way the new password will be used on
the next service logon. The stored password will be updated for the ABB Service
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Manager and ABB 800xA Notification Service. Stored passwords will also be
updated for the AppLog service and Client Service Provider service if they use the
same account as the 800xA Service account.

1. Mark the Change Service Account Password radio button. See Figure 35.

i Configuration Wizard

Maintenance functions
Functions to use on the local machine, For example when upgrading.

() 5top all processes associated with the ABE 00x4 Base.
(") Set Default Drive For remote actions i,

(®) Change stored logon password For the Service Account,

Account B00xA5ervice

Password |

Wiew Log ... < Back Zancel Help

Figure 35. Maintenance - Change Service Account Password

2. The service account name is shown by default.

3. Enter the new password (the password set in the domain) in the Password text
field. Click Next.

4.  Click Finish in the next dialog box.
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AppLog

AppLog is a tool for getting information of an IndustriallT 800xA System and for
examining how the system is working.

ﬂ The Applog tool is mainly used by ABB service engineers.

Start AppLog
To configure the AppLog manually follow the steps below:
1. Select Applog in the Configuration Wizard and click Next.

2. Mark the Enable AppLog Service check box in the Applog configuration
dialog box. Enter the User ID with domain and password in the AppLog
service settings area.

Mark the Autostart service on Windows startup check box. AppLog will
then be started when Windows is started. Select Start in the Action area.
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See Figure 36.

Wk Configuration Wizard

Applog configuration
Enter configuration information,

Enable Applog Service

Applog service setkings

ser Accounts | S00xAService

Passward: ceeasEe

Autostart service on Windows startup
Information

- The user account used by AfvwApplog server should
belong to Industriall ThAdministrator,

Actions
Skart ) stop () Restart

Help

Figure 36. Applog Configuration Dialog Box

3. Click Next.
4. Click Finish in the Apply Settings dialog box.

Stop AppLog

To stop the AppLog server follow the step below:

1. Select Applog in the Configuration Wizard and click Next.
2. Select Stop in the Actions area.

3. Click Next then click Finish. The AppLog server is now stopped.
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Restart AppLog

To restart the AppLog server follow the steps below:

1. Select Applog in the Configuration Wizard and click Next.
2. Select Restart in the Actions area.

3. Click Next then click Finish. The AppLog server is now restarted.

Disconnect Client

This task is only available on a client node when the client is connected to a system.
To disconnect a client follow the steps below:

1. Select Disconnect Client in the Configuration Wizard, click Next.
2. Choose the system from which the client shall be disconnected, click Next.

3. Click Finish. The client is now disconnected from the system and the
Configuration Wizard window will appear.

Diagnostics
In the Diagnostics task you can configure the Watchdog function.
ﬂ The Diagnostics settings should only be used by ABB service engineers.

To configure this function follow the steps below:
1. Start the Configuration Wizard and select Diagnostics and click Next.

2. To enable the Watchdog function select the Enable Watchdog check box, see
Figure 37. When this function is enabled, unresponsive windows are indicated
with a red frame. The Heartbeat Time is by default set to 30 seconds.

A dump file can be saved containing information about the state of the
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workplace. This information can be used by ABB service engineers to facilitate
their fault tracing.

@h Configuration Wizard

Diagnostics
Diagnostics settings, These setkings affect the current node only,

Detection of unresponsive workplace windows

When this setting is enabled then all workplaces on this node are monitored by an external
watchdog process, Unresponsive windows are detected and indicated with a red border, an
exclamation button appears at the top right of the screen, making it possible to restart the
workplace or to create a dump containing the state of the workplace,

[#|Enable Watchdog (recommended); Heartbeat Time: a0

Durmp on Exception

When this setting is enabled all Process Porkal processes on this node, services and workplace,

saves all information to a dump file in case of internal errars, During the save the program will be
frozen. This setking should not be enabled on Aspect Servers or Connectivity Servers running in
a production environment without a written recommendation from the ABE support organization,

Enable Dump on Exception on This Mode

Wigw Log ... < Back, Mext = Zancel Help

Figure 37. Diagnostics Dialog Box

3. Click Next when you are done with the configuration.

4. Click Finish in the Apply Settings dialog box.
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Section 3 System Configuration Console

The System Configuration Console is a dashboard that provides a single entry point
for the global configuration settings of an 800xA system. The simple and intuitive
user interface of this tool logically classifies the configuration task groups that the
user can use for configuring the system. The task-centric framework allows easy
navigation between the tasks and task groups.

ﬂ The System Configuration Console provides an easy-to-use user interface for
configuring the system and does not replace the Configuration Wizard.
The System Configuration Console is loaded as part of the 800xA Base installation.

Open ABB Start Menu > ABB Industrial IT 800xA > System > Configuration
Wizard.

Understanding the User Interface

The System Configuration Console user interface consists of a navigation bar, a left
pane, and a task pane, see Figure 38.

© vour 2004 System TECHDOC-CLIENTL System” is not running.

] Configure Service Account = Create a new 800xA System
s Configure the Windows account to use for ‘a Creates a new 800xA System
the BOOxA system services.

Recent tasks

Figure 38. System Configuration Console
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The navigation bar includes navigation buttons and search options. The navigation
bar also provides breadcrumbs that allow the user to track the location of a current
page on the UL. The Home link # pgme allows the user to return to the default
page from any view.

The left pane provides a quick access to the recent events and tasks. The Recent
events list displays links to important events that require immediate user action, for
example, Last backup failed. The Recent tasks list displays the recent tasks in a
chronological order that the user has executed.

ﬂ The history of recent events and tasks is lost when the application is closed and
reopened.

The List all tasks link displays all the tasks that the user can execute through this
tool. To view or modify a task listed in the left pane, click the particular task to view
the corresponding details in the task pane.

The task pane displays the main administrative tasks and tools. To modify or
administer an item, select it and click a task in the task pane to view the details.

Using the System Configuration Console

The System Configuration Console is started in different modes based on the system
availability. If no system is available, the application is started in the start-up mode.
For more information about start-up tasks, refer to Start-up Mode Tasks on page 58.
If there is an existing system, the application is started in the configuration mode.
For more information about configuration related tasks, refer to Configuration Tasks
on page 59.

Start-up Mode Tasks

The Create System task is available in the start-up mode. The user can create a new
800xA system.

Follow the steps to create a new system:

1. Click the Create a new 800xA System task. Enter the Name and Description
of the new system.

2. Select the Server Type as Aspect Server or Aspect and Connectivity Server.
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3. Enter the folder path to store the following data:

Server Data.
Server Data 2.
Workplace Data.
System Data.

4. Configure the network depending on the number of network areas.

The System Configuration Console creates a system with the preferred
configuration. The Create System task also loads all the appropriate system
extensions.

Configuration Tasks

The SCM tool in the normal mode displays the tasks to administer a running 800xA
system.

Configuration tasks are grouped as follows:
*  Alarm Management.

e Appearance and Personalization.

*  Licensing.

*  Maintenance.

*  Clients and Servers.

*  Security.

. Users.
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Alarm Management

The Alarm Management task group allows the user to setup and configure the
Alarm Grouping and Alarm Response Navigation functionalities.

Alarm Grouping

Alarm Grouping is a feature in the 800xA system that allows grouping of several
alarms that requires a similar response from the operator. For more information
about Alarm Grouping, refer to System 800xA Configuration (3BDS011222%).

Alarm Response Navigation

The Alarm Response Navigation feature allows the operator to navigate quickly to
different aspects from an object. The following are the features of Alarm Response
Navigation:

*  Quick navigation to single or multiple aspects using the object context menu or
through the Alarm and Event List.

*  One time configuration or detailed configuration to enable quick navigation for
all types of objects or for an object or object instance respectively.

For more information on configuring the Alarm Response Navigation, refer to
System 800xA Operator Workplace Configuration (3BSE030322%).

Appearance and Personalization

The Appearance and Personalization task group includes the settings that affect the
appearance of the 800xA system.

Object Highlight
The user can configure the following object highlight settings:
*  Object Highlight Mode / Behavior (None, Follow Faceplate, Follow Mouse).
*  Highlight Layout.
Highlight Layout includes the style of the frame, width, padding, and color.
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Refer to System 800xA, Operations (3BSE036904%*) for more information about
object highlighting.

ﬂ These settings will apply only to PG2 graphics.

Process Object Lock

The user can configure process object lock using this user interface. Refer to System
800xA, Administration and Security (3BSE037410%*) for information about Process
Object Lock.

Workplace Configuration

The user can use the Workplace task group to manage workplace configurations.

Clients and Servers

The Clients and Servers task group includes the following tasks:
*  Load Balancing.

e System Directory Configuration.

Load Balancing

Balancing the client load among the redundant servers increases the overall
performance of the system. Load balancing configuration through the System
Configuration Console depends on the number of redundant servers and the
corresponding failover scenarios that can occur in the system.

Assigning Clients to Servers

The 800xA system supports redundant server configurations that increases system
availability, performance, and lessen the loss of data. Refer to Redundancy topic in
System 800xA, Post Installation (3BUA000156%) for more information.

Load balancing controls how clients connect to servers in different scenarios:

* A normal operation when all the servers are up and running.
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¢ When one or more servers are down.

When a server is down, to balance the load, drag and drop clients from the
Unassigned Clients list on a server representation.

Refer to Affinity topic in System 800xA, Post Installation (3BUA000156%) for
more information.

System Directory Configuration

A\

When a single disk is used to store the data of all the services, it reduces the system
performance significantly. The System Directory Configuration task allows the user
to specify separate disks for storing the data to optimize the system performance.

The configuration for this task is a two step procedure:

1. Each service that needs to store the data must be configured to use the
Server Data or Server Data 2 path.

2. The Server Data or Server Data 2 paths are then configured on each node
running the respective service, to point to one of the existing disks on the node.

After moving the Operate IT Data folder, a reconcile of all the FF OPC Servers is
required.

It is recommended that changes are made one node at a time to ensure that there
is no loss of data.

The services using the same path will be disabled when changing the disk used by
that path.

Maintenance

Backup

The Maintenance task group includes the tasks to configure the maintenance tasks
such as, backup of the application data and load system extensions. A user with an
Application Engineer role can perform the Maintenance tasks.

This function allows the user to back up application data in the following ways:
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Backup Now

When the user clicks the Backup now link, the default configuration is used to back
up the data.

ﬂ The backup can be stored only in nodes where backup service is running.

After the backup operation, the View existing backups dialog is displayed, refer to
View Existing Backups on page 63.

Schedule Backup

An operator can select to back up the data at specified intervals. When the user
enables this feature, the user can select how often the backup must be performed,
how many backups to keep before purging the oldest backup, and the location where
the backup must be performed and saved.

Purge Backup

The user can select the number of schedule backups to store on the disk before they
are removed. When the specified number of backups is reached, the system
automatically deletes the oldest backup.

ﬂ The purge function only applies to backup taking using the system configuration
console it does not include backups created using the workplace configuration.

View Existing Backups

This window displays details about the existing and ongoing backups. The user can
abort an ongoing backup or remove an existing backup from this view.

The following four colors represent the different states of a backup:
e  Blue — Ongoing backup.

*  Green — Backup finished without errors.

*  Yellow — Backup finished with warnings.

e Red - Backup finished with errors.
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Section 3 System Configuration Console

Users

Security

This task group allows the system engineers to manage users in the system.

Add User

A system engineer can select to add a new user in the system. To add a new user,
select a user from the list of domains available and click Create user.

Modify User

This task allows the system engineer to modify the user details and permissions.

Remove User

The system engineer can select and remove a user or a user group from the system.

This task group allows the user to set permissions for all users and user groups in the
system.

General Security

The user can configure the following general security settings from this console:
e Default Security Settings.

*  Logover.

*  Digital Signatures.

e Audit Trail.

e Authentication.

*  Security Report.

. Point of Control.
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Default Security

A system engineer can configure the default security settings for users in the system,
that is, select the different permissions that can be granted to users and user groups.

ﬂ The configuration settings made using this task group affects all the nodes in the
system.

For information about these settings, refer to System 800xA, Administration and
Security (3BSE037410%).
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Section 4 System Status Viewer

The System Status Viewer shows status of different parts in the 800xA System.
System status information can be available for both software processes and
hardware units. The System Status Viewer aspect can be located on objects on
different levels in all structures.

The System Status Viewer shows all objects that provide system status information.
It reflects the structure of the Control System. All status information in the System
Status Viewer is updated dynamically when a change of status occurs.

Find Child Error

Show Details Refresh Alarm and Event

View Mode Button
Show All Errors Help Button ~ Propagated

Next Error
Previous Error

AL Network : System Status Yiewer =1olx|
[~ %Wystem Status V\ewej &7 |
L 020 Itg Contral Structure j 57
Objects Status Time Descrigtfon Details |Propagation| Suppress
=5 Metwork

-6 Controller 1, Test Status Provider Type | (' |2001-06-07 16:13:19 Ves

(=65 A1 Board, Test Status Provider Detalls | @9 |2001-06-07 12:47:10 X |Yes

: tatus Provider Type €} |2001-06-07 12:23:53 Gpen Circuit X |ves

tatus Provider Type 1 Yes

63 AL3, Test Status Provider Type | Q) Yes

~-f3 Al 4, Test Status Provider Type 1 Yes

L-EF ALS, Test Status Provider Type 1 Yes

‘€3 Al6, Test Status Provider Type | @ Yes

£33 AL 7, Test Status Provider Type 1 Yes

G AL B, Test Status Provider Type T .{ Yes

[+--f5 AC Board, Test Status Provider Type Yes

{5 Cl Board, Test Status Provider Type | (1) |2001-06-08 09:18:53 |Bad Connection Yes

[#--£3 DI Board, Test Status Provider Details 1 X Yes

-5 Controller 2, Test Status Provider Details T—E X Tes

Figure 39. System Status Viewer - An Overview
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Tools in the System Status Application Bar

Columns

Use the Next and Previous arrows in the upper left part of the figure, to get the
previous or next status.

To find out where the source of the status is, click the Find Child Error button, see
Figure 39. It is possible to make all objects with errors or warnings visible by
clicking the Show all Errors button.

By default the Status Viewer displays the objects in a tree view. In the list view you
can sort the objects by different columns. To change between list view and tree view,
select the View Mode button.

Click the Help button to view the Online Help for System Status.

In the Status column an icon is displayed presenting status for an object. Objects
that do not provide system status information will not have an icon in the column.
There are three possible status results: OK, Warning or Error.

Propagated Status
-€— OK

ﬁ ~¢—— Error

Figure 40. The Status column

O v
o
(¥

The background color of the Propagated Status will either be red (Error) or yellow
(Warning). In some scenarios, there might be objects in the collapsed branch with
both Error and Warning, then Error will be shown as propagated status.
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The Time column shows the time for the last error or warning.
The Description column shows a description of the latest error or warning status for
each object.

An x in the Details column indicates that there is more detailed information
available about the status. To show it, double-click in the column.

System Status Viewer Configuration

Configuration of the viewer can be made in two ways. Some settings are made
locally for a specific instance of the System Status Viewer. The rest of the settings
are made per user and affects all System Status Viewers.

o/
H (= g | MNetwork: System Status Viewej &9 ‘
Canfig |
— Initial Expanzion of Object Tree Drefault Structure
Al |7 IEontmIStructure j

= First Errar

— Local zettings
¥ Enable local expand |EVEJ

Lancel I Apply Helm

Figure 41. Configuration View

The local settings for a specific System Status Viewer are:

e Default Structure
If the object that holds the System Status Viewer aspect is a member of several
structures, it is possible to select which structure that will be displayed first.

2PAA101888-600 A 69



System Status Viewer Configuration Section 4 System Status Viewer

* Initial expansion of Object Tree
By configuring the initial expansion of tree, it is possible to control how the
object tree in the viewer should be expanded.

When Enable local expand level is checked, the settings for expansion done in
the Config View are effective, otherwise the default settings done in User
Profiles are effective.

ﬂ Configuration can only be made if the System Status Viewer aspect is not
inherited from an object type.

The settings per user is made on the Status Viewer Profile Values aspect, located in
the User Structure.
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Reference Tool is used to view the references of a single aspect or several aspects on
the same object. The tool is started by selecting Reference Tool from the context
menu of an aspect or an object. The tool can also be started from the Start menu, and
an aspect or object can be dragged into the tool.

If the tool is used for an entire object, it displays the references of all aspects on the
object that contain references. The references are then grouped by the source aspect.

Main functions of Reference Tool are:

*  View the current references.

e Change the target of references.

*  Automatically resolve the broken references.

e Approving non-approved aspects.

Using the Reference Tool

The Reference Tool with two source aspects (Graphic Element and Graphic
Element 2) is as shown in Figure42.
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Section 5 Reference Tool

Tab Views

Dynamic References

Dynamic References are context specific and reference other target aspects if the
source aspect is inherited. These references are called Data References in Graphics
Builder.

The Dynamic References tab always shows the translated references. If it is used in
the Object Type Structure, it displays the references within the object type. If it is
used on an inherited aspect on an instance, it displays the translated references valid
for that instance.

Static References

Static References are not context specific and do not change if the source aspect is
inherited. These references are called Resource References in Graphics Builder.

The number of references displayed in each tab can be seen in the tab header. The
dynamic reference tab is selected by default.
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Main Window

Tree view in the dialog shows the references at three levels: Object, Aspect and
Property. Tree view is built hierarchically and each referenced object or aspect is
displayed once.

-ioix
¢ e
Refresh Helr_lD
Dynamic References (6) | Static References (1) |

Filter
Al Unresolved |

LEENAL]  cdusen |
References | Reference Type | Resolve Status | Relative Path |
IGrapllic Element Find and Replace...
=] -E Circulation Pump Object @ Resolved JJCirculation Pump
Graphic Element Aspect @ Resolved JJCirculation Pump : Graphic Element
= 4 Drain Valve Object @ Resolved ./Drain Valve
Graphic Element Aspect @ Resolved ./Drain Valve : Graphic Element
= DI Power Object @ Resolved [Power
=] General Properties Aspect @ Resolved ./Power : General Properties
®|0n Property @ Resolved .[Power : General Properties : On
= Ij Tank Object @ Resolved .
=] General Properties Aspect @ Resolved . : General Properties
@/ Fillvalug Property @ Resolved . = General Properties : Fillvalus
®| QutFlow Property @ Resolved . = General Properties : OutFlow
IGrapllic Element 2 Find and Replace... ||
= DI Power Object @ Resolved [Power
=] Relative Name Aspect @ Resolved ./Power : Relative Name
| Name Property @ Resolved .[Power : Relative Name : Name

Approve | Save | Closs

| NMEA|sestfre

Figure 42. Reference Tool

For example, there are two referenced properties in the General Properties aspect of
the Tank object, see Figure42. The hierarchical structure allows the user to move a
set of references from one aspect to another or from one object to another.
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v

®

®

The object named Power is displayed in the group of referenced targets labeled
Graphic Element and in the one named Graphic Element 2. This is because both
source aspects have references to properties that reside on the Power object.

Changing the references for one source aspect will not affect the references for
other source aspects.

The Reference Tool is a general tool that does not have complete knowledge
about the internals of every aspect. Some operations might be done in aspect
specific tools. For example, if a broken reference in a PG aspect cannot be
corrected using Reference Tool, the user should open the Graphics Builder and
correct it manually.

If references are changed, the Reference Tool window is immediately updated to
show the new references. Click Save to store these references in the source aspects.

The Reference Tool window is not updated automatically if changes are done in
other Reference Tool windows, or in the Graphics Builder. If the Reference Tool
has been open for a while, click Refresh to update the tool with latest
information. This is essential before performing the new changes.

The users are allowed to configure the columns visible in tree view of the Reference
Tool window, by selecting Show Columns in the context menu of the source aspect.
Table 1 shows the different columns.

Table 1. Reference Tool Columns

Column Name Description

Reference Displays the reference as a tree view. This column is

visible by default and can not be hidden.

Reference Type Displays the type of the reference (e.g.aspect,

property etc.). This column is visible by default.

Resolve Status Displays a status symbol followed by the status text

of the reference i.e. resolved, unresolved or any such
status message. This column is visible by default.

ID

Displays the Unique ID of the referenced entity.

Relative Path Displays the relative path between the source aspect

and the reference target.
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Changing References

To change a reference, the user can right click on a node in the tree view and launch
a browser by selecting Change in the context menu.

Right click an object to launch an object browser and right click an aspect or a
property to launch an aspect browser or a property browser respectively. Select a
compatible target.

For example, when the user selects the Tank object (see Figure42) and replaces with
another object, General Properties aspect should exist in the new object that
contains two properties with the same names. This resolves the references to both
properties.

When a reference is changed, the tree view is updated to show the current
information, including the resolve status of the reference.

Resolving References

Select Resolve from the context menu of a node in tree view to resolve unresolved
references automatically. This is successful only if the source aspect contains
symbolic name information about the target aspect, and the aspect can be uniquely
identified using the name information. The resolve context menu option is dimmed
out if the status is not set to unresolved or if the source aspect for the reference is
inherited.

The following context menu appears on right clicking header area of the columns in
the Reference Tool.

Show Columns... »

Select Resolve All from the context menu of the source aspect to resolve all
unresolved references.

Viewing References

To follow the references recursively, select a target object or target aspect and select
View References from the context menu. This opens the Reference Tool showing
references from this object or aspect.
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Approving References

Copying an aspect sometimes might set the aspect to an unapproved state. In such
scenarios, the user should view, possibly change, and finally approve the references
of that aspect. The aspect can be approved by using the Approve button. The Save
button will also approve the aspect after updating the changes.

Find and Replace

All references to an object matching a specified substring, can be changed to
another object by replacing this part of the object names. Click Find and Replace
and the Find and Replace window appears.

Graphic Element - Find and Replace #

Replace part of the object name in references.

Find what:
|a

Replace with:
|8
— Find Options
& Match case
I Match whole word
Replace All |
oK Cancal

Figure 43. Find and Replace

Specify the substring to be searched and specify the replacement string. Click
Replace All to replace all searched substrings with the new string.

To keep changed object references, click OK.

For example, consider references to the objects A102 and A1104. By replacing A
with B, the references are changed to B102 and B104 (if these objects actually exist
in the system).
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When a user is performing engineering tasks, configurations made to different parts
and aspects of the system may become inconsistent or ambiguous. This can not be
obvious and most of the times it is hard to find all such inconsistencies in a large
system. For example, you can build a Process Graphic that uses an expression based
on a property defined by an AC 800M Control Application. An application engineer
can later remove that property from the control program and your graphic has
become inconsistent. You can check this by either looking at the graphic display or
open the graphic display in the Graphics Builder. However, in a large system, you
cannot possibly open all graphic displays just to check if they work properly. Instead
you use the Consistency Check Tool.

The consistency check can be used to find such inconsistent configurations and
collects them in a consistency report. In some scenarios, consistency problems can
even be repaired from the Consistency Check Tool, but usually, you have to
manually reconfigure the specific aspect that is inconsistent.

Checking the consistency of aspects in a system can be done at any time using the
Consistency Check Tool, but it is also a vital part of the deploy workflow (described
in System 800xA Engineering, Engineering and Production Environments
(3BSE045030%)). Therefore, checking the consistency of the data you are about to
deploy, update or replace is encouraged by those tools. The Consistency Check Tool
contains a few more buttons and options, but in essence, the consistency report
presented and the actions you as a user can make are the same.

The consistency check control is used to check the consistency of aspects either
from the consistency check tool, or using the deploy, update and replace tools.
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] ]
| Replace Toal |

Consistency | Deploy Tool | | Update Tool

Checl: Tool

[
Consistency
Check
Control

Aspect Relations

Consistency

Check Logic Entity Definitions

Aspect Custotn Consistency

Figure 44. Flow chart

Consistency Check Tool

The Consistency Check Tool is started from the Plant Explorer by clicking the
Launch Consistency Check tool button in the engineering toolbar, see Figure 45.

m?

| Launch Consiskency Check tool I

Figure 45. Consistency Check Tool Icon

A new instance of the Consistency Check Tool will then launch. You can have any
number of consistency check tools active at the same time. The Consistency Check
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Tool, when launched from the Plant Explorer, is empty from start, see Figure 46.

a? Consistency Check = el

@ @ e
Addltemn  Options  Help

Name (@ 0Emors | A DWamnings | (&) Olnformation ¥ Open

I Description Source Repairable  Path Categary Spstem Extension Time

Check Cancel

Figure 46. Consistency Check Tool launched from the Plant Explorer.

The left area lists the items you want to check the consistency for. This may be
anything from a single aspect to a complete AC 800M Control Project. The right
area lists the inconsistencies found and also allows you to save the consistency
report or load an existing consistency report.

Items to check the consistency for can either be dragged and dropped from the Plant
Explorer or added by using the Add Item button. Clicking the add item button will
show the Select Item dialog, see Figure 47. In this dialog you can either choose what
control project, control application or library to check, or you can select the
Structure View and then select exactly what object or aspect to check.
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[ Select Item

‘E‘ ProcessGraphics
|8l ProcessGraphics 1.1-3
Proc 3D lements

gl sFCPg2 1.00

Help Add AddiCloze Lloze

Figure 47. Select Item Dialog Box

Performing a Consistency Check

Consistency Checker Tool can run out of memory and crash if large structures are
checked for consistency. Restart the tool and check the structures by dividing
them into small parts.

When the items you want to check has been added, you click Check to start
checking the consistency. The consistency check then walks through all aspects of
the selected items and performs a consistency check on each aspect. Since this may
take some time, it is possible at any time to stop the consistency check by clicking
Cancel. The consistency check will then stop checking the consistency of the
remaining aspects but the inconsistencies already found will be presented in the
consistency report.

When the consistency is checked for an aspect, the consistency checker first looks at
the aspect to find out if there are any inconsistencies that the system could discover
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Section 6 Consistency Check Performing a Consistency Check

by itself. This includes checking aspect references and entity definitions. The
consistency checker automatically validates the references of the aspect against the
system. The broken or ambiguous references are reported as errors.

The aspect itself can perform additional consistency checks by implementing the
aspect consistency check interface. The consistency check will then call the aspect
and the aspect can perform any custom consistency check and report back to the
checker.

These checks are done by default, and the behavior can be customized through the
Options dialog window opened up by clicking the Options button in the toolbar. See
Figure 48.

T _loix]

Consistency check options
Select which checks the consistency checker should do

r—Enable checks for:
¥ Aspect consistency
¥ Reference consistency
™ Scope consistency

™ Rescue consistency

[V Skip released libraries

Finish I Cancel Help

Figure 48. Consistency Check Options

Select aspect checking (including entity checking) and reference checking
individually. Checking references between aspects consume more time. Hence this
reference check can be skipped if the user feels that all references are perfect.

Reference consistency, by default, checks only for target existence and not for the
valid target location scope. Select Scope consistency to check for the target objects
residing in a valid scope. For example, a valid reference scope may be within a
composite object type. When the Scope consistency feature is enabled, the
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8t Consistency Check

consistency checker tool detects any reference defined from one object type to
another object type and reports the scope inconsistency error.

Additional check of rescue information for references can be requested in the
Options dialog. The rescue data is an information (for example, the name of the
target object), and is used to repair the reference if broken. The existing rescue
information (if any) is checked for correctness and errors by enabling the Rescue
consistency check box in the Options Dialog.

By default, the consistency checker skips aspects in released libraries (they cannot
be repaired). The user can check released libraries by enabling Skip released
libraries check box in the Options dialog.

In the example (Figure 49) below, a Control Project has been checked and two
errors detected. The two first inconsistencies comes from the same aspect;
PX:Bookmark. The warning was generated by the aspects custom consistency check
and tells the user that a file viewer aspect that was used no longer exists.

The second inconsistency was calculated by the Consistency Check Tool by
validating the references of the bookmark. It also detected that the referenced aspect
no longer exists and reports this as an error. In this case, the same aspect yielded two
inconsistencies for the same problem; that the configured file viewer no longer
exists. In some scenarios, it would make sense for the aspect to try to report a more
detailed description of the problem than the general type errors that the consistency
checker can produce.

¢ 0 e
Addltem  Options  Help

Narne
C1_misingprocess

‘@ (Emors |A 2'wamings |[D Dirfomation % Print | Save ¥ Open

I Description Source Repairable |~ Path Category System Ex
£ Reference to uniesolved color GeneraBrackColor MikingProcessFirs E... [Cantrol StructweRo...  Graphic Element  Process Py
£ Reference to uniesolved colar unackMediumdlarmnl ght MiringProcessFire E... [Cartral Structure]Ro...  Graphic Element  Pracess Py

1
1
$ >

Consistency check finished with wamings

Figure 49. Consistency Check with two Errors
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Section 6 Consistency Check Resolving and Repairing Errors

The consistency report contains a lot of columns and the report can be sorted on
each column by clicking the column header. This can help to locate similar types of
problems by e.g. sorting the reported inconsistencies by aspect category by clicking
the Category column. It is also possible to see what system extension the specific
aspect comes from if you need help to resolve or fix the conflict.

B Consistency Check

e O e
Add ltem Options  Help

Hame |® 0 Errars IA 2"/ amings |G) Olnformation o Print | Save | % Open

C1_misin

I Description Source Fepairable  Path Category Spstem E xtension Time

/M Reference to unresalved color: GeneralBla... MizingProcess:Fire Element [Control Stucture]Root/...  Graphic ElL..  Process Portal & 3/10/200811:32:20..
4 ¥ /M Reference to unresalved calor: unackMed. MizingProcess:Fire Element [Contral Stucture]Root/...  Graphic Bl Process Portal & 3/10/2008 11:32:20.

Consistency check finished with warnings

Figure 50. Columns in the Consistency Check Tool

By right-clicking an inconsistency in the report, you either repair the aspect or look
at the details for that specific inconsistency. The details will contain a lot of
information and some of it may only make sense to a skilled engineer.

Resolving and Repairing Errors

In most of the scenarios, the consistency problems reported by the Consistency
Check Tool will require that you locate the aspect that reported the problem, the
source, and use the configuration view or similar for that aspect to resolve the
problem.

For example, if a graphic display has an expression that refers to a property that no
longer exists, open the Graphics Builder for that graphic display and correct the
expression.

In some scenarios, an aspect can be automatically repaired by the Consistency
Check Tool and this can be seen in the Repairable column. A repairable problem
can be repaired by right-clicking the row or rows that you intend to repair and select
Repair from the context menu. The consistency check will then repair the problem
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Resolving and Repairing Errors Section 6 Consistency Check

and update the consistency report. In some scenarios, you may have to perform a
new consistency check again by clicking the Check button.

In the example below, the “SimpleModule” is a inconsistent entity that can be
automatically repaired.

1 Consistency Check

=

A Ibam

Marre

Check

EiMaindpplication

l: 8 Hroken iefermnce to LocalHold F')CMan\'-‘-pnlml

Carsistercy check firighed with emor:

L]
Help

B 2Enors | A Owamngs | (@ Olrdommation ¢ Print | Save ™ Open

I Desciphon Souce Beggrable  Path

Entity refiars bo misting shucthwe node . Smplebodue.. @ [Coamingl Shuchuna Root/CN1 /P Applications P
|Caniral Stucture|Foolb!CH1 P Apphicshons.

£ 3

Figure 51. Inconsistency that can be repaired

Right-click the repairable aspect and select Repair Aspect.

1 Consistency Check

g ]
hdd tem - Help
Hame & 2Eros | A OWamngs | (2 Olrfomation 63 Print | Save ™ Open
FiiMaindpphestion
! Dascriphion Source Repaidble = Path
Enility 1efers b miszing shucluee node .. | Simplebodule .. | Yes c alior
|:‘ @ Eroken iefersnce to ‘LocalHold FMainApphcat. LAApplications P
Hedp... Fi
Salact Al Crrked
Check
€ *
Corsistercy check frizhed waith emars
Detais...

Figure 52. Repairing an inconsistent aspect
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Section 6 Consistency Check Consistency Check for Libraries

Before the reparation of the aspect is started a dialog appears that tells you to make
a backup before repairing the aspect. It is recommended to do that.

Repair, P§|

These changes can not be reversed,
It is recommended ka First make a backup of the syskem,
Do ol wank bo repair the inconsistent aspects now?

| fes | [ [s] ] [ Cancel

Figure 53. Repair Dialog Box

The Consistency Check Tool will then repair the aspect if possible and update the

consistency report. There may be scenarios when the repairable aspect still cannot
be automatically repaired because of some other problem. In these scenarios, you

must manually reconfigure that aspect to resolve the problem.

Consistency Check for Libraries

Consistency check of a specific library version, e.g. "MyLibrary 1.0-0" can be done
in two ways as described below:

1. By adding the library version to the Consistency Check tool as described
above.

2. Using the Consistency tab on the Library Version Definition aspect for a
library version object. Refer to System 800xA, Configuration (3BDS011222%),
Appendix B Library Handling for more information on Consistency
tab.

The Consistency Check tool performs a more complete check than the
Consistency tab.

ﬂ The consistency errors that are displayed by the Consistency tab or Consistency
Check Tool for the PROFIBUS Device Types (delivered in the form of Hardware
Libraries) by Device Integration can be ignored.
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i
i
¢

The consistency errors that are displayed by the Consistency tab or Consistency
Check Tool for the Asset Optimization Object Type Libraries delivered by Asset
Optimization can be ignored.

The consistency errors that are displayed by the Consistency tab or Consistency
Check Tool for the PLC Connect Object Types delivered by PLC Connect can be
ignored.

The Consistency tab is still useful to do a fast preliminary check of a library, but a
complete consistency check using the Consistency Check tool is recommended
before the library is released.

The Consistency tab is mostly intended for checking the internal object type and
library configuration, and does not check e.g. references to properties.

Workflow for Consistency Check

A consistency check should be done before and after any major changes to the
system.It is also recommended before a backup and after a restore of the system.

Consistency check can be performed as follows:
1. Consistency check of Libraries

a. Perform a consistency check on the library entities from the Consistency
Check tool. It is also possible to check consistency for a library entity on
the Library Version Definition aspect.

2. Assignments on Libraries

a. Check the aspects on all user defined libraries using the Aspects tab of the
Library Version Definition aspect. See Aspect Assignments. It is
recommended that all aspects are assigned to the library.

3. Consistency check of Applications and Controllers

a. Launch the Consistency Check tool and add all Applications entities from
the Control Structure. Check consistency.

b.  Launch the Consistency Check tool and add all Controller entities from
the Control Structure. Check consistency.

4. Consistency of Log Configurations
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Aspect Assignments

a. Create a Log Summary aspect on the Root object in Control Structure.

Verify consistency.

Aspect Assignments

Aspects that are not assigned to the library will not be part of the exported library.
They will also be left out when a new library version is created. Aspects located in
extensions libraries will also be listed as aspects not included in the library.

& BasicLib 1.4-9 : Library Version Definition
g - Y ~

Genera 1| History Aspects | Dependsncies | Library Usage | Consistency |

IV Esnecks inchded in this lbrans I Specify aspect categories I Specify modify date for aspects

between
and

Search

Aspects included in this library: Aspects not included in this library:

Aspect Library. Changs | Ohject Aspect Library.

I3
|8
A

Change | Object

|

Help

Figure 54. Aspects tab on the Library Version Definition aspect

If there are aspects in the “Aspects not included in the library” list where a library is
not assigned (the Library column is empty), move them to the “Aspects included in

the Library” list with the “<” button.
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Log Configurations
If inconsistency error is detected on the Log Summary aspect, right-click on the line

for the erroneous Log Configuration and select
Autocorrect references from the context menu.

#8 Root : Log Summary

EEE
L B P = -
[=l®]
Enabled | Object Log Configuration Path Consistency Check
Tio Log Configuration Control Network(Pr...  Passed
L1s Leg Configuration Conkral Network/Pr...  Passed
Ti1 Leg Configuration Control Network(Pr...  Passed

umber of Log Configurations: 3 Mumber of Logs: 3

Figure 55. Log Summary aspect with consistency check
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Section 7 Diagnostics Collection Tool

The ABB Diagnostics Collection Tool (DCT) is used to collect diagnostics
information for analysis from a local or remote node in a distributed LAN system.
The data is packaged into compressed cabinet (.cab) files that are attached to the
reported problem.

ﬂ System Checker tool is now merged with the Diagnostics Collection Tool.

System checker functionalities like System Information Collection, Node Report,
System Report Analyzer etc., are now available as DCT Plug-ins.

DCT must run by a user having Administrator rights, else it will lead to
inaccurate results or uncertain behavior of the tool.

If a user without Built-in administrator rights tries to run DCT, then the User
Account Control (UAC) warning dialog appears.

The purpose of the DCT tool is to unify the information gathering process for all
ABB IndustriallT products from installations at customer sites. This speeds up the
problem resolution process performed by the ABB support organization.

The ABB DCT enables diagnostics information gathering from several IndustriallT
products in a consistent way.
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The main functions of the tool are:

e  Collect diagnostics data from nodes in a distributed system.
*  Explore the contents of the collected data.

*  Analyze relevant parts of the collected data.

*  Auto collect plug-in data based on scheduling.

*  Collect basic data for troubleshooting.

*  Collect software consistency data based on predefined plug-in configuration.

Supported Diagnostics Information

A set of plug-ins supporting DCT collection capabilities are bundled with DCT. The
plug-ins are separated into two categories, 800xA and Standard.

The following plug-ins are installed with DCT:

800xA Plug-ins

These plug-ins collects data from 800xA:
. Batch!T.

*  OPC Server for AC 800M.

¢  Control Builder M.

*  Harmony Connect.

* License Information.

* Log File.

*  Shared Memory Dump.

e System Extension Checksum.

e System Report.

*  PLC Connect and SoftPoint Server.

Standard Plug-ins

These plug-ins are targeted at collecting information about the operating system:
*  Diagnostics Collection Tool.

* DLL List.

e DNS Information.
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On-line Help

ﬂ For more information on plug-ins, refer to Plug-ins on page 145.

On-line Help

Environment Variables.

Windows Error Reported.

Event Logs.
Handle List.
Installed Software.

Process Information List.

Registry Dump.
SQL Diagnostics.
System Information.
Task Manager.

User Dump.

Press F1 to invoke on-line help for the relevant DCT topic or click on Help menu.

Starting DCT

Command Line Arguments

DCT supports a number of command line arguments that configure how DCT must
start and work. To see a list of available arguments, start DCT and pass the "/?"
argument to it.

<Auto Collector>

If a file name of an Auto Collector is passed as an
argument, DCT will show the Run Auto Collector
wizard. After the Auto Collector has finished, DCT
will automatically exit.

Isilent

This option can be used together with the file name of an
Auto Collector. If this option is used, DCT will run the
Auto Collector without showing any GUI. After the Auto
Collector has finished, DCT will exit.
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Iplugindebug Specifying this will enable some tools for plug-in
developers. For example, in the Collection Tool, there will
be a Debug menu aiding the plug-in author in the
development of DCT plug-ins.

ftool:<toolname> Start DCT with the specified toolname instead of the
normal Launch Pad dialog. Valid arguments for
<toolname> is:

DataCollector - Start with the Collection Tool.
DataExplorer - Start with the Collection Explorer Tool.
DataAnalyzer - Start with the Collection Analyzer Tool.

AutoCollector - Start with the Auto Collector Creation
Wizard.

InstalledAutoCollector - Start with the "Collect Basic
Data" wizard.

LaunchPad - Start with the Launch Pad. This is the
default.

Example: Starting the Analyzer

To skip the Launch Pad and view the Analyzer Tool directly on startup of DCT, start
it as follows:

1. "<Sys dir>:\Program Files\ABB Industrial IT\Diagnostics Collection
Tool\ABB Diagnostics Collection Tool.exe' /tool:DataAnalyzer.
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Command line arguments can be specified by creating a shortcut to DCT and
modifying the Target field to include any arguments.

Eﬁul ABE Diagnostics Cellection Teol Properties @
Security I Details I Previous Versions
General | Shorteut | Compatibility
ey Wl

@‘j ABB Diagnostics Collection Tool

Target type: Application
Target location: Diagnostics Collection Tool

Target: ection Tool\ABE Diagnostics Collection Tool exe'

Start in:

Shortcut key:  None

Bun: [ Normnal window v]
Comment:
Cpen File Location l [ Change lcon... ] l Advanced... ]
[ oK || Camcel || oply

Figure 56. Diagnostic Collection Tool - Shortcut Tab

Launch Pad

The Launch Pad is the initial window seen when starting DCT. This window is used
to start other components of DCT.
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Section 7 Diagnostics Collection Tool

Efj‘ ABB Diagnostics Collection Tool (DCT)

ABB Diagnostics Collection Tool

i @ Collect Data
] ‘With the Collection Toolyou can collect data from all network nodes. The data to

collectis selected fromplug-ins installed on the nodes dedicatedfor providing
troubleshooting informationfor differentproducts (800xA orMicrosoft).

collection properties.

") Analyze Data

The Collection Analyzer provides functionality to simplify analyze of certain common
task. Among other things you can search in collections (integrated with ABB
Library), compare installed softwares and process diagnostics.

e () Create Auto Collector
An Auto Collector is a file that, when executed, starts to collect data with use of a

specified command file. By creating an Auto Collectoryou can provide users with
limited knowledge of DCT, the possibility to collect data on their system.

| = Explore Data
\ The Collection Explorerprovides functionality for browsing thecollections situated
onthe nodes. Thetool also provides features for download, delete and to view

I'm an ABB customer and I have a problem. Together with my problem report I
also want to with send some basic information that might be enough, or atleast a
good start, forthe ABB support engineerto lookinto the problem IThave.

E () Collect Basic Data for Troubleshooting

() Collect Software Consistency Data

I'm an ABB customer and I want to know the software consistency on all the nodes
in my system.Iwantto collectinstalled software information for different products
(800xA, Microsoft and other 3rd party) from all the 800x4 nodes and send itto ABB
for consistency analysis.

Figure 57. ABB Diagnostics Collection Tool

To start a tool, select the appropriate radio button and click OK, see Figure 57.
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Available Tools

The components available on the Launch Pad are:

Collect Data Collects data from the nodes in the network. For more
information, refer to Collecting Data on page 107.

Explore Data Explores the collections done with the Collect Tool. For
more information, refer to Exploring Data on page 118.

Analyze Data Performs analysis on the collected data. For more
information, refer to Analyzing Data on page 128.

Create Auto Collector Creates an Auto Collector that can be used to collect
data. For more information about how to create Auto
Collectors, refer to Creating an Auto Collector on page
99, and for general information about Auto Collectors,
refer to Configuring DCT Options on page 95.

Collect Basic Data Use this option to run one of the installed Auto
Collectors. For more information, refer to Running an
Auto Collector on page 105.

Collect Software Collects installed software information for different
Consistency Data products from all the 800xA nodes for consistency
analysis. For more information, refer to Collect Software
Consistency Data on page 143.

Refer to Command Line Arguments on page 91 to start one of the tools using
@ DCT without showing the launch pad.

Configuring DCT Options

To configure DCT options, select Tools > Options.

Modifying Results Location

Use this to specify the location where the results will be saved. This includes the
results from both collections and Auto Collectors and is also the location where
created Auto Collectors will be stored. The default location is C: \ABBResults. In
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this folder, each collection will create a new folder according to the date and time
when data was gathered.

1. To change the results directory, click Browse and select the desired directory.

ﬂ If the results folder is changed, any old collections in that folder will have to be

moved to the new location for it to show up in the Collection Analyzer and
Collection Explorer.

2. To open the relevant directories, click on the two blue links that appear below
the text field.

DCT Options

S

Collecting Data | General Settings

Results Location

specify the folderwhere collection results should be saved

C:'\WABBResults

Browse...

Mote: You mayneed to manually copy collections from the oldfolder to the newfolder,

Mode Execution
Datashould be collected from nodes:
(@) In sequence, one by one

(71 Parallel, all at the same time

[ Ok ] [ Cancel

Figure 58. DCT Configuration Dialog
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Node Execution

This setting controls how the collection jobs are executed when DCT is collecting
data from several nodes. The default value is to run the jobs sequentially. The
second alternative is to run the jobs in parallel, see Figure 58.

It is recommended to execute the jobs sequentially. Do not change this setting
from its default value unless absolutely sure that it will not have negative impact
on the system.

Deleting Results

When DCT collects data from the remote nodes, it will keep the collection in its
own results location. Over time, this can lead to a huge amount of irrelevant
collections being scattered on all nodes. This is why DCT contains options that
controls this behavior. See Figure 59 for information about the DCT delete
options.

DCT Options
-

Collecting Data | General Settings

Deleting Results

Delete results from remote node when collecting data

Show the splash screen at startup

Downloading Results

Download in Chunks

Specify Chunk Size : 10 MB

[
\

Figure 59. DCT delete options
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Delete After Collect

This option controls whether DCT should remove the collection from the remote
node after it has collected and downloaded it to the local node. This option also
controls the behavior of the Auto Collector, refer to Collecting Data on page 107.

If DCT is not setup to download results after collecting, this option will be
ignored and the collection will be kept on the remote node.

Delete After Download

This option controls DCT's behavior when it downloads collections in the
Collection Explorer. By default, DCT keeps a copy of the collection on the remote
node while downloading. Enable this option for DCT to automatically remove the
collection after a successful download, refer to Downloading a Collection on page
121.

Collections can be removed from remote nodes manually using the Delete
Collection functionality.

General Settings

Splash Screen

The splash screen is the first screen seen during startup and can be disabled during
startup. On launching DCT, select either Collect Data or Explore Data, click OK.
Select Tools > Options, uncheck the Show the splash screen at startup option.
The startup time may be slightly faster with the splash screen turned off, refer to
Figure 59.

Downloading Results

DCT splits the files into multiple equal parts before downloading to the local node,
while gathering the data from the remote nodes. The default chunk size is set to 10
MB. The file size can range from 1 to 15 MB, refer to Figure 59.
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Auto Collector

The Auto Collector tool creates a scripted collection that can run on a 800xA
system. Support engineers do not have to call customers and have them manually
select nodes and plug-ins in DCT. A support engineer creates a single file, that can
be sent to the end user by E-mail. Initially end users should launch the received file
to collect the necessary data that can be returned to ABB. Work Flow

A typical workflow of solving a customers problem using an Auto Collector is
explained below:

1. End users identify a problem and calls ABB support lines.

2. The support engineer creates an Auto Collector file and sends it to the end user.
3. The file is received and is run on the end user’s system.
4

The Auto Collector files collect data from the local node and send it back to
ABB.

5. ABB support engineers analyze the data and identify a solution for the
problem.

6. A solution is provided by ABB to the end user.

Creating an Auto Collector

To create an Auto Collector, open DCT and select the Create Auto Collector
option.

A new dialog will appear that will guide you through the process, see Figure 57.
@ Double-click on the image or the description text of a tool to start it.

Message Page

A message is displayed before the actual collection begins. It can be anything that
makes sense to the user, but it is good to provide some short information about why
one should run the Auto Collector.
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Customer Message Page fof 7 B oA

Enter a message bo show to the customer when the Auta Collector is run.

Template: | 1 Phease run this Auto Collector and send... -

Please run this Auto Collector and send the results badk to me. If you have any questions, you can
reach me at +46 123-45578 or on email aboifdef.gh

Figure 60. Customer Message Dialog
Adding and deleting a new message template to the list can be done as follows:

1. To add a message template, write a message in the text box and click Save, see
Figure 60.

ﬂ The first couple of words are used for the title of the message. To use this
message template choose it from the drop down list.

2. To delete a template from the list of installed templates, select it from the list
(the message will show up in the text box), and click Delete, see Figure 60.

A template can be deleted by pressing the Delete key on the keyboard while the
@ message template list is selected.

Password

The Auto Collector can be password protected and will not run unless the correct
password is entered.
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Split Page

The Split Results option automatically splits the results on a machine into smaller
parts. Use this option to break larger files into smaller parts before transferring
them. A couple of predefined sizes are available in the drop down menu. To
customize the size, select “Custom Size” in the list and enter the size in megabytes.

Scheduling Page

If the Auto Collector is scheduled and the Auto Collector file is launched once, it
will reschedule itself to run at a different time. Selecting the check box at the top of
the page enables scheduling and the rest of the controls in the page.

If the Schedule this Auto Collection option is enabled, manually run the

ﬂ autocollector file for the first time after creating it. This adds the file to the
Windows Scheduled Task. The Auto Collector file then runs according to the
configuration in Scheduling Options.

Setting a start time

The start on time indicates the time and date when the Auto Collector must run for
the first time. It can either be a specific time or relative time from then the Auto
Collector file is clicked.

Scheduling Options
Staton (%) Fixed time: 2008-04-03 11:38 hd
) Relative time; El: from launch time.

Figure 61. Scheduling Options

If a Fixed time is selected, the Auto Collector file is launched on the target node.
The auto collection will be scheduled to run at the date and time specified in the
Fixed time of the scheduling options, see Figure 61.

If a Relative time is selected, the Auto Collector file is launched on the target node.
The auto collector runs after the specified time elapses following the first launch of
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the auto collector file. A relative time can be specified in terms of Minutes, Hours,
Days, or Weeks. Let us consider the below example.

Relative start time example

A relative time is specified with a setting of four hours from launch time. The Auto
Collector is sent to the end user and can be started by double clicking on it from
Windows Explorer. If the time is 09:45 (AM) on the end user’s machine the Auto
Collector is set to schedule itself and will not collect any data at this point. The
scheduled start time is calculated to be 09:45 + 4 hours. At 13:45, the system
invokes the Auto Collector and starts collecting data.

Intervals and Number of Runs

If the Auto Collector is required to run several times, an interval and total number of
runs must be specified. The run setting specifies the number of times the Auto
Collector collects data before removing itself from the schedule. An interval must
be set if the number of runs is greater than one. The interval specified is in minutes,
hours, days, weeks or month between each run, see Figure 62.

Mumber of unz: |2 3:
Run gvens |2 El: Minutes L

Figure 62. Interval Settings

Verifying the Schedule

At the bottom of the page, there is a text message in English, describing the selected
settings, see Figure 63. Use this to verify the selection with the expected behavior.
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Schedule  Even 2 minutes, starting Mon, 03 Apr 2006 11:47:46 GMT

Figure 63. Verify Schedule Settings

Contact Information Page

The information entered here can be seen while running the Auto Collector.

ﬂ End users may not know how and where to return the results if correct
information is not entered here.

The Support Case ID number related to this Auto Collector should be added along
with the contact information. The Case ID can be anything, but typical usage could
be a ABB Supportline or PowerHelp numbers or similar. This Case ID will be
displayed and included in the results returned.

Input Checking

The text boxes have input checking and will indicate when something is incorrectly
entered in the fields. An incorrect field is highlighted by the little warning icon at
the right side. It is possible to continue using the wizard even when these icons are
shown.

ﬂ The Auto Collector wizard expects inputs like Name, E-mail, Telephone, and
Case Number (optional).

Command File Page

The Command File is an XML file containing information about the nodes and
plug-ins to be queried. Export Command file is used to generate the command files
that can be opened in DCT 5.0 or previous versions.

It is possible to add several command files to an Auto Collector. Each file will run
separately and all result files will be merged in the end.

To add a file to the list:
1. Click the Add button.
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2. When a file browser dialog pops up, select the required files.
@ It is possible to select multiple files in the file browser dialog.

To remove a file from the list, click the Remove button after selecting the file from
the list.

To create a new command file:
1. Click the Create Command File... button.
2. Select the nodes and plug-ins from the Collection Tool window.

3. When done selecting, save the new command file and close the Collection Tool
window.

The newly created command file will automatically be added to the list of command
files.

When creating the command file for nodes existing on a separate customer

ﬂ network. It is important that the node names match with what exists on that
network otherwise the autocollector file will not be able to collect diagnostics for
that designated node with node name mismatch. Contact ABB Technical support
when configuring the export command file.

Install Collector Page

The created Auto Collector can install itself on the end user’s machine and can be
invoked at a later time. This may be beneficial if the problem under investigation is
occurring often and needs the same set of log information every time. The end user
can run the installed collector and send the results with the initial support request
without ABB Support sending an Auto Collector first.

To install the Auto Collector, enter a description of it in the text field. This
description will then be available in the drop down list of installed collectors.

ﬂ The description entered should be formulated as a symptom description.
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Summary Page

The Auto Collector created will be in the results directory specified in the option
dialog. For more information, refer to Modifying Results Location on page 95.

Running an Auto Collector

An Auto Collector is a script created by the support engineer to collect information
about a faulty system. It does this by querying the nodes in the system for the
information determined necessary to solve the problem.

The result of the Auto Collector will be one or more.cab files containing various
information such as log files, DLL lists and version information. The results must be
returned to ABB Support after the Auto Collector has finished its run.

Starting an Auto Collector

There are two ways to start an Auto Collector:
1. Starting an Auto Collector file directly.
2. Running a pre-installed Auto Collector.

Auto Collector files are typically sent from ABB Support to help end users with a
reported problem.

To start an Auto Collector file, double-click on it in the file explorer or in the E-mail
program. A wizard guides the user through the rest of the process.

Installed Auto Collectors should be used as a first step to speed up the problem
tracking process. Typically, a couple of preconfigured Auto Collector scripts are
installed along with DCT that provides a good selection of plug-ins and nodes
aimed at solving generic problems.

Running an Installed Auto Collector

Select a symptom that best matches the problem from the list. When uncertain what
the problem could be, or nothing in the list matches the problem, select “I don't
know what the problem is” from the list. For more information, see Figure 64.
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Please select a symptom from this list w

Please select a symptor from this list
It seems to be a performance problem
It seems to be a netwoarl: problem

I don't know what the problem is

Figure 64. Available Symptoms

Providing Additional Information

Enter any additional information about the problem which is relevant to ABB
Support. It can be a problem description, contact information or something else.
Specify the Support Case ID number of the problem. Leave this field blank or at the
default value if uncertain of the number.

Selecting Results Location

This page is displayed, only if there is insufficient amount of disk space in the
default location.

Use the Browse to select a location to save the results. It is possible to select
network locations too.

While importing the auto collector data or launching the auto collector file on a
local node from a network path without mapping the drive may lead to
unexpected error.

The resulting .cab files can be quite large in size. Sending this file by E-mail is
dependent on your E-mail system configurations. Contact your local IT
administrator for assistance if necessary.
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Collecting Data

The collection functionality is the most significant feature of DCT. It allows
selecting the type of data and the set of nodes to collect data from. Data collected
can be viewed or analyzed using other tools available in DCT.

Starting the Collection Tool
To start the Collection Tool:

1. Double click on the image or on the description to start the DCT application,
for details, refer to Starting DCT on page 91.

The Launch Pad is displayed after the initial splash screen.
2. Select the Collect Data option from the list and click OK.

Making Your First Collection
To collect diagnostics data:

1. Select the nodes and plug-ins for these nodes from the list. Figure 65 shows the
Collection Tool and a number of nodes and plug-ins.

2. Set the network type to use.

When the Collection Tool is started for the first time, it will show only the local
machine.
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"= Collection Tool

File Edit Yiew Select Tools Help

i B EH 2 B

Metwork Open  Save || Download  Collect!

=10l x|

a &

Explore  Analyze

Total 6 nodes Found:

[~ ABB-DELL1

 Properties
ABB-E7BG3GMERYA {cannot be loaded) % LEONARD
EIP
IN-L-IMXI00605S

LECMARD
-1 B00xA

Rales: M_icrosoft (05 version: 5.1)
- Warkstation
[ Device Library Wizard Log Information S00xA PPA
Standard
B[ OPRSERVER

Aspect Server
[+ Application Server

Contains: 2 plug-ins
T

Figure 65. Collection Tool

3.

Click the network type button in the top left corner of the toolbar to change the
network type, see Figure 66.

®® Collection Tool

File Edit Wiew Select

ol & &

Local Open  Save

Tools Help

SR |

Lownload Colledk!

a &

Explore  Analvze

f:__} Shiow only local node (LEORARD)
P List all nodes in the current domain

" List 800xA PRA nodes

Figure 66. Collection Tool Options
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4. Select one of the network types (800xA Nodes, Network, or Local Node) from
the drop down menu.

Show only local |Displays only the current machine in the list.
node

List 800xA PPA |Displays all machines that are part of the same 800xA network as the
nodes local machine.

List 800xA PPB | This network type is only available in Melody connectivity and Melody
nodes Config server.

Displays Melody connectivity and Melody Config server that are part of
the same 800xA network.

List all nodes in | Shows all machines that can be found on the network (current domain or
the current workgroup).
domain

ﬂ DCT will only extract information from the nodes that are on the specified
network.

Selecting What to Collect
To begin collecting information:

1. Click the + sign on the left of the node name to expand it.
ﬂ The node can also be expanded by double clicking on it.

For for the selected node, DCT starts loading the plug-ins immediately if they have
not been loaded. This takes a couple of seconds to complete, and will be indicated
with a short text next to the node name, see Figure 67.

-"|_ IN-L-INXI00808S
I LECHARD (loading plug-ins, please wait...)
[ OPRSERWER

Figure 67. Options to Collect
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2. Once the plug-in list is received, select it and configure them, see Figure 65.

3. Use the tree to select other nodes and plug-ins while DCT is still loading.

ﬂ An error message will be displayed next to the node name if the plug-ins cannot
be loaded for a node, see Figure 65.

Information about the currently selected element in the tree can be seen in the
properties panel to the right of the tree. For example, if DCT cannot load plug-ins
from a node, it will display the reason in this box. Successfully loaded nodes will
show the plug-ins.

4. Select a plug-in to view details about that particular plug-in.

Collecting the data

To start the collection:

1. Click Collect in the main toolbar.

2. Enter a description for the collection.

This description will be attached to the collection results and will be shown while
exploring or analyzing the data, refer to Description Dialog on page 112.

3. Click OK after entering the description.

The collection progress window appears. The progress and status of all selected
nodes can be viewed in this window. Figure 68 shows one node and the collection
was successful indicated by the status label. A result is also generated.

I‘"! Collecting Diagnostics Information

IE Wigw Log '@ Collection Explorer

Marme | Progress | Message
LECMARLD: Finished CABBResults\0S_09_07_14_ 28 49%eonard_05_09_07_14_ 2

Figure 68. Status of collection

Sometimes one or more nodes do not produce an output as shown in Figure 69. Also
shown in Figure 69 is a node could not be contacted, and the reason is displayed in
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the next column. Here the Node Interrogator was not running on the selected

machine.
Marne | Skaktus | Message
AEB-DELLL Erar Failzd ko contack Mode Interrogator
BEB-E7EGIGMERYS  Emor Failed to contact Mode Interrogator

EIF Doubie-Click fo faad
IN-L-IN=I006055 Executing... —
'@5@"‘“ w... Finished .
Hl'""“ﬂﬂp_iﬁk-ﬂ"c:&fﬂ_b/* -

Figure 69. Collecting Diagnostics Information

Exploring or Analyzing Data

Exploring or analyzing the collected data is the next step. Refer to Exploring Data
on page 118 and Analyzing Data on page 128. To start these tools directly from
within the Collection Tool, see Figure 70.

‘8 Collection Tool
File Edit Miew Select | Tools Help

%',d% f {-'_31 Collection Explorer F7 5
TS B Collection Anal F '
Metwork, QOpen  Saw 5 SRR A alvze
Qpkions. ..

Total &6 nodes Found:

| [ ABB-DELL1 {cannat be loaded)
i ABB-EFBGIGMERYA (cannot be loaded)

Figure 70. Collection Tools - Tools options

ﬂ Before importing a collection from a remote node, it is required to map the local
drive to the remote location where the results folder is located otherwise the

import operation might fail.
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Description Dialog

To describe a collection use the description dialog. This description will be
displayed in the collection explorer and can be used to find the collection later.

" Enter Description 2=l

Enter the description wou want to assign to this collection. You can also choose one of the recently used descriptions in
the list ka the right.

~ Description ~Recent Descriptions

This is test For kool This is test for kool
This collection is done due to trouble shooting of & problem b

Clear descriptiu:unl Clear Lisk |
Help | O I Cancel |

Figure 71. Enter Description

The dialog automatically saves the last ten descriptions and can be selected from the
list.

To save a new description:

1. Enter the new description in the text box and click OK.
ﬂ Click Clear List to clear all recent descriptions.
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Saving Node and Plug-in Selections

Selections can be saved in a special file called Command File. This eliminates
manual selection of nodes and plug-ins every time a collection is made. A command
file contains all the settings such as nodes, plug-ins, and individual plug-in settings.

To save your selection as a Command File:

1. Select File > Save Command File... from the main menu or click the Save
button in the toolbar.

ﬂ Export Command File is intended to be used in 800xA 4.1 release. For System
Version higher than 4.1, use Save Command File to export Command files and
save the files.

To load a Command File using the toolbar:

1. Select File > Open Command File... from the main menu or click the Open
button in the toolbar.

Searching For Nodes

The Collection Tool window contains many nodes. To find a node quickly, use the
Find Nodes function.

1. Select Edit > Find Node... or Ctrl-F on your keyboard. A search bar appears
below the list of nodes, see Figure 72.

""" I aLdiiadaruy

T OPXSERVER (cannot be loaded)

Search; ICRPCDEuEu <50 Mexk . Prewvious Close

Figure 72. Search options

2.  Enter the node description in the text box. DCT simultaneously starts searching
for nodes that match the entered text.
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3. Use the Next and Previous buttons to search for more matches. If DCT does
not find a node that matches the entered text string, the text field turns red.

4.  When done with the search, click Close. The search bar can be controlled
entirely by using the keyboard as follows:

a. Press Ctrl+F to start a search, enter the search string in the text box.
b. Press Enter or Alt+N to find the next match of the current search string.
c. Press Alt+P to search backwards for the previous match.

d. Press Esc or Alt+C to close the search bar.

Download Button

ﬂ This only works for remote nodes. The download button will be disabled on
single node systems.

Use the Download button to download the collection from a remote node to a local
node.

ﬂ The download button is used to gather collections that were collected on the
respective nodes to a single node. When all the node specific collections are
available on a single node, DCT can be used to compare the data node-wise.

When a collection is downloaded, it is still kept on the remote node. To download
the collection and automatically remove it from the remote node:

1. Select Tools > Options... from the menu to open the options dialog. For more
information, refer to Delete After Collect on page 98.

As soon as the download has completed, the collection will be available on your
local machine for further analysis.

2. Click Cancel to cancel the download process at any time. This will only cancel
any remaining downloads.

To download more than one collection at a time:
3. Hold down the Ctrl key and select all collections to download.

4. Click the Download Collection button.
@ Using the Shift key it is possible to select a range of collections.
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Selection Rules

The selection rule functionality is a new feature in DCT 5.1. Traditionally, a
collection in DCT was done by first selecting a set of nodes, and then a set of plug-
ins for those nodes. This method works in many scenarios, but in some scenarios it
is not possible to use this method.

Case 1 Running a specific plug-in on all nodes in the network, for instance the
"Get Install Software" plug-in. Doing this manually takes a lot of time.

Case 2 Creating a command file on a system not selected to perform a collection.
Here the selected nodes are not available in the node list.

The new Selection Rules functionality resolves issues mentioned in the above
scenarios.

Selection Rule

A Selection Rule is created using the Selection Wizard and it consists of three
things:

1. A matching rule that specifies the nodes to select.
2. The type of network to select the nodes from.
3. Alist of plug-ins to be executed on the selected nodes.

When DCT is doing a collection using a selection rule, it will locate all nodes that
match the selected criteria and run the plug-ins on these nodes. The rule will be
saved in the command file and can be loaded later on any machine running DCT 5.1.

Node Matching

The current version of DCT supports two ways to match nodes:
1. Match all nodes.

2. Match node names that match a certain criteria.

It is also possible to specify the type of network to search for the nodes. For details
on creating Selection Rules and available options, refer to Selection Wizard on page
117.
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Using the Selection Rule

Creation of a selection rule is indicated in the "Selection Rule Bar."

Rule: Al nodes on S00xA PPA (1 plug-ins) Configure Rule. .. Cancel Rule | apply Rule |

In “selection rule” mode, wou cannot manually seleck nodes and plugins. IF wou save a

;(} command file now, the selection rule will be evaluated on the cormputer where it is el
Elp |

opened. You can also apply the filker on this computer ko resume manual editing again.

Figure 73. Section Rule

The Selection Rule can be controlled using the following three control buttons:

*  Configure Rule - Starts the selection wizard with the options specified in the
selection rule.

*  Cancel Rule - Discard the rule and allows manual selection of nodes and plug-
ins.

*  Apply Rule - Applies the selection rule on the current system and discards the
rule.

Apply rule

Applies the rule to the nodes found from the current system. All nodes that from the
list that match the criteria will be opened and relevant plug-ins selected. Once this is
done, the rule is no longer active and it is possible to manually select or deselect
plug-ins from the tree.

To collect data on the current system without applying the rule first:

1. Click Collect to collect data according to the settings in the Selection Rule.
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Save rule

To save a Selection Rule, use the appropriate menu item or toolbar button to create a
command file. This is useful while using the command file in an Auto Collector that
can be run on another systems.

Selection Wizard

Use the Selection Wizard to create a Selection Rule containing a node and plug-in
selection. The rule can then be applied on the system where the collection is to be
performed.

A Selection Rule contains information on how to match a pattern against the nodes
on a system. There are two types of matches that can be done:

1. Selecting all nodes.
2. Selecting nodes whose name match a certain criteria.

To know more about Selection Rules, refer to Selection Rules on page 115.

Selecting Nodes

Nodes can be matched by either their name, or can be set to match all nodes found
on the network.

Name matching example

Assume the below nodes on a system, where the names of the nodes indicate the
department (D1 = department 1 etc.), node type (WS -workstation, SRV -server,
CLI -client), location of the node(206, 207 etc.), and finally a simple counter.

D1-WS-206-1, D1-WS-206-2, D1-WS-207-1, D1-SRV-206, D1-SRV-207, D2-WS-
206-1 and D2-WS-207.

To run the collection on all nodes in room 207:
1. Enter "207" in the search field.
To run the collection on all workstations:

1. Enter "WS" in the search field.
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Wildcards can be used to enhance the search match criteria. The available wildcards
are *, which means "match any string", and ?, which means "match any character."

For example using "D1-#-206" searches for all nodes belonging to department 1 in
room 206.

Selecting Network Type

Once the node matching rule is selected, choose the type of network from where the
nodes should be selected. These are the same types that can be selected in the
Collection Tool, with the exception that the network type Local is not available.
Creating a Selection Rule for only the local node does not serve any purpose.

Selecting Plug-ins

The next stage of the Selection Wizard is to select the plug-ins to be executed for the
selected nodes.

1. Click the check box next to the name of the plug-ins to select it.

The plug-ins shown in the tree are those that are available on the local machine.
This is not always same set of plug-ins that are available on the system where the
collection will be performed.

2. If the name of the plug-in on the target system is not available in the tree, Click
Add and enter it. The target system is where the collection will be performed.
A new category called Others containing the plug-in name is added.

3. Rename the new entry to match the real name of the plug-in. The name entered
must match the plug-in name on the target system.

The name is case sensitive.

Exploring Data

Use the explorer tool to browse and view Collections created on the network.
Collections located on remote nodes can be downloaded to the local machine, and
collections that are no longer in use can be removed.

Refer to Starting the Collection Tool on page 107 and Starting DCT on page 91.
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The Main Window

The Main Window

The explorer tool is divided into three sections, see Figure 74.

e Node List.
. Collection List.

. Collection Contents.

18 Collection Explorer - |EI| X
File Edit WYiew | Tools Help
, - a
Q ‘3} Py &
Local Import | Collect Analyze
rList of 1 node i~ Selected collection contains data from 1 node
Narne =] E, leonard [ ﬁ
Finished E* Device Library Wizard Log Information _\
L@ DLW lag e
4 | i
TIIT
rList of 3 collections located on node LEONARD
Tirne | Description .
5/9/2007 2:30:10 PM This is kest For tool .
5/9/2007 2:29:40 PM This is test For kool 3 -
5/9/2007 2:28:49 PM This is kest For tool E
«| | i
| MNode contains 3 collections |T0ta| size: 0 Bytes V]

Figure 74. Explorer Tool
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Selecting Network Type

The first time the Collection Explorer is opened, it will only show the local node in
the node list. To change this:

1. Click the network selection toolbar icon or click the network icon and select
View > Network Type menu. For details, refer to Making Your First
Collection on page 107.

Node List

This list contains all the nodes that belong to the selected
network type. For details, refer to Selecting Network Type
on page 120.

Collection List

The Collection List contains all collections found on the
selected node in the Node List. The list displays the
creation date, time and description of the collection. For
details, refer to Using Collection Lists on page 120.

Collection
Contents

Lists all the data found in the selected collection. The data
is organized in a tree structure, with the name of the node
from which data was collected at the top. The data files
are grouped by plug-ins. For details, refer to Using
Collection Contents List on page 124.

ﬂ Every time the network type is changed, the Collection List and Node List is

reloaded.

The node list will be populated with the nodes for the selected network.

Using Collection Lists

The Collection List contains a list of all the collections that are available on the
selected node. The list is separated into two columns, the first contains the date and
time when the collection was done, and the second contains the description entered
for the collection. For collections made using an Auto Collector, the following

message is displayed:

Auto Collector run by XYZE@NODENAME: This is a message.
ﬂ It is not possible to change the description of a collection.
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The three buttons to the right of the list are used to download, delete or view the
properties of a collection. Moving the mouse pointer over each of these buttons
displays the functionality of each of these buttons, see Figure 75.

‘3 -+—— Download the Collection

i
&

— Delete the Collection

View Collection Properties

Figure 75. Buttons

For details, refer to Downloading a Collection on page 121, Deleting a Collection
on page 121 and Viewing Collection Properties on page 123.

Downloading a Collection

Refer to Download Button on page 114.

Deleting a Collection

Once a collection is deleted, DCT will permanently remove it from the currently
selected node. This operation is not reversible. But, this could still be available on
other nodes in the system if it has been downloaded.

To delete a collection:
1. Select it from the collection list and click the Delete Collection button.
2. Click OK in the confirmation dialog.

3. To cancel deletion, click Cancel. This will only cancel the remaining deletions.
Any collection that has already been deleted will not be restored.

4. To delete more than one collection at a time hold down the Ctrl key while
selecting the collections. Hold down the Shift key to select a range of
collections.

5. Click the Delete Collection button.
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Importing a Collection

Use this feature to import a collection into the DCT collection folder. The following
collections can be imported:

*  Any collection created with DCT 5.1.

e Old collections created by DCT 4.1 or 5.0.
*  Results from an Auto Collector.

To import a collection:

1. Click the Import button in toolbar or from the main menu. A dialog appears
which allows selecting the file(s) to import.

2. Once the collection is selected, click OK to start importing.

The list of collections will be automatically reloaded and the new collections will be
visible on completion.

Troubleshooting

If the file is not a real collection, or it has been damaged in some way the DCT will
be unable to import the selected collection. To correct this:

1. Open the cab file using WinZip or any other cab managing program.

2. Verify that the file opens correctly and that at least the following files exist in it:
— __ Manifest.xml.
— __CommandManifest.xml.

3. Check that no other file is locking the collection, and that it exists in a location
where DCT can read it.

If message: “Could not get node name and/or timestamp for collection” is
displayed, check if the filename contains the node name from which it was
collected.

A typical collection name is NODENAME_dd_mm_yy_HH_MM_SS.cab. If DCT
cannot figure out the NODENAME part, it will not be able to import the collection.
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Viewing Collection Properties

To see more information on a collection:

1. Click the Collection Properties button. This will show a properties window
for the selected collection.

183 Collection Properties x|
Time: |5;9;2|:|n? 2:30:10 FM e
Author: ILEON.C\RD'I,BDDXAINSTALLER @
Started from: | EONARD
Description: | This is tast for tool -]
[]
TIIL
Mode | Skark Time | Skop Time | Filename

leanard 52007 2:30:11 PM SM2007 2:30:1... | Ci\ABBResults\05_09_07_14_30_10\eons

1| | >

|
p

Figure 76. Collection Properties

The properties window contains detailed information about the selected collection.

Time Time when the collection was started.

Author User name of the person who performed the collection,
including any domain settings.

Started From Node where the collection was started.

Description Description of the collection that was entered.

A list of all the nodes from where diagnostics data was collected is displayed.The
start and end time of the collection performed along with each node name can also
be viewed.
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In some scenarios, the list of nodes in the properties window differ from the list of
nodes in the Collection Contents list. This can happen for three reasons:

1. DCT did not download the collections to the local node when it was
performing the collection.

2. The collection was downloaded, but has since then been deleted from the local
node.

3. The collection was done from another node on the network, and all the results
are available on that node. This is specified in the Started From field.

To copy the contents of the row to the clipboard, right click on the row or select
Copy Filename from the menu.

Using Collection Contents List

The Collection Contents list displays all the data that was collected.

—Selecked collection contains data from 1 node 7
= %, leonard

El[% Device Library Wizard Log Information

L m DLW, log /
e, / '\H_‘___“_ j

Figure 77. Collections Content list

As shown in Figure 77, the contents are organized in a tree, with the node names as
the top element. Below each node name is the list of selected plug-ins for that node,
and each plug-in contains a list of files that it generates or collects.

To the right of the list, there are a couple of buttons that can be used:

For details, refer to Opening a Collected File on page 125, Locating a Collected File
on page 126 and View Collection Log on page 126.
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If a plug-in failed to collect data, it will be indicated with a warning or an error
symbol next to the name of the plug-in.

Ilcons

Each element in the Collection Contents tree is represented by an icon. Below is a
list of all icons and their definition.

59? Node A node represents a single machine on the network. This is the top
level item in the Collection Contents tree.

".h Plug-in A plug-in is a component in DCT that collects data of some sort. Each
plug-in in the tree contains one or more.

m File A file is the result of what a plug-in has collected.

@ Exception | This indicates that a plug-in encountered a serious error and failed to
collect any data. This most likely means that there is a bug in the plug-
in software.

£ Error This indicates that a plug-in encountered an error while collecting data
and most likely did not collect any data at all.

. Warning | The warning symbol indicates that the plug-in successfully completed
collecting some data, but not all the data.

For more information on the errors and warnings, view the Collection Log.

Opening a Collected File

1. To view a collected file, simply double click on it or right click on a file and
choose Open or click Open File.

The file will be opened in its associated viewer.

Example if a text file is selected it will be opened in notepad.

ﬂ When browsing a remote node, the file will have to be downloaded first. This is
handled automatically.
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Locating a Collected File

This functionality is only available when exploring a local node. To view the
collection from the normal Windows Explorer:

1. Select the file or right-click on the file in the Windows Explorer and select
Locate on Disk.

View Collection Log

Use this functionality to view a detailed report of a collection. The log contains
information written by DCT and the plug-ins during the collection phase. Messages
are grouped by plug-ins and the total number of files added by that plug-in with the
size of those uncompressed files are also displayed.

Messages

Messages can be shown or hidden using the filter buttons. By default, "Information"
and "Debug" messages are hidden. The following types of messages exist:

Exceptions They have the highest severity level and indicate a problem with the
plug-in. In most of the scenarios, it indicates a bug in the plug-in
software.

Errors An error indicates that the plug-in failed to perform a task. For
example, not finding a module or directory that it is supposed to find.

Warning The warning message is the lowest severity level for log messages
and indicates a problem. Typically, these messages indicate that a
specific file or call did not work as expected, but the plug-in could
collect some information.

Status Status messages are just information messages that show the
progress of the collection, see Figure 78.

Information Information messages contain less important status messages on
the execution process of the plug-ins.

Debug Debug messages are used by plug-in developers to trace the details
of the plug-in execution. They are often very technical.
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Collection Information

The blue box at the top of the log contains information about the collection.

Issuer Node | The node on the system that started the collection, or on which the
Auto Collector was run.

Time The time and date when the collection was started.

Author Username of the person who started the collection.

Description Description entered before the collection was started.

s
=\
Log Messages for Collection
(This file contains the log messages written by the plug-ins while collection was
performed)
Issuer Node: LEOMARD
Time: 2007-05-09 14:30:10
Author: LEOMARDNBOOXAINSTALLER
Description:
This is test for tool
Filter: ~'

14:30:11{[Status |[Attempting to execute: Device Library Wizard Log Information
14:30:11(|Status |[Added File: DLW.log

[TDebug I Information ¥ status W warnings ¥ Errars ¥ Exceptions
| Time || Type || Message
Device Library Wizard Log Information : 1 file (0 kb)

p—— — _‘_,_-ff — Close

Figure 78. Log Messages for Collection
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Analyzing Data

To analyze a collection:

1.  Open DCT and select the Analyze Data option from the initial window, see
Figure .

2. Select the analyze method to be used in the dialog.

Some of the standard analyze methods are:

Analyze Use the Software Analyzer to view softwares installed on different nodes,

Software compare nodes, compare the nodes against the standard configuration,
and to compare nodes with other collections. For details, refer to Analyze
Software on page 131.

Search in It is possible to search for a specified text in both a selected collection and

Collection or |in the ABB Library. For details, refer to Search in Collections or ABB

ABB Library |Library on page 134.

Analyze Process Analyzer lists information on the running processes for the

Processes selected nodes. Differences between the nodes or time will be displayed.
For details, refer to Analyze Processes on page 133.

Analyze Use this option to view controllers log files, and compare the installed firm

Controllers wares. For details, refer to Analyze Controllers Firmware and Log Files on

Firmware and |page 138.

Log Files
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& Collection Analyzer

Select analyze method Fage [ of 7
4 = Please select which method wou want to use for analyzing the data
I want ko

Analyze Pracesses -.!) Description:

Search in Collections or the ABE Library

Analyze Controller's Firmware and Log Files The Software Analyzer provides functionality to view the installed softwar
on the different nodes, compare the nodes and to compare the nodes with
other collections.

Mote: This version of DCT does not allow consistency check of hotfixes nor

3rd party software, \
View Help Chapter

| — /‘ T eaigus | Mext = Cancel

Figure 79. Collection Analyzer

ﬂ The available analyze methods are called standard analyze methods as these
methods are available when DCT is installed.

Select Collection to Analyze
A list of collections located on the machine from where DCT is run is displayed.
1. Select the collection to analyze and click Next.

The collections in the list contain data and can be analyzed using the selected
analyze method. For example, if Software Analyzer is selected, only collections
containing the file installedsoftware.xml will appear in the list.

Only collections located on a local machine can be analyzed. Use the Collection
@ Explorer to download collections situated on remote nodes.
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Section 7 Diagnostics Collection Tool

The toolbar contains the following buttons:

Collect

Use this button to perform a collection of data immediately. The collection
will only gather data that is relevant to the selected analyze method. One
can choose to either collect data from all nodes in the entire network, or
just the 800xA nodes.

Import

Imports a collection into DCT that can be analyzed. When a file is received
use this button to import the collection into DCT's internal file structure.
Once imported the list of collections will be updated and the imported
collection can be selected for analysis. For details, refer to Importing a
Collection on page 122.

Properties

Displays the properties for the selected collection. For details, refer
to Viewing Collection Properties on page 123.

Refresh

Updates the list of collections on a local machine.

v

Use the Refresh button to update the list of collections when there is a scheduled
Auto Collector collecting data in the background.

The information window to the right provides extended information as:

Errors

Description of the collection.

List of nodes in a collection containing data, that can be analyzed using the
currently selected analyze method.

In some scenarios, there may be errors in the files used by the analyzer. If DCT
cannot parse the files, it will report this after it has processed all files.

The reason for this error is most likely one of the following:

The system where the collection was made, and the system currently used
have non compatible versions of the DCT.

The file may be damaged during the transfer to your computer. Download
it again using the Collection Explorer.

The file may be damaged during collection. Try to do the collection again.
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* Insome scenarios, an unexpected internal message is displayed if the collection
explorer is opened to view the collection for Event Logs plug-ins when the
Windows Event viewer is already open.

*  In some scenarios, the error is not severe, and data can be analyzed from the
files that where correct. A message below the list of errors indicates this.

Analyze Software
The Software Analyzer is used to:
*  View installed softwares on the different nodes.
e Compare nodes.
*  To compare the nodes with another collection.
When the Software Analyzer is invoked, two tabs are displayed:
1. Compare with saved collection.

This tab has a Browse button to browse any other (old or new) collection of the
same node, that is, the user can browse for any collection of the same node and
see the difference in the node at the time of these collections.

ﬂ It is not possible to compare saved collections of different nodes.

2. Compare between nodes.

This tab has the Network Collection option to collect data for multiple nodes.
This collection will have data for all the nodes in the network. The Compare
between nodes option will display a list of all nodes with a collection
comparison chart.

ﬂ This option will not show any node list if the collection has information about a
single node.
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The Analyze Toolbar

Several analyze methods can be used through the Analyzer toolbar, see Figure 80.
A [ @, = a
Print Preview Collect Explore Analyze Expart

Figure 80. Toolbar for Analysis

The action that will be performed when you click the buttons are described as:

Print Prints the table shown on the current selected tab.

Preview Gives a preview of the results before sending it to the printer.

Collect Opens the Collection Tool.

Analyze Opens the analyze wizard allowing selection a new analyze
method. For details, refer to Analyzing Data on page 128.

Export Exports the table shown on the current selected tab to Excel.

The Print, Preview and Export buttons all operate on the list/table in the
currently selected tab only.

Analyzing the software data

The Software Analyzer provides three methods for analyzing the collected data:

Compare Compares the software versions and installation dates on different
between nodes that are part of a collection. For details, refer to Comparing
nodes Between Nodes on page 141.

Compare with | Can be used to see if any newly installed or upgraded

a saved applications are causing any problems. For details, refer to
collection Comparing With a Saved Collection on page 142.
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Analyze Processes

The Process Analyzer lists all running processes and their resource usage. The
values can be compared between nodes or with other collections. Some of the
resources that can be analyzed include:

*  CPU Usage.

*  Memory Usage.

e I/O Usage.

*  Page file (virtual memory) usage.

ﬂ The data types available are exactly the same as the Windows Performance
Monitor (perfmon) counters.

After you have selected a collection to analyze, and the data files has been parsed,
the following window will appear:

£ Process Analyzer
Fle Tools Help

w A ¥ @ & =

Print Prewiew Collect Explore Analyze Export

Compare betwsen nodes | Compare with a saved collection

Options
Compare |virhusl Bytes Pesk | with None v
Process SEWST-W-CRCS513 SEVST-W-CRCS514 -
17 loagefie, s Mo Yalue Mo Yalue o
_ Total 3406106624 GFTETO091Z20
A88 Diagnostice Colection Too! Mot Punning 473407485
A88. Hagnosircsloleckon. Modednferrogalor. . . 163054754 136452688
b0 : ProviTer B3 63016360
ACEOMC_ Qocharver Not Running 34321832
AcroRd52 Not Running 113283072 ad
Compare result Diet ails
Click on a cell for more Selected cell:  SEVS-W-CRCS5TS, AbbClentlicenseProwder
information.
Therm Walue bl
% Privileasd Time -1
e Processor Time -1 -
o Lisit Time -1
Creating Process ID i)
Elapsed Time 1,27975900410469E+17
GLI Ohjects 0
Handle Count 210
-
O Fuemm s i —
< | 2

Figure 81. Process Analyzer

Refer to The Analyze Toolbar on page 132 for toolbar details.
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Analyzing the process data

The Process Analyzer provides two methods for analyzing the collected data:

Compare
between
nodes

This method allows comparing the process data between the nodes
that are part of a collection. E.g. to see if one process on a certain
node uses more memory than the same process as the other
nodes. For details, refer to Comparing Between Nodes on page
141.

Compare with
a saved
collection

Use this when there is a collection saved when the system was
working correctly. For details, refer to Comparing With a Saved
Collection on page 142

Search in Collections or ABB Library

The search module in the Analyze Tool is different from other analyze modules in
DCT. Use the search tool to search through all the files in a collection for a text

phrase.

The search tool can also be used to search for documents in ABB Library.
ﬂ An end user does not have access to the ABB Library.

Main Window

The search tool window has two tabs, Search in files and Search in ABB Library.

*  Search in files searches through all files in a collection for a text string.
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e Search in ABB Library searches for a document in ABB Library.

& Search in Collection
File Tools Help

Search in files |Search in ABB Library

Search in files with...

Search Phrase: | VH Search ]

[Jse wildcards [IMatch Case

2

3 iJ) Properties

= Fg Custom Evert Logs

E ABE Diag.etwt Date:  2006-07-17 15:53:25
ﬁ License [nformation Drescription:
* Device Library Wizard Log Information Almost sl plugins From me and joban
= ﬁ Dumnp Regiskry Data

@ hklm_software_abb.kxt
= * User Durmnp

B UserDump.bxt
=
=

* Task Manager
B TaskManager. il View Details, ..

i Installed Software Change Collection. ..
@ InstalledSoftware txt Selected Item
@ [nstaledSoftware, <ml ¥ SEWST-W-CRCS513

BE [nstalled Software Yersion Information Node

* Service [nFormation
A - - —

IR

Feady

Figure 82. Search in Collection

To use Search in Collections or ABB Library feature, collections should be available
for analysis. If the collections are not available for analysis, import the collections
from a different node into the local node for analysis.

The Search in Collection or ABB Library does not have any associated DCT plug-
in. Hence, the Collect button is disabled for this analyzer, see Figure 82.
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— ——
5 Collection Analyzer El_“
Select collection PageZof3
Please select the collection youwant to analyze. Note that collections shown are just the ones containing relevant data for the selected analyze
method.
k] = & oot [ propertes 27 Refresh
Colections containing analyzable data:
Time Description i) information:
5/6/2010 12:01:55 PM ant Dbl
S/6/2010 11:58:31 AM chenl 4t p
5/6/2010 115654 AM e [
532010 41831 PM Auto Colector run by ppainst @A055-L4: Ru
S//2010 11:35:06 AM L
Nodes:
ADS514
|
|
m b
e ey =
|
e — e

Figure 83. Collect Analyzer

Search in Files

To start a search:

1.  Enter some text in the Search Phrase field.

2. Click Search or press the Enter key.

A progress bar will appear in the lower right corner.

3. To stop the search click the little red icon to the left of the progress bar.
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The tree with the Collection Contents will be updated as new matches are found.

= % SEWST-W-CRCS513 s
= FE Custom Event Logs
@ ABE Diag.avt
=& License Information
E CLSErrors.log
® License Featurelsage.zml
=Pk Device Library Wizard Log Information
= DLw.log
= * Durmp Reqistry Data
@ hkm_software_abb,txk (Found)
=-fk User Dump
® UserDump.bxt (Found)
=-fk Task Manager
®E TaskManager.xml (Found)
=Pk Installed Software
@ [nstalledsofbware bt (Found)
& InstalledSafbware ol (Found)
-k Installed Software Yersion Information
Pk Service Information
[+ * Screen Capkure
[+ Handle |ist 5

[

Figure 84. Collection Contents

Matches are highlighted in blue with the word "found" after the filename. Clicking
on a filename that contains a match, shows a snippet of the matching text in the
Selected Item panel.

4. Wildcards can also be used in search.

5. To search for case sensitive text use Match Case option.
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Search in ABB Library

Use this search tab to search for a text in the ABB Library document database. This
functionality requires an active Intranet connection to work.

ﬂ ABB Library can only be reached from the local ABB Intranet, and is not
available to end users.

The Document Summary panel to the right of the list will display the summary for
the selected document. The availability of this function depends on whether ABB
Library provides a summary or not.

To open a document from the list double click on it or click on the blue Open
Document link.

Analyze Controllers Firmware and Log Files

Controller Firmware and Log file analyzer is used to analyze the contents of the
AC 800M firmware and Controller log files only.

It is not guaranteed that the log files created by controllers are parsed correctly. If
@ the firmware information in the controller log analyzer does not display any data:

- Select the logs tab of the controller log analyzer.

- Apply appropriate filter.

- Read the controller related information.

There are two methods to choose analyze controller log files:

From Analyzes controller log files that are inside a DCT collection. Click
Collection Browse Collections to select a collection to analyze.

From a Folder |Click Browse Folders to browse for the folder that contains the log
files. DCT will automatically read and parse all files.

Refer to The Analyze Toolbar on page 132 for toolbar details.
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Analyzing the Log Files

There are three analyze methods available:

Logs Shows all log messages for a specific controller. For detalils, refer to
Viewing Logs on page 139.

Compare Compares the process data between the nodes that are part of a

between collection. For details, refer to Comparing Between Nodes on page

nodes 141.

Compare with | Use this when there is a collection saved when the system was

a saved working correctly. For details, refer to Comparing With a Saved

collection Collection on page 142.

ﬂ It is not possible to compare a set of log files with log files in another folder. The
only way to compare is to use another collection of log files.

Viewing Logs

Logs tab in the analyzer window can be used to view the log messages for a specific
controller. A log message consists of three things: A status, a time stamp, and a
message. The status can be I for "information", W for "warning", E for "error" or F
for "fatal". There are also messages without this information, and they are called
"non timestamped messages" in DCT.

A controller can have several log files, and DCT will read all logs and merge them
together as a single list. To make it easier to see which file a specific log message
originated from, there is an option to color code rows depending on the file it was
read from. This option is off by default.
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Selecting a controller

To view log messages, select the controller and use the combo box.

e

Compare between nodes | Compare with a saved calleckion | Logs J
Opkinns *
Show log messages For conkroller: 10,020,171 W é
10.0.20.171 J
Skakus Timestamp 10.0.20.173 b
! 2005-12-058 10:23:52,750 172,16,36,212 ‘{
o 2005-12-05 10:23:96.393 |172.16.64.171
! 2005-12-05 10:24:49.473 172,16,60.151 .¢’
IR 2005-12-05 10:24:56,217 : Ethernst port status IIP!F’
. -\.-l-".‘..""."‘.m.l *'“?:_“-’\7.- T TV el s st

Figure 85. Selecting a Controller

Once a controller is selected, DCT populates a message list with all messages that
belongs to the selected controller.

A specific controller can have its log messages separated into multiple log files.
DCT will automatically read all of them, and sort the entries based on the
timestamp. If the same timestamp appears in multiple log files, the last one read
by DCT will overwrite any previous entries.

Time span

Above the list of messages, DCT will print the time span for the messages.Due to
the nature of the controller log file format, the timespan is limited to messages that
have a timestamp. Messages before or after the timestamped messages in the log file
will not be taken into consideration when calculating the span.

The timespan is calculated for all the files for the controller and all types of
messages. It is therefore not recalculated when the filter is changed.
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Message filtering

The log viewer has the ability to filter messages depending on their type and
severity level. By default, all messages are shown, as indicated by the text <No
Filter> in the filter combo box. To narrow the view to only specific messages, select
the appropriate filter in the list.

Comparing Between Nodes

This option compares various data between nodes on a system. The type of data that
can be compared depends completely on the selected analyze method.

For example, to be able to compare process statistics such as memory usage, handle
lists etc. use the Process analyzer method.

The Software analyzer on the other hand, allows comparison of version numbers
and installation dates of the installed software on the various nodes.

They all share a common user interface, that looks and behaves the same, regardless
of analyze method.

For details, refer to Selecting what to compare on page 142.

Selecting nodes to compare

Select a node to be the "base" node. DCT will automatically highlight differences
between the base node and any other selected node. All comparisons will be based
on the values from this node, and other nodes' values will be highlighted in when
they do not match those of your "base" node.

The list of nodes will depend on the selected collection, and whether they contain
data that can be used for analysis or not.

Viewing the differences

After selecting what to compare, and the node to compare against select the
analyzer to view the differences.

The column for the base node is all in blue, indicating that this is the "correct” value
(or rather, the values to compare against). The other column, values are either
displayed in black or in red, depending on whether they matched or not. If the value
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differed from the base, it will be shown in red and if it is the same it will be in black.
This feature can quickly spot abnormalities in large amounts of data.

Summary of the colors and their purpose.

Blue This applies to an entire column, and means that this node is the
reference node that all other nodes will be compared against.

Black If a cell is black, it means that there are no differences between this
value and the value on the reference node.

Red A red cell indicates a difference between this value and the one on
the reference node.

A panel in the lower left corner of the window shows both the old and the new
values.

It is a good idea to make a collection containing software installation information
and process information at a time when the system is fully functional. This
collection can then be used as a reference in case the system starts to malfunction.

Comparing With a Saved Collection

To graphically view any changes done to the system compare a collection with a
previously saved one of the same node (preferably one made when everything was
working).

For example, if suddenly a node starts to malfunction, use DCT to make a new
collection. Select it in the analyze tool and compare it with a previous collection
(say last month), when everything was working fine. Doing this may highlight for
instance that a process is suddenly using 100% CPU while last month it was
constantly running at 10%, or perhaps that a new software has been installed or
upgraded that conflicts with the system.

Selecting what to compare

In the top left corner there is a drop down text box containing the available data
types that can be compared. To the right of it, is a Browse... button that allows
selecting a reference collection to compare against. Figure 86 shows a comparison

142

2PAA101888-600 A



Section 7 Diagnostics Collection Tool Collect Software Consistency Data

for the Process analyzer.

Compars bet e nodee | COMREFE WIER & s oolledtion L
Dptians ;
Compere 10 Data Byresise w | with rolection dared |2006-07-21 114555 | [ Bromsge, ., ] f
IO Diata Gytes/cac A A 1,

IO Daka Oparationsfsec SEWST-W-CACSS1 EWST-W-CACSS14 :
Elapsed Time '

A [0 kit Cperationssec M walue Mo vebie o

[0 Write Bytes)sec 40610624 GFTET09120 4
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w | L8 1854a2630 ')
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2: Select what data 1: Select a collection

to compare to compare with

Figure 86. Selecting what to compare

Collect Software Consistency Data

The Collect Software Consistency Data functionality in the DCT tool allows
collection of the data across all the 800xA nodes for the following list of pre-defined
plug-ins:

*  System Report

e Registry Dump
Installed Software
Task Manager

The data collection for software consistency analysis is done in easy steps.

Run the tool on the 800xA Node. Every node except the Domain Controller node
where ABB Node Interrogator Service is running is identified as 800xA Node.

Starting the Collect Software Consistency Data
To start the Collect Software Consistency Data tool:

1. Start the DCT application, refer to Starting DCT on page 91 for more
information.
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2. Select Collect Software Consistency Data from the list of options in the
Launch Pad screen.

3. Click OK.
The Collecting Software Consistency Data window (refer to Figure 87) will be
displayed.
:E‘l Collecting Software Consistency Data @
B View Log
Mame Progress Message
IN-W-TTNIS00993 Finished C:\ABBResults\06_23_11_12_01_08\IN-W-TTNIS00993_06_23_11_12_01_06.cab
WD-06 Finished C:\ABBResults\06_23_11_12_01_08WD-06_06_23 11 12 01 06.cab
1 [ | +
The collected data is combined into a single CAB file and copied under the folder

C:\ABEResults\06 23 11 12 01 06\SottwareConsistencyData

Figure 87. Collecting Software Consistency Data

The result of the collection will be one or more . cab files containing information
such as System Report.ini, hklm_software_abb.txt,

Installed Software.txt, Installed software.xml, and

Task Manager .xml. Data collection from every 800xA node is consolidated into a
single . cab file.

The consolidated . cab file is stored in the following default location:
C:\ABBResults\<folder with current date and time of the
collection>\SoftwareConsistencyData.
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The link to the default location is provided at the bottom of the Collecting Software
Consistency Data window (refer to Figure 87).

The data collected can be sent to ABB for software consistency analysis.

Plug-ins

A plug-in is a small module in DCT that is responsible for collecting a specific type
of data. There are several plug-ins available with the default installation of DCT,
each targeting a certain data type.

Industrial™ Related Plug-ins

Batch'T
This plug-in collects system log files generated by Batch'™.
files, old log files or both can be specified.

Collection of current log

Control Builder M
This plug-in collects log files generated by the Control Builder M software.

Some of the log files are:

e System Logs.

*  Session Logs.

e Start Logs.

*  Heap Statistics Log.

e Controller System Logs.

e System Information Report.
*  Profibus Logs.

e Crash Dumps.

@ The information gathered by this plug-in can be analyzed with the Analyze Tool.

ﬂ Ensure the latest Controller log files are available before starting the collection of
log files.
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OPC Server for AC 800M

This plug-in collects log files generated by the OPC Server for AC 800M. For
details, refer to System 800xA Control, AC 800M, Configuration (3BSE035980%).

Harmony Connect

Harmony Connect (ABBDiagnosticDump.exe) dumps the current state information
maintained by the ABB Diagnostic Service for the server broker, and RTDS servers.

License Information

The License Information plug-in gathers comprehensive report from the node which
has the ABB Central Licensing System server installed. The report contains all the
available features, their installed attributes and how they are currently being used.
The plug-in also gathers the errors log file from the Licensing server,
CLSErrors.log.

To view the log files directly, click on View CSLSErrorlog and View Feature
Usage.

Log Files

This plug-in collects log files generated by 800xA Softwares and collects the data
generated by Applog and System events.

System Log Files @

Select what to collect @ o

v Systern Log

[v Active Port inforrmation
v Config Wizard Log

v App Log Messages

Figure 88. Log Files
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Config Wizard Log. Creates a AfwConfigWizard.log file that lists all the loaded
files upon creation and startup of a system.

AppLog Messages. Application log (Applog) is the primary debug and diagnostics
tool of PPA. This tool supports logging and states report operations.

ﬂ To use Applog, enable it using the Configuration Wizard. Open the Configuration
Wizard and select Applog to start the applog service. To configure it, start
ApplogViewer and select the applications to trace log information from.

An Applog message contains the following attributes:

e Message Time.
e Application Name.
*  Message Node.

- PID.

e Thread.

* Log.

e LogLevel
* Tag.

*  Message Text.

System Logs. It collects all logs (System .log, Exception logs) created by 800xA
softwares installed on the node.

Active Port Information. It Collects Active port information about Afw and Adv
processes.

Shared Memory Dump
This will collect the hex dump files for 800xA applications.

System Extension Checksum

This will collect the XML files that have information of checksum calculations and
versions for all files of each system extension.

2PAA101888-600 A 147



IndustriallT Related Plug-ins Section 7 Diagnostics Collection Tool

System Report
This plug-in generates a system wide report on System Extensions, Applications,
Users, 800xA Services.

ﬂ It is generally recommended to execute this plug-in from an Aspect Server in the
system.

Collect Data for this plug-in will generate the System Report.

System Report @

Analyze System Report

System Report Analyzer I

Figure 89. System Report

To analyze the System report, the System Report Analyzer button is provided with
plug-in GUI, see Figure 89. This button will launch the Excel Tool that structures
the report into a sheet per node, see Figure 90.

To start the program:

ﬂ Ensure the Microsoft Excel macro setting is set to disable all macros except
digitally signed macros then click Options, select Trust all documents from
this publisher, if the publisher for ABB is not added to the trusted list.

ﬂ Launch the SystemReport.ini file from collection explorer by double clicking the
file or using options to open file or locate on disk in collection content.
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1. Click System Report Analyzer.

B3 Microsoft Excel - SystemCheckHelper.xls [Read Only]

5@ Ble Edit  ¥ew [nsert Format  Tooks  Data ABE Window  Help  Adobe POF

P A A PR s R S8 8 o - 2 10 s
o T Bt 2P R LY | | o By i1 | %@ Rephy vith Changes... End Review..
5@@’9.
A2 5 B
I A [ & c D | E | F | & ]
Convert Checker Report ‘ Create Mode-Application Ralation |

Advanced... |

Delete Generated Sheets One by One
Create Node-Senice Relation |

paf—

|I\J —\|D m|m|--4 |:n|t_r| :-||..J

]

Figure 90. System Check Helper

2. Click Convert Checker Report in the Excel file to load the last generated
report.
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B3 Microsoft Excel - SystemReport_STT.xls
(2] Ble Edt  Wew [nset Foomat ook Dsta  ABE  Window  Help  Adobe POF

RN RENIE BN AR - A RACRAL R T T O Rl ) . e 210 -
EiSe Tt s W29 I R0 | &5 | 2 By G | 8 Rephe with Chan End Review...
o
A2 - fx Systemname = "ACA00"
[ A I
1|8 m E i
2 [Sisiemname = "AC400° IMame = "ACBO00M Connect”
| 3 |Currentuser = "C2\serice_account” Description = "ACS00M Connect gves you controller integration to ACE00
4 |Description = "The system was re-created by the Restore and areVersion = "5.0.0
| 6 |Wersion="5.00" Location = "C:\Program Files\ABB Industrial MControl MCommon Files
6 |ID = "(7TFCOBAFA-BF75-4E74-BBC3-FFEBSDESDEAS) ID = *{22172610-2CA5-1104-83DE-00D0B7 041329}
| 7 | Affinity Configuration Status = "Loaded”
| B |Affinity - Strictly Local
9 | Mame = “Inform [T Calculations®
| 10 Affinity - Connect Description = "Create, configure and execute calculation aspects.”
11 Wersion = "5.0.0°
| 12| Location = "C:\Program Files\ABB Industrial [TUnform MCalculations”
13 ID = “(44DE7340-2674-4939-830A-6C7 FFAS3FEO1 |
14 Status = "Loaded”
| 15 \BCTID195 -> , All Nodes
16 MName = “Function Designer for Fieldbus Builder PROFIBUS/MHART®
| 17 | Description = "Function Designer for Fieldbus Builder PROFIBUS/HART,
18 | Affinity - Aspect Wersion = “5.0.0°
| 19| Location = "C:\Program Files\ABE Industrial IMEngineer IMEngineering S
20| ID = "(4680A444-7 D7 3-4F08-AE2B-526F 37093067 |
21 Status = "MotLoaded”

22 |BCTID195 -> , All Nodes

Figure 91. System Report

3. To edit the System Report, select Create Node Application Relation or
Create Node Service Relation.
Figure 92 shows the selected Create Node Application Relation.

4. Select the application to be compared and click Ok, see Figure 92.
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Please define prefix of applications

ABE
G004
ABE 5004

Hakfiz

Windows ¥P Hotfix
Security Update
Microsoft

Al software

[8]4 Cancel

Figure 92. Create Node Application Relation

Figure 93 shows a detailed system report.

E Microsoft SystemReport_STT.xls
i) Ble Edt Wew Insett Format ook Dasta ABS Window Help  Adobe POF

RN NEVIE FEVE A AR e A R AL YRR NN ¥ LY i 4
EN o Bt | :J P | A | g By i | ¥d Rephe with Changes.. Eod Review,.,
W b3
A B [ D I B [ F |
Convert Checker Report ‘ Create Node-Application Relation |
| Advanced.. i

Delete Generated Sheets One by One ‘

Create Node-Senice Relation |

1
| 2] EWP iServer  CE [o=] cs
| 3 |Software BCTID195 BCTID210 BCTID211 BCTID212 BCTID256
4 800xA Base 5.0.0 (w602b2) 50.2211.217% - 50.2211.2179% 5.0.2211.21796 5.0.2211.21796
| 5 |800xA Base 5.0.0 (wB02b2) Update010 = - 5.0.2232.25184 50223225184 --
6 |B00xA Base 5.0.0 (w602b2) Update013 5.0.2239.16644 - - - 5.0.2233. 16644
| 7 800xA Base 5.0.0 (wG02b2) with Update013 PDB Extension = - = = =
| B 800xA Base 5.0.0 (wE02b2) with Update013 SRC Extension - - - - -
| 9 B00xA for Advant Master 5.0.0 (wG02b1) 5.0.2216.25298 - - - 5.0.2216.25298
| 10 |800xA for Safequard 5,00 (wE02b1) 50.2216.26862 - - - 50,2216, 26662
11 /800x4 Instructions 1.0.1697 20582 - - - -
| 12 800xA Multisystem Integration 5.0.0 (wB02b2) 5.0.2221.25172 |-- 5.0.2221.25172 5.0.2221.25172 5.0.2221.25172
13 |ABB B00xA System Checker Tool - - 5,0.2228.19053 5.0.2228.19053 5.0.2228.19053
| 14 AEB AC B00M Connect 5.0.00 219 50724 = 50724 50724 50724
| 15 |ABB Central Licensing System 5.0.00 50014 - 50014 50014 50014
| 16 |ABB Central Licensing System Extension 5.0.00 5.0.2202.25240 - 5.0.2202.25940 5.0.2202.25940 |5.0.2202.25940

Figure 93. Selected System Report
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5.

Select the Advanced... tab in the report to sort the result, see Figure 93 and

Figure 94.

Node-Application dat... B]

¢ Hide versioninfarmation |

Deviation from selected colurmn

Fetch Mode Type Information

[ Enable descending sort

Sort columns with Mode Type

Sort columns with Mode Marme

Sort with Mode Type & MName

Close

Figure 94. Advanced Tab

6.

Select to sort the results using any one of the following filters:

—  Sort columns with Node Type.

—  Sort columns with Node Name.

—  Sort with Node Type & Name.

Figure 95 displays a detailed system report sorted according to a filter criteria.
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=] Ble Edr Vew Insert Format Iooks Data ABE  window  Help  Adobe POF

[B ] B00xA Multisystem Integration 5.0.0 (wS02b2)
| 7 | ABB B00x4 System Checker Tool
[ B | ABB AC B00M Connect 5.0.00 S19
| ABB AC B00M Connect 5.0.0/0 519
10 Role of this Node: ABB Central Licensing System 5.0 010

|AS - Aspect Server ABB Central Licensing System Extension 5.0.0/0

[ 12| ABB Control Builder M Professional 5.0.00 SI9
13| ABB Control Builder M Professional 5.0.0/0 S19
14 AEB Diagnostics Collection Tool
| 15| ABB Engineering Studio 5.0.0/0 BC2
| 16 | ABB Inform IT - Application Scheduler

il ABE Inform [T - Calculations
(18] ABB Inform IT - History
| 19| ABB Inform IT - Open Data Access

2] ABB PLC Connect 5.0.00 519
[ 21 | ABB SF Cviewer
| 22 ABB SoftPoint Server 50,00 519
| 23| ALCB00M Connect
| 24| Adobe Reader 7.0

| Control Builder M
| 26 | HP Array Configuration Utility CLI

27 HP Array Configuration Utility
| 28 | HP Array Diagnostic Utility

Figure 95. Sorted System Report

System Report Error

The Aspect System must be UP for the DCT to generate the System Report.

IUSR_BCTID317
IWWAM_BCTID317
SQLDebugger
SUPPORT_300945¢
Users = "B"

NN B JQ.?E}I&—(A&'J.‘?"'*-\%E'Nﬂhlo(’f'“ﬁ'%'Q!?“"d 10 - B 7 U EESE o Wy o0 WY
S ) S By 1] Y 5., Fod Review,.,
A Type = "Serer’
[ A | B E I ] [ E ]
1 General Applications Local Users Reginal Options Network
2 |Type = "Serer” 600xA Base 5.0.0 (wB02b2) UpdateD13 ACTUser User="Current User"  |Name_0 = "Control Network 1"
| 3 |Nodename = "BCTID313" 80024 Base 5.0.0 (wB02bZ) i Decimal separator =" Metwork Card_0 = "HP NC7771 Gigabit Server Adapte
4 Fullname CTIDZ19.C2.local" B00xA, for Advant Master 5.0.0 (wB02b1) ASPNET Date format = “"M/d/yyyy" Card Manufacturer 0 = "Hewlett-Packard Company”
5 |IPAddress = "172.16.16.13" B00xA for Safeguard 5.0.0 (wB02b1) Guest DHCP_Enabled 0 = "FALSE"

Locale =

IPAddress 0 = *172.16.16.13"
User = "Default User” | Subnetmask_0 = "255 255 252 0"
Decimal separator = "." Register in DNS_0 = “False”

Date format = "Midfyyyy" Nameserver_0="172.16.16.1"
Language = "ENU" MName_1 = "Control Network 2"
Locale = "00000409" Metwork Card_1 = "Intel(R) PRO/000 MT Server Adap
Card Manufacturer "Intel”
DHCP_Enabled_1 = "FALSE"
IPAddress_1="172.17.16.11"
Subnetmagk_1 = “265 255 252 0"
Register in DNS_1 = "False®
MNameserver_1 = "172.16.16.1"
Name_2 = "Control Network 1%
Metwork Card_2 = "Mot Defined”
Card Manufacturar “Mot Definad”
DHCP_Enabled_2 = "FALSE"
IPAddress_2 = "Not Defined”
Subnetmask_2 = “Not Defined”
Register in DNS_2 = “False”
MNameserver_2 = "Not Defined"
Name_3 = "Control Network 2"
Metwork Card_3 = "Not Defined”
Card Manufacturer_3 = "Not Defined”

During

collection of diagnostics data for system report plug-in, if DCT detects that a node is
unreachable then DCT displays a warning message, see Figure 96.
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[ Collection Log M=l E3

Log Messages for Collection

{ This file contains the log messages written by the plug-ins while collection was

performed)

Issuer Node: IN1B1AS1
Time: 2010-04-27 13:19: 55
Author: B1DOMAINYSERVICEADMINIIT
Description:

Sws Ren-fiv
Filter:
[ Debug ¥ Information ¥ Status ¥ warnings ¥ Errars ¥ Exceptions
| Time || Type || Message |

System Report : 1 file (60 kb)

|13:19:55 ||Status ||Attempting to execute: System Report |
13:21:45 ||Status Added File: SystemReport.ini

13:21:45 ||Wwarning |[Mode : INIB1BCS1A is connected to Aspect Directory but not reachable.
|13:21:45 ||InfD ||Verif\,r connectivity for above nodes. |

-l

Close |

Figure 96. System Report Log Messages

System Report generated by this plug-in consists of the following attributes:
System Wide

e System Name.

*  System Extension.

e Affinity.

For each node in the System

e Type.

e  Application.
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e Network.

e  Local Users.

*  Node Services.

For the Domain Controller
e  Domain Users.

*  User Groups.

. User Roles.

PLC Connect and SoftPoint Server

This plug-in gathers the log files for the ABB PLC Connect and the ABB SoftPoint
Server.Both share the same log files. PLC Connect is a connectivity option to
Industrial IT 800xA that makes it possible to connect and integrate any type of
remote or locally installed PLC, RTU, or other type of device.

ﬂ ABB PLC Connect and the ABB SoftPoint Server are two different products that
are installed separately, depending on node configuration any one or both the
products are installed.

Standard Plug-ins

These plug-ins collect diagnostics information from the operating system running
800xA.

Diagnostics Collection Tool

This plug-in collects log files from DCT. Both the current log file (from the
currently running DCT), and old log files are collected.

DLL List
ﬂ Special characters are not allowed for process name in the DLL list plug-in.

DLL List plug-in (using Listdlls.exe) shows the full path names of loaded modules
and not just their base names. In addition, DLL List will flag loaded DLLs having
different version numbers from their corresponding on-disk files (which occurs
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when the file is updated after a program loads the DLL). It also can tell which DLLs
were relocated because they are not loaded at their base address.

Use the options provided to specify the list to collect. It is also possible to view the
DLL list directly, by clicking on the View DLL List button.

DNS Information

This plug-in collects DNS lookup table with connection verification and writes all
information in a text file.

Environment Variables

This plug-in collects all Environment Variables of the node and writes this
information in to text file.

Windows Error Reporting

Windows Error Reporting is an error-handling mechanism for Windows systems. It
detects and diagnoses program errors and logs the resulting diagnostics information.
WER creates the Crash Report for individual applications.

All reports will be added in collection with the name of the corresponding
application. The user can see the applications that were crashed in that duration,
attach these reports to a mail, and send it to the corresponding product owners.

156
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Windows Error Reporting @

Warning: crash dump files are large in size. In case of "All crash dumps” total collection size can be in several
GigaBytes also.
select which crash dumps you want @&

" all Crash Durmps
{v Enter Start & End date { MM/DDAT )

From |05/23,/2009
To |05/25/2009)

Figure 97. Windows Error Reporting

User has two options to collect the crash dumps:
e All crash dumps on the system.

*  Crash dumps in between specific dates.

Event Logs

This plug-in contains the functionality of the two plug-ins, System Event Logs and
Custom Event Logs. System Event Log (eventvwr.exe) records system and hardware
events as log entries on a server. There are three logs that are created by the
operating system and some additional logs created by individual applications. The
three system logs are:

e Application Event Log.
*  Security Events Log.
e System Even Log.
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Application The application log contains events logged by applications or

Event Log programs.
Security The security log can record security events such as valid and invalid
Events Log logon attempts as well as events related to resource use such as

creating, opening, or deleting files. An administrator can specify the
events to be recorded in the security log.

System Event | The system log contains events logged by the Windows system
Log components. For example, the failure of a device driver or other
system component to load during startup is recorded in the system
log. The event types logged by system components are
predetermined by Windows.

This plug-in also collects custom event logs if they are available (and if specified in
the configuration). If a software creates any event log, it will be displayed in the
custom event log listing.

ﬂ ABB Diagnostic Collection Tool Custom event log will be created for the first
time when Autocollector is launched.

Handle List

Handle List is a utility that displays information about open handles for any process
in the system. Use it to see the programs that have a file open, or to see the object
types and names of all the handles of a program.

Installed Software

Installed Software Version Information is a small application that lists the installed
products.

@ The information gathered by this plug-in can be analyzed with the Analyze Tool.

ﬂ The installed software list may show GUID names instead of the display names.
This is due to some hotfixes or software updates that may not have the display
information.
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Process Information List

Process List (pslist . exe) shows information from all the processes currently
running on a system. This information includes the time of execution, execution
time of the process in user and kernel modes, and the amount of physical memory
the operating system has assigned to the process.

Check the box next to the name to view one or more of the following lists:

e Threads.

*  Memory detail.

e  Processes.

*  Memory Threads.

o Process ID.

Threads

Shows statistics for all active threads on the system.

Memory Detail

Shows memory-oriented information for each process,
rather than the default of CPU-oriented information.

Processes, Memory,
Threads

Shows CPU, memory and thread information for each of
the processes specified.

Process ID

Instead of listing all of the running processes in the
system, this parameter narrows the scan to those
processes that begin with the name of the process or
match a specific process ID.

Process ID numbers can be obtained from the PID
column of the Task Manager.

Registry Dump

Registry Dump plug-in dumps the registry data under either
HKEY_LOCAL_MACHINE\SOFTWARE or HKEY_LOCAL_MACHINE\
SOFTWARE \ABB. It can also be setup to dump any key in the registry if a full path

is entered in the text box.

The information is reported as a text file (NT5 format).
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SQL Diagnostics

SQL Diagnostics (sqldiag.exe) gathers diagnostics and current state information
within a SQL server. This utility generates a file in the \Program
Files\Microsoft\SQL Server\MSSQL\LOG directory called sqldiag.txt.

This utility can be run anytime, regardless of whether the SQL Server is started or
not. If SQL Server is running, SQL Diagnostics gathers these items:
e Text of all error logs.

*  Registry information.

* DLL version information.

e Output from:

*  sp_configure.

. sp_who.

e sp_lock.

e sp_helpdb.

*  Xp_msver.

*  sp_helpextendedproc.

*  sysprocesses.

*  Input buffer SPIDs/deadlock information.

*  Microsoft Diagnostics Report for the server, including:
*  Contents of <servername>.txt file.

e Operating System version Report.

e System Report.

*  Processor List.

*  Video Display Report.

e Hard Drive Report.

*  Memory Report.

*  Services Report.

e Drivers Report.

* IRQ and Port Report.

*  DMA and Memory report.

*  Environment Report.

e  Network Report.

e The last 100 queries and exceptions.

160
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System Information

Microsoft System Information (MsInfo32.exe) provides hardware and software
information about system configuration and status gathered from the registry. Two
different formats are offered. One is TXT and the other is NFO (uses standard
Microsoft System Information format).

Since a full collection by msinfo32.exe is time and resource demanding, there is an
option to specify exactly the type of data to collect.

Task Manager

Task Manager provides information about programs and processes running on the
selected computer. It also displays the most commonly used performance measures
for processes.

The information gathered by this plug-in can be analyzed with the Analyze Tool.

User Dump

User dump can capture the state of a process and can be very useful when
troubleshooting servers that have stopped responding and unresponsive processes.
The plug-in must be configured to collect from a specific process, either by giving it
a name or by selecting a process in the supplied list. If no configuration is done, the
plug-in will not collect anything. This is a security precaution.

Process dump files are very large. Depending on the process you are dumping,
A you can end up with dump files that are several hundreds of megabytes large.
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DCT Error Diagnostic Message

Diagnostics Collection Tool uses advance error reporting for unexpected internal
erTors.

T Unexpected Internal Error Occured

DCT has encountered a problem and needs to close, We are
x sarry for the inconvenience, Please help us to improve the

product by sending the errar information file created.
Open folder with error information file when click OK.

Detailed error description

The following exception has occurred: - - - —
ABB.DiagnosticsCallection.Commmunication

General Infarmation | Stack Trace | Inner Exception Trace | Other Information

Messade: |mesult Cabinet File is not available

Source: |N0deManagement |

Target |[NodeManagement]ABE.DiagnosticsCoIIection.NodeManagemE|
Help Link: | |

Figure 98. DCT Advanced Error Reporting

In the error dialog:

1. Select Open folder with error information file when click OK checkbox.
2. Click OK.

The error log file is saved under ABBResults folder. See Figure 98.

Frequently Asked Questions (FAQ)

These are the frequently asked questions and answers about DCT.
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Installation of DCT

Q: Can I use mixed versions of DCT on a system and have them communicated with
each other?

A: No. Since the plug-ins from older versions of DCT is not compatible with the
newer DCT version, it is not recommend to have such a setup. Also, older plug-ins
do no generate analytical data, which means that data collected from old plug-ins,
cannot be used in the Analyze Tool.

Q: Can the new version of DCT read old Collections that is, collections made by
DCT 4.x or 5.0?

A: Yes, DCT 5.1 features an automatic import function that will detect old
collections and convert them to the new format.

Use the Import function of Collection Explorer for this to work. Manually copying
the collection to the ABBResults folder will not work.
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Revision History

ﬂ The revision index of this User Manual is not related to the 800xA 6.0 System
Revision.

The following table lists the revision history of this User Manual.

Revision Description Date
Index
A Published for 800xA 6.0.1 release October 2015

2PAA101888-600 A

165



166 2PAA101888-600 A



A
Affinity 62
AppLog 53
Approving references 76
Aspect Server 25
Audit Trail 64
Authentication 64

Backup 62
Base installation 57

Child Error 68

Client 39

compressed cabinet 89
Connect Node 18
Connectivity Server 40
Consistency Check 77
Control System 67

dashboard 57

DCT 89

Device Integration 85
Diagnostics 19
Disconnect Client 19
Dynamic References 72

F

Faceplate 60
Find and Replace references 76

Index

G
Graphic Element 71

H
Hardware Libraries 85

L
LAN 89
Load Balancing 61
Log Messages 154
Logover 64

N
network filtering 41
Node Report 89

o
Object Highlight 60
Object Tree 70

P

Personalization 59
Plug-ins 89

Point of Control 64
Power object 74
Process Object Lock 61
Process Portal A 48
PROFIBUS 85

Purge Backup 63

Recent events 58
Recent tasks 58
Redundancy 61

2PAA101888-600 A

167



Index

Reference Tool 71
Reference Type 74
Relative Path 74
Report Analyzer 89
Resolve Status 74
Resolving references 75
Restore System 18

Security Report 64

Server Data 62

Server Data 2 62

Start Server 18

Start-up Mode 58

Static References 72

Status Viewer Profile Values 70
Stop Server 18

System Configuration Console 57
System Directory Configuration 62
System Extension 32

System Report 154

U

User Administration on IndustriallIT System 43
User Structure 70

\'}

Viewer Configuration 69
Viewing references 75

w
Workplace 61

168 2PAA101888-600 A






Contact us

www.abb.com/800xA Copyright © 2015 ABB.
www.abb.com/controlsystems All rights reserved.

2PAA101888-600 A

Power and productivity "“ == ==

for a better world™



	Tools
	Table of Contents
	About this User Manual
	Version Described in this User Manual
	User Manual Conventions
	Warning, Caution, Information, and Tip Icons

	Terminology
	Released User Manuals and Release Notes

	Section 1 Introduction
	ABB Start Menu

	Section 2 Configuration Wizard
	Configuration Wizard Start-up Window
	System Software User Settings
	Create System
	Change of Password

	Connect Node
	System Administration
	General
	System Extension Load

	System Extension Maintenance
	Systems
	Start System
	Stop System
	Delete System
	Set Default

	Nodes
	Remove Client
	Add Client
	Remove Server
	Add Connectivity Server
	Add Redundant Server

	System Network
	Operator Workplace User Administration

	Environment Setup

	Start Server
	Stop Server
	Restore System
	Maintenance
	Stop all Processes
	Set Default Drive
	Change Service Account Password

	AppLog
	Start AppLog
	Stop AppLog
	Restart AppLog

	Disconnect Client
	Diagnostics


	Section 3 System Configuration Console
	Understanding the User Interface
	Using the System Configuration Console
	Start-up Mode Tasks
	Configuration Tasks

	Alarm Management
	Alarm Grouping
	Alarm Response Navigation

	Appearance and Personalization
	Object Highlight
	Process Object Lock
	Workplace Configuration

	Clients and Servers
	Load Balancing
	Assigning Clients to Servers

	System Directory Configuration

	Maintenance
	Backup
	Backup Now
	Schedule Backup
	Purge Backup
	View Existing Backups

	Users
	Add User
	Modify User
	Remove User

	Security
	General Security
	Default Security



	Section 4 System Status Viewer
	Tools in the System Status Application Bar
	Columns

	System Status Viewer Configuration

	Section 5 Reference Tool
	Using the Reference Tool
	Tab Views
	Dynamic References
	Static References

	Main Window
	Changing References
	Resolving References
	Viewing References
	Approving References
	Find and Replace


	Section 6 Consistency Check
	Consistency Check Tool
	Performing a Consistency Check
	Resolving and Repairing Errors

	Consistency Check for Libraries
	Workflow for Consistency Check
	Aspect Assignments
	Log Configurations


	Section 7 Diagnostics Collection Tool
	Supported Diagnostics Information
	800xA Plug-ins
	Standard Plug-ins
	On-line Help
	Starting DCT
	Command Line Arguments
	Example: Starting the Analyzer
	Launch Pad
	Available Tools


	Configuring DCT Options
	Modifying Results Location
	Node Execution
	Deleting Results
	Delete After Collect
	Delete After Download

	General Settings
	Splash Screen
	Downloading Results


	Auto Collector
	Creating an Auto Collector
	Message Page
	Password
	Split Page
	Scheduling Page
	Setting a start time
	Relative start time example
	Intervals and Number of Runs
	Verifying the Schedule
	Contact Information Page
	Input Checking
	Command File Page
	Install Collector Page
	Summary Page

	Running an Auto Collector
	Starting an Auto Collector
	Running an Installed Auto Collector
	Providing Additional Information
	Selecting Results Location


	Collecting Data
	Starting the Collection Tool
	Making Your First Collection
	Selecting What to Collect
	Collecting the data
	Exploring or Analyzing Data

	Description Dialog
	Saving Node and Plug-in Selections
	Searching For Nodes
	Download Button
	Selection Rules
	Selection Rule
	Node Matching
	Using the Selection Rule
	Apply rule
	Save rule

	Selection Wizard
	Selecting Nodes
	Name matching example
	Selecting Network Type
	Selecting Plug-ins


	Exploring Data
	The Main Window
	Selecting Network Type

	Using Collection Lists
	Downloading a Collection
	Deleting a Collection

	Importing a Collection
	Troubleshooting

	Viewing Collection Properties
	Using Collection Contents List
	Icons

	Opening a Collected File
	Locating a Collected File
	View Collection Log
	Messages
	Collection Information


	Analyzing Data
	Select Collection to Analyze
	Errors

	Analyze Software
	The Analyze Toolbar
	Analyzing the software data

	Analyze Processes
	Analyzing the process data

	Search in Collections or ABB Library
	Main Window
	Search in Files
	Search in ABB Library


	Analyze Controllers Firmware and Log Files
	Analyzing the Log Files
	Viewing Logs
	Selecting a controller
	Time span
	Message filtering

	Comparing Between Nodes
	Selecting nodes to compare
	Viewing the differences

	Comparing With a Saved Collection
	Selecting what to compare


	Collect Software Consistency Data
	Starting the Collect Software Consistency Data

	Plug-ins
	IndustrialIT Related Plug-ins
	BatchIT
	Control Builder M
	OPC Server for AC 800M
	Harmony Connect
	License Information
	Log Files
	Config Wizard Log
	AppLog Messages
	System Logs
	Active Port Information

	Shared Memory Dump
	System Extension Checksum
	System Report
	System Report Error
	PLC Connect and SoftPoint Server

	Standard Plug-ins
	Diagnostics Collection Tool
	DLL List
	DNS Information
	Environment Variables
	Windows Error Reporting
	Event Logs
	Handle List
	Installed Software
	Process Information List
	Registry Dump
	SQL Diagnostics
	System Information
	Task Manager
	User Dump


	DCT Error Diagnostic Message
	Frequently Asked Questions (FAQ)
	Installation of DCT


	Revision History
	Index



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Academy
    /AgencyFB-Bold
    /AgencyFB-Reg
    /Alba
    /AlbaMatter
    /AlbaSuper
    /Algerian
    /AllegroBT-Regular
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /AvantGardeITCbyBT-Demi
    /AvantGardeITCbyBT-DemiOblique
    /BabyKruffy
    /BankGothicBT-Medium
    /BaskOldFace
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BenguiatITCbyBT-Bold
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardFashionBT-Regular
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BlackadderITC-Regular
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BradleyHandITC
    /BremenBT-Bold
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Castellar
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CharlesworthBold
    /Chick
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothicBT-Bold
    /CopperplateGothic-Light
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Croobie
    /CurlzMT
    /DauphinPlain
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /English111VivaceBT-Regular
    /EngraversMT
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /EstrangeloEdessa
    /Fat
    /FelixTitlingMT
    /FootlightMTLight
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Freshbot
    /Frosty
    /FuturaBlackBT-Regular
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-ExtraBlack
    /FuturaBT-Light
    /FuturaBT-LightItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Gigi-Regular
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GlooGun
    /GloucesterMT-ExtraCondensed
    /GoudyHandtooledBT-Regular
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-Bold
    /Humanist521BT-BoldItalic
    /Humanist521BT-Italic
    /Humanist521BT-Roman
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /Jenkinsv20
    /Jenkinsv20Thik
    /Jokerman-Regular
    /Jokewood
    /JuiceITC-Regular
    /KabelITCbyBT-Book
    /KabelITCbyBT-Ultra
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /Lithograph-Bold
    /LithographLight
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /MaturaMTScriptCapitals
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MSOutlook
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MT-Extra
    /MVBoli
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /OCRAExtended
    /OldEnglishTextMT
    /Onyx
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Papyrus-Regular
    /Parchment-Regular
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /Playbill
    /Poornut
    /PoorRichard-Regular
    /Porkys
    /PorkysHeavy
    /PosterBodoniBT-Roman
    /Pristina-Regular
    /PussycatSassy
    /PussycatSnickers
    /Raavi
    /RageItalic
    /Ravie
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /ScriptMTBold
    /SerifaBT-Bold
    /SerifaBT-Italic
    /SerifaBT-Roman
    /SerifaBT-Thin
    /ShowcardGothic-Reg
    /Shruti
    /SnapITC-Regular
    /SouvenirITCbyBT-DemiItalic
    /SouvenirITCbyBT-Light
    /SouvenirITCbyBT-LightItalic
    /Staccato222BT-Regular
    /Stencil
    /Swiss911BT-ExtraCompressed
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-Italic
    /TwCenMT-Regular
    /TypoUprightBT-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /WeltronUrban
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /ZapfElliptical711BT-Bold
    /ZapfElliptical711BT-BoldItalic
    /ZapfElliptical711BT-Italic
    /ZapfElliptical711BT-Roman
    /ZurichBT-RomanExtended
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /CreateJDFFile false
  /SyntheticBoldness 1.000000
  /Description <<
    /FRA <>
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [2100 2100]
  /PageSize [530.079 643.465]
>> setpagedevice


