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1.1.

1.2.

1.3.

1.4.

About this manual

Copyrights

Theinformation in this document is subject to change without notice and should not be
construed as a commitment by ABB Oy. ABB Oy assumes no responsibility for any
errors that may appear in this document.

In no event shall ABB Oy beliablefor direct, indirect, special, incidental or consequential
damages of any nature or kind arising from the use of this document, nor shall ABB Oy
be liable for incidental or consequential damages arising from use of any software or
hardware described in this document.

This document and parts thereof must not be reproduced or copied without written per-
mission from ABB Oy, and the contents thereof must not be imparted to athird party
nor used for any unauthorized purpose.

The software or hardware described in this document is furnished under alicense and
may be used, copied, or disclosed only in accordance with the terms of such license.

© Copyright 2006 ABB. All rights reserved.

Trademarks

ABB isaregistered trademark of ABB Group. All other brand or product names men-
tioned in this document may be trademarks or registered trademarks of their respective
holders.

General

This manual provides thorough information on the Station Computer COM615 and the
central concepts related to it. For more information on each topic related to a specific
protocol, refer to the list of related documentsin 1.8, Related documents.

Information in this operator's guide is intended for operators who perform every-day
operations.

Use of symbols

This publication includes warning, caution, and information icons that point out safety
related conditions or other important information. It also includes tip icons to point out
useful information to the reader. The corresponding icons should beinterpreted asfollows.
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/_\ The electrical warning icon indicates the presence of ahazard
which could result in electrical shock.
ﬁ The warning icon indicates the presence of a hazard which
could result in personal injury.
The caution icon indicates important information or warning
related to the concept discussed in the text. It might indicate
the presence of a hazard which could result in corruption of
software or damage to equipment or property.
@ The information icon aerts the reader to relevant facts and
conditions.
Thetip icon indicates advice on, for example, how to design
Q your project or how to use a certain function.
1.5. Document conventions

The following conventions are used for the presentation of material:

» Thewordsin names of screen elements (for example, thetitlein thetitle bar of a
window, the label for afield of adialog box) areinitially capitalized.

» Capitd lettersare used for the name of akeyboard key if it islabeled on the keyboard.
For example, pressthe ENTER key.

» Lowercaseletters are used for the name of akeyboard key that is not labeled on the
keyboard. For example, the space bar, comma key, and so on.

*  PressCTRL+C indicates that you must hold down the CTRL key while pressing
the C key (to copy a selected object in this case).

» PresskESC E Cindicates that you press and release each key in sequence (to copy
a selected object in this case).

»  Thenames of push and toggle buttons are boldfaced. For example, click OK.

»  The names of menus and menu items are boldfaced. For example, the File menu.
»  Thefollowing convention is used for menu operations. MenuName > Menu-

Item > CascadedM enultem. For example: select File > New > Type.

»  The Start menu name alwaysrefersto the Start menu on the Windows taskbar.

»  System prompts/messages and user responses/input are shown in the Courier font.
For example, if you enter avalue out of range, the following message is displayed:



1MRS756123

COM®600 Station Automation Series COM615 3.2

Operator's Guide

1.6.

Entered value is not valid. The value must be 0 to 30.

*  Youmay betold to enter the string MIF349in afield. The string is shown asfollows
in the procedure:

MIF349
»  Variables are shown using lowercase letters:

sequence name

Terminology

Thefollowing isalist of terms associated with the Station Computer COM 615 that you
should be familiar with. The list contains terms that are unique to ABB or have a usage
or definition that is different from standard industry usage.

Term Description
Alarm An abnormal state of a condition.
Alarms and Events; AE An OPC service for providing information about alarms and

events to OPC clients.

Data Object; DO Part of a logical node object representing specific information,
e.g., status or measurement. From an object-oriented point of
view a data object is an instance of a class data object. DOs are
normally used as transaction objects; i.e., they are data struc-
tures.

Device A physical device that behaves as its own communication node
in the network, e.g. protection relay.

Event Change of process data or an OPC internal value. Normally, an
event consists of value, quality and timestamp.

Intelligent Electronic Device A physical IEC 61850 device that behaves as its own commu-
nication node in the IEC 61850 protocol.

LON A communication protocol developed by Echelon.

LON Application Guideline for | A proprietary method of ABB on top of the standard LON pro-
substation automation; LAG tocol.

OPC Series of standards specifications aiming at open connectivity
in industrial automation and the enterprise systems that support
industry.

Property Named data item.

SPA ABB proprietary communication protocol used in substation
automation.




COM®615 3.2 COMG600 Station Automation Series 1MRS756123

Operator's Guide

1.7. Abbreviations

Thefollowing isalist of abbreviations associated with the Station Computer COM615
that you should be familiar with. See also 1.6, Terminology.

Abbreviation Description
AE Alarms and Events
CET Communication Engineering Tool
DO Data Object
GW Gateway, component connecting two communication networks together
HMI Human Machine Interface
IEC International Electrotechnical Commission
IED Intelligent Electronic Device
LAG LON Application Guideline for substation automation
LAN Local Area Network
NCC Network Control Center
SLD Single Line Diagram
1.8. Related documents
Name of the manual MRS number
COMB600 User’s Guide 1MRS756125
1.9. Document history
Document version/date Product revision History
A/16.10.2006 3.0 Document created
B/22.1.2007 3.0 Document revised
C/8.6.2007 3.0 Document revised
D/21.12.2007 3.1 Document revised
E/17.06.2008 3.2 Document revised
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2.1.

Introduction

Product overview

Station Computer COM 615 acts both as an embedded communi cation gateway between
substation automation protection and control devices and Network Control Centers
(NCC), and alows easy accessto the protection and control devices of a substation either
locally or remotely with the HMI functionality.

COM615 usesan embedded operating system and runsin adedicated industrial computer
without moving parts.

The products are configured using a separate engineering PC that is connected via the
local area network (LAN). For more information, refer to COM600 User's Guide.

Gateway Functionality

The gateway functionality provides aframework that enables the use of OPC server and
client components, such as OPC Client for IEC 60870-5-101 and OPC Server for LON
LAG 1.4. For more information, refer to COM600 User's Guide.

HMI

Thefeatures of HMI include a Single Line Diagram, Busbar coloring, lists of eventsand
alarms, disturbance data upload, system supervision, control of breakers and switches,
parameter settings, measurement display, and user management. For more information,
refer to COM600 User's Guide.
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3. CET operations
3.1. Opening a project in CET
To open aproject in CET:
1. Sdect File> Open/Manage Project....
2. Inthe Open/Manage Project dialog, select the required location for the project:
»  Projects on my computer
»  Projects on network
3. Expand the projectslist, by clicking on the + symboal, to select the required project.
4. Click Open Project
3.2. Gateway management
The Gateway Management tool enables you to transfer the configurations of the objects
to the COM 600 compulter.
To be able to use the Gateway Management Tool, the engineering computer must be
connected to the COM 600 computer. The | P address of the used ethernet port in the
COM®600 computer must be entered to the corresponding Gateway object property. For
more information, see COM600 User's guide.
To open the Gateway Management tool, right-click the Gateway object in Communication
Engineering Tool (CET) and select Management.
»  To copy the configurations of all serversand clients to the Gateway computer, click
Update configuration.
+ Torestart al serversand clientswith the latest configurations, click Reload config-
uration.
» Totransfer only the changed configurations and to restart only the changed server
or client with new configurations, click Update & reload configuration.
3.3. License handling

10

The Gateway Management tool displays the license information for COM 600 under
License Information. The license and the protocols it supports have been predefined
before the COM600 computer has been handed over by ABB.

The following information is shown in the window:
+ owner of thelicense

e product revision

»  protocols supported by the license.

«  number of servers supported by the license.
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3.4.1.

«  number of clients supported by the license.
« if WebHMI is enabled.

To update the license with a new set of protocols, order a new license from ABB and
update it to COM 600 with Communication Engineering Tool.

To update the license:

1. Open the Gateway Management tool.

2. Click UpdateLicense.

3. Browsefor the new license file and click Open.

The license is COM 600 specific and the COM 600 computer verifies the compatibility
of the license. Also the servers and clients verify the license.

Diagnostics

General about diagnostics

Communication Engineering Tool (CET) provides comprehensive functionsfor diagnos-
ing the operation of the Gateway. Thisincludes communication diagnostics with monit-
oring the communication channel, diagnostic counters and |ED specific communication
status and diagnostic counters. It isalso possible to monitor and control process dataand
follow the data flow on the Gateway using diagnostic functions of CET. Figure 3.4.1-1
displays a sample view of a diagnostic counter dialog. An example of an event log file

isdisplayed in Figure 3.4.1-2

11
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EE7.opp 1 - Online diagnostics
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Reset counters |
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Received data messages:
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Figure 3.4.1-1 An example of a SPA channel diagnostic counter dialog
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3.4.2. Data object diagnostics

You can monitor and control the data objects under the Gateway’s object tree with Data
object diagnostics.

To monitor and control the data objects:

1. Right-click the Gateway.

2. Select Data object diagnostics from the shortcut menu, see Figure 3.4.2-1. The
Data object diagnostic dialog opens.

3. Drag and drop data objects from the object tree to the Data object diagnostics.

or

1. Sdect aspecific data object from the object tree.
2. Select Tools > Online diagnostics.

FET Gateway - Data object diagnostics El@]gl

He Edt Yew Took  CWndow Help

Nlaine vahe Quality Timestarg ke value
Channel 3{HI01_REF 543_SOILDLYCSWILPosistyl 1 GOOD (0zen) 2004{06/28 17:35:120,493 r

Chanrel MHI01_REF S43_SOMD0ESWILPosisustal 0 BAD (O 160140101 02:00:00,000 _

Chanrel 3HI01_REF 543_SO1D14CSWIH PosisublD BAD (00} 1601401 /01 02:00:00,000

Chanrel 31HI0L_REF 543_SOWLDNACEWILPoshs og 0 G000 ([Tx) 2004/06/28 17134152070 Binfresh |
Channel 3HI01_REF 543_S0001SWIHPosisusEna False GOOD (Dre) 16010101 02:00:00,000

Channel 3|H101_REF 543_SOD1YCSWILPosistseld  Fakse GOOD (0xen) 2004{06/28 17:35:20.519 Exduded items
Channel 3HI0L_REF S43_SOUDLICSWILIPosictiSedfF 1 GOOD (0=e) 200410628 17135117, 285

Charnel 3{HI01_REF S43_SOUD1ACSWITPosictieon 0 G000 (Dee) 1601401 /01 02:00:00,000

Channel 3\HI0L_REF 543_SOUDLYCSWILPoshctioperOFf 1 GO0 (Dred) 2004106/23 17:35:20.231

Chanrel 3HI01_REF 543_SONLDNYSWITPosiciOperOn . 0 GO0 (Deel) 1601401101 02:00:00,000

Chenel 3{HI01_REF S43_SOUDLYCSWILPesietiCan O GOOD (deed) 160L/01 /01 02:00:00,000

DataObjDiagnos.jpg

Figure 3.4.2-1 Data object diagnostics

To change the value of a data abject attribute:

1. Select a specific attribute.

2. Write anew value to the text box under the Write value button.
3. Click Write value to change the value.

To filter the displayed data object:

1. Click Excluded items.

2. Notepad opens. Write to Notepad the data object types you want to exclude from
the Data object diagnostics view.

3. Savethe Notepad file by selecting File > Save.

3.4.3. Diagnostic services of OPC servers and clients

You can control and monitor the server and client channel and device communication
in the communication structure of the Project Explorer. You can take channels/subnet-

13
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works and devicesinto use or out of use viathe respective diagnostics function. You
can also monitor the channel/subnetwork and device communication with the help of
various diagnostic counters, and check the device status information, see Figure 3.4.3-
1.
EET|LON Clock Master - Online diagnostics
File  Edit  View  Tools  Window  Help
Dnline atkribukes
Skate
W Inuse
[ Diagnostic events enabled
Skatus information
Connection status: 8] 4
Detailed status: Dexvice communication Ok
Diagniostic counkers
Reply kmeouts: 0
Reset counters Refresh
Address infarmation
Subnet number 7
Mode number: 35
Clock skakus
External clock connection: Connecked
External clock status: Synchronized
Davlight saving status: Summetr kime
Davlight saving update: Mak within next hour
Leap second correction: Mok within next hour
Time accuracy: Ok
Tool connection
v Fallow selected
LONCIlockMaster.jpg
Figure 3.4.3-1 An example of LON Clock Master online diagnostics
For more detailed information and instructions on controlling and monitoring channel
and device communication, refer to the respective user’s guide for the client or server
(see 1.8, Related documents).
3.44. Signal diagnostics

14

OPC clients have a diagnostic function which makes it possible to monitor the flow of
process data changes and commands. Activate the function by marking the Diagnostic
Events Enabled check box, located in the Online diagnostics function of the
IEC101/1EC104 Device. When the diagnostic function is activated, the IEC101 OPC
Client Alarm & Event server generates events with information about data changes and
commands.
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3.4.5.
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-ioemma,. LD ChannslLOH RER IE 1000 DT ML 7
- Comma,. LON Channsl ON 2ER 1 1000 _DC_NA_1 1
-Ircicson L0 Channel DN RER 180 Lockes Devize | LNTWMVmen 13 GOO0 (el Spontanecus 220001 M_ME_Ma_L 3
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405 25 130017250 O™ - Incication LN Channsl| 0N 2ER 120 Logics Derice \LLRDimeg w06 GI00 [0mcdl Fefreshed 22001 M_ME_HA_L 20
200405 25 1I0LE2E U DF - Comma, . JECIOL Beleresd Channs IEC101 ED 0 S0 NAL 0
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IEC101AEClient.jpg

Figure 3.4.4-1 |IEC101 Save OPC Client Diagnostic AE client

Diagnostic Web Server

The Diagnostic Web Server of the Gateway provides an overall view of the communic-
ation status of the Gateway and the possibility to monitor the diagnostic counters of the
communication channel§/subnetworks and |ED communication. Figure 3.4.5-1 displays
the gateway objectsin atree view.

A red cross over the Gateway icon in the object tree indicates that thereis afault in the
communication structure. Expand the tree to view the hierarchy deeper and to identify
the device with a missing configuration or causing the error. The properties of a certain
object in the communication structure can be seen on the right when clicking on the
object in the tree view.

15
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Figure 3.4.5-1 An example of a web page from the Gateway diagnostic web server
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4. HMI operations

4.1. General about HMI

The HMI interface consists of different views, a menu bar and atool bar.

You can choose between views by clicking the tabs on the | eft:

+  Substation: Shows the substation structure.

+  Communication: Shows the communication structure.

*  Users: (Only administrator) Shows the user information. The administrator can
manage usersin this view.

»  Settings: (If not administrator) Shows the user information. The user can change
the password in this view.

The Menu bar contains the following functions:

+  General: Shows device information.

+ SingleLine Diagram: Showsthe Single Line Diagram view.
+ Events: Showsthe eventslist.

+ Alarms: Showsthe eventslist.

*  Help: Showsthe HMI help.

» Logout: Logsyou out of the window.

4.2. Predefined user account
HMI has a predefined user account with administrator rights.

e User name: admin
e Password: adminadmin

When you log in for the first time as an administrator, you have to change the password
before you can proceed using HMI. If you forget the new password, restore the factory
settings with the Management tool in CET. After the factory settings have been restored,
you can only log in with the predefined administrator password mentioned above.

4.3. User management

4.3.1. General about managing users

COM®605 has the following user levels:

*  Viewer = Only allowed to view

*  Operator = Authorized to make operations

»  Engineer = Allowed to change |ED parameters, but no operation rights
*  Administrator = Full access
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The administrator can add users and define access rights with the User Management
tool.
The user levels of the selected user are displayed in the User Information view and they
can be modified by the administrator.
The purpose of the user groups is mainly to provide customized user interfaces for dif-
ferent users.
Functionality Viewers Operators Engineers Administrators
SLD X X X
Control Dialogs | view X view
Event list X X X X
Alarm list view X view X
User manage- *1 *1 *1 X
ment
PST view view X
Disturbance view X
recording
System supervi- | view X X X
sion
*1: Can change own password.
view: view-only.
4.3.2. Adding new users
The administrator can add usersin the Add User window.
To add a new user:
1. Click onthe Userstab on the left.
2. Select Add User.
3. Typeinanew user name. The length of the user name can be 1 - 99 characters and
it can only contain charactersa-zand 0 - 9.
4. Typeinapassword and confirmit. Thelength of the password can be 9 - 99 charac-
tersand it can only contain charactersa- zand 0 - 9.
5. Select auser group from the drop-down menu.
6. Click Apply to save the user information.
4.3.3. Modifying user properties

18

The administrator can modify user information by using the tool bar on top of the User
Information view.
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43.4.

44,

4.5.

45.1.

To remove a user:

1. Click onthe Userstab on theleft.

2. Select the user you want to remove.

3. Click Remove User and confirm by clicking OK.

To change a user's user group:

Click on the User stab on the left.

Select the user whose user group you want to change.

Click Change User Group.

In the Change User's Group view, select a new group from the drop-down menu.
Click Apply.

agrwpnE

Changing user's password

To change the password (administrator):

Click on the Userstab on the left.

Select the user whose password you want to change.
Click Change password.

Typein anew password and confirm it.

Click Apply.

aghkrwpndrE

To change your own password:

Click on the Settings tab on the | eft.
Click Change password.

Typein the old password.

Typein anew password and confirm it.
Click Apply.

abkrowdE

Connecting HMI to the COM600 computer

To connect HMI to the COM 600 computer:

1. Open Internet Explorer.

2. Typeinthe P address of the COM600 computer.

3. Accept the certificate.

4. A login window opens. Typein the password and log in.

Substation and communication structures

Substation structure

You can open the substation view of HMI by clicking on the Substation tab on the left.
The substation structure displays the substation and voltage level objects, baysand IEDs,
and their functions.

19
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You can see the status of the IEDs in the substation structure. If thereisaproblemin
communication, thereis ared cross next to the |IED.
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Figure 4.5.1-1 The substation view to HMI

Alarm and event information

By clicking on the voltage level and bay objects, you can access their specific alarm
lists. To look at alist of events, click on View Events above the Persisting Alarms list.

IED information

By clicking onthe | ED objectsyou can view their communication status and information
on diagnostic counters. Below each |ED in the substation structure you can click on
Disturbances, Parameters or M easur ements to access the corresponding data.

Parameters or M easurements are shown in the substation
structure.

@ It depends on the IED configuration, whether Disturbances,
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4.5.2.

Communication structure

You can open the communication view of HMI by clicking on the Communication tab
on the left. The communication structure is displayed in the window on the left. In the

communication structure you can see the OPC Server, communication channel objects
and the |IEDs.

You can see the status of the IEDs in the communication structure. If thereis aproblem
in communication, thereisared cross next to the |ED.
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communication_view.jpg

Figure 4.5.2-1 The communication view to HMI

Device and diagnostics information

By clicking on the computer name at the top of the structure, you can seeits device
information, such asthe hardware and software versions, in the window on theright side
of thetree. By clicking on the OPC Server object name, corresponding deviceinformation
is displayed on the right. You can view device diagnostics information of the whole
subnetwork by clicking on the subnetwork object. To see the communication status or
diagnostic counter information of individual devices, click on the IED objects.
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4.6.

4.6.1.

4.6.2.
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Single Line Diagram

General about Single Line Diagram

A Single Line Diagram (SLD) is agraphical user interface presenting process objects
(primary devices) of the substation as graphical symbols. HMI updates the SLD and the
substation and communication structures at regular intervals. A sample SLD is shown
inFigure4.6.1-1

3] Substation = Singhs Lins Disgram
0l Freeze g Z0amin g Zoomoout | 200%  [Powsrsdiinpowsrsd besed besbar coloeng =] @ 9 &

3 WP REFE43_51
& T BAYSE
S REF 543 _E2
=T BAYER
- REF543_53
=T Bavss
4 B REF543_54
5 T Bavss
5 WP REFS43_55
=T Bavse
- REF 543_Ed
=P BAYST
= REMES3_5T
=T Bavse
- REMS43_5E
=T eavse
il WP REFE43_59
T el
T eaz
B Stationt
B Station?
=T Bavel
- REF543_61
=T Bavaz
4 WPETS43_a2
B Bavaz

OO

sa@sq

SLD_example.png

Figure 4.6.1-1 An example of the Single Line Diagram

For an explanation of the Single Line Diagram symbols, see Appendix 1, Single Line
Diagram symbols.
Switch Device Control

Switches (circuit breakers, disconnectors) can be operated using the Switch Device
Control dialog.

@ Only operators and administrators are allowed to control the
switches.
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The station and bay |ocal/remote switch must be in a position which allowsit to be
controlled with HMI. The target switch device must also support the operation and it
must be configured properly.

To control a switch device (for example circuit breaker), click the object in the single
line diagram. The Switch device control dialog opens.

The Switch state tab displays information on the substation, voltage level and bay under
operation and the object name of the switch device. Also status information for example
on the interlockings and selection state of the object are displayed.

To control a switch:

1. Sdect the control direction by clicking Open or Close.

2. Click Operateto activate the selection or Cancel to cancel the operation. Note that
some of the buttons may be disabled depending on the state of the switch.

Itispossibleto perform aforced cancel operation. Thisisnecessary for exampleif HMI
is accidentally closed after you have activated a selection. Normally the object would
stay in the selected position until timeout, and the object must berel eased if any operations
have to be performed before timeout. To perform aforced operation, select the Forced
operation tab of the Switch device control dialog and click Cancel.

To add, edit or delete web links, select the Web links tab and click Edit.

To close the Switch device control dialog, click Exit.
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2} Switch Device Control -- Web Page Dialog

Ristinummi.V1.H1.Q1
Switch State | Forced operation  Web Links

Switch position is Open (off)

Close I

switch_control.bmp

Figure 4.6.2-1 Switch Device Control dialog
4.6.3. Tap Changer

Clicking apower transformer with tap changer opens a control dialog. In the dialog you
can monitor the voltage and the current tap changer position.

24
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A Tap changer control -- Web Page Dialog

Ristinummi.T1.W2.LTC1

Tap changer | Operation mode Web Links

Voltage 10,300 kv

Tap value 2]

Exit

tap_changer_control.omp

Figure 4.6.3-1 Tap Changer Control dialog

Depending the device and the configuration, you can manually lower or raisetherelative
position of the tap changer or assign a specific position by entering a numeric value.

@ You must have the required user permissionsto perform these
changes, and local/remote switch must allow the operation.
The tap changer must also be in manual operating mode.

The Operation mode tab shows the auto/manual and single/parallel operation modes
of the tap changer. You can change the modes of the tap if you have the required user
permissions. The operation modes must be supported by the IED support and allowed
by the local/remote. If they are not, the options are not available in the dialog.
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A Tap changer control -- Web Page Dialog
Ristinummi.T1.W1.LTC1
Tap changer Operation mode | Web Links
Operation Mode:
O parallel O Automatic
® Single ® Manual
Exit
tap_changer_mode.bmp
Figure 4.6.3-2 Tap Changer Mode dialog
46.4. Busbar coloring

26

Busbar coloring can be used to indicate the status of busbar sectionsin several different
ways. It can indicate which busbar sections are powered, unpowered or in certain other
states, or which voltage level each busbar section has, see Figure 4.6.4-1. Alternatively,
each voltage source or voltage source type can have a color that is used for sections they
are connected to. Busbar coloring can also be used to indicate if two or more voltage
sources form aloop.



1MRS756123 COMG600 Station Automation Series COM615 3.2

Operator's Guide

Single Line Diagram Events

=@ Substation > Single Line Diagram

Il Freeze & 200 in & Z00m out 100% |Poweredenpnwered based bushar coloring;l

uone3sgns

LIOIREJIUNWIWOD

siasn)

busbar_coloring_modes.jpg

Figure 4.6.4-1 Busbar coloring drop-down menu

Busbar coloring modes

Busbar coloring modes can be selected from the drop-down menu on thetop of the Single
Line Diagram View. There are four modes of busbar coloring:

1. Nobusbar coloring. All sections are displayed in a default color.

2. Powered/Unpowered based busbar coloring. One color isused for al powered
sections.

3. Voltagelevel based busbar coloring. Different voltage levels have different colors.

4. Voltage-sourcebased busbar coloring. The coloring of powered sections depends

on the voltage source.
4.7. Alarms
4.71. General about alarms

TheAlarm List displays a summary of the present alarm situation of the supervised
process. Each alarm is presented as an alarm text line, which describes the cause of the
aarm in the process. The alarm text line includes date, time, bay, device, object text,
state and status.

The blinking symbol in the upper right corner of HMI indicatesthat there are unacknow-
ledged alarms in the substation. There isaso an audio alarm, if it has been enabled on
workstation. By clicking the symbol, the Alarm view opens. When all alarms have been
acknowledged, the alarm indicator disappears and the audio alarm stops.
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4.7.2. Monitoring and handling alarms
To monitor and handle alarms in the substation, click Alarmsin the menu bar at the top
of the screen. To view the alarms concerning a specific bay, click on the appropriate
object in the substation tree.
You can also filter the alarms concerning a specific voltage level or bay with the Filter
function.
In the Persisting alarms list you can see active dlarms. The Fleeting alarms list displays
alist of inactive unacknowledged alarms. The alarm list is continuously updated to
present the actual state of the alarm signals.
To view the event list, click View events.
hb:“:::: N.nrjl;ck  ack all o5 View Events
Persisting Alarms
bject Taxt Status
r 2006-09-11 09:34:26 4+ At Magsuremant "m Alaw L ive
C oE-11 e 5 055 B il'jlf Sl ACtive
r D6 -0%-11 O%: 34: 44269 AYE uit preaker travel ime Active
C 06-08-11 o 42 8 1 A 1 position Intarmadiats Activa
r 2006-05-11 05 24:43.367 BAYEZ 001 r 1 position Intarmediate Active
r 2006-0%-11 05 34: 35,067 [ C5 1 alaem Actve active
C DOG-08-11 OF:34:41 935 BAYEE Z position Intarmadiate Activa
Objact Tauxt
T 2006-05-11 10:16:58.551 BAYER REME42_SE Cannection O [nactive
C 2006-0%-11 10: 10: 16.464 BAY4L Ring Evant Inactive Inactive
alarms.png
Figure 4.7.2-1 An example view of alarms
4.7.3. Acknowledging alarms
Click Ack to indicate that you have registered and identified the alarm. Acknowledging
an alarm does not remove the alarm, but changes the alarm state. An acknowledged
aarmisdisplayed in blue in the Persisting alarms list. Inactive alarms are displayed in
the Fleeting alarms ist.
To acknowledge alarms:
1. Sdect the check box of the alarms you want to acknowledge in the Alarms list.
2. Click Ack onthe menu bar.
3. Toacknowledge all alarms at the same time, click Ack all.
4.7.4. Filtering alarms

28

Filters can be used when you want to display only specific information.

|
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To filter darms:

1. Click Filter inthetoolbar of the Alarms view. A window displaying the substation
structure opens.

2. Click on the abject whose alarms you want to view. Now the Alarms list displays
only the alarms of the object that was selected, and the objects below it.

Substation > Alarms
# Filter | & Ack | [&F Ack All | %5 View Events
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I BAY40 e
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o
. R r travel time
Z006~-09- (u}= H s Y 4 ACtve ACtive
r 0 9-11 0:34:44.258  BAYS1 B BAY43 t 1
- _ F B &Y a4
b b-09- . - B AYEE . {[s])] ntermedates Active
r 2006-09-11  09:34:42.666  BAYS2 03 T aa1 ArEnE O '
r 2006-00-11 09 34: 43,367 BAYS2 Q01 | &5-M Station3 Eition Intermediate Active
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I BAYS1
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T BAYS3
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T BAYES
e [ state _Status |
State Status
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r Z006-00-11 10: 16:58.551 BAYSE REME P Bavss Connection 0K Inactive
T e .
r 2006-09-11 10010:16.464  BAY4L i BAYSS Inactive Inactive
E BBl
T ez
=-88 Stations =|

HMI_filtering_alarms.jpg

Figure 4.7.4-1 An example view of filtering alarms

4.8. Events

4.8.1. General about events

With the Event List you can monitor the information about events that have occurred in
the system. Only a certain number of eventsisvisible, and the number of visible events
can be configured in the Communication Engineering Tool. You can also receive
information about activities carried out by other users, operations of objects, acknow-
ledging of alarms, logging in, and so on. The Eventslist includes the following inform-
ation: date, time, bay, device, object text and event.

4.8.2. Monitoring and handling events

You can monitor the events of the substation by clicking Eventsin the command bar at
the top of the screen. To monitor the events of specific bays, click on the appropriate
object in the substation tree. The event list is updated automatically.
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4.8.3.
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You can filter the events concerning a specific voltage level or bay with the Filter
function.

You can stop the updating of the event list by clicking Freeze. To resume the flow of
events, click Continue. You can save eventslocally on your computer by clicking Save.
Thelistissaved in .csv format and can be opened in MS Excel.

Toview theaarmslist, click View alarms.

Substation = Events
B save F Filter Il Fresze 45 View Alarms

Events

Time Device Object Text Ewvent

Figure 4.8.2-1 An example view of events

Filtering events

Filters can be used when you want to display only specific information.

To filter events:

N

L:IUCTS. ¥ 5 FIng Even
2006-09-11 10:10:15.612 BAYED Ring Event off
2006-09-11 10:10:15.5613 BAYEZ Ring Event Off
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2006-09-11 10:43:08. 768 BAYES Qo1 Circuit breaker 1 position COpen Selected
2006-09-11 10:43:11.602 BAYBE o1 Circuit breaker 1 position Open Executed
2006-09-11 10:43:11.688  BAYES Qo1 Circuit breaker 1 position Open
2006-09-11 10:43:23.973 BAYGT Local operation Ramote
2006-09-11 10:43:24.010 BAYSET Ring Event off
2006-09-11 10:43:24.058 BAYSY Minute Pulsa Off

HMI_events.png

1. Click Filter inthetoolbar of the Events view. A window displaying the substation

structure opens.

2. Click on the abject whose events you want to view. Now the Eventslist displays

only the events of the object that was selected, and the abjects below it.



1MRS756123

COMG600 Station Automation Series COM615 3.2

Operator's Guide

4.9.

49.1.

Substation > Events
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Figure 4.8.3-1 An example view of filtering events

Disturbance data upload

Disturbance recordings

Most of the IEDs are equipped with a Disturbance recording function that locally stores
the values of currents, voltages, frequenciesand binary signalsand so on in adisturbance
file before, during and after a protection event. These disturbance files can be copied to
the COM 600 computer automatically, if the function has been configured in CET.

You can see the list of disturbance recordings by clicking on Distur bances below the
desired |ED in the substation structure.

Single Line Diagram
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2| B X stations r DR_2006_07_19_REFS43R_61_00_49_30_0000_desc xml 17.07.06 11:16:00
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8 P P — r DR_2006_03_0&_REFS43R_61_07_21_43_0883_desc xm| 05.09.06 08:20:00
5 BAYEZ r DR_2006_09_D&_REFS43R_61_07_23_50_0991_desc xml 05.09,06 08:22:00
REF543_62
i ;‘ ,;-:-r:'.; - | r DR_2008_09_0&_REFS43R_61_07_27_57_0067_desc xml 08,09,08 08;26:00

disturbances.png

Figure 4.9.1-1 Example view of disturbance recordings
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The disturbance recordings list shows you the description, date and time of the disturb-
ance. When you want to save the list locally on your computer, select it and download
it by clicking Save. Thelist issaved in .csv format and can be opened in MS Excel. You
can also delete disturbance recordings from the COM600 computer by clicking Delete.

4.10. Parameter setting

4.10.1. Changing parameters

32

You can view parameter information by clicking on Parameter s below the desired IED
in the substation structure, if thisfunctionality is supported by the IED. In thisview you
can also change parameter settings.

Click the @ icon next to the parameter to open the corresponding help text for each
parameter.

Genaral Single Line Diagram Events Alarms Help
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SERAK
§ b sran
3 EEHI7_TH
2 - ICCT Active Satting Group 1 1 o G000 L)
i pmmersean
= FHEERFFSA3_3_14 A
S OmeREFS1S Operation on on W o
(F Parameters Mum of start phases 2 aut of 3 2 out of 3 w o
e “sMeasurements .
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T -EsTAn # Start value 22,00 zz ¥{n 04 40 ]
-BESTALR
EESTALY # Slart valuge Mult 1.0 1.0 oe 10 L]
::gjmi; # Operate delay tme 20 20 ms 20 200000 @

parameters2.png

Figure 4.10.1-1 An example of the Parameter Setting view

To change parameter settings:

1. Click Enable Write on the top of the Parameter Setting view.

2. Select anew value from the drop down menu or type in avaluein the New Value
field. To apply changes, click Writeto |ED.
If the new values are accepted, the background of the modified parameters turns
green. If the new values are incorrect, a message " Some settings are not in correct
range" is displayed and the background of the modified parameters turnsred. Type
in valuesthat arein the correct value range.

3. Tomanually update the values, click Refresh Values.

4. After you have made all necessary changes, click Disable Write.
If the IED has been configured with a store option, a store dialog will appear. In the
dialog you can store the parameter changes permanently to the IED non volatile
memory. If you click OK, the parameter changes are stored permanently. If you
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click Cancel, the parameter changes are only saved temporarily, and they will be
lost after next reset of the IED.

@ When writing parameters to REF 542plus:

«  Parameter value changes are not activated immediately
when you click Writeto |ED, but only after you have
stored the values permanently by clicking OK or tempor-
arily by clicking Cancel in the store dialog. The store
dialog appears when you click Disable Write or when
you close the parameter setting tool while awrite session
isopen.

*  Parameter Set selection will restore the old value until
the new value has been stored permanently or temporarily.

IEC 61850 setting groups and parameters

Certain IEC 61850 parameters are assigned to setting groups. These parameters can have
different valuesin different groups. Parameters belonging to setting group have # char-
acter as aprefix in the name. You can view the parameters of each group by selecting
the the Setting group number from the drop down menu. The currently active Setting
group number in the IED isindicated with an asterix (*) in the Setting Group selection
drop down list.

To change the parameter values in a setting group:

Select the Setting Group to be edited

Click Enable Write on the top of the Parameter Setting view.

Enter the new values for the parameters

Write the changed parameter valuesto IED by clicking Writeto | ED.

Store the parameter changes permanently to IED by clicking disablewrite or closing
thetool. Pop-up dialog will prompt for store or cancel.

abkrowdE

The active setting group in the IED is changed with Active Setting Group parameter. To
change the parameter follow the steps 2 to 5 above.
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3m Events alarms Help Logout
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Figure 4.10.1-2 Selecting a parameter group

4.11. Measurements

4.11.1. Viewing measurements

To view measurement information, click on M easurements below the desired |IED in
the substation structure. HM| updates the measurement information automatically.

Single Line Diagram Events alarms Help Logout

'?.JD- b Lynx
O | A Ristinummi 6/33kv
3 | B4m.33 kv Measurements
5 EE e Cescription
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2 [-EE REF542plus Current on phase L2 22 A
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z | E'EEREFS42plus voltage U12 6.1 kY
= - Disturbances | )
E {¥ Parameters voltage U23 5.1 kY
Yoltage Uz1 6.1 kW
E B web Server Frequency £0 1z
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H-ESREFE42plus :
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Figure 4.11.1-1 An example view of measurements
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Appendix 1

Single Line Diagram symbols

Table A1-1 Single Line Diagram symbols

Description

ANSI repres-
entation

IEC represent-
ation

Remarks

Annotation

Alarm Indicator

Alarm indicator in a branch of
the substation. Use at any level
in the structure to indicate
alarms generally, or a specific
alarm. The indicator is not vis-
ible in the web view when there
are no active alarms.

Two State Switch

o

Binary indicator (on/off, auto-
matic/manual, X/not-X, etc.). It
can also be used to send a
command.

Launch Web Page

Weh

Hyperlink to external informa-
tion source, such as a web
page or a local file on COM600.

Files should be stored under
C:\Program Files\COM610 GW
SW\WebHMNUserDocs\. The
total size of the files should not
exceed 100 MB. Link syntax for
local files is: http://<COM600
IP address>/HMI/User-
Docs/<filename>

Push Button

Use to send a single command
to one target.

Application Launch

Parrm

Use to launch an application
external to COM600

Measurement Text Box

ViaPoint

Connectivity Node

AEC

35



COM615 3.2

COMG600 Station Automation Series

Operator's Guide

1MRS756123

36

Description

ANSI repres-
entation

IEC represent-
ation

Remarks

Circuit breaker — Intermediate
position

X

Circuit breaker — Open position

Circuit breaker — Closed posi-
tion

Circuit breaker — Bad (faulty)
position

Disconnector — Intermediate
position

Disconnector — Open position

Disconnector — Closed position

—[7[X[+|m

Disconnector — Bad (faulty)
position

Truck — Intermediate position

Truck — Open position

Truck — Closed position

Truck — Bad (faulty) position

\

X
;
_|_

Load breaker — Intermediate | Use IEC rep-
position resentation
Load breaker — Open position | Use IEC rep-
resentation
Load breaker — Closed position | Use IEC rep-
resentation
Load breaker — Bad (faulty) Use IEC rep-
position resentation
Contactor — Intermediate posi- | Use IEC rep-
tion resentation
Contactor — Open position Use IEC rep-
resentation

ZalyalLal—a|Zal1 ol | )| D|X|4|—+|7F|1 k| De| | %1%
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Description ANSI repres- | IEC represent- | Remarks
entation ation

Contactor — Closed position Use IEC rep-
resentation

Contactor — Bad (faulty) posi- | Use IEC rep-

tion resentation

Power Transformer with two
Windings and no Tap Changer

Primary winding: on top. Sec-
ondary winding: below. All
composing elements exist as
individual symbols.

Power Transformer with two
Windings and Tap Changer

¥

Primary winding: on top. Sec-
ondary winding: below. All
composing elements exist as
individual symbols.

Power Transformer with three | wadas Primary winding: on top. Sec-

Windings and no Tap Changer m ondary winding: below left.
Tertiary winding: below right.
All composing elements exist
as individual symbols.

Power Transformer with three | wajas Primary winding: on top. Sec-

Windings and Tap Changer mrrp\“ ondary winding: below left.

Tertiary winding: below right.
All composing elements exist
as individual symbols.

Voltage Transformer (measure-
ment)

Current Transformer (measure-
ment)

Q@@ S|IO|® ‘B & = @<L

Jo
T™
Capacitor ]
Reactor ;
Generator
Motor
In-feeder Use ANSI rep-
A resentation
Out-feeder v Use ANSI rep-
resentation
Earth symbol Use ANSI rep-
resentation
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Description ANSI repres- | IEC represent- | Remarks
entation ation
Bay Switch Indicator o Use ANSI rep-
L resentation
Station Switch Indicator Use ANSI rep-
resentation
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