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New IP devices: IP Router IPR/S 3.1.1
and IP Interface IPS/S 3.1.1




Webinar “IP Router IPR/S and IP Interface IPS/S”
Agenda

IP Router IPR/S 3.1.1 and IP Interface IPS/S 3.1.1
T B Overview and Principle
i - Devices, Features and ETS Application
- Integration i-bus Tool

- Applications and Solutions

©ABB AL 1D D
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Webinar “IP Router IPR/S and IP Interface IPS/S”
Agenda

IP Router IPR/S 3.1.1 and IP Interface IPS/S 3.1.1

y = Overview and Principle

[
K‘—‘E
bou AL

- Devices, Features and ETS Application
- Integration i-bus Tool

- Applications and Solutions

Next Webinar (25" of Nov.) IP Devices Part 2: Advanced Features
= i-busTool
bt = Filter Table
= Unicast Groups
» Record Telegrams on IP
- Remote Access / VPN

© ABB L. AL 1D ED
October 29, 2015 Slide 3 "l. l.



Webinar “IP Router IPR/S and IP Interface IPS/S”
Principle

- Converts KNX telegrams in IP
telegrams (KNXnet/IP) and vice

Ethernet /
versa

Local Area Network

- KNX telegrams can be sent to
or received from other devices
via the IP network

©ABS AL DD
Octobd'38, 2015 Slide 4 FROIDOD
+29.10.2015 DESTO Schilder | 4



Webinar “IP Router IPR/S and IP Interface IPS/S”

IP Interface

22222222222222222222222222222

= To connect a PC to KNX via IP
= Visualisation

- Connection of Tablet/Smart
Phone with App via WiFi

- Programming with ETS

- KNXnet/IP Capabilities:

- Tunneling

AL 1D D
D



Webinar “IP Router IPR/S and IP Interface IPS/S”

IP Interface connection: Tunneling

IP Interface in aline

PC/ Visu/ IPS/S
ETS Panel 1.1.255
LAN % | | |
PS
Line 1.1.x KNX
D
| |
| | D
D D ’ | ’
D D
PS D
| 1 PS D
| |
D D 1 1
D D

gc?(?bzrw, 222222222 8 D - Device PS - Power

AL 1D D
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router

- Connection of KNX Lines and
Areas over IP, Routing of KNX
4 telegrams

— | - To connect a PC to KNX via IP
= Visualisation

w - Connection of Tablet/Smart
Phone with App via WiFi

e | - Programming with ETS
- KNXnet/IP Capabilities:
- Tunneling (Interface)

= Routing (Coupler)



Webinar “IP Router IPR/S and IP Interface IPS/S”
KNX Topology classic

© ABB
October 29, 2015 Slide 10

9.6 kbit/s Arealine / backbone line
I ...... I — PS
KNX
AC - AC
1.0.0 15.0.0
PS D PS D
] LC I I 0 bl LC ] I
o 1.1.0 - - B 15.1.0 - -
< D D = D D
F— - F— n
.g - .% . n
= = | b |
PS D PS D
LC I I LC I I
1.7.0 - - 15.4.0 - -
. D D . D D
2. m = - m
K>, E u = ]
© u © |
o) PS D ) PS D
LC | | LC | |
1.15.0 - - 15.15.0 - -
D D D D
AL 1D D
D = Device PS =Power Supply LC =Line Coupler AC = Area Coupler FADD



Webinar “IP Router IPR/S and IP Interface IPS/S”
KNX Topology classic

9.6 kbit/s Area line / backbone line
I ...... I — PS
KnX
AC S AC
1.0.0 15.0.0
[
] PS
Max. 15 area couplers oS =
LC - | |
-1 o M Max. 15 line couplers per area I I
£ — . D D
= n - Max 225 line couplers per
£ - . :
S - ETS project are possible !
ro | PS D
LC I—|—' LC 1 1
1.7.0 15.4.0 -
. - D
2. m = n
S : u S . m
© - u © |
o o PS
LC LC |
1.15.0 15.15.0 .
D
AL HD D
Oclober 20,2015 Slde 11 D =Device PS=Power Supply LC =Line Coupler AC = Area Coupler FADD



Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router as Area Coupler

LAN ﬁ Unacknowledged data exchange
IPR/S - IPR/S
1.0.0 15.0.0
PS D PS D
| LC I I o ] LC I I
o 1.1.0 - - B 15.1.0 - -
= D D = D D
F— - F— n
= c
[ ] E L] [ ]
PS D PS D
LC I I LC I I
1.8.0 - - 15.4.0 - -
- D D . D D
S . m 2. m
S - S -
O ©
o PS D o PS D
LC I | LC | |
1.15.0 - - 15.15.0 - -
D D KNX D D
© ABB A\ 1D HD
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router as Area Coupler

LAN ﬁ Unacknowledged data exchange
IPR/S amm IPR/S
1.0.0 15.0.0
| M
] PS
. PS D
| Lc | WithIPR/S as Area Coupler T i
E 1.1.0 up to 15 IPR/S per - -
= n ETS project are possible !
£ -
= = |
ro | PS D
LC I—I—| LC | |
1.8.0 . . 15.4.0 . .
: D D . D D
£ £
S i - S : -
© - u © |
o PS D = PS D
LC | | LC | |
1.15.0 . . 15.15.0 . .
D D KX D D

©ABB AL 1D D
Oclober 20,2015 Slde 13 D =Device PS =Power Supply IPR/S =IP Router as Area Coupler FADD



Webinar “IP Router IPR/S and IP Interface IPS/S”

IP Router as Line Coupler

LAN ﬁ

Unacknowledged data exchange

LAN

© ABB
October 29, 2015 Slide 14

IPR/S
1.1.0

IPR/S
1.8.0

IPR/S
1.15.0

D = Device

PS = Power Supply

PS D
- |iprs | M S
5.9.0 - :
D D
m
m
m
Z PS D
S L eris | Y
7.2.0 ' .
D D
m
m
m
PS D
| Pris| :
9.1.0 . -
D D
N
KNX
AL 1D D
IPR/S = IP Router as Line Coupler FAIP»



Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router as Line Coupler

LAN ﬁ Unacknowledged data exchange
PS D PS D
__|IPRIS | = z woic ] b .
1.1.0 - I
D D
- With IPR/S as line coupler
- 15 x 15 = 225 IPR/S per ETS
Z : g I PS D
< | _Jiers | project are possible! | .
1.8.0 I I
i D D
| |
| |
u ]
PS D PS D
IPR/S ] I | IPR/S I I
1150 - - 9.1.0 1 |
D D D D
KNX KNX
A DD

October 29,2015 Side 15 D = Device PS = Power Supply IPR/S = IP Router as Line Coupler FRIDDD



Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Interface IPS/S 3.1.1

- 5 Tunneling Server

d ' . - Power supply
U gy L - 12 ... 30V DC
F?‘m - Power over Ethernet (PoE)
Wiy IEEE 802.3af class 1
s | . Adapted hardware [
: - Network cable connection

- Labelling field
= DIN rail connection
- Cover cap

- Programming button

. A DD
SBE% s015  suae 0 FAIDID

=29.10.2015 DESTO Jirgen Schilder | 20



Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Interface IPS/S 3.1.1

- LAN: 10/100 Mbit
" - ABB i-bus Tool support
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Webinar “IP Router IPR/S and IP Interface IPS/S”

IP Devices — Connection Diagram

=29.10.2015 DESTO Jirgen Schilder | 22

p_eee

1)
2)
3)
4)
5)
6)
7)
8)
9)

LED ON

LED LAN/LINK

LED telegram

Supply voltage connection
KNX connection
Programming LED
Programming button
Label carrier
LAN/LAN-POE connection

10) Covering cap

AL 1D D
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Devices

—
B R s a
B

|
e ) -
e ';‘?f-; = g
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CabABB 2015 side 23 MIpmw
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Interface IPS/S 3.1.1 — Application ETS3 and
ETS4/ETS5

@]

S
Q>
n-r
Nc@g
© @0

Properties of the
IP Interface

Number of tunneling 1 5
servers

IP discovery | |
(i-bus® Tool)

Firmware update | |
(i-bus® Tool)

AL ED ED
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Interface IPS/S 3.1.1 - Tunneling

© ABB
October 29, 2015 Slide 26

PC/ Visu/ i-bus Tablet
ETS Panel Tool (WiFi) %
E | : | : E Pl LAN

= 1.3.253

1.3.251 = 1.3.252
PS
D
1.3.26
| |
1 |
IPS/S e D D
1.3.250 1.3.5 1.3.11
D D
1.38 || 1.3.37
1 |
N
X

- 1.3.254 = 1.3.255

- n -
A EEE IR NN NS NN NN S IS NN EEEE NN S SN EEEEEEEEEN EEEEEEEEEEEENEN

Connection “KNXnet/IP Tunneling“:
Unicast (Point to Point)
ETS: Group and bus monitor

1.3.250 Individual address IPS/S
Max. 5 Tunneling Server e.g. 1.3.251
—1.3.255:

- max. five additional addresses
(local) for the tunneling server of the
IPS/S

AL 1D D
D



Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Interface IPS/S 3.1.1 — ETS Application

Devices ~
X Dslete W Download * @ Highlight Changes  Default faramet
[E3] Devices " 1.1.11PS/S3.1.1 1P Interface Webinar > IP settings
B Dynamic Folders
4] 11.11PS/53.1.1 I Takartacn Alkinae i e The device name, IP address and

Download tunnehing servers ars set in the
Unload E Properties window of the ETS
Irfi 3
Reset Device Ctri + R . .

a = Application

- IP Interface/2.0

for ETS4/ETS5

i ek — = No parameter and
Delete el .

= = group objects

- e - Right mouse button

) Paste Speci r - Properties

8 'past
Pmper‘t:ﬁs Alt = Enter

be'
|
I DD
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Webinar “IP Router IPR/S and IP Interface IPS/S”

IP Interface IPS/S 3.1.1 — ETS Application

© ABB
October 29, 2015

Slide 28

Devices
[F5 Dynamic Folders
41 1.1.11p5/53.1.1 IP Interface Webinar

il Properties
o
Settings i
Name

Individual Address

Device address 111
Additional address 1.1.2
Additional address 1.1.3
Additional address 1.1.4
Additional address 1.1.5
Additional address 1.1.6

Description

Last Downloaded -

Serial Number -

1.1.1 IPS/53.1.1 IP Interface Webinar > IP settings

IP settings

5 @

Comments Information

IP%/53.1.1 [P Interface Webinar

11

Type Address

Product IP5/53.1.1 IF Interface, MDRC
Program IP Interface/2.0
Last Medified 20.10.2015 13:54

MAC Address 00:00:00:00:00:00

Park

The device name, |P address and
tunneling servers are set in the
Properties window of the ETS.

AL ED ED
MmRpmp



Webinar “IP Router IPR/S and IP Interface IPS/S”

IP Interface IPS/S 3.1.1 — ETS Application

Devices
| Dynamic Folders
E 1.1.1 IP5/53.1.1 IP Interface Webinar

il Properties
on —
&
Settings =

IF Address
127.0.01

Subnet Mask
255.255.255.255

Default Gateway
127.0.01

MAC Address

Unknown

22402312

1.1.1 IP5/53.1.1 IP Interface Webinar = IP settings

CJ

Comments

@ Obtain an IP address automatically

) Use the following IP address

Routing Multicast Address

IP settings

i

Information

The device name, [P address and
tunneling servers are set in the
Properties window of the ETS.

© ABB
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Interface IPS/S 3.1.1 — Programming ETS5

“ Edit Workplace Commissioning Diagnostics Extras  Window

B Lk <k IP Tunneling
Cwverview Bus Catalogs Settings
Mame
—  Connections Current Interface

2.0.20 IPS/S3.1.1 IP Interface Webina (1049.121.160:3671) 1P 2/53. 1.1 IP Interface Webina
Interfaces Individual Address: 2.0.21

Host Individual Address
2.0.20

Individual Address
2021 Address free?

IP Address
10.49.121.169

Port

3671

MALC Address
00:0C:DE:54:51:67

A DD
October 29, 2015 Slide 32 " l. l'



Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1

- 5 Tunneling Server
- Power supply

o e - 12 ...30V DC
e —— - Power over Ethernet (PoE)
il IEEE 802.3af class 1
et G - Adapted hardware gW

- Network cable connection
- Labelling field

= DIN rail connection

- Cover cap

- Programming button

e ADD
October8, 2015 Side 34 "l. l.
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1

= Unicast Communication possible
with up to 10 IPR/S 3.1.1

4 (KNX netlP: Multicast)
i - Network management function__
o P— “Monitoring for KNX bus NE e
Sl voltage failure*
Lt - Support of full filter table for all
' main groups 0...31 (or group =
=¥ | addresses 1...65,535 with  *~

free group address view)

- ABB i-bus Tool support
- Enhanced Hardware
- LAN: 10/100 Mbit

222222222222222222222222222222



Webinar “IP Router IPR/S and IP Interface IPS/S”

IP Router IPR/S 3.1.1

= Circuit diagram

1)

LAN/PoE
2)

3)

— 4)
5)
6)
7)
8)
9)

D
O
@

© ABB
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LED ON

LED LAN/LINK

LED telegram

Supply voltage connection
KNX connection
Programming LED
Programming button
Label carrier
LAN/LAN-PoOE connection

10) Covering cap

AL 1D D
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Devices

—
B R s a
B

|
e ) -
e ';‘?f-; = g

., ADD
OCt(ﬁé%B, 2015 Slide 37 "l. I.
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — Application ETS3 and
ETS4/ETS5

© ABB
OcloBeAr%E, 2015  Slide 39

Properties of the IP Router

Number of tunneling servers
Number of unicast connections
Monitoring for bus voltage failure

Filter Group telegrams main group
0..13

Filter Group telegrams main group
14...31

IP discovery (i-bus® Tool)
Firmware update (i-bus® Tool)

Unicast parameterization
(i-bus® Tool)

=29.10.2015 DESTO Jirgen Schilder | 39

10

5
10
|

|
(ETS 4.1.7 or higher)

AL ED ED
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 - Tunneling

© ABB
October 29, 2015 Slide 40

PC/ Visu/ I-bus Tablet
ETS Panel Tool (WiFi) %
E E E E Y
=1.4.251 1.4.252 1.4.253 1.4.254 1.4.255
LA RLER RN RRE LR IRERENERERERRY : llllllllllllll
IPR/S Connection “KNXnet/IP Tunneling*:
1.4.0 Unicast (Point to Point)
ETS: Group and bus monitor
oS D 1.4.0 Individual address IPR/S
1.4.26 Max. 5 Tunneling Server e.g. 1.4.251 — 1.4.255:
1 1 -> max. five additional addresses (local) for
D D the tunneling server of the IPR/S
1.4.5 1.4.11
D D
1.4.8 1.4.37
| |




Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router — Routing Multicast Address 224.0.23.12

Unacknowledged data exchange 224.0.23.12 < 2/3/36"0">

AN 3 T T
% PC NAS Printer
Filter table: Filter table:
2/3/36 2/3/36
PS D . D
2/3/36 “0
2 L_liPris . . s || iPris =» : =
4 1.1.0 P— : 7.2.0
§ 4| 2/3/36 "0 > g PS D
(%) %)
W Sensor v Actuator
&'! 2/3/36 OFF N 2/3/136 OFF
& Filter table: @ Filter table:
e xlylz oS xlylz
N <
N * N *
PS D PS D
IPR/S I I | IPR/S ] I
1150 - - 9.1.0 | | | |
D D D D
KNX KNX
. AL 1D D

October 29,2015 Side 41 D = Device PS = Power Supply IPR/S = IP Router as Line Coupler FADPD



Webinar “IP Router IPR/S and IP Interface IPS/S”

IP Router IPR/S 3.1.1 — ETS Parameter

KNX 9 LAN

=4 Reports

ETS Edit Workplace Commissioning Diagnostics
0 Clos= Project ¥ ' Undo Redo
Topology ™
A evices | * M Delet ! Download *
Topology
& Dynamic Folders
1Areal
4 B Lllinel
41 1.1.01PR/S3.1.1 IP Route... LA
IP settings
Group Cbjects

Webinar Sept. 2015 IP Ro... | +  11Line1

© ABB

October 29, 2015 Slide 45

Extras

@ Highlight Changes

Parameter

Workplace

= = | Catalogs

1.1.0IPR/53.1.1 IP Router, MDRC > KNX->LAN

Group telegrams
main groups 0..13

Group telegrams
main groups 14..31

Physically addressed telegrams

Broadcast telegrams

Telegram confirmation
for group telegrams

If free group address structure is used:

Main group 013 => 1_28,6T1
Main group 14..31 == 28,672..65,535

1.1.0 IPR/53.11 IP Rout=r MDRC

i Properties

2@ B

Settings =

MName

Type
Device address

Cnly if routed Always

Description

Window

~

Q@

Comments Informai...

IPR/53.1.11P Router, MDRC

Individual Address
11| 03

Park

Address
110

Additional address 1.1.-

@ Filter © Block

Additional address 1.1.-
= Additional address 1.1.-
@ Route ) Block

Additional address 1.1.-
Additional address 1.1.-

# Find and Replace

Workspaces

@ Todo Items

[+] Pending Operations

%' Undo History

Last usad workspace




Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — ETS Parameter

« LAN = KNX

-
& ETS5™ - Villa Kunterbunt

ETS Edit Workplace Commissioning Diagnostics Extras  Window
Ll [x] Close Project | ¥V Undo Redo i=u Reports

Topology ™

v X Delete W Download * @ Highlight Changes C

depology 1.1.0IPR/$3.1.1 IP Router, MDRC > LAN->KNX
& Dynamic Folders
4 [iE LAreal KMNX->LAN Group telegrams
4 B Lllinel - main groups 0..13
¥ ] 1.1.01PR/S3.1.1 IP Route... (IS
IP settings main groups 14..31
Physically addressed telegrams
Broadcast telegrams
In case of errors repeat telegrams
If free group address structure is used:
Main group 0..13 = 1.28,671
Main group 14..31 => 28,672..65,535
fl
Group Objects Parameter

Webinar Sept. 2015 IP Ro... | | 11Lin=1 1.0 IPR/E3.11 IP Rout=rMDRC

© ABB
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Workplace %__:_ Catalogs -_.J Diagnaostics

@ Filter

@ Route

7 B
[ s

~ @

GRS =i Properties >

Al - 5 O

Settings = Comments Informati...

Name T

IPR/53.1.11P Router, MDRC

Individual Address
11 0. Park

Type Address
Device address 110
Additional address 1.1.-
Additional address 1.1.-
Additional address 1.1.-
Additional address 1.1.-

dress 1.1.-
Yas e

|lz=r-defin=d

42 Find and Replace
Workspaces

@ Todo Items

(-] Pending Operations

' Undo History

Last usad workspace

AL D D
Il



Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — ETS Parameter

P Settings — Multicast

ETS Edit Workplace Commissioning Diagnostics Extras  Window ~

[x] Close Project | ¥V Undo Redao =4 Reports Workplace %__:_ Catalogs

Topology ™ Zi Properties

cicss | = X Dl @ E G @

Settings bl Comments Informati...

b

¥ Download » @ Highlight Changes Default Parameters

Topology T 1.1.0IPR/S3.1.1 IP Router, MDRC > IP settings
& Dynamic Folders
1Areal KNX->LAN

Name

IPR/53.1.1 1P Router, MDRC

Unicast

Type of IP communication @ Multicast o
Individual Address

4 B Lllinel
LAN-=KNX 11 0 - Park
':l 1.1.0IPR/53.1.1 IP Route... The device name, IP address and co= MOTE .

tunne\ir_lg servers are setin the o Type Address
- Properties window of ETS. T e
Additional address 1.1.-
Additional address 1.1.-
Additional address 1.1.-
Additional address 1.1.-
Additional address 1.1.-

Description

A Find and Replace
Workspaces

@ Todo Items

(-] Pending Operations

Group Objects Parameter ¥ Undo History

Webinar Sept. 2015 IP Ro... | | 11Line1 1.0 IPR/S3.11 IP Rout=rMDRC Last used workspace

© ABB
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — ETS Parameter

- Properties — IP

ETS Edit Workplace Commissioning Diagnostics Extras  Window

@ Close Praject %' Undo Redo

Reports ‘Workplace %__:_ Catalogs E,' Diagnostics

Topology ~ >
Add De * X Delet= ¥ Download * @ Highlight Changes [Default Parameters g a
Fp— . _ s womas. [ | 1P @0IDIress
1.1.0 IPR/S3.1.1 IP Router, MDRC > IP settings - )
55 Dynamic Folders Chbtain an IP address automatica... aSS|g n ment
e _ _ _ ) Use the following IP add 1
4 EelLAres] el Type of IP communicaticn @ Multicast ) Unicast R Automatlcal |y
4 E 11linel
LAN->KNK _ S (DHCP, AutolP)
¥ 1.1.01PR/S2.1.1 IP Route... The device name, IP address and 127.00.1
tunneling servers are set in the
Properties window of ETS. subaet bask
255.255.255.255

Group Objects Parameter

Webinar Sept. 2015 IP Ro... | ~| 11Line1 11.0 IPR/S3.11IP Router MORC

Default Gateway
127.00.1

MAC Address

Unknown

Routing Multicast Address
22402312

A~ Find and Replace
Workspace%

(D Todo Items

© Pending Operations

' Undo History

Last used workspacs

AL D D
Il




Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — ETS Parameter

Properties — 1P

ETS Edit Workplace Commissioning Diagnostics Extras  Window ~
[x] Close Project | ¥V Undo Redao Reports Workplace %__:_ Catalogs -_.‘: Diagnostics
Topology ™ s = [?h Properties
v X Delete ¥ Download » @ Highlight Changes Default Parameters Search 2 iﬁfi}
— . Settings
fopolody T 1.1.0IPR/S3.1.1 IP Router, MDRC > IP settings IP address
[55 Dynamic Folders () Obtain an IP zddress automatica... )
4 BF lAreal KMX->LAN o 3 . ) Use the following IP address ] aSSIQnment
Type of IP communication @ Multicast ©) Unicast .
4 B Lllinel Lk 1P Address leed
-
41 1.1.01PR/S2.1.1 IP Route... The device name, IP address and <--- NOTE 192.168.0.47
tunneling servers are set in the
Properties window of ETS. puboet Mask
255.255.255.255
Default Gateway
192.168.0.1
MAC Address
Unknown
Routing Multicast Address
22402312
# Find and Replace
Workspaces
Q) Todo Items
[+] Pending Operations
‘
Group Objects Parameter ¥ Undo History
Webinar Sept. 2015 IP Ro... | +  11Line1 1.0 IPR/S3.11 1P Router MDRC Last used workspace

©ABB AL ED ED
October 29, 2015 Slide 51 " l. l.



Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — ETS Parameter

Group Objects

Edit Workplace Commissioning Diagnostics Extras  Window

[x] Close Project | ¥V Undo Redao =4 Reports Workplace %__:_ Catalogs ! Diagnastics

Zi Properties

X Delet ! Download * @ Info ~ ) Reset Unload ~ >2arn ;}ij} . g 6
Topology = Number * Name Object Function Description Group Addres Length C R Settings L EehiEiE T

Name

IPR/53.1.1 1P Router, MDRC

& Dynamic Folders

Individual Mdress
11 0 - Park

Type Address
Device address 110
Additional address 1.1.-
Additional address 1.1.-
Additional address 1.1.-
Additional address 1.1.-
Additional address 1.1.-

Description

A Find and Replace
Workspaces
@ Todo Items
(-] Pending Operations
Group Objects Parameter ¥ Undo History

Webinar Sept. 2015 IP Ro.. h 1.0 IPR/S3.11 IP Rout=rMDRC Last used workspace

© ABB
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — ETS Parameter

Device name

Edit Workplace Commissioning Diagnostics Extras  Window

[x] Close Project | " Undo Redo i=u Reports Workplace %__:_ Catalogs -_.j Diagnaostics

Zi Properties

Add Devices ¥ Delete= ¥ Download + @ Highlight Changes Default Parameters S o] ;{'J:;, . I__VJ @

Topcllogy' = Settings » Comments Informati...

1.1.0 ABB IP Router 1.1.x - DB Floor 3/98 > KNX->LAN The Name Of

& Dynamic Folders Name i
ABB IP Router 1.1 - DB Fl 3/98

4 [F LAreal KNX->LAN Group telegrams — 1P Router 1L - DE Floor 3/ the IP Router is

4 [ Lllinel maigroues 0515 Infvidiial Ackiress downloaded

B 1.1.0 ABB IP Router 1 SR 11 (= Park . )
L1 er 1. . t
Group telegrams Filter IntO he deVICG

main groups 14..31 Type Address

|P settings
Device address 110

Physically addressed telegrams @ Filter © Block Additional address 11—
Additional address 1.1.-
Additional address 1.1.-
Additional address 1.1.-
Additional address 1.1.-

Broadcast telegrams @ Route ) Block

Jeleoram oo Only ifrouted @ Always
for group telegrams

Description
If free group address structure is used:

Main group 0.13 => 1_286T1
Main group 14..31 == 28,672..65,535

42 Find and Replace
Workspaces

Q) Todo Items

(-] Pending Operations

Group Objects Parameter %' Undo History

Webinar Sept. 2015 IP Ro... | | 11Lin=1 1.0 ABB IP Router 1.1 - DB Floor 3/98 Last used workspace

© ABB A\ D D
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — I-busTool

- A professional diagnostics and commissioning tool

i-bus® Tool 1.9.4.24

© ABB A\ D D
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — I-busTool

- [P Devices

Please select one option from left panel:
Connect to device Connect to a single KNX device via Falcon for diagnostics and commissioning.

Demo Demo mode for all supported KNX devices.

IP devices IP discovery with information about IP configuration. Discovers all ABB IP devices.

S bus calculation Calculation and sizing of the security busses (S bus 1 and S bus 3)
Supported devices Displays a list for all supported devices.
IP devices

A

h mode Automatic
Disconnected Telegrams per second 6 i (el

© ABB
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — i-busTool

- Discovery

G . i B Discovery |
: Update
Unicast

Home

B aeeIPR/S 211 ABBIP Router 1.5x - DB Floor  1.5.0 192,168.0.12 00:0C:DE:03:80:4F 4 Up to date

Connect to device

I ABBIPR/S3.11 ABBIP Router 2.7 - DB Floor  2.7.0 192.168.0.88 00:0C:DE:03:80:52 “# Upto date

—
M Unicast configuration

2 Automat
Disconnected Telegrams per second 6

© ABB
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — i-busTool

- Firmware update
et . B 000 TR . | e

update

Start

v} R £ 1 i A

H

Connect to device

Unicast configuration

© ABB
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — i-busTool

© ABB
October 29, 2015

Slide 63

- Blink LED

IP5/5 2.1

IPR/5 3.1.1
IPS/S$ 3.1.1

GM/A B.1

Firmware = 1.0
1P addre:
IP addre:

el =

Unicast configuration

470

Discovery
Update

Unicast

"
Blink
LED

Restart
device

Individual ad
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — i-busTool

- Restart device

Update

Unicast

IP5/5 2.1

IPR/S 3.1.1
IPS/53.1.1

GM/A 8.1

Unicast configuration

©ABB AL ED ED
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — Unicast Group (max. 10 dev.)

D D D
PS 1.5.31 PS 2719 || 2.7.8
1 I D 1 1
1.5.22

Acknowledged data exchange

___________ 1 e | I—__________
i 192.168.0.12 1 192.168.0.36 ! ! 192.168.0.12
Visu/ 1192.168.0.36 : IPR/S 1192.168.0.47 — ! 192.168.0.361 IPR/S
Panel | 9192.168.0.88 i 15.0 192.168.0.88 :I Printer | | 192.168.0.47 2.7.0
192.168.0.47  192.168.0.12 I 192.168.0.88
Router
o5 LN
192.168.0.36
IPR/S Iiggigggéé i If multicast communication (Point to
1.3.0 192.168.0.47 | Multipoint) is not possible in a network,

------------ ' the ABB IP Routers can also
communicate with each other via unicast

LS — (Point to Point)
| | | | KNX c . . .
D D Note: This special communication type
135 1.3.11 does not comply with the KNXnet/IP

specification

A DD
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router connection: “ETS”-Routing (only one)

PC/ Visu/ I-bus
ETS Panel Tool
0.0.251 | 0.0.252 | 0.0.253| 0.0.254| LAN T8

Connection “KNXnet/IP Routing*“:

IPR/S Multicast (Point to Multipoint)
13.0 Filter table! ETS: Group monitor
Note: Filter table of IPR/S
D 0.0.251 Local address of the ETS connection
= PS 1.3.26 0.0.252 Local address of the Visu connection
: | ] 0.0. ... Local address of the ... connection
D D 1.3.0 Individual address IPR/S
1.35 1.3.11
D D
1.3.8 || 1.3.37 | gnx
| 1

Octob FRIPID

©
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router connection: “ETS”-Routing (only one)

PC/ | bownload Visu/
ETS 1.1.24 Panel

.0.251 - l | LAN %

IPR/S I IPR/S { IPR/S {

1.1.0 1.3.0 5.9.0
* D D D
=1 PS 1.1.19 =1 PS 1.3.26 =1 PS 5.9.14
| | | | | |
| | | | | | | | | | | |
D D D D D D
1.1.24 || 1.1.48 1.35 1.3.11 5941 || 5.9.3
D D D D D D
1152 || 1.1.4 138 || 1337 ©ux 5.9.28 || 5.9.59
| | | | | |

©ABB AL 1D D
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router connection: “ETS”-Routing (only one)

ETS Workplace Commissioning Diagnostics  Extras  Window o
Cverview Bus Catalogs Settings K N X
= Gomissiie Current Interface B P Routing
= Intel(R) Ethemnet Connection 1217-LM (224.0.23.12) N
Interfaces " Individual Addr 255 ame

Options Intel(R) Ethernet Connection [217-LM
= 4 Configured Interfaces

Individual Address

= Monitor .
4 Discovered Interfaces 00255 Address free?
i The individual address 0.0.255 is not
SioupMonitor s 13.0 ABB IF Router 13.x - DB Floor (192168.0.36:3671) 192168036:3671  00-0CDEQ380:43 i Ly Sttt i,
fe=Monron b 150 A38 P Router 15.x - DB Floor (192168.0123671) 1921680123671 00:0CDEQ380:4F MiilticastAtliiress
~ Diagnostics b 270 ABS IP Router 27.x - DB Floor (192168.0.88:3671) 1921680883671 00:0CDED3:80:52 HELEE
BB Iniel(R) Ethernet Connection [217-LM (2240.23.12) 22402312 S4EETIACIRAD MAC Address
Unlozd Deviee S4EETSACIFAY
@ KNX-USB Interface (MDRC) (AB3)
Device Info

— Individual Addresses
Pragramming Mode
Individual Address Check

Line Scan

Ok Test

ETS Warsion ETS 5.0.6 (Build 1267) Licznzes ETSS Professiohal tive

©ABB AL ED ED
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router connection: “Visu’-Routing (only one)

. Operate
PC/ visu/ |
| R o.o.z52¢ - 0LAN =
IPR/S I IPR/S I IPR/S I
1.1.0 1.3.0 5.9.0
i D D D
=1 PS 1.1.19 =1 PS 1.3.26 =1 PS 5.9.14
| | | | | |
| | | | | | | | | | | |
D D D D D D
1124 || 1.1.48 135 || 1.3.12 5.9.41 || 5.9.3
D D D D D D
1152 || 1.1.4 138 || 1337 ©ux 5.9.28 || 5.9.59
| | | | | |

©
eeeeeeeeeeeeeeeeeeeee
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router connection: “Visu”-Routing (only one)

PC/ visu/ | 20E

IPR/S I
5.9.0

AL D D
Il
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router connection: “ETS”-Tunneling to each IPR/S

PC/ Visu/ i-bus Tablet
ETS Panel Tool (WiFi)
[: E K | : T LANET
51.3.251 1.3.252 1.3.253 1.3.254 1.3.255
IPR/S
1.3.0 Connection “KNXnet/IP Tunneling*“:
Unicast (Point to Point)
D ETS: Group and bus monitor
=1 PS 1.3.26 1.3.0 Individual address IPR/S
I | I Max. 5 Tunneling Server: e.g. 1.3.251 — 1.3.255:
D D - max. five additional addresses (local) for the
135 1311 tunneling server of the IPR/S
D D I~
1.38 || 1337 | ¥X%
| |
© ABB AL ID D

6ctober 29, 2015 Slide 90 " l. l.



Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router connection: “ETS”-Tunneling to each IPR/S

T
Ry . . . . e )
ETS Workplace Commissioning Diagnostics  Extras  Window [7]
Cverview Bus Catalogs Settings K N x
— Connections Current Interface <k 1P Tunneling
1.3.0 ABB IP Router 1.3 - DB Floor (192.168.0.36:3671) 5
Interfaces Individual Address: 13.251 ame
s ABB IP Router 1.3.x - DB Floor
& 4 Configured Interfaces ==
Host Individual Address
= Monitor B
4 Discovered Interfaces L35
i Individual Address
tirovpanitor b 130 ABB IP Router 13- D3 Floor (192162.0.36:3671)  192168036:3671  00-0CDE03:8048
s Mot SN, Address free?
S A b 150 ABE IP Router 1.5 - DB Floor (192168.0.12:3671)  192168.0.12:3671 00:0CDEQ3:80:4F
The individual address 1.3.251 is not
= [ b 270 ABB IP Router 27x - D3 Floor (192.168.0.88:3671) 192.168.0.88:3671 00:0CDE03R0352 used by another device.
BB  Intel(R] Ethernet Connection I217-LM (224.0.2312) 22402312 S4-EET5-ACFAD IP Address
Unload Device 192.168.0.36
Device Info Port
= Individual Addreszes 3671
Programming Mode MAC Address
Individual Address Check 00:0C:DE02:80:48
Line Scan
Ok Test
ETS Version ETS 5.0.6 (Build 1267) Licenses ETSS Professional tive

AR
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router connection: “Visu’-Tunneling to each IPR/S

PC/ Visu/
ETS Panel
| | LAN %
.IIIIIIIIIIIIIIIIIIIIIII I: IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
= 1.3.252 = 1.5.252 2.7.252
IPR/S IPR/S IPR/S
1.3.0 1.5.0 2.7.0
D D D
= PS 1.3.19 = PS 1.5.26 =1 PS 2.7.14
| | | | | |
| | | | | | | | | | | |
D D D D D D
1.324 || 1.3.48 155 || 1.5.11 27411 273
D D D D P D D
1.352 || 1.34 158 || 1537 | KX 2.7.28 || 2.7.59
| | | | | |

©ABB AL 1D D
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router connection: “Visu”-Tunneling to each IPR/S

(76 Datenpunkie)

AL D D
Il
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Webinar “IP Router IPR/S and IP Interface IPS/S”
Remote access to KNX

Router
WiFi

Smartphone
Tablet | |

IPx/S NAS Printer
1.2.x
D
=1PS| | 1214
I
| | | |
App (e.g. ayControl) D D

No additional hardware

Routing or tunneling D D
connection to 1.248 || 1.255 | @nux
IP Router IPR/S 1 1

o ns IPx/S = IP Router IPR/S or IP Interface IPS/S “..\IH;

October 29, 2015 Slide 102



Webinar “IP Router IPR/S and IP Interface IPS/S”
Remote access to KNX

Smartphone
Tablet

App (client) to
control the
KNX App Server
(e.g. FIAVis - App
Commander)

Routing or
tunneling connection
to the KNX Server

© ABB
October 29, 2015 Slide 103

Router
WiFi

KNX IPx/S -
Printer
App 1.2.x NAS
Server
Routing or D
tunneling =1 PS 1.2.14
connection to |
IP Router IPR/S E)
1.2.41 1.2.13
D D
1.248 || 1.255 | @nux

IPx/S = IP Router IPR/S or IP Interface IPS/S




Webinar “IP Router IPR/S and IP Interface IPS/S”
Remote access to KNX

Router
WiFi

Smartphone
Tablet | |

IPx/S NAS Printer
1.2.x
App to control the Visualization-PC D
Visualization-PC i 6 = PS 1.2.14
. . ; |
Routing or tunneling tunneling ] 1
connection to connection to D D
Visualization-PC IP Router IPR/S 1.2.41 1.2.13
D D
1.248 |1 1255 | ©ux
| |

o ns IPx/S = IP Router IPR/S or IP Interface IPS/S “.{IH;

©
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Webinar “IP Router IPR/S and IP Interface IPS/S”
Remote access to KNX

Router
WiFi

Smartphone
Tablet

-rn; -: "

IPx/S NAS Printer
1.2.x
App for Busch- Busch- D
ComfortTouch ComfortTouch = PS 1.2.14
Routing or tunneling KNX interface, 1 1 ]
connection to Routing or D D
Visualization-PC tunneling 1.2.41 1.2.13
connection to
IP Router IPR/S D D
1.248 |1 1255 | ©ux
| |
©ABB IPx/S = IP Router IPR/S or IP Interface IPS/S

©
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Webinar “IP Router IPR/S and IP Interface IPS/S”

KNX and Audio

~ ”
— _— Router
” ' | | ' ~ WiFi

Audio
Actuator
Actuator is a IPR/S NAS Printer
complete music 1.2.x
system and contains
an amplifier, FM radio,
and one Streaming D
client =1PS| | 1214
The audio actuator is | . |
integrated into a KNX D D
system over a KNX/IP 1.2.41 1.2.13
Router and can be
controlled and status D D
information can be 1.2.48 1.2.55
requested | |
gc?(?bBer 29, 2015 Slide 106 IPR/S = IP ROUter



Webinar “IP Router IPR/S and IP Interface IPS/S”
KNX-Gateway Connection via OPC

Visualization and other OPC-Server
PC applications

) OPC-Bridge exchanges data
OPC-Bridge between different OPC-Server

B3 KNX OPC-Server, LON OPC-Server,
e BacNet OPC-Server, ....

I LAN i

IPx/S I Gate I Gate I

way way
D
=1PS||1119
| : | Other Other
D D system system
1.1.24 1.1.48 e.g. LON e.g. BacNet
D D
1.1.52 1.1.4 | kX
| |
oase AL 1D D
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Webinar “IP Router IPR/S and IP Interface IPS/S”
KNX-Gateway Connection via BMS

Vlsuallzatlo_n ar_1d other BMS Server
PC applications

BMS Server exchanges data

between different protocols,

5 e.g. KNX, BacNet, LON

O - (supported protocols depend on
BMS Server)

I LAN i

IPx/S I Gate I Gate I

way way
D
=1PS||1119
| : | Other Other
D D system system
1.1.24 1.1.48 e.g. LON e.g. BacNet
D D
1.1.52 1.1.4 | kX
| |
oase AL 1D D
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Webinar “IP Router IPR/S and IP Interface IPS/S”
Firewall, virus scanner, ... can block a download

© ABB
October 29, 2015
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¥ Mchfe

e Host Intrusion Prevention

Application |nformation

G

Application attemphing to access the Hetwork_

— Information ﬁ—
Event Time : 03.04.2012 10:30: 26 :
Product Hame : ETS4
Application Hame : ETS4.EXE

Application Path :
Yendor Hame :

Yerzion :

Connection |nformation

Metwork Application Alert

Selecting “Allaw' will create a new permizzion rle far this application.
Selecting Deny will create a new block rule for this application.

CAPROGRAM FILES\ETS4A\ETS4.EXE
KM Aszociation cvba
4.0.2504.18728

— Optiohs

Prewvious M ext Allay Dery

On-Access Scan Statistics...

¥ On-Access Virus Scanning - on

Mchfee status: Issue detected

—

On-Access Scan Properties..,

14:10
17.12.2013

-
,I_u, I'ﬂ I:J=:| On-Access Scan Messages...

Open Access Protection Log File
HostIPS - on

plamebiereninlBS,; on

Firewall - on |

OFF!!!

USB Interface

Update Security...
Quick Settings 3

Manage Features 4

Scan Computer for 3

View Security Status...
McAfee Agent Status Monitor...
About...




Webinar “IP Router IPR/S and IP Interface IPS/S”
I-busTool Discovery: Firewall, virus scanner, ...

& softPerfect Network Scanner

I File Wiew Actions Options Help
I W =) ‘ EEH | < ko2 | ‘ Q) ‘ {at Visit Developer's Web-Site

| PRangeFrom [ 132 788 1 0 To[ 12 188 . 1 . 200 [ Stertscaming -

IP* Address | Host Name I MAC Address I Fiespanse Time | Part | SH
g 19216311 I ms
i 1921681 42 11 ms

192168110 13ms

192.168.1.45 11 ms

g ;- - - . ) 1921681.75 3ms

No devices have been discovered. If you think some should please consider adding A 192188175 18 ms
firewall rule (Files: ibusTool.Application.exe, Launcher.exe, Ports: 1900, 19000, 'd 192168.1.100 schilder-amd Oms
Protocol: UDP). i 1921881102 ACER-NETBOOK Oms
i 1921881100 1ms

Network scanner

Telegrams

Update Security...
Quick Settings 3

On-Access Scan Statistics...

Mchfee status: Issue detected

W) e e 10

v | On-Access Virus Scanning - on Manage Features 4

On-Access Scan Properties.., Scan Computer for 3
B View Security Status...
McAfee Agent Status Monitor...

About...

14:10
1712201

On-Access Scan Messages...
Open Access Protection Log File
¥ HostIPS-on

OFF!!
© ABB
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Interface IPS/S 3.1.1 — Summary of the Features

1111111111111111111111111111111

- 5 Tunneling Server -

parallel access, less hardware

- Power over Ethernet (PoE) -

no additional power supply,
less wiring

- ABB i-bus Tool support >

easier commissioning and
diagnostic

- Smart housing concept -

better and safer installation,
wiring and commissioning

AL 1D D
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — Summary of the Features

1111111111111111111111111111111

- 5 Tunneling Server -

parallel access, less hardware

- Power over Ethernet (PoE) -

no additional power supply,
less wiring

- ABB i-bus Tool support >

easier commissioning and
diagnostic

- Smart housing concept -

better and safer installation,
wiring and commissioning
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Webinar “IP Router IPR/S and IP Interface IPS/S”
IP Router IPR/S 3.1.1 — Summary of the Features

2222222222222222222222222222222

= Unicast Communication =2

Solution if Multicast is not
possible

- Network management function

“Monitoring for KNX bus
voltage failure* -

improved performance of the
complete solution

= Support of full filter table for all

main groups 0...31 2>
no restrictions for usage of the
extended group address range



Webinar “IP Router IPR/S and IP Interface IPS/S*
Market Introduction

IPS/S3.1.1

o

—

IPR/S 3.1.1

e

.-
i}
IPR/S 2.1

© ARB
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- Market Launch: Week 44/2015 (End of October)

= Official product information will follow

ident No.

IPS/S 3.1.1
IPR/S 3.1.1

2CDG1101/77R0011
2CDG1101/5R0011
2CDG110098R0011
2CDG110061R0011

=10/29/2015 DESTO Jurgen Schilder | 121

IPS/S 2.1
IPR/S 2.1

New
New

to be discontinued
available further on

AL ED ED
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Webinar “IP Router IPR/S and IP Interface IPS/S*
Marketing Material

= Product Manuals

= Technical Data

. = www.abb.com/knx

IPR/S 3.1.1

ez ABB
.

© ABB
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Webinar “IP Router IPR/S and IP Interface IPS/S*
www.abb.com/KNX

- Product categories = System Components

ADD - Application Software ETS3 and ETS4/5
ABB i-bus®KNX

= Product Manual

Product Tree

= Technical Data
IPS/S 3.1.1 0

1 Power Supplies

2S‘.’ZTE;???S’SE"Z“52"!”2.3?.’“1 e a@c - Installation and Operating Instructions
- : = G186/01 UP-500 - Power adaj pt er module T mfortTouch({R)xx

= IPMfS1.1 - IP Patch Module, MDRE . SpeCification TeXt

« IPR/S2.1 - IP Rauter, MDRC

+IPSIS2.1 - IP Interfac

IPR/S 3.1.1 - ISM/S5.1- 1P Switu‘M

+1SS/S5.1 - IP Swit rt MDRC
« LKIS4.2 - Line i1

O\ Fmce vone = Presentation Slides

= Product Information

- CE Declaration of Conformity (.PDF)

Q = Environmental Information

‘ 8 lllumination and Light sensors
‘ 9 Heating and Cooling
‘ 10 Control, Logic and Time

11 Visualisation, Display and Signalling " ROHS - DeCIaratlon Of Conformlty

13 Energy Management
14 Security and Surveillance L} L2 J
15 Labelling Material

16 Frames and Socket Outlets

5@(%6@%5 2015 Slide 123 " l. l.
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Webinar “IP Router IPR/S and IP Interface IPS/S*
Next Webinar

© ABB
Octobd38, 2015 Slide 124
=10/29/2015 DESTO Jirgen Schilder

- Wednesday 25" of November 2015

‘ - Morning 09:00 am Europe Time
| (Berlin, UTC + 1h)

- Afternoon 03:00 pm Europe Time
(Berlin, UTC + 1h)

' d - IP Router IPR/S and IP Interface IPS/S
' - Advanced features
PSIS 3.1.1 S - i-busTool
e _ - Filter table
ey ' - Unicast groups
- Record telegrams on IP

IPR/S 3.1.1 - Remote access / VPN

| 124



Power and productivity “ I! I.
for a better world™ ’ ‘ I. I.
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