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ABSTRACT 
ABB’s new IED 670 (Intelligent Electronic Device) protection 
and control product series, mainly for sub transmission and 
transmission applications but also for other voltage levels, is 
the first in the market to implement all aspects of the new IEC 
61850 standard. The full implementation of the standard 
ensures open, future-proof and flexible system architectures 
with state-of-the art performance.

The IED 670 products meet the high requirements of the IEC
61850 standard in every respect. They can e.g. interoperate 
with other IEC 61850 compliant IEDs tools and systems. Their 
performance fulfils the needs of the time critical 
communication tasks, e.g. GOOSE messaging according to 
IEC 61850 for horizontal communication. 

The IED 670s provide extensive communication capabilities 
and interfaces – enabling unrivalled compatibility. The IED 
670 products can be combined with ABB’s earlier IEDs in 
substation automation systems with previous protocols for 
retrofit and new substations with IEC 61850 – thus ensuring 
the maximum performance enabled by today’s technologies. 

The technology of IED 670 products constitutes the next step 
in protection, control and monitoring. The IED 670 products 
have inherited proven algorithms from previous generations 
of successful IEDs from ABB, that have now been further 
developed to provide state-of-the art performance. However, 
the main focus for the communication and information 
handling during the development of IED 670 products, has 
been to fully comply to IEC 61850 standard. 

There are many aspects on user friendliness. This paper will 
also deal with how to make the full implementation of IEC 
61850 in a user friendly way.
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1. Introduction 
The power industry is changing; there is more or less a 
global electrical power market with international power 
companies. Thus, national differences in for example 
communication protocols, special substation automation 
solutions etc, are an economic obstacle when the 
international electric companies are seeking even better 
productivity and economic performance. This is of course 
also valid for national power companies, with the goal to be 
competitive in economical terms. 

It is therefore necessary to design Substation Automation 
Systems that are more cost effective to operate and 
maintain and that ensure quicker returns on investment than 
in the past. This new perspective with reference to the 
conceptual design and engineering of modern control 
systems, has been the driving force for the new standard 
IEC 61850, with a global approach on communication and 
information handling.

Included in the standard is also that technology changes 
must be handled effectively, that the implementation must 
be very flexible to cover different substation automation 
philosophies, all types of power grids, communication 
solutions etc. 

2. IEC 61850 requirements on hardware and 
software
For a manufacturer of protection and control equipment, it 
is obvious that the implementation of IEC 61850 requires 
more advanced software and hardware than previous 
equipment. Thus, the possibility to fully upgrade existing 
equipment is limited. 

The practical solution is to make gateways to existing 
products and systems, and concentrate the effort to fully 
take advantages of the capability of IEC 61850 in a new 
generation of protection and control equipment. The ABB 
new protection and control platform IED 670 is designed to 
utilize all aspects of the new standard and to be able to 
fulfil present and future demands. 

Many manufactures have selected to only make a 
communication shell or gateway to interface with present 
designs. This is of course a limited solution. To fulfil the 
IEC 61850 concept, especially with respect to engineering, 
it is necessary to fully implement the logical node concept 
etc, based on the new IEC 61850 standard.

2.1 Computing and memory capacity
A new concept for the numerical calculation module has 
been adapted. Instead of propriety CPU design, a 
commercially available processor has been selected. Thus, 
an updated version of hardware, tested by millions of user, 
is available in the same way as for the computer industry.
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§ Main Controller/CPU type IBM 

3200 PowerPC 750FX, 600 
MHz

§ Internal 100 Mbit/s 
communication bus (CPCI)

§ Memory  capacity:
- 128 Mb FLASH
- 256 Mb DRAM 

§ Cycle time:
- 1 ms for differential protection   
functions

§ 3 ms for other protection 
functions

§ 3 - 100 ms for logic depending
on   application

2.2 Communication facilities
The IEC 61850  communication is based on Ethernet 10 or 
100 Mbit/second. IEC 61850-8-1 for low/medium-speed 
process information and IEC 61850-9-2 for high-speed 
process information. In IED 670, 100 Mbit/second is used.

The set up of the IEC communication is very user friendly. 
In principal it is limited to state the IP address for each 
individual device, and specify what GOOSE messages this 
IP address want access to in the IED engineering tool.

2.3 Ethernet link communication interface
The IED 670 has a built in optical Ethernet link, with one 
or two ports.

§ Ethernet link, 100 Mbit/second 
§ Available interfaces 

- IEC 61850-8-1 
- IEC 60870-5-103
- LON
- SPA
- DNP 3.0
- TCP/ IP on the front

§ ST fiberoptic connector
§ Multimode fiber 62,5/125 µm
§ Optical budget 13 dB

 - Typical maximum distance between nodes, 1 km

2.4 Protection, control and monitoring functions as 
logical nodes
The database for IED 670 has been implemented with all 
aspects of IEC 61850, logical groupings, logical nodes, 
logical node names logical devices etc. To make the 
naming user friendly, the existing signal names in previous 
products has been replaced by IEC 61850 names. Thus the 
user will have the same name in products from various 
manufactures in case of native implementation of the 
standard. Where no standardized names exist, for example 
for protection functions, the IEC 61850 naming 
conventions have been used. The implementation of logical 
nodes will give a future proof implementation, as this 
logical nodes are hardware independent, and must be 
available for IEC 61850 engineering.

The development of IED 670 has of course been more time 
consuming due to the mapping of the logical nodes, which 
restricts the flexibility for the design. However, this is the 
prize to pay to get conform information exchange over IEC 
61850. For example, a four step earth fault protection needs 
a logical node for each step. The coordination of these steps 
are outside the IEC 61850 specification. However, this 
coordination is necessary. In IED 670, the implementation 
has been made by adding logical devices. 

Module with two ports   

Module with one port

Internal communication 
bus

orGlass
fiber

Physical Device (network address)

Logical Device
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3. User friendly system design/ engineering  
for new stations and for retrofit  with  iec 
61850

The new 670 IEDs have been designed with flexibility in 
mind. Therefore almost any combination of control and 
protection functions required in a Substation Automation 
system can be included in the IEDs.

The functions in an IED are not defined in the standard, 
only the data provided and requested by the functions. All 
known functions in a substation are modelled in Logical 
Nodes, LN. The functions of an IED are modelled by 
Logical Nodes that communicate with each other and 
exchange the data. The design of the new IEDs is an 
evolution starting from the today’s product range, meaning 
that some functions like reservation and interlocking have 
been reused. All functions can be found in a completely 
new AFL (Application Function Library) as logical nodes 
or function blocks. All functions according to the IEC 
61850 standard are implemented in a native way.

3.1 Information exchange with GOOSE messages
GOOSE is an acronym for Generic Object Orientated 
System-wide Events. It aims to replace the conventional 
hardwired logic necessary for intra-IED coordination with 
station bus communications. Upon detecting an event, the 
IED(s) use a multi-cast transmission to notify those devices 
that have registered to receive the data. The performance 
requirements are stringent – no more than 4ms is allowed to 
elapse from the time an event occurs to the time of message 
transmission. The number of IEDs, the network topology 
and the type of event will all contribute to the amount of 
data that will be generated after an event. GOOSE 
messages are re-transmitted multiple times by each IED, 
longer intervals for each re-transmission.

GOOSE message supports the exchange of a wide range of 
possible common data organized by a DATA SET. The 
data set is defined in the engineering tool and data is 
transmitted over the IEC 61850-8-1 bus to other IEDs, 
which receive the data via a function block. The signals 
received by the function block are defined in the IED 
engineering tool.

GOOSE message supports the exchange of a wide range of 
possible common data organized by a DATA SET.

The data set is defined in the engineering tool and data is 
transmitted over the IEC 61850-8-1 bus to other IEDs, 
which receive the data via the function block IntlReceive. 
The signals received by the function block are defined in 
the engineering tool.

3.2 Reservation method 
To close the busbar disconnector in the line bay, the bus 
coupler must be closed to fulfil the interlocking conditions. 
These position indications are transferred from the bus 
coupler to the line bay cyclically or at change of status. If 
the bus coupler breaker is opened from another workplace 
e.g. from the Control Centre, during the selection command 
of the busbar disconnector, there is a risk to evaluate the 
interlocking conditions with wrong information and then 
give permission for an incorrect closing of the busbar 
disconnector. Even if the position indications are sent very 
fast from the bus coupler bay to the line bay there exists a 
time gap with uncertain information. The time gap may 
vary depending on the transmission speed and the 
transmission principle between the IEDs.

This problem also exists for conventional relay logic, but 
then the time gap is in the order of 10 ms, which has been 
commonly accepted from the security point of view.

To manage this, a reservation method to prevent 
simultaneous operation of apparatuses at manual operation 
has been developed. 

The reservation method is a method to ensure that the 
interlocking information is correct at the time of operation. 
With this method the operation will temporarily be blocked 
for all switching devices in other bays, which switching 
states are used for the evaluation of permission to operate. 
Actual position indications from these bays are then 
transferred over the IEC 61850 (or LON) bus as GOOSE 
messages for evaluation in the IED. After the evaluation the 
operation can be executed with high security.

This patented method has now been used almost 20 years in 
substation automation applications. It will also be further 
used as it is found to be an essential function.

This functionality is realized over the station bus by means 
of the function blocks QCRSV and RESIN. See figure 
below.

The function block QCRSV handles the reservation. It 
sends out either the reservation request to other bays or the 
acknowledgement if the bay has received a request from 
another bay.



SA2007-000062

4

The other function block RESIN receives the reservation 
information from other bays. The number of instances is 
the same as the number of involved bays. The received 
signals are either the request for reservation from another 
bay or the acknowledgment from each bay respectively, 
which have received a request from this bay. Also the 
information of valid transmission over the station bus must 
be received

3.3 Interlocking
For all interlocking modules a number of general rules 
apply:

The communication between different bays is performed 
via the station bus as GOOSE messages and can consist of 
signals of these types:

• Unearthed busbars
• The busbars are connected together
• Other bays connected to a busbar
• Received data from other bays are valid

The interlocking function in a bay that has invalid data as 
conditions does not give a release for command. Invalid 
data of positions of HV apparatuses can be obtained, for 
example, at intermediate position. The interlocking 
function consists of software modules located in each 
control IED. The function is distributed and not dependent 
on any central function. 

The positions of the HV apparatuses are inputs to software 
modules distributed in the control IEDs. Each module 
contains the interlocking logic for a bay. The interlocking 
logic in a module is different, depending on the bay 
function and the switchyard arrangements, that is, single-
breaker, double-breaker or 1 1/2 breaker bays have 
different modules.

On the station HSI an override function exists, which can 
be used to bypass the interlocking function if not all 
available data for the actual status is valid.

The signals involved in the bay-level interlocking can 
consist of these types:

• Positions of HV apparatuses (sometimes per phase)
• Valid positions (if evaluated in the control module)

• External release (to add special conditions for release)
• Line voltage (to block operation of line earthing switch)
• Output signals to release the HV apparatus

To make the implementation of the interlocking function 
easy, several standard modules are available. The modules 
also have inputs that can be used for delivery-specific 
interlocking conditions.

3.4 Engineering
IEDs are engineered using manufacturer specific IED 
configuration tools. Thus, these tools are not defined by the 
standard and each manufacturer is completely free to find 
the best way in supporting engineers by a specific software
tool. These configuration tools translate the IED 
capabilities (e.g. functionality, data communication, events 
and alarms) to the SCL (Substation Configuration 
description Language), which is defined in the IEC 61850.

The SCL is based on .xml format, which makes it easy for a 
computer to generate data, read data, and ensure that the 
data structure is unambiguous. Due to this SCL enables 
information exchange between IED configuration tools 
from different manufacturers.

When a new version of an IED and associated IED 
configuration tool are installed in a substation, the 
configuration of the previous IED version is available in 
SCL format. The SCL code containing application 
functionality and communication scheme can be imported 
to a new IED configuration tool and then downloaded to a 
new IED. This can be compared to the SIM card of the 
mobile phone: It carries the information from an old phone 
to the new one in a standardized way even if the phones are 
from different manufacturers, a user friendly principle.

These details can make a big difference since the re-use 
results in improved quality and cost savings in IED 
engineering. At the same time backwards compatibility is 
secured.

In the first step the IEDs are selected according to the 
functional requirements on the substation or substation part 
and configured accordingly using the IED configuration 
tool. The IED vendor provides this tool for the specific IED 
or IED family.

Based on a default IED specific description file, a specific 
IED Capability Description, ICD, is generated for each 
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individual IED. This file describes the specific IED in 
detail: available functions, Logical Nodes, data, 
communication services, address, etc.

In the second step all the ICD files are imported into the 
system configuration tool. The system configuration tool 
configures the system functions and allocates them to the 
relevant IEDs. Also the communication relations and 
addresses for them are configured. The result is a System 
Configuration Description, SCD, file.

Based on the SCD file the IED specific tool is used to 
generate the final IED configurator, individual per IED, 
that is directly loaded into the specific IED by the tool. The 
format of the final IED configurator is not standardized; the 
IED vendor may use a proprietary format for this. 

The downloading of the final IED configuration can be 
done directly from the tool, via the IEC 61850 file services 
or via FTP (File Transfer Protocol).

3.5 Conformance Testing
The products of a manufacturer, which are designed to 
comply with IEC 61850, go through the usual system test, 
routine test and type test, regardless of the final 
applications. These products also go through Factory 
Acceptance Test (FAT), site commissioning and Site 
Acceptance Test (SAT) to verify that the equipment is fit 
for the intended application. Independent of these tests, 
conformance testing is carried out so that the manufacturers 
may confirm conformance to IEC 61850.

Conformance testing covers:
• Checking documentation and version designation 
• Configuration 
• Abstract services 
• Data Model 
• Mapping 

The conformance testing can be carried out for example by 
independent test laboratories, which are accredited by the 
UCA International Users Group.

4. Conclusions
The full implementation of IEC 61850 with logical nodes, 
SCL files etc has been a challenge during the development 
of the IED 670 family. In addition, over twenty years of 
experience of numerical protection and control has been 
used to ensure the dependability and security of the 
protection, control and monitoring functions. Thus, a user 
friendly implementation of IEC 61850 has been possible.
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