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Summary 
The primary objective of the ASPECT v3.09.00 release is to provide essential usability and security software patches, as 

well as to migrate ASPECT to AlmaLinux 9 for the NEXUS-3 and Enterprise platforms. This release incorporates customer 

feedback and the findings of comprehensive security assessments, resulting in a significant enhancement of ASPECT’s 

security posture and overall resilience against potential threats. 

 

Earlier versions of ASPECT operated on CentOS 6 and CentOS 7, which are now fully unsupported and no longer receive 

security updates from the open-source community. In contrast, ASPECT v3.09.00 has been ported to run on AlmaLinux 9, 

which benefits from the extended AlmaLinux 9 lifecycle. AlmaLinux 9 will receive full support, including feature updates, 

through 31 May 2027, and security-only support through 31 May 2032. 

 

The port of ASPECT v3.09.00 to AlmaLinux 9 thus ensures that ASPECT benefits from ongoing maintenance, timely 

security patches, and alignment with modern compliance and security standards over a multi-year horizon — making the 

platform far more sustainable, secure, and future-proof. 

Detail 
DON’T EXPOSE YOUR DEVICES ON THE INTERNET 
Although a comprehensive discussion of network security is far beyond the scope of this document, the following items 

provide a starting point for creating a secure equipment installation. Where available, users should always defer to the 

security policies of the hosting network organization. 

1. Always ensure that the ABB Cylon® Building Energy Management System (BEMS) solution is deployed on an isolated 

network specifically designated for BEMS controls only, with no connections to external networks. 

2. Strictly prohibit the connection of ABB Cylon® BEMS devices to networks that include security-critical IP devices, 

such as CCTV systems, any data-sensitive infrastructure or credit card terminals. 

3. ABB Cylon® BEMS solutions should never be exposed to the Internet. Exposure turns your system into a potential 

target accessible by every individual and machine globally. 

4. Adopt a zero-exposure policy for ABB Cylon® devices on the internet. Always prioritize security by limiting 

information exposure to the minimum necessary for operational functionality. 

5. Mandate the use of Secure Virtual Private Networks (VPNs) for all remote access requirements and always employ 

a Firewall for services requiring internet connectivity. VPNs ensure that devices remain off the public internet while 

providing a secure and encrypted path for authorized users to access system functions. 

For more details see HT0038 ASPECT, FBXi and CBXi System Network Security Best Practice  

SECURITY IMPROVEMENTS 
ASP-7607 - Port ASPECT Enterprise and NEXUS to AlmaLinux 9 

ASP-7285 - Multiple OpenJDK vulnerabilities patched on AlmaLinux 9 

GENERAL USABILITY IMPROVEMENTS / SOFTWARE PATCHES 
ASP-6629 - Single-File Deployment (BSX) - Add version-checking for Studio deployment and WebUI upload 

ASP-7686 - Update the ASPECT Studio API for the ASPECT v3.09.00  AlmaLinux release 

ASP-7713 - Increase the Java heap Maximum upper limit to 4096MB for x86 Targets 

ASP-7738 - Improve login route messaging if accessed via HTTP and HTTPS-only is enabled 

ASP-7756 - Unable to add an Event to a remote schedule from ASPECT Enterprise / Supervisor 

https://solutions.abb/HVAC-Building-Automation
https://search.abb.com/library/Download.aspx?DocumentID=HT0038&LanguageCode=en&DocumentPartId=&Action=Launch
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ASP-7760 - Make trending SQL queries more robust and improve long reference name handling 

ASP-7827 - Single Signon / Synchronized Security is not working in v3.08.04 / v3.08.04-s01 

DEPRECATED FEATURES 
The following features in ASPECT have been deprecated to enhance security and increase usability of the product. 

• NA  

DEFERRED FEATURES 
The following is a list of features that have been deferred to a later v3.09 release 

• In-Field Upgrades for NEXUS-3 devices 

• Offline AlmaLinux 9.x security patch files 

• ASPECT Enterprise support for deployment to Microsoft Azure and Hyper-V platforms via a VHD image 

OS SUPPORT / SECURITY PATCH UPDATES 
Operating system patch updates are provided through the ABB Library for CentOS 7 systems, and through the AlmaLinux 

Community for ASPECT NEXUS-3 and Enterprise Servers that have been upgraded to AlmaLinux 9. Older model servers 

running CentOS 6 or Ångström are not eligible for upgrade. It is strongly recommended that these devices be isolated on 

secure, local networks without direct internet access and accessed only locally or through a secure VPN connection. 

ALMALINUX 9 

Overview 

ASPECT v3.09.00 on AlmaLinux 9 for the NEXUS-3 and Enterprise includes built-in support for Automatic Operating 

System (OS) Patch Updates using the Dandified YUM (DNF) package manager, as provided by the AlmaLinux community. 

This feature ensures that the underlying AlmaLinux operating system remains current with the latest security patches and 

maintenance updates, while leaving application-specific software (such as ASPECT firmware) untouched. 

Note: This process applies only to operating system–level updates. ASPECT software and firmware packages are not updated 
through this mechanism. Application-level security and usability patches will continue to be distributed through the 
established ASPECT firmware and project upgrade process as needed. 

OS Update Configuration  

ABB recommends performing periodic manual Operating System (OS) updates. Before doing so, it is essential to have a 

formal, scheduled backup process in place for all device or virtual machine configurations, project files, and related 

databases. This ensures system resilience, data integrity, and the ability to recover in the event of update-related faults or 

service interruptions. 

Under no circumstances should any ASPECT virtual machine (VM) or device be directly exposed to the public internet. All 

external administrative or service access must be restricted to local network connectivity or provided through a secure 

Virtual Private Network (VPN). 

When configuring Automatic OS Updates, it is critical that systems use either: 

• A local DNF proxy server, or 

• An outgoing-only network configuration with access restricted to trusted community update repositories. 

These guidelines are designed to minimize exposure to unverified sources and maintain alignment with cybersecurity and 

operational integrity standards. 

https://solutions.abb/HVAC-Building-Automation
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Check Update  

Pressing the Check  Update button will provide the user with information regarding the current OS update status of the 

device.   This will list a comprehensive report of packages that require updating or a message stating the following:  

 

Update Now  

Pressing the Update Now  button immediately starts a manual OS patch cycle. 

The process fetches the latest available packages from the AlmaLinux repositories and applies updates to the base 

operating system. 

 

Undo Update  

Pressing the Undo Update  button will revert the most recent OS update applied to the system if the target becomes 

unstable after the update. This button appears only after a successful update has been completed on the target device or 

VM. 

 

Change Use DNF Proxy  

If a local DNF proxy is configured, this option allows updates to be routed through the proxy for environments with 

restricted internet access or internal caching servers. 

Show Update Logs : Update Log  

Selecting Update Log displays the most recent OS update activity, including connectivity checks, cache cleanup, and 

package updates. 

Connectivity Requirements 

To enable and perform OS patching, the device must have outgoing network access to the AlmaLinux community update 

vaults. These repositories are typically hosted via CloudFront mirrors such as: 

vault.centos.org 

mirror.almalinux.org 

If your network restricts outbound traffic, ensure these domains are reachable from the device from the network 

diagnostics page. 

https://solutions.abb/HVAC-Building-Automation
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NOTES AND RECOMMENDATIONS 
• For environments without internet access, configure a DNF proxy or local mirror to ensure update availability. 

• The update log should be reviewed periodically to confirm successful completion of automatic patch cycles. 

CentOS 7 

CentOS 7 reached End of Life (EOL) on June 30, 2024, and OS-level updates are no longer provided by the open-source 

community. However, ABB has partnered with a third-party provider to continue delivering CentOS 7 OS-level security 

patches. These updates address CVEs with a severity rating of 7 or higher that affect core CentOS 7 libraries. These 

patches are available for download from the ABB Library and are published on a quarterly basis. For example, search for 

“ASPECT CentOS 7” to find ASPECT CentOS 7 Q2 2025 CVE Patch 

To receive these patches, the CentOS 7 device or virtual machine must be upgraded to version 3.08.04 or later. Also, the 

system must first be upgraded to the CentOS 7 EOL release before applying post-EOL security patches. This means that 

the device must have all patches that were issued for CentOS 7 up until the OS went End Of Life in June of 2024 in order to 

receive after EOL updates from our third party provider.  

Devices can be upgraded to the CentOS EOL release either: 

• Online, by connecting to the archive vault, or 

• Offline, by downloading the CentOS 7 EOL upgrade package from the ABB Toolbox. 

Detailed instructions for installing CentOS 7 security patches are provided in the Technical Bulletin / Release Notes for 

ASPECT v3.08.04. 

CentOS 6 / Ångström 

OS-level security patch support for CentOS 6 and Ångström operating systems is no longer available due to the end of 

maintenance for these distributions. ABB strongly advises that such devices remain isolated from both internet and 

corporate networks, positioned behind front-end systems or servers operating on supported platforms. In cases where 

remote access is required, connections must be established exclusively through a secure Virtual Private Network (VPN). 

  

https://solutions.abb/HVAC-Building-Automation
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ASPECT V3.09.00 INSTALLATION INSTRUCTIONS 

FIRMWARE UPGRADES 

  A Note About Upgrading from Pre-v3.08.04 Releases 

  When upgrading legacy devices from a release earlier than v3.08.04, it is mandatory to install the v3.08.04 security 
upgrade bundle prior to deploying ASPECT v3.09.00. This firmware upgrade bundle is included in the ASPECT firmware 
distribution bundles for both ASPECT legacy and ASPECT for AlmaLinux named as follows:  

   •  aspect-security-update_03.08.04.aam 

   •  aspect-security-update_03.08.04.aam.sha256 

 

  ASPECT v3.08.04 represents an irrevocable upgrade. Once a device has been upgraded to v3.08.04 or any subsequent 
release, it cannot be reverted to any pre-v3.08.04 version. For example, downgrading from v3.08.04 or v3.08.04-s01 to 
v3.08.03 is not supported. 

 

Software / Firmware Distribution Bundles  

Distribution bundles for ASPECT Studio, ASPECT Enterprise and firmware upgrade bundles for ASPECT v3.09.00 are 

available for download from the ABB Library. The bundles are distributed as four distinct archive bundles labeled as 

follows: 

Bundle Name Description 

Aspect-v3.09.00.zip Standard ASPECT Software/Firmware distribution containing ASPECT Studio, Firmware 

upgrades for AlmaLinux targets and ASPECT v3.08.04 Security upgrade bundles 

Aspect-v3.09.00-Enterprise.zip ASPECT Enterprise OVA Distribution suitable for deployment to VMWare virtualized 

environments. 

Aspect-Legacy-v3.09.00.zip ASPECT firmware updates for ASPECT Legacy devices, including MATRIX-1, MATRIX-2, 

NEXUS-1, NEXUS-2, NEXUS-3 (CentOS 7) and ASPECT Enterprise VM’s on CentOS 6 or 7 

Aspect-v3.09.00-ISO.zip The ISO image used for ASPECT Enterprise on Proxmox VM. Please note: This distribution 

will not be available for direct download from the ABB Library. Please contact your sales 
representative or ABB Cylon Technical Support to access this distribution. 

 

ASPECT v3.09.00 has been backported to maintain compatibility with legacy ASPECT operating system and hardware 

platforms. This ensures that customers using older NEXUS and Enterprise servers can continue to receive updates and 

functionality aligned with the current release. 

The table below lists the supported legacy target environments and the corresponding installation bundles. Use this 

information to determine the correct bundle to install on your specific hardware platform.  

Device Hardware Operating System Firmware Upgrade Bundle 

MATRIX-1 Ångström aspect_ALL_upgrade_3.09.00.aam 

MATRIX-2 Ångström aspect_ALL_upgrade_3.09.00.aam 

NEXUS-1 CentOS 6 aspect_ALL_upgrade_3.09.00.aam 

NEXUS-2 CentOS 6 aspect_ALL_upgrade_3.09.00.aam 

NEXUS-3 CentOS 7 aspect_ALL_upgrade_3.09.00.aam 

Enterprise VM ESXi CentOS 6 aspect_ALL_upgrade_3.09.00.aam 

Enterprise VM ESXi CentOS 7 aspect_ALL_upgrade_3.09.00.aam 

Proxmox VM CentOS 7 aspect_ALL_upgrade_3.09.00.aam 

NOTE: Legacy upgrade bundles are designated as aspect_ALL maintaining the original ASPECT bundle naming convention. 
These bundles are designated for legacy ASPECT target devices and virtual machines.  
Do not attempt to load them on any AlmaLinux ASPECT Enterprise or AlmaLinux NEXUS target device. 

  

https://solutions.abb/HVAC-Building-Automation
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All newly manufactured NEXUS-3 devices and Enterprise virtual machines deployed with AlmaLinux 9 and ASPECT v3.09.00 

are automatically provisioned with the correct firmware .i.e. v3.09.00. The naming convention is mentioned here to 

communicate how future firmware updates will be named for maintenance releases of ASPECT v3.09.*.  

To ensure operational clarity, AlmaLinux firmware bundles will have prefix labels using the naming convention aspect_AL9 

rather than aspect_ALL. 

This naming standard will be strictly followed in all future firmware releases to: 

• Maintain consistency across deployments 

• Enable accurate identification of firmware versions 

• Support standardized deployment and lifecycle management 

• Simplify version tracking within enterprise environments 

Adhering to these conventions is essential for maintaining system integrity and ensuring efficient enterprise operations. 

The following table details the firmware bundles required for each ASPECT AlmaLinux target platform.  

Device Hardware Operating System Firmware Upgrade Bundle 

NEXUS-3 AlmaLinux 9 aspect_AL9_upgrade_3.09.00.aam 

Enterprise VM ESXi AlmaLinux 9 aspect_AL9_upgrade_3.09.00.aam 

Enterprise VM Proxmox AlmaLinux 9 aspect_AL9_upgrade_3.09.00.aam 

Firmware Upgrades 

To fully apply all enhancements, bug fixes, and updated drivers in ASPECT v3.08.04 (or later), firmware upgrades must be 

performed in two stages: 

1. Firmware Update: Apply the firmware bundle to the target device (MATRIX Series, NEXUS Series, or ASPECT-

Enterprise) via the WebUI using the System Update feature. Instructions are available in the ASPECT-Studio Online 

Help. 

 

2. Project Redeployment: Open your existing project in ASPECT-Studio, perform a Clean, and redeploy it to the 

upgraded device. This ensures that all project files incorporate the firmware and system improvements.  

Note: For convenience, project backups are stored on ASPECT devices, allowing easy retrieval during redeployment. 

Adhering to this process is required to fully leverage the release and maintain system integrity. 

 

 

 

 

 

  

https://solutions.abb/HVAC-Building-Automation
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DEPLOYMENT OF ASPECT V3.09.00 ON ALMALINUX 
New Virtual Machine Distributions will be provided for ESXi/VMWare and Proxmox Virtualization platforms. 

VMWARE ESXI 

Deploy ASPECT Enterprise 

To deploy ASPECT Enterprise to VMWare ESXi virtualizaiton host environment download the OVA bundle from the ABB 

Library. 

• Aspect-AL9-Installer-R_03_09_00-x86_64-el9.ova 

Upload the OVA distribution to the VMWare ESXi host environment. 

 

Next select standard storage options and select Next  as follows: 

 

Select deployment options and select Next  as follows: 

 

https://solutions.abb/HVAC-Building-Automation
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Review settings and select Finish  the complete the deployment. 

 

Note: Configuring a Second Network Adapter 

   If a second network adapter is required to provide an additional IP address for the virtual machine, it must be added 
prior to beginning the installation. During installation, the ASPECT installer automatically detects and configures all 
available Ethernet interfaces. Adding a second network adapter after the installation is complete may result in 
incorrect device naming or improper network configuration. To ensure proper detection and configuration, verify that 
all required network adapters are present before running the installer. 

 

To add a secondary network adapter on VMWare/ESXi : 

Edit Settings: 

 

Add Network Adapter 

 

https://solutions.abb/HVAC-Building-Automation
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Install ASPECT Enterprise 

To install ASPECT Enterprise on AlmaLinux 9, begin by accessing the console of your newly deployed ASPECT Enterprise OVA. 

At the login prompt, enter the following credentials: 

• Username: abbinst 

• Password: abbinst 

After logging in, a setup menu will appear. 

Select Option 1 – Run installation script to begin the onboard installation process. 

The system will guide you through the remaining steps automatically. Once complete, ASPECT Enterprise will be installed 

and ready for configuration. 

During installation, the user will be prompted to re-enter the abbinst password to elevate privileges required for 

deploying the ASPECT application onto the target AlmaLinux virtual machine. 

 

The installer script outputs log messages detailing the progress of the ASPECT installation and automatically reboots the 

system upon completion. After reboot, the target system is ready for licensing and deployment. 

NOTE: If there is no DHCP server available during the installation of ASPECT Enterprise the installer will prompt the user for a 
static IP Address, Subnet Mask, Gateway and DNS address  

 

 

 

  

https://solutions.abb/HVAC-Building-Automation
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PROXMOX 

Deploy ASPECT Enterprise ISO 

To deploy ASPECT Enterprise in a Proxmox environment, obtain a copy of the ASPECT ISO bundle directly from ABB. The 

ASPECT ISO distribution is not available through the ABB Library. Please contact your ABB Sales Representative or 

Technical Support to request a copy. 

Required Files: 

• Aspect-AL9-Installer-R_03_09_00-x86_64-el9.iso 

• Aspect-AL9-Installer-R_03_09_00-x86_64-el9.iso.sha256 

Once obtained, upload the ISO distribution to the Proxmox host environment. 

1. Log in to the Proxmox Web Interface as an administrative user at: 
https://<proxmox-ip-address>:8006 

2. In the Proxmox Web Administrator interface: 

o Navigate to Datacenter. 

o Select the target node listed directly beneath the Datacenter node. 

o Choose local storage for that node. 

o Select ISO Images to access the ISO upload and management options. 

 

Select the ASPECT v3.09.00 ISO file and upload it to the Proxmox Virtual Environment. It is recommended to perform a 

SHA256 checksum verification on the ISO file after upload to ensure file integrity. The upload process may take several 

minutes to complete depending on connection speeds. 

 

           

After a successful upload of the ISO. 
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Click Create VM  in the top right corner of the Proxmox web interface: 

 

Set the Virtual Machine name  and Start at boot  options and move to the next screen.  

Note: The VM name cannot have spaces. 

 

Configure OS  settings, select the ISO Image and set the Guest OS  type to Linux 

 

  

https://solutions.abb/HVAC-Building-Automation


©ABB 2025 All Rights Reserved. 

Subject to change without notice 
SOLUTIONS.ABB/HVAC-BUILDING-AUTOMATION page 12 of 19 

 

B
0

3
9

2
 r

e
v

 4
 

Configure System Settings 

 

 

Configure Disk Storage 

 

Configure CPU options 

 

https://solutions.abb/HVAC-Building-Automation
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Configure Memory Options 

 

 

Configure Network Options 

 

Finally, review and confirm selections by clicking “Finish” 

 

https://solutions.abb/HVAC-Building-Automation
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The VM for ASPECT Enterprise v3.09.00 is now ready for ASPECT Application Installation and Commissioning. 

 

Note: Configuring a Second Network Adapter 

 If a second network adapter is required to provide an additional IP address for the virtual machine, it must be added 
prior to beginning the installation. During installation, the ASPECT installer automatically detects and configures all 
available Ethernet interfaces. Adding a second network adapter after the installation is complete may result in 
incorrect device naming or improper network configuration. To ensure proper detection and configuration, verify that 
all required network adapters are present before running the installer. 

  

https://solutions.abb/HVAC-Building-Automation
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To add a secondary network adapter in Proxmox: 

 

 

 

Proceed to installation: 

From the console click “Start Now” 

 

https://solutions.abb/HVAC-Building-Automation
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Install AlmaLinux 

 

After the automatic reboot the installer will be presented with the following UEFI Firmware setup menu as follows. 

 

Use the arrow keys to navigate to the “Continue” option and press the “Enter Key” to continue. 
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INSTALLING ASPECT 

Upon completion of the AlmaLinux Install Script the VM will reboot and prompt for login credentials 

To install ASPECT Enterprise on AlmaLinux 9, begin by accessing the console of your newly deployed ASPECT Enterprise 

VM. 

At the login prompt, enter the following credentials: 

• Username: abbinst 

• Password: abbinst 

After logging in, a setup menu will appear. 

Select Option 1 – Run installation script to begin the onboard installation process. 

The system will guide you through the remaining steps automatically. Once complete, ASPECT Enterprise will be installed 

and ready for configuration. 

 

 

During installation, the user will be prompted to re-enter the abbinst password to elevate privileges required for 

deploying the ASPECT application onto the target AlmaLinux virtual machine. 
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The installer script outputs log messages detailing the progress of the ASPECT installation and automatically reboots the 

system upon completion. After reboot, the target system is ready for licensing and deployment. 

NOTE: If there is no DHCP server available during the installation of ASPECT Enterprise the installer will prompt the user for a 
static IP Address, Subnet Mask, Gateway and DNS address.  

 

 

At this point, proceed with licensing and commissioning of the device. 

NEXUS-3 

All new NEXUS-3 devices will be shipped with AlmaLinux 9. For existing NEXUS-3 devices originally delivered with CentOS 7 

an AlmaLinux upgrade will be provided in a future release as a standalone ISO. System administrators should plan to apply 

these upgrades as they become available on the ABB Library Toolbox to maintain strong security practices. 

Existing CentOS 7-based NEXUS-3 systems will continue to receive firmware upgrade bundles to deliver application-level 

security and bug-fix updates. Additionally, quarterly OS-level security patches addressing CVEs with a severity rating of 

7.0 or higher will be released through the ABB Toolbox, ensuring stability and security during the transition period. 

Adherence to this policy is required to maintain system integrity and full compatibility with ASPECT v3.09.00 features. 

MATRIX-2 

All new MATRIX-2 devices will be shipped with the Ångström Operating System and preconfigured with firmware and 

application software version ASPECT v3.09.00 to ensure forward compatibility with future ASPECT releases. Application-

level security updates, bug fixes, and integration enhancements will continue to be provided for the duration of ABB 

Cylon’s support for this product. 
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DHCP ASSSIGNED IP ADDRESSES 

When configuring ASPECT Enterprise on VMware or Proxmox, the licensing model requires that the IP address of the 

primary Ethernet interface (eth0) does not change. 

If the primary interface (eth0) is configured to obtain an IP address automatically (via a DHCP server), the MAC address of 

eth0 must be statically mapped to a specific IP address on the DHCP server. This ensures that the device retains the same 

IP address when DHCP lease renewals occur. 

The MAC address of eth0 can be found on the System Status page. 

 

 

Customer Impact 
Users must upgrade as soon as possible to ensure their ASPECT targets are secure and to take advantage of the latest 

features and improvements. 

Note: ASPECT v3.08.04 is an irrevocable upgrade meaning if an ASPECT target has been upgraded to v3.08.04 it cannot be 
backed down to any pre-v3.08.04 release. 

 

Note  ASPECT is not designed to be an “internet-facing” server application. If you need to access the ASPECT device remotely, 
you should do so through a secure VPN (and not a publicly accessible internet domain). 

 

Note: ABB recommends that all unnecessary ports are closed on an ASPECT device.  
After upgrading, always review port configuration (WebUI  > Communication Setup  > IP Port Administration) for any 
unnecessarily open ports and close accordingly. 

 

Note: It is recommended that .aam file checksums are verified against those published on the online ToolBox before a System 
Upgrade is performed. 

 ̀

Note: If you have any difficulty accessing ASPECT after upgrade, you may need to: 

                1. Clear your browsers history/cookies and restart the browser to clear out the older version/data (performing a hard 
refresh with Ctrl+F5 is an alternative option). 

                2. If login is still not working after clearing the cache, you may need to use the alternative WebUI  login page at 
https://192.168.0.1/altlogin.php (replace the IP with your device’s host/IP). 

 ̀

Note: ABB recommends that all unnecessary ports are closed on an ASPECT device.  
After upgrading, always review port configuration for any unnecessarily open ports and close accordingly. 
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