ABB CYLON® TECHNICAL BULLETIN NO. 558
Issue Date: 15 December 2025

ASPECT® v3.09.00

Summary

The primary objective of the ASPECT v3.09.00 release is to provide essential usability and security software patches, as
well as to migrate ASPECT to AlmaLinux 9 for the NEXUS-3 and Enterprise platforms. This release incorporates customer
feedback and the findings of comprehensive security assessments, resulting in a significant enhancement of ASPECT’s
security posture and overall resilience against potential threats.

Earlier versions of ASPECT operated on CentOS 6 and CentOS 7, which are now fully unsupported and no longer receive
security updates from the open-source community. In contrast, ASPECT v3.09.00 has been ported to run on AlmaLinux 9,
which benefits from the extended AlmaLinux 9 lifecycle. AlmaLinux 9 will receive full support, including feature updates,
through 31 May 2027, and security-only support through 31 May 2032.

The port of ASPECT v3.09.00 to AlmaLinux 9 thus ensures that ASPECT benefits from ongoing maintenance, timely
security patches, and alignment with modern compliance and security standards over a multi-year horizon — making the
platform far more sustainable, secure, and future-proof.

Detail
DON’T EXPOSE YOUR DEVICES ON THE INTERNET

Although a comprehensive discussion of network security is far beyond the scope of this document, the following items
provide a starting point for creating a secure equipment installation. Where available, users should always defer to the
security policies of the hosting network organization.

1. Always ensure that the ABB Cylon® Building Energy Management System (BEMS) solution is deployed on an isolated
network specifically designated for BEMS controls only, with no connections to external networks.

2. Strictly prohibit the connection of ABB Cylon® BEMS devices to networks that include security-critical IP devices,
such as CCTV systems, any data-sensitive infrastructure or credit card terminals.

3. ABB Cylon® BEMS solutions should never be exposed to the Internet. Exposure turns your system into a potential
target accessible by every individual and machine globally.

4. Adopt a zero-exposure policy for ABB Cylon® devices on the internet. Always prioritize security by limiting
information exposure to the minimum necessary for operational functionality.

5. Mandate the use of Secure Virtual Private Networks (VPNs) for all remote access requirements and always employ
a Firewall for services requiring internet connectivity. VPNs ensure that devices remain off the public internet while
providing a secure and encrypted path for authorized users to access system functions.

For more details see HT0038 ASPECT, FBXi and CBXi System Network Security Best Practice

SECURITY IMPROVEMENTS

ASP-7607 - Port ASPECT Enterprise and NEXUS to AlmaLinux 9
ASP-7285 - Multiple Open]DK vulnerabilities patched on AlmaLinux 9

GENERAL USABILITY IMPROVEMENTS / SOFTWARE PATCHES
ASP-6629 - Single-File Deployment (BSX) - Add version-checking for Studio deployment and WebUI upload
ASP-7686 - Update the ASPECT Studio API for the ASPECT v3.09.00 AlmaLinux release

ASP-7713 - Increase the Java heap Maximum upper limit to 4096MB for x86 Targets

ASP-7738 - Improve login route messaging if accessed via HTTP and HTTPS-only is enabled

ASP-7756 - Unable to add an Event to a remote schedule from ASPECT Enterprise / Supervisor
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ASP-7760 - Make trending SQL queries more robust and improve long reference name handling
ASP-7827 - Single Signon / Synchronized Security is not working in v3.08.04 / v3.08.04-s01

DEPRECATED FEATURES

The following features in ASPECT have been deprecated to enhance security and increase usability of the product.

e NA

DEFERRED FEATURES

The following is a list of features that have been deferred to a later v3.09 release

e In-Field Upgrades for NEXUS-3 devices
e  Offline AlmaLinux 9.x security patch files
e ASPECT Enterprise support for deployment to Microsoft Azure and Hyper-V platforms via a VHD image

OS SUPPORT / SECURITY PATCH UPDATES

Operating system patch updates are provided through the ABB Library for CentOS 7 systems, and through the AlmaLinux
Community for ASPECT NEXUS-3 and Enterprise Servers that have been upgraded to AlmaLinux 9. Older model servers
running CentOS 6 or Angstrém are not eligible for upgrade. It is strongly recommended that these devices be isolated on
secure, local networks without direct internet access and accessed only locally or through a secure VPN connection.

ALMALINUX 9

Overview

ASPECT v3.09.00 on AlmaLinux 9 for the NEXUS-3 and Enterprise includes built-in support for Automatic Operating
System (OS) Patch Updates using the Dandified YUM (DNF) package manager, as provided by the AlmaLinux community.
This feature ensures that the underlying AlmaLinux operating system remains current with the latest security patches and
maintenance updates, while leaving application-specific software (such as ASPECT firmware) untouched.

Note: This process applies only to operating system-level updates. ASPECT software and firmware packages are not updated
through this mechanism. Application-level security and usability patches will continue to be distributed through the
established ASPECT firmware and project upgrade process as needed.

OS Update Configuration

ABB recommends performing periodic manual Operating System (OS) updates. Before doing so, it is essential to have a
formal, scheduled backup process in place for all device or virtual machine configurations, project files, and related
databases. This ensures system resilience, data integrity, and the ability to recover in the event of update-related faults or
service interruptions.

Under no circumstances should any ASPECT virtual machine (VM) or device be directly exposed to the public internet. All
external administrative or service access must be restricted to local network connectivity or provided through a secure
Virtual Private Network (VPN).

When configuring Automatic OS Updates, it is critical that systems use either:
e Alocal DNF proxy server, or
e Anoutgoing-only network configuration with access restricted to trusted community update repositories.

These guidelines are designed to minimize exposure to unverified sources and maintain alignment with cybersecurity and
operational integrity standards.
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Check Update

Pressing the Check Update button will provide the user with information regarding the current OS update status of the
device. This will list a comprehensive report of packages that require updating or a message stating the following:

Last metadata expiration check: 0:25:57 ago on Wed Dec 3 14:50:59 2025.

Update Now
Pressing the Update Now button immediately starts a manual OS patch cycle.

The process fetches the latest available packages from the AlmaLinux repositories and applies updates to the base
operating system.

Undo Update

Pressing the Undo Update button will revert the most recent OS update applied to the system if the target becomes
unstable after the update. This button appears only after a successful update has been completed on the target device or
VM.

Change Use DNF Proxy

If a local DNF proxy is configured, this option allows updates to be routed through the proxy for environments with
restricted internet access or internal caching servers.

Show Update Logs: Update Log

Selecting Update Log displays the most recent OS update activity, including connectivity checks, cache cleanup, and
package updates.

Connectivity Requirements

To enable and perform OS patching, the device must have outgoing network access to the AlmaLinux community update
vaults. These repositories are typically hosted via CloudFront mirrors such as:

vault.centos.org
mirror.almalinux.org

If your network restricts outbound traffic, ensure these domains are reachable from the device from the network
diagnostics page.

©ABB 2025 All Rights Reserved.

Subject to change without notice
SOLUTIONS.ABB/HVAC-BUILDING-AUTOMATION page 3 of 19

B0392rev 4


https://solutions.abb/HVAC-Building-Automation

AR
FAPED

I\ NExus series o

EIASPECT Admin Ping
# [4 1-FUDTester —
# [ Instance 2 Ping I
# [ Database Management Host:|
i 5y icensing Start Ping Test Clear Ping Results
# [ Communication Setup
# [ Smart Router
®fq Captures | ) Traceroute
= P= System Administration Traceroute: ‘
& User Manager |
-
2& LDAP Configuration Start Traceroute Clear Traceroute Results
£ Authentication Configuratior
£ System Services DNS Test
Q System Status
) B i Hostnami‘vault.centos.org

2 System Updates Start DNS Test Clear DNS Results
2 Project Upload (BSX) e
A\ 05 Auto-Update
§ Backup/Restore
- g3; Ethernet Settings
Y Network Diagnostics
(@ Time Settings
) Web Server Configuration
) Web Server SSL Configuratiol
Y Acknowledgements
@[ Debug Settings
# [ System Logs

Cl

NOTES AND RECOMMENDATIONS

e For environments without internet access, configure a DNF proxy or local mirror to ensure update availability.
e The update log should be reviewed periodically to confirm successful completion of automatic patch cycles.

CentOS7

CentOS 7 reached End of Life (EOL) on June 30, 2024, and OS-level updates are no longer provided by the open-source
community. However, ABB has partnered with a third-party provider to continue delivering CentOS 7 OS-level security
patches. These updates address CVEs with a severity rating of 7 or higher that affect core CentOS 7 libraries. These
patches are available for download from the ABB Library and are published on a quarterly basis. For example, search for
“ASPECT CentOS 7” to find ASPECT CentOS 7 Q2 2025 CVE Patch

To receive these patches, the CentOS 7 device or virtual machine must be upgraded to version 3.08.04 or later. Also, the
system must first be upgraded to the CentOS 7 EOL release before applying post-EOL security patches. This means that
the device must have all patches that were issued for CentOS 7 up until the OS went End Of Life in June of 2024 in order to
receive after EOL updates from our third party provider.

Devices can be upgraded to the CentOS EOL release either:

e Online, by connecting to the archive vault, or
e  Offline, by downloading the CentOS 7 EOL upgrade package from the ABB Toolbox.

Detailed instructions for installing CentOS 7 security patches are provided in the Technical Bulletin / Release Notes for
ASPECT v3.08.04.

CentOS 6 / Angstrom

0S-level security patch support for CentOS 6 and Angstrém operating systems is no longer available due to the end of
maintenance for these distributions. ABB strongly advises that such devices remain isolated from both internet and
corporate networks, positioned behind front-end systems or servers operating on supported platforms. In cases where
remote access is required, connections must be established exclusively through a secure Virtual Private Network (VPN).
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NOTE:

ASPECT V3.09.00 INSTALLATION INSTRUCTIONS
FIRMWARE UPGRADES

A Note About Upgrading from Pre-v3.08.04 Releases

When upgrading legacy devices from a release earlier than v3.08.04, it is mandatory to install the v3.08.04 security
upgrade bundle prior to deploying ASPECT v3.09.00. This firmware upgrade bundle is included in the ASPECT firmware
distribution bundles for both ASPECT legacy and ASPECT for AlmaLinux named as follows:

e aspect-security-update 03.08.04.aam

e aspect-security-update 03.08.04.aam.sha256

ASPECT v3.08.04 represents an irrevocable upgrade. Once a device has been upgraded to v3.08.04 or any subsequent
release, it cannot be reverted to any pre-v3.e8.04 version. For example, downgrading from v3.08.04 or v3.08.04-s01 to
v3.08.03 is not supported.

Software / Firmware Distribution Bundles

Distribution bundles for ASPECT Studio, ASPECT Enterprise and firmware upgrade bundles for ASPECT v3.09.00 are
available for download from the ABB Library. The bundles are distributed as four distinct archive bundles labeled as
follows:

Bundle Name Description
Aspect-v3.09.00.zip Standard ASPECT Software/Firmware distribution containing ASPECT Studio, Firmware
upgrades for AlmaLinux targets and ASPECT v3.08.04 Security upgrade bundles

Aspect-v3.09.00-Enterprise.zip ASPECT Enterprise OVA Distribution suitable for deployment to VMWare virtualized
environments.

Aspect-Legacy-v3.09.00.zip ASPECT firmware updates for ASPECT Legacy devices, including MATRIX-1, MATRIX-2,
NEXUS-1, NEXUS-2, NEXUS-3 (CentOS 7) and ASPECT Enterprise VM’s on CentOS 6 or 7
Aspect-v3.09.00-1SO.zip The ISO image used for ASPECT Enterprise on Proxmox VM. Please note: This distribution

will not be available for direct download from the ABB Library. Please contact your sales
representative or ABB Cylon Technical Support to access this distribution.

ASPECT v3.09.00 has been backported to maintain compatibility with legacy ASPECT operating system and hardware
platforms. This ensures that customers using older NEXUS and Enterprise servers can continue to receive updates and
functionality aligned with the current release.

The table below lists the supported legacy target environments and the corresponding installation bundles. Use this
information to determine the correct bundle to install on your specific hardware platform.

Device Hardware Operating System Firmware Upgrade Bundle

MATRIX-1 Angstrom aspect_ALL_upgrade_3.09.00.aam
MATRIX-2 Angstrom aspect_ALL_upgrade_3.09.00.aam
NEXUS-1 CentOS 6 aspect_ALL_upgrade_3.09.00.aam
NEXUS-2 CentOS 6 aspect_ALL_upgrade_3.09.00.aam
NEXUS-3 CentOS 7 aspect_ALL_upgrade_3.09.00.aam
Enterprise VM ESXi CentOS 6 aspect_ALL_upgrade_3.09.00.aam
Enterprise VM ESXi CentOS 7 aspect_ALL_upgrade_3.09.00.aam
Proxmox VM CentOS 7 aspect_ALL_upgrade_3.09.00.aam

Legacy upgrade bundles are designated as aspect_ALL maintaining the original ASPECT bundle naming convention.
These bundles are designated for legacy ASPECT target devices and virtual machines.
Do not attempt to load them on any AlmaLinux ASPECT Enterprise or AlmaLinux NEXUS target device.
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Note:

All newly manufactured NEXUS-3 devices and Enterprise virtual machines deployed with AlmaLinux 9 and ASPECT v3.09.00
are automatically provisioned with the correct firmware .i.e. v3.09.00. The naming convention is mentioned here to
communicate how future firmware updates will be named for maintenance releases of ASPECT v3.09. *.

To ensure operational clarity, AlmaLinux firmware bundles will have prefix labels using the naming convention aspect_AL9
rather than aspect_ALL.

This naming standard will be strictly followed in all future firmware releases to:

e Maintain consistency across deployments

Enable accurate identification of firmware versions
e Support standardized deployment and lifecycle management
e  Simplify version tracking within enterprise environments

Adhering to these conventions is essential for maintaining system integrity and ensuring efficient enterprise operations.
The following table details the firmware bundles required for each ASPECT AlmaLinux target platform.

Device Hardware Operating System Firmware Upgrade Bundle

NEXUS-3 AlmaLinux 9 aspect_AL9_upgrade_3.09.00.aam
Enterprise VM ESXi AlmaLinux 9 aspect_AL9_upgrade_3.09.00.aam
Enterprise VM Proxmox AlmaLinux 9 aspect_AL9_upgrade_3.09.00.aam

Firmware Upgrades

To fully apply all enhancements, bug fixes, and updated drivers in ASPECT v3.08.04 (or later), firmware upgrades must be
performed in two stages:

1. Firmware Update: Apply the firmware bundle to the target device (MATRIX Series, NEXUS Series, or ASPECT-
Enterprise) via the WebUI using the System Update feature. Instructions are available in the ASPECT-Studio Online

Help.
<« > C © Notsecure  h#ps://192.168.55.180/admin/setup.php b+d ) (& [¢]
—
I\ NEXUS series -y
Logout
D ASPECT Admin A
BHE) EUDIeser Update System - Confirm
# [ Instance2
@ [ Database Management
#-[3 Licensing CAUTION: Please be aware that the Aspect Control Engine will be shut down once you click continue.
#-[ Communication Setup
@ [~ Smart Router It is recommended to download a Configuration Backup using Backup/Restore before applying updates.
& [ Captures
= P System Administration Click "Continue" to proceed to upload stage.

& User Manager
& LDAP Configuration :

£ Authentication Configurat! Continue >
£ System Services
Q System Status
I Process Status

& System Updates

2. Project Upload (BSX)

2. Project Redeployment: Open your existing project in ASPECT-Studio, perform a Clean, and redeploy it to the
upgraded device. This ensures that all project files incorporate the firmware and system improvements.

For convenience, project backups are stored on ASPECT devices, allowing easy retrieval during redeployment.

Adhering to this process is required to fully leverage the release and maintain system integrity.
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DEPLOYMENT OF ASPECT V3.09.00 ON ALMALINUX

New Virtual Machine Distributions will be provided for ESXi/VMWare and Proxmox Virtualization platforms.

VMWARE ESXI
Deploy ASPECT Enterprise

To deploy ASPECT Enterprise to VMWare ESXi virtualizaiton host environment download the OVA bundle from the ABB

Library.
e Aspect-AL9-Installer-R_03_09_00-x86_64-el9.ova

Upload the OVA distribution to the VMWare ESXi host environment.

) New virtual machine - Aspect Enterprise v3.09.00

+ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK fle or OVAfor the VM you would like to deploy

4 Select storage
e Enter a name for the virual machine.
7 Deployment options
8 Additional settings
9 Ready to complete

[ Aspect Enterprise v3.00.00
Virtuzl maching names can contain up to 80 characters and they must be unique within each ESXi instance.

I X (@ Aspect-ALS-Installer-R_03_09_00-x86_64-e19.0va I

| eak J[ nex || Fnsn || cancar |

Next select standard storage options and select Next as follows:

51 New virtual machine - Aspect Enterprise v3.09.00

1 Select creation type Select storage
V7 B S L Select the storage type and datastore
T
6 License agreements.
o Passtenmemay

7 Deployment options.
8 Additional settings
9 Ready to complete

Select a datastore for the virtual machine’s configuration files and all of its' virtual disks.

Name: v Capacy v |Free  ~ | Type v Thinpo..v Access ~

Datastore 3277B 23226GB  VMFS6 Supported  Single

| Back il Next JI Finsh | [ cancel |

Select deployment options and select Next as follows:

51 New virtual machine - Aspect Enterprise v3.09.00

¥ 1 Select creation type: Deployment options
' 2 Select OVF and VMDK files Select deployment options

V' 4 Select storage

B4 7 Deployment options -
9 Ready to complete Network mappings nat | VM Network <

Disk provisioning ® Thin O Thick

Povier on automatically

Back I Next I Finish Cancel
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Review settings and select Finish the complete the deployment.

51 New virtual machine - Aspect Enterprise v3.09.00

+ 1 Select creation type Ready to complete

' 2 Select OVF and VMDK files Review your settings selection before finishing the wizard

v 4 Select storage
+ 7 Deployment options

> Product alma_ova_vm
VM Name Aspect Enterprise v3.09.00
Files my-disk1.umadk
Datastore Datastore
Provisioning type Thin
Network mappings nat: VM Network
Guest OS Name Unknovn

i 1 ‘: Do not refresh your browser while this VM is being deployed.
-

[ mack ]| mext ‘l cancel |

Note: Configuring a Second Network Adapter

If a second network adapter is required to provide an additional IP address for the virtual machine, it must be added
prior to beginning the installation. During installation, the ASPECT installer automatically detects and configures all

available Ethernet interfaces. Adding a second network adapter after the installation is complete may result in

incorrect device naming or improper network configuration. To ensure proper detection and configuration, verify that

all required network adapters are present before running the installer.

To add a secondary network adapter on VMWare/ESXi :
Edit Settings:

. Aspect Enterprise v3.09.00-a15 & Normal
. @ Aspect Enterprise v3.09.00-146 - ssh test Q Mormal

1898 G

Unknow

Quick filters... w
[ Power

@ Guest 0S
@; Snapshots
[ Console

(g Autostart

Edit settings

&, Permissions

51 Aspect Enterprise v3.09.00-146 - ssh test

Add Network Adapter

(% Edit settings - Aspect Enterprise v3.00.00-t46 - ssh test (ESXi 6.7 virtual machine)

» [@ video Card

(CVirnualFarcware ™| VM Options

2 Add hard disk || M8 Add network adapter Add other device

» @ cPu M)
» K Memory ~
» 2 Hard disk 1 250 GB o
3 SCsI Controller 0
» M Network Adapter 1 VM Network ~ Connect

Ib M. New Network Adapter VM Network v Connect I
» (= CD/DVD Drive 1 Host device « | [J connect
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NOTE:

Install ASPECT Enterprise
Toinstall ASPECT Enterprise on AlmaLinux 9, begin by accessing the console of your newly deployed ASPECT Enterprise OVA.

At the login prompt, enter the following credentials:

e Username: abbinst
e Password: abbinst

After logging in, a setup menu will appear.
Select Option 1 - Run installation script to begin the onboard installation process.

The system will guide you through the remaining steps automatically. Once complete, ASPECT Enterprise will be installed
and ready for configuration.

During installation, the user will be prompted to re-enter the abbinst password to elevate privileges required for
deploying the ASPECT application onto the target AlmaLinux virtual machine.

Welconme to the AlmaLinux installer

) Run installation script
Z) Exit

choice: 1
ng if we are on s or on Virtual Platforms...
: > station/Fusion)

eceived the 1al lecture from the loi
t usually boils n to these three thir

spect the privacy of others.
#Z) Think before you ty

#3) With great power co great responsibility.

sudol password for abbinst: _

The installer script outputs log messages detailing the progress of the ASPECT installation and automatically reboots the
system upon completion. After reboot, the target system is ready for licensing and deployment.

If there is no DHCP server available during the installation of ASPECT Enterprise the installer will prompt the user for a
static IP Address, Subnet Mask, Gateway and DNS address

Aspect Enterprise v3.09.00

elcome to ABB Cylon Aspect on AlmaLinux?
ommission from https:/~-192.168.55.170
localhost login:
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PROXMOX

Deploy ASPECT Enterprise ISO

To deploy ASPECT Enterprise in a Proxmox environment, obtain a copy of the ASPECT ISO bundle directly from ABB. The
ASPECT ISO distribution is not available through the ABB Library. Please contact your ABB Sales Representative or
Technical Support to request a copy.

Required Files:

® Aspect-AL9-Installer-R_03_09_00-x86_64-el9.iso
®  Aspect-AL9-Installer-R_03_09 00-x86_64-el9.iso.sha256
Once obtained, upload the ISO distribution to the Proxmox host environment.

1. Login to the Proxmox Web Interface as an administrative user at:
https://<proxmox-ip-address>:8006

2. Inthe Proxmox Web Administrator interface:

o Navigate to Datacenter.
o Select the target node listed directly beneath the Datacenter node.
o Choose local storage for that node.
o Select ISO Images to access the ISO upload and management options.
xPRQXMQXVmal Envionment 822 Search & Documentation
Server View % | Storage local on node ‘ie-w-em013634" @ Help
Datacents
& Summary Download from URL Remove Search Name, Format
k- 100 (Enterprise Backups Name Date Format Sizo
107 (Aspact Enterprise-3.08 04-1c16-¢ AspectAL9-nstaller-R_03_09_00_aa08-xB6_64-sl9iso  2025-08-19 09:0409  iso 210GB
m 102 (Aspect-Enterprise-v3.08.04-a07) E‘J CT Templates =
m 103 (Aspect Enterprise-v3.08.04c13) Pl Aspect-AL9-Installer-R_03_09_00_aa12-x86_64-el9iso  2025-09-22 07:55:04 iso 214GB
3 104 (Almai pect-Enterprisev3 0| o issi Aspect-R_03_08_03-x86_64-el7 iso 20250117 09:23.02  iso 162GB
105 (AlmaLinux) Aspect-R_03_08_04_a02-x86_64-el7 iso 2025-01-29 07:43:25 iso 162GB
106 (TESTAImaL inux-Aspect-Enterpris: Aspect-R_03_08 04_a07-xB6_64-el7 iso 20250310 07-4943  iso 138GB
107 (4.111Aspect-Enterprise-v3.09.00-¢ Aspect-R_03_08_04_rc13-x86_64-el7iso 2025-04-08 10:29:17 iso 1.72GB
= & AspectR_03_08 04_rc16-x86_64-¢lT.iso 20250423 10:3621  iso 172GB
my-d1f24ef3317fbd8e188fcb5fedidad8bsecd133b5a. 2025-07-24 09:22:45 iso 182GB

L5 58  Cluster log

Select the ASPECT v3.09.00 ISO file and upload it to the Proxmox Virtual Environment. It is recommended to perform a
SHA256 checksum verification on the ISO file after upload to ensure file integrity. The upload process may take several
minutes to complete depending on connection speeds.

Upload Upload 9
File: C.Vakepath\Aspect-AL9-Installe
File name: Aspect-ALS-Installer-R_03 09 00-x86_64-el¢
File size: 1.99 GiB File size: 199 GiB
MIME type: B MIME type: -
Hash algorithm:j = SHA-256
Checksum: 0chff129efdab637edad172d4a25585f65007d. .
I 41.64% (848.55 MiB) I

T e T

After a successful upload of the ISO.

Task viewer: Copy data (€3]
(o118 Status
Stop & Download

starting file import from: fvarftmp/pveupload-bef8654e4529a6C767af28ce1961c744

calculating checksum...OK, checksum verified

target node: ie-w-em013684

target file: [var/lib/vzftemplate/iso/ Aspect-ALS-Installer-R_03_09_00-x86_64-&l0.isa

file size is: 2136997888

cp - Jvar/tmp/| load-b '67af28ce1961c744 [var/lib/vz/ pect-AL9-Installer-R_03_09_00-x86_64-el9.is0
finished file import successfully

TASK OK
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Click Create VM in the top right corner of the Proxmox web interface:

K PROXMOX vt Envcament 8 22 o

Sarver View °

= Datacanter a
[ e
S 100 (Entesprise) B Backups

101 (Aspect Enterprise-+3 08.041c1 | G) IS0 images
3 102 {Aspoct Entorpeise-v3 08.04-a0
53 103 (Aspect Enerpise+3 08 04-c1 | | 00 CF TPl
3 104 (AlmaLinux-Aspect-Enterprise-y J§| o Parmissions
105 (AmaLima)
108 (TESTalmaLimax Aspect Enterp
107 (4 111Aspect Entorprise v3 19 0|
3 localnetwork (ie-w-emd13684)
[ local ie-w-ami13684)
ok s oen VU

Set the Virtual Machine name and Start at boot options and move to the next screen.

Storage Tacal on node e-w-omi) 13684

Upsd  DownosdomURL  Remove

Name

PR [S o ]| © Gmmcr [ o]
@ Help

Search.  Name Format

[ Aspect ALS-tnsalls-R_03_03_ 00186 640810

Aspect-R_03_08_13-486_64-5i7 lso

Aapect_03_08_04_al2 485 64-oi7 iso
AspectR_03_08_04_a07-xB5_64-elT Iso
Aspect_03_08_04_rc13-486_64-oi7 s
AspectR_03_08_14_ict6-46_6d-oiTimo

Date Fomat Size

| 20251012184801  iso 2168 -
2025-08-19 090409 iso 2068
0050522075504 e 2168
0250117092302 Iso 16268
BNBOTHB o 16268
20250310 07 4943 ise 138 G8
09408102917 ko 17268
2025-04-23103621 iso 17268
2005407-24092245  Iso 18268 hd

Note: The VM name cannot have spaces.

Create: Virtual Machine

08  System Disks

CPU  Memory Network  Confirm

Tags
No Tags <

@ Help

Node: ie-w-em013684 ~ Resource Pool
VMID: 108 =
Name: I Aspect-Enterprise-v3.09.00 I
Start/Shutdown
order:
Startup delay

Shutdown timeout:

any

default

default

] o |

Configure OS settings, select the ISO Image and set the Guest OS type to Linux

Create: Virtual Machine

Storage:  local

General m System  Disks

(@) Use CD/DVD disc image file (iso)

®

CPU Memory  Network  Confirm
Guest OS:
~ Type: Linux ~

IISO image: Aspect-AL9-Installer-F I Version:

() Use physical CD/DVD Drive

(") Do not use any media

6.x - 2.6 Kernel N

j—r
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Configure System Settings

Create: Virtual Machine

Graphic card: Default

General  OS Disks

CPU Memaory Network Confi

v

v

SCsl Controller:

irm

VirtlO SCSl single ~

Qemu Agent: O

Machine: Default (i440fc)
Firmware
BIOS: I OVMF (UEF1)

v I Add TPM:

Add EFI Disk: ]

EFI Storage: I| local-lvm|

V‘I

Pre-Enroll keys: A4

© Help

Raw disk image (ra

O

pavnces 2

Configure Disk Storage

Create: Virtual Machine

General 0OS  System

Disks

CPU  Memaory

scsil o m Bandwidth

Network  Confirm

© Add

@ Help

Bus/Device SCsl ~vlo Cache: Default (No cache)
SCSI Controller: VirtlO SCSI single Discard: O

Storage: localHvm ~ 10 thread: )

l)isk size (GB): 256 o I

SSD emulation: [] Backup: [wz)

Read-only: ] Skip replication: [

Async 10

Default (io_uring) ~

pares

Configure CPU options

Create: Virtual Machine ®
General 0S8  System  Disks Memory  Network  Confirm
Sockets: 1 S Type: xB6-64-v2-AES X v
ICores 4 o I Total cores: 4
VCPUs: 4  CPU units: 100 o
CPU limit: unlimited o Enable NUMA:  []
Extra CPU Flags:
Default -O@0+ md-clear Required to let the guest OS know if MDS is mitigated correctly -
Default -O@0+ pcid Meltdown fix cost reduction on Westmere, Sandy-, and lvyBridge
Intel CPUs
Default -O@0O+ spec-ctrl Allows improved Spectre mitigation with Intel CPUs
Default -O@0+ sshd Protection for "Speculative Store Bypass™ for Intel models.
Default -O@0+ ibpb Allows improved Spectre mitigation with AMD CPUs
Default _(y@y 4 vit-ssbd Basis for "Sp Store Bypass” p ion for AMD models v
0 ves O - | - |

©ABB 2025 All Rights Reserved.
Subject to change without notice

SOLUTIONS.ABB/HVAC-BUILDING-AUTOMATION

page 12 of 19

B0392rev 4


https://solutions.abb/HVAC-Building-Automation

Configure Memory Options

Create: Virtual Machine

General 0S  System Disks CPU Network  Confi

@ Help

IMemury (MiB) 16384 o I
Minimum memory (MiB): 16384 =
Ballooning Device: %)

Advanced [/ JlEETRS Next

Configure Network Options

Create: Virtual Machine ®
General 05  System Disks CPU Memory Confirm
[] No network device
Bridge vmbrQ v Model VirtlO (paravirtualized) v
VLAN Tag: no VLAN o MAC address: auto
Firewall M
Disconnect: O Rate limit (MB/s): | unlimited o
MTU: 1500 (1 = bridge MTU}) & Muliqueue o
o oo JORR - | - |

Finally, review and confirm selections by clicking “Finish”

Create: Virtual Machine

General 0S  System Disks CPU  Memory  Network

[] Start after created

Ke: Value

bios ovmf

cores 4

cpu x86-64-v2-AES

efidisk0 local-lvm: 1, efitype=4m pre-enrolled-keys=1
ide2 localisofAspect-ALS-Installer-R_03_09_00-x86_64-el9.iso,media=cdrom
memory 16384

name Aspect-Enterprise-v3.09.00

netd virtio,bridge=vmbr0 firewall=1

T 013684

numa 0

onboot 1

ostype 126

scsil local-lvm:256 iothread=on

scsihw virtio-scsi-single

Advanced 4

©ABB 2025 All Rights Reserved.
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Note:

The VM for ASPECT Enterprise v3.09.00 is now ready for ASPECT Application Installation and Commissioning.

3 PROXMIOX vwusl emwonment 822 .-
Server View O Vil Machion 108 (Aspect Entiprin-+1.09.00) 00 mide --ws013684 sl
& Catacaner
[ —— [
100 Erarpise) o~ Cansols
101 (Aapect Enterprine v3 08 042164 (1 Handware Aspect Enterprise-v3 09 00
[SRC I ————————
(G103 (et Etoion 2 08 D 3) | B & S sloppad
3104 (it s Acpacs Enipesss | © Optans s pen
—— 2 TaskHiory oo S———
106 (TESTAma imn Aspoct Ervrpeos
07 (4 11 \Aspect Enterprive 3 9 00-¢ - 9 CPU mape 000% of 4 CPUE)
106 (Aaprct Enterprios v3 19.00) & Badep = Moy usage 0.80% (0B of 16.08 GiB)
B s st @ Faplcaon R -
el G sm013681)
(] tocai-tem (a1 364y - e Gt Agest pot ruring
© Firowal
& Pomissisns

Configuring a Second Network Adapter

PPy o [ oo [ e

[ _Consss . uaw @ nap

Hour (average)

) I

If a second network adapter is required to provide an additional IP address for the virtual machine, it must be added
prior to beginning the installation. During installation, the ASPECT installer automatically detects and configures all

available Ethernet interfaces. Adding a second network adapter after the installation is complete may result in

incorrect device naming or improper network configuration. To ensure proper detection and configuration, verify that

all required network adapters are present before running the installer.
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To add a secondary network adapter in Proxmox:

X PROXMO X vinual Envionment 8.2.2 <e21c1
Server View L4

= Dalacenter

B io-w-6m013684 [) €rrry;
5} 100 (Enterprise) >_ Console
101 (Aspect-Enterprise-v3 08 04-rc 16-regressionOL. u Hardware
102 (Aspect Enterprise-v3.09.00-a15)
105 (AlmaLinux) O @i
L5} 108 (Aspect Enferprise-3.09.00) @ options
3 109 (Aspect Enterprise-v 3 09 00-a14) [ Task History

localnetwork (ie-w-em013684)
£ [Jiocal (ie-w-em013684)

£ (] ocal-vm (1e-w-em013684) =
2 Replication

@ Monitor

D Snapshots
© Firewall

o Permissions

oSl Clusterlog

Proceed to installation:

From the console click “Start Now”

K PROXMO X virual Envionment 822 5corc
Server View hd
E§ Datacentor
B ie-w-em013684
G} 100 (Enterprise) > Console
101 Aspect-Enterprisev3.08.04CY (3 Hardware
(53 102 (Aspect-Enterprise-v3 08.04-207,
) 103 (Aspect-Enterprise-v3 08 04-rc1
5} 104 (AlmaLinux-Aspect- Enterprise-v; % Options.
105 (AimaLinux) Task History
106 (TESTAmaLinux-Aspect Enterpi
107 (4111 Aspect Enterprise-v3.09.0
108 (Aspect-Enterprisev308.00) B Backup
localnetwork (ia-w-em013684) 5 Repiication
2 Jlocal (ie-w-em0 13684)
£ [Jiocal-vm (ie-w-em013684)

& Summary

& Cloud-init

® Manitor

D Snapshots
© Firgwall

o Permissions.
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< C bitps://192.168.4.200:8006/#v1 0:=qemu2F102 4:=contentlso: 7z A G s . B
@ G Google P)ABE \ JRA Q) Azure- AspectPipel.. A login (L) Azure - AspectStudi. (CJ Azure - MigProjects.. () RC_C > ) Other favorites
X PROXMO X Virtual Environment 8.2.2. 5.1 & Documentation
Server View B Virtual Machine 102 (Aspect Enterprise-v3 09.00-a15) on node ‘ie-n-em013684 s
= Datacenter
Bb fe-n-emo13684 & Summary Remove  Edit  DiskA
& 100 (Enterprise) >_ Console g & Hard Disk 16.00 GiB
101 (Aspect-Enterprise-v3.08.04-rc16-regressionOL [ Haraware. i@ CD/DVD Drive 4 (1 sockets, 4 cores) [xB6-54-V2-AES]
=
102 (Aspect-Enlerprise-v309.00-a15) PV | = Network Device OVMF (UEF)
0 alinux; tf 3 EFI Disk Default
G} 108 (Aspect-Enterprise-v3.09.00) & Options B TPM State .
() 109 (Aspect-Enterprise-v3 09 00-a14) = Task History :.;‘. USB Dovice Default (4406¢)
localnetwork (ie-w-em013684) & PCiD DS
@ Monitor evice e 0/ ot
= Dlocal (ie-w-em013684) © soaror 2 local iso/Aspect-ALS-Installer-R_03_09_00_a15-x86_64-019..
- erial Por
(] local-vm (ie-w-em013684) Backup & CoudnitDive local-lvm:vm-102-disk-1 jothread=1,5126=256G
3 Replcation AudoDoves ® virtio=BC 24:11:3D/DE 05 bridge=vmbr0,firowall=1
D Snapshots IO RNG local-lvim-vm-102-disk 0. fitype=4m pre-enrolied keys=1.siz
© Firewall
o Pemissions
4 »
™ custerion
Add: Network Device ®
Bridge: | vmbro| Model VirtlO (paravirtualized)
VLAN Tag: no VLAN MAC address: auto
Firewall:
Disconnect: Rate limit (MB/s): | unlimited
MTU: 1500 (1 = bndge MTU) Multiqueue:
@ Help Advanced Ad

¢ O (CEEEED beos/192.168.4.200:8006/#1:0:=gemu%2f 102:4;=contentiso; Qlg m . O
@ G Google [JABB A JRA (CJ Azure - AspectPipel. A login () Azure - AspectStudi.. (o) Azure - MigProjects.. @ RC.C > 2] Other favorites

Virtual Machine 102 (Aspect-Enterprisev3.09.00-a15) on node ‘ie-w-em013684'  NoTags#* B Start Sh

PLREN oo it | © Cretecr | & romsapee

Add Remove | Edit  DiskAction Reve

= Memory 16.00 Gig

{® Processors 4 (1 sockets, 4 cores) [x86-64-v2-AES]

& BlOS OVMF (UEFI)

&3 Display Default

o Machine Defautt (1440fx)

£ 5Csi Controller VIO SCS1 single

@ CDIDVD Drive (ide2) localisolAspect ALO-Installer-R_03_00_00_a15.x86_64-el0.._.
8 Hard Disk (scsi0) local-vm:vm.102-disk-1,iothread=1,size=2566

= _Network Device (net0) irtio=BC:24:11:30:DE.05, firewall=1

|= Network Device (nett) virtio=BC:24:11:2C3F:BB bridge=vmbro firewalt

8 EFlDisk local-vm:vm-102-disk-0,efitype=4m, pre-enrolied-keys=1,siz.

& osamsnion © creas 1

‘Virtual Machine 108 (Aspect-Enterprise-v3.09.00) on node ‘iew-em013684° Mo Tags » st o >_ Console More - @ Hep

Guest not runnina

& Start Now
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Install AlmaLinux

Virtual Machine 108 (Aspect-Enterprise-v3.09.00) on node ‘ie-w-em013684"

& Summary
>_ Console
[ Hardware
& Cloud-Init
£ Options

E Task History
®

Monitor

m

Backup

Replication

[T

Snapshots

Firewall

L a

Permissions

Uelcone to A C r =t on AlmaLinux 9.5t
localhost

»x  Running this installer will replace your existing 0S with AlmaLinux 9.5
=xx A1l]l data on your drive will be royed. e
=xx Please back up all your data before proceeding. e

malinux.sh [ENTER]
all almali .sh

After the automatic reboot the installer will be presented with the following UEFI Firmware setup menu as follows.

Virtual Machine 104 (Aspect-Enterprise-v3 09.00-318) on node ‘ie-w-em0 13684 ’ ® Shutdown Console More

& Summary
> Console
& Hardware
& Cloud-init
& Options.
[ Task History
@ Moritor

B Backp
13 Replication
D Snapshots
© Firewal

o Permissions

Use the arrow keys to navigate to the “Continue” option and press the “Enter Key” to continue.
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Standard PC (i440FK + PIIXK, 1996)
pc-i440fx-8.1 2.00 GHz
4.2023.08-4 B4 B RAM

Select Language This is the option
one ad justs to change
» Device Manager the language for the
» Boot Manager current system
» Boot Maintenance Manager

Reset

t1=Move Highlight Enter>=Select Entry
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INSTALLING ASPECT

Upon completion of the AlmaLinux Install Script the VM will reboot and prompt for login credentials

To install ASPECT Enterprise on AlmaLinux 9, begin by accessing the console of your newly deployed ASPECT Enterprise
VM.

At the login prompt, enter the following credentials:

e Username: abbinst
e Password: abbinst

After logging in, a setup menu will appear.
Select Option 1 - Run installation script to begin the onboard installation process.

The system will guide you through the remaining steps automatically. Once complete, ASPECT Enterprise will be installed
and ready for configuration.

O Welcome to ABB Cylon Aspect on AlmaLinux?
>_ Console localh login:

4 Hardware

& Cloud-Init

£+ Options

Task History
@ Monitor
Backup

13 Replication

S elcome to the As
>_ Console ====: ==
1) Run i
[ Hardware 2) Exit
& Cloud-Init
Enter cho
#+ Options

& Task History
@ Monitor

Backup

13 Replication

During installation, the user will be prompted to re-enter the abbinst password to elevate privileges required for
deploying the ASPECT application onto the target AlmaLinux virtual machine.

X =
& Summary one to the Aspect install
>_ Console
1) Run i llation
L Hardware
& Cloudnit -
choice: 1
#+ Options tecting if we are on Nex » on Virtual Platforns...
2d : KUM/QE )
= Task History ed: KUM/QEMU (Proxm
@ Monitor = trust you have received the usuwal lecture from the local System
Administrator. It usually boils down to these three th
Backup -
& Replication #1) Respect the privacy of others.
#2) Think before you type.
‘D Snapshots #3) With great power comes great responsibility
U Firewall

[sudo]l passuord for abb

o' Permissions

Virtual Machine 108 (Aspect-Enterprise-v3.09.00) on node ‘ie-w-em013684°

& Summary Welcome to the AlmaLinux installer

>_ Console
L Hardware
& Cloud-Init

F ue are

% Options ecte UH-QERU C

B Task History trust e received th c from the local System
A 1y boi t hree things:

@ Monitor

cy of others

Backup
sat responsibility.
43 Replication
D Snapshots
U Firewall

o Permissions
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The installer script outputs log messages detailing the progress of the ASPECT installation and automatically reboots the
system upon completion. After reboot, the target system is ready for licensing and deployment.

NOTE: If thereis no DHCP server available during the installation of ASPECT Enterprise the installer will prompt the user for a
static IP Address, Subnet Mask, Gateway and DNS address.

& Summary

Helcone to ABB Cylon Aspect on AlmaLinux?
>_ Console Commission fr https:/,192.168.4.112
localhost login: _

[J Hardware
& Cloud-Init
4+ Options

E Task History
@ Monitor

Backup

13 Replication

At this point, proceed with licensing and commissioning of the device.

NEXUS-3

All new NEXUS-3 devices will be shipped with AlmaLinux 9. For existing NEXUS-3 devices originally delivered with CentOS 7
an AlmaLinux upgrade will be provided in a future release as a standalone ISO. System administrators should plan to apply
these upgrades as they become available on the ABB Library Toolbox to maintain strong security practices.

Existing CentOS 7-based NEXUS-3 systems will continue to receive firmware upgrade bundles to deliver application-level
security and bug-fix updates. Additionally, quarterly OS-level security patches addressing CVEs with a severity rating of
7.0 or higher will be released through the ABB Toolbox, ensuring stability and security during the transition period.

Adherence to this policy is required to maintain system integrity and full compatibility with ASPECT v3.09.00 features.

MATRIX-2

All new MATRIX-2 devices will be shipped with the Angstrém Operating System and preconfigured with firmware and
application software version ASPECT v3.09.00 to ensure forward compatibility with future ASPECT releases. Application-
level security updates, bug fixes, and integration enhancements will continue to be provided for the duration of ABB
Cylon’s support for this product.
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DHCP ASSSIGNED IP ADDRESSES

When configuring ASPECT Enterprise on VMware or Proxmox, the licensing model requires that the IP address of the
primary Ethernet interface (ethe) does not change.

If the primary interface (ethe) is configured to obtain an IP address automatically (via a DHCP server), the MAC address of
ethe must be statically mapped to a specific IP address on the DHCP server. This ensures that the device retains the same
IP address when DHCP lease renewals occur.

The MAC address of ethe can be found on the System Status page.

A ASPECT® - Enterprise Logout

DIASPECT Admin * /| status
- [ 1-AspectDemo
[9 Database Management View system status details.
B[] Licensing
[ Communication Setup Processor Uptime
B-[ Captures - Intel(R) Xeon(R) Silver 4210 CPU @ 2.20GHz 8 days, 18:25, 3 users
o =] ‘?’Stem REITIEEAER load average: 0.02, 0.02, 0.04
& User Manager Mac Address
@ LDAP Configuration N
T A GrfiEE 00:0¢:29:7d:b6:ad Serial Number
¥ System Services .
(@] System status | Memory Aspect Version
P Stat v3.09.00-rc24
I i 17% used: 2670 M of 15993 M
2 System Updates
2. Project Upload (BSX) Di Aspect Runtime Version
{ 05 Auto-Update Iscusage Instance 1 - v3.09.00-rc24 - 5730652
8 Backup/Restore / on /dev/sda4 - 2% used: 3.4G of 241G bytes o
[ - Ethernet Settina: v Y

Customer Impact

Note:

Note

Note:

Note:

Note:

Note:

Users must upgrade as soon as possible to ensure their ASPECT targets are secure and to take advantage of the latest
features and improvements.

ASPECT v3.08.04 is an irrevocable upgrade meaning if an ASPECT target has been upgraded to v3.08.04 it cannot be
backed down to any pre-v3.08.04 release.

ASPECT is not designed to be an “internet-facing” server application. If you need to access the ASPECT device remotely,
you should do so through a secure VPN (and not a publicly accessible internet domain).

ABB recommends that all unnecessary ports are closed on an ASPECT device.
After upgrading, always review port configuration (WebUI > Communication Setup > IP Port Administration) for any
unnecessarily open ports and close accordingly.

It is recommended that . aam file checksums are verified against those published on the online ToolBox before a System
Upgrade is performed.

If you have any difficulty accessing ASPECT after upgrade, you may need to:
1. Clear your browsers history/cookies and restart the browser to clear out the older version/data (performing a hard
refresh with Ctrl+F5 is an alternative option).

2. If login is still not working after clearing the cache, you may need to use the alternative WebUI login page at
https://192.168.0.1/altlogin.php (replace the IP with your device’s host/IP).

ABB recommends that all unnecessary ports are closed on an ASPECT device.
After upgrading, always review port configuration for any unnecessarily open ports and close accordingly.
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