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Introduction

The LON OPC Server provides methods for OPC Clients to exchange data with
units communicating viaLON/LAG protocol. LON/LAG isaproprietary method of
ABB for secured and efficient data transfer on top of standard LON protocol.

The LON OPC Server supports a subset of LON/LAG version 1.4 functions. The
focusis set to the sliding window communi cation and the functions most commonly
used in SA systems. The LON OPC Server does not support network variable

communication, including communication with LON SPA Gateway and 3rd party
LonMark ®? devices.

PCowith Windows 2000 ar MT 4.0 Operating System
OPC Client

Lo QPC Server

T PCLTA-20 Adapter + RER107 Transceiver

RER 111

‘ ||‘
‘TERERRE

Fig. 1.-1 An example system overview

LON_OPC_Server.tif

The LON OPC Server supports OPC Data Access v.1.0/2.0 and OPC Alarm and
Event interfaces. It can be run on the same computer with an OPC Client (seeFig. 1.-
1) or on a separate communication server computer. If the LON OPC server is
running on a separate computer, the communication between the client and the
server is based on Distributed Component Object Model (DCOM).

1. LoNMARK isatrademark of Echelon Corporation registered in the United States and
other countries.
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2.1.

2.2.

Safety information

The purpose of this chapter is to provide information about the prevention of
hazards.

Backup

All the project specific datais stored into the configuration file OPCS_NET.INI.
Thereforeit is usually enough to take a backup only from thisfile. Reinstalling the
LON OPC Server software will restore the rest of the required files.

There is software available for taking a compl ete image backup of the system. The
backup image will then contain both the system and application specific files.

Fatal errors

A fatal error isan error that causes abreak-down or alocked situation in the program
execution.

Handling
In case of afatal error:

1 Write down the possible LON OPC Server error messages.

2 If necessary, shut down the LON OPC Server program in the Windows'™?2 Task
Manager.

3 Thedatakept in the main memory at the moment of afatal error is placed in the
drwtsn32.1og file. It is placed in a system folder, for example Winnt. Analyze
and copy the datain thisfile.

Report the program break-down together with the possible error messages and the
information from drwtsn32.log file to the LON OPC Server supplier.

2. Windowsisatrademark of Microsoft Corporation.
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3. Installation
This chapter providesinformation about the system requirementsfor the LON OPC
Server. It also describes the installation procedure of the LON OPC Server and the
installation and basic configuration of the PCLTA-20 LONTALK®3 Adapter.
3.1. System requirements
The LON OPC Server runs under the Windows 2000 and Windows NT 4.0
Operating System. A PC capable of running one of these operating systems and
applicationsis usually sufficient also for the LON OPC Server.
Other system requirements can be seen below.
* 10 MB free hard disk space
» PCLTA-20 adapter + RER107 Transceiver
The following issues affect the performance of the system, and should also be
considered when choosing the hardware:
» The number of connected units
» The number of signals per unit
» The frequency of signal changes
* The number of OPC Clients connected to the server
» Whether the OPC Client is run on the same computer or on a separate one
3.2. Installation and configuration of the PCLTA-20 adapter
This section explains how to install PCLTA-20 adapter software to Windows 2000.
Installation for WindowsNT 4.0 followsthe same steps. | nstallation package can be
obtained from Echelon's website (www.echelon.com) as mentioned in LONWORKS
Network Interface Cards Installation Instructions.
3.2.1. PCLTA-20 software installation

Toinstall the PCLTA-20 softwareon aWindowsNT 4 or Windows 2000 PC, follow
the instructions below.

1 Closeall the open programs. Do not install PCLTA-20 into PCI dlot at thistime.

2 Start the PCLTA-20 software installation program. Choose Setup in the WinZip
Self-Extractor dialog (see Fig. 3.2.1.-1).

3. LoNTALK isatrademark of Echelon Corporation registered in the United States and
other countries.
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WinZip Self-Extractor - pcx10_20Win2k_¥erZ.01_B.exe

- Thiz will extract and run the installation files for the
el | orvorks PCLTA-20/PCC-10/PCLTA-10 for Windows

2000,
Click the Setup button o proceed. Cancel |
About |
pclta_inst.tif
Fig 3.2.1.-1  The WinZip Self-Extractor dialog
3 Inthe Welcome dialog, select Next to continue (see Fig. 3.2.1.-2).
LonWorks® PCLTA-10,/20,/PCC-10 [English] El

WWelzome to the Lontaorke® PCLTA-10420/PCC-10
Setup program.

[t iz ztrongly recommended that you exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then cloze any programs poul
have running. Click Mest to continue with the Setup progranm.

WARMIMG: This pragram iz protected by copyright law and
international treaties.

IInautharized repraduction ar distribution of thiz pragram, or any
portion of it, may rezult in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under law.

Cancel |

pclta_setup.tif

Fig 3.2.1.-2  The Welcome dialog

4 The Software License Agreement dialog appears next (see Fig. 3.2.1.-3).
Choose Yes to accept the terms of the licence agreement and to continue with

the installation.
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Software License Agreement El

Fleaze read the following copyright notice and licenze agreement. Uze the zcroll
bar to wigw the rest af the agreement.

METWORK ADAPTER SOFTWARE LICEMSE AGREEMENT ﬂ
MNOTICE

Thiz iz a legal agreement between You and Echelon Corporation [M'Echelon™]. 0L

MUST READ AND AGREE TO THE TERMS OF THIS SOFTWARE LICEMSE
AGREEREMT BEFORE AMY LICEMSED SOFTwWARE CaM BE DOWMNLOADED OR
IMSTALLED OF USED. BY CLICKIMNG OM THE "ACCEFT'BUTTOM OF THIS

SOFTwWARE LICEMNSE AGREEMEMNT, OR DOWMNLOADIMG LICENSED SOFT'WARE.

OR INSTALLIMG LICEMSED SOFTWARE, OR USIMNG LICENSED SOFTWARE. YOU

ARE AGREEIMG TO BE BOUMD BY THE TERKS AMD COMDITIOMS OF THIS
SOFTWARE LICEMSE AGREEMEMT. IF%0U DO MOT AGREE *WITH THE TERKS

AMD COMDITIOMS OF THIS SOFTwWARE LICEMSE AGREEMEMNT, THEM vYOU

SHOULD EXIT THIS PAGE AND MOT DOWHLOAD OR IMSTALL OR USE AMY ;I

Do you accept all the termg of the preceding licensze agreement? [f 2o, click on the Yes push
buttor. If you zelect Ma, Setup will cloze.

< Back Tes Mo |

pclta_agreement.tif

Fig 3.2.1.-3  The Software License Agreement dialog

5 In Destination directory dialog, enter the desired installation directory. By
default, thisdirectory is c:\lonworks (see Fig. 3.2.1.-4).

If you want to modify the path, use the Browse button. However, if any other
directory than c:\lonworksis chosen, the PCLTA-20 images path has to be
specified to enable the use of the PCLTA-20 adapter. You can specify the
PCLTA-20 images path during the PCLTA configuration.

Choose Next to continue.
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LonWorks PCLTA-10/20,/PCC-10

Setup will inztall the Lomvwiorks PCLTA-10/20/PCC-10 suppart
filez inta the following directony. v'ou may accept the default
directory or modify it uzing the Browse buttan.

Echelon, LOM, Lonforks, LonT alk, and the Echelon logo are
I1.5. reqgistered trademarkz of Echelon Corporation.

C:hLanworks Browse. . |
Cancel |

destination_dir.tif

" Deztination Folder

¢ Back

Fig 3.2.1.-4  The Destination directory dialog
6 The Setup complete (readme) dialog isdisplayed. You can view the Readmefile

by checking the Readme check box. Choose Finish to complete the installation
(seeFig. 3.2.1.-5).

Setup Complete

Setup iz complete. You may configure wour
PCLTA-10/20/PCC-10 by firgt ingerting it into your machine,
allovwing the operating spstem to recognize i, then configurning it
Lzing the Loniwfarks Flug 'n Play Control Panel application.

¥ ez, | want ko view the README file

LClick Finish to complete Setup.

< Back I Finizh I

finish_setup.tif

Fig 3.2.1.-5  The Setup Complete (Readme) dialog
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7 Softwareinstallation is now complete. When prompted to restart compuiter,
choose “No, I will restart my computer later” option (see Fig. 3.2.1.-6). Then
choose Finish.

Finally, shut down the computer, install the PCLTA-20 adapter and then reboot
the computer.

Setup Complete

Setup has finizhed copying files to your computer. In order for the
modifications ta your spstem's configuration to take effect you
mst restart vour computer.

£ ez, | want ko restart my computer now.

£+ Mo, | will restart my computer later

Femove any disks fram their dives, and then click Finizh to
complete zetup.

< Back I Finizh I

Fig 3.2.1.-6  The Setup complete dialog

restart.tif

3.2.2. PCLTA-20 hardware installation

Please, make sure to check that RER107 Transceiver is attached into PCLTA-20
adapter before inserting the PCLTA-20 card into the dot.

1 Turn off the PC and remove the power cord.

2 Open the PC case and locate an empty 32-bit PCI slot. Remove the
corresponding blank panel from the rear of the PC. Set aside the screw.

3 Insert the PCLTA-20 card into the slot. Make sure that the edge connectors are
fully mated and the slot in the rear panel mounting plug of PCLTA-20 card is
aligned with the threaded hole in the PC chassis.

4 Replace the screw to hold the PCLTA-20 card firmly in place.
5 Reinsert the power cord and then restart the PC. A New Hardware Found

window will be displayed briefly when Windows recognizes the PCLTA-20
card.
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Configuration settings for PCLTA-20 adapter

PCLTA-20 configuration is accomplished by using the Lonworks >4 Plug 'n Play
control panel application. Open the control panel application by selecting the
LonWorks Plug 'n Play icon in the Windows Control Panel.

For LON OPC Server, there arefiveimportant settingsin the Lonworks Plug 'n Play
control panel application. They should be set as described below and as shown in
Fig. 3.2.3.-1 and Fig. 3.2.3.-2.

Device Selected
Controls which PCLTA-20 adapter is selected for configuration.
NI Application

Controlsthe type of image or application to be used. A PCLTA-20 adapter can only
hold oneimage at atime. Image for the LON OPC Server should be set to PCC10L7.

Automatic Flush Cancel
Should be checked.
Transceiver

Opens the PCLTA-20 Transceiver dialog. Settings should be set as shown in
Fig. 3.2.3.-2.

System Image Path

Specifiesthe full directory path for the PCLTA-20 system images. This path is set
by the PCLTA-20 Installation software but may be modified by the user.

4. LoNWORKS isatrademark of Echelon Corporation registered in the United States
and other countries.
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LonWorks® Plug "n Play

— Device Selected

Diagnoztics. .. |

Iu::\Iunwnrkshimages'&pclta'l ]

¥ Automatic Fluzh Cancel

— aeneral Settingz

Uplink Buffering IE E

Select the numeric base for all Lortfork’s ILEIN'I vI :
Plug 'n Play devices: (—\

Help Apply | Cancel

M E

Fig. 3.2.3.-1 PCLTA Control Panel

LOM1 Transceiver

[aNECEvEr

Transceiver type:

| Single Ended

Faw data - Layer 1 timing:
| 06-04-00-00-00

R Butes

Raw data - ¥owr params:
IDD-'I E -80-06-00-00-00-00-00 9 Bytes

Fig 3.2.3.-2  Transceiver Control Panel

lonworks_pp.tif

lon1_trans.tif

With these settings the PCLTA-20 adapter should work with the LON OPC Server.

For more details concerning the PCLTA-20 adapter, see the PCLTA-20 PCI
Interface User’s Guide by Echelon Corporation.

11
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3.3. Installation of the LON OPC Server
To install the LON OPC Server:

1 Start theinstallation program. The Welcome dialog is displayed. Click OK to
continue with the installation or choose Cancel if you do not want to install (see

Fig. 3.3.-1).
YWelcome - LON OPC Server Installation =] |

Welcome

Thiz program installs LOMN OPC Server 1.0.0. Click OF. to continue with the
inztallation. Click Cancel, if you do nat want ko cantinue at this timne.

Fig 3.3.-1 The Welcome dialog
2 TheProduct License Agreement dialog appears on screen. Read the license

agreement and click Yesto accept the terms of the Product License Agreement
and to continue (see Fig. 3.3.-2).

12
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Product License - LON OPC Server Product Installation

Product License Agreement

Pleaze read the following license agreement.

IMPORTAMNT | READ CAREFULLY BEFORE USIMG

Thiz Licenzse Agreement iz a legal agreement bebween pou, the user,
and A4BB Substation Autamation O for the LOMN OPC Server Software Product
which includes software, electronic documentation and printed maternialz.

The software product iz protected by copyright laws and international
coprright treaties.

By usging thiz zoftware product, you agree the terms af this licenze agreement.
If you do not agree to the terms of thiz icense agreement, return the unuzed
goftware product and other accompanying materialz for a full refund.

rant of icensze

Thiz licenze grantz you the right install and uze one copy of the software

praduct on a zindle computer.

[f you have several licenzes for the software product you mayp have az many

copies of the software in uze as vou have licenzes. _Ij
1 | 3

To proceed pou must accept all of the termz of the Product License Agreement by clicking
ez, |f pou do not accept the terme, click Mo to exit the installation.

Hao Helm |

license_agreement.tif

Fig. 3.3.-2 The Product License Agreement dialog

3 TheLON OPC Server Information dialog is displayed. Click Next to continue
the installation or Exit to cancel the installation (see Fig. 3.3.-3).

13
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LOM OPC Server Installation - System Information

I

Fig. 3.3.-3 The LON OPC Server Information dialog

4 The LON OPC Server Installation dialog appears on screen (see Fig. 3.3.-4). It
shows the available software packages. By checking an approriate box, you can
choose which package / packages you want to install.
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Select - LON OPC Server Installation =] |

LOM OPC Server zoftware packages:

L.ON OPC Server Installation

¥ LOM OPC Server 9366 k. button to exit installation.

Destination Dlirecton:

Select the LOM OFC Server w.
1.0.0 zoftware packages to be
inztalled onto pour computer.

Press the Start button to start
inztallation or press the Exit

[T Automatically update all
zoftware packages
withaut aption b zkip,

Hard dizk space:

C:AProgram FileshOPCS_LOMY Change Directary...

Space Required on C: 9965
Space Available on C: 2105531 k

E xit Helm

{{Back |

serverinstall.tif

Fig. 3.3.-4 The LON OPC Server Installation dialog

In case you want to change the destination directory, click Change Directory and
browse for the directory you want to install in. In the LON OPC Server
Installation dialog (see Fig. 3.3.-4), you can aso see the required and the
available hard disk space.

To continue the installation, click Start. You can also cancel the installation at
this point by selecting Exit.

In the Product License dialog (see Fig. 3.3.-5), enter the required values for the
license information items and click Continue. The necessary values are
provided on the program CD case.

You can also install the product without alicense in Demo Mode by checking
the “Install the product in Demo Mode without license” check box and then
selecting Continue.

15
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Product License - LOM OPC Server Product Installation

license.tif

Fig. 3.3.-5 The Product License dialog

6 In the Installation/Upgrade Complete dialog (see Fig. 3.3.-6), click OK.

Installation,/Upgrade Complete!

©

I

complete.tif

Fig. 3.3.-6 The Installation/Upgrade Complete dialog
Theinstallation of the LON OPC Server is now complete.
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4, Features
The purpose of this chapter isto describe the basic features of the LON OPC Server.
This chapter also describes concepts like OPC Data A ccess Namespace, OPC
Alarms and Events Area Space and mapping of LON quality information to OPC
item quality.
The software component structure of the LON OPC Server is shown in Fig. 4.-1.
OPC Data Access Server | OPC Alarm and Event Server
Common Services: Configuration Handler, LON to -— Configuration
OPC data conversion and routing
LON LAG 1.4 Protocol Stack
Fig. 4.-1 Software component structure of the LON OPC Server
4.1. OPC Data Access Namespace

An example of the OPC Data Access Namespace is shown in Fig. 4.1.-1.
Table 4.1.-1 describes all the components shown in Fig. 4.1.-1.

Indentation is used to indicate parent-child relationship between the nodes. The
LON OPC Server supports max. four lines and max. 30 units per each line.

17
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000000000000

EEI Attributes
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Attributes
=] Diagnostic counters

-2 Object status
- |nuse

REF543
=] Atributes

EIEI Diaghostic counters

----- £ Object statuz

..... & Inuse

----- £ Transparent SPA

----- {2 Sezzion zetup handling

L@ General object handling
[0_CAMCEL
SAB1CT1_11_22002_CURREMT_LZ2
L0 CLOSESELECT
L0 _OPEMSELECT
S3B1_10_2200_BaAY_LOCALREMOTESWITCH
SABTWT1_16_22404 WOLTAGE_IN2
S3IB1G0_10_14000_BREAKER_POSITION_IMDICATION
SABTWT1_17_22405 WOLTAGE_1J23
S3AB1CT1_12_22003 CURREMT_L3
S3AB1CT1_10_22001_CURREMT_L1
LI0_E<ECUTE
SABTWT1_18_ 22406 WOLTAGE U3
e

Free mermary

Frotocol stack wersion
Diagnostic counters
Diagnostic: status

Fig 4.1.-1 An example of the namespace

Table 4.1.-1 Namespace legend

us_namespace.tif

LON OPC Server The root of the namespace

Line A node that represents a physical line.

(max. 4)

Unit A node that represents a physical station.

(max. 30 units / line)

DataObject An OPC item tag/node representing a data object, usually a
(multiple instances | command or an indication.

permitted)

Attributes A predefined node that contains item tags for controlling or retrieving

server, a line or a unit node.

status information for the parent node. The parent node can be the
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4.1.1.

4.1.2.

4.1.3.

Attributes

In addition to item tags for process data (indi cations and commands), the LON OPC
Server aso provides some item tags for controlling the units and retrieving status
information from them. These item tags are called attributes.

There are three categories of attributes: server attributes, line attributes and station
(unit) attributes. These attributes are described in sections 4.1.1.— 4.1.3.

Server attributes

Server attributes display information about the protocol stack. Included attributes
are“Freememory”, “Version”, “Diagnostic status’ and “ Diagnostic counters’. The
end user does not necessarily need any of these attributes.

Line attributes

Theline attribute section contains “In use” and “Object status’ tags. “Diagnostic
counters’ nodeis also included.

By using the “In use” tag, it is possible to take aline both out of useand in use. If a
lineistaken out of use, no eventswill be received from units connected to that line,
neither will it be possible to send commands to units connected to it.

In order to take aline into use, write the integer 1 to “In use” tag. In order to take a
line out of use, write the integer 0 to “In use” tag.

“Object status” tag displays the communication status code for aline. Status codes
are defined in Appendix A. The end user does not necessarily need “ Object status”
tag. “ Diagnostic counters’ node has tags for monitoring the line communication
information.

Station attributes

The station attribute section contains “1n use”, “ Object status’, “ Transparent SPA”,
“Session setup handling” and “ General object handling” tags. It aso contains
“Diagnostic counters’ node.

By using the “In use” tag, it is possible to take a unit both out of useand in use. If a
unit istaken out of use, no eventswill be received fromit, neither will it be possible
to send commands to it.

In order to take a unit into use, write theinteger 1to “In use’ tag. In order to take a
unit out of use, write the integer O to “In use” tag.

“Object status’ tag displaysthe communication status codefor the unit. The end user
does not necessarily need “Object status’ tag. “Session setup handling” and
“General object handling” tags are reserved for future use.

“Diagnostic counters’ node has tags for monitoring the status communication
information.

“Transparent SPA” tag enables adirect communication with the unit using the SPA
messages. The SPA command iswritten to “ Transparent SPA” tag, and when the
answer is received it can be read from the same attribute.

The item tag for writing and reading SPA messagesis found in the Attributes node
for the corresponding unit. The name of the item tag is“ Transparent SPA”.
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20

An example of how to use Transparent SPA tag

Select the Transparent SPA item tag in a client and write, e.g. the following string
toit:

RF:

Read the Transparent SPA item tag. If the communication isworking properly, it
returns the type of the unit. In this case, the type is REF543 (see below).

<50D:REF543:cr

The answer can only be read once.

OPC Alarms and Events Area Space

The area space resembles the Data A ccess Namespace, but instead of data objects
there are alarm and event sources. The data objects that generate events are event
sources in the area space. Data objects that do not generate events are not included
in the area space.

The generated event type for a data object is always a condition event. The event
categories used by the LON OPC Server arelisted in Table 4.2.-1. They are
described more precisely in sections 4.2.1. - 4.2.4.

Table 4.2.-1 Event categories and event types

Event category Event type

System Message simple

Operator Process Change tracking

Discrete condition

Trip condition

The condition classes for the Discrete and Trip event categories must be defined in
the configuration file in order to be used. The other event types do not need any
configuration.

In each condition event notification the vendor specific attribute CV (= current
value) isincluded. This attribute holds the current value of the data object that
generated the event.

Operator Process Change (Command tracking) events

The LON OPC Server currently generates tracking events when acommand is
operated. The source of such an event isthe full name of the command itemtag. The
message is currently hard-coded as "Operating”.

If the command fails (the LON OPC Server gets a negative confirmation from the
unit), another tracking event isissued with the same source name but with the
message " Operation failed(status code number)". Status codes are defined in
Appendix A.

System message events

The LON OPC Server generates system message eventsfor some notificationsfrom
the units or lines. The notifications may be device_started, device suspended, etc.



1MRS752144-MEN

LON OPC Server OPC Server

Installation and Commissioning Guide 4. Features

4.2.3.

4.2.4.

4.3.

4.3.1.

4.3.2.

4.3.2.1.

The source of such an event is the node name of the unit or line from which the
notification originates. The messageis " Operation failed(status code number)". For
information on status codes, see Appendix A.

System message events may aso be generated to inform about internal problemsin
the LON OPC Server, e.g. communication queues filling up.

Discrete (Indication) events

Discrete events describe a state change in a data object that has a fixed number of
states, for example a data object that represents the position of a breaker. Discrete
events have multiple sub-conditions; the number is defined in the configuration file.

Trip events

Trip events are connected to data objects where only the update of the valueis
relevant, not the actual values. Trip events are single-state conditions. They work so
that the trip condition is activated (and an event generated) each time the valueis
updated.

A trip event could be used when arelay aways sends afixed value to a data object
in order to inform about some condition.

Supported LON LAG 1.4 features

Network Supervision

The LON OPC Server supervises the units supporting the event session. This
supervision is based on the idea that if the event session is working, then also the
node is working. The event session is considered working, if the node either sends
events or Acknowledgement messages. The status of the unit can be read from the
Object Status OPC item of the station attribute section. An event is also generated
from the OPC Alarm and Event server when the status of the unit changes.

Time Synchronization

The LON OPC Server can act as atime master for the following time
synchronization methods: SNV T_time_stamp and NV _clock_warning - NV_clock
sequence. The time synchronization mode is selected with the LK attribute of the
line section in the configuration file. The line attributes are explained in detail in
Table 5.1.4-1. Thetime for the synchronization is taken from the operating system
time of the PC.

The LON OPC Server can also receive time synchronization in NV_clock_warning
- NV _clock sequence format. When the LON OPC Server is configured for
receiving time synchronization, it will update the operating system time of the PC.
Command Handling

The LON OPC Server supports both the IEC commands sent within event session
and commands sent as transparent SPA messages.

Supported DMCD types for Process Data

 Single Command DM CD=45 (configured as IEC command type 45)
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» Double Command DMCD=46 (configured as |EC command type 46)
* Sl Single Indication DMCD=129 (configured as indication type O or 129)
« Sl Single Indication with Time Tag DMCD=130 (configured asindication type 0
or 130)
DI Double Indication DMCD=131 (reversed) (configured as indication type O or
131)
« Double Indication with Time Tag DMCD=132 (reversed) (configured as
indication type 0 or 132)
» Measured Value Signed Integer 16 bit DMCD=135 (configured as digital value
type 1 or 135)
» Measured Value Signed Integer 16 bit with Time Tag DMCD=136 (configured as
digital value type 1 or 136)
* Pulse Counter Value with Time Tag DMCD=139 (configured as digital valuetype
1or 139)
DI Double Indication DMCD=143 (configured as indication type 0 or 143)
« DoubleIndication with Time Tag DMCD=144 (configured asindication type O or
144)
» Measured Value Signed Integer 32 bit DMCD=147 (configured as digital value
type 1 or 147)
» Measured Value Signed Integer 32 bit with Time Tag DMCD=148 (configured as
digital value type 148)
» Measured Value, Short Floating Point DMCD = 137
* Measured Value, Short Floating Point with Time Tag DMCD = 138
* Integrated Totals with Time Tag DMCD = 140
» Step Position Information DMCD = 141
» Step Position Information with Time Tag DMCD = 142
4.3.2.2. Transparent SPA
The LON OPC Server supports handling transparent SPA messages over LON.
Transparent SPA tag in the station attribute section can be used for sending and
receiving SPA messages.
4.4, Mapping of LON quality information to OPC item quality
4.4.1. LON quality identifiers
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The quality information is taken from the quality descriptor of the indications or
events. The included quality information can be different for different event types.
Theinvalid bit (V) in time tag information is aso used.

Table 4.4.1-1 LON ldentifiers and corresponding OPC ldentifiers

LON Identifier |State Used for events OPC Identifier

\% Valid/Invalid All Quality (status) good/bad
NT Not topical All Quality (status) uncertain
SB Substituted All Vendor Specific Quality
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BL Blocked All Vendor Specific Quality
ov Overflow Mostly analog values | Vendor Specific Quality
CcY Counter overflow | Counters Vendor Specific Quality

OPC quality attribute identifiers

The OPC quality attributes are represented as a 16-bit integer. The lowest eight bits
are defined by the OPC Data A ccess specification. The highest eight bits are
available for vendor specific use.

Layout of bits0-7: QQSSSSLL (QQ = quality, SSSS = substatus, LL = limits)

Table 4.4.2-1 Quality identifiers and their values

Quality identifier Values
Quality (status) Good, Uncertain, Bad
Substatus for Good Local override

Substatus for Uncertain | Last usable value, sensor not accurate, engineering units
exceeded, sub-normal

Substatus for Bad Config error, not connected, device failure, sensor failure,
last known value, comm failure, out of service

Limits Not limited, low limited, high limited, constant

Mapping to vendor specific bits

The mapping adds eight vendor specific bitsto the OPC quality attribute in addition
the standard eight bits. VS bitslayout: DDDDTBSS (DDDD = detail-quality, T =
test, B = operator blocked, SS = source)

The detail-quality part supports 15 different values. Source supports four different
values. Values for test and operatorBlocked are either false (0) or true (1).

Notethat only one detail-quality value can beincluded inthe vendor specific quality
bits since all four bits reserved for the detail-quality are used to represent a detail -
quality value. Detail-qualities for bad have preference over the detail-qualities for
questionable.

Values for detail-quality

0 = No detail-quality specified.

1 =overFlow

2 = outOfRange

3 = badReference

4 = oscillatory

5 =failure

6 = oldData

7 = inconsistent

8..15 = Reserved for future detail-quality values.
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Values for source
0 = process

1 = defaulted

2 = substituted

3 = No source specified.

Values for test
O0=fdse
1=true

Values for operatorBlocked
O0=fase

1=true

24
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5.1

5.1.1.

Configuration

The purpose of this chapter isto describe both the server configuration and DCOM
configuration.

In section 5.1, the configuration of the server is discussed. Section 5.2 concentrates
on the DCOM configuration.

Server configuration

The Data Access Namespace, as well as the Event and Area Space must be
configured before the server can be taken in use. The configuration isstored in atext
file, which the server reads at start-up. The configuration file can be edited in abasic
text editor.

The configuration file contains sections which describe different parts of the OPC
namespaces. They can appear in any order in thefile.

In the configuration file, there are definitions for the server, PCLTA-20 adapters,
lines, stations, event condition classes, events and items. The required sections are
the ones for PCLTA-20 adapter, line and station definitions. For example, in

Fig. 4.1.-1, there are two lines and two units specified. Thisimplies that the
configuration file must also contain the sections Linel, Line2, Stationl and
Station2. Because each line has to be connected to one physical communication
interface, the sections LON1 and LON2 must also be included in the configuration
file, athough LON1 and LON2 are not visiblein Fig. 4.1.-1.

Thenames of the sections have nothing to do with the names of the nodesin the OPC
namespace or with the eventual communication line numbers. They are merely used
to structure the configuration file. The node names in the namespace come from the
“NodeName” key in the line and station sections.

Configuration file format

The server uses the configuration file opcs_net.ini, which is the standard Windows
INI file. The format of INI filesis defined by Microsoft in the Windows Software
Development Kit. The INI files are comprised of zero or more sections. The section
names are enclosed in square brackets. Within each section there may be zero or
more key-item pairs, separated by an equals sign. Comments are introduced by a
semicolon. Section names and key names are case-insensitive. Blank lines may
appear anywhere within thefile.

Syntax description using extended BNF notation:

ini-file .= { section-definition }
section-definition ;.= section-name { value-definition }
section-name ::= [ alphanumeric-string |
value-definition .= key-name = value

key-name ::= alphanumeric-string

value ::= alphanumeric-string
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5.1.2.

Note that the square brackets [ ] are not allowed in names and values. In general,
only letters, digits and the underscore character _ are used in names. The item name
cannot contain any of the following characters:

EYARUE R
The values used in the LON OPC Server are;

e A number
* A string consisting of |etters and digits

* A boolean
Faseiseither O, false or no. Trueiseither 1, true or yes. Boolean values are case
unsensitive.

» A comma separated list of numbers and strings.

In general, only singleline comments are used in INI files but end-of -line comments
are also supported.

Server definitions

This section describes the server definitions and shows an example of the [options]
section in the configuration file.

It is possible to change the behaviour of the server by changing the parametersin the
[options] section. The parametersarein general simple constants of boolean, integer
or string type.

Table 5.1.2-1 Server definitions

Name

Data type | Default value | Description

UseReversedDoublePositions

Boolean |False Specifies whether the ON and OFF values are reversed in
double position indications or not. When this option is True
OFF=2and ON =1.

EnableOPCv20ptimizations Boolean |False Enables faster and less memory consuming connections for
the OPC v2 clients.
NOTE! The OPC v1 clients are not fully supported when this
option is enabled.

PCLTAConfChanged Boolean |False Specifies whether the PCLTA-20 adapter configuration has

been changed. True value will launch card configurator
program, which will do necessary changes, checks and turn
value to false if operation was successful.

26

If the option parameter is not included in the configuration file, the default option
valueis used.

An example of how to define a server

[optiong]
EnableOPCv20ptimizations=1
UseReversedDoublePositions=1
PCLTAConfChanged=1

The formats of the other sections are shown in sections 5.1.3.-5.1.6. For this
purpose, the example sections are used instead of aformal syntax.




1MRS752144-MEN LON OPC Server OPC Server

Installation and Commissioning Guide 5. Configuration

5.1.3.

PCLTA-20 adapter definitions

This section describes the PCLTA-20 adapter definitions in the configuration file.
An example PCLTA-20 definition is shown below.

Table 5.1.3-1 PCLTA-20 adapter definitions

Name

Data type Value Description

SN

Integer 1...127 Subnet number of the communication channel of
PCLTA-20 adapter

NN

Integer 1...127 Node number of the communication channel of
PCLTA-20 adapter

5.1.4.

An example of how to define PCLTA-20

[LON1]

SN=2

NN=125
The PCLTA-20 adapter is used as a physical communication interface between the
LON OPC Server and the system. For each physical LON interface (LON1, LON2,

etc.) there hasto be acorresponding [L ONX] section, which definesthe node and the
subnet address of the interface.

The system considers the PCLTA-20 adapter as anode. Each node in the system is
identified with a unigue subnet/node address, which are‘sn’ and ‘nn’ key values of
[LONX] section. If the PCLTA configuration program failsto operate due to some
reason, the start procedure of the LON OPC Server will be aborted.

Line definitions

This section covers the line attributes in the configuration file. An exampleline
definition is shown below, and Table 5.1.4-1 provides more detailed information on
the attributes.

An example of how to define a line

[Linel]
Linenr=1
Protocol =27
NodeName=Linel
SD=LON1
LK=3
PS=200
Table 5.1.4-1 Line definitions
Name Data type Value Description
Linenr Linenr has to get a unique value between 1...4
Protocol Protocol defines the type of the protocol. The value is always 27.
NodeName | NodeName is the name the line has in the OPC namespace. The value cannot contain any of the characters
listed in 5.1.6.
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Name Data type Value Description
SD Text The device name of the The device name of the physical communication interface.
(System communication interface Each physical connection of the PCLTA card (each
Device LONWORKS channel) is associated with a specific device
name) name. If the Echelon device driver is used, the device name for
first channel is "LON1" and for second channel "LON2" etc.
PS Integer 1...250 The number of message buffers reserved for the line. Each
(Buffer Pool Suggested: 200...250 buffer can contain one message.
Size)
LK The clock synchronization of LONWORKS lines. The value in the attribute specifies clock synchronization as
(Link Type) | follows:
0 No clock sync
1 Clock synchronization based on NV Warning and NV Clock telegrams once per second.
2 Clock synchronization based on NV Time telegram once per minute.
3 Clock synchronization based on both methods: NV Warning, NV Clock and NV Time telegram
4 Receive NV Warning and NV Clock telegrams, synchronizes the operating system time according the
received sync
5 Receive NV Time telegram, synchronizes the operating system time according the received sync
It is recommended to use NV Time method only when the other synchronization methods do not work, or when
the exact time is not needed because of the inaccuracy on high channel load on LON line with minute pulse.
5.1.5. Station definitions

This section describes the definitions for the station (unit). An example station
definition can be seen below. All the station definitions are listed in Table 5.1.5-1,
where the attributes are divided into basic attributes and advanced attributes.

An example of how to define a station

[Station2]
Linenr=1
Stationnr=2
Devicetype=17

NodeName=STA2

NN=9
SN=1

UN=9
RM=7

Table 5.1.5-1 Station definitions

Basic attributes

(Subnet Number)

Name Data type |Value Description

Linenr Linenr has to get a value between 1...4 (where 1...4 stand for the configured lines in the system)
Stationnr Stationnr is the number of the station

Devicetype Devicetype is the type of the device. The value is always 17.

NodeName NodeName is the name the station has in the OPC namespace

NN Integer 1..127 Node number of the station.

(Node Number)

SN Integer 1...127 Subnet number of the station
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UN Integer 0...65535 Unit number used in transparent SPA messages (both

(Unit Number) messages resulting from SPA commands and messages
generated with the Transparent SPA attribute)

RM Integer Default: 7 Determines the running mode of the station communication.

(Running Mode) Should always be set to 7, which means event session based
communication.

EF Integer 0...127 Filter number for event sessions.

(Event Filter Default: 0

Number)

RT Integer 0...655 The maximum time in seconds that communication software

(Reply Timeout) Default: 20 (seconds) waits for reply from the REX unit when sending commands and
transparent SPA messages.

Advanced attributes

Name Data type |Value Description

SC Integer 1...60000 The timer (Terr) for controlling the cyclic sending of NACK after

(Session Nack Default: 750 (ms) a message sequence error. This timer is active only when the

Timeout) network congestion occur, and should be a bit less than the
retransmit timer (Retr).

Sl Integer 1... 60000 The idle ACK message interval timer (Tidle) is used to keep

(Session Idle Default: 10000 (ms) channel alive. It also re-transmits ACK messages in case of

Timeout) ACK loss. In that situation the flow will be driven by the
retransmission timer. The Session Idle Timeout needs to be
smaller than the Session Keepalive Timeout (SK).

SK Integer 1...60000 The connection timer (Tconn) that supervises the operation of

(Session Default: 60000 (ms) the remote node. On the idle channel both of the transmission

Keepalive Suggested: 10000...60000 | partners send frequently so called keepalive messages. This

Timeout) transmission should happen in the range of 1 minute.
Otherwise the connection timeouts.

SR Integer 1...60000 The retransmit timer (Tretr) is used to trigger a retransmission

(Session Default: 5000 (ms) of the unacknowledged message if the message or ACK /

Retransmit NACK was lost. The Session Retransmit Timeout should be

Timeout) greater than the time to send a full window (max Credit).

SS Integer 1...60000 The time that the receiver of the message waits before

(Session in Default: 300 (ms) responding. The timer is activated after every received

Sequence message. If the channel is idle the timer will timeout. During

Response Delay) obstruct of traffic the sender will lose the Credit and flag the
message for immediate ACK (TranAck flag). In such
circumstances the Tseq timer will not expire.

RQ Integer 1...10 Receive quota for the station. Generally, the default value is

(Receive Quota) Default: 10 suitable.

TQ Integer 1...10 Transmit quota for this device. Generally, the default value is

(Transmit Quota) Default: 10 suitable.

5.1.6.

Data object definitions

Data objects are used to define the process data of LON device, which will be
accessible viathe LON OPC Server.

The LON OPC Server supports different data types, e.g. single/double indications,
digital/analog inputs, pulse counters, commands and SPA parameters.

The definition of the data object consists of theitem name, datatype and L ON/SPA
dataaddress. Theitem nameisthe namethat isvisiblein the OPC server namespace

29




OPC Server

5. Configuration

LON OPC Server 1MRS752144-MEN

Installation and Commissioning Guide

5.1.6.1.

5.1.6.2.

5.1.6.3.
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for the data object. It can be freely set by the user to describe the dataindentity. The
item name must be unique within one unit.

The data type should be set according to the type of the process signal. The LON/
SPA address definesthe LON |EC or SPA address of the data. The addresses should
be set according to the configuration of the LON device used.

Data objects (item tags) are defined in a section with the name ItemDefs_Station(n),
where n is the section number of the unit that the items are defined for. The syntax
for defining a data object in the configuration file can be seen below:

itemname = Data Type, LON/SPA Address

Single/Double Indication

Single and double indications are defined with data type 0. The following LON
DMCD types can be used for updating the value:

« Single Indication DMCD=129

* Single with Time Tag Indication DMCD=130

» Double Indication DMCD=131 (reversed)
Double Indication with Time Tag DMCD=132 (reversed)

* Double Indication DMCD=143

* Double Indication with Time Tag DMCD=144
Single Indications have value 0 for OFF and 1 for ON. Double Indications have
value 0 = Intermediate position, 1 = OFF, 2 = ON, 3 = faulty position. The open and

closed values can be reversed with UseReversedDoublePositions attribute in the
server section of the configuration file.

An example of Single/Double Indication

Bayl Breaker_QO Position =0, 14100

Digital Input
Digital input values are defined with data type 1. The following LON DMCD types
can be used for updating the value:

* Measured Vaue Signed Integer 16 bit DMCD=135

* Measured Value Signed Integer 16 bit with Time Tag DMCD=136

» Measured Value Signed Integer 32 bit DMCD=147

* Measured Vaue Signed Integer 32 bit with Time Tag DMCD=148

» Step Position Information DMCD = 141

* Step Position Information with Time Tag DMCD = 142

An example of Digital Input
T1 Tap Changer_Position =1, 4700

Analog Input

Analog input values are defined with data type 2. The following LON DMCD types
can be used for updating the value:

» Measured Value, Short Floating Point DMCD=137
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5.1.6.5.

5.1.6.6.

* Measured Value, Short Floating Point with Time Tag DMCD=138

* Measured Value Signed Integer 16 bit DMCD=135

» Measured Value Signed Integer 16 bit with Time Tag DMCD=136

» Measured Value Signed Integer 32 bit DMCD=147

* Measured Value Signed Integer 32 bit with Time Tag DMCD=148
An example of Analog Input

Current_L1 =2, 22001

Pulse Counter

Pulse counter values are defined with data type 6. Thefollowing LON DMCD types
can be used for updating the value:

* PCV with Time Tag DMCD=139
* Integrated Totals with Time Tag DMCD=140

An example of Pulse Counter

Energy Pulses L1 =6, 3506

SPA Commands

Binary output SPA commands are defined with data type 10. These are used, for
example, to control a breaker with REF543 relay. The SPA addressisgivenina
format:

SPA channdl 1, SPA channel 2, Data Category, Data Number 1, Data Number 2,
Data Format

SPA channels 1 and 2 define the SPA channel number where the command isgiven,
normally channel 1 and channel 2 are the same. Data Category definesthe SPA data
category (1,S,V,0); normally V isused for commands. Data Number defines the
SPA data number; normally data number 1 and 2 are the same.

Dataformat defines the format of the data value, 3 isequal to binary value (0 or 1).
Thisisthe only format supported at the moment. The syntax for defining SPA
commands in the configuration file can be seen below:

itemName = Type, Chl, Ch2, Cat, Dal, Da2, Format
An example of SPA Commands

QO_Breaker_OpenSelect = 10, 120, 120, V, 6, 6, 3

QO_Breaker_CloseSelect = 10, 120, 120, V, 7,7, 3

QO_Breaker_Execute = 10, 120, 120, V, 11, 11, 3

QO0_Breaker_Cancel =10, 120, 120, V, 10, 10, 3

IEC Commands

|EC styleof commands are defined with datatype 45 (Single Command DM CD=45)
or 46 (Double Command DM CD=46).

|EC commands are somewhat different from the other item tags. Instead of atag
with the name in the definition, a node with the same nameis created. Thisnodein
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turn contains tags to control the IEC command. The tags correspond to the
commands Select off, Select on, Operate off, Operate on and Cancel. The names of
the tags are as follows:

ctl Sel Off
ctlSelOn
ctl OperOff
ctlOperOn
ctlCan

An example of IEC Commands
QO Breaker Control _SC = 45, 1005
Q1 Breaker_Control_DC = 46, 1006

SPA Parameters

It is possible to configure item tags for SPA parameters. These tags can be used to
read and write parametersin therelay which are only accesible viatransparent SPA.

Thisis an aternative method for Transparent SPA communication, which uses a
Transparent SPA tag in the unit (station) attributes section. Thisis presented in
section 4.1.3. Configuring SPA parameters as separate item tags makes it possible
to access the parameters from an OPC Client that cannot interpret transparent SPA

messages.

The value of a SPA parameter item tag is read from the unit when the client reads
theitem first time. After that a cached value is returned unless the client requests a
read or refresh from the unit. The syntax for defining SPA parametersin the
configuration file can be seen below:

item = SPA_PARAM, vartype (see below), access (R=read, W=write, RW
(=WR)), SPA parameter (string)

Example of SPA Parameters:
spa rw_r4 =SPA_PARAM, 4, RW, 0S1
spa_w_r8 =SPA_PARAM, 5, W, 999V 999
spa r__ui4 =SPA_PARAM, 19,R, 0S999
spa rw_i4 =SPA_PARAM, 3, WR, 124S1
spa_rw_bstr = SPA_PARAM, 8, RW, 124

VARTYPE values

Basically, any vartype could be used (the server does not check thevaluein any way)
but it isstrongly recommended to use one of the vartypes listed below:

VARTYPE Numeric value Comment

VT_I2 2 Signed Integer 2 bytes (16bit)
VT_l4 3 Signed Integer 4 bytes (32bit)
VT_R4 4 Real 4 bytes (32bit)
VT_RS8 5 Real 8 bytes (64bit)



1MRS752144-MEN LON OPC Server OPC Server

Installation and Commissioning Guide 5. Configuration
VT _BSTR 8 String
VT_BOOL 11 Boolean
VT_DECIMAL 14 16 byte fixed point.
VT_I1 16 Char 1 byte (8bit)
VT_Ull 17 Unsigned Char 1 byte (8bit)
VT_UI2 18 Unsigned Integer 2 bytes (16bit)
VT_Ul4 19 Unsigned Integer 4 bytes (32bit)
VT_I8 20 Signed Integer 8 bytes (64bit)
VT_UI8 21 Unsigned Integer 8 bytes (64bit)
VT_INT 22 Signed Integer (machine dependent)
VT_UINT 23 Unsigned Integer (machine dependent)

Vartype VT_BSTRisastring, vartype VT_BOOL is aboolean and the rest of the
vartypes are numbers. The SPA parameter in the relay, which the SPA paramater
item tag is connected to, should be of an equivalent type. The most commonly used
typesare probably VT _14, VT _UI4,VT_R4,VT_R8and VT_BSTR.

5.1.7. Event configuration

Asmentioned in section 4.2., condition type events must be configured before they
can be used.

This configuration is done in two steps. Firstly, a condition classis defined. Then
the data objects, which generate condition events of this condition class, are
connected to it.

51.7.1. Event condition class definitions

The format of the condition class definition depends on the event category for the
condition. In general, a condition class definition defines the name, description,
severity and acknowledge policy for conditions or sub-conditions. The basetype
(event category) is of course also included in the definition.

For Discrete (Indication) condition classes the definition specifies the number of
sub-conditions. For each sub-condition the description (message), severity and
name are specified. It must also be specified whether the sub-condition must be
acknowledged or not. The name of the basetype is Disclnd.

Format of Discrete Condition Class definition:

ConditionClassName = Disclnd, NumberOf SubConditions,
ConditionDescriptionl, Severityl, ConditionNamel, AckRequiredl,
ConditionDescriptionN, SeverityN, ConditionNameN,AckRequiredN

Trip conditions aresingle-state. Thus, the only information required in the definition
of the condition classis the description (message) and severity. It must also be
defined whether an acknowledgement is required or not. The name of the basetype
is Trip. An example can be seen below:

Format of Trip Condition Class definition:
ConditionClassName = Trip, Description, Severity, AckRequired
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An example can be seen below:

[EventConditionClassDefs]
Position2 = Disclnd, 2, Open, 1, Open, FALSE, Closed, 1, Closed, FALSE

Position4 = Disclnd, 4, Faulty, 1, Faulty, FALSE, Open, 1, Open, FALSE,
Closed, 1, Closed, FALSE, Intermediate, 1, Intermediate, FALSE

TripEvent = Trip, TRIPDesc, 100, TRUE
TripEventNoAck = Trip, TRIPNoAckDesc, 1, FALSE

51.7.2. Event definitions

Condition classes are connected to data objects in the eventdefs section which
corresponds to the itemdefs section where the data objects were defined in. The
name of the section is the same as the itemdefs section, except that it starts with
“EventDefs’ instead of “ItemDefs”’.

The content of the section simply connects item tags with a condition class
(itemname = condition class). The format is shown below.
[EventDefs_Station2]
Ind1001 = Position2
Ind1002 = Position4
Trip534 = TripEvent
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5.1.8. An example configuration of a server
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[optiong]
EnableOPCv20ptimizations=1
UseReversedDoublePositions=1
PCLTAConfChanged=1

[LON1]
SN=1
NN=127

[LONZ2]
SN=2
NN=127

B[] Atributes

O0_CANCEL
SIB1CT1_11_22002_CURRENT_L2
O0_CLOSESELECT

O0_OPENSELECT
S3E1_10_2200_BaY_LOCALREMOTESWITCH
SIBTVT1_16_22404_VOLTAGE_U12
S3E100_10_14000_BREAKER_POSITION_INDICATION
SIBTVT_17_22405_VOLTAGE_UZ3
SIB1CT1_12_22003_CURRENT_L3
SIB1CT1_10_22001_CURRENT_L1

Q0_EXECUTE

SIBTVT_18_22405_VOLTAGE_UZ

Hrbutes
Ex521
= Attributes

ERE&KER_COMMAMD

& cHSellf
& ctiSelln
& ctDperft
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B[] Atributes

An example configuration of a server

Station.tif
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[Linel]

Nodename = Linel
Linenr=1
Protocol=27
SD=LON1

LK=0

PS=250

[Line2]

Nodename = Line2
Linenr=2
Protocol=27
SD=LON2

LK=0

PS=250

[Stationl]

Linenr=1
Stationnr=50
Nodename=REF543
Devicetype=17
NN=50

SN=1

UN=50

RM=7

[Station2]

Linenr=2
Stationnr=51
Nodename=REX521
Devicetype=17
NN=51

SN=2

UN=51

RM=7

[ItemDefs Stationl]

S3B1CT1 10 22001 Current_L1=2,22001
S3B1CT1 11 22002_Current_L2=2,22002
S3B1CT1 12 22003 _Current_L3=2,22003
S3B1VTL 16 22404 Voltage U12=2,22404
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S3B1VT1 17 22405 Voltage U23=2,22405
S3B1VT1 18 22406 Voltage U31=2,22406

S3B1 10 2200 Bay_loca remoteswitch=0,2200
S3B1Q0_10 14000 Breaker position_indication=0,14000
QO0_OpenSelect = 10,120,120,V,6,6,3

QO _CloseSelect = 10,120,120,V,7,7,3

QO0_Cancel =10,120,120,V,10,10,3
QO0_Execute=10,120,120,V,11,11,3

[EventDefs_Stationl]
S3B1 10 2200 Bay_ locaremoteswitch=Position4
S3B1Q0_10 14000 _Breaker position_indication=Position4

[ItemDefs Station2]
Current_L1=2,22001
Current_L2=2,22002

Current_L 3=2,22003
Voltage_U12=2,22404
Voltage_U23=2,22405

Voltage U31=2,22406
Bay_localremoteswitch=0,2200
Breaker_position_indication=0,14000
Breaker_Command = 46, 14071

[EventDefs_Station2]
Bay_localremoteswitch=Position4
Breaker_position_indication=Position4

[EventConditionClassDefs]

Position4 = Disclnd, 4, Faulty, 1, Faulty, FALSE, Open, 1, Open, FALSE,
Closed, 1, Closed, FALSE, Intermediate, 1, Intermediate, FAL SE

In the example configuration above, two lines (Linel and Line2) and one unit for
each line are configured. Each line has to be connected to one physical
communication interface. In this configuration, Linel is connected to LON1 and
Line2 to LONZ2, which can be seen by checking the value of the SD attribute in line
section. REF543 is under Linel and REX521 is under Line2. This can be seen by
checking the Linenr attributes in the line and unit sections.

Because REF543 uses SPA commands, it hasfour command points (itemtype = 10),
some measurements, e.g. analog inputs (itemtype=2) and few binary points, e.g.
indications (itemtype=0).

Instead, REX521 uses |EC commands. In the example above, you can see how the
command isconfigured with only one point (itemtype=46). The same command can
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asobeseeninFig. 5.1.8.-1 (Breaker Command for REX521). Other pointsareasin
REF543. Event mappings are defined in EventDefs_Stationx -sections
(item=eventcondition), although it isnot visiblein Fig. 5.1.8.-1.

DCOM configuration

By default, the OPC Server isinstalled and used asalocal server, i.e. both the server
and the client run on the same computer. The server can aso be run as aremote
server on another computer than the client. Theremote server isaccessed in the same
way asthelocal server (except that the computer where the server runs must be
selected in the OPC client; how thisis doneis client-specific), but some DCOM
configuration must be performed before accessing the remote server. The DCOM
configuration must be done on both the server and the client computer.

The server must naturally beinstalled and registered on the server computer. It must
a so be registered on the client computer unless the client uses the OPC Server
Browser (OPCENUM.EXE) provided by the OPC Foundation or unless the client
can browse the registry on the server computer. The registration is done
automatically during installation, therefore it may be easiest to install the server on
the client computer aswell if the client requireslocal registry entries for the server.

DCOM uses security settingsto protect client and server from unauthorized access.
The actual settings that are used depend on the security requirements, but the
settings below should work in most cases. The settings can be changed with the
program dcomenfg. Administrator rights are required in order to useiit.

Y ou can launch the dcomenfg program by choosing Start > Run. When prompted
for the name of a program, type “dcomenfg* and click OK (see Fig. 5.2.-1).

Run |

Type the name of a program, folder, or document, and
Wwindows will open it for pou,

Dpen: Idcumcnfd j
¥ | B it Separate eman Space

] I Cancel | Browse... |

Fig. 5.2.-1 Launching the dcomcnfg
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5.2.1.

Diztributed COM Configuration Properties

Applications  Default Properties | Default Security | Default F'n:utl:u:l:ulsl

¥ Enable Distributed COM an this computer

[T Enable COM Internet Services on this computer

— Default Digtributed COM communization properties

T he Authentication Level specifiez zecurnity at the packet level.

Default Authentication Lewvel:

I [Mone] j

The Impersonation Level specifies whether applications can
determing who iz calling them, and whether the application can do
operationz using the client's identity.

Drefault Impersonation Level:

[T Provide additional security far reference tracking

k. I Cancel Apply |

Fig. 5.2.-2  An example of DCOM configuration
Moreinformation on DCOM isavailablein Microsoft Devel oper Network (MSDN).

dcomconfig.tif

Server computer

Default properties for the server computer are listed below:

* Make sure DCOM is enabled

* Set default authentication level to "None"

« Set default impersonation level to "Impersonate”

Make sure that the Default Configuration Permissions include SY STEM.

Specify custom security for OPCEnum (needed if remote OPC Server browsing is
used in the OPC Client).

* Set custom accessto NETWORK, SY STEM, Everyone

* Set custom launch permissionsto INTERACTIVE, SYSTEM, NETWORK,
Everyone

Specify custom security for the OPC Server.

¢ Set custom access to NETWORK, SY STEM, Everyone

* Set custom launch permissionsto INTERACTIVE, SYSTEM, NETWORK,
Everyone
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Set the identify for the OPC Server to "Interactive User” or configureittorunina
specific user account (see Local DCOM configuration).

Client computer
Default properties for the client computer are listed below.

* Make sure DCOM is enabled
* Set default authentication level to "None"
* Set default impersonation level to "Impersonate”

Before starting aremote LON OPC Server, be sure that the LON OPC Server
computer and the OPC Client computer can access each other on the network. The
"Remote Procedure Call" service should be started on the LON OPC Server
computer.

Local DCOM configuration

Sometimesit is necessary to configure DCOM even when the server and client run
on the same computer. Thisisthe case when two clientsthat are running in different
user accounts must both access the same server. For example, an alarm and event
client running as a service and an interactive data access client.

If the server is configured to run as the "Launching User", only the client that
connectsfirst will succeed to get aconnection. Thisis dueto how COM works. The
solution isto configure the server to run either asthe "Interactive User" or in a
specific user account ("This user:").

If the server is configured to run in a specific user account, its user interface will not
be visible when it is activated by the COM runtime. Thisis becauseit is not started
in the interactive desktop. The only place whereit isvisible is the Task Manager.

The server should not be started manually, if itisconfigured inthisway. Inthat case,
the clients that are running in other user accounts will not be able to access it
athough it is correctly configured.

If the server is configured to run asthe "Interactive User" it will be terminated when
the interactive user logs off. Thisis not desirable, for example, if the client isan
adarm service that is always running.
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Status codes

0 DEVICE_OK

13213 INVALID_ATTRIBUTE_VALUE

13214 CHAR_TYPE_EXPECTED

13222 NO_ACKNOWLEDGE_RESPONSE
13225 ONLY_WRITE_IS_POSSIBLE

13226 NO_ACKNOWLEDGE_REPLY

13272 DEVICE_STOPPED

13273 DEVICE_STARTED

13274 DEVICE_HALTED

13275 OUT_OF BUFFERS

13276 TIMEOUT_WHILE_WAITING_RESPONSE
13277 DEVICE_CONNECTING

13278 DISCONN_IND_RECEIVED

13279 CONN_CON_RECEIVED

13280 EVENT_SESSION_REJECTED

13281 EVENT_SESSION_SETUP_TIMEOUT
13282 RUNNING_MODE_OPERATION_CONFLICT
13283 DEVICE_WAITING_GO_COMMANDS
13284 SETUP_SESSION_REJECTED

13285 SETUP_SESSION_TIMEOUT

13311 SC_DATA_OVERFLOW

13312 LON_ADDRESS NOT_CONFIGURED
13313 DEVICE_MUST_BE_ALLOCATED
13314 UNKNOWN_DIAGNOSTIC_COUNTER
13315 INVALID_INDEX_RANGE

13316 ILLEGAL_APPLICATION_FOR_OPERATION
13317 ATTRIBUTE_IS WRITE_ONLY

13318 INVALID_ATTRIBUTE_VALUE

13319 CHAR_TYPE_EXPECTED

13320 INTERNAL_ERROR

13321 INVALID_POINT_DEFINITION

13322 TOO_MANY_ARGUMENTS

13323 ARGUMENT_EXPECTED

13324 UNABLE_TO_ALLOCATE_MEMORY
13325 POINT_DEFINITION_NOT_FOUND
13326 NO_ACKNOWLEDGE_RESPONSE
13327 UNEXPECTED_VALUE_TYPE

13328 ILLEGAL_OBJECT_TYPE

13329 ONLY_WRITE_ IS POSSIBLE

13330 NO_ACKNOWLEDGE_REPLY
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13331

NO_SM_REPLY_AVAILABLE

13332

OUT_OF BUFFERS

13333

SM_ATTR_ACCESS_VIOLATION

13334

PARAMETER_TRANSFER_RESERVED

13335

PARAMETER_TRANSFER_RELEASE_DENIED

13336

ILLEGAL_BROADCAST_ACTION

13337

ILLEGAL_IEC_EVENT_RECEIVED

13338

GI_ACTIVATION_CONF_RECEIVED

13339

GI_TERMINATION_RECEIVED

13340

UNABLE_TO_CONVERT_FROM_SC_COMMAND

13341

INVALID_RT_ATTRIBUTE_VALUE

13342

UNKNOWN_LON_ATTRIBUTE

13355

MAX_NACK_LIMIT_EXCEEDED

17550

OPEN_FAILED_WITH_INVALID_HANDLE

17551

CLOSE_FAILED

17552

INVALID_ATTR_VALUE

17553

INVALID_ATTR_INDEX

17554

INVALID_LINE_NUMBER

17555

LINE_DOES NOT_EXIST

17556

NV_INDEX_NOT_CONFIGURED
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Customer feedback

About this chapter
This chapter contains information on how to send customer feedback.
Customer feedback database

Customer Feedback is a Lotus Notes database which ABB companies can useto
report errors, make improvement proposals and queries related to products
manufactured by ABB Substation Automation Oy. The Customer Feedback
database is connected to the change management system of ABB Substation
Automation Oy, which handles all error corrections and improvements made to the
products.

Please note that the Customer Feedback database is primarily intended for writing
reports about released products. If you are using, for example, abetareleasein a
pilot project, this should be clearly stated.

Writing a customer feedback report

When writing a Customer Feedback report the following general instructions
should be taken into consideration:

« Write the report in English.

« Write only one error report, query or improvement proposal in a Customer
Feedback Report.

* If you are reporting an error, try to isolate the error as well as possible. Describe
the sequence of events and actions causing the error. If any error messages or
other debug information is provided by the system, please write it down. Include
aso information of the system, e.g. a system diagram, revision information and
configuration data.

« If you are making an improvement proposal, try to describe how the improved
function should work. Avoid providing solutions. Information about the
importance of the improvement, e.g. number of projects that require the
improvement, helps us to make the decision whether and when the improvement
should be implemented.

To make a Customer Feedback Report, select Feedback Report from the Create
menu. This opens an empty Customer Feedback document. Fill out the fields listed
below. A question mark next to afield provides help for filling out the field.

1 Subject. This should contain a short description of the issue. A more detailed
description can be given in the Description of Feedback field bel ow.

2 Thetype of Feedback: Comment/Improvement, Query or Complaint/Error.
3 Customer Information.

4 Reporting Information. This should contain detailed information about the
product in question.

5 The person who you want to send the feedback to and whether you want to get a
reply from that person or not.
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6 Information related to internal handling of the report (not obligatory).

7 Category.

Y ou can issue the report by clicking the Issue Feedback button. Thiswill send the
report to the selected person and change its statusto “in progress’.

Actions

When ABB Substation Automation Oy receives a Customer Feedback report it is
analysed by a sales person or arepresentative of the technical support. The anayser
may ask for additional information in order to complete the analysis. After the
report has been analysed, the following actions will be taken:

« In case of aclear error the report will be moved to the change management
system of ABB Substation Automation Oy. In this system the error will be
analysed in detail and corrected in a future patch release or mgjor release
depending on the severity and impact of the error.

« In case of an improvement proposal the report will also be moved to the change
management system where it will be considered as a requirement for future
releases.

* In case of aquery an answer will be provided.

When Customer Feedback reports are handled in the change management system,
the outcome can be one of the following:

No Actions This meansthat it is decided that the report
requires no further action. For example, if
the problem is caused by a configuration
error, it belongs to this category.

Will be implemented in patch/current This means that the correction or anew

release feature will be available in the next officia
program release.
Moved to future release This means that the new feature will be

availablein anew program releasein the
near future.
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Ordering information

LON OPC Server

LON OPC Server version 1.0.0 software CD is ordered according to the price and
conditions stated in the price list from ABB Substation Automation Oy.

The ordering number is IMRS151021.
The LON OPC Server version 1.0.0 software CD has the following content:

* LON OPC Server v.1.0.0
* LON OPC Server Instalation and Commissioning Guide
» Adobe Acrobat Reader

RER107

RER 107 can be supplied with glass or plastic fibre optic transceivers.
Type designation for RER 107:

RER 107 MM, ST-type glass fibre optic transceivers 1MRS090702-MM
RER 107 BB, snap-in type plastic fibre optic transceivers 1MRS090702-BB
RER 107 SS, SMA-type plastic fibre optic transceivers 1MRS090702-SS

CAP 505 v1.0.2. Relay Product Engineering Tool Box
Installation and Commissioning Manual 1MRS750537-RUM

LNT v.1.0.1. Lon Network Tool
Installation and Commissioning Manual 1MRS750830-RUM

For more information, see:
RER 107 A 1MRS 750610-MUM

Transceiver module

User’s manual and Technical description

PCLTA-20 LonTalk adapter

Please, note that the PCLTA-20 adapter is not available form ABB Substation
Automation Oy. The adapter can be purchased from Echelon Corporation. More
information is available on the web site http://www.echelon.com.

PCLTA-20 card features:

« 32 bit PCI, SMX card for LONWORKS networks (made by Echelon)
¢ Windows NT 4.0 or Windows 2000 driver from the manufacturer
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