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Notes on the instruction manual

1 Notes on the instruction manual

Please read through this manual carefully and observe the information it contains. This will
assist you in preventing injuries and damage to property and ensure both reliable operation and
a long service life for the device.

Please keep this manual in a safe place. If you pass the device on, also pass on this manual
along with it. Busch-Jaeger accepts no liability for any failure to observe the instructions in this
manual.

2 Safety

Warning

Electric voltage!

Dangerous currents flow through the body when coming into direct or indirect
contact with live components.

This can result in electric shock, burns or even death.

i Disconnect the mains power supply prior to installation and/or disassembly!

i Permit work on the 100-240 V supply system to be performed only by
specialist staff!

3 Intended use

As a part of the Busch-Welcome® IP system, this device can only be used with accessories from
the system

IC statement

Product name:

Model:

IC:XXX-YYY

CAN ICES-3 (B)/NMB-3(B)

This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation,
Science and Economi c Dev edxamptR83(s). Ofemtiomisisalfesttol i cenc e
the following two conditions:

1. This device may not cause interference.

2. This device must accept any interference, including interference that may cause undesired
operation of the device.

L6®metteur/ r®cepteur exempt de | icence contenu dan
CNR doél nnovation, Sciences et D®veloppement ®conom
radi o exempts de |icence. Lbébexploitates:on est autor
1. Léappareil ne doit pas produire de brouill age;
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Intended use

d accepter tout brouillage radi o®l

oit
déen compromettre | e fonctionnement.

This equipment complies with IC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance of 20 cm
between the radiator and your body.

Cet &guipement est conforme aux limites d exposition aux rayonnements de la IC éablies
pour un environnement non contré& Cet é&guipement doit &re installé et fonctionner aau
moins 20 cm de distance d un radiateur ou de votre corps.
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Environment

4 Environment

Consider the protection of the environment!

Used electric and electronic devices must not be disposed of with household
waste.

i The device contains valuable raw materials that can be recycled. Therefore,
dispose of the device at the appropriate collecting facility.

4.1 Busch-Jaeger devices

All packaging materials and devices from Busch-Jaeger bear the markings and test seals for
proper disposal. Always dispose of the packing materials and electric devices and their
components via an authorized collection facility or disposal company.

Busch-Jaeger products meet the legal requirements, in particular the laws governing electronic
and electrical devices and the REACH ordinance.

(EU-Directive 2012/19/EU WEEE and 2011/65/EU RoHS)
(EU-REACH ordinance and law for the implementation of the ordinance (EG) No0.1907/2006)
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Product description

5 Product description

5.1 Device type
Auticle Product ID Product name Color Slz_e (DxHxW)
number Unit: mm
D04011-03 2TMA400260W0008 Smart Access Point Pro White 204 x 132 x 32
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Product description

5.2 Terminal description

No.

10

11

12

] O lecleed

B

1211 10

Function
USB stick connector (reserved)

Tamper switch

It is used to prevent intruders breaking into the Smart Access Point. Once the front shell of
Smart Access Point is opened, a tamper alert will be sounded by the built-in speaker of Smart
Access Point.

The tamper alert can be also set as the precondition and/or event in the "Action" function. Then
it can be triggered together with other actions (e.g. pushing notification).

(@) Status indicator LED
Binary input (used to interact with other systems)

Binary output (used to interact with other systems)

Reset button

Press and hold this button for 10 s to enter the reset mode to reset the password of the first
admin user.

Switch on/off to activate/deactivate WiFi Access Point mode
When WiFi Access Point mode is activated, Status indicator LED flashes red.

Micro SD card connector (reserved)

Security switch
ON = The devices are not allowed to be added or deleted
OFF = The devices are allowed to be added or deleted (default)

Power input connector (DC-JACK input)
LAN (PoE)

LAN (2)
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Product description

@ Status indicator LED
Description
Reset to factory default
Alarm (e.g. tamper alarm)
Power on or Initial setup
WiFi Access Point is enabled

Security mode is disabled
Doorbell is muted

Normal operation

Blue

on

Red

Flashing
slowly

on

Green

on

White

Flashing
slowly

Flashing
quickly

on

Priority

7 (Highest)

Product manual 2TMD041800D0090

bl2



Technical data

6 Technical data

Designation

Rating voltage
Operating voltage range
Rating current

PoE standard

Wireless transmission band

Wireless transmission power

Wireless transmission standard
Operating temperature
Storage temperature

IP level

IK level

Relay output

Binary input

Bluetooth data
Bluetooth standard
Frequency range
TX power

RX sensitivity

Value

24V

20-27V

24V 375 mA

IEEE802.3 af

802.11b/g/n:

2412...2462MHz (for United States)
2412...2472MHz (for European countries)

802.11a/n:

5150é5250MHz
5250é5350MHz

5470¢é5 7 2 hdksed in(Russia)

5725é5850MHz

Max. 20 dBm@12 Mbps OFDM 2.4 G
Max. 20 dBm@12 Mbps OFDM 5.8 G

IEEE 802.11 a/b/g/n
.10 ACé+45

25 ACé+70

IP 30

IK 05

30V 1A
5V ,1mA
4.2

Ac

Ac

2.402¢é2.480

Maximum 8 dBm

Minimum -92 dBm

United Stat
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Mounting/Installation

7 Mounting/Installation

Warning

Electric voltage!

Dangerous currents flow through the body when coming into direct or indirect
contact with live components.

This can result in electric shock, burns or even death.

i Disconnect the mains power supply prior to installation and/or disassembly!

i Permit work on the 100-240 V supply system to be performed only by
specialist staff!

7.1 Requirement for the electrician

Warning

Electric voltage!

Install the device only if you have the necessary electrical engineering
knowledge and experience.

i Incorrect installation endangers your life and that of the user of the electrical
system.

T Incorrect installation can cause serious damage to property, e.g. due to fire.

The minimum necessary expert knowledge and requirements for the installation
are as follows:

i Apply the "five safety rules" (DIN VDE 0105, EN 50110):
1. Disconnect
2. Secure against being re-connected
3. Ensure there is no voltage
4. Connect to earth and short-circuit
5. Cover or barricade adjacent live parts.
T Use suitable personal protective clothing.
T Use only suitable tools and measuring devices.

T Check the type of supply network (TN system, IT system, TT system) to
secure the following power supply conditions (classic connection to ground,
protective grounding, necessary additional measures, etc.).
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Mounting/Installation

7.2 Mounting

1. Dismantle

Pull the clamp on the bottom of the device and then open the front cover.

2. Wiring
Option 1: Wiring from the back
Option 2: Wiring from the bottom

Optionl
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Mounting/Installation

3. Mounting
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Commissioning

8.1

Commissioning

System requirements

User interface
Commissioning is always carried out via the web-based user interface of "Smart Access Point".

To open the web-based user interface, you require a computer with a LAN or WLAN network
adaptor and an installed Internet browser.

The recommended browsers are:
v Firefox (from version 9)

v Google Chrome

v Safari

Welcome App

For the installation of the Welcome App you require a smartphone or tablet with an Android
(from 4.0) or iOS (from iOS 7) operating system.

Home network

To be able to access the Welcome App and Internet services (e.g. e-mail) at the same time
during standard operation, "Smart Access Point" must be integrated into the existing home
network after commissioning. For this, a router with Ethernet or WLAN interface is required.
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Commissioning

myBUSCH-JAEGER account

It is recommended to register a myBUSCH-JAEGER account before the initial setup.

< R

< <

Benefits for myBUSCH-JAEGER account

It is necessary when you want to reset the password for the first admin user.
It is necessary when you want to subscribe the "Remote-control” services.

It is necessary when you want to receive the notification via the Welcome App

It is necessary when you want to log in via the "Smart Access Point" web-based user
interface.

Remote control service

There are 3 kinds of "Remote-control" services:

1.

Remote Access and Notifications

Remote services for Welcome IP, AccessControl and VideoControl for Welcome App:

y
y
y

2.

Receive door calls.

Video surveillance calls to outdoor stations and IP cameras.

Remote release of digital door locks (support for maximum 8 "Electronic lock cylinders").
Remote access to local smart access point web interface.

Event history & push notifications service.

Per subscription: Remote access for 10 mobile devices.

Remote Lock Release

Remote services for AccessControl for commercial use cases on Welcome App:

y
Yy

Yy

3.

Independent from user quantity (mobile devices).
Four different packages for up to 600 locks available.
Remote release of digital door locks.

How to register an account on the myBUSCH-JAEGER portal

see chapter 13.1 fRegistering an account on the myBUSCH-JAEGER portali o n 286 g e
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Commissioning

8.2 Accessing the web-based user interface of "Smart Access Point"

There are 3 options to access the web-based user interface of "Smart Access Point".

1. Through Windows UPnP service

Precondition

v There is a DHCP server on the network, e.g. integrated DHCP is used in the router.
Y "Smart Access Point" is connected to the router by a LAN cable.

Y The computer is connected to the router by LAN connection or WiFi connection.

v "Smart Access Point" is powered on and ready for operation.

Router
Router

Y

Computer Computer

Smart Access Point Smart Access Point

LAN connection Wifi connection

Accessing "Smart Access Point" (Window 10 system as an example)
[1] Click "Start", followed by "Documents”, "Network" to access "Network" screen.
[2] Double click "Smart Access Point" icon.

& = | Netwark —
« v 1 @ > Network > v

Computer (1)
¥ o Quick access

Docurments Q
¥ Downloads =
& Pictures Media Devices (1)
I Desktop
b Music
B videos Printers 2
4@ OneDrive

= This PC
Other Devices (1)
- UEFINTFS ()
SmartAP: Access Point
- WIN_10_UEFI_10.2 1

~ @ Network

A Type here to search i

O Note
If "Smart Access Point" icon is not displayed, please check the Windows firewall
or ask help from your IT engineers.
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[3] Switch to Security Login

Y Http-connection is insecure. It is recommended to use an https-connection.

v Click "Advanced", followed by "Proceed to ...." to access the web-based user interface
of "Smart Access Point". (Google chrome as an example)

Y IP address of "Smart Access Point" can be viewed on the page.

& Privacy error

|
C A Not secure:l 192.168.1.101/indexthtml|
1

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.101 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

Hide advanced

This server could not prove that it is 192.168.1.101; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection

Proceed to 192.168.1.101 (unsafe
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2. Through entering the IP address
Precondition

You can check the IP address of "Smart Access Point" on the router configuration website.
Each router has usually an own management web interface where you can get the information.
Pl ease check your routero6s handbook.

Accessing "Smart Access Point" (Window 10 system as an example)
[1] Enter the IP address of "Smart Access Point" (e.g. "192.168.1.101") on the website.
[2] Switch to Security Login

Y Http-connection is insecure. It is recommended to use an https-connection.

v Click "Advanced", followed by "Proceed to ...." to access the web-based user interface
of "Smart Access Point". (Google chrome as an example)

& Privacy error X =+

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.101 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

Hide advanced Back to safety

This server could not prove that it is 192.168.1.101; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.1.101 (unsafe
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3. Through WiFi Access Point hotspot

Precondition

Y Ensure network settings are obtained from the "Smart Access Point"
I WLAN name (SSID)
i Password
T IP address

Please open the front shell of "Smart Access Point" and obtain the data above from the sticker.

.........

.........
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Y Ensure the alarm (e.g. tamper alarm) is not activated

@) Note
Status indicator LED light priority (in the sequence, high>>middle>>low):
Alarm (flash white quickly) >> Initial setup (light white on) >> WiFi Access Point

mode is activated (flash red) >> Security mode is activated (light red on)

Temper alarm will be activated if the front cover of "Smart Access Point" is open.
(Figure A) In this case, status indicator LED will flash white quickly and it is
impossible to judge if WiFi Access Point mode is activated. Please close the
front shell after you have obtained the SSID information. (Figure B)

-
Figure A Figure B

v Ensure that the WiFi Access Point mode has been activated
T During the initial setup: Status indicator LED lights white on.
T After the initial setup: Status indicator LED flashes red.

Y "Smart Access Point" is powered on and ready for operation.

Status indicator LED

D

O Note
"Smart Access Point" works like a central WiFi router when it works in WiFi
Access Point mode.

Product manual 2TMD041800D0090 b23



Commissioning

Accessing "Smart Access Point" (Window 10 system as an example)

[1] Click "Internet access" icon.

[2] Click the WLAN name (SSID) of "Smart Access Point".

[3] Enter the password.

[4] Click "Next".

[5] Click "Yes" to connect your computer to the WiFi hotspot of "Smart Access Point".

ﬁ SmartAP_0734 2

cured

Enter the network security key

Airplane mode

7 1

ﬁ SmartAP_0734

Secured

Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones.

Yes 5 No

2

Airplane mode f Airplane mode

'g I'g

Disconnect
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[6] Enter "192.168.3.1" on the website to access "Smart Access Point".

[7] Switch to Security Login

Y Http-connection is insecure. It is recommended to use an https-connection.

Y Click "Advanced", followed by "Proceed to ...." to access the web-based user interface
of "Smart Access Point". (Google chrome as an example)

@ Privacy error

< C A https:{/192.168.3.1

Your connection is not private

Attackers might be trying to steal your information from 192.168.3.1 (for example,
passwords, messages, or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

Hide advanced Back to safety

This server could not prove that it is 192.168.3.1; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.3.1 (unsafe)
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8.3 Initial setup

You need to do the initial setup the first time "Smart Access Point" is powered on or "Smart
Access Point" is reset to the factory defaults.

Follow the steps below on the web-based user interface of "Smart Access Point".
1. Select language

Selects a language for the display text of user interface, logs, messages, notifications and so
on.

Please choose your language

Cesky
Dansk
Deutsch
English

Espaniol

2. Accept end user license

You need to tick the checkbox to accept end user license. Then click ">" to continue.

End user license agreement

ABB End User License Agreement (“EULA”)

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE
CONTINUING WITH THIS PROGRAM INSTALL

This End-User License Agreement ("EULA") is a legal agreement between you (either an individual or a single entity) and ABB
GENWAY XIAMEN ELECTRICAL EQUIPMENT CO., LTD or its affiliates (the “Company”) for the "SOFTWARE PRODUCT".
SOFTWARE PRODUCT means the machine readable (object code) version of the computer programs including firmware, any
copies made, bug fixes for, updates to, or upgrades thereof, and associated software components, media, printed materials, and
"online" or electronic documentation.. “Use” or “Using” means to download, install, copy, activate, access or otherwise use the
SOFTWARE PRODUCT. By Using the SOFTWARE PRODUCT, you agree to be bound by the terms of this EULA. If you are
entering into this EULA on behalf of an entity, you represent that you have authority to bind that entity. This EULA represents the
entire agreement conceming the program between you and the Company, and it supersedes any prior proposal, representation, or
understanding between the parties. If you do not agree to the terms of this EULA, do not install or Use the SOFTWARE

[ | have read the "End User Licence Agreement" and accepted it.

< >
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3. Accept Open Source Software license

You need to tick the checkbox to accept Open Source Software license. Then click ">" to
continue.

Licensing terms ABB-Welcome

Following Licenses are used in the products
HGM52-AC.-. & HGM52-IPC.-.-0x

Component: Linux OS

License: GNU GENERAL PUBLIC LICENSE V2

Copyright year: 1992 - 2010

Copyright holder: Linus Torvalds et al.

Source Code Download location: git/git.freescale.com/imx/fsl-arm-yocto-bsp.git

Component: QT
License: GNU Lesser General Public License V2.1 or later

[ 1 accept the licensing terms

4. Accept data privacy

You need to tick the checkbox to accept Data privacy. Then click ">" to continue.

Data privacy

We take the protection of your personal data very seriously and follow the legally valid regulations regarding data protection, detail
refer to below link.

https:/eu.mybuildings.abb.com/en/page/privacy-policy

| accept the data privacy
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5. Choose building type

see chapter 8.1 fSystem requirementsi o n 1F.ag e

Attention!
The building type can only be set in the initial setup and it cannot be changed
after the initial setup.

If you want to change the building type, you need to reset "Smart Access Point"
to the factory defaults.

Please choose your building type

ﬂ Residential (for single family application)

. Functional (for multi-
apartment/commercial application)

6. Define your location

Select the time zone from the drop-down list.

Please define your location

Time zone (UTC-12:00) International D... v

Date and time 2019-08-20 11:24:58
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7. Change WiFi Access Point mode Wi-Fi setting and set country code

It is compulsory to change the password in the initial setup. The password rule is displayed on a
pop-window when you enter the password.

Attention!
Please ensure that the country code is configured correctly according to the
device location.

The "Country code" setting ensures that your router will only enable Wi-Fi radio
settings that conform with the country's official regulatory laws.

Wi-Fi access point mode settings

SmartAP_0734

Password

Repeat password

Country code Afghanistan
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8. Select a connection type

There are 3 options to connect to home network:

Please select connection type

Option 1: LAN

v All communications to Door entry system devices, VideoControl devices and "RF/IP
Gateway" run via LAN interface.

v All communications to RF devices run via RF connection.

v All Door Entry system devices keep their own IP address when they are used in the building
network. "Smart Access Point" can reach them even if they use a DHCP client IP address.

Option 2: WiFi

v All communications to Door entry system devices, VideoControl devices and "RF/IP
Gateway" run via WiFi interface.

v All communications to RF devices run via RF connection.

v All Door Entry system devices keep their own IP address when they are used in the building
network. "Smart Access Point" can reach them even if they use a DHCP client IP address.

Option 3: Skip the selection

v No communications to Door entry system devices, VideoControl devices and "RF/IP
Gateway" run through LAN or WiFi interface.

v Only RF devices can be communicated via RF connection.
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Establish LAN connection
If LAN connection is selected, you need to set IP address to establish the LAN connection.

By activating the checkbox "Obtain IP address automatically”, SmartAP will work as a DHCP
client. The IP address needs to be assigned from DHCP server (such as router with DHCP
enabled).

By deactivating the checkbox "Obtain IP address automatically", network parameters need to be
configured including IP address, subnet mask and default gateway.

Please establish LAN connection

(/) Obtain IP address automatically

IP address 192.168.1.100

Subnet mask 255.255.255.0

Default gateway
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Connect to a WiFi Network
If WiFi connection is selected, you need to connect to a WiFi network.

All available nearby WiFi network will be displayed on the list. fyouc an ét find the desi
nearby WiFi network, click the "Refresh" button to search again.

Click the designated WLAN name (SSID) in the list, enter the password, followed by "Connect"
to connect the WiFi network.

Please connect to a WIFI network

21

Jl
ik st [
Jl

.II

al

:

21_ISS_5G
cisco

21_2.4G

CAQT 79nQ

£ Refresh
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9. Create the first admin user

Enter the username and the password twice to create the first admin user.

0O Note
The first admin user cannot be deleted. It manages all other users.
If you want to reset the password for the first admin, see chapter 13.2 fResetting

the password for the primary admini o n 297a g e

Please create your user account

User name jacky

>

Repeat password
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10. Select reset option

You can select reset option according to the use scenario.

Options for Reset

Without myBuildings account * «

With myBuildings account (recommended) **

* Reset of the password is done without security verification and
can be performed by anyone via the reset button

** Reset of the password is done with a security verification by a
once valid security code, which is sent via the myBuildings
account by email.

< >

Reset option = Without MyBuildings account

v If this option is selected, anyone can reset the password for the first admin user by pressing
the reset button.

v Itis used for the scenario that "Smart Access Point" is installed in a private area and is not
physically accessible to unauthorized users.

Reset option = With MyBuildings account

v If this option is selected, a one-time validity security code is needed when someone want to
reset the password for the first admin user by pressing the reset button. And this security
code will only be sent to the email set in the initial setup.

v Itis used for the scenario that "Smart Access Point" is installed in a public area and is
physically accessible to unauthorized users.

Attention!

The reset option can only be set in the initial setup and cannot be changed after
the initial setup.

The reset option can only be changed when you restore "Smart Access Point" to
the factory defaults.
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11. MyBuildings setting
Reset option = Without MyBuildings account

If the reset option is set to "Without MyBuildings account", you will access this screen.

Please connect to MyBuildings

User name
Password

Friendly name

Remote access D Enable 4

If you do not have a MyBuildings account yet, you can

< skip

[A]Click "Skip" to turn to next step if you dondt w

[2] Click "Register here" to access the MyBuildings portal to register an account. see
chapter 13.1 fRegistering an account on the myBUSCH-JAEGER portali o n 296 g e

[3] Enter the username, password and friendly name, followed by "Connect" to connect to
MyBuildings portal.

[4] If you want to access "Smart Access Point" from the MyBuildings portal, you need to tick the
"Enable" checkbox to enable the remote access function.
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Reset option = With MyBuildings account

If the reset option is set to "With MyBuildings account", you will access this screen.

Please connect to MyBuildings

User name
Email
Password

Friendly name

Remote access  [_] Enable 4

If you do not have a MyBuildings account yet, you can

<

[1] Click "Register here" to access the MyBuildings portal to register an account. see
chapter 13.1 fRegistering an account on the myBUSCH-JAEGER portali o n 296 g e

[2] Enter the username, password and friendly name, followed by "Connect" to connect to
MyBuildings portal.

[3] Enter the Email used to activate the MyBuildings account. This mail will receive a security
code when you want to reset the first admin user. see chapter 13.2 fResetting the password
for the primary admini o n 2f7a g e

[4] If you want to access "Smart Access Point" from the MyBuildings portal, you need to tick the
"Enable" checkbox to enable the remote access function.
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12. Set the device name

Enter the name for the device and this name will be displayed on the log in screen.

Please enter the device name

Device name Jacky's Pro

13. Confirm the settings

You can check all the settings again on the overview screen. You can click "<" to return to the

previous screens to edit the settings.

Click "Finish" to complete the initial setup.

Thank you!

Language
Time zone

System access point

Connection type

User name
Building type

MvRuiildinas

<

English

(UTC-12:00) Internation...
SmartAP_D590

WiFi

jacky

Functional

disable

Finish
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8.4 Login screen

After initial setup, you can access the login screen of "Smart Access Point" using the first admin
user. The login screen will be different according to the number of users.

The number of users <6

If the number of users is <6, a name list is displayed on the screen. Enter the password on the
right of the user name to continue.

Jacky's Pro

PLEASE LOGIN

() CONFIGURATION (®) CONTROL

The number of users U 6

If the number of users is 0 6, no name list is displayed on the screen. You need to enter the
user name and the password to continue.

Jacky's Pro

PLEASE LOGIN
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8.5 Configuration screen

The configuration screen is used to add and configure all devices and users.

On the login screen, enter the password and click "Configuration™ to access the configuration
screen.

PLEASE LOGIN

‘ jacky

(8) CONFIGURATION (®) CONTROL

v @ @ sos @ P MAIN MENU

M ) L5

BUILDING STRUCTURE USER MANAGEMENT DOOR ENTRY SYSTEM

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time conirol Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
; jacky (=== Device configuration LF Preferences
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8.6 Control screen

The control screen is used to control the AccessControl devices.

On the login screen, enter the password and click "Control" to access the control screen.

PLEASE LOGIN

; jacky

(8) CONFIGURATION (®) CONTROL
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8.7 Settings

8.7.1 Accessing quick settings

On the configuration screen, click "S " to carry out some common operations:

v Setting the network (e.g. network mode and IP address)
v Check device status (e.g. device name, language, time zone and date/time)

v Setting the MyBuildings account (e.g. connect to MyBuildings portal, view the validity period
of the license)

Y General settings
v Logout from the account

A~ MENU
Network
W Network LAN client >
= SmartAP Jacky's Pro »

& MyBuildings A... ivanstagecn >
General settings

e Settings >

- Logout jacky
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8.7.2 Accessing the "Preference" screen

On the configuration screen, click "Preferences" to access the corresponding screen.

v ® @ sos ™ B MAIN MENU

M e = 8 B 6

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
F—————— 1
‘ abb (=) Device configuration : ﬁ Preferences :
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8.7.3

Viewing the version

vove @ & sos @ P

PREFERENCES

On the "Preferences", "System information” screen, you can view the version information

4} PREFERENCES

Preferences

System information

Network settings

Localization

Project backups

Firmware updates

MyBuildings Account

Service

Wi-Fi access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

System information

Version information

1
1
1
§ Version
1
1
1

V2.4
Date 20200228163012
L e o i e
‘SystenTinformatton
Devices 5
Operating time 1309m (0d 21h)

Data Privacy
End user license agreement

Licensing Terms ABB Welcome
©Copyright 2019 ABB.AIl rights reserved
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8.7.4 Disclaimer information

On the "Preferences", "System information” screen, you can view the disclaimer information.

voe @  sos @ B PREFERENCES
{} PREFERENCES
Preferences System information
SiRtem R orp Aty > | Version information
Version v2.41
Network settings >
Date 20200228163012
Localization >

System information

Project backups > Devices 5
Operating time 1309m (0d 21h)
r

Firmware updates > 1 |
1 1
1 )

MyBuildings Account » M Data Privacy :
| VEI:Iﬂ.!.IiELlIEEEﬁﬁ‘_ﬂgE.EDlEEI! |

Service > ! 9 !
1 ©Copyright 2019 ABB.All rights reserved \

Wi-Fi access point mode settings >

Third party authority 13

Abnormal devices >

Onvif IPG list > «
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8.7.5 Network setting

On the "Preferences”, "Network settings" screen, there are 4 options for selection.
[1] "Unit network and building network on LAN-1 (POE)" is used by default.
[2] Click the right diagram to view the zoom view.

£} PREFERENCES

Preferences Network settings Ao 1] U e 1B 410 O LA PO
p — -
Syslem information Network mode 2 = [
Network settings N Unit network and building network on LAN-1 (POE) 1 v _| ':'"- -
o | Unit network and building network on LAN-1 (POE) —|
Localization > d —
‘ Unit network on LAN-1 (POE); Building network on LAN-2 o
Project backups >
Unit network on LAN-2; Building network on LAN-1 (POE) (Recommended setting)
Firmware updates >
Unit network on WLAN; Building network on LAN-1 (POE)

MyBuildings Account 3

Subnet mask
Service >

Default gateway
Wi-Fi access point mode settings >

DNS server
Third party authority >

Building network
Abnormal devices >

Scenario 3: Unit network on LAN-2; Building network on LAN-1 (PoE) (Recommended setting)

o

Yo'

Building network

D Smart Access Point

Smart Access Point can be powered by Power Supply or PoE Switch via
LAN1

+ Smarl Access Point acoass tha intemet via LANZ (Router).

Building Qutdoor Station

- Smart Access Point acoess the buikiing network via LAN1. DES devices
can be updated the firmware remotely via Smart Access Point.
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1. Unit network and building network on LAN-1 (POE)
Y Smart Access Point can be powered by Power Supply or PoE Switch via LAN-1 (PoE).
Y Smart Access Point access the internet via LAN-1 (PoE).

Y Smart Access Point access the building network via LAN-1 (PoE). DES devices can be
updated the firmware remotely via Smart Access Point.

Scenario 1: Unit network and building network on LAN-1 (PoE)

IP touch

Building network o & @
10.0.x.x Ou[er m

O Unit network o
192.168.x.X — .

LAN-2/
LAN-1 (POE)"--- L B

5 L

Smart Access Point

(B 1 1|

PoE Switch

Building Outdoor Station
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2. Unit network on LAN-1 (POE); Building network on LAN-2
Y Smart Access Point can be powered by Power Supply.
Y Smart Access Point access the internet via LAN-1 (PoE).

Y Smart Access Point access the building network via LAN-2. DES devices can be updated
the firmware remotely via Smart Access Point.

Scenario 2: Unit network on LAN-1 (PoE); Building network on LAN-2

IP touch

<o | :

Unit network

Building network

O 10.0.x.x

192.168.x.x

LAN-ZEHW J_‘ j

LAN-1 (POE)"---
=

B

Smart Access Point

(B 1 1|

PoE Switch

Building Outdoor Station
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3. Unit network on LAN-2; Building network on LAN-1 (POE) (Recommended setting)
Smart Access Point can be powered by Power Supply or PoE Switch via LAN-1 (PoE).
Y Smart Access Point access the internet via LAN-2.

Y Smart Access Point access the building network via LAN-1 (PoE). DES devices can be
updated the firmware remotely via Smart Access Point.

Scenario 3: Unit network on LAN-2; Building network on LAN-1 (PoE) (Recommended setting)

IP touch

D
\y
Building network Router
O 10.0.x.x Unit network

o leeleee
192.168.x.x F _l

LAN-2 777"

LAN-1 (POE)*---
. L |

[©) &
Smart Access Point

(B 1 1|

PoE Switch
Building Outdoor Station
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4. Unit network on WLAN; Building network on LAN-1 (POE)
Smart Access Point can be powered by Power Supply or PoE Switch via LAN-1 (PoE).
Y Smart Access Point access the internet via WiFi (Router).

Y Smart Access Point access the building network via LAN-1 (PoE). DES devices can be
updated the firmware remotely via Smart Access Point.

Scenario 4: Unit network on WLAN; Building network on LAN-1 (PoE)

IP touch

5 Wi :i & @
2 L

Building network

O 10.0.X.X Unit network o
192.168.x.x = -

LAN-2/
LAN-1 (POE)"--- L |

5 L

Smart Access Point

(B 1 1|

PoE Switch
Building Outdoor Station

see chapter 8.3 Ainitial setupii o n 26age
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8.7.6 Language setting

On the "Preferences", "Localization" screen, select the language from the drop-down list.

$} PREFERENCES

Preferences Localization
System information > System sertings
Network settings » Device name Jacky's Pro
______________________________________ '
! 1
Localization > i Language |
1
1
! Language English v o
Project backups > : 1
______________________________________ 1
Firmware updates > Time zone
Time zone (UTC+08:00) Beijing,Chongging.H... v~
MyBuildings >
O , | Date/time
Mode NTP time service v
WI-Fl access point mode settings >
Server pool.ntp.org
Third party authority >
Abnormal devices >
Onvif IPC list > -
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8.7.7

Time settings

Time zone setting

Preferences

System information

Network sellings

Localization

Project backups

Firmware updates

MyBuildings

Service

WI-Fl access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

>

>

Localization
System settings

Device name

Language

Language

1 Time zone
1

! Time zone

Jacky's Pro

English v

Date/time

Mode

Server

NTP time service A

pool.ntp.org

On the "Preferences", "Localization" screen, select time zone from the drop-down list

$} PREFERENCES
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Sync "Smart Access Point" time with local system or NTP server

On the "Preferences”, "Localization" screen, "Smart Access Point" time can be set to sync from
"Local system time" or from "NTP time service".

$} PREFERENCES

Preferences Localization
System information > System seﬂings
Network settings o Device name Jacky's Pro
Localization > Language
Language English v
Project backups b
Fimware updates > | Time zone
Time zone (UTC+08:00) Beijing,Chongqing H... v
MyBuildings L .
| ) 1
1 Date/time !
Service > N I
: Mode Local system time v :
WI-Fl access point mode settings > A . !
1 Smart Access Point time 2019-09-30 11:43:47 1
| 1
Third party authority > : PC time 2019-09-30 11:43:47 1
1
| 1
I Synchronize with PC time 1
Abnormal devices L T e — |

Onvif IPC st > x v Save
£} PREFERENCES

Preferences Localization
System information > System settings
Network settings » Device name Jacky's Pro
Localization > Language
Language English ~
Project backups >
Firmware updates > Time zone
Time zone (UTC+08:00) Beijing.Chongqing.H... v
MyBuildings >
1 . [
1 Date/time !
Service > | I
: Mode NTP time service v :
WI-Fl access point mode sellings > 1
: Server pool.nip.org :
Third party authority > B !
Abnormal devices >
Onvif IPC list > 'S
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Sync "Smart Access Point" time with Door Entry System devices

0O Note
This function is only used for Door Entry System devices.

On the "Preferences", "Misc settings" screen, you can select "Automatically” to sync "Smart
Access Point" time with other devices on the system regularly. You need to click "Apply" before
the change is effective.

£} PREFERENCES

Preferences Misc settings
Network settings N e -
1 Time synchronisation for door entry system dewce:s
1
Localization > M) '® Automatically Manually 1
1
: Synchronize period(hour) 1
Project backups > :
R
1
1
Firmware updates > 1 Apply :
R i
MyBuildings Account . . .
Door communication devices
Service > [ Alarm when device goes offine

L{] Enable sound notification
Wi-Fi access point mode settings
P 9 (¥ Enable popup nolification

Third party authority .
Access control devices

Abnormal devices > (¥) Alarm when cylinder goes offline
Onvif IPC list > Apply
Misc settings > ®
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8.7.8 MyBuildings settings

"Pair" is displayed when the account and password are correct.

"Connect" is displayed when "Smart Access Point" is connected to the MyBuildings portal

successfully.

If "Remote access" is enabled, you can access "Smart Access Point" on the MyBuildings portal.
But you need to subscribe to the "Remote access" service on the MyBuildings portal before this

function is used.

{} PREFERENCES

MyBuildings

Prefere

System information

Network settings

Localization

Project backups

Firmware updates

MyBuildings

Service

WI-Fl access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

to register this devic
vel, you can register here. For

At present, the remote function is temporarily in the trial operation phase

User name

uuID 638a0b1c-5b39-4952-876¢-083941d29d67
Remote access (Y] Enable
Logout

Product manual 2TMD041800D0090

b54



Commissioning

Refresh the license
You can refresh the license after the remote service is subscribed.

')
e

On the "Preferences", "MyBuildings", "License" screen, click " to refresh the license.

¥ PREFERENCES

Preferences MyBuildings MyBuildings
System information Connection ,  Remote Access and Notifications
Effective date 2019-09-30 13:13:04
Network setlings >
License > Expiration date 2019-10-20 06:00:00
Localization >
Project backups >
Firmware updates >
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPG list > .
O
O
_——
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8.7.9 WiFi Access Point mode settings

On the "Preferences", "Wi-Fi Access Point mode settings" screen, you can change the WiFi
Access Point mode settings.

£} PREFERENCES

Preferences WI-FI access point mode settings

Sysiem Information > | WI-FI access point mode settings

Network settings > SSID SmartAP_D590

Localization > Password  asasesases

Project backups > IP address 192.168.3.1

Firmware updates > Band 2.4G ~
MyBuildings > Country code China A
Service >

WI-FI access point mode settings >

Third party authority >

Abnormal devices >

Onvif IPC list > X v Save
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8.7.10 Abnormal devices

On the "Preferences”, "Abnormal devices" screen, you can view the details of abnormal devices
(e.g. device sign failed, communication failed etc.).

£} PREFERENCES

Pref Abnormal devices
Network settings >
Localization > Room No. Device No. Device type Serial No. MAC Reason

00 o1 Outdoor station 101807A7F02F948 807ATFO2F948 Device signed failed
Project backups >

00 02 OQutdoor station 101807ATF02F945 807ATFO2F945 Device signed failed
Fimware updates ’ 02 01 Indoor station | 102807A7FO2FG05 | BOTA7FO2FB05 | Devio i failed
MyBuildings > o1 01 Indoor station 102807A7F0280D8 807A7F0280D8 Device signed failed
Service >
WI-Fl access point mode setlings >
Third party authority >
Abnormal devices >
Onwif IPC list b4
Misc seltings > *

You can check the device when "Device signed failed" appears on the abnormal devices list.
Y Has the device been signed before?

v Does the device work in safety mode?

v Does the IP address of the device conflict with other devices?
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8.7.11

Onvif IP-Camera settings

Following settings need to be adjusted on your IP-Camera (Please check the manual of your IP-
Camera).

Protocol Set as "ONVIF" or "ONVIF Profile S"

Video Encoding Type  Setas "H.264"

Resolution Set to max. 1920x1080 (1080p)

For IP cameras the following addresses can be assigned in the community/functional network: -
10. 0. 3.1 é.Irltkis afdreSs.rahde 4lso other devices, such as a computer, can use
the 10-type addresses without coming into conflict with the ABB-Welcome IP address range.

On the "Preferences", "Onvif IPC list" screen of "Smart Access Point", click "Search device" to
search the IP-camera used for the public network.

L} PREFERENCES

Preferences Onvif IPC list
T L T 1

Network settings > : : H

h Search device |

1 1
Localization > |~~~ ~T--=========

IP address Name Status Action

Project backups >
Firmware updates >
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPC list >
Misc seltings > ®
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Then click "Enter credentials" after the IP-camera is detected.

4} PREFERENCES

Preferences Onvif IPC list
Network settings. > -
Search device
Localization >
IP address Name Status Action
Project backups i [ !
10.0.0.3 HIKVISION%:20DS-2CD2142FWD-| Unpaired | Enter credentials :
1
Firmware updates > TmEmEmE T T -
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onwif IPC list >
Misc settings % *
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Enter the username and the password of the IP-camera, then click "Pair".

INFORMATION

Enter camera credentials

User name admin

Password

Preferences Onvif IPC list
Network settings > X
Search device
Localization L4
IP address Name
Project backups >
10.0.0.3 HIKVISION%20DS-2CD2142FWD-I
Firmware updates >
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPC list >
Misc settings > *
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8.7.12 Alarm notification settings

On the "Preferences", "Misc settings" screen, the sound notification and popup notification are
only available when the "Alarm when device goes offline" function is enabled.

£} PREFERENGES

Preferences Misc settings
Network seltings 4 " PR .
Time synchronisation for door entry system devices
Localization > ® Automatically Manually
Synchronize period(hour)
Project backups >
1
Firmware updales > Apply
MyBuildings Account >

Door communication devices

[ Alarm when device goes offine

Service > : 1
: (¥ Enable sound notification :
VARG PR BTE DEEED ’ : (] Enable popup notification E
e ’ Access control devices
AR e > [ Alarm when cylinder goes offiine
Onvif IPC list > Apply
Misc settings > «
O Note
The alarm is reported via outdoor station 1 (device ID=1) or via gate station 1
(device ID=1). If either of these two devices cannot be detected in the system,

the alarm cannot be reported to "Smart Access Point" successfully.
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8.7.13 Configuring "Smart Access Point"

Access the setting screen

On the configuration screen, click "Device configuration”, "SmartAP", designated "Smart Access
Point" to access the configuration screen.

Device type Smart Access Point Tamper alarm
M SmarlAP(1) > Floor
= <not allocaled> v
F Cylinder(0) > %
Room
© Repeater(0) >
<not allocated> v
Il RF/IP gateway(0) > e
‘." IP camera(0) > Doorbell ring >
ﬂ Qutdoor station(0) > Alarm alert >
Bina it >
3 indoor station(0) > inary inpu
Binary output >
O |P actuator(0) >
Tamper alarm >
Guard unil(0) >
Security Switch >
Parameter
Mute ’ Tamper alarm
Day/night switchover > Disable v
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Doorbell ring
On the settings screen, click "Doorbell ring" to access the corresponding screen.

lernaH fing l
R V1.0
Update firmware -
I
Position
Building
not allocated -
Floor
<not allocated: -
Room
not allocaled: -
Channels
Doorbell ring >
Alarm alert > P
Ringtone
Binary inpu >
Ringtone 4 -
Binary output > Repeat times
Tamper alarm > = 4 +
Repeat interval time (seconds)
Security Switch >
-— 10 -+
Mute
> Volume
Day/night switchover > —_— 4 -+

No. Description

Icon

1 . ) . .
Display the status of the channel. It can be triggered manually by pushing the icon.
Ringtone

2 Click the drop-down list to select the ringtones for the "Smart Access Point" doorbell (built-in 4
ringtones).

3 Repeat times
Adjust the repeat times of the ring tone.

4 Repeat interval time (seconds)
Adjust the interval time of the ring tone.
Volume

5

Adjust the volume of the ringtone.

Product manual 2TMD041800D0090 b63



Commissioning

Alarm alert

On the settings screen, click "Alarm alert" to access the corresponding screen.

Smart Access Point lA\arm alert I

version: V1.05

Update firmware

X

Position
Building

<not allocateds -
Floor

<not allocaled> -
Room

<not allocated> -
Channels
Doorbell ring >
Alarm alert >
Binary input >
Binary output >
Tamper alarm >
Security Switch >
M N Parameter

ute 5

Duration time (minutes)

Day/night switchover > = 5 +

No. Description

Icon
Display the status of the channel. It can be triggered manually by pushing the icon.

Duration time (minutes)
Time duration of the alarm alert.
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Binary input

On the settings screen, click "Binary input" to access the corresponding screen.

Smart Access Point leary input I
version: V1.05
Update firmware
W
Z
Position
Building
<nol allocateds - L
Building
Floor <not allocated> v
<not allocaled> v
Floor
Room <not allocateds v
<not allocated> -
Room
Channels
<not allocaled> v
Doorbell ring >
Alarm alert >
Binary input >
Binary output >
Tamper alarm >
Security Switch >
Mute >
Day/night switchover >

No. Description

Icon
Display the status of the channel.

Position
Assign the sensor connected to the binary input to the building structure (building, floor, room).
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Binary output
On the settings screen, click "Binary output” to access the corresponding screen.

Smart Access Point leary output I
version: V1.05
Update firmware /
—
Position
Building
<not allocateds - L
Building
Floor <not allocated> v
<not allocaled> -
Floor
Room <not allocated: v
<not allocated> -
Room
Channels
<not allocaled> v
Doorbell ring >
Alarm alert >
Binary input >
Binary output >
Tamper alarm >
Security Switch >
M N Parameter
ute
Duration time (seconds)
Day/night switchover > = 1 +

*

No. Description

1 Icon

Display the status of the channel.
5 Position

Assign the sensor connected to the binary input to the building structure (building, floor, room).
3 Duration time (seconds)

Time duration of the binary output.
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Tamper alarm

On the settings screen, click "Tamper alarm" to access the corresponding screen.

Smart Access Point l Tamper alarm I
version: V1.05
Update firmware
/-

Position
Building

<not allocateds -
Floor

<not allocaled> v
Room

<not allocated> -
Channels
Doorbell ring >
Alarm alert >
Binary input >
Binary output >

Tamper alarm >
Security Switch >

Parameter

Mute > Tamper alarm
Day/night switchover > Disable M

No. Description

1 Icon
Display the status of the channel.
5 Enable/disable the function

Click the drop-down list to enable/disable the function.
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Security switch

On the settings screen, click "Tamper alarm" to access the corresponding screen.

Smart Access Point lSecunly’ Switch I

version: V1.05

Update firmware

z4

Position
Building

<not allocateds -
Floor

<not allocaled> -
Room

<not allocated> -
Channels
Doorbell ring >
Alarm alert >
Binary input >
Binary output >
Tamper alarm >
Security Switch >
Mute >
Day/night switchover >

No. Description

Icon
Display the status of the channel.

Product manual 2TMD041800D0090 b68



Commissioning

Mute

On the settings screen, click "Mute" to access the corresponding screen.

Smart Access Point lMule I

F module version: V1.05

Update firmware

Position
Building

<not allocateds -
Floor

<not allocaled> v
Room

<not allocated> -
Channels
Doorbell ring >
Alarm alert >
Binary input >
Binary output >
Tamper alarm >
Security Switch >
Mute >
Day/night switchover >

No. Description

Icon
Display the status of the channel. It can be triggered manually by pushing the icon.
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Day/night switchover

On the settings screen, click "Day/night switchover" to access the corresponding screen.

Smart Access Point lDayfmgm swilchaver I
Position
Building
<rot aloatecs .
Floor
<ot alocatec .
Room
R .
Channels
Doorbell ring >
Alarm alert >
Binary input >
Binary output >
Tamper alarm >
Security Switch >
Mute >
Day/night switchover >
-
No. Description
Icon
1 Display the status when it is day or when it is night. The day and night switch is triggered by the

internal astro function.
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8.8 Configuring Welcome IP API

8.8.1 Configuring local API

Topology

3rd party

| Panel

O % 3rd party APP
Audio IP
Switch
SmartAccess Point
IP touch 5 Outdoor Station (Local API)

Precondition
v Ensure the version of "Smart Access Point" should be 6.36 or above.

v Local APl is enabled.
v Alocal API user is created.
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Enable local API
Please follow the steps below:

[1] On the "Preference" screen, click "Connections & APIs" to access the corresponding
screen.

[2] Click "Local API & SIP Configuration".
[3] Tick the check box to enable the local API function.

[4] Itis recommended to tick the check box to enable TLS encryption. [5]
activated, please download the certificate for encryption.

[6] Click "Save".

If communication security is not considered, step 4 and step 5 can be ignored.

If "Enable TLS" is

PREFERENCES

Hove @ & sos @ B

&} PREFERENCES

Preferences Connections & APls Local API & SIP Configuration

System information > MyBuildings connection > Enable local API and SIP connections
The local API allows you to monitor and control all your Welcome IP devices, as well as third party IP-enabled devices available
o on the local notwork, within the Welcome 1P systerm. The documentation for the local AP is available in the ABB Developer
Network settings > Local AP! & SIP Configuration > Portak: e fideveloner au s iinng abh com
Support requs for the APis can only be made via the developer portal, and we would like 10 point out that we do not provide
support for your own programming.
Localization > API Access > Create at least one user with AP! access rights in the User Management menu. By enabling the local AP, you accept the
folowing
Project backups > Create and manage SIP accounts > Download certificate for encrypted SIP / MQTT connection
SIP server settings
Firmware updates > License >
e [ Enable SIP server
Enable TLS for more secure SIP communication. The required certificate for the clients can be downloaded at the top of this
Connections & APIs page.
Communication e TLS UDP TcP

Service

Wi-Fi access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

Transport protocol ® sRTP RTP
Transfer settings to all devices

MQTT connection settings
Enable TLS

When using the local AP, it is recommended o enable TLS encryption (at least TLS1.2) on the cient. The required
cortifcate can be downkoaded at the fop of this page.
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Create a local APl user

Please follow the steps below:

[1] On the designated user screen, click "Enable" for API access.

[2l Ent er t he us d&théuseripaa mospredaudly.set a password, the password
entered here will be used as the password to login into local API.

[3] Click "a".
Hove @ & sos (@ B ¢ USERMANAGEMENT >
admin585
i - o F -
Users groups ID authentication(1) Pairing devices Cylinder IP camera

please set user permission under each category

i= LIST VIEW

admin585

User role;  Admin

1 API access
Enable (® Disable
Device sharing

Email address

Invitation code ©
Invite
User information

Personal dala
Change password
User permission settings
Users groups

1N authenticatinnl 11

«

INFORMATION

ﬁ Do you want to save the change?

Please enter the user's password:
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[4] Local API user is displayed on the screen.

HoMe @ = sos (M B USER MANAGEMENT
& USERS i= LISTVIEW
Users
+ admin585
Add user

main
Users

o o

admin585 main
Cloud AP Users
Cloud API Users
clouduser
friendlyname

[ ] [
] HH
Ise!

Users Users groups
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8.8.2 Configuring cloud API

Topology

]

IP touch 5 Outdoor Station

Precondition

3rd party
Panel

iy

SmartAccess Point

)

3rd party cloud

v Ensure the version of "Smart Access Point" is 6.36 or above.

v MyBuildings portal can be accessed with a registered account.

v A cloud API user is created.

MyBuildings/MyBUSCH-JAEGER

3rd party APP
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Access MyBuildings portal

Please follow the steps below:

(1]

(2]
(3]
(4]
(5]
y
y

On the "Preference" screen, click "Connections & APIs" to access the corresponding
screen.

Click "MyBuildings connection".

If MyBuildings account has not been registered, click "register here" to register an account.
Enter the registered MyBuildings account, password and set an alias.

Click "Login".

"Pair" is displayed when the account and password are correct.

"Connect" is displayed when "Smart Access Point" is connected to the MyBuildings portal
successfully.

If "Remote access" is enabled, you can access "Smart Access Point" on the MyBuildings
portal. But you need to subscribe to the "Remote access" service on the MyBuildings portal
before this function is used.

The cloud APl is enabled automatically after login the portal successfully.

(6]
(7]

Click "API Access".
Could API user is displayed on the screen.

Home @ S sos (M P PREFERENCES

4} PREFERENCES

Preferences Connections & APls MyBuildings connection

System information > MyBuildings connection > | Please use your MyBuildings account information to register thi yBuildings. If you do
not have account yel, you can register here. Fpr more information aby sildings, refer to the
Network setlings > Local API & SIP Configuration ,  hel
Al present, the remote function is temporarily in the trial operation phase
Localization > APl Access >
Project backups > Create and manage SIP accounts > Pair: X Connect: X
User nar
Firmware updales > License >
Connections & APIs > Password
Friendly nar
Service >
uuID
-F
Wi-Fi access point mode setlings > Remote acoess O Enable
Third party authority > Logir
Abnormal devices >
Onwif IPC list > -
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HoMe @ = sos (M B PREFERENCES
Preferences Connections & APls API Access
Syslem information > MyBuildings conneclion :‘j"ﬁd‘y""me >
Network settings > Local API & SIP Configuration >
Localization > API Access >
Project backups > Create and manage SIP accounts >
Firmware updates > License »
Connections & APls >
Service >
Wi-Fi access point mode settings >
Third party authority >
Abnormal devices £
Onvif IPC list > *
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[8] On the designated user screen, cloud API user is also displayed on the screen.

Hove @ & sos B USER MANAGEMENT
Users
et admin585
Add user
Users main
admin585 main
Cloud API Users
clouduser
friendlyname

[] i
L (L ]
Users Users groups
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8.9 Configuring Welcome IP SIP

8.9.1 SIP application topology

SmartAccess Point

IP Touch 5 Outdoor Station

Switch actuator

The above topology supports 2 scenarios.

Scenariol: When IP touch 5 outdoor station initiates a call to a specific apartment, the 3rd party
panel in the same apartment will ring. The 3rd party panel receive the call and release the door

by sending a command.

4|I§I|:I|:I|:I|:I

Switch

______________________

’—*. Panel

3rd party

Apartment2...n

Scenario2: The 3rd party panel initiates a call to IP touch 5 outdoor station.

*Usually, one Audio IP works with one 3rd party panel in the same apartment. When IP touch 5

outdoor station calls Audio IP, the related 3rd party panel also rings.

In order to achieve the scenarios above, the following settings need to be configured first.

[1] Accessing "APIs" screen on Smart Access Point.

[2] Configuring Smart Access Point as SIP server.

[3] Creating an SIP account for each 3rd party panel.

[4] Configuring the 3rd party panel.
[5] Configuring IP touch 5 outdoor station.
[6] Configuring Audio IP.
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8.9.2

Home @ & sos (@ P

Accessing "APIs" screen on Smart Access Point

PREFERENCES

On the "Preference" screen, click "Connections & APIs" to access the corresponding screen.

£} PREFERENCES

Preferences

System information

Network setlings

Localization

Project backups

Firmware updales

Connections & APls

Service

'Wi-Fi access point mode settings.

Third party authority

Abnormal devices

Onwif IPC list

Connections & APls

MyBuildings connection

Local AP & SIP Configuration

API Access

Create and manage SIP accounts

License
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8.9.3

Please follow the steps below:
(1]
(2]
3]
(4]
5]
(6]
(7]

Select communication protocol.

Select a transport protocol.

Configuring Smart Access Point as SIP server

On the "Connections & APIs" screen, click "Local API & SIP Configuration".
Tick the check box to enable the "Local APl and SIP connections” function.
Tick the check box to enable "Smart Access Point" as SIP server.

If communication protocol is set to "TLS", a certificate should be download before use.

When "Transfer settings to all devices" is clicked, "Smart Access Point" will push related SIP

settings to all devices (including IP Touch 5 Outdoor Station and Audio IP, but not including

the 3rd party panel).

Hove @ & sos @ B

It is recommended to carry out this operation when SIP settings are changed or some device
d o e sworé hormally.

[8] Click "Save".

PREFERENCES

¥ PREFERENCES

Preference:

System information

Network settings

Localization

Project backups

Firmware updates

Connections & APls

Service

Wi-Fi access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

Connections & APIs

MyBuildings connection

Local API & SIP Configuration

API Access

Create and manage SIP accounts

License

Local API & SIP Configuration

Enable local API and SIP connections

abled devices avatable
ihe ABB Developer

your Welcome IP devices, as well as thi
n. The documentation for the local AP i

loper.eumybuildings.abb.com
Support requests for the APis can only be made via the developer portal, and we would ike o point out that we do not provide
support for your own progra

Create at least one user with API access rights in the User Management menu. By enabiing the local AP, you accept the
folowing

Download certificate for encrypted SIP / MQTT connection

SIP server settings
Enable SIP server

Enable TLS for more secure SIP communication. The required centficate for the clients can be downloaded at the top of this
page.

Communication *TLS ubpP CcP
Transport protocol @ sRTP RTP
Transfer settings to all devices

MQTT connection settings
[ Enable TLS

When using the local AP, it is recommended o enable TLS encryption (at least TLS1.2) on the clent. The required
certificate can be downloaded at the top of this page.
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8.9.4

1. Create the SIP account one by one

Please follow the steps below:

Creating a SIP account for each 3rd party panel

There are 2 ways to create SIP account for the 3rd party panel.

[2] Click "+".

Bl The 3rd party panel will be set t
[4] Enter the device address (contains block no., floor no. and room no.).
51 SI' P I D wi |l be generated automati

[1] On the "Connections & APIs" screen, click "Create and manage SIP accounts".

(o]

cal

[6] Alias will be generated automatically according to the rule and it can be modified.
[7] Enter the password (6...15 digits).
[8] Click "Save".

ndoor

y

accordi

HomE @ = sos (@ B

L} PREFERENCES

Preferences

System information

Network settings

Localization

Project backups

Firmware updates

Connections & APls

Service

Wi-Fi access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

PREFERENCES =~

Connections & APIs

MyBuildings connection >
Local API & SIP Configuration >
APl Access >
Create and manage SIP accounts 1 H
License >

Create and manage SIP accounts

Type + Alias &

pN

N

SIPID 3

i

—

Password

Settings.

Add SIP account

Device type Indoor station

Alias 6

Device addr. Block No.

Floor No /-I-

{ Room No..
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2. Create SIP accounts in batch

SIP accounts for the 3rd party panel can be created in batch.

Y At least one Audio IP is used in each apartment.

Y The 3rd party panel should be in the same network with the designated Audio IP.
Y The 3rd party panel uses the same SIP account as the designated Audio IP.
Please follow the steps below:

[1] On the "Connections & APIs" screen, click "Create and manage SIP accounts".
[2] Click " & »

[3] If existing account need to be kept, tick the check box, otherwise all existing account will be
clear and then new accounts will be created.

[4] Click "Yes".

SIP accounts of the 3rd party panels are generated based on the room numbers of Audio IPs
which have registered in the system.

wove @ = sos @ B < PREFERENCES >
L} PREFERENGES
Preferences Connections & APls Creale and manage SIP accounts
Syslem information > MyBuildings connection > 2
C3 i
Network settings > Local APl & SIP Configuration > .\-\,_/ N
- Type = Alias * SIPID ¢ Password Settings
Localization > API Access >
Project backups > Create and manage SIP accounts 1 >
Firmware updates 3 License >
Connections & APls >
Service B
Wi-Fi access point mode settings >
Third party authority >
Abnormal devices b
Onvif IPC st > «

counts for the building

Create SIP accounts for all units?

Keep existing accounts 3

X No
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8.9.5

Configuring the 3rd party panel

Due to the diversity of the 3rd party panel, the following example is only for reference.

Please follow the steps below:

(1]
(2]
(3]
(4]
y

y

(5]
(6]
(7]

(8]

Enter the SIP account.

Enter the SIP password.

Enter the server address 10.0.0.1.

Select the transport protocol and enter the port.

If "UDP/TCP" is selected, port should be set to "5060".
If "TLS" is selected, port should be set to "5061".
Enter the server expire time (60...120 seconds).

Enter the server retry counts.

If communication protocol is set to "TLS", a certificate downloaded from "Smart Access
Point" needs to be imported.

Set the media stream transport protocol.
Compulsory = SRTP
Disabled = RTP

Register status Registered

Line Active | Enabled A4 |
Label | 0030909 |
Display Name | 0030209 |
Register Name | 0020009 |
Username | 0020009 |
Password I sesnnnal |
SIP Server 1

Server Host [ 10.0.0.1 | Port[s0s0 |

Import Trusted Certificates

Load Trusted Certificates File No selected file

| Upload | | Cancel |
RTP Encryption (SRTP) [ Compulsory V]
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1.1.1 Configuring IP touch 5 outdoor station

IP touch 5 outdoor station needs to be configured before using SIP function.
1. SIP client settings

Please follow the steps below:

[1] On the designated IP touch 5 outdoor station screen, click "Settings".
[2] Click "SIP client settings".

[3] The following settings will be filled automatically when "Smart Access Point" is enabled as
an SIP server and IP touch 5 has obtained the certification from "Smart Access Point".

T SIP account
T SIP server
I Communication protocol

I Transport protocol

vome @ & sos @) P DOOR ENTRY SYSTEM
o= Outdoor station 002-01 LIST VIEW
Physical address >
Caling type >
Welcome
Welcome message >
No welcome message.
Door lock setting >
Unlock mode configuration >
3rd party door opener settings. >
SIP client settings >
Time synchronization >
Lift control >
’ &= Language >
Setlings Bulletin Name list ;
HOME | @ sos @ B DOOR ENTRY SYSTEM

al

Outdoor station 008-01 LIST VIEW

Advanced settings

Welcome

No welcome message

SIP server

* UDP TCP TS

Vg o] =

St Butetn reme
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2. 3rd party door opener settings

The 3rd party panel needs to set a button on the device to release the lock on IP touch 5
Outdoor Station.

Please follow the steps below:
[1] On the designated IP touch 5 Outdoor Station screen, click "Settings".
[2] Click "3rd party door opener settings".

[3] Select a value from the drop-list as the command to release the lock. It can be set to "0~9",
e

[4] Click "Save".

Home @ sos M P DOOR ENTRY SYSTEM
Physical address >
Galling type >
Welcome Welcome message >
No welcome message.
Door lock setting >
Unlock mode configuration >
3rd party door opener settings >
SIP client settings >
Time synchronization >
Lift control >
1 =
Seﬁgs Bin Nar-ne list Language ?
& O @ & Notsecure | heps//192168033 @ m % &
HomE @ & sos M) B DOOR ENTRY SYSTEM

o Qutdoor station 002-01 LIST VIEW

Message typ
@ RTP(AFC-2833)
@ SIP INFO(RFC-2976)

Welcome vai

No welcome message.

1 v

P =

— - . “
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3. Adding the 3rd party panels to the name list one by one

It is available for IP touch 5 outdoor station calls the 3rd party panel via keypad directly or name

list.

Please follow the steps to add the 3rd party panel to the name list:

[1] On the designated IP touch 5 outdoor station screen, click "Name list".

[2] Click "+ Add item".
[3] Enter the last name and the first name.
[4] Click "Select room".

HoME @ = sos B B DOOR ENTRY SYSTEM

Outdoor station 008-01

al

LIST VIEW

Name list

Import name list entries

Ve 1 =
Settings Bulltin Name list
HovE @ & sos M B DOOR ENTRY SYSTEM

Qutdoor station 008-01

P =

Settings Bulletin Name list

LIST VIEW

Upload logo/image

(@) Use an image / logo with 60 x 60 pixels

Select room
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[5] Select the designated room where the 3rd party panel is placed.
[6] Click "Confirm".

[7] The alias name has been displayed on the screen of IP touch 5 outdoor station.

o @ & sos @ B & < | DOOR ENTRY SYSTEM

Al

joor station 008-01

LIST VIEW

Name list

Import name list entries
Copy name list to other OS
Remove all entries

Name list entries

Search by name list

J

Jacky >

Ve @ =

Settings Bulletin Name list
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4. Adding the 3rd party panels to the name list in batch

If there are many 3rd party panel need to be added to the name list. It is recommended to use
importing function.

Please follow the steps to add the 3rd party panels to the name list in batch:
It is recommended remove all entries before importing.

[1] On the designated IP touch 5 outdoor station screen, click "Name List".
[2] Click "Remove all entries".

[3] Click "Continue".

[4] Click "Import name list entries".

INFORMATION

It will delete all namelist. Gontinue?

Continue

HME @ & sos @ B & ¢ | DOORENTRY SYSTEM >

Al

Outdoor station 008-01

Name list

Impart name list entries

Name list entries |

Inexistent names.

Ve @ =

Seltings Bulletin Narne list
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[5] Select the designated rooms.
[6] Click "Import".
[7] The alias name has been displayed on the screen. Click the name to set the alias name.
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