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Industrial information system security

Tutorial

In the past, industrial automation sys-
tems were not linked to each other
and were not connected to public net-
works like the Internet. Today, the sit-
uation is somewhat different: because
the market puts pressure on compa-
nies to make fast and cost efficient
decisions, accurate and up-to-date in-
formation about the plant and the
process status must be available not
only on the plant floor, but also at the
management level and even for sup-
ply chain partners [1]. This results in
greater inter-connectivity between dif-
ferent automation systems and be-
tween automation and office systems.
Modern industrial automation systems
are, to a large extent, based on com-
mercial operating systems, protocol
implementations, and communication
applications originally developed for
the office IT environment. Many of
these systems and implementations
are known to be vulnerable to attacks,
and with open and standardized Inter-
net-technologies, expertise and
knowledge of such vulnerabilities is
easily available to potential attackers.
By connecting industrial plants to the
Internet or to other public networks
these vulnerabilities are exposed.
Thus, IT security issues must also be
addressed in industrial automation
systems.

What is IT security?

For many people, IT security is con-
sidered a synonym for encryption and
for others, the foremost IT security is-
sue concerns protection against com-
puter viruses. In reality however, IT
security has a much wider scope. The
following eight security objectives are
a suitable framework for structuring
security requirements and properties
of a system:

Confidentiality: The confidentiality
objective deals with preventing the
disclosure of information to unautho-
rized persons or systems. For automa-
tion systems, this is relevant both with
respect to process specific informa-
tion, such as product recipes or plant
performance and planning data, and
to the secrets specific to the security
mechanisms themselves, such as pass-
words and encryption keys.

Integrity: The integrity objective deals
with ensuring that modifications
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made by unauthorized persons or sys-
tems to specific information are de-
tected. For automation systems, this
applies to information such as prod-
uct recipes, sensor values or control
commands. Violation of integrity may
cause safety issues, ie, equipment, the
environment, or even people may be
harmed.

Modern industrial
automation systems are,
to a large extent, based
on commercial operating
systems, protocol imple-
mentations, and commu-
nication applications
originally developed for
the office IT environment.

Availability: Availability means ensur-
ing unauthorized persons or systems
cannot deny access/use to authorized
users. For automation systems, this
refers to all elements of the plant like:
control systems; safety systems; opera-
tor workstations; engineering worksta-
tions; manufacturing execution sys-
tems; and the communication systems
between these elements and to the
outside world. Violation of availabili-
ty, also known as denial-of-service
(DoS), may not only cause economic
damages but also safety issues as op-
erators may lose the ability to monitor
and control the process.

Authentication: Authentication is con-
cerned with determining the true
identity of a system user and mapping
this identity to a system-internal prin-
cipal (eg, valid user account) under
which this user is known to the sys-
tem. Most other security objectives,
most notably authorization, distin-
guish between legitimate and illegiti-
mate users based on authentication.

Authorization: The authorization ob-
jective — also known as access control
— is concerned with preventing peo-
ple (or systems) who do not have
permission from accessing the system.
In the wider sense, authorization
refers to the mechanism that distin-
guishes between legitimate and ille-
gitimate users for all other security

objectives, eg, confidentiality, integri-
ty, etc. In the narrower sense of ac-
cess control, it refers to restricting the
ability to issue different types of com-
mands to the plant control system.
Violation of authorization may create
safety issues.

Auditability: Auditability is concerned
with being able to reconstruct the
complete system behavior history
from records of all (relevant) actions
executed on it. This security objective
is mostly concerned with discovering
and finding reasons for malfunctions
in the system and to establish the
scope of the malfunction or the con-
sequences a security incident. Note
that auditability without authentication
may serve diagnostic purposes, but
does not provide accountability.

Nomn-repudiability: The non-repudia-
bility objective means being able to
provide irrefutable proof to a third-
party of who initiated a certain action
in the system, even if this actor is not
cooperating. This security objective is
relevant in establishing accountability
and liability. In the context of automa-
tion systems, this is most important
with regard to regulatory require-
ments, eg, US Food and Drug Admin-
istration (FDA) approval. Violation of
this security objective may have legal

El Security mechanisms used between
control system and external networks
as reported in [3]. Note that 5% of systems
are not secured in any war.

mm [SOlated network 34 %

Hardware firewall 24 %

Hardware firewall and anti-virus 18 %
mem Virtual private network (VPN) 14 %
mm Other 5%

None 5%
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and commercial consequences, but no
safety implications.

Third party protection: A successfully
attacked and subverted automation
system could be used for various at-
tacks on the IT systems, data or users
of external third parties using, for ex-
ample, distributed denial-of-service
(DDoS) or worm attacks. The third
party protection objective deals with
preventing this type of damage from
occurring.

The importance of each security ob-
jective depends on the system, specif-
ically its purpose and its assets. In
automation systems, for example,
confidentiality is important for pro-
duction and performance data, while
integrity and authorization is most
relevant for operator commands, pa-
rameters, and control functions. For
each system and installation, a secu-
rity policy, stating the security objec-
tives and specific system constraints
must be in place before the security
architecture for any system can be
designed.

At this point it may be worth pointing
out the difference between the con-
cepts of security and safety as applied
to an automation system or plant. Al-
though no undisputed definitions for
these terms exist, they tend to be
used in the following way: security is
concerned with the prevention of in-
tentional malicious attacks whereas
safety is concerned with the preven-
tion of damage caused by a predomi-
nantly unintentional or random loss of

integrity and availability of plant com-
ponents, or by user error.

What types of attacks are there?

An attack is a violation of one or
more security objectives and can be
initiated either inside or outside the
plant. Attacks may target a specific
system or type of system, or they
may, for example, in the form of
viruses and worms simply victimize
any vunerable system they encounter.

For each system and
installation, a security
policy, stating the security
objectives and specific
system constraints must
be in place before the
security architecture

for any system can be
designed.

A computer may be attacked for ex-
ample to: obtain specific data stored
on the computer (eg, production da-
ta); to abuse the processing or storage
resources of this computer (eg, to
store and distribute pirated software);
to use applications installed on the
computer to manipulate data or other
systems (eg, a production plant con-
trolled by the computer); or to pre-
vent usage of this computer for its in-
tended purpose.

A data transmission link is another
possible target and may be attacked:

Table 1: Which security mechanism for which security objective?

Security objective

Security mechanisms

Confidentiality

Encryption, Virtual Private Network (VPN),

Secure Socket Layer (SSL)

Integrity

Cryptographic checksums, malware scanners

Availability

Redundancy, diversity, malware scanners

Authentication

Pass phrases, certificates, tokens/smartcards, biometrics,

challenge-response protocols

Authorization Hardened operating systems (no insecure or unused services, user
accounts; tightly defines access control lists (ACLs) on resources,
etc.), firewalls, personal firewalls, application level message filters,
Virtual LAN (VLAN)

Auditability Intrusion Detection System (IDS), logs

Non-repudiation Digital signature

3rd party protection

Firewall (egress filtering), malware scanner (for outgoing data)
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to eavesdrop on transmitted informa-
tion; to falsify the information sent to
the recipient of the transmission; or to
prevent the legitimate use of the
transmission link by, for example,
flooding it with messages.

Do such attacks really happen?
January 1998: External attackers took
over the central control center for the
Gazprom pipeline system. For an un-
known period of time they were able
to control the flow in the whole
Gazprom pipeline network?.

March 2000: A disgruntled former
contractor gained access to the con-
trol system of a sewage treatment
plant in Maroochy Shire in Queens-
land/Australia. He flooded the sur-
rounding environment with millions
of litres of untreated sewage?.

December 2000: Attackers compro-
mised the computer network of an
unnamed power utility in the US via
an unsecured data exchange protocol.
They used the compromised hosts to
play networked computer games.
Their usage of computing resources
and network bandwidth severely
impedeed the utility’s electricity trad-
ing®.

January 2003: The safety monitoring
system of the Davis-Besse nuclear
power plant in the US was infected
with the “Slammer” worm. The worm
bypassed the plant’s firewalls via a
contractor’s laptop - which was con-
nected to the power plant network at
the same time - and via a modem to
the infected enterprise network of the
contractor company®.

August 2003: At CSX Transportation, a
US railway company, a worm infected
the communication network used for
signalling, bringing all trains to a halt
for half a day®.

Footnotes:

1) http://www.gtiservices.org/security/riskassess/
gazprom_attack_04261999.doc

2) http://www.theregister.co.uk/content/4/22579.html
3) http://zdnet.com.com/2100-11-526431.
html?legacy=zdnn

4) http://www.theregister.co.uk/content/56/
32425.html

5) http://www.csx.com/?fuseaction=company.news_
detail&i=45722&news_year=-1
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May 2004: The “Sasser” worm infect-
ed the signalling and control system
of the Australian railway company,
RailCorp. 300,000 commuters in and
around Sydney had no transportation
on this day®.

These examples show that electronic
attacks on industrial control systems
really do happen. In addition, it can
be safely assumed that a large number
of attacks have not been reported in
the press. Canadian researchers main-
taining a confidential database of IT
security incidents in industrial installa-
tions have observed an increase in in-
cidents and a shift from internal to ex-
ternal attacks [2]. It is worth mention-
ing, however, as far as details about
the above mentioned incidents are
known, they were all possible only
because suggested practices were
disregarded. A survey conducted by
ARC in 2004 indicates that a signifi-
cant number of control systems con-
nected to external networks have no
security mechanisms El.

Which security mechanisms should
be used?

A risk of an attack exists if there is an
exposed vulnerability and a threat.
The vulnerability of an information

Footnotes:
6) http://news.com.au/common/story_page/
0,4057,9455677%255E15306,00.html

system may be caused by a logical
design flaw (eg, a wrongly designed
protocol), an implementation mistake
(eg, allowing a buffer overflow), or a
fundamental weakness (eg, passwords
and cryptographic keys that are guess-
able by trying out all possible permu-
tations).

Threats to a system are the potential
goals of attackers, for example, to dis-
rupt production for a certain period
of time. Threats may also be realized
by an incidental, non-intentional ex-
ploitation of a vulnerability.

The risk of a given attack is deter-
mined by the likelibood of a success-
ful attack and the severity of the dam-
age it may cause. For a given system,
a threat analysis must be performed
during which risks are evaluated and
ranked in importance. This analysis
forms the basis for the security policy,
where the relevant security objectives
are specified. This finally determines
the security mechanisms to be de-
ployed. Security mechanisms reduce
the risk to a system by making the ex-
ploitation of vulnerabilities less likely
or by limiting the damage. H illus-
trates the interrelations between the
IT security terms used in threat and
vulnerability analysis.

Table 1 shows which security mecha-
nisms are commonly used to reduce
the risk of certain types of security
objective violations:

Suggested best practices

Securing a system is difficult as it is
necessary to spread effort and budget
to efficiently and effectively prevent a
wide variety of attacks. Based on ex-
periences that have been made in this
field over the last few decades, the
following best practices should be
taken into account when deploying
technical security measures or imple-
menting procedural controls:

Avoid a weak link: The effort spent on
protecting the various interdependent
security objectives required for a sys-
tem has to be distributed so that all
mechanisms facing an attacker are of
comparable strength. Otherwise, an
attacker could bypass a strong mecha-
nism by breaking a weak one. In se-
curity systems humans are often the
weakest link, the effect of which
places greater importance on proce-
dures and training.

There is no “security by obscurity”:

It used to be argued that automation
systems were secure because very few
people had sufficient detailed knowl-
edge about their operations and pro-
tocols to attack them. Unfortunately
this is no longer the case. Many au-
tomation experts exist in all parts of
the world, and automation systems
are largely based on well-documented
open standards.

Least privilege: By only giving users
the minimum permission necessary to

B IT security threat analysis terms and their interrelations.

_ Determine Determine
‘ l Refer to Affects
Creates o
Violation causes
Motivates Violates
Is realized by ‘
Exploits
Is goal of

Executes Is exposed to

Contributes to

Contributes to

~ Vunerabiity

Determine

Reduces severity of impacts

Justifies

Reduces likelihood
of occurences ‘
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do their job, the risk of insider attacks
or the abuse of compromised user
identities is reduced.

Important secure system design
principles

Two design principles should be con-
sidered when architecting a secure
system:

Defense-in-depth: There are two com-
monly used basic approaches for se-
curing physical and information sys-
tems: hard perimeter and defense-in-
depth. The idea behind the hard
perimeter approach is to put a single
impenetrable wall around the system
and to disregard all security issues in-
side. In the defense-in-depth ap-
proach several zones are placed
around the object to be protected.
Different types of mechanisms for de-
tecting and delaying an attacker are
used concurrently inside and around
each zone. The outer zones contain
less valuable targets. Properly imple-
mented defense-in-depth security ar-
chitectures are more resistant to at-

tacks than hard perimeter architec-
tures.

Security is a process, not a product:
Due to changes in the operating envi-
ronment and the availability of new
attacks, no security system even if it is
implemented flawlessly, will be able
to fulfill its purpose forever without
maintenance. Maintenance includes
reviewing access control rules and
updating installed software. These
reviews compare actual state with the
defined state of the system. In addi-
tion, they assess whether the defined
state is still appropriate in the face of
a changing business and risk environ-
ment. The need for maintenance
means that continuous financial and
staffing resources are needed to keep
a system secure.

Where do we stand?

Even though reports about spreading
worms and a general increase in net-
work based attacks seem to dominate
the news in IT related publications,

Glossary

Cryptographic Checksum Check-bits calculated from the content of a document or message
and a secret key, such that any unauthorized changes in the
document can be detected.

Challenge-Response

A sends a challenge to B: a question whose answer can only be

given if a common secret (password) is known. If B responds
correctly, it has proven its identity to A, without having sent a
password. (Sending a password is vulnerable to eavesdropping.)

Public Key Cryptography

Encryption method using a pair of keys: Encryption with the public

key results in data which can only be decrypted by the receiver
using the matching private key. The private key must be kept

secret.

Digital Signature

Check-bits appended to a document or message, calculated from

the document and a secret known only by the sender. Used to
prove that the document originates from the claimed sender.

Digital Certificate

Digital “passport”, attests that a public key belongs to the claimed

owner. Issued (signed) by a trusted certification authority.

Virtual Private Network

(VPN)

Private network running over encrypted tunnels through
the public Internet.

Firewall

Device or program which inspects all incoming (ingress) or

outgoing (egress) messages. Messages are filtered (blocked or
forwarded) based on source/destination addresses or application

level contents.

Intrusion Detection
System (IDS)

Devices observing traffic in a network, in order to detect electronic
intrusions and raise alarms. Detection is based on attack signa-

tures or anomalies in the traffic patterns.

Secure Socket Layer
(SSL)

Security protocol widely used to authenticate Web servers and to
establish encrypted communication between Web browsers and

servers. Uses digital certificates.
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this is not really a reason to forego
the enormous benefits that full verti-
cal and horizontal integration based
on network interconnections can
bring to an enterprise. As long as
well-known good practices are re-
spected in implementing and operat-
ing network connectivity between the
control system and other networks, an
adequate level of security can be
achieved for any application. That se-
curity level then represents the resid-
ual risk that is regarded as acceptable
after a thorough threat and risk analy-
sis for the particular installation.

Part 2 of this tutorial will explain how
an automation system may be protect-
ed against damages from worms and
viruses. Part 3 will show what indus-
try standards are emerging in the field
and how they can be used to reduce
the effort to secure a plant against tar-
geted and untargeted attacks.

“Security” is not a fixed target. Contin-
uous efforts are necessary to keep any
system secure. In the case of control
systems, both the plant operating en-
terprise and the automation vendor
have to be involved in these efforts.

Dr. Martin Naedele

Dr. Dacfey Dzung

ABB Switzerland, Corporate Research
martin.naedele@ch.abb.com
dacfey.dzung@ch.abb.com
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