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About this manual

File name	    :     4NWD005759_PowerValue SPS G2

Product 	                     :     PowerValue SPS G2

Date of issue	    :     08.04.2026

Issued by	    :     Center of Excellence: R&D

Checked by	    :     Agile Team

Article number	    :     N/A

Document number :     4NWD005759

Revision   	    :     A

RevisionDate            :    

The following symbols are used in this manual, the list below explains each symbol

— 
Document information

— 
Safety symbols and warnings

This symbol in conjunction with the signal word “danger” indicates an 
imminent electrical hazard. Failure to observe the related safety note may 
cause injury, death or equipment damage.

This symbol in conjunction with the signal word “warning” indicates a 
potentially dangerous situation. Failure to observe may cause injury, death or 
equipment damage.

This symbol indicates a safety note: “ATTENTION! Hazardous voltage!”
Installation by a certified service engineer only.”

This symbol in conjunction with the signal word “note” indicates operator 
tips or particularly useful or important information for the use of the product. 
This symbol and wording does not indicate a dangerous situation.

This symbol indicates that reading the instruction manual/booklet before 
starting work or before operating equipment or machinery is compulsory.

Recycle.

Do not dispose of with ordinary trash.
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—
1.SPS Overview

—
2.Keywords 

SPS(System Protect Software) is system protection software installed on a host. It associates the power supply with the 
receiving event alarm to safely shut down the system before the host is powered off, avoiding data damage or loss caused 
by abnormal power outages.

Name Description

NMC Winpower SNMP G2 card

Winpower Winpower G2

Power source The UPS supply power to hosts

Event Alert
When an abnormal power supply occurs, the SPS host will receive an event notification and display an 
alarm or perform shutdown processing according to the notification type.

Shutdown 
Operation

After the SPS host receives the shutdown event alarm, it will handle the system in the following ways: 
shutdown, sleep or no action

Shutdown Script
Write the tasks that the SPS host needs to perform before shutting down in a script, which can be 
executed before shutting down the system

Shutdown Delay
When receiving a shutdown event alarm, start the shutdown countdown, delay for a specified period 
of time, and then execute the shutdown script and shutdown operation

Shutdown 
Duration

If you need to execute a shutdown script before shutting down the system, or the system shutdown 
time is long, you can adjust the shutdown time appropriately.
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—
3.Workflow 
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4.Installation and Uninstallation

—
4.1 Installation

Before installation, check if the file checksum matches the one from download page. 

Get the checksum of a file via: https://library.abb.com/d/9AKK108472A4560

Windows – use powershell to run: 

    Get-FileHash -Path “C:\path\to\your\file” -Algorithm SHA1

Linux or MacOS – use shell to run: 

    shasum -a 1 /path/to/your/file 

    Replace “/path/to/your/file” to the location of your installation file.

The process for kinds of OS is different, to start installation guide:

	• Windows – Uncompress the installation file, and right click installation file and “Run as administrator”

	• Linux – open shell terminal and run this command to uncompress installation file: “tar -zxvf SPS*.tar.gz”, then run 
as root “sudo ./setup.bin” or “./setup.bin” if you logged in as root. 

	• MacOS – uncompress the installation file and double click “setup”, and the password of current logged user is 
required, input and continue.

Follow the installation guide and SPS software can be installed on the machine. SPS will start up automatically after the 
installation.

https://library.abb.com/d/9AKK108472A4560
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4.3 Visit web interface

Click the tray icon  from the status bar of operation system, and select the menu item “Open web interface”. The web 
browser will open SPS home page.  For linux, there may be no tray icon available, you can visit via the address “https://<Host 
IP>:9443/” directly.

—
4.2 Uninstallation
The uninstallation process depends on the operating system. Please follow the guide below:

	• Windows – Locate and enter the menu: Settings -> Apps -> Installed Apps, search for SPS2, click "Uninstall", and 
follow the instructions to complete the process.

	• Linux – Open a shell terminal and navigate to the installation directory: "cd /opt/SPS2", then run "sudo ./Uninstall" 
as root. If you are already logged in as root, simply run "./Uninstall".
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—
5.Operation Guide

—
5.1 User Login
You can open SPS web via tray icon or input visit address https://localhost:9443, the user “admin” is the administrator 
account, and the password is “admin” by default. It is required to change at first login. 

 

You can change the password if you forget it. Refer to “Frequently asked questions” chapter to reset the password.

https://localhost:9443
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It is required to configure power source before SPS can protect your computer.

1. Find a power source

Enter the specified IP or IP range to scan the UPS device that supplies power to the current SPS host in the network

2. Verify access for the power source

Select the power supply connected to the output of the SPS host, enter the username and password to access the 
UPS device to verify access rights

—
5.2 Power source setup
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3. Shutdown settings

In order for the SPS host to respond correctly when receiving a shutdown event from the power supply, shutdown 
settings are required.

Execution action - the processing method for the operating system, generally shutdown or hibernation. If you do 
not need SPS to protect the system, you can select "No execution operation"

Execution script - if you need to perform some tasks before shutting down the system, such as closing the database 
and application, you can set it in the upload script

Shutdown delay time - the time interval from the receipt of the shutdown alarm by SPS to the end of the shutdown 
countdown. During this period, SPS will display the shutdown countdown. If the power supply-related abnormality 
is restored, SPS will cancel the shutdown process

Shutdown time - the time interval from the end of the shutdown countdown to the system shutdown. In order 
for the shutdown script to run successfully and the system to shut down normally, it needs to be reasonably set 
according to the actual shutdown time of the system.

4. Power source overview

After the power source is set successfully, you can see the information on the overview page.
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5.3 Query log records
Log history can be queried based on log category, keyword and time period

	• Protected times: the number of times the SPS was shut down due to power source anomalies; Power source : the 
number of UPSs that power the SPS host. In the case of redundancy, there may be multiple UPSs that power the 
SPS host; Running time: the time interval from the start of the SPS service to the current time

	• Shutdown settings: display the setting information of the SPS when performing shutdown processing in the 
future

	• Power source : display the status of the power supply, working mode, remaining battery power, load percentage, 
output switch and other information

	• Shutdown log/communication log: display the shutdown processing log executed by the SPS recently, and the 
abnormal communication information between the SPS and the power supply
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5.4 Others
After logging in to SPS, you can complete the relevant settings under the "Settings" menu

1. Change the system administrator admin password

The default password for the system administrator is admin. You need to change it after the first login. The new 
password must meet the following conditions:

	• a. Contain at least three of the following combinations of uppercase letters, lowercase letters, numbers and 
special characters

	• b. The length cannot be less than 8 lowercase characters and is greater than 16 characters

2. Change web service port for SPS

You can modify the SPS Web service port in the “Settings” -> “System Settings” menu. 
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The new port must meet the following requirements:

a. Must be an integer between 0 and 65535

b. The port cannot be occupied by other applications

Save the new port to take effect after restarting the SPS service.

3. SPS supported operating systems

a. Windows: Win10 and above

b. Linux: Mainstream Linux distributions, the latest vers

c. MacOS: Version 13.3.1 and above is recommended
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6.SPS security guidelines

1. Product security capabilities and associated threats it protects

	• There is a single user(account: "admin") for SPS maintenance, and default password is "admin". It is required to 
change password at first login, and the new password should match the rule: 

a. 8 to 16 characters length; 

b. Contains at least 3 character types of upper case letter/lower case letter/digital character/special character.

	• The password stored in local database are SHA256.

	• SPS uses HTTPS and MQTTS to communicate with remote NMC or Winpower which method is difficult to imitate. 
It is sometimes needed to enable advanced feature to open SPS page on web browser, please click the link marked 
blue in screenshot below.

	• Application records security related logs

2. Expected security measures in environment

It is suggested to install SPS in local intranet and on server with password, locking function. SPS will be installed by 
default under the following directory on disk:

	• Windows:   C:\program Files\SPS2

	• Linux/MacOS:   /opt/SPS2

3. Security Hardening guideline and secure operation

	• Set strong administrator password (capital, small, numbers, special character)

	• Always make sure windows is up to date

	• Do not use host windows with administrator permission unless necessary

	• If web portal (HTTPS) is not utilized the disable it

	• Configure strong password in connected UPS or UPS network card

	• Regularly check for update on SPS application on ABB website
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4. Secure disposal

Refer to installation and uninstallation chapter for more details.

5. Account management guidelines

SPS G2 is cooperated with NMC G2 and Winpower G2, and there is a single "admin" account available. The password 
is required to change at first login. There are only five retry times in max for login in 5 minutes, after then retries will 
lock for 30 minutes. User sessions will be inactivated if there is no action in 30 minutes, and user will be kicked out 
automatically.
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7.Frequently asked questions
How to reset the system administrator admin password if you forget it?

If you forget the system administrator admin password, you can reset it in the following ways:

Windows: Open cmd with administrator privileges and run:

 a. cd \bin

 b. Enter the cmd console: SPS.bat -i

 c. Select the reset password menu and follow the wizard

linux/macos: Open the shell console and run:

 a. cd /bin

 b. Enter the shell console: ./SPS -i

 c. Select the reset password menu and follow the wizard

After the operation is completed, you can log in with the new password.

How to modify the interface logo icon?

The interface logo icon supports png and jpg formats (recommended resolution 16x16 pixels). To modify the icon: Log in 
to SPS -> Open the "Settings" menu -> Click "Logo Settings" -> Upload the icon file, the new icon will be displayed after 
the status changes. 
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8.Cyber Security Disclaimer
This product is designed to be connected to and to communicate information and data via a network interface. It is 
customer’s sole responsibility to provide and continuously ensure a secure connection between the product and your 
network or any other network (as the case may be) and to establish and maintain any appropriate measures (such as 
but not limited to the installation of firewalls, application of authentication measures, encryption of data, installation of 
anti-virus programs, etc.) to protect the product, the network, its system and the interface against any kind of security 
breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or information.  

ABB and its affiliates are not liable for damages and/or losses related to such security breaches, unauthorized access, 
interference, intrusion, leakage and/or theft of data or information. 

Although ABB provides functionality testing on the products and updates that we release, you should institute your own 
testing program for any product updates or other major system updates (to include but not limited to code changes, 
configuration file changes, third party software updates or patches, hardware change out, etc.) to ensure that the security 
measures that you have implemented have not been compromised and system functionality in your environment is as 
expected.



ABB PowerValue SPS G2 user manual 15

—
APPENDIX 1

Third part components
Name Version Component Type

antd ^5.15.2 Opensource

axios ^0.27.2 Opensource

i18next ^21.9.1 Opensource

markdown-navbar ^1.4.3 Opensource

moment ^2.29.4 Opensource

react ^18.3.1 Opensource

react-dom ^18.3.1 Opensource

react-i18next ^11.18.3 Opensource

react-markdown ^8.0.7 Opensource

react-router-dom ^6.3.0 Opensource

react-scripts 5.0.1 Opensource

typescript 4.7.2 Opensource

web-vitals ^2.1.0 Opensource

less ^4.2.1 Opensource

vite ^6.0.1 Opensource

Open JRE 21.0.2 Opensource

commons-io 2.16.1 Opensource

commons-lang3 3.14.0 Opensource

okhttp 4.12.0 Opensource

lombok 1.18.30 Opensource

fastjson 2.0.51 Opensource

mica-mqtt 2.0.4 Opensource

sqlite-jdbc 3.42.0.0 Opensource

commons-dbutils 1.8.0 Opensource

springdoc 2.6.0 Opensource

commons-cli 1.8.0 Opensource

spring-boot 3.3.6 Opensource

jmdns 3.5.9 Opensource

undertow 2.3.17 Opensource
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Use the ABB Cyber Security Portal to find information related to vulnerability management, including reporting of 
vulnerability or incident, security advisories for ABB products, and ABB’s vulnerability handling policy.

Website: https://www.abb.com/cybersecurity

Recommendation: Sign‑up for security notification emails on the Cyber security alerts and notifications — ABB Group.

Vulnerability management

—
APPENDIX 2

https://www.abb.com/cybersecurity
https://www.abb.com/global/en/company/about/cybersecurity/alerts-and-notifications
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