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122¢4 ;2274 Hi_

ast collecti

Last colle
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Affected areas

windows Domain +1 1
Systemn Applications +1 (2
Ewent collector redundancy Warning = B Passed
Computer Service providers Warning =» B Passed
System backup warning =3 M Passed
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DASHEOARD LAYOUT @)

3 columns

o SECURITY KPIS Secty A X BACKUP ey A X HARDWARE oy %
LIFECYCLE
COLORTHEME @ o
!
(s PERFORMANCEKPIS  Health =~ X 9
High Performance L] E
tion: 3y ;
WIDGET @ 19.¢ I b
e e Last collection: 2 years ago
~ Health N
Backup Lifecycle states.
Performance Kpis @ o - +1 @ ;
Total number of nodes s Obsclete a
software kpis @ L]
Affected areas. b1 ot 2
aterts ang Notfications @ @ | e 5
Event Load @ @ isttings N
Classic 2
Computes va 16 (1
v Security s-Security Tt (3
Backup @ L] 3
Malware Protection ®
@ 46 T2
Security KPis °
Security Updates © @ SOFTWAL
+ inventory L]
*y Collapse all widgets 4 1
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WIDGET (@)

~ Health

performance KPIs & ©

software Kpis @ -
This function is only available for the following system

Alerts and Motifications fg families: System 800xA, S+ Operations and with the
following license: System Monitoring.

Event Load @
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ALERTS AND = v X
ealth
NOTIFICATIONS

This function is only available
for the following system
families: System BOOxA, S+

Operations and with the
following license: System
Monitoring.
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Time period: last 31 days
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2.2.6.1.1.

2.2.6.1.2.
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PERFORMANCE KPIS Health A X SOFTWARE KPIS Health A X SECURITY KPIS Security A X
1199 8+:
8 KPIs have worsenad Findings

14 KPIs have improved
ST e Last collection: 2 years ago
Previous collection: 2 years ago Previous collection: 2 years ago

Affected areas Affected areas

I Windows Domain 12 14 3 | Antimalware Mmoot
Antimalware Update Status B Passed = Wl
I Computer L8 e 1 I Firewall 11 1 (2
I Control network E] I Policy Settings 4
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2.2.6.1.4.

EVENT LOAD Health A ALERTS AND NOTIFICATIONS Health A
1125 |+ | 2 5539
N Critical High
Events Notifications
3 Time period: last 31 days Time period: last 31 days
Trend Affected areas
200 I Control system 6 151
I Windows 97
100
| Network device =
0 |
November Dacember Jan 2023 I KPI status change 106
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RIV—ERARAT—=Z R & X DOREDFHIET HERIT. SA—OFMEZLLFIRLET,
ABB My Control System - Data Collector modules (Malware Protection or Security Updates
type) WENZ 2> TWDEE, TNENDOY 4 Y=y b EOZOTF—H1%, kD MCS-DC =
L7 va UERICES A ONET,

BIREDT L, D b 1o0TT—RNbD I LE R, BODT UL, ¥ED KPI A
T =TIV, DR 1 OoDEERBHHZ LA RLET, V—LTF v AT,
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ShET,

MALWARE PROTECTION seurty A SECURITY UPDATES seurty | A BACKUP security A
19 6 2
a3 with & {5 with issus N

2 ® R #® atus: @ 5 @R
Nar J Agent/Host  Service i3 uf
Meafes &P Agent Mea y Orchestrat Running ? eatus Backup

i o 3 amm .
i Client KPIs montor ff backups are defined for chhputers and f the backups are scheclued
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2.2.6.1.5.

HARDWARE LIFECYCLE = Inventory =~ X

Replacements

available

Last collection: 1 yeadligo
Create date: Jun 24. 2021

I Obsolete 2
3 I Limited 5
Classic 2
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ASSETS Inventory ~

100
Activity Index
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Compared to yesterday

3 Service status: @ Ftufmingj
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2.2.6.3.

2.2.6.4.

ASSETS nventery A X

2

SIDs with high o
critical activity index

Activity on SIDs

Main Power, Harmony S+, USA
SID75497

Absorber, 800xA, USA
SIDT5493
Number of assets

K30: 7y hU sV b

ZV—=hRTFT—H R

[Z7V—RMIRRE] Z70% TV MIRRE] ERBRICHEREL 9728, 7 U — F&IEROIRREIZEIT 5 A
VAL BN R RS NE T,

%, Expand all widgets  jJj Custon

SECURITY UPDATES Security MALWARE PROTECTION Security A SECURITY KPIS Securty v HARDWARE LIFECYCLE Imentory A

1 1 1

BACKUP Securty v SOFTWARE KPIS Bealth v

0 1

X31: 7V —hRAT—H A

(B EZ T DY A M) OTIZE, EERLERTXTOYA MOV R SNBRERINNET,
FLOEIE, UR MERTEY A POREOERELE K LETH, BROBRKERTA U r—4
==V N ERDED L, AR TEET,

A2 Z T TWDY A k] ©1-> (il : '(DemoHQUSO01, DEMO-Company-GLOBAL-HQ-US,
Midland, United States - SoFa Demo Site2]) 27 Vv /325 &, ¥4 hOREX TV v T
LE7,

SECURITY KPIS secuity A

1

Affected sites

DemoHQUSOL DEMO-Company-GLOBAL-HQ-
US, Midland, United States - SoFa Demo Site 2 &

(32: 7Y —hOWREY 4 V= v K
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- FABLADOU 4V 2y b (A PRIV AT AICEEIN TS TXTOIT A B A% —

BFERRLED)

- WSROV 4Ty b (AT MBS 5T N TOEREE Y A T v T LET)

Systemstatus Lieenses and Contacts

AUTOMATION SOFTWARE MAINTENANCE

ABB CONTACTS

st [ ot topoc 51,2005

LR nf ation ak o

> SLT79483903301017 BOOKA 6,10 System sase permansznt | Active OA1B2C3DAESF
> SLTE3204807013037 Servi Leased | acuve 5075493

> Service Leased | Active sip7saa3

> service Leased | Active SiD75493

> Leased | acuve 5175493

> 5L408410810194103 Cyber service Leased | Active siD75493

(133: 74 &R EEKKE

FAELADT 4Py T, [AAxDOTFA B AERBELTIA S AD

LMTEET,

LICENSE PRODUCT

LICENSE
CLASS

LICENSE

TYPE

LICENSE STATUS

CONTACT TYPE 4 CONTACT NAME

A2 Lacal service Contact Demo Mcs

ABE Praject Contact Fer Svenssen

END CUSTOMER CONTACTS

CONTACT TYRE CONTACT NAME
Control System Administrator Jessie James
Malntenanze Englnesrs Carter Jackson
Maintenancs Enginsers

Enrico Gonzales

Matntanancs Engineers Demo MCS

PARTNER CONTACTS

DEMO PARTHER GH
DEMO PARTHER ADDRESS
DEMO PARTHER CITY
Germany.

DEMO MAIN

HARDWARE 1D Y

v SLT779483903301017 B00xA 6.1.0 System
o License Class - Production Phase

* 1 800xA System Identifier

* 1 300xA Base System.

* 1x100 tags, nen-recundant.

* 1x1000 tags, redundant.

* 1 PLC Connect.

* 1 800xA for AC 100.

1 Audit Trail,

* 1 Operator Workplace Additional Client.

« 1 symbol Factory for Process Graphics 2

s 1 PETI New Object Creation Support.

« 2 PM364 Software License S00xA,

* 2 PM864 Redundant Software License 800xA
1 %300 Control Loop Asset Monitor

s 1 HART Multiplexer Connect.

* 1 X100 FF Device Aspect Objects.

* 2 %100 [EC 61850 Non-Redundant Devices.

X 34: T A & ADEEM

HEARTA B RRFET DHREIL, T4 B AR [T 7T 4 71 IR [BERE ] AT —HAD L
XICHBEL T, SID DA T T4 T —H N MCSWeb NX—2 3 614 LI b7 AR—F &

Base

Permanent

| Active OA1B2C3D4ESF

ARG 2 G5

-
—

W, TA B ARBEE R AT —F AH D5, MRIIIEEFA, ZTORAT—FZR([FINN—T3

VBIS MO SN TWA 2D,

YAR—= T ORERDY £,

HLWSID A 75 A T —

LICENSE LICENSE
LICENSE PRODUCT LICENSE STATUS HARDWARE ID
CLASS TYPE
» SL B800xA 6.1.0 System Base Permanent | Active
5, — » = ~
X 35: 77T 47T AR
LICENSE LICENSE
LICENSE PRODUCT LICENSE STATUS HARDWARE ID
CLASS TYPE
» SL 800xA 6.1.0 System Base Permanent | Registered

X 36: Bk T A R

FA B ABKRD 90 HLUWICHIBRYIIIZ /2 554, "HIRUIN" EFREhET,

X 7 7 A )% MCS on-premise (A1



~ SL Cyber Security... Service Leased | Expiring SID:

Start date Jul 31, 2023 Valid to Aug 1,2024

X 37: WIFRUIALIR AR

I, ZoERIT EoRF—IzbRRINET,

o Some licenses will expire in the next 90 days: Cyber Security Event Monitoring - SIEM Connector 01/08/2024. Go to the Licenses and Contacts tab to view details.
38: HIIRUIN T A B2 AD/RF—

A FERIEZTZV— DA THFZX MNIHLHR—I T, AT —bFRENETA, 5% 90 HLL
PIZBEZDHIREPN YN D T A B ANDR 12955 SID ZRLTWVET,

o Some licenses on the following systemns will expire in the next 90 days: SID123456. Go to the Licenses and Contacts tab of the specific SID to view details
[ 39: WIIRGIN D T A &> A& FFD SID DN —

WFHHTOT A2 ATF L VRO TNV TERREND, 6T, WPHHETETOXRY A
Bamd " r—bForshEd, BTHRT, HeEEs ShiSEEL £,

v SLT8 System Fingerprint Service Leased | Grace SID

Start date Oct1, 2021 Valid to May 1, 2024

o This license has expired and is now within grace period. You have 15 day(s) left.

* System Family - 800xA

# Service Mode - Production

* System Type-V

* 1 Service Type - System Fingerprint

X 40: 747 K]

HHHIRBEINZ T A B A RNT LT 4 Py MCERINET,
~w SL Cylber Asset Inventory Service Leased | Expired SID

Start date Feb 15,2022 valid to Mar 1, 2024

s 1 Service Type - Cyber Asset Inventory
* System Family - 800xA

s System Type- |

* Service Mode - Internal Use

X 41: HIIRUINLD T A A

D (5422 R LK 47 DF—Z 13T T SoFa BB LIz b 0T, (s
DIELL Z2WEAIL, SoFa CEEARTLILERHY £7, D%,
My Control System (web)/5 SID A7 7 A > Xy r—VHFHRF e —RL,
EEE KT 572DI2 MCS-OP 124 >R — M T AXERH Y 7,

227. WE=V7T

BEL Y 7T, oM ENTET—F BT ) —OREREEEICHERTH N TEF, #iE
ZEOHT TV —HIRERILUTT, ZOHITIE, EX=2VT70/8x20T7 4 KPLOAT IV O
FEREIE A S TunE T,

BE Y TIE3EHOY 4 Py PRRTRSNET:



1. EEOHTI 713, BIRLET—4Ey hOTRTOBREHE»OWUFENICE R LET, L
R—b REZLEI7VwrTBE ZOITIAV =05 LR—NE2{ER/T 7 BATEEST (F
RCOBT AN =ZHAINIDITTIEH Y EEA), BRLEZAT IV £/2013TXTOKPI %
T AR—FT DL, [KPIFERE =7 AR— N AZ U 2HEALET,

2. FEDO ML RT T 7, REOBELE & BICHRP EDO I I I L ezl T £,
BRI —Y Vet Dd L, 7 -4ty FOFEMNFRINET,

3. fHxDF =7 OFERERT KPPl &2 FEICERLET,

BB E 5 B B

Decos Decis Deczz ez s Janos sanis anz

WINDOWS DOMAIN coMPUTER  SYSTEMAPPLICATIOI NS CONTROL STRUCTURE VIRTUAL ENVIRONMENT - ESXI

X 42: ==Y 7

KPIX, mbLBEHEEOE T —F IR 2 LR TE xRt a—2HL CHET S
TERTEFET, FNEFNDRMRIZHONTIE, IROETHHALET,

RIARE T 2a—2U0V B2 Ed, TAaich—JLibibEsde, V—F v ICta—
ANFERINET,

- =

43: N NVARE v

T4 VEEICh AR 2 — AT A b TEET,

£ Comparison

Data set to compare

You can compare only data set older than the selected one

44: LWEGFROR



2.2.7.1.

2.2.7.2.

T N— TSR

TN—TERTIE, 7N~ TIHROLBEWEREZH L7z KPHIZOWT, AN A f@HIC R
HIEMTEET, JNA—T7TLI210 D KPIHZHIRES AL, RN =T —) F72i3 1L Th
5 KPl DANFRENET, KPILZZ Y v o325 L, X dT D KPI OFFEM~<— (£2.28)Ic7 7
TATEET, BEDINL—TFDFTXTDKPIs 2F 7T H5A1%, [T_TDKPI ZF7] RE
vE 7Y LT, V) — Ea—TT_RTOKPI Z2ERLET,

comn
-
Alternate DMS Server functianality, 2
,A
[
| v
| s

45: 7 N—T IR

TT—FIFBEEDH D KPLIZIE, ST 540 0P r—F—RNERENET, TALIE, BEE
ZFTT AL AOEER L, HEOERKELZRLTOET, F5E, HBRE2—T —OFHE K
LET, KPIRFETEREINTZHETT—NbEEET, 2O V7 —FiF foTn LT A
AADEEAIRE L ORLET (ZHUTKRE L TURAEOEKRETHH70),

VY— Ea—

VU= Ea2—7TiE, §XTDOKPI, ZDOAT—F A, #ESNTARPEFARERY U — TR
SNET,

KPIiX, Af k7 ay Bl:ex=2VT ), 77V ay Bl V7 o7, TVoF~
LT =T, BIOMEA D KPI (ff] : Windows OS /X— 3 V) 12— {bEnTWET,

KPIl &% 27 Uy r735E, $ET 25 KPI OFEMR— (£228) IZT 7 BATEET,

KPI &— F%liZ, Z® KPI 78 TEH#)KPI] (MCS-DC TUXEE X#15) A, F721% [F8) KPIJ
RYATATEAAL NGB ZATORMERAEHRE) 47 LET,

2T —B ZDHE, KPI BEEICIE SN TWA 2y (ABTEIZFBOWFh) ., £7IET 5%
ERBDLNETRLET, T—INELA R —FENTORWES, FFED KPI OF — X ZIUE
TEol2E,. FRIEEFETEITINZ KPI NEEZFHES LTV RWEEIL, BT FPE] &
WIH AT —HANFRENET,

AL KPI OSHTRERZR LET, MRE, =7 —, B AU, a8, fF,
TFAFX T THY £,

2—YP—DEFHTIE, REESNTZ, TEZF AU IRHDE, FHFa—V—Da X v 13dH D
KPIl 27 4 VE— 7 TExET, ZNHIEFTRT, KPI LIT/NESRT A a3 TCRRINET,

TT—FFEEOH D KPLIZIE, ST D0 P —2—RNERENET, ThbiL, HEE
ZFTeT AN ADEERL, REBOEKEEZRLTHVET, 5, BRE2—7T—0FH L —%
LET, KPIBAFBTERSNIGETT PO EEET, 2O V=4 o TVaHT A
A ADEEMWIKRE U ORLET (ZHITKRE LTREDEKETHH720),

(GER)
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2.2.7.3.

2.2.7.4.

2.2.8.

7Y v RER

7Yy FERTIE., HETAA ZOWMEL ZEF A ZADOFREREZMHRT L ENTEES, 2Tl
EOTFTNRA ANRMEEFIEE I L WL T SICHERT I ZENTEET, WAZZ U 7T 5
L. KT D KPI OFER—Y (22827 7B ATEET,

LWAR LicY
L1 L EEEEEEE LLL] L EEEEEEEE NN NN EEE NN NSNS NN EENEEEEEEEEEEE]
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X 47: 7'V v FFER

RN

gt 2—TlX, 2207 —%ty hOBTED KPIl DAT—FANEN LT EF v I +T52
EMTEES, TOEDIZIE, Db 22907 4%y NBRKETT,

MR DT =4y M ORryTXornbT =2ty NEBIRL, BIER TS 7T—4 &
v b EHBRLET,

R4 >OB7 v a Ay TnET,

1. kL7 KPI

2. % L7Z KPI

3. BERNED LR > 72 KPI

4. HEETE RV KPL (B« AETNIIEE ST d o 72)

ERERZIEBR LT, EOKPIBZL LT OFEME LA Z N TEET, RELITKPIALZ Y
Vo735 E, %35 KPIOFEHIAN— (E22.8) 1T 7 EATEET,

2 comparison

48: i #oR

KPI 3 _—

KPI G~ — 1213, FFED KPHIZEHT 2 T X COBEERPE RSN ET,
3D Y 4V =y TR SN TNET:

1. KPI OfEFREFMAB LI ORERE 2 —7



2. Bt

3. FEfm

—EBD KPIZOWTIE, Vo Pxy MADHEIZHD R oA T A arnbiBINEHRE AFET
xFET,

THIRD-PARTY SOFTWARE LIST ~

INFO 2 % @ & Non-default profiles & Automated KPI sarrware English

Description

List of all the third-party software that is ins! urity clata has been collected,

Note f custom profiles are used for any or all devices for this K1, 1t could be that texts sown on this page are not fully accurate, This 15 bacause thess are based on the ‘ABE Default Profile’,

Result viewer

pEvIce REsuLT SOFTWARE NAME VERSION PUBLISHER PROFILE NAME KPISTATUS T

Ir,\:g,,;m-gmcu Info Trellix Agent 578.262 Treltix ABB Default Profile

[E— P — R — PRI

Jrazsxcarsencan info 2460 Rony Shapira B8 Default Profile

Jraeswoarsences infa 1432313260 Micrasoft con £33 Default Profile

Jraesrosrsencor info 110610300 Microsoft Cor A8 Defautt Profie

Jressoarsencor nfo PECENES Microsoft Corporatien 88 Defaut Profle

Jracsxcarsencor Info Micrd 1422313260 Microsoft Corporation £33 Default Profile Enable

Jresroarsencor info [rE— e DefauR Prole Ensbia

ser page: |1 ane1ot >

ADDITIONAL INFORMATION v
bETALS -

X 49: KPI FEfll~=—

KPI 1 & B8 511X, 74 NMF—8 T v a R RENDKPI L ¥ —2fiHTEET, ®H
SNFEZTANT =TT T, LI X —IZFRREND KPICEBLZ 5222 LICHELTLES

W BIZIE, BRI ANE—% B8 ICERETDHE, ZOMEEFFD KPI DAENFRRINE
),

WET) TICERDICE, 74NV F—2 ) T7ORICERENTNEIRALTO2HFBOHEAEZ 7
v LET, BWOEAA2 27 ) v r+5hE, FEF—ar0FE—BEchs (F7x0 k) 27
WCBEILET,

le |Heaith > PerformancekPis | > KPIdetails

Y Filters

Performance Data Set
Upload 2023-11-17 14:39

Show latest available data

Result
KPI Mode

KPI
£ | Physical RAM utilization, xA >

X 50: KPI #£fll-_—2 D7 L H —

2.2.8.1.  KPI DL
KPI#5R T V= v MTIX, EBEOSHRERPFRINET, MERITZ O E7
- =I— ()



“wE (3

- FigE (Frey)

- A% ()

- TEH (H)

- BTTE (A4 7 L—)

- A% v (RWIL—)

FERIT TRE) ©, FRIND OO0, T2 PRESN TV NI E2ERLET, Zxbhb

HHIFLLTO®|Y T,

- MCS-DC C, FELRWT NA ZADF = v 7 PRI TS (AC80OM = b —TF DF =
VAL

- T/ AN MCS-DC MHERINZT = ZRUETEEFE A, #Hl2IE, AC800M Hir— &
TV, E721E MCS-DCIUETEA T AR — M LARWHE N T 7 — AU =T Z#Fo T 5%

- MCS-DC I, BUNARFREE L ITE I EINARARER Ay Ea—2hbalb sy a Y EIEL
7=

- HOLWAHFEEOY 7 by T REE

DX REE, MEORKEZ SN L, AIRETHIUIEET H2LERH Y £, ZD%, MCS-DC

(XD T = Z A 254 KPLICOW TR D IRT MR H Y £, BENRNARREGEE. KPR
w [ 2%y THEH) WTREL, TFA N7 4=V FIZHEDRHHEAD LET,

51: KPI i 5
fREZFETRET 2 Z L BARETT, MROMIZHD $hE) 74222 ) v L, Filik

VI OERZBINLET, BRENEEINZEHAZI AL MELTELTLLEIY, BRINE
Boa—HF— B, BLOa Ay ME, KPIZEHR—YB L OV R— MCERINET,



Edit result

| Error
Warning

| Uncertain

o | Passed

| Info
To be done

| skipped

Please enter a comment *

Manually checked and verified

m F—Lty NOEE LHIOEERL) £3T =4y NAOT =& DL (KPI
BROLEIR L) BATHICIE, T—2Ey bOFIFHICRDILENRDHY T, FFL
IFZoE22132 22 LTI ZE0Y,

D EERARET D L. KPl OB EORNETESNET, AF— 2T LEXSh
P EOBERFRENET ERC2—TRY)

52: KPI i R OfmE

> TRRZMEL CLE-T2HBE, TRREZRET ) AF v aflio THERZILOEICRE L TL
7ZEVY,

SECURITY PATCHES E

PASSED 72 © 0@

Changed from criginal result Warning 3 seconds ago by ec. maint.se@gmail .com

Change reason: Manually checked and verified

) Revert result

53: KPl O#E R % LI RZT

6z, METHERZUEHFHLT, HFKPHZEEROT ¥y F A heaXy hEBMTAHZ L
NTEET, T F A FEEBMT A, TENDOF =y I ~— 2/qNITDHET, TH
VTFAL M LR —RNMIEDEINE I DNERIRTEET,



Add Attachment

FILE NAME FILE SIZE ACTIONS

Untitled.png 8.86 kB o

Description *

Screenshot from concerned node

30/50
Include file in report

It is only possible to add .png/.bmp/.jpg files to the report.

Close Upload

X 54: 7 % v F A FDiBN

FERE2—T7 Tk, FFED KPIHZOWTIRESNTZET NN, ADET—XIZT 78 ATHIENT
ETFET, TANFEHEALTHEREZRKVIARETEBIZ,

707 7 A NAFIOERIT, FE ABB EHEIZIESN T, TN AN ABB #ELEHIH (TABB 5 7 4 /b
cNraTzrAN]) BERALTCT 77Ty A0 (IABB T 74V N7a7 7 A)v)) 721
HABLDT O T 7 A NI ELTENTWDINEIDERLET, THA a7 774
LT, BN L7 KPI NEZNT 2o TWABE . KPI AT —F AP ZFREN, (TREN T L—T 17
FanEd, Pt b1O2OT R, ANRIAZ LT BT 7 A NIy EVTINTND I L ER
FTDIZ, [FEFT7HA RN TBT 7 A 0] SRANRT 4Py bO EEICRFENET,

& Non-default profiles

55: T 7 T u Ty A LTl

FPED KPL, ZDAT TV DT NTOKPI, £72iTa L2 va rhbd$~TO KPI % Excel (2T
JAR—=PLT, EOICHETHZENTEET,

Result Viewer Export KP! resul

DEVICE RESULT SOFTWARE NAME VERSION PUBLISHER FROFILE NAME KPISTATUS T

| resioarsencor 518262 Treliix A33 Default Profile Enadled
| esioarsencor 155 488 Default Profile Enablect
| reswoarseneor info 16042651001 285 Default profile Enaslect
| eskosrsencor info A8E Defaut profils Enablect
| mesroarsencer inf 183233260 285 Default profiie Enaslet
| eesworsencor info 1L0610300 A8 Datault Profile Enablect
| raeswoarsencar 14323136 ABB Default Profile Enabled
| raeswoarsences infe Upciat for Microsoft of. - Sherosofts A8 Dwfaulc Brofils Enablect
wrveomepage [0 v | Pageiofnn >

56: ikt o —7 —

H%h7e System Fingerprint 7 1 £ ANRRNWY AT AT, fRE 2 —TICFR
INDT—HITMRA L FERICHIR S ET,



2.2.8.2.

2.2.8.3.

KPI ®— )72l b it S TunE 9,

BINMESH
KPI LIS LT, BBEDO M T TNy a—T 0 VIR TX 2BMT A NEZNRLRD T,
INBIEELUTo®mY TF,

- PR (FTRICEET 2 HH)

- T (FTRACEET 2 REM 2R )

- BB (COMEMEESNRIoTHE. EOXI REENRE X BN NN TONER)
- Laxyr—var (ERsN17E)

- ZFER (KPHZHAT 2 BIEERBSEH SINT~Yy =2 T AR = T RX=U R E~DOSREE})

[j B, B MR BLOBMRIL. AL AT LMEHT A 2 A TORFE A
BETHD

ADDITIONAL INFORMATION ~

Finding £

[ 57: 5 8H07 % % FEFH
WEOTA a7 Vv 7 LT, EBFLADOTIXA NEREEHFETIZENTEXET, BE-STT

FAMEHRELTLESLGEIE, [TFRAMERT) RF 2> TTFFAPLZLICERLTLE
élf\o

Edit Finding

The Security Update is installed, but the version is not up to
date.

Revert text Close m

58: 7 % A MEREDOIRE

i

FEMT Yy MTE RSN T 7 ar FET = v 7 A B RORHEENEICEE T 5 1
BEIRESNET,

i{-‘}l:l



2.2.8.3.1.

2.2.8.3.2.

2.2.8.3.3.

RSN 5178

HIRENhET7 7 ar]vs Py MIE, ZOMEEZRT A0S RET 72 9 O
BHRNPFREINET,

suggested Actions | =

Download the System 800xA Qualified Security Updates and install them. Download links are:

System BOOXA sv5.1:

ABB System 200xA Qualified Security Updlates for 800xA 5.1

https://search.abb.com/library/Download.aspx? DocumentiD=9ARD183777-017& LanguageCode=eng&DocumentPartid=& Action=Launch
System B00XA V6.0,V6.1:

ABB System 800xA Qualified Security Updates for 800xA 6.0,6.1

https://search.abb.com/library/Download.aspx? Document|D=0ARD183777-0208LanguageCode =en&DocumentPartid=8&Action=Launch
Systermn 800XA V6.1.1

ABB System 200xA Qualified Security Updates for 800xA 6.1.1

https://search.abb.com/library/Download.aspx? DocumentiD=9ARD183777-6110&L anguageCode=en&DocumentPartid=&Action=Launch

Download and install the patches manually as per the third party software validation documents:

System BO0XA:
https://search.abb.com/library/Download.aspx? DocumentID=38SE041902&LanguageCode=en&DocumentPartid=&Action=Launch

symphony Blus:
https://search.abb.com/library/Download.aspx?DocumentID=8VZZ000602TCO0L&L anguageCode=en&DocumentPartid=_Action=Launch

Freelance:

https://search.abb.com/library/Download.aspx? DocumentiD=2PAA107593&LanguageCode=en&DocumentPartid=&Action=Launch

59: #ELE S N HATHD

[j HIRT 7o a0y 4Pz M. B AT MERTG A B A TORERTE
%

FEF = v 7 H5RK

FEF v 7 HEV 4Py FTIE, 2O KPI #FEICTIRET A HEEHALET, Zid, [
BEMEIE & L, MCS-DC AFx v U EHEZEIT LS 2WEAR LIRS ET, /213, KPILO
—H % TR CINET ANERH D T AT LM% EfiT 558487 8 TF,

Manual Check Method :j

Install the security patches that are missing.

60: FE)fF = v 7 H=

FETF = v 7 HEV 4V =y NI, BRRVAT MMET A £ ATORMEHT

EXA)
LA E
FHEAEAED ¢ U= BITIE, KPI OREREZRET D 7o DI S ZfHl A EIC B D IF s 2R
SNET,

Evaluation Criteria | =

I ERROR IF a Security Update, which is expected to be installed, is missing.
WARNING IF a Security Update is installed, but the version is not up to date.

X 61: FTAmAEHE



2.2.9.

2.2.9.1.

2.2.9.2.

2453

EFEDT TV =1L 4 SOX T THRERINTHNET

1. R74—<2AKPl (37 4—= 1 & KPl DA R4 77)
2. Y7 hU =T KPI(Y 7 b =7 KPl OLHrER % R~

3. AR ha— KR (VAT DEEOSHHERZ R T)

4. 77— hEwm (VAT LEHOSITRERERT)

[j ARy bR—RETT— FEBME TN, VAT LERT A 22 ARFI AT
CSM T U — g v NA VAR LEINTWAEEDORIIERINET,

IRT F—~ A KPI
27T THHILIELoic, MIE Y TIE 3 20RRL2 T 4 Py PRKRINET:

- ErOMZ7Z71F, BRLET—FEy FOTRTOKPIFEREZDMN YT ERLET, =
DHT IV = ViR— NEERR/T 7 AT 51T, VAR—MRF &2 7Yy 7 LET, B
WLEAT Y FHTTRTOKPI 2T AR— b4 5I121%, [KPIFEREZZ 7 AR— M RZ
VEEALET,

- AEOMVURTT 7, BEMOREE EHITRERNEO LA L2l cEx E7,
- HxDOF =7 OfEREZTRT KPlI & FTEICERLET,
FEF— a O EWETY 7O/ E 2 —|ZOWNWTIE, E227 2B LT &,

T T —— | = K]

DATASETPIECHART  Status © Published

WINDOWS DOMAIN compuTER SYSTEMAPPLICATIONS ~ CONTROLSTRUCTURE VIRTUAL ENVIRONMENT - ESXI

X 62: /N7 4 —~ A KPI

V7 M7z 7 KPI
227 CaAL- Lk oz, ME Y TIZIE 3 0RAREZ T 4Py MRFRENET:

- EEOMZ7Z71%, BRUET—21y FOTRTOKPIHEREZDONY LTS ERLET, 2
DAT Y =M LR— hEER/T 7 EATHIZE, VE—FRZ 27V w7 LET, &
WL7=AT TV EITTRTOKPI 27 AR— T 5121, [KPIERE T 7 AR— R RHF
VEEHALET,

- HEO ML R T 7, BEORKRELE EHICHEERED L IICBL L EB X 9,
- HxDF v OFERERT KPI 2 FEBICERLET,
FEF— g OFEMEET Y TOEE 2 —2oWVWTIE, E227 #2R LT X0,



2.2.9.3.

4| PerformancekPls  Software KPis

DATA SET PIE CHART Status: @ Published TREND

Data set name: Upload 2025-01-21 @ [

Ttal checks. s =
Warning 1 .
W Passed 4

oeizz [ =

RSN © oot

SOFTWARE

BB Saftware Rollups

X|63: 7 k7 =7 KPI

ARy fr—F

D SRy br— 2T E, BN LT SID Ty A7 AEH T A & o A WFI ATEET.
FLTCSM T Z U r— g DA VA =L ENTWEIEEDHRIIE RTINS,

-| Performance KPls Software KPls. Event Load Alerts and Notifications
oveRviEw TheND
s00000
400000
4} 1,507
Crvcal igh 300000
569,318
Total number of events 100,000
57,319 510,492
Medium Low o T

rov oy os nowos Hov13 Now T MowaL novzs

EVENT DISTRIBUTION

Control system () Windows (B Nevwork device (i} KP! status change

100,000

80,000

60,000

40,000

20,000

X 64: Xy ha— R

(A Xy br—F] Z720F, Z4VF—2 VT E3MBEDT 4 V= y FBRERINET,
UTFTDO7 4 VZ =R TEET:

T Filters

Category 1
Severity 2
From To 3
16.11.2022 17.11.2023

Source 4

X 65 7 4 )NEZ—x T



1. BTV — S LinhT a3 —Z2FRLTLEEY, T74 /L ETIE, T _TCOBTIY —
DF—EZNFRENET,

2. ERMARVINOEREZEIRLET, T 74V FTIE, TRXRTCOEEEDOT —ZNE RSN
i‘j‘o

3. MBNT 7 AN RTIE, 36 74 0#—E31 HENCRES N TWET, LEFEVFTO
AfHTERTE A,

4, i FT—H BT HHED Y —AEZBIRLET, T 74/ T, TXTOY—ANLD
T NFREINET,

T4NE—EBIR L6, EH] 27V vy LEd, 740X —Z@R LS, A 270 >
JLET, £, vk 22000358 BRULENEZHERREINTNEE2—(C
RITZENTEET,

Ei, (R vL) 22 v T ol BRUENEEBERRSA TS L a—IlmT 2 Ln
TEET,

OVERVIEW

0 0
359 Critical High
Total number of events

181 | 178

Medium Low

66: HE
FLv R 4Py MM, BELEBOBEBRENOA X M EZF TR LET BROMITA XU b

DEREIZ-ELET), 740 F—TRRSNZAMHEBITIAVERTERSN, 774/ T
ERFRENET, ZOMO BAHEIIKEDE R TR RENET,

TREND

500,000
400,000
300,000
200,000
100,000

0 — T T — T T T T T
Sep 08 Sep 15 sep 2z oct octos oct15 Octzz 0ct29 Nov Nov 08 Nov1s Nov 22

X 67: L

AR PMREDOT A V2w ML LAZEDAT Y ZTE DA Xy MifizFRm LET, f@EVA
FHZH LT, ROV — LD~ — VAN = X LRFEEENTVET:

- 31 AU EZERLEGE, LEMSEZ) OF I BERRENET,

- BLHLEZBRLIEEE. AZLOT =4 RFRENET,



2.2.9.4.

T DISTRIBUTION

68: 1 X MiME

77— b L@Em

[j (75— | &5l Z 71k, B L7 SID T2 AT AW T A+ o AWV Al hg
RBAICOLREREND

TAUNE—2 YT L 200RRDZT 4Py MR, TT7—hEBHMZ TIZRKRINET:
- BAHNEOREBLEMB CEZE ML N T T T

- AT TN ENE FE oM, Bk, SFESEFRa— (F—7 VY
—, Uy R ZEHEALTCHETDZENTEET,

nnnnn

| e syte “ ®
. | pivcs Identty Manger »

| pivcs system ey u

|w( (on-premise) - Prosy servios non operation »

I P:MCS (¢ ) - Dat. non of nal 7

:

X 69: 77— I &i@kn

WIFhPOE 22— (V=7 YU — 7V v ) TREO@MAZERS L5 &, FREO@EHIIET
5T N TORENE @A FRT 2 BHFHEM— B8 L £,

WHIOFEHAN— VI TO L ) IR ST ET:

L BN

2. Aty 4y b

WHMEZBET LI, 7407 —k 7 va IR RInNsEME Ly ¥ —2FHTEET, #H
SNTZT 4 NE =TT XTC, B F—CRRINDBEINTEET L LICHELTIESN,

BRI @BHICKT LT, ARNCHEEY ¢+ U= v FRFRRINET, BRI NZ@ED, JRIN
72V — AR LTfal h U A= SN E R R LET, BABREEO Y — AL REgA, T4
R TITTRTDY —=ANEDTFT =2 NI T 7ICFKREN, FIREAEER Y —AD Fa v 7 X7 RN
FRENET HEYV Vv hOHFER), Ry X CTRRTLHIET, FFEDY —AMN
ST —HERDHZENTEET, T74VETIEL » AT —ZRNERIND D, ORI %8
EA BRSNS == S



2.2.10.

70: EHFERIA~N—

X2V T7 4
X2 VT TV E, BEROZ T THERENRTHWET:
1. AT A

Noo v~ WD

J— N
X2 U7 ¢ KPI
X2 VT B
~ N = T iR

N 7T 7

AT F A

8. VAT LY—)L

T XTDOH 7L, MCS on-premise @ CSWP gt v hO—HTHY . CSWP 7 A & 20 FH

R CTHIGARE VAT AT 4 VT 4T 7TV r—2a B VA =L ENTVDEEEDRI

EATEET, 1O0BINDRHY £T, X2 T 4 KPI 20X 713 THE T,
[EX=2UT A KPNZ T, [EX2 VT o THZ T, Lo TRi#E 27, (X7 7] #

TIE, ZTICEEBRERT AT LBHLMNE I DA =2 —=P"H0 T, UTFDOFE

Wi AP =2 2O ANE R LET,

R HATA L Thr—HF—

L Dhr—H

Bz

M

FRTDHT—HIIH Y FHA, ZITEE., BRTDIOCNERT —
BraiherT—H2y MNRWZ L ERLTWET,

ALy X —P—ERFFEITEINTELT, ¥ TICEREINDT—XT
fEHECEEHA, AV Fr—XIIMAT, 7O ELT I T 4T H
T TR WEAIIRTAMT S NET,

Z70E, o TWAKPILEIZ /) —FRBVEST, AP 7r—4H
DEFINE, =T —DEE R LTWET, BEN 9 22 556, 9+&
LCHERENET,




2.2.10.1.

AT hr—% B

3 AT, BEIZHDKPLEZILZ/ — FRHY, #HoTKPI £721%/
—RNEHVEFA, £ —FORNAIOEEIL. W DDOEENRH
HMERLTVET, BEN I 2B D56, 9+ L TEREINE
‘gAO

w TR H ) FH A

F—T VDN, A V=2 OESIBLOIEF 2R L TOET, —HEIC1 501 v 7 —4—
DHNERENET,

WOFETIE, HXTONFIZONWTESICELLRHALET,

VAT LABRE

VAT LRE XTI, LR OX T OBBERAT — 2 ANRFERENET,
- E¥=2U7 1 KPI

- BXa VT 4 HH

R UEVES:

- NI T

i 170 0 4 0

K 71387 Y-y b

ATV LCT, U4V =y MTE, BASNEZRE (EX=2U T4 KPI) F2XBERREL TN D
J— RO (X2 VT AEH, AU THREENRYITo7) BEREINET - [L]22R LT
LIEEVN, 2T —ELOFHIIHI»DLLT, BFIIFICEHETHYET, 207D, 2455
L, BROEAREEOE SO EZFRLTNDE T EOF T, =~ —7 4V y MIERS
NHFTHF LB DAREENH Y 5,

REMEOBOTITIE, ATV —F2NRTET, 32ZRLTLLEIN, EXa VT4 AT —4
ADXE T FfEavrsvary) oRME THioavsvary) ORRERINTNS, &
X2 DT 0HH, (o= T Rl & IRy 797 OFTIE H—EART—X R &

REYP—EART—Z ZAFH || ORMREREIND, ZOHERIT. V4 V= bOT—FDfF
FEVE 24 5 02T £ 9, ABB My Control System - Data Collector modules (Malware Pro-
tection or Security Updates type) ZH N7 > TWDHGE, ZNENO T Y=y b EOZOT
— XX, HEDOMCS-DC a7 va VERICEZSBZONET,

RBIZ, EBEZ T2 7 IRENRERREINFET 4], ZhE, =7 —FFEENRED KPI =
V7B ERLET,



2.2.10.2. /— FifE

TOETE, J— R TOFEMIERERT, 7774 7bENEZETD 2—L e ) — RIZE D YT
LNTZHERBIZIN LT, MENTWAIERILZ ) — RT L IZE R 2560860 £,

Z7OEMCIE, VAT LA2—T 4 VT 4O L LTRSS, — RO XA BB E3 (v
AT La—T 4 UT 4 OWROFEMCONTIE, FExa A b ref[l122R), [EED /) — R&i®
WLT, 20O/ —FOFEMEFRLET

O Node

yel

Search by node name

800xAvE111-ACS1
800xAv6111-ACS2
800xAv6111-DC1
800xAv6111-DC2
800xAvV6111-Genl
800xAVE111-Gen2
800xAVE111-0W1

800xAvell1-OwWe
72: /— U XK

FEANI A A S NZERENTE T, FREINDAMER T 4V MI, RUNTENLAEIZY A b
. RICEKDETENS FIZY A FERTWET,

I

2.2.10.2.1. / — ROZEH

O 4V y MIFEICERENET,

NODE DETAILS

Mame 800xAvV6111-ACS2

DCS role ® server

MNode Name 800xAV6111-ACS2.800x%A. ..
Description Secondary Aspect Conn...

' Reboot nede
& Force group policies update

O Openremote desktop session

K73/ — ROFEMY 4=y b

ZOU 4V xy MZIE, ROEERPETRSNET,
- i
MCS on-premise @ / — KDER4,

- DCS
n—/L/—KDDCS u—/b FEHTHHEAEOANFREINET),
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-
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{E J—REeRE#STLZLBRRETHY, FERREICEELG XN L EMRE L
TLIEE,

ff FEFEE#HTHE, AL/ —RFE2HRIZLEY, AL/ —RKTEITLEVT
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BTV arNAT Y a— LV ENDIOERBEET, /— REHEE#TD &
W2 DT 72 a UREITENTOVRNZ L 2R LT EE N,

flf MCS On-Premise YV — —%fEENT 5 &, #ETHOT 7 v a3y s 7oy
VRTEFEINGETETA, MCS A LI ZARFATERNEXT, 7743
BT LI TEERA,

- BRH T N—TRY =D HE

WH 7N —T R —DEF 12~ FE ) —RCHELET, ZhiE, RAAS U TESE

NTCWBITNL—TR) o—ZEHERATHZ & TT,
- VE—FrTFRZ by Ty arEREET

)= F~DVE—TR7 by TERiAEy N7 v T 5OIEHNTELYVE—FT A B

T T ANEERLET,

]j T arNBBESNTEERA. T/ a v NETTAETHOT 73 3 v —iF
HIZ N 72 0 F 4,

jj FOBEDT 7 a vk ETFT A —EARFACTE AN, T/ a LN
MR LBARH ET, THUE. 77 & 2T EEB O — BRI T X R0
Hhvh LIVER A,

2.210.2.2. tX =V F 4 EH

TOU 4Ty ME, J— FAWSUS BV a— /L DAL ANAR—L LT~v—7 -, F7-13 ABB
My Control System - Data Collector £ = —/L (B X = U T 4 HHZ A7) WHEII /2> TV B

WEREND,

WSUS £ 2 — /L OE -



SECURITY UPDATES ®

B Updates failed 0

Updates needed 3
B MNeed reboot o}
B Updatesinstalled 7

Last system report to
wsus

07.03.2022 16:02

B Install security updates and reboot

& Force WSUS check-in

M 74: X2V T 4 8HYV 4=y b (WSUSEY =2—/L)

ZOU4 Y=y MIX, BIRLEE ) — FOBIEDOEF 2 VT 4 BHiA VA b=V AT — X ARKR
EhEd,

wOWERE R LEST (EREDIED)
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Operation Mode + Enabled
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MALWARE PROTECTION

Defender Product Info Antivirus Status
Product Version 4.10.14393.2248 Engine Version 1.1.12805.0
Service Version 4.10.14393.2248 Definition Version X 1.221.14.0
Service Status ~ Enabled Real Time + Enabled
Protection
Scan Info Threats Detected + 0O threats detected in
the last 30 days
Last Full Scan * Not Detected
Last Quick Scan ' 17.05.2024 10:47
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BACKUP
Name VM-Backup
Last Run ' 31.10.2023 00:00

Last Successful Run +~ 31.10.2023 00:00
Next Run + Not Detected

Available Backups 2

»  Start backup
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BACKUP

NAME LAST RUN NEXT RUN ACTIONS
I Data-Backup 16.11.2023 00:00 31.10.2023 00:00 » Start backup
I WM-Backup 31.10.2023 00:00 - » Start backup
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Backup job details

Mame VM-Backup

Last Run v 31.10.2023 00:00
Last Successful Run + 31.10.2023 00:00
MNext Run + Mot Detected
Available Backups 2
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BACKUP

Name 800xAv6111-OW1 Full Backup
Last Run + 09.12.2022 22:00

Last Successful Run D 09.12.2022 22:00

Next Run ~ 17.11.2023 22:00

Backup Type Disk
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BACKUP

NAME LAST RUN LAST SUCCESSFUL RUN NEXT RUN
I 800xAv6111-OW1 Full Backup 09.12.2022 22:00 09.12.2022 22:00 17.11.2023 22:00
I 800xAv6111-0W2 Full Backup 09.12.2022 22:00 09.12.2022 22:00 17.11.2023 22:00
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Backup plan details
Name 800xAv6111-OW1 Full Backup
Last Run ' 09.12.2022 22:00
Last Successful Run 1) 09.12.2022 22:00
Next Run ' 17.11.2023 22:00
Backup Type Disk
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Last Snapshot

Last Successful Base Snapshot

Last Successful Incremental Snapshot
Next Snapshot

Agent Status
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v 28.02.2024 13:00
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v Online
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MAINTENANCE

STARTED 4

FINISHED

Task sTaTe STATE DETAILS
I Run Group Policy Update  Running 10% of activity: ‘Force Group Policy Update® complated
Run Upcdate status
nunu Finished Nadle BOOXAVGL1L-OW2 has besn forced to send the current update report to WSUS
epor
| mestare computer Finished Reboot of nods BOOXAVG111-OWE completed
I Install Security Updates Finished Mode B00XAVG111-0W2 has been updated and is back online
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ASPECT DIRECTORY STATE

CONNECTED
SERVER ROLE OBJECT COUNT
CLIENTS
200xA-ASCSL Primary &8 1001
200xA-ASCS2 Fallback &8 1001

X 88: 7 AXJ hF 4 L7 FUREY 4P v b

D4 Py ME, TRTOT ALY b —R—DT A7  F 4 L7 N OBBERLTWE
T, BE, EOV—NR"—RNvRAFX—LLTTI7T 47 THY, EOF—N"—RRAL—7 L L THIE
LTWDAMNERLTWET, /2, EV—R—DT7 AT b5 4 L7 MY TRIHAFRRR T AT K
FT 2l hOBEET TR, HFY == 747 bOBLERINET, TAXT bA
TV FOEIL, TRTOY—N"—TR U TRIFNIERD EFHA, T TRWEES., THIET A
Ry N ATLAOMBEERLET,

2.2.10.2.7. 800XA #—EXR
IOV 4Ty ME, ==t L Tew—2 &N, Db 100 —EREETLTND
System 800xA / — NIZxf L TOAERRINET,

BOOXA SERVICES

SERVICE LAST UPDATE

I Event Collector 28.12.2021 14:05:21

ra

I OpcDA_Connector 8.12.2021 14:05:21

Show all 800xA services
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BASIC HISTORY

Basic history + 100% sync

Basic History on 800XAV6111-ACS1 100% sync

Basic History on 800XAVE111-ACS2 100% sync
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BOOXA BACKUP STATUS

Last Successful Backup
Last Backup
Last Backup Size

Last Backup Warnings

o

Last Backup Errors
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2.2.10.4.
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Securtty Update Status Updates missing
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MAINTENANCE

NODE LASTACTION STATE STATE DETAILS ACTIONS,
800xAV6111-ACS2 Restart Computer Finished Reboot of node 800xAv6111-ACS2 completed C' Reboot ¥ Update
@ Force GP Updat
800XAV6111-DC1 C Reboot ® Update “ P
G
800xAV6111-DC2 C' Reboot & Update
B800XAV6111-OW1 Restart Computer | Finished Reboot of node 800xAv6111-OW1 completed C Reboot © update
Run Group Policy N
B800XAV6111-OW2 Update Finished Group policies on Node 800xAv6111-OW2 have been updated C Reboot & update
BackupServer (Acronis) C' Reboot
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SYSTEM REMOTE ACCESS @ Open Remote Access Web Interface
ACCOUNT NAME STATUS PASSWORD EXPIRATION ACTIONS

I 800xAV61Llccal\B00xAVE1 LIocal\SOC ® Locked Activate

I 200xAv611l.local\RemoteService v Enabled s ° 2h58m57s  Extend Deactivate
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Activate account

You are about to activate account. Continue’
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Open Remote Access Web Interface

You are about to leave My Control System and open
Remote Access web interface (https://192.168.0.1:8445)
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PLANT ISOLATION

ADAPTER STATE ACTIONS
| adapterl - hostl Allowed ® Block
| adapter2 - host2 Allowed © Block
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PLANT ISOLATION

CONNECTION STATE ACTIONS
Firewall
I Blocked v Allow
Policy 1-FW1
I Skt All | ® Bl
Wec Block
Policy 2-FW2 = "
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| Hardware Lifecycle  Assets Contral Structure  Software E

HARDWARE LIFECYCLE PIE CHART
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red 2
B report
oBsoLETE AcTive VISUAL INSPECTION REQUIRED
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102: N"— R =T 74T A7)V - T N—TFKR
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LIMITED

I cs513 % 1
The exact module version could not be identified, but all moXdle versions (C5513, C5513A) have the same lifecycle status.

X 103: N~ N7 =27 T4 T A I NVDY— )T v

TNRA AT Y w7 T5E, BINMEROR Y 77 v FHREAEET,

X
cls61
Device Type: Cigél1 Replacement Type: ciero
Description: VIP Communication Interface Replacement Description: VIP Communication
with to Ethernet Ports interface with two
. - Ethernet Ports
Number of devices: 54
Repl. it Lif le Ph, : Acti

Lifecycle Phase 2023: Classic eplacement Litecycle Phase: W Active

N . Replacement Part Number: 3BSEO88499R1
Lifecycle Phase 2024: Classic
Lifecycle Phase 2025: Classic
Part Number: 3BSE058590R1
Control Structure: = Sh ice

Additional information

Replaced by CISTOKOL1.

The CIB61 unit Is a communication interface with two Ethernet ports that mainly are intended for TCP/IP and UDP/IP based
VIP communications in AC 800M/AC 800PEC. CI861 can be used for fast communication between AC 800M/AC B00PEC
controllers and communication with other VIP enabled equipment, e.g. AC 450RMC controller, IBA logger, ARGUS logger, U-
Gauge device, level 2 systems etc.
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2.2.11.2.

2.2.11.3.

v PmeeekoL (R CPU, 133 MHz, 64 MB 8 3BSEQ50198R1
PMEEGAKOL CPU, 133 MHz, 64 MB 3BSEQTE939R1 B Active

> cisssakol (R Profibus DP/V1 interface 10 3BSE030220R1 = ;'”“ef“

VIP Comim tio with
> ciser (8
Ethernet Ports R
> pussaakol (8 €PU, 96 Mz, 32 M8 26 3BSEO18161R1 o=
Dis11 2x8 channels 48V Digital input 347 3BSE008552R1 W Active
DIa30 Digital Input 24V d c. SOE 83 3BSE013210R1 W Active
AI810 Analog Input 8 channels 127 3BSEOD8516R1 W Active
DPB40D Pulse Counter or Frequency 1un 3BSE028926R1 W Active
DOB820 Digital Ou relay, normally open 462 3BSE008514R1 W Active
Profil 3800 Communication
Clso1 (-] 3BSE022366R1 W Active
Interface

X 105: N— R =754 7% A7) -VURFRR

Ty bR M) =T —FNBREDA VA =L E—FLBWERIE, Ao R_R P —FT—X
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ENTWENRF—2 7Y 7T, HiEA X N —OF =Xy NE TR, Tutv %
BAfA L £,

) 1 the asset Inventory data doss nGT Match your Current installation on site, Bease “clsar Inventory data” and ré-pioad your aLest collection e, Cick of U banner 1o G0 Lo the Inventory data 5615 t Iniiate the process
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CONTROL SYSTEM LIFECYCLE PIE CHART

Total checks 2
W Active 2
ACTIVE
I 800xA 6.0.3 System
I Additional ABB Licenses Permanent it
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# Edit asset details
| e Merge with another asset |

. W Delete
M109: 7ty AT a
BOaAARNTA N FaAy NEBMTEDLRMEERH D EERL, BV OEINET A 2

T TIZaAy FRBIMENTWAZLERLET, T a2 Th—YVa2EbEd L, V—ILF
v ar s hnERENET,

QDo

Manually adieci asset
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Add comment

Name

10_3 9B TSO01

Comment *

Cancel Add
B 111: = A > R &0

RASNZAA NTAarz27 ) v 73D L, fERVoa A el Lcheml Lz, &
BT DI ENTEET,

Edit comment

Name

10_3_98_TS01

Updated
20.10.2022 12:13:35

Updated by
Admin

Comment *

Manually added asset
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Merge with another asset

Merging will result in creating a new asset with the properties from the selected items. Select from the dropdown an asset to be merged:

Select device to be merged

Summary

These assets will be merged together after saving. Use the "set as master” button to define the master based on the following rules:
- if MCS-DC aszet(s) will be merged with PNM and/or SU asset(s), only MCS-DC asset can be set as master
- if there is no MCS-DC asset, only PNM asset can be set as master

DEVICE NAME DATA COLLECTOR DEVICE TYPE IP ADDRESS LAST UPDATE

800XAV6111-... ' Master MCS-DC (2.7) Computer 172.16.4.31,172.17.4.31 06.07.2023 21:00:07 Set as maste x
172.16.4.30, 172.17.4.30,

800XAV6111-DCL MCS-DC (2.7) Computer N 06.07.2023 21:00:07 Setasmaster X

2222

— ..
X 113: o7ty hED~vw—

TEy FBRTTIC—VENTWDERIE, [~—VaifkE] A7 v a v NFoRshEd,
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# Edit asset details

== Edit merging

W Delete

114: ~— JRtE

o7y hE~—2] THHAMRERTRTOL T arNZZiCbH £4, S5, [
TOTEy hO~—V %R REEH-T, TX_XTOTEy haTr~—FT5Z EHHHET
7

Edit merging

You can merge additional assets, remove an asset or unmerge everything
Add additicnal asset

Select from the dropdown an asset to be merged:

select device to be merged

Summary

These assets will be merged together after saving. Use the "set as master” button to define the master based on the following rules:
- if MCS-DC asset(s) will be merged with PNM and/or SU asset(s), only MCS-DC asset can be set as master
- if there is no MCS-DC asset, only PNM asset can be set as master

DEVICE NAME DATA COLLECTOR DEVICE TYPE IP ADDRESS LAST UPDATE
AC13_RED MCS-DC (2.6) Controller 20.01.2023 14:14:56 Set as master x
B00XAV6111-...  Master MCS-DC (2.7) Computer 172.17.4.32, 172.16.4.32 06.07.2023 21:00:07 Set as maste x

_

Cancel Save
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Proposed merging of assets

The table below displays merging suggestions of assets. Expand the assets to see the proposal:

®o || pevice name + DATA COLLECTOR DEVICE TYPE IP ADDRESS LAST UPDATE Y
800XAV6111-
v Master MCS-DC Computer 172.16.4.33 14.10.2022 21:00:27
ACS2-new
B00XAVE111-ACS2 MCs-DC Computer 172.16.4.33 14.10.2022 21:00:27
> D ADST71-new = Master MCS-DC Computer 172.17.4.71, 172.16.4.71 20.01.2023 14:14:56
> D ADS72-new Master MCS-DC Computer 172.17.4.72, 172.16.472 20.01.2023 14:14:56
> || csst-new  Master MCS-DC Computer 172.17.4.51, 172.16.20.... 20.01.2023 14:14:56
Items per pags: | 10 - 1-20fa

X 117: 7% v FOHRER
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7Yy b&ET] RE o TEITTEEY, RZ 27 ) v s 358, EXLUERT £y b
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Boallenwrty hegR L, NRRL-b0&2ET] 27V v 7 LET,

Restore assets

Select assets to be restored.

DEVICE NAME 1 TYPE IP ADDRESS DOMAIN LAST UPDATE

1721722 Computer 03.12.2021 13:07:57
6110PM-FLPCS Computer 28.07.2022 01:25:58

ACA10_ALL Controller 28.07.2022 01:25:58

Cancel Restore selected

118: B s 7-18c
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Add Asset
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Cxr7LET, TRy R URU NI =4V NOTANA AL ET ) v T 5L BWRLE
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Hardwars

) Windows data

Malware protection

Firewall

installed apphications

wiindows updates

NETWORK ADAPTERS

& Network data

 mz1edsz
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m [&HE] & 7 I E DL — FEA QBN RS0 9, F_RCTOT A F At
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F— B EWET DT, Ty hOFEMSA—20E LIZH DAL v F AL TREE— FE2HED
WCLET, 74—V FEEETLE, EBHEAEIE & BEERT R UBPEDRY FT,

Gory > Assets D BOCKAVELILACSI > Overview
Device data
2 OVERVIEW © add comment W pelete asser
ervie
e

nnnnnnnnn

x| 122: £ — N

7y MEE] Z7TiE, 2 A2 FOBIRER, 7ty MIBROA 7> a B RIHTE 9,

OVERVIEW | O3 addcomment T Delete asset |

X 123: 7ty FOFEM - 2 A MERZIET Y FOBIER

m MCSon-premise 77U 7r—>a D7y hA R N4 Py b ETEY

FOFEMADOEEDIBM, ~—, HIFR, WL, EXhEDT 7 v a 237315

DI, 7THA S MEHE] 7203 TEEMAREHE ] OB 2R o2—H—
TrI7A L TWHHEOHRFTREND,

Ty bR M) =T —ENRBREDA VA =L E—FLBRWERIE, Ao R_ ) —FT—X
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Bt L £,

1) 17 the asset inventory data do2s NO MALch your curTent nstalltion on Site, please “clear lnventory data” and r&-upload your atest collection i, Click o1 the banner 1o 6o 1o The Inventory data 615 1o nitiate the process
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CONTROLLERS

0 selected

cENAME T BEvice TePe

Posmon

BRC_13_470_01 - - - RERCIREN

BPC_13_a70_02 - - - 2860152

BPC_13.470_03 - - - rzIs6eLE

BPC_13470_04

Contralier_1_RED

>
>
>
>
> Controller_1
>
>
>
>
>

EPuO1409 avc o B Gbsolete
EPu0zADD e To B Ouslete
epnozart avcTo u obsolete
EPo03ADe o - - 23801021 B obsolete

X 125: 2> hr—AfEEOT 4 Vv b

TFNRA AL A THPEECTET THIERRELSNLIE ] RIFEIT. BETATLDTA TV A I )VT = —
AORICERENDRET A a L ZHERT D0, THAAL RALOREZHDHF = v 7Ry 7 A ZE IR
L. V4 Pxzy bERDO ITXAREALTEIBTE] REZE 7 VI LTT A AAALTEFREL
ji—a—o

2B1-RTDO1 AIS30/AIB30A - - Visual inspection required
4 126: DT NA A XA THHET S

Fxzyv IRy 7 AMENT 256, LT AL AZALTOT AT LLPERTE A,

CONTROLLERS

et cns e | e ]
. o .
.
2B1RTDOL AIB30/A18304

mmmmmmmmmm

X 127:1 S E/NTEBDOT A T LT A AB A THRIBETH

Fay FHEGTT A AL THERL, (252 2270 v 7 LTHEELET,

Specify device type

You have selected 1 device. Please read information below and specify the version of
selected devices

There are 2 versions of Al830: Al830 and AIS30A. AI830A is pin compatible and includes
additional sensor types. The correct version can be read from the label of the installed
module. See document 3BSE020924-510 for product information.

Select device type

Alg30 [}

AIS30A Cancel

128: 7 NA A2 A TOIRELA T 0w 7

FTNRARAFZATHRFFHTRIRISNTWDIEAE, ZOBEITCICETZENTEET, T4 747
WT 2= XD HDRMET A 2% ) w7 LET, AT a720E, JTOT /A AHX A TH ]
Tholzh, HEPVWOEE LN EWIFERPIFREINET, (EHEERT) 227 V755 L&,
JEOEICREY £,



DSAI 130 details

Device Name: DSAI130
Description: Analog Input Module 16 Ch
Lifecycle Phase: B Limited

@ Type changed from DSAI 120 by anna.sierbinska@de.abb.com on Feb 10, 2023

(:) Revert changes

Close

K 129: EHART XA T s
Oy b= 4Py FCT R, AL E 7 Vw7 $hE, BIRLETATLAOMEIZY Y7L

£9, 2 bu—T OWETLESA VICFIRSN, TS ADFEME 2 — 280 FEZ 5 2 LRTE
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B Control Structure
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T2 ERET HITIE, 2 =T OFMN—YOE EIZH DAL v FEMEH L TREE— FE
M LET, 74—V REEETL L, BELWE & EREZRIE] RY UBRECHRD £
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H control Structure OVERVIEW

X 131: fREEE— R

m FNRA AL TEEETDHEDICay ba—F =DMt a— A4S aTT o

g U EWRET DT TR, MCSon-premise 7 U A —3 9 LTI DER A E

THTavid, THA S TERE ) 003 TEEEREEIR) O%E %z i
Da—F—Tr A L LTWARBICDLFREND,
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J—

SOFTWARE NAME 4 VERSION PROVIDER INSTALLED ON T

> ABB BODxA System Installer 5.1.0/4 51472317163 as8 17 devices
> ABR 00xA System Installer Agent 61.01000.1812 pris 69 dewices
> ABE B00xA System Installer Agent 6.10-0 500000524 asz 11 devices
> ABB AT BOOM Connect 61.0-0 610148 pres & devices

> ABB AC BDOM Connect 6110 61100077 asm 57 devicas
> ABE AC BDOM Connect Update 6.1.0-0 e1015 pres 8 devices

> ABBACEOOM 6111005 ase 7 devices
> ABB AC BOOM HI Extension 6.L1-0 £.1.100077 a3 29 devices
> ABBAC 800M HI Instructions 6,111 6111005 Py 29 devices
> ABE AC B0OM Status Monitoring 6.1.0-0 610220 Ly 8 devices

tems per page: 10 - Fage 28 ot 70 <«

M 132: RESNTZY 7 U =T -V T Fy =T RR

VTN 2T HDORICHIREAT A a2 ) w358, TOVT FI2THRA LA —LEN
TWNWATRTOA L Ea—IRFRINET,

SOFTWARE NAME 1 VERSION PROVIDER INSTALLED ON T

A28 800xA DataDirect 6.1.0-0 61035808 g8  devices

Installed an devices:

cssz

IM5226

ADST2

css1

Ts61

apsT!

Tes2

Esz21

5> ABB BOOXA for AC 100 6.11-0 61010002 ABS 4 devices

[ 133: B &R ISR AE

FEDAAL v F2fMALT, Y7 MU =T RRESHLTOLHEY AT ARNOT A TOar Ba—
ZDY A MERTFLET,

134: V7 NI =T [TNA RAFRAA v F

TNAALORIZHDIERAT A2 %27 Vv 73258, ZTIXHESNTND Y 7 MU= T BRFER
ShET,

INSTALLED SOFTWARE Software [EEDENED

DEVICE NAME 4 INSTALLED SOFTWARE T
> BM_PAS 2
~  BMOPRI 0
Installed software: version: Provider:
ABE BOOXA Base & 11-1 1011002252 as
ABB B00KA Comman 3rd Party Install 6.1.1-1 6.1.01100189 g
ABE 800xA History Connectivity 6.4.1-0 RUL 6.1.01100.680 ase
ABB BO0KA RNRP 6120 6.1.02000.100 nes
ABE 800xA System Installer Agent 61010001812 Age
ABB AC BOOM Connect 5.11-0 61100077 e
ABB AC 800M Connect Update 6,111 6111005 ase
ABE AC B00M Status Montioring 6.1.1-0 6101000.421 ABB

135: RIESNIZY 7 b =7 - T3, ZAFR

V7RI 2T ETNRAADFRDOEH T, 7A4NZ—2FHL T, FFEDY 7 ry=TREDa
Fa—ZICRESNNTWDINERTRDLZENTEET,



2.2.12.

2.2.13.

XFE

RESNZEN=Ta D77V r—varo—fe LT, ¥R/ — MEREMET L LR TE
£7,

UTD3250%EK ) — MERAT TV =N BHlINnTHET:
- HAEEH

- BEIN-RE

- BEEoRiE

FEBR I v a T, HILBNSNMEE, (LI -MRE. 138 E SNz ReIc B
THEREREEL E9, flé“IEéﬂ’Lﬁ_FEJE'IZ7‘/a/ 1. RREEnFEEoRERER LT
D, BEOME 7 v a idid, WV —R2AENEHEDONR— g VOBEMOREO U 2 b2
B TnET,

R ) — MERIIZ, TV = a7 v —kv s a b [V —RAJ)—F]
(F223) LWoHIA v VI EESTT 78 RAT 50, XE/MCS VI —R/)—] B
EHHEBHLTT 78X T52 N TEET,

ABB | My Contrel System - Cyber Security Workplace
== western Chemicals Inc. Global HQ > DemoHQUSO0L, DEMO-Company-GLOBAL-HQ-US, Midland, United States - SoFa Demo Site 2 > Absorber, BOOXA, USA (SID75493)

@ MCS Release Notes
b carch by MCS versio
SCOPE OF THE RELEASE Version 6.5
] Version 6.5 MCS (on-premise} Upgrade / Update Path
‘ verslon 6.5 What's Hew MCS (on-premise) Upgrade / Update Path
s S ort for Trellix It1s possible to upgrade/update any MCS (on-premise) 5.x and MCS (on-premise) 6.0, 6.1 and
- 6.2 to this version
. Kp1 En nes:
[E] Version 6.4 Microsoft SQL Server will be no lenger supported starting MCS 6.7. It is strongly recommended
(e Flredizsu to migrate to PostgreSQL as socn as possible. NOTE: If using System Monitoring and still using
ersion
(on-premise) - Emall KPI Microsoft SQL Server, this means all recorded event related data will be lost.
B t working corractly in
WETETE Due to an update of our libraries it could be that after the update from 6.3 or lower your
. browser version 1s no longer supported. NOTE: If you are facing this 1ssue it 1s enough to
ersion 6.
update your browser to the latest version
Version 6.0

What's New

Version 5.16

Version 5,15 CSWP: Monitering suppert fer Trellix PO Allowlisting (Soliccore)

P The Cyber Security Workplace Malware Protection module "Trellix ePO" now supports the
monitoring of Solidcors, =PO's Allowlisting solution. With this module extension,

Version 5.13 administrators now have the option to configure nodes that are ePO Clients as Antivirus and
Allowilisitng clients

Version 5.12

Version 5.11

Version 5.10.1

Version 5.10

Version 5.9

X 136: U U —2 /) — MEH

FHBLOHEROY T

hm&opﬁyy;ﬁwkmﬁﬂéﬁﬁﬁﬁu\ZO@tyyay(1OHmET@?\EL@ﬁ2
EH) ITHEIEH, MCS-OP 77— a v OEMBRELZEHT L0 S NE 0L D0
@743/T%Wénfmi¢o:n6®74nym\wwﬁfﬁmﬁé%%«®7&ﬁx%%&
LET:

1. ABB 7 v a VZBRWELEL IV FElIEE 22131 2 T2 Zan
2. 72ty MEH B/ v a VEEIITE 22132 2 TR EE W

3. REEZ VA BEIEE 22133 2 ZB RSN

4. SEEELV I X — FMIEE 22135 2 TR EE N



5. @t va v FEHNIE 22134 2 TR SN

6. T—P— kI g FMIIE2213.6 & THELI I
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K 137: FEHB LR OZ Y T7TOT A 2
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o

- o 6
English _" o

X 138: HEEB L Ok DY 7 OT A =3

22131, ABB &7 ¥ 3 ViIZBEWELELIEIW

B L O AE D Contact ABB] B 27 L3 vid, 2a—HF—2HHD=—XZ8b®Tr—h
JL MCS-OP BRI Z KR+ 57, REAZMET 572012 ABB DFMFENSL Y R— M2 NE LT 5
BIHERTAZEZAME LTWET,

D [Contact ABB| 7 A = i, &M £7-1% [HKE ABB AL —4 —] 2—
P — L ZE Y Y Cla—PF—l2a A L TNDEDICDOBREREINET,

((

o

¥ 139: FHLF KX Ok GEIk D ABB £ 7 ¥ g VIZBRIWADEL ZEWN

BT A—/LTABB VAR — MZVU 7 =R N EHEETDHEINT, 5H&OERKILT +— LR OTERZR
HLTLFEEY, Z4—ALE 3207 a r THRINLTWET,
1. &Rl BFA—NT FL A, BFEESREOMAEHR
2. HEL LSt OEHR
a) EHENDABBHRIG 77 I U L R_"—=U gy - ZOBHRITA TV 3 o TTR, VR— R4
FR 2 TR HAMNT 201 EN B ET
b) &tt4. 77 b, BIOUSID -ZinubD 74—/ KiZ, SID L~ (SID 27 F R
R) DHERE T +— 2NN GE. BENICAL SNET, ZNUANDEE, ZOER
XTFENCTANTDHHLERH D £
) HMIOMIGKEE - ZofF®R (Fay XX T A=ma—hb) ZBNTI01%, £ETY,
ZhiE, ABB OEMENS ORISHTHEN LM 2 RLTWEY, 2047 3 103,
ZORED [Contact ABB] EEDE 2.2.13.3.5 THANICHRESN TV ALEAICOLIFIRE
Fa)
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3. U7 A NDOEEM -
a) 7R - BEOE TR
b)
)

FEMZRFA - B Z T 5 72012 ABB OFEMFICEIE S 5~ TOREM & 1RAL 5 50T
7 7 AN - GHTESLONL ODD T 7 A VS TEDEEO 7 4 — N R, FFrl &

FIERITIR DO LB Y TF, IPG. BMP, PNG BL W ZIP, &K 10 [HOWRM 7 7 A /L %800
T&E, T _XTOREHTA XTI 2MB 22 52 LiXTEEHA,

Contact ABB

In order to request contact, please provide some details about you, your product and description of your

request.

Our representative will follow up with you shortly.

If your case is urgent, please call ABB hotline.

Personal information

First name*

Last name*

‘ First name

‘ ‘ Last name

Email*

Phone number*

‘ Email

‘ ‘ Phone number

Product and company information

Product family

Product version

‘ Product family

‘ ‘ Product version

Company name*

‘ Western Chemicals Inc. Global HQ

Plant*

siD*

‘ Absorber, 8300xA, USA

‘ ‘ SID754893

Desired reaction time

B ‘

Request details

Short description®*

‘ Short description

Detailed description*

Detailed description

Attachment (jpg, bmp, png, zip)

Max size 2 MB

Max 10 attachments can be added

B

Drop files here

+ Add File

140: ABB 7 4 — AZBWADEL &N

Discard changes | Send request
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2.2.13.2.1.

ZOT7H =0 [BROKEF] RN 28 RT 5 &, REBESNHFERESOLET A — VOB FATICHR
EEh7z ABB ZEHICE[F SN ET,

OB A—NDOZIEEE BORKSEFRI O kL, &1 A—/VSMTP ——Dt v 7
v P HEICET AR, o= T L0 [HEKSEO ABB ¥ 7| O 2.2.13.3.5 |20
ESHTWET,

T—Fey MEREIVav
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X 141: ZHB L OHESR OV 7O [F—Fty NEH] 7 g v

[F—& ¥y NEFL B7 Va2 20X 7 THEERENTHWET:

- KPI

[j RERTF—FEE L2, FLERShET—4 1y NI, ZhaERL

Fra—YP—FiF A AZ A (MCS-OP 22 F) Icuy 7 &hEd, 5—% kv
NOET (HHTOETARY) OF—2ty NAOT—Z DL (KPS EDLET 7
E) BT, TSty MEBIEMSKLER DY T, T2ty MO
WZhd oy r) TA4arvwEr )y 7 LT, 7—HXty Mgl &fkEET,

DB varDAAL LK vy aR— RiZit, BEICIESNEZTXTOT—Z 1y b EZDOFEM
NERENFET:

- T4ty
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- T—XEy NEERLEZ—V—
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HNWFxyrv—21%, EONTTYPRESNTZNERLET,

+ Add data set
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RpD 2T Y 2 ROoRMRBEEIIS U TRk SN E T,

MCS-DC # /i L TUIEE SN =5 —Z 1%, TOnPremise] 2L » THERENTZT—F & MZRY
F343, CSWP HAE CINEE S 7=5 —Z 1% [SystemUtilities] (2L » CIEREN =T —FZ &~ b

W72 £9,

TrvarveiAdTvavii, T4y FORNFICL > CRRDIEENDH £

ER

5 : TSystemUtilities| 7 —# & v N TIELAR— MIFIATEERA,

VAR—= T A arz@R$ 5L, BBRULET =2y MCBEET L, 3 IR ShzTxTo L

R— P EFRTDHIENTEET,

X
Created reports
REPORT
CATEGORY RESULTS LANGUAGE STATUS ACTIONS
TYPE
System _
Security y All results Published o
Status
System _
Performance Y All results Published o
Status
System _
Software ¥ All results Published o
Status
Software Fingerprint All results English Published B o
Security Fingerprint All results English Published B o
Performance Fingerprint All results English Published @ o
tems per page: | 10 1-6ofée
Close Create new report

X 143: fERk &=L — kY 2 b

(Trvarv) 7 vaid, T4y FOFRLREICLER TN TORBELRILET, Z

B DHEREIZ W TIE, BLIFOETH LS

ACTIONS T

E View reports  Export KPI results v

# Editname

| E Add System Data File |
Y Modify list of KPIs

¥ Export data set

T Delete

AL ET,

X 144: 5 —Z ¥y NEHRND (T3] B g

BT, BRLET =4y bR/ 2722 LT, VAT AT =Xy MIERERLTW
DFERMESNTNBED VAT AT —Z 7 7 A NVEHEET L ENTEET,



DATA SET NAME CREATE DATE 4 CREATED BY peRe sw sec PROJECT TYPE actions ¥

© Unlons 20z or0a s JpE— ® ° ° i B Viewreperts  Export kPt resuts =
Performance (2 Software (2 Security 12
102 190
o s s
s 164
& z 1
1 2 1
5 o be done 1 s
12 2
Included System Data Files.
NAME RECORDED DATE RECORDED BY DATA COLLECTOR pERF sw sec AcTions
1D7540:
SIDTS493 8.01.2023 06:55:31 MCS-DC (2.9) v v v & n Data Fil

X 145: LR S n=7r—F > b

KPI iERDT 7 ZAR— b
[KPIfE DT AR—F ] REVEFH L, T— X227 AR—rTBH720DI2, hT7aVD1D
FIT TR TOKPI ZFIR L ET,

EATE sw ¢ E ACTH v
> 2 ° ° ) ¥ i i
N
. TS prs
® . . .
s ars

146: KPl OfERZ =7 AAKR— T3

F—F &y FOEM
[F—Hty ] OU4Vzy bOFEMIIHD [T—Fty V2B RZ %270 v/ LE
T, Ry T T o7 T4V RUREREN, FrLWTF—Fty E1ERT 20, BEOT—FE > b
EAUKR— T ENEFRTEET,

Add data set

Create a new data set if you want to upload a System Data File from your system scan. If
you have previously exported a data set from e.g. ancther MCS installation and want to
synchronize it with this MCS instance, please select import existing.

I ° Create new data set

Import existing

Name of data set *

Upload 2022-12-08 15:48

Add System Data File (optional)

=

Drop files here

+ Add File

Select project type

Autormated and manual KPIs (System Assessment) v

Close m

U7 H LT —F Y FEERLET

LT —HtEy hEERT D E X, %475 System Assessment license 73 & 5 355 124 %
T, uv=x=7 k& A 7(Automated KPIls / Automated and manual KPIs) # &R T £9°, £
DS OLAIL, HEIKPI OARNFIHFRETY, LT RfF) AF %27V LES, O
%, FILMERESINTT =Xy bR [F—FEy b OV 4V xy MIERINET,



PIRC= 7 AR—= M LT =% %A U R— 92120, [T—=4%%y b gV xy bOS EIEIC
D [T—Fy haefrR—hF REAVEBIRLTLEIY, UTORY T T v 70 00 RUR
FRENET:

Add data set

Create a new data set if you want to upload a System Data File from your system scan. If
you have previously exported a data set from e.g. another MCS installation and want to
synchronize it with this MCS instance, please select import existing.

Create new data set

o Import existing

Select a data set file to be imported:

B

Drop files here
+ Add File

Password *

Close Save
4 148: 77 —# > b DA R — |
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KPlI U R FDOETE
BEODT =4ty hOSHRERICEHEEDE Y v a VERIZKPI RFERENLRWE DT D121,
FOKPIYRNEEFELET, 5—F Yy FOKPI U X M, VAT LEREBEEDT AR
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KPIl VA NEEETHIZIZ, [Torvav] 7y avnd 7402 —TAarZERLUET, b
TNRE R LT, s O KPI £721% KPI 7V — 7 28R /BN TE £,

F—F% v FOHIER
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HIBRZMERT 2Ry T v 70 v RunFRENET,
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Included System Data Files,

SID75293 |
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X 150: =7 AR— " Y — L&A LT —F% &y b=/ AKR— |

ABB DY A N—t X2 VT 4 HA RTAICEDL, 27 AR—FSNBET — 21T AT—
R CHRESNLTORFIUIRY EA, 20D, BHLWRY T T v 7 U g v RURKRI I,
T AR= T BT =Xy NONRAT—RERETILENDHY £,

Export data set

Password *

Confirm password *

Close

X 151: =7 AR— r ENTT—F Yy hORRT— REIREET S

T—HEy bOTI AR—FI, ZOKRYTFT v 774 FUT [Export 7—F &y b RHZ
BIBIRT L2 L CTRRBENET, 7—% Lty b7 AR — KL, ve—H LD N— K KT A 7T
FENET,

R

(AR RY—] ZTNE, AR P —LR—=FOFH, FT—F DA R— NBREOMGR, A
VRN —=F—=H DI )= TR LET,

(X R —=VR—= ] Uy Y=y bTE BRI SN o~ P =R =D U X b
ARDZEMTEET, HLOA LR b =T TH A 7 M LKR— b EERT DI, THL
WL AR— F&2ERR) RZ 2R LET,

a|ls & a a8«

[152: f >Ry R —LF— DT 4 P x o h



2.2.13.3.

2.2.13.3.1.

[(F—=5 A R—=FEEE) V4= MIUT, T—Favr 42— 7y 7u—FH, BIOHERN
T2 %7 v u— FLEPOFERPFRINET, 2OV 4V =y FRbHLWT =%ty M
ER L=, BANC= 7 ZAR—= M LTeTF =8y FEAUR— T 528 TEET,

IMPORT HISTORY + Add data set

T

X 153: 5 — & A R — b ERE

FTRTDOA RN —=F =2 %27 VT THIE, ZOFTOLE LR %27 ) v LE
—aﬁo

W Clear inventory data

X 154: BHE/2 A 2 b Y —F— 4

m MCSon-premise 7 7 r—3a v D7 VT A XUV FT—=F %, THALA L ER
c VEHE) Fiod TEEEEEHRY) o— WV —u— a2 ffoa—¥—Trnrsof
LEBERICOARFERINET,

e v vayv

MCS-OP 7 XU 7 — a VOREE 7 v a id, MCS-OP 771 r— g v OfEERE 2 &R
LS OGNS T AT-DIEHENET, 20kv v avid. BARAMELIRIET 253 5 >0
2T TR SN TWET, 2 bOBEREICHOWTIE, UTFOZECHELISHLET,

2

((

o

B4 155: HHIB L OO ) 7D RE] 7 a v

[j ARG L MERBEIR D TR £ v a s E. TS L ST TEEE | OfrE
EHon—P—Tr s L LTV AEAIC ORI RS NET,

(7 7V r—vaNF7

T—H/MCS-OP 7 7 r—2 g VA VA= ILENTWEY 7 b= T Ry r—V 0O
I, BRE®RZvaro (7 r—vay) 7 TThbET,

(7Y r—92] #7120, MCS-OP 28 A h—/LENTW5S ) — ROLRINTH I T
WET, Fz, EICARIEHFEDO A=V a v &, BEA VA=A ENTWDEY 7 v xT
Ny r—OMBEZEM L E4, GANCIE, AT LY 7 =T L & bIEE SN 580
MCS-OP et v bR r—V %A VA =T D RREMENRH D T2, VAT LEHRSCY A b
Ea—fiEty "Rl 2ICEEA VA b= ENTWVERA,



2.2.13.3.2.

Apphcation Crodental Management  Synchronization  Agent Management

DESKTOP 824683C INSTALLATION PACKAGE

APPLICATION VERSION AcTIONS o

@ ¢ ¢ 9| @ F F ¢ @ FFF PP

X 156: [T 7V r—yav]Z 7 -RERZ v a v

ST, TV =y a VEAOHEICBEIT S WREMES H D T,

Applications Configuration User Management Notifications Contact ABE  System Utilities  Application Cres

DESKTOP-824GB1C

APPLICATION VERSION ACTIONS
ABB.AdvancedsServices. McsPlatform.AgentHandler + 6.6.8718.13530-1
ABB.AdvancedServices.McsPlatform.AlarmAndEvent + 6.6.8718.10328-1
ABB.Advancedservices.McsPlatform.Assetinventory + 6.6.8719.26747-1
ABB.AdvancedServices.McsPlatform.Authorization + 6.6.8718.10365-1 "Q Go to configuration
ABB.AdvancedServices.McsPlatform.Connect + 6.6.8720.13299-1 ¢‘¢ Go to configuration

157: 7 7 r—3 9 VEBOREERT 7 & A

MCS-OP V7 b U =7 N\ r—IIEMICEF S, ¥ Uvra— Kooz Web WO MCS C
LI ET, MCS-OP V7 b =T o r—YEEHTIHENC, A VA =1 EINTWET,
LW A= 3 Uid, Web D MCS 2B X — KL, MCS-OP /N— RF 4 A7 |Zat—1
HVENHY FT,

XEref S L T ZE, 7 w77 L— REIEOFERNZ SV T,

[HRR1% 7

[REIEZ v a rDOIERK]Z 7 Tid, MCS-OP 7J v b 7 4 —ABREE MK L, B OLMIICHES
SEHARERRMELET, P Ea—F—DEg. FSID, #EF—EXT7 A7 b, URL
REDE I MCS-OP 7'F v 7+ — LA THERENAEARREIZMNZ T, Eg.tn A "—EF
2 VT 4 BB OBRE L W o T2l 2 OBSEEN AT 2FHOBRED Y 2 M bk L 7,



s e e © 20
@ o
5 =
CONFIGURATION SETTINGS % Switch to maintenance mede
VARIABLE NAME wawe SETTING TYPE AFFECTED ARPLICATIONS AFFECTED COMPUTERS
2} client all DESKTOP-82¢GEIC
client an DESKTOR 824GRIC
a
chart ,... DEsKTOP-azGEIC
y e Hpcon cllent an DEsKTOP-azcRIC
soiz idontity  DESKTOP824GRIC
5008
soa
soaz
u C:Y\Program Datal \ASEY \ Mcs Platform\\ ABE.A.
5004
L] 000
o soor

Xl 158: 3% & DA 2

WRRELZRET DRMHESLML LT, u A v Lita——i3, BHEOFEH o — L2544
ERHVET, 2=V =%ty F T v T L THEDZ—F—na—/LE%E ) YT HHEDFHEMION
T, 20— HPF—<w=a2 T LDE 221333 2L T F W,

WG E AMET BICIE, [2 27 F v A= FaDU BAIR S v & ]2 7 D47 ERICER
LT, AVvTF U AE—READITL TS,

| B, switch to maintenance mode

159: (AT F U AE—F] A v TF 2B/ LET

FEOREZZET HIE, BIRLEREDAMIHDMET A a2 LTI ZE N, ERLE
BOEDMEIX, AROR Y T T v 7T 4 FUTHIETE ET, [RfF) BF 2 L TRERLE
ERFLET,

Edit configuration setting

You are about to edit Log folder path for all applications.

Keep it mind that changing this setting can impact All applications and will trigger
application restart.

Log folder path for all applications *

C:\\ProgramData’\\ABB\\McsPlatform

Cance Save

4 160: RERER 77 v 7V 4 v FUERELET

FT AN T, AT F U AT— FIE 16 BICEDNCR Y £, AT T AT— RBNER)
IR o TWD EXICERENDINT—IZHD [y a VHROERE] A2 2FHL T, &5I1C
15 0 CIERETHZ EMTEET,



2.2.13.3.3.

MAINTENANCE MODE: My Control System configuration Maintenance session will automatically end in 14m 45s , all changes will be discarded. Extend session time

161: TAVFF L RAE— ROIEE ] AA v F

[=—Y—EH] ¥

[BEIE 7 ¥ 2 Ol —F—FHS 71T, MCS-OP 77 U r—3 a AT 7 E AT 51l
T T B 7 kRS L O 5 I S E T,

A—P—FHNTIE, o—HNa—F—=7 U7 b ziERS LUK T 5 IETT, MCSon-
premise = > o —# —3 FA A VBRIECHEHAIN TV AE. MCSon-premise X, 20 KX
AVHATERINTNWDL—F =TI NOT 78 AEHET 5 EMELZ R — ML THET,

Anm ‘ My Contrel System = Cyber Security Workplace
ABB | D

[0 W : ]

(Y
2 wwoowsusess oy
8

162: (k] 7 v a v p[2—PF —FH| 2 7

A=Y =T H v FEBN/EIRT kS REDZ—P =TV M= —n— Lz T Y
A D TEOFEMIERIC OV TIE, XFEref. [1JZZRLTIZE W,



2.2.13.3.4. [E®1¥ 7

[REIE 7 > a rDOLEMZ 7T, SMTPEFA— LY —NR—LEEEBFA—NLT L 2A%H
ELTHERTLIREEZRELETINOOHRTEELHHL T, MCS-OP 77 r—3 3 »V CHERE
Nz —P—BMmE R IN=ZEHICEHELET,

My Control System - Cyber Security Workplace

nnn
FADPD - Western Chemicals Inc. Global HQ > DemoHQUS01, DEMO-Company-GLOBAL-HQ-US, Midland, United States - S
@ Applications Configuration User Management Notifications Contact ABB Syst
[ ;

NOTIFICATION SETTINGS B3 Test configuration

Sender email address*

Qo
E no-reply@abb.com @

Notification provider

SMTP Server v

SMTP hostname*

inet10.abb.com

Port*

25
D Use secure connection

D Require authentication

il

(]

o

163: [EA] 7 7 - WHREY 4 V= > b

MCS-OP 77V r—y a U THEfAT 5 SMTP BT A — NV —N"—%t v N7 v 7925 HEOFM
IZOWTIE, XCEref. [1] BB LTL &V,



2.2.13.3.5. ABB ¥ 72 EHMK L ET

[RE]EZ ¥ a v OEEILIABB]Y 7L, —MIEMAZ FANCRET HDIEHINET, —iE
i, ABBEZ L a D73 —2bDF 73V MERE LTHERESNET,
INODOHFEFICRESNEHFRED 121X, EXIEABB ~VT T A FKETT, ZhUT1ETZT
T2 MR H Y, FDH, T _XTOE L A —NVBEEICERSNET,

ABB My Control System — Cyber Security Workplace
= Western Chemicals Inc. Global HQ » DemoHQUS01, DEMO-Company-GLOBAL-HQ-US, Midland, United Stat

@ Applications Configuration User Management Motifications Contact ABB
(e

COMTACT ABE SETTINGS

General

ABB Helpline Number

Ml &

12 1234567 45 x

Email settings

Subject*®

Hew Subject ®

Sender

test@abb.com

Sender can be set under Settings »
MNotifications

Recejver®

testrecelver@abb.com x

Additional Receiver

Additional recipient of the Call ABB Mai
Additional hidden Recelver
Additional hidden recipient of the Call ABB Mail
Desired reaction time
Reaction time values
Possible selections for the requested reaction time

After filling in the field, press Enter to add a new item.

ih X 4h X 12zh X

164: ABB # 70K L £ 9-ABB iRE 7 4+ — LMIEME L ET



2.2.13.3.6.

2.2.13.3.7.

2.2.13.3.8.

2.2.13.3.9.

2.2.13.3.10.

2.2.13.3.11.

2.2.13.4.

EniT, a—P—i, BINOBEBFA—L L — =L ABBBEENEFA—/IL T VA FTK
ST HMENRD D BIORKIGKMEZHEE TE £,

[VAT 22— 4 YT 1187

[V AT ba—T 4 VT 41X 7%EHT 5L, MCS on-premise ® CSWP #Et ~ b Th
HEVa—/, =R, J—F, Xy hU—Z LA V=%l TExEd, ZhANEDLHIATD
NDDDFEMIZ OV TIL, Document Ref, [1]Z& L T 72 &V,

T7Y r—a SR Y T

TV —a VREREY T EEATLE, LB R — P —Z BN L T —E R EFELIC
ST ENTEET, TN ED L ST D NOFEMIZ OV TIL, Document Ref, [1]
ERIEL TN,

Rz 7

R & 72 AT 2 & BEDO MCS-OP A VA LV AMOT — X 559 B BN S 5 5= 1%
RTEET, ZNBEDX I IAThNDNOFEMIZ OV TIL, Document Ref, [1]1ZZMRLTL 72
él/\c

TV NEEET

TV MEFEAT T, 2=V MY —EAZBRTEET, TR EDX S IATbILD
MDOFEANZ OV TIL. Document Ref, [1]ZZMR LT 7Z& W,

Ty E2T

Ty NETERERTDIE, T7T AT 4 AT w7 A, KRG ESIBROF OB, 7k v
FDO—YOHRE, v v T B —ZHRTEET, NN ED L DIThND OISO
TI%. Document Ref, [1]ZZMRL T,

KPI 777 A VAT

KPl 707 7 ANZTE2ERTHE, KRl 7R 7 7 A VERRL, T34 Av vy B 7 TEE
T, IR ED X AT A NDFEMIZ OV TIL, Document Ref, [1]1ZZBM L T 7Z &0,

BTi: 31 /A IV
MCS-OP 77U &r— a3 OB L ORI RER Ot 7 & a U id, 558D KPI D AT —HF &

FE = —DEEEZNEELETHMCS-OP 7 I7 v 74 —LBIEOAT—Z AT A A
TV RERBRBLOERT DDA SN ET,

TRV, AT AT VT4 TR T T— L ERITERINTWET 7—2R1H D50 E 9 ER
LET, 742N H—=INEEDEDRZEE. 77T 47T 77— FERIEEBEINTHDET Z
— ADEMEREEZR L TWET,

2O

¥ 165: ZDt 7 v a rid, B3 00X T TSI TWET,
DED, KDOX IR FT,

- TI—LET

- AR ENET

- BHER X7

INHDX T TRESNIHEREICOWTEL, ROETFELIHHALTHET,




2.2.13.4.1.

2.2.13.4.2.

2.2.13.4.3.

TI—hET

WEHE 7Y a DT T—AF 7L, a—P—WEICORND (4] ORETILIA VLT ek
RTDHEDIHERHENET, TNODXATDAL YT U b (oo [TT7—25) EFEEND) LI
IEN5) X, MCS-OP 77U r— a VDRERE L X7 3 —~ V RZEBRE A 5 2 5 /RN H
L2, KRl EE N BHETY,

ZRHE, ARV MR, AvE—UTRAN, A VTV ML EOERE, EEORT
—H R TIT 4 TREEROY A N2 —ZRKRINET, BRINTZTRTOAL XY MME, A
MEFIZ L > TFRBIEFTY — hSNETH, FEDHIT V%7V w7 LT, AvE—Y, EKX
B, XA, FE3T7 7T 4 TR Lo T TFRBRERIIRIETCY — M52 EmTEET

0Dooool:

X 166: [T 7 —A]¥ 7 -t v a v

FRINTT T —AFFEFICEETHDHD, 2—F—FTXTOT 7 — L7 4 OIEHAIZ ACK
AL FHRBNT B2 LT, H/MEERR DN L R EBIICHRT A LERH Y 9,
HAEINT, TI—2DEEBICHD FRENTWVEILDETNTHET D] RY 2RSS
Lk, VAMDPLBEICRZDZTRNTOT 7—2% —EFIHERTEET,

AT =B ANAT—2 A [Active==no| IZEHEINBRWRY | £FIZAT—% X [Active == yes|
DHDHERDOINLTNAET F—AIX, ZOYVRANMNIEEFEVET, BOONTT FT—LDAT—X
AMMAT—H A TActive==no| IZERIND LTI, BEBEZTHT 7—LIZDOT7T7—41)Y
A RNPBIERET,

TANE—F RRENTT AT L0 ALTZDIFHTE £,

ARV NET

BT a DAY N2 T, TR OF A T eEha— =B ORNEH 5D D XA
TOTRCOELEAS VTV b eFort b0l ENET, 206D YT U b (boo A
Ny EEEND) iF. AR R A=V TR, AT U NEA T, FMDEK
ErEGEDLY A M 2—IZFREINET, TRTORRINDEA X ME, A X2 MEFJIZE - TTF
FBEERCY — hENETH, HEDHT~NEI ) v 7 LT, Avke—Y, BRE, #4147, £z
W7 7T 4 TRERICE > T TRERIZRIETY — 52N TEETd, 74NV Z—%2EHATS

ZEHTEET,
alarms Iotifications management

X 167: A X2 NE T @k s v a v

EEsT

Wt 7 va L OBESTIX, A 7 2RKRT L EOERSET, RoOFHRIT, FEER
ICAHTE £

- AvE—V-IATLBIMEROMAEDETHLIR A v —Y



AT - AR TNDHEAT
- HTFAY AR NEATDOHT Y

- V=R - ARV DA == — (T varE NI A= Llra—W—F13 7 ) r—
a7 IA4T M)

GUID - & o 7O —E ORI+
AR IRl - AR NORAEDE A DLAHT T

- AR IS T AR I PREEESNTZ L EDHIA DAL T (AR NDEA DA
BT EFR R GERHY E9)

St -7 7 v a Y NFAT SIS
e ] e

AUDITLOGS W Cloar auditlogs & F

Administrator

CsmBackend. DESKTOR-52

csmeomm:

FMCS-FWZ0...

CsmBackend.DESKTOP-B24GEIC.2024. . 14.01.2025 15:40:36

CsmCommander DESKTOP-824GEIC.2... 14.01.2025 15:40:32

ace.DESKTOP-EZ4GRIC.202... 14.01.2025 15:40:20

aco. DESKTOP-EZ4GRIC.202... 14.01.2025 15:40:20

X 168: st ¥ 7 -k 7 v a v

FREDT AT La&7 Y v 7 LT, BMOFEMEZHE L ET (GUID, A2 hATLEkShiz s &,
AN DS

Audit log details

Application McsForwarder.MCS-FW.20250114143506 password generated.

Type Application password generated

Category Configuration changes

Source Administrator

GUID 01946542-8102-78f3-90bb-c46c9eeadetb

Event occurred 14.01.2025 15:40:44

Event logged 14.01.2025 15:40:44

Location DESKTOP-824GBIC|DESKTOP-824GBIC\mcs|C:\Program Files

(x86)\ABB\ABB.AdvancedServices.McsPlatform.ldentityManager\ABB.AdvancedServices

3

Close

Xl 169: 4T 11 7 DL

T arNEITESNTEEEILT T = RBIUA RNy M= EABEE LR WEA, n ZIXFOT
I a ICBEEDOHDH AL R—R L FDF—EZR—RREFEENET, TI—L AR OT S
Vor—valBNREoaTh, a7 BNEINEEEINET, ZOD, A X MBRAELREL & A4
Ny NN EEREN L NERDIEANH D £9,

4Ty b EMIZHD [.CSVICmT AR—b ] REUVEFEHALT, T _XTOER /%
CSV 77 AN AR—bTHZENRTEET,

4 Exportto.csv

170: csv (2= 7 AR — |k



180 HU EDO L a— RiZ, T—F =205 HHMICHIBREINE T, S6i1l, BAe s v Py
roF EMBICH DR E U EFERALTC, BEEn 2 FB TV TTHIENTEET,

D Clear audit logs

v 72707 LET

EAn 70 (HBELIFEHT) 2V 7shd e, EEu Rl ni] 2470 L=
— FMERESNET, 2oL Ru 73RS A,

Ml n 77— N—ZAN2GB IZETH L, TI—2PNERINET, B, 22— —|Z@md
BIEDIIAF—=nNERENET, XF—DOTFRA M, 22—V —DT7 7 B AHEIEELET,

o Audit log database has reached defined limit. Please inform your system administrator about this.

X 172: &0 77— F _R—=RA 3 Iy PP ZHFELE L - @O —Y —mif

0 Audit log database has reached defined limit. Please take required action.
B 173: Bidim /7 — 2 _X—= 23V Iy bANF—ICHE L E LT - B EE T

ERFRERT 4 A7 A=A, BERINZT —FX—ZAF A X (2GB) NHT —FN—R (2L -
TR O AR—=Z2DEL Y HIEWEGA, BT 7 —andmanEd, S5, ZoFE#RE
GONT—RNEREIN, 22—V —lTBHNEINET, XNFT—DTF R NI, 2—F—DT7 7 v AMEIC
BELET,

o Not enough space for Audit Logs database. Please inform your system administrator about this.
174: A~2— ZNF— N A4 - W D o —F—[h) T
@) nNot enough space for Audit Logs database. Please free up required space.
175: A ~— A NF— R4y - BES A B 1A

[j By ) X701, ROTHA IR EEHOWTNERo TN s a—HF—lin

TA L TNDIDIOARFRINET, FEE, BAGHE., TI3EBEASH

F, BEa 727 )T 5 HRERIT, BEEEHEOREIZ o2 —Y—lcDHFK
IRENFET,

A0 7, ROT 7 a ok LTERENET,
- a—¥—FEFIe S/ T MLELE

- a—F—Fr s CRIRLELE

- TV r—a RIS BRI

. T —TarNBMENELE
o TFU— g UDHIBRENE L
o HLWARRU— RN ERRENELE

- TI9—L%BDDH
- Y=t A =7 U DIERR
- B ENTREORSR



2.2.13.4.4. (BEH1¥ 7

EAA— VBT, BAEZ > g COBMERY 72 LT SREYS, ZI0b, BEO@E
EH LV —F— M E - IRET D 2 LN TEET,

Alarms Eventsl Notifications management |

KPI NOTIFICATIONS @
NAME RESULT ACTIONS
ecurity not Change in result £ o
security hardening changes specific resul It A |
test Any result P | |

+ New Notification

X 176: (BAEH]Z 7 - KPl @t 7 v 9 v

DR Lvadsn ) A2 aB@R LT, LT OFIRICHE > TH LWIBMZRE L T Z S0,

1. BHOLEDIZAAEZEEEANTLET, HHEOZEZEOLEE, EFA—VT FLAZar~
THBETAOMENL D 9,

2. TNTOKPI LT IHFED KPI ODAPFENDNE S DEBRLES (B 1 9 XTONRT 4 —
~ A KPI)

3. TANTORMER, MROEE (REOHHT LK) . ETITHEDKRORLEZ GO LLERDH LY
& =T —DH)

4. IRFIRZH T ) v LET

New Notification

Mame * Recipients *

(] reguired

KPI selection Result selection

© alkpis © Anyresult
Specific KPIs Change in result

Specific result

Cancel Save

77 8 LB 2Rk L EJ

X2 VT4 T T — b, AT THRE FREAN0 I T v T Y NS KPI OB E R
BT DIk, BIRLZESID ODVAT A—FT 4 VT 4 T —REWMATZ VAT AT — 4 77 AV
NI HDHERHYET, IHIL, VAT LAZ—T 4 VT 4BV 2 VERFNNCTHHLERSHD F
T, AT 2 — VBT D KPLORN T 4 Py MU A SR TWHET,



New Notification

Name* Recipients*
|
r
KPI selection Result selection
All KPIs o Any result
° Specific KPIs Change in result
»  performance = Specific result

> Software =

> Security =

~  System Utilities - Backup And Restore (—
¥ Client KPI =

Quest NetVault job
schedule, System Utilities

Quest NetVault job status,
System Utilities

> Service Provider KPI =
¥ System Utilities - Malware Protection [—

> System Utilities - Security Updates =

Cancel

X 178: > AT hzx—7 ¢ U7 ¢ KPl OiEFNIDFERK

Wb a7 o TEHEO@MERFFCEHRA T E9, V—lEHIN-SE LT, 1250
— R IR EINE T A — TN RAENET,

VAT LERA—NZEE T 4 Ve NEERT S L, BEHEOREZ RO —F -0, VAT A
EAUREEE v M Ko TAKR SN BMOZEE MK EITRETEET, 2OV Vv K

L. VAT LER T A APFARRETHY, CSM T U r— 3 VA VA R =L E T
BB ORFRENET,

SYSTEM MONITORING RECIPIENTS @
NAME EMAIL ADDRESS NOTIFICATIONS TYPES ACTIONS
test test@test com AD-HOC, DALY £ o

+ MNew Recipient

K 179: A — NV DOZEEEERTH AT A

(LW A—VZIEF] RY U ERIRLT, UFOFIEICHE > THLWZEEERELET,
1. ZEHEOLMEBTFA—NAVT KLRAEASLET

2. 1 DL EDiEm S A 7@ L £

3. IRFEIR Y %7V w7 LET,



2.2.13.5.

2.2.13.6.

New recipient

Recipient *

MW User

Email address *

new.user@us.abb.com

Notifications Types *

Ad-Haoc
Daily
Monithly

X 180: 1 LWVZEH Z MR LE T

WD EZ A FRFIHABE T,

- "Ad-Hoc": HiE ot A 45 L Clcdk a1

- MEH": @E 24 BEICEET ST Co@mMm (ERE & IXERER) o

- HA BEOEBHICHFET HTXTOEE (FOENE & ITERAR) O
FElL I H—

FEBICHLEF-EE L7 =T, SEzLETEET, VA IDOREDT AT LAZERT D
b N=UREHRSh, AEMEHSLET,

English ~ ‘. o

B
¥ 181: St L7 ¥ —

a—F—k g

EHREIR & EI O 2 — Y —F 7 g UiZiE, MCS-OP 7Y r—vaviza /A4 LTW5D
BHEO2—V—ICET A ERN TR EINET,

2 [0]
X 182: EHB L OO Y 7O 2a—HW— 7 g

£l NAUV—FREERLEY, BEOa—Y—2n 77 v b5 REZREE L ET,



2.3.

2.3.1.

LAR— b

My Control System TiZ, FHLAR—F2# LU T, TXTOGHRERE T F A MEFREER L,
Ayra—RTLENRTEET,

UTFDOVR—=KZAT0F T
- B (KPI ORI R RIS HOW T O B2 2 1244 25)
- HIEUUE SNT2BT A 2Ol % O KPIFERIZE T 5 — kB2 B2 2 1246 2)

- P (UE ST A 2D A O KPIAERIZET 2 5EMEHR & . AT RICEE9 2R 7
T XA MEHREREMT D)

- FEEMESNIET A ZDOfH % O KPIAERIZE T 2 36MIEH, AT RIS 2327 %
2 MEFE, BLOSIER SN T X TOT =R A & b 2Ed etz gid 2)

- RNyFw—7 HLW THIEL A=~ A FICEHET AL — LR — 2 A )
— FERL GILW TEEMILAR— R 24 IR AL —LR— s Z A )
- TEAAUEF HLW IZE2LER—FN XA TIZERTDIVT—VR— & A )

[j LAR— N2 A 7 3, 528, BLOER L, BBV AT LT A £ A TD
HRNHARETY, Li— N& A TR, BB AT L30T A £ ATOH
FIFTRE T,

[j LR MEEEIZ VAT A2 —F 4 VT 4 F—Fty hCIHEATE E8 A,

VIR— ;DT 7R

LAR— b, 3 00RLDIGFTTIER/T 7 BATHZ LR TEET:
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2.3.2.

Created reports

REPORT

CATEGORY RESULTS LANGUAGE STATUS ACTIONS
TYPE
System =
Software ¥ All results - Published o
Status

Systermn

Performance All results - Published o
Status
System _
Security Y Allresults - Published o
Status
Software Fingerprint All results English Published B o
Performance Fingerprint All results English Published @ o
Security Fingerprint All results English Published @ o
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Create report for data set: Upload 2021-12-15 MCS Data Collector 2.3

Category

Please select the Category

‘ Performance

Report Type

Please select the Report Type

Filter

Please select the Filter

Options

Language
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3.1

3.2.

BINIE
BEXCE Y 2 b

XEOHE, 24 v EES
1 My Control System (on-premise) - Installation and Configuration
Manual

My Control System - Data Collector - User manual
My Control System - Forwarder - User Manual

My Control System (on-premise) - Hardening Guide
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https://search.abb.com/library/Download.aspx?DocumentID=2PAA121208&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=2PAA120980-200&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=7PAA001522&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=7PAA002031&LanguageCode=en&DocumentPartId=&Action=Launch
https://www.abb.com/cybersecurity
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