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General

General

The combination of KNX with security technology offers a wide range of benefits to the user.

Clear operation

The operating and display options of the KNX help the user to keep an eye on everything. In this way, the
building informs the user in plain text of the current state of the building and security functions, if necessary
by telephone.

Make savings
New options create economic benefits: Detectors can be used multiple times.

Thus, for example, magnet reed contacts to monitor open windows can make considerable energy savings.
When the window is opened, the control valves of the heating can be activated or the air-conditioning
system switched off.

When the system is set, the same detectors secure the building against a break-in.

Comfort functions

The integration of the Security Panel into the intelligent building control allows the implementation of
various comfort functions.

When the building is left, setting the system can trigger central functions:

9 The absence function is started.

1 Lighting and unused circuits are switched off.

1  The heating and air-conditioning systems are set to Standby operation.

In addition, when the building is entered, the following central functions can be triggered by the unsetting:
1 The inhabitants are received with a pleasant lighting atmosphere.

1  The building is set back to Comfort operation.

Safety functions

If there is an alarm, functions are triggered, in addition to the alarming by the KNX system. For example, if
there is an intrusion alarm, the lighting is switched on centrally or, if there is water damage, the main water
valve is closed.

4 2CDC513051D0202 | KNX Security Panel GM/A 8.1
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General

11

111

Using the product manual

This manual provides detailed technical information concerning the function, installation and
commissioning of the KNX Security Panel.

This manual is divided into the following chapters:

Chapter 1 General

Chapter 2 Device technology
Chapter 3 Commissioning
Chapter A Appendix

Notes

Notes and safety instructions are represented as follows in this manual:

Note

Tips for usage and operation

Examples

Application examples, installation examples, programming examples

Important

These safety instructions are used as soon as there is danger of a malfunction without risk of damage
or injury.

Attention

These safety instructions are used as soon as there is danger of a malfunction without risk of damage
or injury.

VAN Danger

These safety instructions are used if there is a danger to life and limb with inappropriate use.

These safety instructions are used if there is an extreme danger to life through inappropriate use.

KNX Security Panel GM/A 8.1 | 2CDC513051D0202 5
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1.2 Standards

Standards and directives for intelligent building control

Eig

Origin
Many company-related solutions and
regionally different standardization

attempts
w LONMARK"®
. <amangRe MLCN
Past

In 2003, an open European standard was

i, p) introduced on the basis of the KNX
v ‘{ specification: EN 50 090
QR L
"\:!
k 4 8

Today

Global open standard for intelligent house
and building systems, based on the KNX
specification since 2006: IEC 14 543-3-x

6 2CDC513051D0202 | KNX Security Panel GM/A 8.1
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General

Standards and directives for alarm technology

Origin
Many European countries have a national
directive or standard

Past

A European standard was introduced at
the beginning of 2010: EN 50 131

Today

Global standardization activities by 1ISO
with the introduction of an international
standard from June 2010: IEC 62 642
(based on EN 50 131)

Important

When planning, installing, commissioning and maintaining the KNX Security Panel and its system

components, comply with the applicable standards and directives.

KNX Security Panel GM/A 8.1 | 2CDC513051D0202 7
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General

1.3 Terms

The basic structure of the KNX Security Panel (GM/A) is as follows:

Power supply
(mains/accumulator)
Locking detector —>
Internal alarmin

Door and window contacts —> —> (intrernal sire;)g

Motion detector —>
> External alarming

(siren, strobe)
Tamper contact —>
GM/A
Technical detector —> Remote alarming
—> (e-mail, SMS center,
voicemail/security service)

Hold up detector —>

Setting Status messages
—> —

(external) (set/unset, fault)

Setting >

(internal)
A l
Operation Display

Security Panel

A Security Panel evaluates the signals coming from the security detectors (intrusion detector, technical
detectors, etc.) and instigates the appropriate measures (alarming). In addition, the status of the entire
security system is displayed on the panel.

Security system
The security system is defined as the Panel plus connected system components.

8 2CDC513051D0202 | KNX Security Panel GM/A 8.1
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General

Emergency current bridging time

The emergency current bridging time in which the security system is supplied by rechargeable batteries
when the power supply fails. The battery capacity must be such that, in the event of a power supply failure,
the entire system remains fully operational, even for multiple hours. Comply with the following guide values
according to the appropriate standard and directives.

12 hours: VdS Home, VdS Class A, DIN 0833-2 Level 1, EN 50 131-1 Level 1
12 hours: DIN 0833-2 Level 2, EN 50 131-1 Level 2
60 hours: VdS Class B, VdS Class C, DIN 0833-2 Level 3, EN 50 131-1 Level 3

Local alarming
In the case of local alarming, a distinction is made between internal and external alarming.

Internal alarming is activated when the system is set internally, i.e. when people are present in the
monitored building. It is used solely to make people aware of a danger.

External alarming is carried out using acoustic signaling devices (sirens) and visual signaling devices
(strobe light). Depending on the applied standard and national regulations, the signaling objects are
mounted inside or outside the monitored building. External alarming is used to contact the neighborhood or
the general public.

Remote alarming
A further alarming option is still alarming or remote alarming. Here, a transmission device signals an alarm
to an alarm reception point (security service).

For purely private remote alarming, the alarm can be signaled via the integrated modem as an e-mail,
SMS or voicemail.

Area, security area

The area monitored by the Security Panel, the so-called security area, comprises, for example, an entire
building or various building sections.

Each security area must have its own setting, internal alarming and a Keypad.

Dependent areas

It is often wise to make the sequence in which areas are set dependent upon one another. For example,
the area of the panel should always be set first before another area can be set.

KNX Security Panel GM/A 8.1 | 2CDC513051D0202 9
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General

Monitoring area

A monitoring area is the area which can be monitored by a security detector. For example, the monitoring
area of a glass break sensor is the pane of glass upon which it is mounted.

Intrusion detector, zone

An intrusion detector is a system section that detects an attempted intrusion through the observation of
suitable physical variables (e.g. heat radiation, vibrations) and interrupts or shorts a circuit.

Multiple intrusion detectors are combined in such a circuit. These detectors then form a zone.

Each zone possesses its own state display (triggered/not triggered) on the Security Panel. A maximum of
20 intrusion detectors can be combined into a zone (e.g. magnetic contacts).

With conventional motion detectors, we recommend 2-3 detectors, whilst, in the case of glass break and
vibration detectors, there should be a maximum of 10 per zone.

Triggered zone
When a detector responds, we talk of a triggered zone.

Principle of the circuit of a security system
The triggering of a detector in a security system is caused by the interruption or shorting of a circuit.
The security system registers this through measurements and instigates the appropriate measures.

A distinction is made between a primary and a secondary cable.

Secondary cable

A secondary cable is an unmonitored cable, which can be manipulated easily. This consists either of an
idle current cable or a working current cable.

10 2CDC513051D0202 | KNX Security Panel GM/A 8.1
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Idle current cables
The idling contacts are normally closed. A current flows (NC reaction).

Idle contacts

g & r——0— 00—

Idle contacts are, for example, magnetic contacts to monitor whether a window is open or closed.

Working current cables
The working contacts are normally open. No current flows (NO reaction).

Working contacts

A )\ )\

Working contacts are, for example, lock contacts, to monitor whether a door/window is closed or locked.

Primary cable
A primary cable is monitored for interruptions and short-circuits.
Normally, a specific current flows. If the cable is interrupted, no current flows. A message about this is

output. If the cable shorts, there is an increased current flow. A message about this is also output. This
functionality is achieved by connecting an EOL resistor of 2.7 kOhms at the end of the cable.

Idling contacts (NC reaction) and working contacts (NO reaction) can be also be mixed in a circuit. See the
following connection diagram:

Idle contacts

E_OL
GWA & X \ of ;;Ilf(t)ol:-ms

Working contacts

KNX Security Panel GM/A 8.1 | 2CDC513051D0202 11
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Here, the primary cable corresponds to a zone. Various intrusion detectors, e.g. magnetic contact, glass

break or motion detectors, are connected for each zone.

GM/A

Idle contacts

“2,7 kQ

Working contacts

A
[--)
Triggered/alarm
27 KQ === — OK ====-=
Triggered/alarm
(0)o]

>

If the cable is shorted at the input (NO contact closed or shorted due to manipulation), then the potential is

almost 0 V. Triggered/an alarm is output.

If the cable is interrupted on the output side (NC contact opened or interrupted due to manipulation or a
defect), then the potential is almost 12 V. Triggered/an alarm is output.

12 2CDC513051D0202 | KNX Security Panel GM/A 8.1
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General

Primary cable with tamper monitoring

Tamper monitoring is used for cyclical monitoring of the connected detector. In contrast to the purely
primary cable, which only monitors the cable for shorting and interruption, the tamper monitoring checks
the availability of the detector, even when untriggered (detector contact opened). For example, if a
magnetic contact is now missing, then a tamper signal should be generated.

A
(=]
Tamper
GM/A NC contact 540 Triggered/alarm
Tamper
2,7 kQ
*— 2,7 kKQ OK
[ ]
2,7kQ
? Tamper
! . ,

Three states (normal state, triggered/alarm and tamper) can be created through the parallel switching of a
2.7 kOhm resistor with the NC contact.

Setting line

The setting line is used, on the one hand, to set an area of the security system and, on the other, to detect
manipulation (tampering) of the setting unit.

A
oo
Tamper
GM/A Setting unit 3,26 kQ Set
Setting = = = = Tamper =————-
2,7 kQ
o contact 2,7 kQ Unset
®
560 Q
h Tamper
! . ,

Three states (set, unset and tamper) can be created through the parallel switching of a 560 Ohm resistor
with the setting contact. A setting request is first sent. Now all the devices are polled. If all of them are o0.k.,
then setting takes place. If this is not the case, an error message is output. The system is set when the
contact is opened and is not set when the contact is closed. The contact can be in the form of a switch or
pushbutton, as required.

KNX Security Panel GM/A 8.1 | 2CDC513051D0202 13
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External setting

With external setting, the external skin and interior monitoring of the building or area are activated. This
type of setting is used when all the people in the building or area are absent. Normally, external setting is
performed outside the building or area. The external setting is started via a setting device, e.g. SafeKey.
The successful as well as the non successful setting is indicated optically and/or acoustically by the setting
device.

Delayed external setting

With delayed setting, external setting is performed within the building or area via the keypad. A delay time
defines the period of time, in which people have to leave the building or the area after a setting request.
The successful setting is indicated optically and acoustically by the keypad. If people have not left the
building or area within this time, then no setting will normally occur, as the interior and/or outer skin
detectors register that there is still someone there. In order to unset the area again, the interior and/or
outer skin detectors in the area of the delayed setting must have an alarm delay, during which the area
must be unset again via the keypad. If no unsetting takes place during the alarm delay, then an intrusion
alarm is output. The successful as well as the non successful setting is indicated optically and acoustically
by the keypad.

Internal setting

With internal setting via the keypad, the outer skin monitoring (monitoring of the windows and doors) of the
building or area is activated, i.e. the interior monitoring (motion detector) of the building or area is not
activated. This type of setting is used when there are people present in the building or area, e.g. whilst
they are asleep. The successful as well as the non successful setting is indicated optically and acoustically
by the keypad.

Setting prevention

Setting prevention is an error which can occur during the setting operation and which cancels it. There are
the following reasons why an error can occur during setting:

1 Detectors are still triggered

1 The alarm memory has not been cleared
1 Pending alarms (intrusion, tamper, etc.)
1

Fault (mains failure, battery fault, etc.)

14 2CDC513051D0202 | KNX Security Panel GM/A 8.1
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Inevitability

With a security system, it is extremely important that it always works perfectly. It is a question of the
protection of people and valuable goods. For this reason, malfunctions are extremely problematic.
Incorrect external alarms with strobe lights/sirens are not acceptable. In the worst case, the customer will
no longer use the system and will switch it off.

Malfunctions can have the following causes:
1 Poor quality, unreliable components

1 Incorrect planning

1  Poor installation

1 Incorrect operation

The first three points can be excluded by a suitable, responsible installation engineer through their own
behavior and the selection of the correct products.

It is important to give the customer a system, in which no incorrect function can occur through incorrect
operation.

Here, inevitable setting/unsetting is important:
1  Setting is only possible when all the zones are idling.

1 Access to the building or area is only possible when the system has been unset. This is possible, for
example, with an electromechanical locking element in the access door.

Nonetheless, a malfunction through incorrect operation cannot always be excluded.
Two classic examples:

1. Delayed setting: The user forgets, after entering the building or area, to unset the system within the
delay time and accidentally triggers an intrusion alarm.

2. Internal setting: After internal setting, the user opens a window, triggering an alarm.

These situations can only be prevented through discipline on the part of the user and require the
appropriate instruction of the customer.

KNX Security Panel GM/A 8.1 | 2CDC513051D0202 15
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Alarm memory

If there is an alarm, it is important to be able to determine which detectors or zones have triggered. This
then clearly shows the path of the intruder, for example. The alarm memory causes a triggered zone not to
reset itself automatically if there is an alarm, e.g. by closing a window after a violent opening. Only a reset
of the system will clear the alarm memory.

Reset

During a reset (reset of the system), the inputs of the panel and zone extensions are briefly isolated from
their power source, so that devices with an integrated alarm memory (water detector, passive glass break
sensors) are again ready to function. In addition, the alarm memory and pending alarms and faults are
reset. All the triggered zones and pending faults must have been eliminated in advance. The reset can
only take place when the appropriate area is unset.

Tamper reset

In addition to the general reset, the tamper reset also contains the clearing of a tamper alarm. The
difference between a reset and tamper reset is the product of the world of standards. There, a tamper
reset may only be performed by the person who installed the system.

Opening monitoring, locking monitoring
The monitoring of windows, doors, hatches or other access points for their opened or closed state is
termed opening monitoring.

Locking monitoring monitors the closed or fully locked state of windows, doors or hatches.

Actuation of the locking monitoring does not lead to alarming, but only to setting prevention if necessary.

16 2CDC513051D0202 | KNX Security Panel GM/A 8.1
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Outer skin monitoring, area monitoring
During outer skin monitoring, all the doors, windows, openings and other access points leading to the
outside world are monitored.

Areas (glazed areas, doors, outer walls) can be monitored by so-called area monitoring for penetration
(destruction of the area), access (destruction of the area and subsequent ingress into the security area) or
reach-through (destruction of the area and subsequent reaching through into the security area).

Interior monitoring

Interior monitoring directly evaluates movements within closed rooms. The change to specific physical
variables is evaluated and signaled as an attempted intrusion. Motion detectors are used for the evaluation.

Hold up detector

Hold up detectors are pushbuttons which can be pressed by a person in danger. The actuation of a hold
up detector immediately leads to a remote alarm. A hold up alarm can only lead to a local alarm when the
transmission path of the remote alarm is faulty. Alternatively, a hold up alarm can be actuated when there
is a threat. The actuation of a hold up detector (threat) leads to a local alarm and serves as a deterrent.

Tamper monitoring

An attempt to disable the security system or parts of it or to impair its correct function must always lead to
a tamper signal. The cables and system sections are monitored for this.
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General

1.4

System overview

The system overview shows the schematic system structure of the KNX Security Panel.

[[ Magnetic contacts

Glass break sensors

., Water detector
@ Gas detector \/
Zone B Bus
¢. Smoke alarm modules motion
detector SafeKey
module

2
A

twork

=2

| Ne
)

Security Bus (S-Bus 1)

The system components (zone Modules, bus motion detectors and setting unit) communicate with the
panel via the Security Bus (S-Bus 1). The system components are administered and evaluated via the
Panel. The time-relevant requirements of monitoring and verification of the connections as per

EN 50 131-1 are fulfilled by means of the cyclic request of the devices via the Panel.

The KNX Security Panel can administer the following system components via S-Bus 1:

System component Types Max. number of
Zone modules L240/MG2, L840/MG4, MG/E 4.4.1, MG/A 4.4.1 32

Bus motion detectors IR/XB, IR/XC, EIM/XB, EIM/XC 64

SafeKey modules L240/BS 8

Important

The maximum number of system components is dependent on the current requirement of the connected
system components, cable length and cross-section.
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General

KNX

The Panel can be integrated into the house and building control via KNX. Alarm states, alarms and status
of the zones can be used to trigger functions in the building. In addition, operations are possible via KNX.
KNX zones can be polled cyclically and the KNX monitored for faults, such as bus voltage failure.

Security Bus (S-Bus 3)

The Keypads communicate with the panel via the Security Bus (S-Bus 3). The Keypads are administered,
evaluated and activated via the Panel. The time-relevant requirements of monitoring and verification of the
connections as per EN 50 131-1 are fulfilled by means of the cyclic request of the devices via the Panel.

The KNX Security Panel can administer the following system components via S-Bus 3:

System component Types Max. number of
Keypad BT/A x.1 5
Important

The maximum number of system components is dependent on the current requirement of the connected
system components, cable length and cross-section.

Network (LAN)

The Panel can be integrated in the local network using the network connection, in order to all the operation
and display of the system via the integrated Web Interface. The Panel is parameterized and commissioned
using the Web Interface.

Alarming

Alarming is intended to make people aware of dangers in the building. This can be done via local alarming
(siren, strobe light) or remote alarming.

Power supply

The KNX Security Panel possesses an integrated power supply unit for the system and for charging the
batteries for the emergency power supply. The power supply provides a transformed output voltage in
battery mode, permitting a controlled output voltage of 13.2 V DC + 0.5 V at the energy outputs.

The following power supply unit malfunctions are detected internally by the Panel and are indicated on the
displays of the Panel and entered in the event memory.

f Mains fault
Battery fault

Power supply unit fault/overvoltage

1

1

1 Charging controller fault

1 Undervoltage at the energy outputs
1

Battery exhaustive discharge protection
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Emergency current buffering time
Formula for calculating the emergency current capacity:

N -1 L
WwWww Q'_YFIZ)(:\)_'(’:)_TQO q € €l 1

Ibackup: Calculated available emergency current of the system

Cakku: Battery capacity

Thoackup: Emergency current buffering time

lint: Internal consumption of the Panel in battery operation = 200 mA
Ikorr: Current correction factor = 0.8

Example calculation for Ipackup:

GZp YmadQ
oA

o, 5 -,’E”T‘Q
Owww 0 70

¢ma@md 2T oo
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1.5 Topology

The following topologies may be used:

Security Bus (S-Bus 1)

Star topology

GM/A

Tree topology

GM/A

KNX Security Panel GM/A 8.1 | 2CDC513051D0202 21
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Bus topology
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Security Bus (S-Bus 3)

Bus topology (1 string)

Bus topology (2 strings)

GM/A

- Last bus device on S-Bus 3

Important

A cable termination resistor (120 Ohms) must be inserted on the last bus device of the Security Bus
(S-Bus 3) between the data line A3 and B3 (contained in the scope of delivery of the Panel).
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General

1.6 VdS

If applied according to VdS guideline 2311 "Planung und Einbau" (Planning and Installation), please follow
the instructions:

1

1
1
1
1
1

= =4 =4 -

Operation and visualization of the KNX Security Panel via Web Interface is not allowed.
The VdS certification permits the application in an area.

All system components, including the Panel, are to be used in a security area.

No more than 128 system components in total may be connected.

A transmission device must be connected to the KNX Security Panel.

With an emergency current bridging time of 60 hours, the maximum external nominal current is
320 mA in total.

An unidirectional communication with KNX is possible according to VdS Classes A, B and C.
A bidirectional communication with KNX is possible according to VdS Home.
All system components must be sealed (seal enclosed).

An appropriate strain relief must be ensured for all connection cables.

Chapters A.6, A.9 and A.10 define all parameter settings required for an operation of the system according
to VdS.
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1.7 EN

If applied according to EN, please follow the instructions:

1 Operation and visualization of the KNX Security Panel via Web Interface is not allowed.
The certification permits the application in an area.

All system components, including the Panel, are to be used in a security area.

No more than 128 system components in total may be connected.

A transmission device must be connected to the KNX Security Panel.

Only one hold up detector per zone may be connected.

Es darf nur ein Uberfallmelder pro Meldergruppe angeschlossen werden

= =4 -4 -4 -8 -—a -a

With an emergency current bridging time of 60 hours, the maximum external nominal current is
320 mA in total.

=

An unidirectional communication with KNX is possible according to EN Level 1, 2 and 3.
1  All system components must be sealed (seal enclosed).

1  An appropriate strain relief must be ensured for all connection cables.
Chapters A.7, A.11 and A.12 define all parameter settings required for an operation of the system

according to EN.

If the parameter settings differ from the definition, the EN label has to be removed.
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2 Device technology
2.1 GM/A 8.1 KNX Security Panel
211 Technical data

— The KNX Security Panel is used to
aad manage up to 5 logical areas with up to
344 zones, of which 8 zones are inte-
grated. The number of zones via the
Security Bus S-Bus 1 is dependent on
the current requirement (max. 800 mA)
of the connected system components,
cable length and cross-section. An
additional 128 zones can be integrated
via KNX. The network connection is
used for parameterization, operation
and display via the existing web server.
The Panel possesses 4 outputs for the
‘ : signaling device and 4 outputs for

¢ potential-free switching
(12...24 V DC/IAC).

2CDC 071 003 S0013

GM/A 8.1

Mains supply/power supply unit Mains voltage range
(a separate circuit for the Panel is required)

Mains frequency
Output voltage
Ripple of output voltage

Intrinsic current consumption
Secondary

Power consumption

Total power dissipation

Limit value for undervoltage at the energy outputs.

Limit value for overvoltage at the energy outputs.
Critical power (rechargeable battery) Connection

Battery type

Battery capacity

Transformed output voltage at the energy outputs

Charging end-voltage

Limit value for battery fault/Discharging end-
voltage

Limit value for battery exhaustive discharge
protection

Nominal charging current

Nominal load

Max. time to recharge the batteries to 80%

26 2CDC513051D0202 | KNX Security Panel GM/A 8.1

The integrated modem is used for
private remote alarms using spoken
messages, SMS (SMS center) and
email. In addition, a system interface
(ATS) allows the connection of an
external ABB transmission device of the
comXline series for connection to a
security company. It is possible to
connect 2x18 Ah rechargeable batteries
as critical power for up to 60 hours, in
accordance with VdS, DIN EN and
ISO/IEC.

The device can be used in systems with
increased security requirements
according to VdS Class A, B and C,
DIN VDE 0833 Level 1, 2 and 3 and

EN 50 131 /IEC 62 642 Level 1, 2

and 3.

85¢é265 V AC

50/60 Hz
13.2VDC+05V
< 200 mV

Max. 200 mA

51 W max.

9 W max.

12.2V DC

17.0VvV DC

2

12 V DC sealed lead-acid battery

18 Ah of type SAK17 per battery connection
13.2vDCx05V

136Vat25°C

Temperature controlled charging voltage tracking
takes place using a temperature sensor.

11.5vDC

10.5vDC

1.8 A (lLoad < 0.6 A, no alarm)
1.2 A (lLoad > 0.8 A, no alarm)

0.1 A (alarm)
245W

Max. 24 hours with 1.8 A nominal charging
current
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Input (temperature sensor)

KNX

Inputs (zones)

Outputs (12 V DC)

Outputs (relays)

Outputs (Signaling devices)

Landline/PSTN

Security Bus (S-Bus 1)

Connection

Type

Location of temperature sensor for measuring the
ambient temperature

Bus voltage (KNX)

Current consumption (KNX)
Quantity

No-load voltage

Short circuit current
Permissible cable resistance

Permitted cable length (2 x 2 x 0.8 mm)
Quantity

Output voltage
Output current
Short circuit current
Nominal load
Quantity

Type

Nominal current
Nominal voltage
Quantity

Output voltage
Output current

Short circuit current

Nominal load

Permitted cable length (2 x 2 x 0.8 mm)
Quantity

Type

Quantity

Output voltage

Output current (S-Bus 1)

Short circuit current (S-Bus 1)

Nominal load

Cable type

Permitted cable length (2 x 2 x 0.8 mm)

Current requirement at each cable end:
800 mA

700 mA

600 mA

500 mA

400 mA

300 mA

200 mA

100 mA

50 mA

Voltage drop

1

KTY 10-6 or KTY 81/210 (contained in the
accessories of the Panel)

Near battery

21...31V DC, via KNX
<6 mA

8

13.0v DC

6 mA each

Max. 40 Ohms each
Max. 200 m each

1

13.2VDC+05V
400 mA

750 mA (internal current limitation)
9.9wW

4

Bi-stable relays

Max. 2 A

12624 MCDC
4

13.2VvDC+05V
350 mA each

(Siren 1, siren 2, strobe)
50 mA (internal siren)

375 mA each (internal current limitation)
(siren 1, siren 2, strobe)

55 mA (internal siren) (internal current limitation)
4.95 W each (siren 1, siren 2, strobe)
0.73 W (internal siren)

Max. 100 m @ 375 mA

1

Analog

1

132V DC+05V

800 mA

1,200 mA (internal current limitation)
15.84 W

J-Y(St)Y 2x2x 0.8 mm

EIB-Y(St)Y 2 x 2 x 0.8 mm

Sum of all strings max. 1000 m

50m
60 m
70m
80m
100 m
140 m
200 m
400 m
800 m

Max. 3 V at the end of the cable
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Security Bus (S-Bus 2) (for future Quantity 1
application, does not currently have a
function)
Security Bus (S-Bus 3) Quantity 1
Output voltage 13.2VDC+05V
Output current 300 mA
Short circuit current 325 mA (internal current limitation)
Nominal load 4.29W
EOL resistor 120 Ohms (contained in the accessories)
Cable type J-Y(St)Y 2 x 2 x 0.8 mm
EIB-Y(St)Y 2x 2 x 0.8 mm
Permitted cable length (2 x 2 x 0.8 mm) Max. 125 m @ 325 mA
Number of Keypads of the BT/A series max. 5
Network (LAN) Quantity 1
Type 10/100 BaseT, IEEE 802.3
Connection RJ-45
Permitted cable length Max. 100 m
ATS-Bus Quantity 1
(ABB transmission devices of the comXline
series)
Output voltage 13.2VvDC+05V
Output current 125 mA
Short circuit current 290 mA (internal current limitation)
Nominal load 3.83W
Permitted cable length (2 x 2 x 0.8 mm) Max. 125 m @ 290 mA
Input (Off the wall tamper contact) Quantity 1
Type Microswitch
(optionally available as accessories WA/Z 1.1)
Case tamper Quantity 1
Type Microswitch
SD card reader (for additional language Quantity 1
packs)
Type SD, SDHC (not in scope of delivery)
Storage capacity 32 GB
Internal memory NAND flash 256 Mbyte (10,000 events in ring buffer)
Connection type Type Pluggable screw type terminals
Connecting capacity 0.2é2.5 mm|] rigid/flexi
Multi-wire connecting capacity 02é1 mm] single core

0 . 2 & tnm?2 stranded

Tightening torque Max. 0.6 Nm
Stripping length 8 mm
Temperature range Operation -10ACé+55AC
Transport 25ACé+70AC
Storage 25ACé+55AC
Environmental data Max. humidity 93%, no condensation
Atmospheric pressure Atmosphere up to 2,000 m
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Design Main dimensions (H x W x D)
Housing, color
Case, color

Weight Enclosure and electronics module

Degree of protection IP 30
Protection class |
Isolation category Overvoltage category
Pollution degree

Il

DIN EN 50 130-4

KNX
Vvds 2252
DIN EN 50 131-3, -6 / IEC 62 642-3, -6

Environmental class
Interference immunity

Approvals

Design of the power supply

CE conformity In accordance with the EMC guideline and low

voltage guideline, ROHS

Device type Application program Maximum number of
communication objects
GM/A 8.1 Monitor Report Display/ 1.0a* 551 600

Maximum number of
group addresses

466.5 x 427 x 112.5 mm

Sheet steel, RAL 9016 (traffic white)
Plastic, RAL 9005 (jet black), halogen-free
9 kg

to EN 60 529

to DIN EN 61 140

Il according to DIN EN 60 664-1

2 according to DIN EN 60 664-1

DIN EN 50 130-5

to DIN EN 50 491
Class C: G116017
Level 3

A compliant to EN 50 131-6

Maximum number of
assignments

600

* = Current version number of the application. Please refer to the software information on our website for this purpose.

Note

ETS and the current version of the device application are required for programming.

The current application can be found with the corresponding software information for download on the
Internet at www.abb.com/knx. After import into ETS, it appears in the Catalogs window under
Manufacturers/ABB/Security and Surveillance.

The device does not support the locking function of a KNX device in ETS. If you use a BCU code to
inhibit access to all the project devices, it has no effect on this device. Data can still be read and
programmed.

The device supports the extended group address range in the ETS.

The complete application can be reloaded if required. This operation (update or unloaded application)
can take some time.

Scope of delivery:
Description unit
GM/A8.1

Installation and operating instructions

Short instructions

Resistor 2.7 kOhms

Resistor 1 kOhms

Resistor 560 Ohms

Resistor 120 Ohms

Fine-wire fuse 6.3 A, slow blow

Battery connection cable with temperature sensor

RPlRrR[(MN W O R|[R|R

Battery connection cable

N
o

Cable ties
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21.2

Connection diagram

WtZr

Important

To guarantee the secure operation of the system in case of a mains failure, 2 batteries must be
connected. In addition, the temperature sensor must be connected to ensure the durability of the

batteries.
1 Case tamper 16  Connection of critical power supply (battery 1)
2 Labeling panel for physical address 17  Power supply connection (a separate circuit for
the Panel is required)
3 Programming button 18 I nputs, zone 1¢é8
4 Programming LED (red) 19  Output 12V DC
5 KNX bus connection 20 Output0V DC
6 Reset key 21  Relay outputs 1...4
7  Connection of off the wall tamper contact WA/Z 1.1 22 Output, siren 1
8 ATS bus connection to connect an ABB alarm 23 Output, siren 2
transmission system of the comXline series
9 S-Bus 3 bus connection to connect Keypads of the BT/A 24 Output, strobe
series
10  LAN network connection 25  Output, internal siren
11  S-Bus 2 connection (currently no function) 26 Connection, landline connection/PSTN
12 S-Bus 1 bus connection to connect system components 27  LED Operation (green)
13 Battery Start key 28  LED LANI/LIink (yellow)
14 Connection of temperature sensor (PTC) 29  LED 10/100 Mbps (yellow)
15 Connection of critical power supply (battery 2) 30  SD card reader
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Connection schematic, inputs,zones 1é8

Monitoring modes of zones Monitoring of case and off the wall tamper contacts
Signaling device
Detector contacts Variant 1 Variant 2
+ —tL_-t Alarm contacts Siren 1 and Siren 1 and Siren 2
(NC contacts) strobe strobe
_ max. 10 contacts
+ ¢ | Alarm contacts
K \ \ (NO contacts)
- d l ] max. 10 contacts
+ Alarm contacts with
2 7kQ termination resistor
_ ’ max. 10 contacts
+ 27kQ 2.7kQ Alarm contact with tamper
- 2 - detection
max. 1 contact
+ 27k 5600 Setting contact To the zone of type Tamper group
- L (NC contact) with tamper
detection
max. 1 contact
Important

Max. permitted cable length per zone: 200 m
Max. line resistance per zone: 40 Ohms
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Connection schematic, signaling device

Connection and monitoring of activation line
Signaling device
: 1kQ ! Internal
: ; ( siren
LU H
‘ 4
‘e
Siren 2
P~ E
[ 1kQ 1
i :
Siren 1 and
strobe
Important

Max. permitted cable length for siren 1, siren 2, strobe: 100 m each
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Connection schematic, Security Bus (S-Bus 1)

Connection of system components to Security Bus (S-Bus 1)

5000

i ] I — 'T

"

SafeKey Evaluation Modules Zone modules Bus motion detectors

Important

Max. total permitted cable length: 1000 m
Max. voltage drop at the end of the cable: 3V
No ring topology

Multiple strings possible
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Connection schematic, Security Bus (S-Bus 2)

S-Bus 1 S-Bus 2

Currently no function.
Connection for future applications.
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Connection schematic, Security Bus (S-Bus 3)

e

Connection of keypads to Security Bus (S-Bus 3)

[+]=[A[e]

EI=2
Bl =2

Topology: 1 string

Place cable termination resistors at the end of the cable or last device.

EXL

Bus topology: 2 strings

Place cable termination resistors at the end of the cable or last device.

Important

Max. total permitted cable length: 1000 m
Max. voltage drop at the end of the cable: 3V
Max. 2 strings
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Connection schematic ATS-Bus

1

wall Made in Germany

Tamper Phys. Adr.

Connection of transmission system to ATS-Bus

i

Do not use the 12 V output on the external
power supply of the transmission system

o ABB

Alarm transmission system
Alarm Transmission System (ATS)

comXline 1516 / 1516 (GSM)

Important

Max. permitted cable length: 125 m
Max. voltage drop at the end of the cable: 3V
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2.1.3 Dimension drawing

1125 427

A
A 4

466.5

21.65

]

Dimension drawing, enclosure cover
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398
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450

431.5
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n
v
0
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203
400

Dimension drawing, housing base
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214 Mounting and installation

5 6b 7

System overview

GM/A 8.1 KNX Security Panel

Cable entry point

Off the wall tamper contact WA/Z 1.1 (optionally available)

Entry for enclosure cover

Fixing holes for enclosure base

6a: Rechargeable battery 2, 6b: Rechargeable battery 1 of type SAK17

Lock for enclosure cover

Protective conductor lug

Optional mounting slot for max. 2 system components (e.g. Zone Module MG/E 4.4.1)
Cable entry for surface mounting

© 0 N o g b~ wWwN R

-
o
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Cable entries for surface mounting
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Mounting of enclosure base

3 Off the wall tamper contact WA/Z 1.1 (optionally available)

a. Adjustment of off the wall tamper contact after fixing of the enclosure base

b. Fixing of off the wall tamper contact with hexagonal bolt

5  Fixing holes for enclosure base

@8 mm

@)

5 mm x 90 mm

Note

A hexagonal wrench (M4) is required for the mounting of the off the wall tamper contact (contained in
the scope of delivery of the WA/Z 1.1).
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2.15

2.1.6

Display elements

4 display LEDs are located on the front of the KNX Security Panel:
@ LEDON(27)

Flashes (quickly and slowly) green when the device starts; turns green when the device is ready for
operation

LED LAN/Link (28)
Turns yellow when the network connection is available; flashes during data traffic
LED 10/100 Mbps (29)

Turns yellow at an available network speed of 100 Mbps; off when the network speed is lower than
100 Mbps

@® LED Programming (4)

Turns red when the device is in Programming mode (KNX), after the Programming key was pressed

Operating controls

There are 3 keys for operation on the front of the KNX Security Panel:

) Programming key (3)

For assignment of the physical address, refer to the Programming LED (4)

@ Reset key (6)

To reset to factory settings (see chapter 2.1.7 Special states, p. 42)

) Battery Start key (13)

To apply the connected critical power supply (battery 1 and battery 2) when there is no power supply (17).
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2.1.7

Special states

Starting the GM/A 8.1 KNX Security Panel

When the Panel starts (after the power supply is switched on a reset/restart), the green LED ON (27) will
flash. During the starting operation (length approx. 120 seconds), all the outputs, including buses, are
switched off. After starting, the internal buzzer will beep briefly. Only then are the outputs, including the
buses, connected. The LED ON (27) turns green permanently.

Starting the GM/A 8.1 KNX Security Panel via critical power supply

For commissioning purposes, the Panel can also be started solely using the connected critical power
supply (battery 1 and battery 2). When there is no power supply (17), the connected critical power supply
can be applied by pressing the Battery Start key (13).

Note

This function is only intended for commissioning.

Reset to factory settings

If the device is reset to the factory settings using the Reset key (6) or using the Restore factory settings
button on the Web Interface, then an intermittent beep will signal the resetting operation. The beeping
sound will stop when the operation is complete. The device will then restart. The entire operation takes
about 120 seconds.

Resetting to the factory settings using Reset (6)

When the Panel is isolated from its power source, press the Reset (6) key and connect the voltage.
The case tamper (1) must be opened during the operation. Keep the Reset (6) key pressed until an
intermittent beeping sound signals the resetting operation.
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Resetting to the factory settings via the Web Interface

"
P
L

Main menu » Programming

-

Logged in: Administrator

R 3 ®

System - General Language Date and time Encryption

Communication

Areds §y5te.m s ABB STOTZ-KONTAKT

System components escription

Disable groups System Restore latest backup Date of last backup:

Alarming configuration 2016-05-24 16:28:32

Setting

KNX Import configuration Export configuration
Restore factory settings Export KNX configuration

Restart panel

Application: 000.005.000695 :
Firmware update
Runtime: 1.0.955.52240
Firmware
KNX: ABB $A07D 1.0
$ KNX firmware update
Web interface: 1.0.25
SD card Safely remove SD card
Web interface Automatic logout []
EN standard Functionality according to EN standard

Under Programming >System, press the button Restore factory settings and confirm the dialog.
The Panel restarts and restores the factory settings.

Reset/Tamper reset

If an authorized operator performs a reset/tamper reset, then all the pending alarms and faults are reset. In
addition, the zones are briefly isolated from their power source, in order to reset detectors that save alarms
(e.g. water detectors).
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2.2 BT/A x.1 Keypad

221 Technical data

The BT/A x.1 Keypad is used to
operate and display the GM/A 8.1 KNX
Security Panel. The display is used to
show information about system states.
The multifunction and special keys
mean that all the system functions can
be operated easily. Safety-relevant
functions are protected by a user PIN.

2CDC 073 001 S0013

BT/A x.1

Supply Voltage

Current consumption

Connection Bus connection

EOL resistor

Connection type Type
Connecting capacity
Multi-wire connecting capacity
Tightening torque
Stripping length
Operating and display elements LED Operation (green)
LED Message (yellow)
LED Fault (yellow)
LED Alarm (red)
Multifunction keys
Number keys
Set key
Unset key
Reset key
Menu key
Switch off acoustics key
Temperature range Operation
Transport
Storage
Ambient conditions Max. humidity

Installation Surface mounted device (AP)/Flush mounted
device (UP)

Design Main dimensions (H x W x D)
Housing
Color BT/A1.1
Color BT/A 2.1
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The device can be used in systems with
increased security requirements
according to VdS Class A, B and C,
DIN VDE 0833 Level 1, 2 and 3 and

EN 50 131/ IEC 62 642 Level 1, 2

and 3.

13.2V DC + 0.5 V (via S-Bus 3)
Max. 65 mA

< 30 mA (typical)

S-Bus 3

120 Ohms
(contained in scope of delivery of the panel)

Pluggable screw type terminals

0. 2 é 1. Zigidfilexible

0.2é0.75 mm|] rigid/fle
Max. 0.4 Nm

6 mm

Display of device operation readiness

Display of the triggered detector of the area
Display of a fault in the system/the area

Display of alarm in the system/the area

Recall the stored function in the display

Input of the PIN

Setting of the system/the area

Unsetting of the system/the area

Reset alarms, faults and detectors saving alarms
Recall the Keypad menu

Switch off the acoustic signaling device
-106+55 AC

25é+70 AC

25é+55 AC

93 %, no condensation

237 x 117 x 22 mm
Plastic, halogen free
RAL 9005 (jet black)
RAL 9016 (traffic white)
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Degree of protection IP 30 to EN 60 529
Protection class 1] to DIN EN 61 140
Environmental class 1l to DIN EN 50 130-5
Interference immunity DIN EN 50 130-4
Isolation category Overvoltage category Il according to DIN EN 60 664-1
Pollution degree 2 according to DIN EN 60 664-1
Approvals VdS 2252 Class C: G116043
DIN EN 50 131-3/IEC 62 642-3 Level 3
Design of Keypad B to EN 50 131-3
CE conformity In accordance with the EMC guideline and low

voltage guideline, ROHS
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2.2.2 Connection schematic (device description)
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Cover caps

Display

Multifunction keys
Number keys

Set key

Unset key

Reset key

Menu key

LED Message (yellow)
LED Operation (green)
LED Alarm (red)

LED Fault (yellow)
Switch off acoustics key
Contacting pins

15
16
17
18
19
20
21
22
23
24
25
26
27
28

Tamper contact

Fixing holes

Cable entry point

Strain relief

Bus connection, S-Bus 3

Predetermined breaking point in enclosure for tamper monitoring
Display of date and time

Setting state of the system

Disable groups active

Display area

Display area for functions of the multifunction keys
Menu heading

Selection area

Display area for functions of the multifunction keys
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223

Dimension drawing

117

10

22

237

Front view
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224

Mounting and installation

’[chmPromUowL - > - > m@

o)

(e
— =g

1st step 2nd step 3rd step

Mounting and installation steps

1st step:

Mount the enclosure base on a solid surface and connect the bus cable (S-Bus 3) to the bus connection
(19). Place the EOL resistor at the end of the last S-Bus 3 subscriber. See Topology Security Bus (S-Bus
3), p. 23.

2nd step:

Attach the enclosure cover above the enclosure base and carefully fold it down. In so doing, the contacting
pins (14) in the cover must be run into the bus connection (19).

3rd step:
Screw the enclosure cover to the enclosure base.
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4th step

4th step:
Attach the cover caps (1).

Note

To remove the cover caps, lever them carefully to the side of the lock using a screwdriver.
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2.25 First commissioning

First commissioning of the Keypads is essential. During the first commissioning of the Keypads, a prompt
appears in English on the display to input an address for the Keypad. This must be in the range 01 to 05

(a maximum of five Keypads can be connected to S-Bus 3 of the Panel). No addresses may be assigned
in duplicate, as this could otherwise cause faulty telegram traffic on the S-Bus 3 and the Keypads no
longer function correctly. If double addressing has been performed, then the address of the Keypad can be
changed (see chapter 2.2.5.3 Reset address, p. 55).

Addressing

Please enter address.
01

OK

Prompt to enter address

Input the address using the number keys (4)

Addressing

Address 01 saved.

Saving of the address with OK

The address of the Keypad can be displayed using the menu item Test functions > Address.
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2.25.1 Initialization

After address input or a restart, the following initialization phase occurs:

V1.0

Please wait.
Address 01

Display of the address and software version (top left)

No communication

to Panel

Wait for data connection to the Panel

Activation via the Web Interface required
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2.25.2 PIN entry

PIN entry

*kkkkk

Please enter PIN:

ESC

OK

Operations requiring PIN entry:

1 Recall menu using the Menu key

All the other functions (see paragraph Keypads: BT/A x.1 - Tab Parameters, p. 394) can be set using the

parameters of the Keypad with or without PIN polling.

Three preconfigured users and user groups are provided in the user management at the factory.

Preconfigured users and user groups:

Rights
o 3 =
o| £ ol 8 g §
Sl 9| -~ o 2 o QEJ g
= %] [} =] n c o [
[} = 7 o >0 = S o
= | 3| 9| 5| & | | @«
> 2| ,| B B 5| o o E g & o
g| 8| 2| €| €| 2| 5| | £ E| 2
Standard | = | 5| 5| & 8| £| 8| € 2 &| | 2
No | User Group Password PIN language | 5| 6| @| o| & €| 5| a| | 3| £| &
1 Administrator | Admin Administrator | 000000 | English X | X [ X [ X[ X|X | X|[X]X]|X]|X]|X
Operator User Operator 111111 | English X | X | X | x| X X
Benutzer User Benutzer 222222 | German X | X | X | X|X X
Note

The PIN must be assigned separately to each user via the Web Interface of the KNX Security Panel.
The PIN must have six digits. There is no invalid PIN, resulting in 1,000,000 possible variations.

Note

The user will be automatically logged out of the menu and returned to the home page after 60 seconds,
if no input is made, or if the ESC multifunction key is pressed.

Important

of a user.

An administrator (user 1 and user group "Admin") cannot log in without the prior enabling (Admin login)

After successful login, a user can enable the administrator via the menu Operation > Admin Login.
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If the wrong PIN is entered, the following display appears:

PIN entry

Incorrect PIN

OK

Note

If the PIN entry is incorrect 6 times in a row, then the Keypad is disabled for 120 seconds. An entry in
the event log is made. The device is again disabled for 120 seconds after each subsequent incorrect
PIN entry.
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2.253 Reset address

The address of a Keypad can be reset in two different ways:

1. Ifthe Keypad is already in the Web Interface of the KNX Security Panel, then the deletion of the
appropriate Keypad in the Web Interface of the KNX Security Panel will also reset the address of the
Keypad. Carry out address assignment as described in chapter 2.2.5 First commissioning, p. 51.

Addressing

Please enter address.
01

OK

Prompt to enter address

2. Disconnect the Keypad from the S-Bus 3 and press the Reset key (7) of the Keypad. Reconnect the
device with the S-Bus 3 and press the Reset key (7) until the prompt to enter the address appears
again.

Addressing

Please enter address.
01

OK

Prompt to enter address
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2.2.6

227

Display elements
4 display LEDs are located on the front of the Keypad:

1 .
0 Operation LED (green) (10):
Displays the readiness of the device

LED on: Device is ready for operation. LED off: Device is not ready for operation.

E Message LED (yellow) (9):
Displays the triggered detectors of the area

LED on: Detector triggered. LED off: No detector triggered.

A LED Fault (yellow) (12):
Displays a fault in the system/area

LED flashing: A new fault is pending. LED on: Fault was acknowledged. LED off: No fault.

“@ 5o LED (red) (11):
Displays an alarm in the system/area

LED flashing: A new alarm is pending. LED on: Alarm was acknowledged. LED off: No alarm.

Operating controls

19 operation keys are located on the front of the Keypad:

O
N=" Multifunction keys (3):

The four multifunction keys have various pre-parameterized functions, which are shown accordingly via the
display (e.g. navigation, quick access to menu items). They can be reparameterized using the Web
Interface of the KNX Security Panel.

(o)
)
e ” Number keys (4):

The PIN is input using the number keys. If so required by the function, the PIN must be entered after the
prompt on the display.
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Set key (5):

The Set key sets the KNX Security Panel or the allocated area. The function (no setting, internal setting,
external setting, delayed external setting) can be reparameterized using the Web Interface of the KNX
Security Panel.

Unset key (6):

The Unset key unsets the KNX Security Panel or the allocated area. The function (no setting, internal
unsetting, external unsetting) can be reparameterized using the Web Interface of the KNX Security Panel.

Reset key (7):

The Reset key is used to reset alarms and faults, as well as detectors which save alarms (e.g. water
detector, glass break detector). The function (no setting, reset, tamper reset) can be reparameterized
using the Web Interface of the KNX Security Panel.

" Menu key (8):

The Menu key is used to access the menu structure of the keypad. The PIN is always polled.

— / Switch off acoustics key (13):

The Switch off acoustics key switches off the acoustic sirens if there is an alarm. This function is only
possible when the KNX Security Panel or the allocated area is unset. The function (no setting, buzzer, all
acoustic signaling devices) can be reparameterized using the Web Interface of the KNX Security Panel.
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2.2.8 Special states

No communication to Panel

No communication

to Panel

The display is shown on the following events:
1 Wait for data connection to the Panel during the initialization phase
1 Missing data connection to the Panel (shorted, cut-through cable, swapped wire pairs)

1  After the initialization phase and not yet activated via the Web Interface

Deactivation of the Keypad

Area text

Keypad deactivated

The display is shown on the following event:
1 Deactivation of the Keypad via the Web Interface
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2.2.9

Prioritization of displays

Displays are prioritized as follows:

© © N o gk w DR

e A i =
N o o0~ W N R O

Programming mode
Service mode

Key manager mode

User administration mode
Intrusion

Panel tamper

Tamper

Personal attack

Panic

. Emergency

. Fire

. Technology 1

. Technology 2

. Prealarm

. Fault

. Walk test

. Ready/Not ready
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2.3
2.3.1 Technical data
MGIE 4.4.1
Supply

Connection type

Inputs (zones)

Output (12 V DC)

Transistor outputs (Open Collector)

2CDC071021S0013

MG/x 4.4.1 Zone Module

The MG/X Zone Modules are used to
expand the zones of the GM/A 8.1 KNX
Security Panel. The modules each
possess 4 zones for the connection of
floating contacts in applications with
increased security requirements.

Voltage

Current consumption

Current consumption without 12 V DC output

and transistor outputs:

Zones open

Zones shorted

Zones terminated (2.7 kOhms)

Power consumption
Total power dissipation
Type

Connecting capacity

Multi-wire connecting capacity

Tightening torque
Stripping length

Quantity

No-load voltage

Short circuit current
Permitted cable length
Permissible line resistance
Output voltage

Output current
Short circuit current
Quantity

Internal pre-resistor
Max. output voltage
Output current
Short circuit current
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In addition, parameterizable status

information can be displayed via

3 switchable outputs.

The device can be used in systems with
increased security requirements

according to VdS Class A, B and C,

DIN VDE 0833 Level 1, 2 and 3 and

EN 50 131/ IEC 62 642 Level 1, 2

and 3.

13.2V DC + 0.5 V (via S-Bus 1)

Max. 300 mA

19 mA
40 mA
23 mA

Max. 4.6 W, at 15V

Max. 1.4 W, at 15V

Pluggable screw type terminals
0. 14 é1 2agidfftexible

i
f

9
|

0.08é0.5 mm] r
0.08é0.75 mmj|
Max. 0.25 Nm

7 mm

4

9.5é15 V DC

6 mA each

Max. 200 m each

Max. 40 Ohms each
9.5é15 V DC

200 mA

215 mA (internal current limitation)
3

820 Ohms each

9.5é15 V DC

15mA, atVn=15V
18 mA, atVin=15V

i
e

d
X

bl e
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Temperature range

Ambient conditions
Installation

Degree of protection
Environmental class
Interference immunity
Isolation category

Approvals

CE conformity

Operation

Transport

Storage

Max. humidity

Installation in central enclosure
Surface mounted device (AP)
Main dimensions (H x W x D)
IP 30

1

DIN EN 50 130-4
Overvoltage category
Pollution degree

Vvds 2252
DIN EN 50 131-3/1EC 62 642-3

-10é+55 AC

25é6+70 AC

25é+55 AC

93 %, no condensation
MG/E 4.4.1 (max. 2 pieces)

MG/A 4.4.1

90 x 63 x 25 mm

to DIN EN 60 529

to DIN EN 50 130-5

11l according to DIN EN 60 664-1
2 according to DIN EN 60 664-1

Class C: G116044
Level 3

In accordance with the EMC guideline and low

voltage guideline, ROHS
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232 Connection diagram

Mpp ()
MG/X 4.4.1

ABB i-bus®

Made in Germany c €

0V Reset
= Out1——c
@ Out 3——c

w
I

U O O C
1 2 3 a4

Zone Inputs

Slalalalals)a]a]alals) s Al E]E
;%H\N' —

6abb6ec 7 8

1 Fixing holes 6a 12V output for the connection of external consumers
2 Function switch for addressing 6b 0V output for the connection of external consumers
3 LED ON (green) 6c 0V reset output, for external consumers with Reset function
4  LEDs for indication of operational states of the (.. smoke detectors)
zone inputs (red) 7 Transistor outputs (Open Collector) 1...3
5  Bus connection, S-Bus 1 8 Inputs, detector groups 1...4
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Connection schematic MG/A

9 10

\

9 Case tamper
10 Off the wall tamper contact
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233

Display elements

The MG/x Zone Modules have 2 different LEDs:

@® Operation LED (green) (3)

Displays the readiness of the device.

1 LED on: Device is ready for operation.

1 LED off: Device is not ready for operation.

@® LED indication of operational state of inputs (red) (4)
Displays the state of the input.

1 LED on: Input triggered.

1 LED off: Input not triggered.
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234 Addressing

The function switch addresses the zone modules connected to S-Bus 1. Each Zone Module has
(independently of the area) its own address. The addressing range for the Zone Modules is between 1 and
32. The addressing range does not need to be successive.

Note

Correct addressing must be ensured. DIP switches 6, 7 and 8 must always be set to OFF.

Up to 32 Zone Modules can be connected to the KNX Security Panel.

Address DIP 1 DIP 2 DIP 3 DIP 4 DIP 5 DIP 6 DIP 7 DIP 8
OFF OFF OFF OFF OFF OFF OFF OFF

2 ON OFF OFF OFF OFF OFF OFF OFF
3 OFF ON OFF OFF OFF OFF OFF OFF
4 ON ON OFF OFF OFF OFF OFF OFF
5 OFF OFF ON OFF OFF OFF OFF OFF
6 ON OFF ON OFF OFF OFF OFF OFF
7 OFF ON ON OFF OFF OFF OFF OFF
8 ON ON ON OFF OFF OFF OFF OFF
9 OFF OFF OFF ON OFF OFF OFF OFF
10 ON OFF OFF ON OFF OFF OFF OFF
11 OFF ON OFF ON OFF OFF OFF OFF
12 ON ON OFF ON OFF OFF OFF OFF
13 OFF OFF ON ON OFF OFF OFF OFF
14 ON OFF ON ON OFF OFF OFF OFF
15 OFF ON ON ON OFF OFF OFF OFF
16 ON ON ON ON OFF OFF OFF OFF
17 OFF OFF OFF OFF ON OFF OFF OFF
18 ON OFF OFF OFF ON OFF OFF OFF
19 OFF ON OFF OFF ON OFF OFF OFF
20 ON ON OFF OFF ON OFF OFF OFF
21 OFF OFF ON OFF ON OFF OFF OFF
22 ON OFF ON OFF ON OFF OFF OFF
23 OFF ON ON OFF ON OFF OFF OFF
24 ON ON ON OFF ON OFF OFF OFF
25 OFF OFF OFF ON ON OFF OFF OFF
26 ON OFF OFF ON ON OFF OFF OFF
27 OFF ON OFF ON ON OFF OFF OFF
28 ON ON OFF ON ON OFF OFF OFF
29 OFF OFF ON ON ON OFF OFF OFF
30 ON OFF ON ON ON OFF OFF OFF
31 OFF ON ON ON ON OFF OFF OFF
32 ON ON ON ON ON OFF OFF OFF
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2.35 Dimension drawing

24.7
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Dimension drawing, surface mounted enclosure
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11  Predetermined breaking point in enclosure for tamper monitoring (establish connection on the mounting surface with a

screw)
12  Surface mounted enclosure for MG/A 4.4.1
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2.4 L240/MG2 Zone Module, 2-fold

24.1 Technical data

The L240/MG2 Zone Module is used to
/* ~ expand the zones of the GM/A 8.1 KNX
\ Security Panel. The module possesses

g 2 zones for the connection of floating
3 B % contacts in applications with increased
\ % security requirements.
- o]
g
L240/MG2
Supply Voltage 13.2V DC + 0.5 V (via S-Bus 1)
Input voltage range 10. 7é14.5 V DC
Current consumption Max. 19 mA
Connection type Type Pluggable screw-type terminal (S-Bus 1)
0. 2 ¢é 0. Hinerstranded
Type LSA (cutting terminal technology) (zones)
0.14é0.5 -wirm] fine
Inputs (zones) Quantity 2
No-load voltage 9.5é15 V DC
Short circuit current 6 mA each
Permitted cable length Max. 200 m each
Permitted cable resistance Max. 40 Ohms each
Temperature range Operation -10é6+55 AC
Transport 25é+70 AC
Storage 25é+55 AC
Ambient conditions Maximum air humidity 93 %, no condensation
Installation Flush mounting (UP) Mounting in standard switch box 55 mm
Main dimensions (H x W x D) 70 x 70 x 25 mm
Degree of protection IP 30 to DIN EN 60 529
CE conformity In accordance with the EMC guideline and low

voltage guideline, ROHS
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242 Connection diagram

0i\04000)

1  Function switch for addressing 5 Input, zone 2
Input, zone 1 6 Integrated EOL resistor (2.7 kOhms) for input zone 2

Integrated EOL resistor (2.7 kOhms) for input
zone 1

4 Bus connection, S-Bus 1

1 Integrated EOL resistor (2.7 kOhms) for input 4 Integrated EOL resistor (2.7 kOhms) for input zone

zone

2 Connection of a sensor: The two middle 5 Connection of 2 sensors: The two middle contacts are only
contacts are not used. used as a connection terminal.

3 Input, zone 6 Input, zone
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2.4.3 Addressing

The function switch (1) addresses the Zone Modules connected to the Security Bus (S-Bus 1). Each Zone
Module has (independently of the area) its own address. The addressing range for the Zone Modules is
between 1 and 32. The addressing range does not need to be successive.

Up to 32 Zone Modules can be connected to the KNX Security Panel.

Address DIP 1 DIP 2 DIP 3 DIP 4 DIP 5
1 OFF OFF OFF OFF OFF
2 ON OFF OFF OFF OFF
3 OFF ON OFF OFF OFF
4 ON ON OFF OFF OFF
5 OFF OFF ON OFF OFF
6 ON OFF ON OFF OFF
7 OFF ON ON OFF OFF
8 ON ON ON OFF OFF
9 OFF OFF OFF ON OFF
10 ON OFF OFF ON OFF
11 OFF ON OFF ON OFF
12 ON ON OFF ON OFF
13 OFF OFF ON ON OFF
14 ON OFF ON ON OFF
15 OFF ON ON ON OFF
16 ON ON ON ON OFF
17 OFF OFF OFF OFF ON
18 ON OFF OFF OFF ON
19 OFF ON OFF OFF ON
20 ON ON OFF OFF ON
21 OFF OFF ON OFF ON
22 ON OFF ON OFF ON
23 OFF ON ON OFF ON
24 ON ON ON OFF ON
25 OFF OFF OFF ON ON
26 ON OFF OFF ON ON
27 OFF ON OFF ON ON
28 ON ON OFF ON ON
29 OFF OFF ON ON ON
30 ON OFF ON ON ON
31 OFF ON ON ON ON
32 ON ON ON ON ON
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244 Dimension drawing
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2.5

251 Technical data
L840/MG4

Supply

Connection type

Inputs (zones)

Output (12 V DC)

Transistor outputs (Open Collector)

SK0115B01

L840/MG4 Zone Module, 4-fold

The L840/MG4 Zone Module is used to
expand the zones of the GM/A 8.1 KNX
Security Panel. The module possesses
4 zones for the connection of floating
contacts in applications with increased
security requirements.

Voltage
Current consumption

Current consumption without 12 V DC output
and transistor outputs:

Zones open
Zones shorted
Zones terminated (2.7 kOhms)

Type

Tightening torque
Quantity

No-load voltage

Short circuit current
Permitted cable length
Permissible line resistance

Output voltage
Output current
Quantity

Internal pre-resistor
Max. output voltage
Output current
Short circuit current

In addition, parameterizable status
information can be displayed via 2
switchable outputs.

The device can be used in systems with
increased security requirements
according to VdS Class A, B and C,
DIN VDE 0833 Level 1 and 2 and

EN 50 131/ IEC 62 642 Level 1 and 2.

13.2V DC + 0.5 V (via S-Bus 1)
Max 320 mA

16 mA
40 mA
25 mA

Pluggable screw type terminals
0. 2 é 2. Hinerstranded
Max. 0.6 Nm
4
9.5é15 V DC
6 mA each

Max. 200 m each

Max. 40 Ohms each

9.5é15 V DC
Max. 250 mA

2

820 Ohms each
9.5é15 V DC

15 mA each, at VIN=15V
18 mA each, at VIN =15V
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Temperature range Operation -10é+55 AC
Transport 25é+70 AcC
Storage 25é6+55 AC

Ambient conditions Max. humidity 93 %, no condensation

Installation Surface mounted device (AP)

Design Main dimensions (H x W x D) 95 x 70 x 18 mm

Degree of protection IP 30 to DIN EN 60 529

Environmental class 1] to DIN EN 50 130-5

Interference immunity DIN EN 50 130-4

Approvals VdS 2252 Class C: G 197110
DIN EN 50 131-3 Level 2

CE conformity In accordance with the EMC guideline and low

voltage guideline, ROHS
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252 Connection diagram

1
11
& | 10
2
9
3
Jogcl
4 5 6 7 8
1 Jumper to deactivate the case tamper (remove 7 Output 1 for the connection of external consumers
jumper to activate) 12V (11)
oV (12)
2 Case tamper with spring 8 Output 2 for the connection of external consumers
12V (13)
oV (14)
3 Fine-wire fuse (100 mA F, 250 V) 9 Internal pre-resistors for outputs 1 and 2 (820 Ohms each)
4 12V output 10  LED for indication of operational states of the zone inputs (red)
12V (1)
0V (2
5  Bus connection, S-Bus 1 11  Function switch for addressing

6  Inputs, detector groups 1...4
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253 Addressing

The function switch addresses the Zone Modules connected to the Security Bus (S-Bus 1). Each Zone
Module has (independently of the area) its own address. The addressing range for the Zone Modules is
between 1 and 32. The addressing range does not need to be successive.

Up to 32 Zone Modules can be connected to the KNX Security Panel.

Address DIP 1 DIP 2 DIP 3 DIP 4 DIP 5
1 OFF OFF OFF OFF OFF
2 ON OFF OFF OFF OFF
3 OFF ON OFF OFF OFF
4 ON ON OFF OFF OFF
5 OFF OFF ON OFF OFF
6 ON OFF ON OFF OFF
7 OFF ON ON OFF OFF
8 ON ON ON OFF OFF
9 OFF OFF OFF ON OFF
10 ON OFF OFF ON OFF
11 OFF ON OFF ON OFF
12 ON ON OFF ON OFF
13 OFF OFF ON ON OFF
14 ON OFF ON ON OFF
15 OFF ON ON ON OFF
16 ON ON ON ON OFF
17 OFF OFF OFF OFF ON
18 ON OFF OFF OFF ON
19 OFF ON OFF OFF ON
20 ON ON OFF OFF ON
21 OFF OFF ON OFF ON
22 ON OFF ON OFF ON
23 OFF ON ON OFF ON
24 ON ON ON OFF ON
25 OFF OFF OFF ON ON
26 ON OFF OFF ON ON
27 OFF ON OFF ON ON
28 ON ON OFF ON ON
29 OFF OFF ON ON ON
30 ON OFF ON ON ON
31 OFF ON ON ON ON
32 ON ON ON ON ON
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254 Dimension drawing
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2.6
2.6.1 Technical data
e}
o
<N, S
%]
©
S
—
8
Q
[a]
| Q
IR/XB, IR/XC
Supply

Connection type

Trigger characteristic

Effective range at a mounting height of 2.3 m

Operating and display elements

Temperature range

Ambient conditions
Environmental class
Interference immunity
Installation

Approvals

CE conformity

IR/XB, IR/XC Bus Motion Detector

The IR/XB and the IR/XC are bus-
compatible motion detectors for interior
applications for connection to the
Security Bus (S-Bus 1) of the Security
Panel GM/A 8.1. The detector
possesses passive-infrared technology.
It allows spatial monitoring with a range
ofupto 15 m.

Voltage

Current consumption (IR/XB)

Current consumption (IR/XC)

Type
Pulse mode

Angle

Range

Zones

Case tamper

Off the wall tamper contact
LED red

LED yellow (only IR/XC)

Operation

Transport

Storage

Max. humidity

1l

DIN EN 50 130-4

Surface mounted device (AP)
Main dimensions (H x W x D)
VvdsS 2312

EN 50 131-2-2

In accordance with the EMC guideline and low
voltage guideline, ROHS
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For status displays, the detector
possesses 1 (IR/XB) or 2 LEDs
(IR/XC). In addition, the detector
possesses an alarm memory, a
remotely controllable Walk test as well
as an anti mask (only IR/XC).

13.2V DC + 0.5 V (via S-Bus 1)

Idle: 6 mA
Alarm (without LED): 6 mA
Alarm (with LED): 9 mA

Idle: 8 mA

Alarm (without LED): 8 mA
Alarm (with LED): 11 mA
Pluggable screw type terminals

1, 2, 3 pulses, 1 pulse/corridor mode
(parameterizable)

86°

15m

17 on 4 levels

For tamper detection

For tamper detection

For status display of alarm triggering

To display the status of the passive infrared
sensor

-10é+55 AC
25é6+70 AcC
25é+55 AC

93 %, no
to DIN EN 50 130-5

condensation

110 x 42 x 66 mm

Vds Class B: G 110506 (IR/XB)
Vds Class C: G 110062 (IR/XC)
Level 2 (IR/XB)

Level 3 (IR/XC)
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2.6.2 Connection diagram

(D))

4
Zzalll o0l
{ S o
10
- —
/ 11
/ —
1 Terminal
2 Cable entry point
3 Strain relief
4 Fixing screw for the enclosure cover
5 Positioning ring for the off the wall tamper contact (observe cable routing)
6 Screw fixing for corner/or wall mounting when using the off the wall tamper contact
7 Bus connection, S-Bus 1
8 LED (red) for status display of alarm triggering
9 LED (yellow) to display the status of the passive infrared sensor (only IR/XC)
10 Case tamper
11  Infrared LEDs for anti mask (only IR/XC)
12 Passive infrared sensor

KNX Security Panel GM/A 8.1 | 2CDC513051D0202 77



ABB i-bus® KNX
Device technology

2.6.3 Dimension drawing

264 Mounting and installation
U Fixing position for corner mounting
B Fixing position for wall mounting
C Fixing position for mounting with mounting bracket (MW)
D Fixing position when using the off the wall tamper contact
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Mounting of IR/X Bus Motion Detector

1 Slacken the enclosure screw (do not turn out fully)

1 Apply a flat screwdriver in the slot above the screw and push up the enclosure cover

1 Push up the enclosure locks on the electronics board to unlock the electronics board

9 Pull the electronics board out of the clamp socket

1 Screw the enclosure base to a solid, vibration-free wall (mounting height 2.3 m)

1 No objects 1 m below or in front of the detector (only IR/XC with anti mask)

1 Connect S-Bus 1 to the terminal

1  Reattach the electronics board

 Reattach the enclosure cover

1  Only screw the enclosure screw tight after addressing (see paragraph Bus motion detectors, p. 329).
Note

The following error sources can result from the functional principle:

1 Draughts
1 Any sources of heat (radiators, air-conditioning systems, fax machines, etc.)
1 Petanimals (dogs, cats, birds, etc.)
1 Insects walking over the lens (spiders, bugs, etc.)
1 Direct sunlight
1 Rooms flooded with light, in which rapid temperature changes can occur
To avoid incorrect triggering, passive infrared motion detectors may not be pointed at radiators or
windows!
2.6.5 Display elements

The IR/X Bus Motion Detectors have 1 (IR/XB) or 2 LEDs (IR/XC) for the status display:
@ Alarm and trigger display, undervoltage

Display of the passive infrared section (IR/XC)

2.6.6 Operating controls

The IR/X Bus Motion Detectors have a case and off the wall tamper contact for tamper detection.

The case tamper detects the opening of the detector. At the same time, this contact is also used to assign
the bus address during detector commissioning via the Security Panel.

The off the wall tamper contact detects the removal of the detector from the wall.
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2.6.7

Special states
Commissioning
'*' Address assignment and transmission of the parameters: Red LED flashes for 60 seconds

Calibration of the anti mask (only IR/XC): Yellow LED flashes every 3 seconds for 60 seconds

Technical faults

'*' Undervoltage fault: Red LED flashes every second

® Passive infrared sensor defective
Calibration of the anti mask failed: Yellow LED flashes rapidly
Fault of the passive infrared sensor (PIR): Yellow LED on
Walk test
Passive infrared sensor has detected a movement: Yellow LED flashes on each detection

Passive infrared sensor is covered: Yellow LED flashes 3x per second
Passive infrared sensor has detected an alarm: Yellow LED on for 3 seconds

e Detector signals an alarm: Red LED on for 3 seconds

Alarm memory

e Detector signaled an alarm during last setting: Red LED lit up constantly up to next setting (not with
active Walk test or deactivated parameter)

Recalibration of the anti mask

Calibration of the anti mask (only IR/XC): Yellow LED flashes every 3 seconds for 60 seconds

Note

The anti mask of a motion detector is used to detect when the detection range close to the detector
(0.5 m) is impaired (e.g. curtain, intentional covering, etc.). A response from the anti mask is displayed
as a fault.

Important

If the anti mask of a motion detector has triggered, then it can only be deleted again using the Walk test
function. Here, the detector area must be walked through until the appropriate LED of the motion
detector no longer displays anti mask. Only then can the fault be deleted via the reset function.
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2.7 EIM/XB, EIM/XC Bus Motion Detector

2.7.1 Technical data

EIM/XB, EIM/XC

Supply

Connection type

Microwave range

Operating and display elements

Temperature range

Ambient conditions
Environmental class
Interference immunity
Installation

Approvals

CE conformity

2CDC 081 176 S0008

The EIM/XB and the EIM/XC are bus-
compatible motion detectors for interior
applications for connection to the
Security Bus (S-Bus 1) of the Security
Panel GM/A 8.1.

The detector combines passive infrared
technology with temperature-
independent microwave technology.
The combination of these effective
principles produces a detector, which
can hold its own due to its high level of
security against false alarms, even if
the ambient conditions are poor, and
still possesses a high level of detection
security.

Voltage
Current consumption (EIM/XB)

Current consumption (EIM/XC)

Type

50 % to 100 % settable, max. 15 m range
settable using potentiometer (full rotation in
clockwise direction for 100 %)

Case tamper
Off the wall tamper contact
LED red

LED yellow

LED green

Operation

Transport

Storage

Maximum air humidity

I}

DIN EN 50 130-4

Surface mounted device (AP)
Main dimensions (H x W x D)
Vvds 2312

EN 50 131-2-4

In accordance with the EMC guideline and low
voltage guideline, ROHS

The detector possesses 3 LEDs for the
status display, which can be seen from
the outside via fiber optic cables.

In addition, the detector possesses an
alarm memory, an automatic self test, a
remotely controllable Walk test as well
as an anti mask (only EIM/XC).

13.2V DC + 0.5 V (via S-Bus 1)

Idle: 9 mA
Alarm (without LED): 9 mA
Alarm (with LED): 12 mA

Idle: 11 mA
Alarm (without LED): 11 mA
Alarm (with LED): 14 mA

Pluggable screw type terminals

For tamper detection
For tamper detection
For status display of alarm triggering

To display the status of the passive infrared
sensor

to display the status of the microwave sensor
-10é+55 AC
25¢é+70 AC
25é6+55 AC
93 %, no

to DIN EN 50 130-5

condensation

110 x 42 x 66 mm
VdS Class B: G 110513 (EIM/XB)
VdS Class C: G 110061 (EIM/XC)
Level 2 (EIM/XB)
Level 3 (EIM/XC)
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2.7.2 Connection diagram

(D) ()

Terminal

Cable entry point

Strain relief

Fixing screw for the enclosure cover

Positioning ring for the off the wall tamper contact (observe cable routing)

Screw fixing for corner/or wall mounting when using the off the wall tamper contact
Bus connection, S-Bus 1

LED (green) to display the status of the microwave sensor

© 00 N o g b w NP

LED (red) for status display of alarm triggering

=
o

LED (yellow) to display the status of the passive infrared sensor

=
[N

Microwave sensor

[y
N

Case tamper
Infrared LEDs for anti mask (only EIM/XC)
Potentiometer for setting the microwave range (left stop 7.5 m, right stop 15 m)

PR
g~ w

Passive infrared sensor
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2.7.3 Dimension drawing

274 Mounting and installation

Fixing position for corner mounting
Fixing position for wall mounting
Fixing position for mounting with mounting bracket (MW)

O 0O ® C

Fixing position when using the off the wall tamper contact
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Mounting of EIM/X Bus Motion Detector

1 Slacken the enclosure screw (do not turn out fully)

1 Apply a flat screwdriver in the slot above the screw and push up the enclosure cover

1 Push up the enclosure locks on the electronics board to unlock the electronics board

9 Pull the electronics board out of the clamp socket

1 Screw the enclosure base to a solid, vibration-free wall (mounting height 2.3 m)

1 No objects 1 m below or in front of the detector (only detector with anti mask)

1 Connect S-Bus 1 to the terminal

1  Reattach the electronics board

 Reattach the enclosure cover

1  Only screw the enclosure screw tight after addressing (see paragraph Bus motion detectors, p. 329).
Note

The following error sources can result from the functional principle:

1 Draughts
1 Any sources of heat (radiators, air-conditioning systems, fax machines, etc.)
1 Petanimals (dogs, cats, birds, etc.)
1 Insects walking over the lens (spiders, bugs, etc.)
1 Direct sunlight
1 Rooms flooded with light, in which rapid temperature changes can occur
To avoid incorrect triggering, passive infrared motion detectors may not be pointed at radiators or
windows!
275 Display elements

The EIM/X Bus Motion Detectors have 3 LEDs for the status display:
® Alarm and trigger display, undervoltage
®  Microwave display (MW)

Display of the passive infrared section (PIR)

2.7.6 Operating controls

The EIM/X Bus Motion Detectors have a case and off the wall tamper contact for tamper detection.

The case tamper detects the opening of the detector. At the same time, this contact is also used to assign
the bus address during detector commissioning via the Security Panel.

The off the wall tamper contact detects the removal of the detector from the wall.
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2.7.7

Special states
Commissioning
'*' Address assignment and transmission of the parameters: Red LED flashes for 60 seconds

Calibration of the anti mask (only EIM/XC): Yellow LED flashes every 3 seconds for 60 seconds

Technical faults
'*‘ Undervoltage fault: Red LED flashes every second

Calibration of the anti mask failed: Yellow LED flashes rapidly
] Fault in microwave sensor (MW): Green LED on

Fault of the passive infrared sensor (PIR): Yellow LED on
Walk test

'Q' Microwave sensor has detected a movement: Green LED flashes on each detection

{} Microwave sensor is covered: Green LED flashes 3x per second

@ Microwave sensor has detected an alarm: Green LED on for 3 seconds
Passive infrared sensor has detected a movement: Yellow LED flashes on each detection

Passive infrared sensor is covered: Yellow LED flashes 3x per second
Passive infrared sensor has detected an alarm: Yellow LED on for 3 seconds

e Detector signals an alarm: Red LED on for 3 seconds

Alarm memory

(] Detector signaled an alarm during last setting: Red LED lit up constantly up to next setting (not with
active Walk test or deactivated parameter)

Recalibration of the anti mask

Calibration of the anti mask (only EIM/XC): Yellow LED flashes every 3 seconds for 60 seconds

Note

The anti mask of a motion detector is used to detect when the detection range close to the detector
(0.5 m) is impaired (e.g. curtain, intentional covering, etc.). A response from the anti mask is displayed
as a fault.

Important

If the anti mask of a motion detector has triggered, then it can only be deleted again using the Walk test
function. Here, the detector area must be walked through until the appropriate LED of the motion

detector no longer displays anti mask. Only then can the fault be deleted via the reset function.
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2.8 L240/BS SafeKey Evaluation Module
28.1 Technical data
The SafeKey Evaluation Module is The SafeKey system is a setting unit
¢ | ‘ used to connect SafeKey switching and access control in one and can be

units, such as the Strike Plate (BELT), used for a wide range of applications.
Door Cylinder (ZEL, CRL), Wall Reader  All the components for the evaluation of
(WELT) with or without code keyboard.  an entry area can be connected to the
The Security Panel can manage atotal  SafeKey Evaluation Module.

<
§ of up to 250 chipkeys or keyboard
& codes and max. 8 modules can be
3 operated on the KNX Security Panel.
=
o
6}
ja)
o
N
L240/BS
Supply Voltage 13.2V DC + 0.5 V (via S-Bus 1)
Current consumption Max. 155 mA
55 mA (typical), max. 75 mA with FE/9 Radio
Receiver Board (without connection of external
consumers at the transistor outputs)
35 mA (typical), max. 45 mA with connected Wall
Reader, Strike Plate or Cylinder (without
connection of external consumers at the
transistor outputs)
Connection type Type Pluggable screw type terminals
Connecting capacity 0.2é1.5 mm] rigid/flexi
Multi-wire connecting capacity 0.2é0.34 mmj rigid
0.2é60.5 mm] flexible
Tightening torque 0.25 Nm
Inputs SafeKey switching device (+ D P M) for the connection of a SafeKey switching device
or radio receiver board
12 V DC power supply To supply the locking element
Locking element (Sperr) To connect a locking element
Door contact (Magnet) To connect a magnet reed contact
Door lock (Riegel) To connect a lock bolt switching contact
Tamper (Sabo) To connect the off the wall tamper contact of the
Wall Reader (WELT/A)
Outputs Transistor output 1 (max. 20 mA) For status indication: Internal alarm
Transistor output 2 (max. 20 mA) For status indication: Access
Transistor output 3 (max. 15 mA) For status indication: Internally or externally set
Transistor output 4 (max. 15 mA) For status indication: Ready to set (external)
Operating and display elements Function switch bl ocks Forfunction setting and addressing
LED 2 (green) To display communication between the module

and the setting unit
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Temperature range Operation -10é+55 AC

Transport 25é+70 AC

Storage 25é6+55 AC
Ambient conditions Maximum air humidity 93 %, no condensation
Environmental class 1l to DIN EN 50 130-5
Installation gurf_ace mounted device (AP)/Flush mounted Depending on variant

evice (UP)

Main dimensions (H x W x D) 82 x 82 x 25 mm
Approvals VdS 2119 VdS Class C: G108064
CE conformity In accordance with the EMC guideline and low

voltage guideline, ROHS

2811 Required components on a door
28.111 Connected components

WEL/A Wall Reader
Component Quantity
L240/BS SafeKey Evaluation Module
SAD/GAP Surface Mounted Enclosure
WEL/A Wall Reader
MRS/x Magnet Reed Contact
WRK or WRK/W Lock Bolt Switching Contact
ESPE/M Electromechanical Mini Bolt Lock
SCS Chipkey Min. 1

1
1
1
1
1
1

WELT/A Wall Reader with keyboard
Component Quantity
L240/BS SafeKey Evaluation Module 1
SAD/GAP Surface Mounted Enclosure 1
WELT/A Wall Reader with keyboard 1

1
1
1

MRS/x Magnet Reed Contact

WRK or WRK/W Lock Bolt Switching Contact
ESPE/M Electromechanical Mini Bolt Lock
SCS Chipkey Min. 1
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BELT/V Strike Plate

Component Quantity

L240/BS SafeKey Evaluation Module 1

SAD/GAP Surface Mounted Enclosure 1

BELT/V Strike Plate 1

SKUES Cable Transition 1

MRS/x Magnet Reed Contact 1

WRK or WRK/W Lock Bolt Switching Contact 1

SCS Chipkey Min. 1
ZEL/V Door Cylinder

Component Quantity

L240/BS SafeKey Evaluation Module 1

SAD/GAP Surface Mounted Enclosure 1

ZEL/V Door Cylinder 1

SKUES Cable Transition 1

KVZ Comfort Lock 1 (optional)

MRS/x Magnet Reed Contact 1

SCS Chipkey Min. 1

2.8.1.1.2 Radio components

BELT/9 Strike Plate

Component Quantity

L240/BS SafeKey Evaluation Module

SAD/GAP Surface Mounted Enclosure

FE/9/x Radio Receiver Board

MRS/x Magnet Reed Contact

1
1
BELT/9 Strike Plate 1
1
1
1

WRK or WRK/W Lock Bolt Switching Contact

SCS Chipkey Min. 2

CEL/9 Door Cylinder

Component Quantity

L240/BS SafeKey Evaluation Module

SAD/GAP Surface Mounted Enclosure

CEL/9 Door Cylinder*

MRS/x Magnet Reed Contact

1
1
1
FE/9/x Radio Receiver Board 1
1
1

WRK or WRK/W Lock Bolt Switching Contact

SCS Chipkey Min. 2

You can find additional components for mounting and adaption to the door thickness in the current price
list.
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Important

The SafeKey Strike Plates and Door Cylinders have the locking function integrated to ensure
inevitability. For this reason, no additional locking element is required on the door.

A locking element is essential when
1 a SafeKey Wall Reader (with or without keyboard) or
1 no Strike Plate, Door Cylinder or a Wall Reader (access without switching unit) or
1 another setting unit is connected via a setting unit of the system (e.g. SKS

Contact Lock). A locking element prevents the opening of the access point (door) when the intrusion
detector system is set.

Important

The Door Cylinder and Strike Plate are supplied without a chipkey. A chipkey is required to connect a
programming key in "standalone" operation or for local emergency chipkeys.

Important

An L240/BS SafeKey Evaluation Module must be installed on all the monitored access points to the
security area (also on side doors, on which no setting takes place).

Note

Chipkey variation possibilities > 10 million.
Keyboard code variation possibilities: 1,000,000
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2.8.2 Connection diagram

1 I S-Bus1 2

12V
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1 Bus connection, S-Bus 1
2 Connection (Sabo) of off the wall tamper contact SafeKey Wall Reader (WELT)
3 Connection of SafeKey Wall Reader/Cylinder/Strike Plates (wired) or Radio Receiver Board
4 LED (red), no function
5 Case tamper for tamper detection
6  Function switch 3 for addressing of the module
7  Transistor output T3 and T4
8 Transistor output T1 and T2
9 Input (Riegel) for the connection of lock bolt switching contact for lock detector: Door
10 LED (red), no function
11  Input (magnet) for connection of magnetic contact for door contact
12  Connection (Sperr) for Locking Element
13 LED for confirmation on input of a chipkey/keyboard code
14 Function switch 1
15  Function switch 2
16  External input,12 V, for locking element
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2.8.3 Dimension drawing
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2.8.4 Mounting and commissioning

Note

During all mounting and commissioning work, such as changes to function switches or the connection
or disconnection of the SafeKey Evaluation Module to/from S-Bus 1, the Panel must be isolated from
its power source (mains and battery supply interrupted).

Mounting of the SafeKey Evaluation Module

Depending on the variant (surface mounted (AP) or flush mounted (UP)), the SafeKey Evaluation Module
should be installed close to the entrance area used.

1

1
1
1

Connect the SafeKey Evaluation Module to the security bus (S-Bus 1).

Set the individual function switches appropriately (see chapter 2.8.7.1 Function switch 1, p. 100).

Address the SafeKey Evaluation Module appropriately (see chapter 2.8.7.1 Function switch 1, p. 100).

Connect all the components to the SafeKey Evaluation Module according to the connection
schematics (see chapter 2.8.5 Description of inputs and outputs, p. 94).

Mounting of Door Cylinder/Strike Plate/Wall Reader

Mount the Door Cylinder, Strike Plate or Wall Reader. In so doing, comply with the appropriate technical
data.

Note

If communication is faulty (e.g. during commissioning) between a SafeKey Evaluation module and a
Strike Plate or Door Cylinder, then the Panel cannot be set or unset or the door opened. Here, it is wise
to operate the Door Cylinders and Strike Plates in "standalone" mode at first. "Standalone” mode is
described in the appropriate product manuals of the Door Cylinder and Strike Plate.

Testing communication between the SafeKey Evaluation Module and switching unit

Test communication between the SafeKey Evaluation Module and a connected Door Cylinder, Strike Plate
or Wall Reader as follows:

1

When a Door Cylinder, Strike Plate or Wall Reader has been connected, after any chipkey has been
inserted or any 6-digit keyboard code has been entered, LED 2 on the Evaluation Module will light up
for 6 seconds. The illumination of LED 2 shows that communication is functioning between the
SafeKey Evaluation Module and the switching unit.
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Connection of SafeKey Evaluation Modules

If one or more SafeKey Evaluation Modules are connected to S-Bus 1 at a later time, the following
procedure should be complied with:

1 Switch off the power supply on the panel (mains and battery supply).

1 Connect the new SafeKey Evaluation Modules to S-Bus 1, address them accordingly and connect all
the components to be used.

1 Reconnect the mains voltage and the batteries.

Adding, programming and deleting SafeKey Evaluation Modules

The adding, programming and deleting of SafeKey Evaluation Modules take place on the programming
level of the Panel (see paragraph SafeKey modules, p. 372).

Note

After the activation of the added SafeKey Evaluation Modules in the Panel, the database is calibrated by
the Panel for the management of the chipkeys and keyboard codes.
Calibration takes about 60 seconds.

Creating, management and deleting chipkeys and keyboard codes

The teaching, management and deletion of chipkeys and keyboard codes take place in the key
management of the Panel (see chapter 3.3.2.7 Key management,p. 208).

KNX Security Panel GM/A 8.1 | 2CDC513051D0202 93



ABB i-bus® KNX
Device technology

2.8.5

Description of inputs and outputs

The SafeKey Evaluation Module possesses multiple inputs and outputs.

Input 1 (Magnet) (11)

A magnet reed contact is connected to the "Magnet" input with 4 wires. Input 1 of the SafeKey Evaluation
Module must be enabled in the programming of the KNX Security Panel (see paragraph SafeKey
Evaluation Modules: L240/BS - Tab Input 1, p. 381). The magnet reed contact is used to monitor door
opening (open or closed).

The required EOL resistor (2.7 kOhms) is already integrated on the SafeKey Evaluation Module.

Two adjacent wires of the magnet reed contact are connected to the terminals "19" and "20" (door contact),
whilst the two other adjacent wires are connected to the terminals "21" and "22" (2.7 kOhm EOL resistor).

11

L 11  Input 1 (Magnet)
Magnet
19 20 21 22
RRIORXRK
C C
> >

If no magnet reed contact is connected, then input 1 of the module should not be enabled (see paragraph
SafeKey Evaluation Modules: L240/BS - Tab Input 1, p. 381).

Input 2 (Riegel) (9)

A lock bolt switching contact is connected to input 2 "Riegel" with 2 wires. Input 2 of the SafeKey
Evaluation Module must be enabled in the programming (see paragraph SafeKey Evaluation Modules:
L240/BS - Tab Input 2, p. 385). The lock bolt switching contact is used to monitor the locking of the door
(bolt extended and door locked). Only the NO contact of the lock bolt switching contact is connected.

9

_ 9 Input 2 (Riegel)
23 24 23  Blue
24 Black
XX
S S 23
24

If no lock bolt switching contact is connected, then the input should not be enabled (see paragraph
SafeKey Evaluation Modules: L240/BS - Tab Input 2, p. 385).
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Locking element (12)

A locking element is required when a Wall Reader (WEL/A or WELT/A) is connected to the SafeKey
Evaluation Module. A locking element is also required when no Strike Plate, Door Cylinder or Wall Reader
(e.g. side door without setting unit) is connected. The evaluation of the feedback of the final bolt position
must be activated (see paragraph Evaluate response message of electric bolt lock, p. 387). A locking
element prevents the opening of the access point (door) when the system is set.

Power is supplied to the locking element separately from the security bus (S-Bus 1) at the terminals
"+12 V-" (14).

Important

The power supply for the locking element must come from the same voltage source (e.g. 12 V output of
the GM/A 8.1) as that of the security bus (S-Bus 1). However, the 12 V supply of S-Bus 1 may not be
used.

Important

If no locking element is connected, the evaluation of the feedback of the extended bolt end position
should be deactivated (see paragraph Evaluate response message of electric bolt lock, p. 387) and a
connection of the 12-V power supply at the terminals "+12V-" is not required.

Note

The SafeKey Strike Plates and Door Cylinders have the locking element function integrated and no
locking element is thus required.

Connection of the Mini Bolt Lock (ESPE/M)

Step 1 Step 2
12 12V oV
s
15 16 17 18 ® ®
RXRXIXX 1 2
C I'¢
> | > +12V-
18\ 17\ 16\ 15
12 Connection (Sperr) for Locking 12 V connection (e.g. 12 V output of GM/A 8.1)
Element
15 White
16 Brown
17 Green
18 Yellow
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Connection of Locking Element (ESPE)

Step 1 Step 2
12 V+ V-
- P
p) P
15 16 17 18 KX
RRRR L2
+12V-

(Vs
N

18 \17.2x\ 17116\ 15

12 Connection (Sperr) for Locking Element 12 V connection (e.g. 12 V output of GM/A 8.1)

15 Red
16 Blue
17.1  Yellow
17.2  Black
18 Gray
Important

The Locking Element ESPE requires a peak current of up to 1 A. Due to the high peak current, when
planning a supply via the 12 V output of the Panel, ensure that no other peripheral device can be
supplied from the 12 V output. The locking element may not be supplied from the Security Bus S-Bus 1.
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S-Bus 1 (1)
The security bus (S-Bus 1) is connected to the terminals "+ - A B" with 4 wires.
S-Bus 1

— o -

——o Al

,—°B1
c

>

(Ve

Connection (Sabo) (2)

When connecting a SafeKey Wall Reader with keyboard (WELT/A), the off the wall tamper contact (pink
and gray wires) must be connected to the "Sabo" connection and evaluation activated (see paragraph
Evaluate tamper contact, p. 380).

Using the function switch (13), see Function switch 1,p. 100, you can set whether an end of line resistor is
present in the Wall Reader or whether the existing end of line resistor (2.7 kOhms) on the evaluation
module is looped in.

1

m/; ﬁ7 1 Wall Reader WELT
ﬂ ) 8 7 Gray
) L ) — 8 Pink
° QR > 2 R 2 2 Connection (Sabo)
7 8 2 7 8 2
L —
Function switch (13) DIP-1 OFF Function switch (13) DIP-1 ON

If no SafeKey Wall Reader with keyboard (WELT/A) is connected, then the evaluation of the connection
should be deactivated (see paragraph Evaluate tamper contact, p. 380).

KNX Security Panel GM/A 8.1 | 2CDC513051D0202 97



ABB i-bus® KNX
Device technology

Connection of SafeKey Wall Reader/Cylinder/Strike Plates (3)

A SafeKey Door Cylinder ZEL/V, Strike Plate BELT/V, Wall Reader WEL/A or WELT/A is connected to the
"+DPM" terminals with 4 wires. The connection cable must be connected constantly and may not be run
via tappet or transition contacts. When connecting a wired Door Cylinder ZEL/V or Strike Plate BELT/V, an
additional battery in the Door Cylinders or Strike Plates is required (contained in the scope of delivery of
the Cylinder or Strike Plate).

11

—12 11 Yellow
— 18 12  Green

M
/—/ 13 Brown
S S 14  White
PRXRXKR
11 12 13 14
+ D P M

Connection of SafeKey Radio Receiver Board (3)

A SafeKey Radio Receiver Board FE/9 is connected to the "+DM" terminals with 3 wires. The terminal "+"
and P on the SafeKey Evaluation Module must be bridged. The connection cable must be connected
constantly and may not be run via tappet or transition contacts.

o Jaj+
0 J1/D
,—°J4/-
C C
D D
RRXRKR
1 12 13 14
+ DP M

The function switch (12) DIP-3 must be set to ON.

Transistor ouBputs T1éT4 (

The transistor outputs T1 to T4 each switch to +12 V via a pre-resistor and can be used to activate, for
example, an LED, a reed relay or an internal siren. Two transistor outputs each have a joint 0 V connection
©.

The transistor outputs T1 and T2 can each be loaded with 20 mA and T3 and T4 each with 15 mA. When
light-emitting diodes (LEDs) are connected, we recommend the use of LOW current LEDs to reduce
current consumption.

T C T2 T3 C T4 1 Internal alarm
25 26 27 28 29 30 2 Access
PR KR Sy 3 Externally/internally set
C ¢ ¢ .
> ¥ v > ¥ ¥ ° 4 Ready to set
N N N N
Note

The transistor outputs are permanently parameterized and cannot be reparameterized.
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2.8.6 Display elements

The light-emitting diodes on the SafeKey Evaluation Module have the following functions:

® LED (13) (green): When a chipkey is inserted or a keyboard code entered, the green LED shows
communication between the SafeKey Evaluation Module and a connected Wall Reader, Strike Plate or
Door Cylinder (lit for approx. 6 seconds).

1 LED off: Normal operation

1 LED on: Input of a chipkey/keyboard code
@® LEDs (4 and 10) (red): The LEDs have no function.

2.8.7 Operating controls

The SafeKey Evaluation Module possesses three function switch blocks, using which various settings of
the module can be defined. Additional settings of the module are made in the Web Interface of the KNX
Security Panel (see paragraph SafeKey Evaluation Modules: L240/BS - Tab Module x, p. 376).

- E : ﬁ
— —
Switch position "OFF" Switch position "ON"
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2.8.7.1

100 2CDC513051D0202 | KNX Security Panel GM/A 8.1

Function switch 1

Settings and parameters with function switch 1:

Function switch 1 DIP-1 "Equipotential bonding between Minus (-) external supply and Minus (-)
S Bus 1":

With function switch 1 DIP-1, equipotential bonding can be setup between the minus of the power supply
of the locking element (terminal 16) and the minus of the security bus S-Bus 1 (terminal 4).

As the power supply of the locking element is separate from that of S-Bus 1, this can lead to potential
shifts, if there are differing cable lengths and current loads.

Important

used.

The power supply for the locking element must come from the same voltage source (e.g. 12 V output of
the GM/A 8.1) as that of the security bus (S-Bus 1). However, the 12 V supply of S-Bus 1 may not be

1 OFF: No connection between the 0 V potential of the locking element and S-Bus 1 (Standard)

1  ON: A connection and thus the same potential between the 0 V potential of the locking element and

S-Bus 1

Important

In conjunction with the locking elements ESPE or ESPE/M, set the function switch to OFF.

Function switch 1 DIP-2:

During operation, set the function switch to OFF.

Function switch 1 DIP-3 "Radio transmission with FE/9":
With wired connections, set the function switch 1 DIP-3 to OFF, or to ON when the Radio Receiver Board

FE/9Q is used.

Function switch 1 DIP-4:

During operation, set the function switch to OFF.

Function switch 1 DIP-5:

During operation, set the function switch to OFF.

Overview, function switch 1

DIP switch 1 Equipotential bonding between Minus (-) external supply and Minus (-) S-Bus 1
ON OFF
Equipotential bonding No equipotential bonding
DIP switch 2 No function, function switch to OFF
ON OFF
DIP switch 3 Communication behavior between module and SafeKey Strike Plate/Cylinder
ON OFF
Radio Wired
DIP switch 4 No function, function switch to OFF
ON OFF
DIP switch 5 No function, function switch to OFF
ON OFF
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2.8.7.2 Function switch 2

Settings and parameters with function switch 2:

Function switch 2 DIP-1 "Sabo resistor"

Function switch 2 DIP-1 can be used to bridge the EOL resistor (2.7 kOhms) for the tamper group
(terminal 7-8) in the SafeKey Evaluation Module.

1 OFF: The EOL resistor in the SafeKey Evaluation Module is looped in. Only the off the wall tamper
contact (NO contact) in the SafeKey Wall Reader is required and no EOL resistor (standard).

1 ON: The EOL resistor in the SafeKey Evaluation Module is bridged. The off the wall tamper contact
(NO contact) in the SafeKey Wall Reader and an EOL resistor (2.7 kOhms) are required.

Function switch 2 DIP-2:
No function, set function switch to OFF.

Function switch 2 DIP-3 "Case tamper":

Function switch 2 DIP-3 can activate and deactivate the case tamper on the SafeKey Evaluation Module.
The case tamper must be activated for VdS and EN installations.

1 OFF (Standard setting): The case tamper is operational (tamper monitoring) and triggers a tamper
alarm when the case is opened.

1 ON: The case tamper has no function and is not operational (e.g. to suppress the tamper alarms
during commissioning). Opening the distributor case does not trigger a tamper alarm.

Function switch 2 DIP-4 "Test modus":

With function switch 2 DIP-4, the SafeKey Evaluation Module can be operated in Test mode. For more
information, see chapter 2.8.10 Test mode, p. 116.

 OFF: Standard mode
T ON: Test mode
During operation, set the function switch to OFF.

Function switch 2 DIP-5:
No function, set function switch to OFF.

Functional overview, function switch 2

DIP switch 1 Activation/deactivation of integrated EOL resistor
ON OFF
Deactivated Activated
DIP switch 2 No function, function switch to OFF
ON OFF
DIP switch 3 Activation/deactivation of case tamper
ON OFF
Deactivated Activated
DIP switch 4 Activation/deactivation of Test mode
ON OFF
Activated Deactivated
DIP switch 5 No function, function switch to OFF
ON OFF
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2.8.7.3 Function switch 3

Function switch 3 addresses the SafeKey Evaluation Modules connected to the Security Bus (S-Bus 1).
Each SafeKey Evaluation Module has (independently of the area) its own address. The address range for
the SafeKey Evaluation Modules is between 1 and 8. The addressing range does not need to be
successive.

Up to 8 SafeKey Evaluation Modules can be connected to the KNX Security Panel.

Addressing via function switch 3

Address DIP switch 1 DIP switch 2 DIP switch 3 DIP switch 4 DIP switch 5
Evaluation

module
1 OFF OFF OFF OFF OFF
2 ON OFF OFF OFF OFF
3 OFF ON OFF OFF OFF
4 ON ON OFF OFF OFF
5 OFF OFF ON OFF OFF
6 ON OFF ON OFF OFF
7 OFF ON ON OFF OFF
8 ON ON ON OFF OFF
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2.8.8

Operation

The Door Cylinder, Strike Plates or Wall Reader are operated by inserting electronic chipkeys and/or
inputting 6-digit keyboard codes.

Important

If there was an incorrect entry, a waiting time of more than six seconds must be ensured between two
inputs.

Chipkeys
The chipkeys are inserted in the read slot on the Strike Plate, Door Cylinder or Wall Reader and

immediately withdrawn again. As they are reversible, it does not matter which of the sides is pointing
upwards in the insertion point.

After five invalid chipkey insertions (chipkey has been created in the L240/BS module), there is a disabling
time of five minutes. During a disabling time, neither a valid keyboard code nor a valid chipkey are
accepted. The start of a triggered disabling time is indicated by a brief signal tone.

Each valid or invalid insertion of chipkeys is stored in the access log, along with the date, time and address
of the appropriate SafeKey Evaluation Module.

Keyboard code

Each button press on the Strike Plate or Wall Reader is confirmed with a beep tone. Only 6-digit keyboard
codes are valid. If a mistake is made, the STOP key must be pressed and the 6-digit keyboard code
entered again.

After five invalid keypad entries (six-digit keypad code not added to the Evaluation Module L240/BS), a
time inhibit of five minutes occurs. During a disabling time, neither a valid keyboard code nor a valid
chipkey are accepted. The start of a triggered disabling time is indicated by a brief signal tone.

Each valid or invalid keyboard entry is stored in the access log, along with the date, time and address of
the appropriate SafeKey Evaluation Module.

Note

Refer to the product handbook "Mounting, commissioning and operation" for information on the
operation of the Door Cylinder or Strike Plate (open, lock and unlock on the inside and outside).

Note

Late homecomer circuit (internally set):
1 The area s internally set (e.g. via the BT/A x.1 Keypad).

1  The single insertion of a valid chipkey or entry of a valid six-digit keyboard code unsets the
area and enables access.
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2.8.8.1 Setting

Setting with chipkey

1%

Insert and withdraw a known chipkey (with the appropriate authorization) twice in
the key reader of a Door Cylinder, Strike Plate or Wall Reader (max. 4 seconds
between the two insertions).

The CEL Door Cylinder confirms the 1st key insertion of a known chipkey through
a single green illumination of the key insertion point.

A signal tone of 3 seconds confirms successful setting.

The CEL Door Cylinder confirms successful setting with a green illumination of the
key insertion point for 2 seconds.

A 3-second intermittent signal tone sounds if setting was unsuccessful.

The CEL Door Cylinder shows unsuccessful setting with multiple red illumination of
the key insertion point.
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Setting with keyboard code

Insert a known 6-digit keyboard code (with the appropriate authorization) using the
keyboard of a Strike Plate or Wall Reader (keys 0...9).

@ @

eﬁ@
® @

®

®®
@

A
\/

Press the PROG key.

|:<-— A signal tone of 3 seconds confirms successful setting.

—— —— A 3-second intermittent signal tone sounds if setting was unsuccessful.

RN

Note

Reasons for unsuccessful setting can be determined using the BT/A x.1 Keypad, the Web Interface or
KNX.
Also check the authorization of the appropriate chipkey or keyboard code.

KNX Security Panel GM/A 8.1 | 2CDC513051D0202 105



ABB i-bus® KNX
Device technology

2.8.8.2 Unsetting

Unsetting with chipkey

Insert and withdraw a known chipkey (with the appropriate authorization) once in

‘ ’H ‘H H the key reader of a Door Cylinder, Strike Plate or Wall Reader.
| BB |
O 1x
N A short signal tone confirms successful unsetting.
— The CEL Door Cylinder confirms successful unsetting with a green illumination of
—_ the key insertion point for 2 seconds.
———— A 3-second intermittent signal tone sounds if unsetting was unsuccessful.
T The CEL Door Cylinder shows unsuccessful unsetting with multiple red illumination

of the key insertion point.

Unsetting with keyboard code

Insert a known 6-digit keyboard code (with the appropriate authorization) using the
keyboard of a Strike Plate or Wall Reader (keys 0...9).
B
< >

i] N A short signal tone confirms successful unsetting.

[(H____ A 3-second intermittent signal tone sounds if unsetting was unsuccessful.
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Unsetting with keyboard code and chipkey

®_6
® @

@ eee @®

A8 6
®

"4

==

Insert a known 6-digit keyboard code (with the appropriate authorization) using the
keyboard of a Strike Plate or Wall Reader (keys 0...9).

Insert and withdraw a known chipkey (with the appropriate authorization) once in
the key reader.

A short signal tone confirms successful unsetting.

A 3-second intermittent signal tone sounds if unsetting was unsuccessful.

Important

With the Strike Plate, the coupling system is activated for 6 seconds. The door can be unlocked and
opened using the outer turn handle.
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2.8.8.3 Access
The Access function can be triggered in the unset state of the system or the appropriate area.

Access with chipkey

Il Insert and withdraw a known chipkey (with the appropriate authorization) once in
_ _ H the key reader of a Door Cylinder, Strike Plate or Wall Reader.

| BB |

O Ix

Access with keyboard code

Insert a known 6-digit keyboard code (with the appropriate authorization) using the
keyboard of a Strike Plate or Wall Reader (keys 0...9).
T}

A
4

Important

With the Strike Plate and Door Cylinder, the coupling system is activated for 6 seconds. The door can
be unlocked and opened using the outer turn handle.

108 2CDC513051D0202 | KNX Security Panel GM/A 8.1



ABB i-bus® KNX
Device technology

2.8.9

Radio

The radio transmission system for the SafeKey setting unit consists of a BELT/9 Strike Plate or CEL/9
Door Cylinder and an FE/9 Radio Receiver Board, allowing wireless connection of the SafeKey door units
to the SafeKey Evaluation Module at a distance of 3 m.

A separate chipkey (programming key) is required to register the BELT/9 Strike Plate or CEL/9 Door
Cylinder on the FE/9 Radio Receiver Board.

The programming key may not be used to open the door nor to set/unset the KNX Security Panel.

L240/BS |————— S-Bus1

J/ max. 10 m

Overview diagram

MRS/x Magnet Reed Contact

FE/9 Radio Receiver Board

L240/BS SafeKey Evaluation Module

WRK Lock Bolt Switching Contact

BELT/9 Strike Plate or CEL/9 Door Cylinder

a b W N PP
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DIP 1/30ON

87664321

8 ON

Lower board SafeKey module L240/BS

Detailed diagram of the connection of the FE Radio Receiver Board with the L240/BS

T T2
D2 D7

O

D8 No connection
to L240/BS

D1 Login

O

@)

D3 D6 D7 Channel occupied

or memory full

Upper board
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Registering the Strike Plates or Door Cylinders on the FE Radio Receiver Board

The Strike Plates or Door Cylinders must be registered once on their corresponding FE Radio Receiver

Board.

Each Strike Plate or Door Cylinder has its own unique number for registering with the Radio Receiver

Board.

Channel s

election

The channel is selected on the Radio Receiver Board using switches 1 and 2 of the DIP switch S1 on the
lower board (switches 3 to 8 have no function):

Channel Switch 1 Switch 2 Remark

0 off off Supplied state
1 on off

2 off on

3 on on

The set channel selection is applied as soon as the touch switch T1 of the Radio Receiver Board is
pressed or automatically on login.

Login

A programming key is required for login, see chapter 2.8.11.1 Creation of the programming key, p. 118.

T Press touch switch T1 on the FE: 1 second

1 Green LED D1 flashes for approx. 60 seconds

Possible LED displays on the FE:

LED on FE Cause Action
D1 green D7 red
R Selected channel is free ok / next
R R Selected channel is not free Select a new channel and press T1 again
Note
T = LED illuminated
R = LED flashing
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If D1 on the FE flashes green R, perform the following operations on the Strike Plate or Door Cylinder:

Tl Insert/withdraw the programming key 1x

O

@

The signal tone "Readiness for programming" sounds slowly and intermittently

e

CEL Door Cylinder:
Multiple green illumination of the key insertion point

Insert the programming key again

— — — Leave it inserted for 6 seconds for as long as the signal tone sounds intermittently

CEL Door Cylinder:
Multiple red illumination of the key insertion point

CEL Door Cylinder:
Red illumination of the key insertion point

Whilst this tone sounds: Remove the programming key

|:<|— After 6 seconds: Switch to continuous tone

@
@)
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The following LED displays are possible after login with the programming key:

LED on FE LED on FS CEL/9 |Cause Action
D1 green|D7 red | Red Yellow
s R Positive acknowledgement:
20s 4s Short Login successful
R , Negative acknowledgement: Reduce the distance between the FE and
Continue 4s Login unsuccessful, no the Strike Plate or Door Cylinder
s flashing communication
, s , FE memory full: Logout of logged in Strike Plates or Door
20s 20s 4s 10 Strike Plates or Door Cylinders | Cylinders
already logged in

Note
T = LED illuminated
R = LED flashing

Simple checking of the entire spark gap

Insert a chipkey (not the programming key) into the reading slot on the outer side of the door and pull it out
again. On the Radio Receiver Board, the green LED (D1) will go ON for approx. 10 seconds. Ignore other
reactions.

Communication can also be checked with the L240/BS evaluation module in the same manner.

After insertion and subsequent removal of the chipkey, the green LED (D2) illuminates for approx.
6 seconds on the evaluation module.

Deleting registered Strike Plates or Door Cylinders on the FE Radio Receiver Board

In rare cases (FE memory is full), it can be necessary to delete one or more registered Strike Plates or
Door Cylinders on the FE Radio Receiver Board, in order to create space in the memory (reset supplied
state).

T Press touch switch T1 of the Radio Receiver Board 4x until D5 on the FE flashes

Press touch switch T2: D5 illuminates for 20 seconds as confirmation.
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Checking the function
1 Insert/withdraw the user key 1x.

The following LED displays are possible after insertion:

LED on FE LED on FS CEL/9 |Result Action
D1 D8red |Red Yellow
green
, R R |« ;
3s Short Short Short
s s s No connection to :
3s i 4s L240/BS Check cabling to L240/BS
Note
T = LED illuminated
R = LED flashing

Displaying the reception strength

1 Press the T2 key once.

1 D1 to D8 flash together for one minute.

1 Insert the user key once and withdraw it again.

Now the reception strength is displayed on diodes D8 to D1 (D8 on its own is the minimum, D8 to D1 is the
maximum):

D8 No connection
to L240/BS

T T2
D2 D7
O D3 Dé .
@)

D1 Login

@)

D7 Channel occupied
or memory full

Upper board

The more diodes are lit up, the better the reception strength is. The minimum approved reception strength
is available when at least D8 to D6 are lit.
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Information on "Standalone" operation or if the spark gap fails
Should the Strike Plate or the Door Cylinder first be operated without a connection to the system (e.g.
during the construction phase), then keys can also be taught in "standalone" operation.

Consult the mounting instructions of the Strike Plate and the Door Cylinder for more information.

Radio faults

Secure data transmission is only possible if interference on a frequency of 868 MHz can be ruled out on a
long-term basis. Any outside interference can impede or prevent data transmission and thus the system

function.
If there is continuing uncertainty here, then choose the door cabling method.
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2.8.10

Test mode

With function switch 2 DIP-4, the L240/BS SafeKey Evaluation Module can be operated in Test mode.

In Test mode - without connection to the KNX Security Panel, communication between the L240/BS
SafeKey Evaluation Module and a connected Door Cylinder, Strike Plate or Wall Reader is tested.

If communication is taking place, when any 6-digit keyboard code is input or a chipkey is inserted, then a
brief positive acknowledgement will sound and door opening on the Door Cylinder or Strike Plate is
enabled.

The test can be carried out for the wired input (terminals 11-14) and for wireless transmission
(terminals 9-10).

Note

The keyboard code or chipkey need not be created in the L240/BS SafeKey Evaluation Module.

Function switch 2 DIP-4:

1 OFF (standard operation): The L240/BS SafeKey Evaluation Module can communicate via the
Security Bus (S-Busl) with the KNX Security Panel and the other L240/BS SafeKey Evaluation
Modules.

1 ON: Test mode is active. The L240/BS SafeKey Evaluation Module only requires a 12 V power supply
at the terminals "3" (+ 12 V) and "4" (0 V). No communication takes place via the security bus
(S-Bus 1).

Important

The two S-Bus 1 data lines "A" and "B" may not be connected to the Evaluation Module!

Procedure
1 Remove the security bus (S-Bus 1) from the L240/BS SafeKey Evaluation Module.

1 Connect the Wall Reader, Strike Plate or Door Cylinder (set function switch 1-2 "Wired/Radio"
accordingly).

Set function switch 2 DIP-4 to ON.

1  Connect the power supply to terminals 3 and 4 on the L240/BS SafeKey Evaluation Module (no S-Bus
1 data line to terminals 5 and 6).

1 Insert any chipkey or enter a 6-digit keyboard code.

1 If there is communication, LED2 illuminates briefly on the Evaluation Module and there is a brief
audible positive acknowledgement. Door opening is then enabled on the Door Cylinder or Strike Plate.

1 If there is no communication, check the connection of the Wall Reader, Strike Plate or Door Cylinder.

1 To end Test mode, interrupt the power supply at terminals 3 and 4 and switch function 2 DIP-4 back to
OFF.
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2.8.11

Emergency chipkeys

If communication between the L240/BS SafeKey Evaluation Module and the Strike Plate or Door Cylinder
is faulty, then the area cannot be set/unset and door access enabled. With a "local emergency chipkey",
door access can be enabled, even if communication is faulty. The area remains in its state, i.e. in the set
state an intrusion alarm is triggered.

Important

The local emergency chipkeys are created and deleted with a programming key - they cannot be
managed via the KNX Security Panel.

The chipkeys created in the Evaluation Module are managed via the KNX Security Panel and can also be
created as local emergency chipkeys directly in the Strike Plate or Door Cylinder. This should only be done
for a few chipkeys. If a chipkey is created in the Evaluation Module of the KNX Security Panel and then
deleted again, it will still remain in the Door Cylinder as an emergency chipkey!

When a chipkey is inserted, it is forwarded in encrypted form to the Evaluation Module and evaluated there.
The Evaluation Module then returns a command (e.g. enable or disable access) to the Door Cylinder or
Strike Plate. If communication is faulty, this command will not be given and a longer negative
acknowledgement will be output. The Strike Plate or Door Cylinder continues to check whether this

chipkey is stored in its memory as a local emergency chipkey. If yes, a counter is started. After this, the
chipkey should be inserted three more times (each followed by a negative acknowledgement). After the
fourth key insertion, access is enabled - irrespective of the state of the KNX Security Panel.

Note

The time between the key inserts may not be longer than 6 seconds (otherwise the counter will be
restarted).

If, when communication is faulty, a chipkey is inserted which was not created as an emergency chipkey,
then there will be negative confirmation.
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2.8.11.1 Creation of the programming key

A programming key is used to create and delete the local emergency chipkeys when linked to the KNX
Security Panel or all the authorizations for access (to open the door, but not setting/unsetting) in
standalone operation directly in the door Strike Plate/Door Cylinder.

Any chipkey can be used as a programming key.

Important

The programming key may not be/have been created in a L240/BS SafeKey Evaluation Module.

A programming key does not unlock a door (access). The programming key can also be created as a
programming key on other SafeKey Strike Plates or Door Cylinders.

On the Strike Plate, press and hold the programming key (22)
of the electronics board (21) until a continuous tone can be
heard.
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Using a tool, press the programming key of the electronics
board on the Door Cylinder until the key insertion point flashes
rapidly.

For as long as this continuous tone sounds or the light keeps

flashing, insert any chipkey (must not have been created on

the L240/BS module) into the key insertion point on the outside
1x

| BB \ of the door and then withdraw it again.
The signal tone and illumination of the key insertion point stop.
This chipkey is now defined as a programming key.
The programming key should be labeled as such as stored in a
safe place.

~

[ AEB)

| |

O

Note

This programming key can also be created as a shared programming key on other SafeKey Strike
Plates and Door Cylinders.
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2.8.11.2 Creating an emergency chipkey

The programming key and an unknown chipkey are required to create an emergency chipkey.

| B8 | H
A slow, intermittent signal tone sounds for around 6 seconds. The module is in
EQI____ Programming mode.
I CEL Door Cylinder:

Green illumination of the key insertion point for about 6 seconds

Insert the programming key in the key reader and withdraw it again.

H”m During the signal tone, insert any chipkey into the key reader and withdraw it.

| B ) I £

The signal tone and illumination of the key insertion point stop.

1

Hw The chipkey has been created as an emergency chipkey.
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2.8.11.3 Deleting an emergency chipkey

To delete an emergency chipkey, the programming key and the emergency chipkey to be deleted are

required.

==
i

il I lx

Insert the programming key in the key reader and withdraw it again twice in

succession.

A rapid, intermittent signal tone sounds. The module is in Delete mode.

CEL Door Cylinder:

Multiple red illumination of the key insertion point

Insert the emergency chipkey to be deleted into the key reader and withdraw it.
The signal tone stops. The emergency chipkey was deleted.

28.11.4 Deleting all the emergency chipkeys

The programming key is required to delete all the emergency chipkeys.

|‘"f ABB I""‘l

N

®
o

1

s}
9

Insert the programming key in the key reader and withdraw it again three times in

succession.

A continuous tone sounds.

CEL Door Cylinder:

Red illumination of the key insertion point

Insert the programming key in the key reader and withdraw it again. The
continuous tone stops. All the emergency chipkeys were deleted.
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2.8.11.5 Operation with emergency chipkeys
Should the communication between the Door Cylinder or Strike Plate and SafeKey Evaluation Module be

faulty or have failed, then this is signaled acoustically with a longer negative acknowledgement when a
valid chipkey is inserted.

However, the door can still be opened with a valid emergency chipkey.

o

|:<ﬂ____ An intermittent signal tone sounds.

Insert the emergency chipkey into the key reader once and withdraw it.

CEL Door Cylinder:

%:2» Multiple red illumination of the key insertion point

Important

This operation must be repeated three times. The time between the key inserts may not be longer than
6 seconds. Otherwise, the operation must be repeated.

After the fourth key insert, the coupling system of the Door Cylinder or Strike Plate is enabled. The door
lock (dead lock) can be actuated using the turning handle and the door opened.
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2.9
2.9.1

2911

Connection diagrams
Setting device

SKS/BA, SKSU/BA contact lock

14 15
o)1 1w Rl 9[o]
13 1K R-Sabo BR3 1K
< g 2 e 10 g
(213 P e o2
o4 @ I—&Iﬁ @ 12(|©
12< o5 LED Hem LED 13| o
GN GE —
L2 |6 14| ©
11< o7 s2 s1 15| 0
o8 = 16| 2]
17| ©
18| ©
192
L]
SUM
20 21

O

S4

[NEANAN

1 Activation of yellow LED
9 (+) with 1 kOhm pre-resistor (R2)
10 (+) without pre-resistor
11()
2 Case tamper output with 2.7 kOhm resistor
(R-Sabo BR3)

3 Output, switch 1
14 (N/O)
15 (Shared contact)
16 (N/C)

4 Connection of drilling protection cover (internally

connected to the case tamper)

5 Switch 1

6  Heating resistor (82R5W) for U=10-15 V DC/AC

7  Case tamper

8  Off the wall tamper contact (internally connected
the case tamper)

9 Buzzers

to

10

11

12

13

14

15

16

o — | —|
o s s—
o s s—
o s s—

Switch 2

Activation of buzzer
7()

8 (+)

Output, switch 2

4 (N/C with resistor combination 2.7 kOhms (R3) +
560 Ohms (R4))

5 (N/O)

6 (Shared contact)

Activation of LED green

1 (+) with 1 kOhm pre-resistor (R1)

2 (+) without pre-resistor

3()

BR1 switches 560 Ohms in parallel to switch 1
(terminals 4 and 6)

BR1 bridged: 560 Ohms in parallel to switch 1
(required for the function Setting line)

BR1 open: No 560 Ohms in parallel to switch 1
BR2 by-passed, 2.7 kOhms between terminals 4 and 6
BR2 bridged: No 2.7 kOhms between terminals 4 and 6

BR2 open: 2.7 kOhms between terminals 4 and 6
(required for the function Setting line)

Switch operation
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Wiring example, SKS Contact Lock to GM/A 8.1 KNX Security Panel

Activation of green LED (Ready to set ext.)

Switch S2 for setting input

Buzzer activation (setting confirmation)

Activation of yellow LED (status Externally set/unset)
Evaluation of case tamper

o g b W N

Switch S1 for reset input
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Function SKS terminal GM/A terminal
Activation of green LED (Ready to set ext.) 1 26
Activation of green LED (Ready to set ext.) 3 25
Switch S2 for setting input 4

Switch S2 for setting input 6

Buzzer activation (setting confirmation) 7 23
Buzzer activation (setting confirmation) 8 28
Activation of yellow LED (status Externally set/unset) 9 30
Activation of yellow LED (status Externally set/unset) 11 24
Evaluation of case tamper 12 6
Evaluation of case tamper 13 5
Switch S1 for reset input 14 4
Switch S1 for reset input 15 3
Important

In conjunction with the SKS contact lock as a setting unit, a locking element (e.g. EPSE/M) should be
used to fulfil the inevitability condition. Connect the locking element to the L240/BS SafeyKey Evaluation
Module.
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Wiring example, SKS Contact Lock to MG/x 4.4.1 Zone Module

Switch S1 for reset input

Evaluation of case tamper

Activation of yellow LED (status Externally set/unset)
Activation of green LED (Ready to set ext.)

Switch S2 for setting input

o O~ W NP

Buzzer activation (setting confirmation)

Important

In conjunction with the SKS contact lock as a setting unit, a locking element (e.g. EPSE/M) should be
used to fulfil the inevitability condition. Connect the locking element to the L240/BS SafeyKey Evaluation

Module.

Function SKS terminal Terminal MG/x
Activation of green LED (Ready to set ext.) 2 Out 3

Activation of green LED (Ready to set ext.) 3 ovv

Switch S2 for setting input 4 Zone input 1
Switch S2 for setting input 6 Zone input 1/2 (-)
Buzzer activation (setting confirmation) 7 ovyv

Buzzer activation (setting confirmation) 8 Out 2

Activation of yellow LED (status Externally set/unset) 10 Out 1

Activation of yellow LED (status Externally set/unset) 11 ovyv

Evaluation of case tamper 12 Zone input 3/4 (-)
Evaluation of case tamper 13 Zone input 3
Switch S1 for reset input 14 Zone input 2
Switch S1 for reset input 15 Zone input 1/2 (-)
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29.2 Intrusion detector
29.2.1 NC contacts

NC contacts MRS/x, MRSS/x, SMKG, RTK, RTK/C, SWM4, VSUE

1 2
1 Bridge 1 First to penultimate contact
2 Termination resistor 2 Last or sole contact
3 NC contact
4 Connection cable*
- - - - Alternative connection option
* All the connection cables have the same color
4
o — ——— ———— - q
1
\ —— 9
[
/\ L
2 3
1 Connection cable 3 Last or sole contact
2 First to penultimate contact 4 Distribution board
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29.2.2 NO contacts

NO contacts SPGS/x

1 Bridge 1 First to penultimate contact
2 Termination resistor 2 Last or sole contact
3 NC contact
4 Connection cable*
- - - - Alternative connection option
* All the connection cables have the same color
/4\
+———1+-—G——9 q
1
\ Jd_L
L
L L
2 3
1 Connection cable 3 Last or sole contact
2 First to penultimate contact 4 Distribution board
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2.9.2.3

AGM Acoustic Glass Break Detector {/dS)

LED OFF

13

12

\}

\}

14 1 2 3
[ |
oTs SlaT

®
@

Y JF2 6
I JP2
X

12V ov 12V

by o b b 4

Latch Alarm OV +12V Tamper

vlele olo|e @

© 00 N o g b~ wWwN

[T S = S ST
A W N P O

Alarm memory input (requires switched 12 V, via the externally
set/unset signal)

Alarm output

12 V DC power supply

Tamper output

Jumper 2 to set the glass type to be monitored
Simple/toughened glass (JP2 to ON)
Laminated/wired glass (JP 2 to OFF)

Test button for test triggering of the alarm output
Case tamper

Microphone

Sensitivity controller

Sensitivity lower

Sensitivity higher

Jumper 4 to activate (JP4 to OFF)/deactivate (JP4 to ON) the LED
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29.24 IR/KB Passive Infrared Motion Detector

A

1 Cable entry point

Strain relief
Infrared sensor
Blocking screw
Case tamper
Function switch
Terminals

0o N O b~ WN

Settings on the function switch (6)

Positioning ring for off the wall tamper contact

1 Power supply 12 V DC (e.g. 12 V output GM/A 8.1 or
MG/x)

To the zone of type: Motion detector
To the zone of type: Tamper group
Input for Walk test function

DIP | Description Functions on OFF

Functions on ON

1 Activation of LED During operation (VdS)

(LED active according to
the control inputs)

For commissioning (LED
always active)

Pulse counting

3 Sw2 SW3 Pulse counting
OFF OFF Corridor
OFF ON Single pulse (vVdS)
ON OFF 2 pulses
ON ON 3 pulses
4 Range PIR Full range Reduced range (10 m)

(15 m) (VdS)
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2.9.25

EIM/KB, EIM/KC Dualtech Motion Detector

EIM/KB EIM/KC
S S~

Moo ]
/007777

7|8

'—

w| 2

w3
bbb =+ = )4
12V 0V 12V|12V

_/_
_/_

© 00 N o g b~ wWwN

=
o

Cable entry point

Strain relief

Microwave sensor

Potentiometer for microwave sensitivity
Infrared sensor

Blocking screw

Case tamper

Positioning ring for off the wall tamper contact
Function switch

Terminal

1 Power supply 12V DC (e.g. 12 V output GM/A 8.1 or
MG/x)

To the zone of type: Motion detector
To the zone of type: Tamper group
Input, Walk test function

Input signal External set

o g b~ WN

To the zone of type: Technical detector
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Settings on the function switch (9)
DIP Description Functions on OFF Functions on ON
1 Activation of LED During operation For commissioning
(LED active according to the control (LED always active) {vdS)
inputs)
2 Pulse counting High sensitivity Reduced sensitivity
(one zone) (two zones) {VdS)
3 Microwave transmitter Always active Only active when set
switched off in Unset (dependent of S/U) (/dS)
status
4 AD/fault output If there is a fault, the following switch: If there is a fault, the following switch:
LED (green and/or yellow) AD (fault) and LED (green and/or yellow)
- Const. illuminated
- Const. illuminated If there is a case tamper, the following
If there is a case tamper, the following switch:
switch: Alarm, AD (fault) and LED (green and/or
AD (fault) and LED (green and/or yellow) | Yellow)
- Flashing with 3 Hz - Flashing with 3 Hz
5 AD (case tamper) Reduced sensitivity {4dS) High sensitivity
sensitivity
6 Range PIR Maximum range (15 m) Reduced range (< 10 m) {/dS)
7 Activatation "Walk test" Walk test input with Walk test input with
High Potential (12 V) Low Potential (0 V)
= Walk test = Walk test
8 Activation "S/U" Input S/U with Input S/U with
(memory) High Potential (12 V) Low Potential (0 V)
= Alarm memory active = Alarm memory active
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293 Lock contact
2931 WRK, WRK/W Locking detector (Lock Bolt Switching Contact)
4
© O—O0—— —o0—0—0
! _ R
| \ 4 t
| | | 0 <
| I |
i T~ L 2
1 b |
| |
! | 3
| I oo
s
1 Green 1 To zone of type: Locking detector: Door
2  Brown 2 First Lock Bolt Switching Contact
3 White 3 Last Lock Bolt Switching Contact
4 Distribution board
294 Hold up detector
2941 ND/W, NDU/W Emergency Call Button

r r
1 2 3 4 5 6 7

AVAVANAVEINNVANAY

\_'_1
1 3

1 Alarm contact 1 To detector group of type: Hold up detector or panic detector
2 Terminals 2 External EOL resistor (2.7 kOhms)
3 Case tamper 3 To the zone of type: Tamper contact
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295 Smoke detector/Technical detector
2951 FC650/0, FC650/TDIFF, FC650/TMAX Smoke Detector with FC600/BREL Relay Base
Note

The connection of fire detectors to a Security Panel does not constitute a fire detection system as
defined in the standard VDE 0833 Part 2, DIN 14675 or EN 54!

This combination is also not a substitute for smoke alarm devices according to DIN EN 14 604 (battery-
operated smoke detectors with integrated signaling device), as required for residential buildings in some
German federal states.

1 12V >
ov >» Om—)

Variant 1: Without monitoring of power supply and detector removal

Power supply 12 V DC (e.g. 12 V output GM/A 8.1 or MG/x)

NC contact to reset the alarm memory (e.g. relay contact with reset function or 0 V reset output MG/x)
EOL resistor (2.7 kOhm)

To the zone of type: Smoke detector

A W N P
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1 12V >
ov »

Variant 2: With monitoring of power supply and detector removal

Power supply 12 V DC (e.g. 12 V output GM/A 8.1 or MG/x)

NC contact to reset the alarm memory (e.g. relay contact with reset function or 0 V reset output MG/x)
To the zone of type: Tamper alarm (optional)

EOL resistor (2.7 kOhm)

To the zone of type: Smoke detector

a b W N PP

1 12V P

e B = - -
§ 2 § 1> § %

2 =3 = -
&) \gm@ ) &) %L”_J@ ) 5 g:r@l
il = I@} e
, +
/- S——— S——— =
4 3

Connection example with 3 detectors in a zone

Power supply 12 V DC (e.g. 12 V output GM/A 8.1 or MG/x)

NC contact to reset the alarm memory (e.g. relay contact with reset function or 0 V reset output MG/x)
EOL resistor (2.7 kOhms)

To the zone of type: Smoke detector

A W N P
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2.95.2 SGL Gas Detector

DYDY

2 3 4 5 6 7

L

1 Gassensor 1 To the zone of type: Technical detector n
LED Operation (green) 2 To next detector (optional)
3 Terminals 3 Power supply 12 V DC (any polarity) (e.g. 12 V output

GM/A 8.1 or MG/x)
Function switch
LED Alarm (red)
Buzzers

First to penultimate detector

Last or sole detector

Function switch (4)
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2.9.6 Signaling devices

296.1 SSF/GB Combination Signaling Device

2,7 kOhm

1 EOL resistor (2.7 kOhms) for tamper monitoring
(In a tamper group, only 1 EOL resistor may be included, i.e. if one tamper group is used for multiple signaling devices,
either the EOL resistor or the wire jumper must be removed)

Case tamper output for connection to the zone of type: Tamper contact
Connection of siren 1
33 (+)
34 (-)
4 Connection of strobe
37 (+)
38 (-)
5 Resistance (1 kOhm) for monitoring or the activation line (strobe)
6  Resistance (1 kOhm) for monitoring or the activation line (siren 1)
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2.9.6.2 SSF/G Siren in Enclosure

2,7 kOhm

1 EOL resistor (2.7 kOhms) for tamper monitoring
(In a tamper group, only 1 EOL resistor may be included, i.e. if one tamper group is used for multiple signaling devices,
either the EOL resistor or the wire jumper must be removed)

Case tamper output for connection to the zone of type: Tamper contact
Connection of siren 2
35 (+)
36 (-)
4 Resistance (1 kOhm) for monitoring or the activation line (siren 2)
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2.9.6.3 SSS Electronic Solid-State Siren

|

1 Connection of internal siren
39 (+)
40 ()
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3 Commissioning

3.1 Overview

The general commissioning of the KNX Security Panel takes place using a network-compatible terminal
with a web browser via the integrated web server of the device.

KNX commissioning takes place with the Engineering Tool Software (ETS).
3.2 Parameters

The following chapter describes the parameters of the KNX Security Panel. Some parameters are
structured dynamically so that further parameters may be enabled depending on the parameterization and
the function.
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3.3 Web Interface
33.1 First commissioning
3.3.11 Supported browsers

The Web Interface of the KNX Security Panel supports the following web browsers:

Mozilla Firefox:  from Version 20
Internet Explorer: from Version 9

Google Chrome: from Version 26

= =4 -4 -

Safari from Version 6
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3.3.1.2

Setting up the connection with the Web Interface

To set up a connection with the Web Interface of the Panel, a network-compatible terminal device with one
of the browsers listed in chapter 3.3.1 First commissioning, p. 141, is required.

The Panel must be connected with the network via a network cable or directly with a PC using a crossover
cable. Then, supply the Panel with voltage.

In the supplied state, the network setting of the KNX Security Panel is preset to Dynamic Host
Configuration Protocol (DHCP), meaning that the network settings can be assigned automatically via a
DHCP server or router with DHCP server functionality (e.g. FritzBox).

If the KNX Security Panel is not installed in a network with a DHCP server, e.g. direct connection to a PC,
then standard network settings are made in the Auto IP range:

Auto IP area:
IP address 169.254.1.0 1 169.254.254.255
Subnet mask 255.255.0.0
Standard Gateway 0.0.0.0
Important

The IP address in the Auto IP area may change on each restart.

In both cases, the Discovery function of the i-bus® Tool can be used to search for the KNX Security Panel
in the network.

The i-bus® Tool can be downloaded from the ABB website www.abb.de/KNX.

The i-bus® Tool does not have to be installed. Local storage of the software folder on the terminal is
sufficient.

Note

The i-bus tool must be taken into account in the Firewall settings of the appropriate terminal.
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The following steps can be used to search for the KNX Security Panel in the network:

i-bus® Tool

Start the i-bus® Tool via i-bustool.exe

Licence Agreement for use of Software “ABB i-bus® Tool” free of charge
- for commercial transactions between businesses -

This License Agreement (“Agreement”) shall be entered into by the Licensee by down-
loading the software “ABB i-bus® Tool" from the web page of ABB Stotz- Kontakt
GmbH Heldelberg Germ ny herein: the * L| ensor”) or from the web page htfp
n. idesyste ¢ ¢
1. The Llcensee shall not be entitled to use the Software prior to entering |nto
the Agreemenl The terms for the using of the Software “Power-Project” shall be
hereinafter laid down:

1. Subject of the Agreement

The subject of the Agreement is the computer software “i-bus® Tool” that is down
loaded from the internet (as provided in Clause 1), including the files contained
therein pertaining to the configuration, commission and diagnostics of certain KNX
products of Licensor (herein collectively: the “Software”)

The Licensor points out that it is not possible with today’s technology to produce
computer software that operates without any errors in all applications and
combinations. The subject of the licence hereunder therefore is only software which
can be used substantially in accordance with the user instructions.

) agree to Terms of Use

.

Agree to the General Terms and Conditions
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Press the Connect tile

i-bus® Tool 1.9.0.0

e O S W A

IPS/S 2.1

GM/A 81

DeviceName = ABB STOTZ-KONTAKT
IP address = 169.25447.23

Subnet = 255.255.0.0

ABB USB Messe Disonnected  Telegrams persecond 6  Refresh mode Automatic i-bus® Tool 1.9.00  ABB Copyright © 2

Switch to the IP devices heading
The KNX Security Panel is displayed in the list below Device type as ABB GM/A 8.1.
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Note

If the KNX Security Panel does not appear in the list of IP devices, then it is necessary to check whether
the Panel is operational and that there is a physical connection between the network connection and the
terminal.

A crossover network cable is required if there is a direct network connection between the Panel and the
terminal.

Activation of the checkbox

Press the Open website button to open the Web Interface of the KNX Security Panel. This opens the
standard browser and login page of the panel.

Note

If an error message appears in the web browser, stating that the website could not be found or opened,
then the network settings of the terminal should be checked. These must be in the same network area
as the Panel.
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3.3.13 Login page

User name: [N
password: |

Terms of use
| accept terms of use

Access to the web pages of the Web Interface of the panel is only granted through authorized login by
entering a username and password on the login page. The login page can be opened through the steps
described above using the i-bus® Tool or by entering the IP address of the panel in the input box of the

browser.

Important

An administrator (user 1 and user group "Admin") cannot log in without the prior enabling (Administrator
login) of a user.

A user can enable the administrator login via the main menu (see paragraph Top navigation bar,

p. 158).
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In the supplied state, login is possible via the following users:

Preconfigured users and user groups:

Rights
o 3 =
£ ° S| €
213 | a8 o ¢
gl 2| 2] 3| 2| £| 2| &
s o 5| o 5 & E 2| @
S 3| ®| = E| 8| §
> = 1) S & 5| @ o F £| S 9
° © = = S o| 2| o = = 2
No Standard | 2| 5| §| &| g E| 8| €| 2 | = =
User Group Password PIN language | 5 | &| a| o| & €| a| a| &| 3| ¢| &
1 Administrator | Admin Administrator | 000000 | English X [ X [ X | X|X| X | X|X|X|X]|X]X
Operator User Operator 111111 | English X | X [ x| x|Xx X
3 Benutzer User Benutzer 222222 | German X | X [ X | X|X X
Important

The password and PIN must be changed after the first login.

Incorrect entry of the username and/or password will lead to an error message.

User name:
password: |

Terms of use
| accept terms of use

Login

Note

After the third incorrect entry, the Web Interface is disabled for 2 minutes. The procedure is repeated up
to the 21st incorrect entry, when a tamper alarm is output. An entry in the event log is made.
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3.3.14 Language settings

After a successful login to the Web Interface, the language of the user can be set directly for the
appropriate user via the menu item User management.

Main menu Logged in: Administrator ABB

Main menu

User management

Operation and display Events

Key management Programming Service

» User management Logged in: Administrator

4 User management ' Administrator |
4 Users ‘
Administrator Password PIN
Operator
Benutzer Username: Administrator
TestO1 o
L 5 | Engli v
» User groups =hgiads i
E-mail:
Phone:
Mobile:
SMS center: !'SMSV center 1 v
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3.3.15 Firmware update

After a successful login to the Web Interface, the firmware update can be imported via the menu item
Programming >System.

Main menu Logged in: Administrator ABB

Main menu

Operation and display Events User management

Key management Programming Service
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Main menu » Programming Logged in: Administrator ABB

‘l System | i\ General ‘ Language = Date and time = Encryption

Communication

Areas jysre.'"t. |ABB STOTZ-KONTAKT
» System components sSchipHon
» Disable groups System Restore latest backup Date of last backup:
Alarming configuration L | 2016-05-24 16:28:32
Setting
» KNX ‘ Import configuration Export configuration
Restore factory settings Export KNX configuration

Restart panel

| Application: 000.005.000695 3
Firmware update
Runtime: 1.0.955.52240
Firmware
KNX: ABB $A07D 1.0
$ KNX firmware update
Web interface: 1.0.25
SD card | safely remove SD card
Web interface Automatic logout []
EN standard Functionality according to EN standard
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3.3.1.6 Navigation in the menu windows

This chapter describes the general structure of the menu windows and recurring buttons and icons.

Menu window structure: Navigation bar (right)

Main menu » Operation and display

e T

Logged in: Administrator Alsi

All areas

Unset

Unset

The buttons of the navigation bar can be used to select various menu windows from a list (e.g. groups,
areas, etc.). The button with the white background shows the current view.
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Menu window structure: Object tree

Main menu » Programming Logged in: Administrator ABB

System e I | General | Language Date and time Encryption
Communication [ - " - —
aiEas i ABB STOTZ-KONTAKT

» System components ESSupHon

G DISabIg groups System Restore latest backup Date of last backup:
Alarming configuration 2016-05-24 16:28:32
Setting

» KNX Import configuration Export configuration

Restore factory settings Export KNX configuration

Restart panel

Application: 000.005.000695 5
Firmware update
Runtime: 1.0.955.52240
Firmware
KNX: ABB $A07D 1.0

KNX firmware update
Web interface: 1.0.25

SD card Safely remove SD card
Web interface Automatic logout []
EN standard Functionality according to EN standard

In the object tree, it is possible, for example to select the individual areas of the menus Programming or
User management.
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Menu window structure: Information area

Main menu » User management Logged in: Administrator FAIBID

« | @
=
4 User management || User management
» Users
» User groups Add new user Add new group Delete all users

Delete all groups

Users Users

No. Name No. Name

1 Administrator 3 Benutzer
2 Operator 5 Test01
User groups User groups

No. Description No. Description
3 Admin 3 Test01

2 User

The information area contains information which cannot be changed.
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Menu window structure: Operating area

Main menu » User management Logged in: Administrator ABB

« |8 ®

' .
4 User management || User management

» Users

» User groups Add new user Add new group Delete all users

Delete all groups

Users Users

No. Name No. Name

¢ Administrator 3 Benutzer
2 Operator 5 Test01
User groups User groups

No. Description No. Description
1 Admin 3 Test01

2 User

Various actions can be selected using the buttons in the operating area.
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Menu window: Programming area and parameter settings

Main menu » User management Logged in: Administrator
pa 0 @
|
4 User management | Administrator |
4 Users

Administrator Password PIN

Operator

Benutzer Username: Administrator

TestO1 =
Language: Englis! v

User groups g2 g
E-mail:
Phone:
Mobile:
SMS center: SMS center 1 v
E-mail SMS Phone Mobile
I Alarm [J e-mail [J sms [J phone [ Mobile

Fault [J e-mail [J sms [J phone [ Mobile
System state [] E-mail [] sms Phone Mobile
Rights
Programming v
User manager v
Key manager
Service
Area 1 Area 2 Area 3 Area 4 Area 5
User group Admin

In the programming area, the appropriate settings are made through entries in text boxes, selection of
options from drop-down menus, activation/deactivation of options, etc.
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Menu window: Programming area and parameter settings (continued)

Main menu » Programming Logged in: Administrator ABRR

- @
System General Input 1 Input 2 Input 3 Input 4 Output 1 Output 2
Communication
Output 3
Areas
4 System components o Mol
» Panel
4 Zone modules Type 4-fold (MG/E 4.4.1)
4-fold (MG/E 4.4.1): 1 Address 1
4-fold (MG/A 4.4.1): 8 Area assignment: Area 1
2-fold (L240/MG2): 18
4-fold (L840/MG4): 19 st Actiied Deactivate
» Bus motion detectors
» SafeKey modules
» Keypads Delete
» KNX zone inputs
Alarm transmission system Inputs:
Dlsabl‘e grotps | No. Type State Active
Q'Etltr_mmg 1 Reset input OK
Kil)(mg 2 Emergency detector oK
( 3 Smoke detector oK
4 Technical detector 1 OK
Outputs:
No. State information: Panel Areal Area2 Area3 Area4 Area5 State
1 Ready (int.) v on
2 Ready (int.) v on
3 Ready (int.) v v v v v off

Various actions can be selected using the buttons.
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Menu window structure: Tabs

Main menu » Programming

System

General Language Date and time Encryption

Communication
Ateds e ABB STOTZ-KONTAKT

» System components EScipHon

é Dlsabl_e groups System Restore latest backup Date of last backup:
Alarming configuration 2016-05-24 16:28:32
Setting

» KNX Import configuration Export configuration

Restore factory settings Export KNX configuration

Restart panel

| Application: 000.005.000695 5
Firmware update
Runtime: 1.0.955.52240
Firmware
KNX: ABB $A07D 1.0
$ KNX firmware update
Web interface: 1.0.25
SD card Safely remove SD card
Web interface Automatic logout []
EN standard Functionality according to EN standard

Some programming areas contain multiple tabs, via which additional overviews are available, actions can
be executed using the buttons or other settings can be made.
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Top navigation bar (display varies)

Help Open direct help

Logout Logout of a user logged into the Web
Interface

Back Navigation to the previous web page

Start Navigation to the main menu

Refresh Reload the event log

Print Print the parameter settings

Save Creation of a *.CSV file of the entire event

log and provision for saving

Alarm counter

Open the alarm counter

Administrator Login

Enabling of the Administrator Login by a
user
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Bottom navigation bar (display varies)

Alarm icon

Display of a pending alarm

Red: An alarm is pending. Actuating
the red alarm icon opens the event
list (see chapter 3.3.2.2 Event list,
p. 180).

Gray: No alarm is pending.

Fault icon

Display of a pending fault

Yellow: A fault is pending. Actuating
the yellow fault icon opens the
event list (see chapter 3.3.2.2 Event
list, p. 180).

Gray: No fault is pending.

Telephone icon

Display of an active telephone
connection

Green: Active telephone connection

Gray: No active telephone
connection

19.04.2014 11:50

Date and time

Date and time of the panel

Scroll right Scroll the number of entry pages to
the right

Scroll left Scroll the number of entry pages to
the left

Entry page Display selected entry page

Number of entries

Change the possible number of
entries (12, 25, 50, 75, 100)
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3.3.2 Main menu

Main menu Logged in: Administrator ABB

Main menu

Operation and display Events User management

Key management Programming Service

After successful login, the main menu of the Web Interface opens.

Submenus:
Button Description
Operation and display Operation and display of all areas
Events View of the event log and the individual SafeKey access memories
User management Creating, management and deleting users and user groups
Key management Creating, management and deleting SafeKey chipkeys and keyboard codes
Programming Programming and commissioning of the panel and all the system components
Service Service functionality of the system

The following chapters describe the individual submenus.
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3.3.21 Operation and display

Area overview

Logged in: Administrator A

—ﬁﬁ\i
| we | teme e Reivien

House 1 All areas

Main menu » Operation and display

House 2

Warehouse

The area overview displays the most important information from every area.

Navigation bar:

Button Description

All areas Open the area overview

Areal..5 Open the individual area overview (areas 1...5)
Note

The button with the white background in the navigation bar shows the current view.
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Information:
Information Description
Area Display area number (area 1...5)
Name Display area name
State Display area state
Unseti Areais unset
Internally seti Area is internally set
Externally seti Area is externally set
Ready (int.) Display of whether the area is ready to set internally

Green: Area is ready to set internally

Gray: Area is not ready to set internally

Ready (ext.)

Display of whether the area is ready to set externally

Green: Area is ready to set externally

Gray: Area is not ready to set externally

Alarm/fault

Display active alarm

Red: Alarm is pending (details can be found in the event list)

Yellow: Fault is pending (details can be found in the event list)

Gray: No alarm/no fault
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Individual area overview

Main menu » Operation and display

&

Logged in: Administrator Al

&

Area 1
House 1

Unset All areas

Triggered zones
Internally set Disable groups
Externally set Walk test
Switch off acoustics Disable keys/codes

Tamper reset Event list

¢ S

Fire alarm Emergency Panic alarm

The individual area overview contains all the information and operations of the appropriate area.

Navigation bar:

Button Description

All areas Open the area overview

Area1..5 Open the individual area overview (areas 1...5)
Note

The button with the white background in the navigation bar shows the current view.
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Information:
Information Description
Area Display area number (area 1...5)
Name Display area names
State Display area state
Unseti Area is unset
Internally seti Area is internally set
Externally seti Area is externally set
Alarm i Alarm is pending (details can be found in the event list)
Fault i Fault is pending (details can be found in the event list)
Operations:
Button Function
Unset The area is unset.

Internally set

The area is set internally.

Externally set

The area is set externally.

Switch off acoustics

If there is an alarm, the acoustic signaling devices can be switched off in the unset

state, without deleting the alarm or the fault.

Reset/Tamper reset

After an alarm, a fault or a tamper alarm, it can be deleted in the unset state.

Triggered zones

The Triggered detectors website is opened.

Disable groups

The Disable groups website is opened.

Walk test

The Walk test function can be triggered in the unset state.

Disable keys/codes

The Disable keys/codes website is opened.

Event list The event list is displayed.
Fire alarm A fire alarm is triggered.

Emergency An emergency is triggered.
Panic alarm A panic alarm is triggered.
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Unset

Main menu » Operation and display

&

Logged in: Administrator ABB

&

Area 1
House 1

Unset All areas

Triggered zones
Internally set Disable groups
Externally set Walk test
Switch off acoustics Disable keys/codes

Tamper reset Event list

‘ G

Fire alarm Emergency Panic alarm

The area is unset.
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Internally set

Main menu » Operation and display Logged in: Administrator Al

a

Area 1
House 1
Internally set All areas

Fire alarm Emergency Panic alarm

The area is internally set.
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Externally set

Main menu » Operation and display

&

&

Fire alarm

The area is set externally.

Area 1
House 1
Externally set

J

Emergency

Logged in: Administrator

All areas

Y

Panic alarm
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Switch off acoustics

Main menu » Operation and display

Logged in: Administrator AR

Area |
House 1

Alarm All areas

Triggered zones Area 1

Disable groups

Area 2

* Switch off acoustics?
Tamper reset
™

Area 5

Fire alarm Emergency Panic alarm

If there is an alarm, the signaling devices can be switched off in the unset state, without deleting the alarm
or the fault.
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Reset/Tamper reset

After an alarm, a fault or a tamper alarm, it can be deleted in the unset state.
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