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   �CSWP Communications
As an ABB Ability™ Cyber Security Workplace (CSWP) subscriber, you have 
access to the latest CSWP information. This communication is designed to 
keep you updated on the recently released news and features of CSWP, so  
that you are informed and can take advantage of all that CSWP has to offer.  
In addition to these updates, tutorials covering unique CSWP features will 
demonstrate new ways to leverage CSWP to improve your system visibility 
and cyber security posture.

To further expand the security control capabilities of Cyber Security 
Workplace, we have integrated support of the Microsoft Defender Antivirus 
solution. With this latest module’s addition, users can now collect information 
from endpoints specific to the Engine version, definition updates, and 
detection metrics. 

This information is displayed 
to users through the 
malware protection widget 
of the Node Overview page 
or as KPI information in the 
Malware Protection tab.  
This capability is available  
to all active subscribers of  
Cyber Security Workplace.  

Fine tune KPI results to meet your needs with  
KPI Manager 
Cyber Security Workplace KPI Manager offers users the power to customize KPI 
results to align with their system’s configuration and architecture. Using the  
KPI Manager feature, users can more-accurately benchmark systems against 
their company’s security standards, and create customized baseline profiles 
that cater to each unique system. Regardless of system type, function, or 
manufacturer, CSWP KPI Manager can be leveraged to establish an accurate 
system baseline across users OT environments

—
Resources 

Useful Links

solutions.abb/cyber-security-services

solutions.abb/cyber-security-workplace

solutions.abb/cyber-security-monitoring

solutions.abb/reference-architecture

SPEAK TO AN ABB EXPERT

REGISTER FOR OUR SERIES

Privacy information

Integrated support of Microsoft Defender

To further improve visibility and cyber awareness throughout one’s fleet of 
operations, Cyber Security Workplace has introduced CSWP Fleet View. This 
feature provides a holistic view of one’s system and security information 
across an entire fleet, from a centralized cloud based CSWP instance. By 
securely synchronizing data between on-premise CSWP instances and the 
Cloud based Fleet View, users can now access security related data across 
various levels of an organization, empowering users to make more informed 
decisions and prevent unplanned downtime.

Expand plant isolation 
capabilities to hardware 
firewall devices 
CSWP Plant isolation functionality has 
been expanded to support the integration 
of Fortinet Firewall Devices. By interfacing 
directly with the hardware component 
and leveraging firewall policies to restrict 
communication, CSWP can allow for more 
options in isolation capabilities.  

—
Thought leadership   

Utilize Active Directory groups to manage  
CSWP authentication 
With the integration of Active Directory Federation Services (AD FS), it is now 
possible to define access rights in Cyber Security Workplace based on Active 
Directory (AD) Security Groups. Roles in Cyber Security Workplace can now be 
assigned to groups defined in the domain of the AD FS provider. If a user is 
member of a group, the assigned roles will be mapped to the user accordingly.

—
Tips and tricks   

Capitalize on your KPIs   
CSWP now allows you to use KPIs to meet the needs of your unique 
environments. Users can modify any existing security KPIs to better align 
with cyber security maintenance processes or corporate policies.

WATCH THE VIDEO

Implementing a  
secure design for your  
OT environment   
A reference architecture is a producer’s 
predefined and agreed architecture  
and principles. It serves as a standard 
design for securely connecting and 
segregating networks in the industrial 
environment. A reference architecture 
supports digitalization and cyber 
security, making the network more 
robust. Read the ABB ICS Cyber 
Security Reference Architecture  
white paper to understand the benefits, 
challenges, and considerations when 
adopting a reference architecture.

Enhance enterprise- 
level visualization 
with CSWP  
Fleet View

https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/cyber-security
https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/cyber-security/abb-cyber-security-services/abb-ability-cyber-security-workplace
https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/cyber-security/abb-cyber-security-services/cybersecurity-event-monitoring
https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/cyber-security/abb-cyber-security-reference-architecture
https://campaign-pa.abb.com/l/961062/2024-03-28/5j8pd
https://campaign-pa.abb.com/l/961062/2024-03-28/5j8ph
https://new.abb.com/privacy-notice/customer
https://www.youtube.com/watch?v=no1j1W8SIUg
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108468A6889&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108468A6889&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK108468A6889&LanguageCode=en&DocumentPartId=&Action=Launch

